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Positioning based on satellite signals is a key element in many mobile phone applications.
The structure and contents of civilian satellite signals are public knowledge, therefore
enabling anyone to create similar signals. If false signals transmitted to a receiver manage
to mislead a receiver into making a false position fix, it poses a high security risk to mobile
phone users. This is called spoofing. The goal of this thesis is to study the effects of
navigation signal spoofing in mobile phones in the context of satellite based positioning.

To give sufficient background information to understand the effects of navigation signal
spoofing, satellite systems, their signals and the basics of satellite based positioning are
explained. This thesis discusses the basics of navigation signal spoofing and its different
forms and effects. Anti-spoofing techniques in literature are surveyed. Several tests are
conducted to assess the threat spoofing poses to mobile phones. Four Android phones are
used in the tests as well as a more high-end receiver for comparison. Fake GPS signals
are created with a GPS simulator and real satellite signals are transmitted to the receivers
at the same time with lowered signal strengths.

The tests are conducted in a environment where no other signals, such as Wi-Fi or Blue-
tooth, are available to the receivers. The phones are also used in flight mode. Spoofing
tests are done on both the pseudorange and data level.

Based on the tests it is found that while spoofing is not simple nor easy, it is possible
and potentially dangerous with enough knowledge and the correct equipment. In most
cases, the phones experienced at least some disturbance or a moved position fix. In 54 of
the individual 144 tests (38%), spoofing was fully successful. Only in about 4% of the
individual test results, no effect was noticed in the positioning.
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Satelliittien lähettemiin signaaleihin perustuva paikannus on monen mobiililaitteen ap-
plikaation tärkeä osa. Siviilisignaalien rakenne ja sisältö on julkisesti saatavilla olevaa
informaatiota. Jos vastaanotinta kohti lähetetyt valheelliset signaalit onnistuvat saamaan
vastaanottimen tekemään virheellisen paikkaratkaisun, se luo korkean turvallisuusriskin
mobiililaitekäyttäjille. Tätä kutsutaan spoofaukseksi. Tämän diplomityön tavoitteena on
tutkia navigaatiosignaalien spoofauksen vaikutuksia mobiililaitteissa satelliittipohjaisessa
paikannuksessa.

Antaakseen riittävästi taustatietoa ymmärtämään navigaatiosignaalien spoofauksen vaiku-
tuksia, tässä työssä esitellään ensin satelliittijärjestelmät, niiden signaalit sekä satelliitti-
paikannuksen perusteet. Navigaatiosignaalien spoofauksen perusteet, sen eri muodot sekä
vaikutukset käydään läpi. Kirjallisuudesta löytyviä anti-spoofausmenetelmiä esitellään
lyhyesti. Spoofauksen aiheuttamien mahdollisten uhkien arvioimiseksi muutamia testejä
toteutetaan. Neljää Android puhelinta sekä vertailun vuoksi korkealaatuisempaa vastaan-
otinta käytetään testailun kohteina. Valheellisia GPS signaaleja luodaan GPS simulaat-
torilla ja lähetään vastaanottimille. Samalla vastaanottimille lähetetään myös todellisia
satelliittien signaaleja madalletulla voimakkuudella.

Testit toteutetaan ympäristössä, jossa muita signaaleja, kuten Wi-Fi tai Bluetooth, ei ole
läsnä. Puhelimia ovat testien aikana lento-tilassa. Testejä toteutetaan sekä pseudoetäisyy-
den että datan tasolla.

Testien perusteella huomataan, että vaikka spoofaus ei ole yksinkertaista eikä helppoa,
se on riittävällä informaatiolla sekä välineillä mahdollista että mahdollisesti vaarallista.
Useimmissa testitapauksissa puhelimet kokivat jonkinlaista häiriötä tai muuttuneen paikka-
ratkaisun. Spoofaus oli täysin onnistunutta 54:ssä kaiken kaikkiaan 144 yksittäistä testiä
(38%). Vain noin 4%:ssa yksittäisiä testejä ei huomattu mitään vaikutusta puhelimissa.



II

PREFACE

This Master’s Thesis was written for HERE Technologies, from where the topic also
arose. I would like to thank my colleagues at HERE for the wonderful working envi-
ronment and atmosphere. A special thanks goes to Stefan for guiding me in all things
positioning and to Jari for trusting me enough to give me the job. This thesis was a
pleasure to create with the help of my instructors Prof. Robert Piché and D.Sc. Helena
Leppäkoski at TUT: thank you for all the feedback and guidance.

A huge thank you belongs to my family. They have been there for over 23 years, giving
me support, safety, love and a will to work for my dreams. Thank you for all the advice
and encouragement as well as the distractions. Thank you to all of my friends who have
been there for me through the years and made my life better.

Last, but definitely not least, I would like to point out that every good gift comes from
above. I am truly thankful, grateful and blessed.

Tampere, 10th of December 2018

Saara Kuismanen



III

CONTENTS

1. INTRODUCTION ................................................................................................. 1

2. SATELLITE NAVIGATION.................................................................................. 2
2.1 Satellite navigation systems ........................................................................ 2
2.2 GNSS Signals.............................................................................................. 4

2.2.1 Signal modulation......................................................................... 6
2.2.2 Navigation message ...................................................................... 8

2.3 GNSS Receivers.......................................................................................... 12
2.3.1 Signal acquisition and tracking..................................................... 13
2.3.2 Measurements ............................................................................... 14
2.3.3 Basics of satellite positioning ....................................................... 16
2.3.4 Error sources................................................................................. 19
2.3.5 Characteristics of GNSS receivers in mobile phones ................... 20

3. GNSS SPOOFING................................................................................................. 22
3.1 Pseudorange spoofing ................................................................................. 23
3.2 Data spoofing .............................................................................................. 24
3.3 Effect of spoofing........................................................................................ 24

4. ANTI-SPOOFING................................................................................................. 30
4.1 Pseudorange authentication ........................................................................ 30
4.2 Navigation data authentication.................................................................... 31

4.2.1 OSNMA........................................................................................ 32
4.3 Other methods............................................................................................. 34

5. SPOOFING TESTS ............................................................................................... 36
5.1 Used Equipment and Software.................................................................... 36
5.2 Testing scope............................................................................................... 39

5.2.1 Location spoofing tests ................................................................. 40
5.2.2 Movement spoofing tests .............................................................. 41
5.2.3 Navigation data spoofing tests ...................................................... 42

6. TEST RESULTS.................................................................................................... 44
6.1 Location spoofing........................................................................................ 44
6.2 Movement spoofing..................................................................................... 49
6.3 Navigation Data spoofing............................................................................ 54
6.4 Summary ..................................................................................................... 58

7. CONCLUSIONS ................................................................................................... 61

REFERENCES .............................................................................................................. 63



IV

LIST OF FIGURES

Figure 2.1. The GPS constellation............................................................................ 3
Figure 2.2. The groundtrack of a QZSS HEO satellite ............................................. 4
Figure 2.3. Specral distribution of GNSS signals ..................................................... 6
Figure 2.4. DSSS modulation.................................................................................... 7
Figure 2.5. QPSK modulation................................................................................... 8
Figure 2.6. GPS superframe structure ...................................................................... 9
Figure 2.7. Galileo superframe structure ................................................................. 9
Figure 2.8. Orbital parameters ................................................................................. 10
Figure 2.9. The function diagram for a GNSS receiver ............................................ 12
Figure 2.10. The two-dimensional search space for C/A............................................ 13
Figure 2.11. Range differences in time. ...................................................................... 16
Figure 2.12. Trilateration ........................................................................................... 17

Figure 3.1. A spoofing attack scenario ..................................................................... 22
Figure 3.2. A spoofing attack from the viewpoint of a receiver channel................... 24
Figure 3.3. Triliteration with spoofed pseudorange. ................................................ 25
Figure 3.4. Sky-view, pseudorange spoofing ............................................................. 26
Figure 3.5. The position error caused by modifying the pseudorange ..................... 27
Figure 3.6. Sky-view, data spoofing .......................................................................... 28
Figure 3.7. The position error caused by modifying the ephemeris ......................... 29

Figure 4.1. Puncturing of the spreading code .......................................................... 32
Figure 4.2. HKROOT section of OSNMA ................................................................. 34

Figure 5.1. The testing phones.................................................................................. 37
Figure 5.2. GPSTest .................................................................................................. 37
Figure 5.3. U-blox EVK-M8T receiver ..................................................................... 38
Figure 5.4. Test setup ................................................................................................ 39
Figure 5.5. Location of Ratina.................................................................................. 41
Figure 5.6. Spoofed trajectory 1 ............................................................................... 42
Figure 5.7. Spoofed trajectory 2 ............................................................................... 42

Figure 6.1. Results of Test 1 ...................................................................................... 46
Figure 6.2. Results of Test 2 ...................................................................................... 46
Figure 6.3. Results for Test 7 .................................................................................... 48
Figure 6.4. Results of Test 8 ...................................................................................... 48
Figure 6.5. Results of Test 13 .................................................................................... 51
Figure 6.6. Results of Test 13, U-blox....................................................................... 51
Figure 6.7. Results of Test 14 .................................................................................... 52
Figure 6.8. Results of Test 19 .................................................................................... 53
Figure 6.9. Results of Test 25 .................................................................................... 56



V

Figure 6.10. Results of Test 31 .................................................................................... 58
Figure 6.11. Combined results .................................................................................... 59
Figure 6.12. Combined recovery results ..................................................................... 60



VI

LIST OF TABLES

Table 2.1. Space Segments of GNSS........................................................................ 3
Table 2.2. GNSS signals .......................................................................................... 5
Table 2.3. The ephemeris parameters for GPS ....................................................... 10
Table 2.4. The ephemeris parameters for GLONASS.............................................. 11
Table 2.5. Most common error sources ................................................................... 19

Table 4.1. Comparison of the anti-spoofing methods.............................................. 35

Table 5.1. Details of the used mobile phones.......................................................... 36
Table 5.2. Recovery time descriptions..................................................................... 40
Table 5.3. Details of spoofed locations ................................................................... 40

Table 6.1. Results for Tests 1-6 ............................................................................... 45
Table 6.2. Results for Tests 7-12 ............................................................................. 47
Table 6.3. Results for Tests 13-18 ........................................................................... 50
Table 6.4. Results for Tests 19-24 ........................................................................... 54
Table 6.5. Results for Tests 25-30 ........................................................................... 55
Table 6.6. Results for Tests 31-36 ........................................................................... 57



VII

LIST OF ABBREVIATIONS

A-GNSS Assisted GNSS
A3 Samsung Galaxy A3
BDS BeiDou Positioning System
BOC Binary Offset Carrier
BPSK Binary Phase Shift Keying
CDMA Carrier Division Multiple Access
Chimera CHIps MEssage Robust Authentication
C/N0 Carrier-to-noise ratio
CS Commercial Service (Galileo)
DLL Delay Locked Loop
DSM Digital Signature Message
DSSS Direct Sequence Spread Spectrum
ECEF Earth-Centered-Earth-Fixed
FDMA Frequency Division Multiple Access
FLL Frequency Locked Loop
GEO Geostationary orbit
GLONASS GLObalnaja NAvigatsionnaja Sputnikovaja Sistema
GNSS Global Navigation Satellite System
GPS Global Positioning System
GST Galileo System Time
HEO High Elliptical Orbit
HOW Handover word
IGSO Inclined GeoSynchronous Orbit
IMU Inertial Measurement Unit
MAC Message Authentication Code
MEO Medium Earth Orbit
M8 Huawei Mate 8
OS Open Service (Galileo)
OSNMA Open Service Navigation Message Authentication
PLL Phase Locked Loop
PRN Pseudorandom noise number
PRS Public Regulated Service (Galileo)
PVT Position-Velocity-Time
P9 Huawei P9 Lite
RAIM Receiver Autonomous Integrity Monitoring
RF Radio Frequency
SNR Signal to Noise Ratio
SV Satellite Vehicle
S9 Samsung Galaxy S9
TESLA Time Efficient Stream Loss-Tolerant Authentication
TLM Telemetry word
TTFF Time-To-First-Fix
UERE User-Equivalent Range Error
UTC Universal Coordinated Time
QPSK Quadrature Phase Shift Keying
QZSS Qausi-Zenith Satellite System



VIII

LIST OF SYMBOLS

a f 0 clock bias
a f 1 clock drift
a f 2 frequency drift (clock)√

a square root of semi-major axis
ax,ay,az moon and sun accelerations
c speed of light
Ci coordinates
Cuc cosine harmonic of latitude argument correction
Cus sine harmonic of latitude argument correction
Crc cosine harmonic of orbital radius correction
Crs sine harmonic of orbital radius correction
Cic cosine harmonic of inclination correction
Cis sine harmonic of inclination correction
e eccentricity
ε combined errors
fs sub-carrier frequency
i0 inclination angle
i̇ rate of change of inclination
k key
M0 mean anomaly
N unknown integer
∆n correction to the computed mean motion
Ω0 longitude of ascending node
Ω̇ rate of change of Ω0
ri radius
ρ pseudorange
te ephemeris reference epoch (GLONASS)
tc the clock data reference epoch
tglo GLONASS time
toe ephemeris reference time
∆tr receiver clock offset
∆ts satellite clock offset
Ti line-of-sight unit vector between a satellite and an estimated receiver

location
τn(te) time correction to the satellite time tn relative to GLONASS time tglo
vx,vy,vz velocity components
ω argument of perigee
γn(te) is the relative deviation of predicted carrier frequency value
xi,yi,zi coordinates



1

1. INTRODUCTION

Positioning plays a big role in our everyday life whether we realize it or not. Not only
is it present when we intentionally use a navigator or navigation-application to locate
ourselves or ask for directions, but advertisements are targeted at us based on our location
when we surf the internet and many systems use satellite positioning to synchronize time.

The first methods of positioning were based on the movements of celestial objects and
magnetic compasses. Since the late 20th century, the navigation process has been mostly
based on satellites orbiting the Earth. These satellites constantly broadcast information,
such as their position and clock offsets, which is used together with the signal’s travel
time to the receiver to calculate the position of the user. The interface specifications of
the civilian signals currently used in receivers, such as smart phones, are freely available.
Thus, signals similar to the ones satellites broadcast can be simulated. This opens the
possibility of fooling a receiver to create a false position, since the receiver does not
recognize whether the signal is coming from an actual satellite or not. This is called
spoofing.

Since various technologies, such as car navigation, tracking, airplane flight routes and
rescue operations rely heavily on satellite signals and their data, spoofing poses a threat.
If we can fool a machine or a person to believing they or their vehicle are somewhere they
are actually not, they are vulnerable.

The purpose of this thesis is to study navigation signal spoofing and the effects spoofing
has on mobile phones. This thesis is organized as followed. First, the basics of satel-
lite based navigation systems, receivers and positioning is covered. Then the concept of
spoofing and the potential risks are discussed, followed by an overview of currently pro-
posed methods to mitigate the spoofing. After this, spoofing tests are conducted that give
an insight into the risks spoofing poses: firstly the scope and equipment are defined, then
the results of the tests are presented. Lastly, the conclusion are made.



2

2. SATELLITE NAVIGATION

The Oxford Dictionary defines navigation as the process or activity of accurately ascer-
taining one’s position and planning and following a route. [15] The first forms of navi-
gating relied on celestial observations. These could be used to determine both time and
position on the Earth. The magnetic compass, which was invented in China during the
12th century, made determining direction much easier. In the 18th century, sailors navi-
gated using dead reckoning, which is a method to estimate one’s position by keeping track
of the distance traveled and direction since departure. In the 20th century, inertial naviga-
tion systems (INS) where invented. They are essentially dead reckoning systems, which
keep track of rotation and acceleration using three accelerometers and gyroscopes. The
biggest leap towards modern positioning was however the invention of radionavigation
during the 20th century. The idea behind it was that one’s position was calculated using
radio signals. This led later to what we refer to as satellite positioning. [15, 36]

This chapter is organized as follows. In Section 2.1 satellite navigation systems are intro-
duced. In Section 2.2 the basics of satellite positioning signals are covered, and lastly in
Section 2.3 the essential background of receivers is discussed.

2.1 Satellite navigation systems

Global Navigation Satellite System (GNSS) refers to a system that consists of satellites
orbiting the Earth designed to deliver information to users for positioning and timing. The
most known and used system is GPS, abbreviated from Global Positioning System. GPS
was created in the 1970s by the United States Department of Defense. Other satellite
navigation systems in operation are the European Galileo, the Russian GLONASS (Glob-
alnaja Navigatsionnaja Sputnikovaja Sistema), the Chinese BeiDou (formerly known as
Compass) and the Japanese QZSS (Quasi-Zenith Satellite System). [28, p. 397]

A GNSS in general can be split into three operating areas: the space segment, the ground
segment and the user segment. Each of these are briefly explained in the following sec-
tions.

The Space Segment

The space segment consists of the satellite vehicles (SV) orbiting the Earth. The role of
the space segment of a GNSS is to transmit radio signals modulated with a navigation
message that users can use for positioning and timing. GNSS are passive one-to-many
systems, which means that the communication is only from the satellites to the users, and
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therefore any number of users can simultaneously use the signals. Details of the space
segment for GPS, GLONASS, Galileo and BeiDou are in Table 2.1. [34, p. 68]

GPS, GLONASS and Galileo only consist of one type of orbits per constellation (medium
Earth orbit, MEO). The BeiDou system consists of three types of orbits: geostationary
orbits (GEO), MEOs and inclined geosynchronous orbits (IGSO). [6]

GNSS SVs Orbit radius Orbital period Inclination
(km) (hh:min) (deg)

GPS 31 26,600 11:58 55
GLONASS 24 19,100 11:15 64.8
Galileo 22 23,222 14:07 56
BeiDou 20 (MEO) 21,528 12:53 55

6 (GEO) 35,786 - 58.75,80,110.5,140,160
6 (IGSO) 35,786 - 55

Table 2.1. Details of the space segment for different constellations. SV, abbreviated from
satellite vehicle, indicates the number of satellites in orbit currently. [34, p. 69,581,617]
[6]

In the GPS constellation, 24 satellites are required to be operational so that from essen-
tially any point on Earth, a user can see at least four satellites. More satellites are however
in orbit to ensure service when some satellites are being operated on (for example maneu-
vered) or decommissioned. [12]

Figure 2.1. Illustration of the GPS constellation (proportions not accurate). [12]

QZSS is a Japanese satellite navigation system which is designed to be regional, and so is
not ’global’. It consists of four satellites; three in a highly elliptical orbit (HEO) and one
in GEO. The groundtrack of a QZSS HEO satellite is illustrated in Figure 2.2. [19]
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Figure 2.2. The groundtrack of a QZSS HEO satellite. [19]

The Ground Segment

All GNSSs have a similar ground segment structure, with however unique names and
slight variations. The ground segment of a GNSS consists of three main parts: a master
control station, monitoring stations and ground antennas (which have the role of trans-
mitting messages to the satellites). Main tasks include monitoring the transmitted sig-
nals, updating the navigation message and keeping track of the satellites’ health. [28, p.
325] [34, p. 87]

The User Segment

The user segment includes the receivers, information services and different user cate-
gories. The main goal of the user segment is to provide position, velocity and time (PVT).
There exists a large range of different receivers in the market. They can be separate re-
ceivers designed to provide PVT, or integrated into existing hardware such as mobile
phones. All users do not have access to all signals and data provided by the GNSS. [34, p.
103].

2.2 GNSS Signals

Each operational satellite in a GNSS transmits signals on multiple carrier frequencies.
The signal structure can be divided into three categories: carrier wave, ranging code and
navigation data. The ranging code and the navigation data are modulated onto the carrier
wave. Some of the signals are public, meaning that the specifications are open access
and anyone can freely decode the signals and use the data. For GPS, the civilian signal
is called C/A (abbreviated from coarse acquisition) and the military encrypted signal is
called P(Y). Galileo transmits an Open Service (OS) signal which is free, and is plan-
ning to deliver a Commercial Service (CS) signal and a Public Regulated Service (PRS)
designed for authorized users. [28, p. 327, 371]
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BeiDou B1 signals carry basic navigation information and B2 signals carry information
about integrity and differential and ionospheric grids [1]. In Table 2.2 are gathered the
main characteristics of the most relevant GNSS signals.

GNSS Band Carrier PRN mod
(MHz) (Mchip/s) (bps)

GPS L1 1575.42 1.023 (C/A) 50
10.23 (P(Y)) 50

L2 1227.60 10.23 (P(Y)) 50
(1.023, C/A) 50

L5 1176.45 102.30 (C/A) 50
Galileo E5 1191.795 102.30 50(E5a)

250 (E5b)
E6 1278.75 5.115 1000 (CS)
E1 1575.42 1.023 (OS) 250 (OS)

2.5575 (PRS) tbd (PRS)
GLONASS L1 1598.0625-1605.375 ± 0.511 0.511 (C/A) 50 (C/A)

5.11 (P) tbd (P)
L2 1242.9375-1248.624 ± 0.511 0.511 (C/A) 50 (C/A)

5.11 (P) tbd (P)
BeiDou B1 1561.098 2.046 50 (D1)

500 (D2)
B2 1207.140 2.046 50 (D1)

500 (D2)
QZSS L1 1575.42 1.023 50

L2 1227.60 0.5115 25
L5 1176.45 10.23 50

Table 2.2. GNSS signals. The column PRN indicates the spreading code bit rate, and
the column mod indicates the data bit rate in bits-per-second (bps). tbd refers to to-be-
decided. [1, 10, 17, 18] [34, p. 149]

The spectral distributions of GPS, GLONASS, Galileo and BeiDou signals are illustrated
in Figure 2.3.
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Figure 2.3. Specral distribution of GNSS signals. Compass refers to BeiDou. [16]

In this section, the basics of GNSS signals are covered. The signal structure and mod-
ulation are described for GPS legacy signals to give an overview of the technicalities.
The content of the navigation message is overviewed. For a more in depth data-bit-level
view into the GPS navigation message, readers can refer to [45]. For specifications of
the signal plans for each GNSS, readers can refer to the Interface Control Documents, for
example [1], [2] and [3].

2.2.1 Signal modulation

BPSK (binary phase shift keying) is a modulation method where the phase of the carrier
wave is flipped 180 degrees depending on the binary values of a given message. This
technique is used in GPS civilian signals. DSSS (direct sequence spread spectrum) is
an additional method to BPSK, where a third component called the spreading code is
added to the signal. Each satellite has been allocated with a spreading code, also referred
to as a PRN (pseudo-random number) sequence, which enables a receiver to recognize
the sources of incoming signals from each other. These sequences have a higher symbol
rate than the navigation message. This technique, where different signals on the same
carrier frequency are separated with a spreading sequence, is called CDMA (code division
multiple access). [34, p. 113] The idea behind the DSSS modulation is illustrated in Figure
2.4.
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Carrier wave

Spreading code (PRN)

Navigation data

DSSS signal

+1

+1

-1

-1

Figure 2.4. DSSS modulation: the spreading code and the navigation data are multiplied
onto the carrier wave to produce the DSSS signal.

GLONASS also use BPSK for modulation. The main difference between GLONASS
signals from other GNSS signals is the method to distinguish different satellites - instead
of CDMA, GLONASS uses frequency division multiple access (FDMA). This means that
the same PRN code is assigned to all satellites but each uses a slightly different carrier
frequency. [3]

Galileo uses modulation based on binary offset carrier (BOC) modulation, which is also
used for GPS military signals. The main idea of BOC modulation is that a signal is
multiplied with a rectangular sub-carrier, which has a frequency fs that is equal or higher
to the chip rate. After multiplication, the signal is split into two parts. Signals modulated
with BOC have low interference with BPSK modulated signals. Most of the spectral
energy of a BPSK signal is centered around the carrier frequency, while most of the energy
of a BOC signal is in two spectral lobes separated from the carrier frequency. [37] There
are multiple variations of BOC signals, of which Galileo uses for example AltBOC for the
E5 Open Service signal and CBOC for the E1 Open Service. More detailed information
on the modulation used in Galileo can be found in the Interface Control Document [2].

Beidou uses quadrature phase shift keying (QPSK) modulation [1]. In QPSK, the symbols
are not transmitted as binary 1 or 0, but in values 00, 01, 10 and 11. They are expressed as
values on the complex plane and distinguished based on their phase, as shown in Figure
2.5.
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Figure 2.5. QPSK modulation

QZSS uses BPSK modulation for the L1 C/A and L2C signals, BOC for the L1CD/L1CP
and QPSK for the L5I. [10]

2.2.2 Navigation message

The navigation message transmitted in the signal includes information needed for posi-
tioning. A GPS navigation message consists of the ephemeris, clock information and
service parameters (such as the health information of the satellite), an ionospheric model
and an almanac.

The L1 navigation message, also referred to as a superframe, modulated onto GPS signals
consists of 25 pages each spanning 1500 bits. Since the data rate is 50 bps, one navigation
frame takes 12.5 minutes to transmit. Each page consists of 5 subframes. Subframes 1 to
3 are unique for each satellite and are repeated in every frame. Subframes 4 and 5 contain
25 pages each and are the same for all the satellites. Each subframe is 300 bits long and
takes 30 seconds to transmit. The subframe is divided into ten 30-bit words. The first
words of each subframe is called the telemetry word (TLM) and the second are called the
handover words (HOW). The first 8 bits of a TLM words is a preamble which is used for
synchronization in the receiver. [40] The structure is visualized in Figure 2.6.
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Figure 2.6. GPS superframe structure.The first three subframes contain the ephemeris
and clock data needed for positioning. [8]

The Galileo navigation data frame I/NAV consists of 24 subframes, each taking 30 sec-
onds to transmit. Each subframe has 15 pages, of which each take 2 seconds to transmit.
The F/NAV consists of 12 subframes. The structure of these messages is illustrated in
Figure 2.7.

Figure 2.7. Galileo superframe structure. [2]

GLONASS, BeiDou and QZSS have similar navigation messages to GPS and Galileo.
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Ephemeris

The ephemeris contains parameters needed to calculate the position of the satellite at a
given time. The ephemeris parameters for GPS are listed in Table 2.3. The parameters
are given as osculating Keplerian orbital elements and the position calculation using these
parameters gives the location of the satellite in ECEF-coordinates (Earth-Centered-Earth-
Fixed). [34, p. 37] Galileo, Beidou and QZSS use the same ephemeris parameters as
GPS.

Parameter Definition
toe ephemeris reference time√

a square root of semi-major axis
e0 eccentricity
i0 inclination angle
Ω0 longitude of ascending node
ω argument of perigee
M0 mean anomaly
∆n correction to the computed mean motion
i̇ rate of change of inclination
Ω̇ rate of change of Ω0

Cuc,Cus latitude argument correction
Crc,Crs orbital radius correction
Cic,Cis inclination correction

Table 2.3. The ephemeris parameters for GPS [45, p. 71]

The geometrical visualization of the meaning for some of the ephemeris parameters are
displayed in Figure 2.8.

Figure 2.8. Orbital parameters, where v is the mean anomaly. [27, p. 197]

GLONASS has a separate set of parameters which are listed in Table 2.4. The parameters
in the GLONASS ephemeris are given in the coordinate frame PZ-90. The calculation of
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a satellite’s position at a given time is based on numerical integration. This can be done
using for example the 4th order Runge-Kutta technique. [3]

Parameter Definition
te ephemeris reference epoch

x(te) x coordinate at te
y(te) y coordinate at te
z(te) z coordinate at te
vx(te) x velocity component at te
vy(te) y velocity component at te
vz(te) z velocity component at te
ax(te) moon and sun acceleration at te
ay(te) moon and sun acceleration at te
az(te) moon and sun acceleration at te

Table 2.4. The ephemeris parameters for GLONASS [3]

Clocks

The clocks in satellites have an offset relative to the time of the satellite system. This
offset is described through clock parameters that are provided in the navigation message.
For GPS, Galileo, BeiDou and QZSS the clock correction using the navigation message
parameters can be expressed as

∆t = a f 0 +a f 1(t− tc)+a f 2(t− tc)2, (2.1)

where a f 0 is the clock bias, a f 1 the clock drift, a f 2 the frequency drift, t the observation
epoch and tc the clock data reference epoch. [28, p. 52]. Satellite clocks are also affected
by a relativistic effect due to the gravitational pull of the Earth (general relativity) and to
the high velocity relative to the receiver (special relativity). These are however corrected
to a certain extent before the satellites are launched by adjusting the clock frequency.
Since the orbits of the satellites have eccentricity, receivers add a relativistic correction in
the calculations. [34, p. 306].

The clock correction for GLONASS is

∆t = τn(te)− γn(te)(t− te), (2.2)

where τn(te) is a time correction to the satellite time at time instant te, γn(te) is the relative
deviation of predicted carrier frequency value at time instant te and te is an index of a time
interval within current day. [3]
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2.3 GNSS Receivers

The general functionality of a GNSS receiver from a system level view can be seen from
Figure 2.9. Each receiver has an antenna, which usually has the requirement of being
able to acquire signals from each satellite that is positioned more than 5 degrees over the
horizon. An ideal antenna also has uniform gain over a very wide spatial angle to ensure
that strong signals don’t interfere too much with weak signals, making the latter harder to
detect. [45, p. 110]

Figure 2.9. The function diagram for a GNSS receiver. [40]

The preamplifier section includes filtering and a low-noise amplifier. Since satellite po-
sitioning is based on signal travel times, each receiver needs a reference frequency and
time; these are provided by the oscillator and the frequency synthesizer. The incoming
signal is converted to intermediate frequencies which are easier to process. The role of the
IF block is filtering and increasing the signal-to-noise ratio (SNR). [40] This is a measure
to describe the relation between the signal power to the noise power. Another measure to
describe the power levels is the carrier-to-noise ratio (C/N0), which is the carrier power
relative to the noise power per 1 Hz bandwidth. [28, p. 86]

The main work of the receiver is done in the signal processing section. The tasks include

• Splitting the signal into multiple channels (one per satellite)

• Generating PRN codes and using these to acquire incoming signals from satellites

• Tracking the carrier and the code of the signals

• Demodulating navigation data

• Making carrier, code and Doppler measurements

• Calculating the SNR

• Approximating local time difference to GNSS system time.

The navigation processing section is dependent on receiver and application, but generally
the role is to provide PVT. [40] Signal tracking and acquisition are discussed in more
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detail in the next section. After that, some details on GNSS receivers in mobile phones
are covered. Lastly this chapter explains the basics of positioning using satellite signals
and most common error sources.

2.3.1 Signal acquisition and tracking

In this section, the acquisition and tracking are described for GPS legacy signals. The
basic process for other GNSS signals is similar.

Before a receiver can start demodulating navigation data from a signal to use for position-
ing calculation, satellite signals need to be acquired and tracked. If the receiver has no
initial information about its position or of the possible satellites in view, the acquisition is
started by searching the incoming signal for all possible ranging codes (PRN). The pro-
cess starts with a two-dimensional search. The first dimension is the code delay. The C/A
code is 1023 chips long, and typically the code is split into code search bins with a width
of 0.5 chip. The second search dimension is the Doppler (frequency offset). The Doppler
bins are usually divided into lengths of 2/(3T ) Hz, where T is the time that is spent in
each bin. Each combination of the code delay and Doppler frequency is correlated with
the incoming signals (auto-correlation). The process is visualized in Figure 2.10.
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Figure 2.10. The two-dimensional search space for C/A.

If there is a priori information about location or satellites in view, the receiver can ap-
proximate the Doppler frequencies for satellites and decrease the search space. When a
receiver has no a priori information available and searches through all possible combina-
tions, it is referred to as a cold start. A warm start indicates that the receiver has a rough
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estimate of user position, time and almanac data. When the receiver has more accurate
information, like the ephemeris data, it is called a hot start. For example, if a car enters a
1 kilometer long tunnel it loses lock of all satellite signals. After it reaches the end of the
tunnel and reacquires the signals, it already knows exactly which ones to search for and
the approximate Doppler frequencies. [28, p. 91]

The time-to-first-fix (TTFF) refers to the time a receiver takes to acquire the signals and
data to calculate the position of the user. A hot or warm start decreases the TTFF signifi-
cantly, since the search space is reduced. In the case of hot start, navigation data does not
have to be decoded. [34, p. 526]

After a satellite signal has been acquired, the next step is code and carrier tracking. Since
the acquisition process only provides a rough estimate of the code phase and frequency,
the task of the tracking process is to sharpen this information. Tracking aims to remove
the carrier wave and PRN code from the incoming signal for data reading. For both
carrier and code there is a separate tracking loop. The code tracking loop, usually a
delay-locked loop (DLL), refines the code phase measurement. The code tracking loop
receives as a input the accumulated correlator in-phase and quadraphase samples (I and
Q) of the signal. The estimate of the code phase from the acquisition process is corrected
with these samples, and then used to control the receiver oscillator. The output of a code
tracking loop is three signals: an early code, a prompt code and a late code. The prompt
code is used to strip the signal of the C/A code by multiplying the original signal with the
aligned replica C/A code. [27, p. 229]

The carrier loop is a phase-locked loop (PLL) or a frequency-locked loop (FLL). The goal
of the carrier tracking is to obtain a measurement of the carrier frequency and enable the
demodulation of the data. It is used to aid the code tracking by removing noise and thus
improve the quality of the measurements. As the names suggest, the PLL tracks the phase
and the FLL tracks the frequency of the carrier wave. [27, p. 234]

The phase and frequency of an incoming satellite signal are not constant due to the
Doppler effect caused by relative movement between the satellites and the receiver. A
carrier tracking loop receives as input a wave signal modulated only by the navigation
data. The local oscillator creates a carrier wave replica using the initial estimate from
the acquisition process. The carrier tracking loop tunes the local oscillator to generate a
replica carrier wave that follows the incoming signal. [45, p. 173]

2.3.2 Measurements

There are two main measurements available from GNSS signals: code phase and car-
rier phase. The carrier phase measurement is typically two orders of a magnitude more
precise. Both of these measurements are briefly described in this section.
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Code phase

The pseudorange (ρ) is calculated by multiplying propagation time, i.e. the time that is
needed for a satellite-generated ranging code to travel from the satellite to a receiver, with
the velocity of the signal (speed of light, c). The receiver generates a code replica. This
replica is shifted in time until it aligns with the incoming code using maximum correla-
tion. Because the two clocks are not synchronized, there is error in the measurement of
the time difference, hence the name pseudorange. The precision of a pseudorange mea-
surement is around 3 meters for GPS C/A and 0.3 meters for P(Y). [49, p. 37] [34, p.
51,201]

Each satellite includes the transmission time of the signal ts in the navigation message.
The reception time tr is obtained from the receiver clock at the time of reception. Taking
into account the asynchronous clocks, the time difference can be expressed as

dt = (tr +∆tr)− (ts +∆ts), (2.3)

where ∆ts is the satellite clock bias from reference system time and ∆tr is the receiver
clock bias. [28, p. 105]

The pseudorange for a satellite can be expressed then as

ρ = r+ c(∆ts +∆tr) (2.4)

where r is the true distance from the satellite to the user. [34, p. 54] The relationship
between the true distance, pseudorange and time offsets are represented in Figure 2.11.



2. Satellite Navigation 16

Timet
s

t
s
+  t

s
t
r

t
r
 +  t

r

pseudorange in time

true geometric range in time

Figure 2.11. The range differences in time.

Carrier phase

A carrier phase measurement is calculated as the difference between the phase of the
carrier wave generated in the receiver compared to the carrier phase received from the
signal. Carrier waves were not originally intended to be used as distance measurements.
The carrier phase is calculated as the number of cycles received since a given starting
point. [49, p. 39] In an hypothetical error-free case where there is no relative motion
between the tracked satellite and the receiver, the carrier phase measurement is a fixed
amount (part of a cycle). The distance from the receiver to the satellite would be a un-
known number of full cycles N plus the part of the cycle. Initially, there exists no in-
formation about N. This is called integer ambiguity. When there is relative motion, the
carrier phase measurement would grow by a cycle each time the distance increases by a
wavelength. Estimation of N is called integer ambiguity resolution. [36]

2.3.3 Basics of satellite positioning

Providing PVT is the main task of a GNSS receiver. Positioning using satellite signals
is based on trilateration, a concept of radionavigation. The idea is that if you know the
time a signal was transmitted, the time it was received and the velocity of the signal, you
can calculate the distance r between the source and the receiver. When you also know
the coordinates of the source C, the location of the receiver can be traced to a sphere
or circle of radius r. In a two-dimensional case, when three signals from three separate
sources(C1,C2,C3) are received, the location of the receiver can be obtained from the
intersection of three circles (radii r1,r2,r3). The concept is illustrated in Figure 2.12. [34,
p. 21]
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Figure 2.12. Trilateration. P is the receiver position, Ci the locations of the signal
sources and ri the radii of the circles, i.e. the distance from the source to the receiver.

The basic mathematics behind determining the receiver location P can be expressed through
a set of equations. The three-dimensional location of a signal source is denoted as (xi,yi,zi)
with i ∈ [1,2,3], the location of the receiver (xu,yu,zu) and the measured distance ri. The
equations to solve can be written as [45, p. 10]

r1 =
√
(x1− xu)2 +(y1− yu)2 +(z1− zu)2

r2 =
√
(x2− xu)2 +(y2− yu)2 +(z2− zu)2

r3 =
√
(x3− xu)2 +(y3− yu)2 +(z3− zu)2

(2.5)

In theory, Equations 2.5 are enough to determine a position. However, this position cal-
culation method assumes that clocks are synchronized. The receivers generally have less
accurate clocks. Hence, there exists a bias due to timing errors and at least a fourth satel-
lite is required for position estimation. [45, p. 11] Taking the time offset into account, the
ranges from a satellite to a receiver can be written as

ρi = ri + c(∆tr−∆ts), (2.6)

where ρi indicates the pseudorange, δ tr is the receiver clock offset and δ ts the satellite
clock offset [34, p. 54].
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In reality, pseudorange measurements made by GNSS receivers are noisy and biased due
to multiple causes. The calculated pseudorange is corrected with additional terms to
mitigate these effects. The corrected pseudorange can be written as

ρ
c
i = ri + c∆tr + εi, (2.7)

where εi denotes the combined effect of the errors (the satellite clock bias in also included
in this). The main error sources can be divided into three categories: modeling errors
caused by inaccurate parameters in the navigation message, errors caused by the atmo-
sphere and surroundings which affect the travel time of the signal, and receiver noise.
These errors are briefly discussed in Section 2.3.4. [36]

The distance between a satellite and a receiver r can be expressed as the magnitude of the
vector r = s−u, where s is the vector from satellite to the center of the Earth and u is the
vector from the receiver (u for user) to the center of the Earth. By substituting this into
Equation 2.7, we get

ρ
c
i = ||si−u||+C+ εi, (2.8)

where C = c∆tr. The standard solution to solving position from the four pseudorange
equations is an iterative linearization technique. The measurements (2.8) are linearized
around a rough estimate (or guess) of the receiver position. Then the solution is iterated
until the difference between the estimate and the measurements are close enough to zero.
[26, p. 56] If we denote the differences between the estimated pseudoranges (ρ0

i ) and
measured pseudoranges as ∆ρi = ρc

i −ρ0
i , the true receiver position by xu = x0 +δx and

the true receiver clock offset C = C0 +∆C, the truncated Taylor series expansion can be
written as

∆ρi =−
(xk−x0)

||xk−x0||
·∆x+∆C+ εi =−Ti ·∆x+∆C+ εi. (2.9)

The matrix Ti is geometrically the line-of-sight unit vector between the satellite and the
estimated receiver location. Writing all the pseudorange equations into matrix form we
get

∆ρ =


∆ρ1

∆ρ2

...

∆ρn

=


(−T1)

T 1
(−T2)

T 1
... ...

(−Tn)
T 1


[

∆x
∆C

]
+


ε1

ε2

...

εn

.

= M

[
∆x
∆C

]
+ ε (2.10)
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The least-square solution for Equation 2.10 is

[
∆x
∆C

]
= (MT M)−1MT

∆ρ. (2.11)

These steps are iterated until the solution is close enough to zero. [26, p. 61].

2.3.4 Error sources

The errors in positioning solutions are caused by the accumulation of multiple sources.
They can be generally divided into three categories, each of which is briefly covered in
this section.

The Control Segment constantly monitors satellites and makes measurements at monitor
stations. These measurements are used to estimate the ephemeris and clock parameters.
The parameters are predicted and delivered to the satellites to broadcast. Both the esti-
mation and prediction create errors in the parameters. Generally, the more frequent the
update interval of the Control Segment is, the more accurate the parameters are.

The ionosphere and troposphere cause a delay in the signal. The effect of the ionosphere
and troposphere are decreased in the receiver by applying correction models to the pseu-
doranges. The ionosphere is commonly corrected with the Klobuchar model. The Saas-
tamoinen model can be used to fix the tropospheric errors. The models however do not
completely mitigate the errors. Unless the receiver is in a completely open area with no re-
flecting surfaces, the signal will also experience multipath, which is the result of the same
signals arriving at the antenna from multiple paths. This is caused by the atmosphere,
refraction and reflection from surroundings.

The third error source is receiver noise. The noise can be caused by the hardware com-
ponents, interference from other radiosignals and signal quantization [36]. In Table 2.5
is listed the most common error sources and their approximate UERE (user-equivalent
range error) for a single-frequency GPS receiver.

Error source 1σ error
(m)

Ionospheric delay 7.0
Clock parameters 1.1
Ephemeris parameters 0.8
Multipath 0.2
Tropospheric delay 0.2
Receiver noise 0.1

Table 2.5. The most common error sources and their typical UERE for a single-frequency
GPS C/A receiver. [34, p. 322]



2. Satellite Navigation 20

As can be seen from the table, the single largest error source is the ionosphere. Some of
this error is reduced using error corrections. Using measurements from multiple receivers
close to one another or two different frequencies, it is possible to correct the errors caused
by the atmosphere and surroundings by differencing. More on this can be found for
example in [34].

2.3.5 Characteristics of GNSS receivers in mobile phones

Compared to separate GNSS receivers, a mobile phone poses certain restrictions for the
integrated receiver. Mobile phones are mass-market products with a low budget per unit.
The space is limited, the noise level is much higher and the antennas are small. The anten-
nas are optimized for cellular signals instead of GNSS. Mobile phone antennas typically
are polarized linearly instead of right hand circularly (RHCP), which is the polarization of
the signals GPS satellites broadcast. A right hand circularly polarized antenna can detect
multipath signals bouncing from highly conductive surfaces, such as sea water, because
the surface reflects the RHCP signal into a LHCP (left hand circularly polarized) signal.
Linearly polarized antennas do not have this multipath detection quality. However in dif-
ficult urban environments most of the arriving signals are reflected from a surface and do
not have a clear polarization. A linearly polarized antenna can receive both RHCP and
LHCP signals (with a slight power loss) and is thus able to perform well under such con-
ditions, sometimes even better than a RHCP antenna. Mobile phone antennas typically
have a spherical reception pattern instead of a hemispherical, which allows the device
to capture signals regardless of the device orientation. This is a necessary feature when
considering mobile phone positioning. [44] [21, p. 193]

Mobile phones are also mostly used in difficult environments for satellite positioning,
such as urban canyons or inside buildings. Satellite positioning is based on the receiver
being able to acquire signals from the satellites and decode the data. To overcome these
problems, mobile phone navigation usually integrates other sensors such as accelerom-
eters, and obtains a rough position estimate through cell towers. A newer addition has
been the use of Wi-Fi positioning to enhance the navigation capability in difficult condi-
tions [46].

Early mobile phone positioning relied only on GPS. Later, when other GNSS became op-
erational, the positioning accuracy and positioning availability of mobile phones increased
due to the use of multiple constellations. Until very recently, all mobile phones were
single-frequency receivers, meaning that they were capable of tracking one frequency per
constellation. The first mobile phone with a dual-frequency receiver, Xiaomi Mi 8, was
released in May 2018. Using two frequencies instead of one gives better performance in
urban environments by reducing the effect of multipath. As mentioned in the previous
section, it also reduces the error caused by the ionosphere. [5]

Most current mobile phones use the concept of A-GNSS (assisted GNSS) to reduce the
TTFF. Information such as ephemeris data and an approximate user location are acquired
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through a network connection instead of the live signals. Since data demodulation is
not needed for a position fix, the TTFF is reduced. A-GNSS has other advantages too,
for example better performance in urban environments. Tracking the signals requires
less power than demodulating them, hence weak signals can still be used for measuring
pseudoranges. [28, p. 429]

Self-assistance is a type of A-GNSS where the receiver device uses data obtained earlier
from an external source to enhance positioning performance. For example mobile phones
can use ephemeris extensions, which use earlier GNSS broadcasts to compute long-term
prediction of satellite orbits. These can be used to reduce the TTFF or provide valid
orbital information when there are satellite outages [31].
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3. GNSS SPOOFING

GNSS spoofing is the process of transmitting false GNSS signals intending to fool a re-
ceiver into accepting these signals as authentic. This could result in an inaccurate position,
velocity or time (or all of them). [42] Since a vast amount of devices and applications rely
on satellite positioning, the security issues are becoming increasingly important. If an at-
tacker can fool a receiver, possible dangerous scenarios arise such as taking control of the
navigation system on an airplane, disrupting the timing systems in smart phones or open-
ing a password protected phone based on the "safe location" -option. A generic spoofing
scenario is displayed in Figure 3.1.

Figure 3.1. A spoofing attack scenario. In this scenario, both the spoofer and the receiver
are tracking four satellites. The spoofer is also transmitting false signals towards the
target receiver aiming to fool it.

In recent years, there have been many reports of real-life successful spoofing attacks. An
US military drone was fooled into landing in a false location in Iran in 2011 [14]. In
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June 2017 on the Black Sea over 20 ships experienced a false position fix (> 32 kilome-
ters) at the same time [11]. Users of the popular location-based mobile game Pokémon
Go created methods to spoof the game first on the application layer and later on the RF
channel [9]. In a combined research project from Virginia Tech and the University of
Electronic Science and Technology of China in 2018, the location on automotive naviga-
tion systems was spoofed so that the vehicle traveled to a false destination. [48]

In this chapter, the main techniques behind spoofing are covered. Two types of spoofing,
pseudorange and data, are introduced.

3.1 Pseudorange spoofing

In pseudorange spoofing, radio waves are designed and transmitted so that the measure-
ments in the receiver are false and create an inaccurate position fix. [39] The pseudorange
can be spoofed for one or more of the tracked satellites. Three levels of spoofing attacks
were defined in [30]: a simplistic attack, an intermediate attack and a sophisticated at-
tack. The simplistic attack is purely based on transmitting false GNSS signals towards
the victim receiver using a signal simulator, an antenna and a power amplifier. By trans-
mitting the false signals at a higher signal-to-noise power ratio, the victim receiver will
lock onto the false signals instead of the true ones. The intermediate attack imitates the
true signals as precisely as possible using the correct location and velocity of the victim
receiver. This is done by placing a receiver close to the victim receiver to track the true
signals and thus estimate the PVT of the victim. This information is used to create the
false signals to transmit to the victim. An attack of this type could possibly be noticed
through studying the angle-of-arrival of the signals. The sophisticated attack uses several
spoofers in different locations to overcome the angle-of-arrival issue.

The intermediate and sophisticated attacks first align the false signal with the true low-
power signal. The power levels of the spoofing signals are then gradually ramped up
until the receiver locks onto these signals instead of the genuine ones. Once the victim is
tracking the false signals, the signals are altered slowly to create a false fix in the receiver.
The basic idea is illustrated in Figure 3.2.
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Figure 3.2. A spoofing attack from the viewpoint of a receiver channel. The red peak is
the spoofing signal and the blue peak the authentic signal. The three dots indicate the
tracking points (early, prompt, late). In the second image, the false signal is aligned with
the authentic signal. After achieving lock the false signal is shifted away. [47]

3.2 Data spoofing

In data spoofing, the navigation message transmitted by the satellites is modified so that
the signal processing and PVT calculation in the receiver is affected. [39] One or more of
the parameters can be changed. For example, if the ephemeris parameters are altered, the
satellite coordinate computation results in an erroneous position and affects the position
fix. Modifying the clock offset parameters or the timing information affects the corrected
pseudoranges and time computation. Data spoofing could be also as simple as changing
the health flag in an unhealthy satellite, which could be for example on the wrong orbit,
to healthy. In this case, the receiver doesn’t discard the satellite from computation based
on the health flag and this can create a bias in the computation.

3.3 Effect of spoofing

A GNSS satellite signal consists of the carrier wave, ranging code and navigation data.
A spoofer can create a false signal by modulating the navigation data and a ranging code
onto a carrier wave. This signal is then transmitted to the victim receiver. As briefly
covered in Section 2.3.3, the calculation of position is an iterative process that is repeated
until the solution converges. Even if we assume that the receiver starts tracking a false
signal instead of the genuine one for a satellite, spoofing doesn’t work by simply changing
the measured pseudorange or the ephemeris parameters arbitrarily for a satellite. If the
calculated satellite positions based on the ephemeris parameters are genuine, but the pseu-
doranges do not coincide (or vice versa), the calculation of the position will not converge,
or the observation will be considered an outlier and excluded from the solution.

Let’s visualize this in Figure 3.3 by modifying the trilateration example (Section 2.3.3).
The pseudorange of the third satellite is spoofed, however the navigation data remains the
same (the location of the satellite does not change). As can be seen from the green circle
in the figure, the new pseudorange (red) does not agree with the pseudoranges from the
two other satellites. If this offset is too large, no fix is made.
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Figure 3.3. Triliteration. ci the locations of the signal sources and ri the radii of the
circles, i.e. the distance from the source to the receiver. The red circle indicates the
spoofed range for satellite 3.

However, if multiple pseudoranges are spoofed along with possible alterations to the nav-
igation data so that the majority of the ranges point to an intended location, the algorithm
may converge. In general, to be able to spoof the positioning algorithm so that it actually
reports a false fix, the geometry of the ranges and the satellite locations have to stay con-
sistent which each other so that the solution converges. Satellites in orbit are in constant
movement which affects the Doppler rate. This should also be taken into account when
spoofing so that the carrier frequency and phase change accordingly to relative movement
between the user and the satellite.

As covered in the previous chapter, the receiver determines its location by solving the
least-square matrix equation (Equation 2.11), where the pseudorange for one satellite can
be expressed as

ρi = ||si−u||+E, (3.1)

where E = c∆tr + εi represents the error terms. From this can be seen that the distance
between computed satellite position based on the navigation data (si) and the calculated
user coordinates (u) must be close enough to the measured pseudorange (ρ) from the
signal (plus the error terms) for the calcution to converge. This relationship needs to be
taken into account by the attacker for all spoofed signals, as well as the relative effect
between satellites in the solution.

In the sophisticated attack type, the necessary pseudoranges and satellite positions need to
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be first aligned with the authentic signals at the location of the victim receiver. After the
victim is tracking the false signals, the pseudoranges can be slowly changed to point to a
false location. The spoofing can also be done through a replay-type attack, where authen-
tic signals are captured by the attacker and then re-transmitted to the victim receiver with
a slight time delay. This causes the pseudorange measurements to result in an erroneous
position that points to the location of the attacker’s receiver. Since the transmitted signals
are originally authentic, the issues arising from geometry are not a problem.

To demonstrate the effect of spoofing in the position fix a simplified example is presented.
The pseudoranges and navigation data are obtained on the 30th of October 2018 at 10:00
using a U-blox EVK-M8T receiver. Four GPS satellites (PRN8, PRN10, PRN18 and
PRN28) are used to calculate receiver position. The pseudoranges of the four satellites
are changed so that their relative position remains the same (as seen from the receiver). As
can be seen from the sky-view Figure 3.4, by moving the fix from the green dot to the red
dot, satellites PRN10 and PRN8 experience a slight addition to their pseudoranges, while
the pseudoranges of satellites PRN28 and PRN18 are reduced. The maximum change is
250 meters (for PRN28).

0 °

180 °

270 °
90 °

Figure 3.4. The sky-view of satellites. The circled blue GPS satellites are used in the test.
The green dot indicates the original location and the red the spoofed location (proportions
not accurate). The degrees refers to reported azimuth angles of the satellites relative to
the user position. The elevation angle can be seen as the absolute distance of the satellite
in the x-plane of the figure from the zero point (middle). The dashed line represents the
original pseudorange and the dotted line the modified. Image modified from U-Center
(U-blox).

The original and modified fix are in Figure 3.5. The modification results in an error of
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around 1600 meters. As can be seen from the figure, the angle between the original fix and
modified fix is not exactly the 45 degrees (relative to the x-plane) as proposed in Figure
3.4. This is expected, since the changes in the pseudoranges were not calculated using
exact satellite positions in orbit but estimated using the azimuth-elevation plot.

Modified fix

Original fix

500 m0

Figure 3.5. The position error caused by modifying the pseudorange for the satellites.
The modified fix refers to the fix calculated by modifying the pseudorange the satellites.
Position calculated using data from U-blox receiver for four GPS satellites (their pseudo-
ranges and ephemeris data at 10:00 (UTC0) on the 12th of October 2018).

Next, the effect of modifying some navigation data parameters is visualized. The same
data as for the pseudorange example is used, but this time the pseudoranges are kept the
same and the ephemeris is altered per satellite. Let’s visualize this using the sky-view plot
in Figure 3.6. The orbital positions of all four satellites have to be modified to maintain
the consistency between pseudoranges and satellite positions.
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Figure 3.6. The sky-view of satellites. The circled blue GPS satellites are used in the test.
The green dot indicates the original location and the red the spoofed location (proportions
not accurate). The dotted lines represents the measured pseudorange. The light blue circle
indicates the original position of the GPS satellite PRN8 and the dark blue circle the new
position. Image modified from U-Center (U-blox).

The position of a satellite is calculated using the Keplerian elements as discussed in Sec-
tion 2.2.2. The position vector of the true satellite position for each satellite is modified
by a bias. This position vector along with the original velocity is used to compute the
main Keplerian elements for the orbit (

√
a,e, i0,Ω,w,M0,∆n) and these are replaced in

the ephemeris data. The calculation of the Keplerian elements from the position and ve-
locity follows the procedure in [38]. The difference in position with accurate ephemeris
data and with modified ephemeris data resulted in a error of around 1750 meters. These
tests are visualized in Figure 3.7.
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Figure 3.7. The position error caused by modifying the ephemeris. The modified refers
to the fix calculated by modifying the ephemeris data. Position calculated using data from
U-blox receiver for four GPS satellites (their pseudoranges and ephemeris data at 10:00
(UTC0) on the 12th of October 2018).

It is to be noted however, that if the spoofer’s intention is only to cause a false fix, without
any specific location, the parameters can be chosen more arbitrarily (simply interfering
with the position calculation).

In these simplified tests, the original calculated position fix of the receiver has an offset
of around 60 meters to the actual location of the receiver. This is due to only using one
measurement epoch for a fix and only taking into account the relativistic and clock errors.
Due to the availability of multiple constellations, in a normal case a mobile phone uses
many more satellites than four. The effect of changing only a few satellites will then not
have such a strong effect.
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4. ANTI-SPOOFING

The purpose of anti-spoofing is to recognize a spoofing attack and issue a warning or even
recover the true position and timing. In general, anti-spoofing can happen in the signal
processing level, in the data bit level or the position solution level. Research on anti-
spoofing dates back over two decades. One of the earlier reports on GNSS authentication
is reported in [30] to be an internal memorandum of the MITRE Corporation written by
Edwin Key in 1995, which discussed spoofing and possible mitigation methods. Although
the research on GNSS authentication has been growing during the 21st century, GNSS still
remains vulnerable.

There is a wide range of different applications of satellite navigation. Some use high-end
receivers with capabilities to utilize multiple antennas, sensors etc. Some applications
however, such as mobile phones, do not have the same capabilities. The receivers in
mobile phones have one antenna, and the measurement quality is rather low.

In this chapter we describe some proposed anti-spoofing ideas in literature. Both high-end
and low-end receivers are covered.

4.1 Pseudorange authentication

Pseudorange authentication is necessary when the navigation data itself is correct, but the
ranging signals are false. An approach would be to monitor the incoming signal power
levels. In a simple spoofing attack the spoofer transmits false signals with a high power
to try to take over the victim receiver. The transmission power of the satellites is constant
and the carrier-to-noise levels (C/N0) of satellite signals under clear sky are typically
around 45. If a signal has an abnormally high C/N0 level, it could be due to a spoofing
attack and this satellite could be discarded from use in positioning. [33]

Another approach is to examine the angles-of-arrival of the signals. Satellites are spread
across the sky and have various angles at which they arrive. Since spoofers are presumably
located on the ground level, spoofed signals are likely to come all from one direction (or
multiple, but close to the ground level and not the sky). By calculating the angles at
which the signals are arriving from, a spoofing attack could be noticed. This technique is
also referred to as spatial processing and requires multiple antennas to detect the angles.
Due to the need of multiple antennas, this method is not applicable to modern mobile
phones. [35]

RAIM (receiver autonomous integrity monitoring) is already a technique in use. It uses
the extra pseudorange measurements (from the necessary four) to test consistency be-
tween subsets of visible satellites. As described in Section 2.3.3, four satellites is the
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minimum requirement for positioning. RAIM can be used if there are at least 5 visible
satellites. The idea behind the RAIM algorithm is to detect situations where the horizon-
tal error exceeds a specified threshold, indicating that one or more of the signals from
a subset are false. This could be due to false orbital parameters, clock parameters or
observed pseudoranges. A position fix is calculated for each subset and these fixes are
compared to one another. If all signals are authentic, the fixes should be consistent. If one
or more of the satellites in the position calculation however differ by more than a specified
threshold, an attack may be present. RAIM is used for example in aviation. [34, p. 346]
In [29], a combination of RAIM and 3D maps are proposed for increasing performance
for pedestrian users in urban environments.

Pseudorange authentication can be done using the consistency check with other position-
ing methods and sensors. If there is an IMU (inertial measurement unit), an accelerometer
or gyroscope in the device, they can be used to check the validity of the positioning solu-
tion. By themselves, these measuring units are too uncertain to be used as a single source
for positioning. However, they can provide estimates and validation information through
integration and redundancy check. A cellular ID position can provide a rough estimate of
the user position, if the attacker is trying to spoof the location far away. [22] WiFi posi-
tioning can be used in urban environments for redundancy checking as well as providing
positioning when satellite signals are weak, corrupted by multipath or not available. [46]

Assistance data could be used in anti-spoofing to estimate the authenticity of the ranges.
Expected pseudoranges can be obtained from assistance data and a rough position esti-
mate (position history or cellular network position for example). If expected pseudoranges
differ from calculated pseudoranges by a certain threshold, a flag could be raised. Also if
the pseudoranges of the signals change suddenly (simple spoofing attack), an attack could
be present.

The replay-attack mentioned in the previous chapter can be detected by monitoring the
clock drift for unnaturally fast changes or by using integrated sensors such as an IMU
to monitor the rate of change in the position fix. As explained in [42], in the case of a
replay-attack, the time fix is either earlier than the true time or the position fix is further
away (the satellites lie at lower altitudes). As a result, the spoofer can’t create a low intial
offset for both clock and position. This unnatural jump could possibly be detected.

4.2 Navigation data authentication

The control segment of GNSS updates the ephemeris parameters (such as the eccentricity
and the inclination angle) in satellite navigation messages at specific time intervals, for
example GPS is updated every 2 hours. If new received ephemeris parameters differ from
the previously received parameters too much or too quickly, a spoofing attack could be
present. [47]

Different cryptographic measures have been proposed to authenticate the navigation mes-
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sage. In [20], a Chips Message Robust Authentication (Chimera) was proposed to authen-
ticate GPS civilian signals. Chimera is a combination of data authentication, code phase
authentication and time binding. This is done by "puncturing" markers into the spreading
codes that are generated with a key generated from the navigation message. Hence the
spreading code and navigation message cannot be generated separately. The spreading
code puncturing is illustrated in 4.1.

Figure 4.1. Puncturing of the spreading code in the Chimera navigation message au-
thentication method. [20]

Galileo has planned a data authentication method implemented into the signal itself due to
start broadcasting in 2019. OSNMA (Open Signal Navigation Message Authentication)
utilizes a hybrid approach of asymmetric and symmetric cryptography called TESLA
(Timed Efficient Streamed Loss-Tolerant Authentication). This is briefly explained in the
following section.

4.2.1 OSNMA

TESLA

The basic idea of TESLA is based on transmitting keys with a delay with respect to
the message authentication codes (MACs) they have been used to generate. The sender
computes a MAC with a secret key k and attaches the MAC to a data packet. The sender
then later transmits the key k and the receiver can verify the authentication of the package.
The keys used to generate MACs are created beforehand using a one-way function. The
keys are then transmitted in reverse order. This means that a key can be verified in the
receiver using the previously transmitted keys, but future keys can’t be predicted.

There are many benefits of using TESLA. It has a low computation and communication
overhead for both the generation of the needed data and the validation. TESLA is also
tolerant to possible package loss (which is crucial in the GNSS scheme since receivers
are not constantly received data from satellites) and can be scaled to a large base of users.
TESLA however requires time-synchronization (at least loosely). [41]

The one-way function in OSNMA has been chosen to be a hash function, and is repre-
sented as follows:
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F = trunc(l,hash(Km||GSTj)), (4.1)

where l is the length of the key, Km is the key, trunc is a truncating operation performed
to the l amount of bits, hash is a hashing function (defined in the information section of
OSNMA) and GSTj is the Galileo System Time with reference to the start of the authen-
tication frame in which the key is applied. [24]

Authenticating GNSS data with the TESLA protocol can be done using the following
steps:

• The navigation message is obtained by the receiver, which includes also the MACs.

• The key used to generate the MAC is transmitted to the receiver.

• The key is authenticated with either the root key of the chain or a previously authen-
ticated key of the chain using the function F

• The receiver used the key and the data to generate the MAC and tests if it is the same
as the previously received MAC. [24]

OSNMA in the I/NAV

This section describes briefly the implementation of the OSNMA in Galileo and follows
the Galileo Navigation Message Authentication Specification for Signal-In-Space Testing
(version 1.0). More detailed information can be found at [23].

The databits required for OSNMA are transmitted through the Galileo E1-B Open Service
signal in the I/NAV message. To reduce receiver overload, the same key chain is used for
all satellites. The OSNMA uses 40 bits in every page of each subframe, so altogether 600
bits per subframe. In each page, 8 bits are used for the HKROOT section (global headers
and the Digital Signature Message, DSM) and 32 bits are used for the MACK section
(MACs and the associated keys).

The structure of the HKROOT section is shown in Figure 4.2. It includes a NMA Header
(that defines the status of the service), a DSM Header (that defines information about the
DSM and the transmitted block) and a DSM block. A full DSM is made up of multiple
blocks, so the full DSM is transmitted in parts. The number of blocks a DSM consists
of varies. The DSM blocks are transmitted thorugh different satellites at different times.
The DSM blocks include information about the DSM, the digital signature and the root
key of the current key chain.
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Figure 4.2. HKROOT section of OSNMA. [23]

The MACK part consists of 480 bits per subframe. They are divided into MACK sections,
the number of which is defined in the DSM-part. A MACK section consists of MACs,
their info-sections and their associated key. Each MAC authenticates some specific data
of a specific satellite, and this information is delivered through the info-section. The
authenticated data can be for example the ephemeris parameters or the almanac. Satellites
can cross-authenticate each other - MACs arriving from a satellite SVA may authenticate
data for satellite SVB. This is possible also for satellites from other constellations.

4.3 Other methods

In addition to the methods described earlier, there are various other approaches for anti-
spoofing. For example, if the spoofer does not have previous knowledge about the exact
navigation data transmitted by the satellites, it needs to first decode the data arriving from
the satellites. Then it generates a false signal and transmits this to the receiver. This type
of attack is referred to as a replay-attack. The time difference between the data arriving
through the true signals and the false signals could be measured and used to spot an attack.
This is referred to as time-of-arrival (TOA) discrimination. [32].

If the receiver is able to use multiple frequencies per constellation (for example both L1
and L2 for GPS), the spoofing could be detected if the attacker is only spoofing a single
frequency. Until very recently, mobile phones have had the capability of using only one
frequency. However, since dual-frequency devices are entering the market, this proposes
a possibility of using multi-frequency based anti-spoofing.

True signals have consistent code rate and Doppler frequency. This is due to both of them
being affected by the relative motion between the receiver and the satellite. This anti-
spoofing technique is effective for simple spoofing cases, but if the spoofer imitates the
relationship between the Doppler frequency and the code rate into the spoofed signals,
this method is ineffective. [47]

In Table 4.1 are assembled the anti-spoofing methods and their basic details that were
covered in this chapter.
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Method Operating level Complexity Authentication
Signal power monitoring Signal processing Easy Pseudorange
Multi-frequency Signal processing Easy Pseudorange
Code and Doppler rate Signal processing Easy Pseudorange
Drift monitoring Position solution Easy Pseudorange
RAIM Position solution Medium Pseudorange
Time-of-arrival Signal processing Medium Pseudorange
Angle of arrival Signal processing Hard Pseudorange
Consistency check Position solution Hard Pseudorange
Previous ephemeris Data bit Easy Data
Cryptography Data bit Hard Data

Table 4.1. Comparison of the anti-spoofing methods. [32, 42]
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5. SPOOFING TESTS

To demonstrate the vulnerability of mobile phones to GNSS spoofing, several tests are
conducted. The test equipment, setup and scope are described in this chapter. The aim of
the tests is to give insight into the effects of navigation signal spoofing on currently avail-
able mobile phones. The recovery ability from a spoofing attack is also compared. Due
to the limited scope of this thesis, only mixed versions of the simplistic and intermedi-
ate attacks as described in Section 3 are conducted and only Android phones are studied.
Replay-attacks are also excluded to narrow the scope. Navigation data spoofing is done
for individual parameters.

Radiofrequency disturbance, including interfering with satellite navigation, is illegal in
Finland [25, 38:5§]. The tests in this thesis are therefore done in a shielded laboratory
environment so that the false signals do not radiate to the surroundings.

5.1 Used Equipment and Software

Tests are done and evaluated using multiple tools and devices. The generating of false
GPS signals is done using a GPS simulator Spirent SS6700 together with the simulator
software SimGEN.

Four mobile phones are chosen for testing: two Huawei phones and two Samsung phones.
Details on the models are in Table 5.1 below and the phones are displayed in Figure 5.1.

Manufacturer Model Year Chipset Supported GNSS
Huawei P9 Lite 2016 HiSilicon Kirin 650 GPS, GLO
Huawei Mate 8 2015 HiSilicon Kirin 950 GPS, GLO, BDS
Samsung Galaxy A3 2017 Exynos 7870 Octa GPS, GLO
Samsung Galaxy S9 2018 Exynos 9810 Octa GPS, GLO, BDS, GAL

Table 5.1. The used mobile phones for testing and their product information (source:
GSMArena).
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Figure 5.1. The testing phones.

The Huawei P9 and Samsung Galaxy A3 runs on Android version 7.0. The Huawei Mate
8 runs on 6.0, and the Samsung Galaxy S9 runs on 8.0. In this thesis, abbreviations of the
models are used to refer to the phones; P9, M8, A3 and S9.

The location results were evaluated using the free Android application GPSTest installed
into each testing phone [4]. The application gives information for the available satellites,
such as the C/N0 ratio, elevation and azimuth angle, and gives PVT and accuracy data. A
screenshot of the running application on a Samsung Galaxy S9 is in Figure 5.2.

Figure 5.2. GPSTest application running on a Samsung Galaxy S9. ID column refers
to satellite ID number, GNSS flag to the constellation and CF to the carrier frequency
(for dual-frequency phones). In the Flags-column, A indicates that almanac data for the
satellite is available, E that ephemeris data is available and U that the satellite is used
for the latest fix. [4]
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The trajectory tests were evaluated using My Tracks, also a free Android application.
My Tracks records the route based on calculated fixes and the resulting coordinates and
timestamps in GPX-format. [7] These logs are read in Matlab and plotted onto a map.
The recording interval of points can be adjusted, and for this thesis an interval of 1 second
is chosen.

The tests done on the mobile phones are simultaneously done on a U-blox EVK-M8T
receiver. Performance for the U-blox receiver is evaluated using U-center, which is an
evaluation software provided by U-blox. The advantage of using also the U-blox receiver
is that it can easily be rebooted (cold start) and the constellations used in the position
calculation can be chosen. EVK-M8T supports all the major constellations, and more
detailed information on the receiver can be found in [13]. The evaluation kit along with
the antenna is in Figure 5.3. For the tests in this thesis, other constellations than GPS were
turned off.

Figure 5.3. U-blox EVK-M8T receiver and a 2 euro coin for size comparison.

The tests were done in a closed environment inside a RF-shielded laboratory using signal
repeaters. The true signals were captured on a roof antenna and transmitted to the receiver
via a repeater. A similar repeater was attached to the RF output channel of the Spirent
signal generator. The power level of the true signal was adjusted using an attenuator. A
block diagram of the test setup is displayed in Figure 5.4.
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Figure 5.4. A block diagram of the test setup.

5.2 Testing scope

In this section, the spoofing scenarios that are to be tested are described. The tests are
divided into three categories: location spoofing, movement spoofing and navigation data
spoofing. For each category, two tests are conducted which are each repeated six times.
Descriptions and results of similar test to many of these can be found in [22]. The differ-
ence here is the presence of authentic signals.

To be able to test the spoofing on standalone satellite navigation and the effect of authen-
tication methods/anti-spoofing, in these tests all additional navigation technologies are
disabled in the testing devices (i.e. WiFi, cellular network, bluetooth). The phones were
kept in a RF cabinet for a few days prior to testing to ensure that no fresh assistance data
was available in them and they were kept in flight mode.

The success of a spoofing attack is classified to belong to one of the following results:
described shortly in each result table:

No fix: phone did not make any position fix (neither false nor authentic)

Success: phone position fix is closer than 20 meters to the spoofed location, or spoofed
trajectory is followed for the majority of the time.

Moved fix: the reported position was false, but not the intended spoofed location

Disturbance: the position fix moved around, but staying close to the true location

No effect: phone reported a position that was not more than 20m off the true location.

Wrong area: the phone followed some trajectory, but not the intended spoofing trajec-
tory.

The recovery times from the attacks are also studied. The recovery rate is categorized into
four classes, as in Table 5.2:
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Class Recovery
Fast < 30s
Moderate > 30s and < 2 min
Slow > 2 min and < 3 min
Very slow > 3 min

Table 5.2. The descriptions for each recovery rate.

In cases where the recovery time is noted as ’very slow’, the phone was restarted if it did
not recover within 5 minutes.

In the following sections, the tests are described. The C/N0 values of the true and spoofed
signals are varied between tests. The level is obtained from the U-blox receiver. In all
the subtests, the receiver is first allowed to lock to the true signals. The spoofed signal
strengths are aligned, so their reported C/N0 value implies the value for each one. In these
tests, they are at maximum (roughly 48). The true signals have varying signal strengths
both in time and between SVs, so the C/N0 values reported for the true signals indicate
an average value of the best 4-8 satellites.

After the spoofed signals were turned off, the true signal strength was raised back to its
normal level (C/N0 around 48). The recovery time was calculated from this point.

5.2.1 Location spoofing tests

Tests 1-4 are experiments where false signals pointing to a completely different location
are transmitted to the receiver. Two separate false locations with different distances from
the original location were chosen to test if the distance affects spoofing. One of these is at
the Ratina shopping center at Tampere, an other at the Central Station in Helsinki. Their
coordinates are in Table 5.3.

Location Latitude Longitude Height Distance
(deg) (deg) (m) (km)

Ratina 61.4936695 23.7672337 130 0.440
Central Station 60.1706560 24.9414940 40 160.1

Table 5.3. Details of spoofed locations. Distance refers to the distance to the original
location.

After the phones are locked onto the true signals, their power is lowered and transmission
of the spoofing signals is begun. The spoofing signals are kept on for 5 minutes. The
location of the original position and the Ratina shopping center is visualized in Figure
5.5.
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Figure 5.5. Location of Ratina shopping center coordinates. The green dot indicates the
true location and the red dot the desired spoofed location.

5.2.2 Movement spoofing tests

The idea of movement spoofing is to first transmit signals to the receivers that point at
the correct location and have the receivers lock onto them. Then the signals are altered
intending for the receivers to start following a specified trajectory.

The first trajectory is visualized in Figure 5.6. The test starts with a slower speed (3 m/s)
and then accelerates later on (to 5m/s). The true location is static. It moves counterclock-
wise along a path in an area in the Tampere city center and returns at the original location.
The route is created with a SimGEN Motion Command File. For more detailed informa-
tion on the Motion Command Files readers are referred to the SimGEN User Manual [43].
The total duration of the test is 8 minutes, where the first 120 seconds is the stationary
original location.
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Figure 5.6. Spoofed trajectory 1. Total length 1.8 kilometers, duration 8 minutes.

The second spoofed trajectory is in Figure 5.7. The speed is a constant 3 m/s. As in
the first test, the starting and ending points are the true location. The duration of the test
altogether is 8 minutes, where the first 60 seconds is the stationary original location.

Figure 5.7. Spoofed trajectory 2. Total length 1.45 kilometers, duration 8 minutes.

5.2.3 Navigation data spoofing tests

In these tests, the navigation message itself is modified. Navigation data tampering is
tested to see if receivers react to abnormalities in the incoming data. The false signals are
set to point at the true location. The tests are done with altering the square root of the
semi-major axis (

√
a) and the clock bias (a f0). The semi-major axis was chosen to affect

the calculation of the orbital positions of the satellites, and the clock bias was chosen to
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affect the corrected pseudoranges. Both tests aimed at resulting in a false position fix.

The clock bias tests were done by increasing the a f0 in the ephemeris data by one percent.
As mentioned in Section 2.3.3, the measured pseudoranges are corrected in the receiver
before calculating the position. The effect of the satellite clock bias is calculated using the
equation (2.1) as explained in Section 2.2.2. This time difference ∆t is multiplied by the
speed of light and added to the measured pseudorange. For example, on the 3rd of October
2018 at 8:10 (UTC0) the transmitted clock bias in the ephemeris was a f0 = 1.6975 ·10−4

for the GPS satellite PRN10. The resulting change in the measured pseudorange caused
by increasing the clock bias by one percent would be around 500 meters.

The square root of the semi-major axis was increased by 0.1 percent. Using the same
ephemeris example as above, this modification of

√
a for the satellite PRN10 would cause

an addition of around 30 meters in the semi-major axis.

Since in this test, the spoofing is not aimed at a specific location, the evaluation is done
in four categories: success, disturbance, no effect, no fix. Success implies that the phone
reported a wrong location and disturbance that the fix did not jump far away but had
fluctuation around the true location, or lost fix at some time instances reclaiming it back
later.
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6. TEST RESULTS

In this chapter, the results of the spoofing tests are presented. In Section 6.1 are the
location spoofing results (tests 1− 12). In Section 6.2 the movement spoofing results
(tests 13−24). In Section 6.3 the navigation data spoofing results (tests 25−36). Lastly,
in Section 6.4, the combined results for all tests are presented.

6.1 Location spoofing

In all location spoofing cases, the U-blox receiver was fooled. Other GNSS than GPS were
turned off, so that the U-blox receiver only tracked the true and spoofed GPS signals. In
general, the location spoofing tests were done so that the C/N0 levels of the true signals
were lowered approximately 10− 15. This resulted in the best 4− 8 satellites having a
C/N0 level of around 35. The simulated spoofing signals had a C/N0 level of around 48.

Ratina

The first spoofed location was Ratina. The test was conducted six times. The ephemeris
data in the navigation message transmitted through the spoofed signals was the most re-
cent ephemeris (obtained from IGS Rinex files). The Ratina test results along with the
recovery times are in Table 6.1.
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Phone Result (T1) Recovery (T1)
A3 Success Fast
S9 No effect Fast
P9 Moved fix Very slow
M8 Moved fix Slow
Phone Result (T2) Recovery (T2)
A3 Success Moderate
S9 Moved fix Fast
P9 Moved fix Fast
M8 Moved fix Moderate
Phone Result (T3) Recovery (T3)
A3 Success Moderate
S9 No fix Fast
P9 Success Fast
M8 Success* Fast
Phone Result (T4) Recovery (T4)
A3 Success Very slow
S9 Moved fix Moderate
P9 Moved fix Slow
M8 Moved fix Moderate
Phone Result (T5) Recovery (T5)
A3 Success Slow
S9 Moved fix Fast
P9 Moved fix Moderate
M8 No effect Fast
Phone Result (T6) Recovery (T6)
A3 Success Moderate
S9 No fix Fast
P9 Moved fix Very slow
M8 Moved fix Very slow

Table 6.1. Results and recovery of the Ratina tests (1-6). *) after a few minutes, M8
reported no fix.

As can be seen from the results, in the first test (T1) three phones were affected by the
spoofing, while the Samsung Galaxy S9 was not. The A3 reported the false fix very
quickly (under 1 min). The two Huawei phones took more time to lock onto the false sig-
nals (under 2 min), also still using some of the other GNSS which can be seen as a moved
fix. The fix was neither the true location nor the spoofed location. The Huawei phones
had a fix to a false position that moved around (radius around 50m) with an average speed
of 3m/s during the test. In Figure 6.1 are displayed the locations of the solutions for each
phone. The offset for M8 was approximately 700 meters and 600 meters for P9.
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Figure 6.1. Results of Test 1. The location for P9 and M8 are the average position (due
to movement).

In the second test run (T2), all phones reported a false fix. The A3 reported the spoofed
location again, while the three others a moved fix position with an offset between 100-
300 meters. Similarly to Test 1, both Huawei phones had movement in the fix, this time
however the radius and speed were smaller. Also the M8 jumped back to almost the true
location after a few minutes of reporting a false fix.
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Figure 6.2. Results of Test 2. The location for P9 and M8 are the average position (due
to movement).



6. Test results 47

Helsinki

In Tests 7-12 the spoofed location was at the Central Station in Helsinki. The results for
the tests are in Table 6.2.

Phone Result (T7) Recovery (T7)
A3 No fix Slow
S9 No effect Fast
P9 Moved fix Fast
M8 Moved fix Fast
Phone Result (T8) Recovery (T8)
A3 Success Fast
S9 No fix Very slow
P9 Moved fix Fast
M8 Success (slow) Fast
Phone Result (T9) Recovery (T9)
A3 Success Very slow
S9 Moved fix Very slow
P9 Moved fix Fast
M8 No fix Very slow
Phone Result (T10) Recovery (T10)
A3 Success Very slow
S9 No fix Very slow
P9 Moved fix Fast
M8 No fix Fast
Phone Result (T11) Recovery (T11)
A3 Success Very slow
S9 No fix Fast
P9 Success Moderate
M8 Success Moderate
Phone Result (T12) Recovery (T12)
A3 No fix Slow
S9 No fix Fast
P9 Success Moderate
M8 No fix Fast

Table 6.2. Results and recovery of the Helsinki tests (7-12). True signal lowered slightly
(around 30dB).

In the first test, the P9 first reported a moved fix with an offset of around 450 meters.
After a few minutes, it however started reporting another false fix close to Helsinki but
with an offset of 8.9 km from the desired spoofing location. The cases are in Figure 6.3.
The M8 also reported a moved fix, while the A3 made no fix and the S9 was unaffected
by the spoofing.
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Figure 6.3. Test 7: Fix of P9 after around 20 seconds (left) and after a few minutes
(right).

The U-blox receiver started reporting the false fix in under a minute. After switching
off the false signals and raising the true signal strengths, it locked back into the correct
location in around 20 seconds.

In the second test run (test 8), two phones (A3, M8) started reporting the false location.
It took however more than 4 times longer for the M8 to make the false fix, until then it
showed no fix. The S9 reported no fix during the test and also recovered very slowly. The
P9 did not calculate a fix to Helsinki but to another wrong location as well as reporting a
velocity of around 10m/s. The fixes are displayed in Figure 6.4.

spoofed
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true
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Figure 6.4. Test 8: Fixes of A3 and M8 (left) and fix of P9 (right).
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Out of the 12 location spoofing tests, Samsung A3 was successfully spoofed 10 times,
Samsung S9 none, Huawei P9 3 times and Huawei M8 3 times. Only one phone in the
Ratina tests (S9 in Test 7) and two phones (S9 Test 1 and M8 Test 5) had no effect from
the spoofing, in the remaining cases the phones either reported a wrong fix or no fix at all.

From the Ratina and Helsinki spoofing tests it can be noted that overall location spoofing
has in most cases at least some effect in the phones. Spoofing success is not consistent,
and neither is the recovery time, but a general trend can be seen. The phones with the
fewest constellations are more easily spoofed (A3, P9) and the one with the most con-
stellations (S9) is the hardest to spoof. In these tests, Huawei phones had better recovery.
The U-blox receiver was successfully spoofed in all cases and had fast recovery.

6.2 Movement spoofing

In this section the results for the movement spoofing tests are presented. Two different
trajectories were used in testing, both of which were tested six times.

Trajectory 1

The results of the tests of the first trajectory spoofing are presented in Table 6.3. In the first
test, all phones were affected, however only the Samsung A3 followed the intended route.
The resulting trajectories for the phones are displayed in Figure 6.5. The A3 follows the
spoofed route quite nicely during most the time. On the west side, the trajectory is around
50 meters off, and the receiver loses lock in the end for some while (can be seen as no dots
on the line). The P9 picks up the false signals, but ends up with the wrong trajectory. The
S9 and M8 have some disturbance in their fixes, however remaining within a 150 meters
of the true location.
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Phone Result (T13) Recovery (T13)
A3 Success Fast
S9 Disturbance Moderate
P9 Wrong area Fast
M8 Disturbance Fast
Phone Result (T14) Recovery (T14)
A3 Success Fast
S9 No effect Fast
P9 Wrong area Fast
M8 Disturbance Fast
Phone Result (T15) Recovery (T15)
A3 Success Fast
S9 No fix Slow
P9 Wrong area Moderate
M8 Wrong area Slow
Phone Result (T16) Recovery (T16)
A3 Success Fast
S9 Disturbance Moderate
P9 Wrong area Slow
M8 Wrong area Very slow
Phone Result (T17) Recovery (T17)
A3 Success Fast
S9 Wrong area Moderate
P9 Disturbance Fast
M8 Disturbance Very slow
Phone Result (T18) Recovery (T18)
A3 Success Fast
S9 Wrong area Moderate
P9 Disturbance Fast
M8 Wrong area Fast

Table 6.3. Results and recovery of the first trajectory tests (13-18).

For comparison, the trajectory of the U-blox receiver is plotted in Figure 6.6. The spoofing
is successful, although the receiver loses lock for a short time in each turn.
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Figure 6.5. Resulting trajectories in Test 13 as well as the spoofed route and the true
location.

Figure 6.6. Results of Test 13 for U-blox receiver. Green dots indicate valid fixes.
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In the second test (T14), the A3 followed the spoofed route again, this time even more
accurately than in the first test. The P9 followed as before a wrong trajectory, but this
time did not wander off so far. The S9 managed to report the correct location and the M8
experienced some disturbance.

In Figure 6.7 are the trajectories of Test 14. Samsung S9 is not shown, since it experienced
little to no effect. As can be seen, the M8 had a small disturbance (around 20m), but stayed
around the correct area.

A3

M8

P9

spoofed

true

200 m0

Figure 6.7. Resulting trajectories in Test 14 as well as the spoofed route and the true
location, excluding S9.

As can be seen from Table 6.3, the Samsung A3 phone followed the spoofed trajectory in
all the tests. None of the other phones followed the exact trajectory, but were still affected
by the spoofing in almost all cases. The Samsung A3 recovered fast in all six tests. The
other phones had varying recovery times.

Trajectory 2

The results for the movement with Trajectory 2 are in Table 6.4. In the first test (T19)
the Samsung A3 followed the spoofed movement, and the Huawei phones experienced
movement in the wrong area. Samsung S9 reported no fix. The trajectories are displayed
in Figure 6.8.
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Figure 6.8. Resulting trajectories in Test 19 as well as the spoofed route and the true
location, excluding S9.

Compared to the first trajectory, these tests resulted in more successful spoofing. This
could be due to lower speeds compared to the first trajectory: the receivers had more time
to keep up with the changes. The Samsung A3 was easiest to spoof, and the Samsung S9
the hardest.
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Phone Result (T19) Recovery (T19)
A3 Success Fast
S9 No fix Fast
P9 Wrong area Moderate
M8 Wrong area Moderate
Phone Result (T20) Recovery (T20)
A3 Wrong area Moderate
S9 No fix Slow
P9 Wrong area Fast
M8 Wrong area Moderate
Phone Result (T21) Recovery (T21)
A3 Success Fast
S9 Wrong area Slow
P9 Success Moderate
M8 Wrong area Fast
Phone Result (T22) Recovery (T22)
A3 Success Moderate
S9 Wrong area Very slow
P9 Success Fast
M8 Wrong area Moderate
Phone Result (T23) Recovery (T23)
A3 Success Fast
S9 Wrong area Moderate
P9 Wrong area Fast
M8 Wrong area Moderate
Phone Result (T24) Recovery (T24)
A3 Success Slow
S9 Disturbance Moderate
P9 Wrong area Fast
M8 Wrong area Slow

Table 6.4. Results and recovery of the Trajectory 2 tests (19-24).

Altogether, the Samsung A3 was successfully spoofed 11 times out of 12 in the movement
tests. The Huawei P9 was spoofed two times and the Samsung S9 and Huawei M8 zero
times. Only the S9 in Test 14 was left unaffected, in all other cases the phones were
not able to report the correct location. The U-blox receiver started following the spoofed
routes in all tests. In a few cases, the fix was lost for some periods of time, but never
recovered to the true location before the test was ended. The recovery was either fast or
moderate.

6.3 Navigation Data spoofing

The test results for tampering with the navigation message transmitted in the simulated
GPS signals are presented in this section. Two separate ephemeris parameters, the clock
bias and the semi-major axis, are modified. Six tests are conducted for each of the two
cases.
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Parameter a f0

In this section, the test results are presented for increasing the clock bias (a f0) in the
ephemeris data by 1 percent. The results of the tests are in Table 6.5.

Phone Test (T25) Recovery (T25)
A3 No fix Moderate
S9 Success Fast
P9 Success Very slow
M8 Success Very slow
Phone Result (T26) Recovery (T26)
A3 No fix Moderate
S9 Success Very slow
P9 Success Very slow
M8 Disturbance Fast
Phone Result (T27) Recovery (T27)
A3 No fix Very slow
S9 Success Very slow
P9 Disturbance Fast
M8 Success Moderate
Phone Result (T28) Recovery (T28)
A3 Success Very slow
S9 Success Very slow
P9 Disturbance Fast
M8 Success Moderate
Phone Result (T29) Recovery (T29)
A3 Disturbance Moderate
S9 No effect Fast
P9 No effect Fast
M8 Success Slow
Phone Result (T30) Recovery (T30)
A3 Disturbance Fast
S9 Success Slow
P9 Success Very slow
M8 Disturbance Fast

Table 6.5. Results and recovery of the a f0 tests (25-30).

As can be seen from the results, three phones started reporting a false location in the
first test (T15). Since the intention was not to spoof to a specific location but merely
interfere with the PVT calculation, the error in the position for a ’successful’ navigation
data spoofing varies. The reported locations for the three successful phones are in Figure
6.9. The P9 reported a much further location than the other two: this could be due to there
being fewer true satellites in the calculation (P9 has only two constellations). The error
for S9 and M8 was around 80 meters, and around 500 meters for P9.
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Figure 6.9. Test results of test 25.

Compared to the earlier location and trajectory spoofing tests, the Samsung S9 seemed to
be the easiest to spoof with wrong navigation data. It can be noted also from the results
that the recovery rate is worse in these tests than the earlier ones. If the spoofing was
successful (the phone accepted the false ephemeris data), the recovery was mostly slow
or very slow.

The U-blox receiver started reporting a false location for five out of six tests. In the second
test, the receiver reported no fix. The recovery for the U-blox was much slower than for
location and trajectory spoofing, taking at least one minute.

Parameter
√

a

In this section the test results for tampering with the square root of the semi-major axis
(
√

a) in the navigation message are presented. The value for each satellite was increased
by 0.1 percent. The results for the tests are in Table 6.6.



6. Test results 57

Phone Result (T31) Recovery (T31)
A3 Success Moderate
S9 Disturbance Fast
P9 Success * Very slow
M8 Disturbance Moderate
Phone Result (T32) Recovery (T32)
A3 Success Moderate
S9 Success Fast
P9 Success * Very slow
M8 Success * Moderate
Phone Result (T33) Recovery (T33)
A3 Success Fast
S9 Disturbance Fast
P9 Success Slow
M8 No fix Slow
Phone Result (T34) Recovery (T34)
A3 No fix Moderate
S9 Success * Very slow
P9 Success Very slow
M8 Disturbance Fast
Phone Result (T35) Recovery (T35)
A3 No fix Moderate
S9 Disturbance Fast
P9 Disturbance Fast
M8 No fix Fast
Phone Result (T36) Recovery (T36)
A3 No fix Very slow
S9 Success Very slow
P9 Success Slow
M8 Disturbance Fast

Table 6.6. Results and recovery of five more
√

a tests (31-36). The asterisk (*) refers to
results where the phone made a false fix but lost the fix from time to time.

In the first test, two phones were successfully spoofed. The location fixes for the two
successfully spoofed phones are displayed in Figure 6.10.



6. Test results 58

True

A3

P9

200 m0

Figure 6.10. Test results of test 31.

In general, the spoofing was quite successful: no phone in these tests had was unaffected,
and most were either successful or had disturbance. The recovery times varied a lot, but
successful spoofings often resulted in long or very long recovery times. Contrary to the
earlier tests, the Samsung S9 which was previously most resistant to spoofing was either
successfully spoofed or at least disturbed in all of these tests.

Altogether, the Samsung A3 was successfully spoofed four times out of 12, the Samsung
S9 eight times, the Huawei P9 eight times and the Huawei M8 five times. Only two cases
(S9 and P9 in Test 29) resulted in no effect.

The U-blox receiver resulted in all cases in either a success (5 out of 6) or no fix (1 out of
6). The recovery time for the U-blox receiver was slow in case of success.

6.4 Summary

The combined resulted from the tests are visualized in Figure 6.11. Altogether from all
the conducted tests, the Samsung A3 and Huawei P9 phones were most often spoofed
successfully, having a spoofing success of 69.4 % and 36.1 %, respectively. The Samsung
S9 had overall best resistance against spoofing.
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Figure 6.11. Combined results of all spoofing tests.

The spoofing had in all tests some effect for the A3, unlike the S9 which experienced no
effect in 11 % of the tests. The Huawei phones were left unaffected in 3 % of the cases.
The Huawei phones also both resulted in moved fixes by a large amount: P9 in 47 % of
the tests and M8 in 39 % of the tests.

All the phones had a similar average recovery time, with the Huawei phones having a
slightly faster recovery on average. With location spoofing, the Samsung A3 had clearly
the slowest recovery and the Huawei phones the fastest. With trajectory spoofing the
Samsung A3 and Huawei P9 had fastest recovery. In data spoofing the Huawei M8 had
fastest recovery. In general, the navigation data spoofing had slowest recovery times and
the trajectory spoofing the fastest. The average results per recovery category for all tests
together are in Figure 6.12.
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Figure 6.12. Combined recovery results of all spoofing tests.

The U-blox EVK-M8T receiver, which was used for comparison, was successfully spoofed
34 out of 36 tests. In two navigation data spoofing tests the U-blox receiver reported no
fix. The recovery time for the U-blox receiver was fast or moderate in the location and
movement spoofing and slow for navigation data spoofing.
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7. CONCLUSIONS

The goal of this thesis was to study satellite navigation signal spoofing and its relevance to
mobile phone positioning. To assess the possible threat of spoofing in environments where
both the true and false signals are available to the mobile phones, spoofing tests were
conducted. The tests were done with a GPS signal simulator in three categories: location,
movement and navigation data spoofing. The tests show that mobile phone navigation
can be spoofed rather successfully, at least in similar environments as the tests with a
simulator where the true signals are dampened and WiFi positioning is not available. All
used test phones were spoofed multiple times (success in 38 % of all cases) and were left
unaffected rarely, in only 4 % of the cases. By analyzing the results from the conducted
tests, it can be noted that the success of spoofing attacks is not consistent. None of the
phones were easy to spoof in all cases or spoof-resistant in all cases. Also the recovery
times varied a lot between single tests. Since the exact algorithms or possible existing
anti-spoofing hardware or software in the chipsets and navigation software are unclear,
only guesses as to why some phones were easier to spoof can be made.

Some general conclusion can be drawn. The phones with fewer constellation, Samsung
A3 and Huawei P9, were more easily spoofed. The more constellation the receiver uses,
the more harder it is to spoof since the receiver has more satellites to use in the PVT
calculation and the false signals can be ruled out as outliers. Since only the GPS signals
were involved in the spoofing, the phones using also GLONASS, Galileo and BeiDou
were harder to spoof. The effect of multi-GNSS can be noted also from the comparison
to the U-blox receiver: all other constellation than GPS were turned off and the receiver
was in all location and trajectory cases successfully spoofed as well as in most of the data
spoofing cases.

Between the two different spoofing trajectories, the second one was more successful. The
speeds were slower in the latter trajectory, which means that the spoofed location didn’t
change as fast. This gives the receivers more time to keep up with the false signals and
can result in more successful spoofing.

The faster recovery time in trajectory spoofing can be explained by the ending point —
the false route ends up in the same location as the original true point. Thus when the false
signals are turned off, the measured pseudoranges of the true signals are consistent with
the previously calculated location (when the trajectory spoofing was successful). Slow
recovery in navigation data spoofing could be explained by the need in the receivers to
decode new data from the satellites after the attack has ended instead of just adjusting the
pseudoranges.
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For future research, implementing a spoofer that creates false signals for multiple GNSS
satellites could provide more insight into the effects of navigation signal spoofing in mo-
bile phones. Also a larger amount of tests with different locations, trajectories and data
should be tested. The test were also done with consistent signal power leveling: the true
signal carrier-to-noise ratio was kept at around 35 (best satellites) and the false signals
at around 48. Further tests could include experimenting on the power levels. If there is
signal power monitoring in the mobile phone receivers, signals with much higher carrier-
to-noise than 50 might not be accepted in the chipset. Also in depth study and testing of
the chipsets could provide more specific and accurate results of the spoofing resistance of
different phones.

Successful and accurate spoofing is not simple or easy. However, this work shows that
with the right knowledge and similar equipment, the positioning of the mobile phones
can be completely fooled. The possibility of spoofing multiple constellations poses an
even greater threat. As long as there is not sufficient anti-spoofing implemented into the
mobile phones, they remain vulnerable. Countermeasures against both pseudorange and
navigation data spoofing should be implemented into mobile phones. The future launch of
Galileo OSNMA could provide much needed authentication of the navigation data. The
development of Wi-Fi positioning can help with more accurate consistency evaluation
in urban environments. Anti-spoofing that works without additional sources (such as
network or Wi-Fi) should also be considered for situations where these are not available.
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