
 
 

 

 

 

 

 

 

 

 

 

 

HANNU-PEKKA LAMMINMÄKI 
INFORMATION FLOWS IN THE NETWORK CONTROL CENTER 
OF DISTRIBUTION SYSTEM OPERATOR FROM THE ASPECT 
OF OUTAGE REPORTING 
 

Master of Science Thesis 

 

 

 

 

 

Examiner: Professor Pekka Verho 
Examiner and topic approved by 
the Faculty Council of the Compu-
ting and Electrical Engineering on 
3rd February 2016 

 



ii  
 





ii  
 

TIIVISTELMÄ 

Hannu-Pekka Lamminmäki: Tietovirrat sähköverkkoyhtiön käyttökeskuksessa 
keskeytysraportoinnin näkökulmasta 
Tampereen teknillinen yliopisto 
Diplomityö, 119 sivua, 15 liitesivua 
Toukokuu 2016 
Sähkötekniikan diplomi-insinöörin tutkinto-ohjelma 
Pääaine: Sähköverkot ja markkinat 
Tarkastaja: Professori Pekka Verho 
 
Avainsanat: Tietovirrat, keskeytysraportointi, SQL, keskeytysten hallinta, val-
vomo, käyttökeskus, sähköverkkoyhtiö, käytöntukijärjestelmä, KTJ, käytönval-
vontajärjestelmä, SCADA, rajapinnat 
 

Sähkönjakelualan luonnollisen monopolin myötä sähkönjakeluyhtiöiden toimintaa sään-
nellään viranomaisten toimesta. Regulaation toteuttaminen eli valvontamenetelmien laa-
dinta on määrätty sähkömarkkinalaissa Energiaviraston vastuulle. Uusi valvontajakso al-
koi vuoden 2016 alussa. Regulaatiomalli ohjaa sähkönjakeluyhtiöiden toimintaa, ja esi-
merkiksi vuosittaisilla toteutuneilla KAH arvoilla on suora taloudellinen vaikutus säh-
könjakeluyhtiöihin sallitun tuoton kautta. Viime vuosina tapahtuneiden suurhäiriöiden 
vuoksi vaatimukset järjestelmille kasvavat entisestään. Keskeytyksien suuren määrän ja 
raportoinnin vaatimusten määrän kasvamisen vuoksi myös automatisoinnin merkitys ra-
portoinnissa kasvaa. 

Työn tavoitteena oli  kuvata muutamien sähkönjakeluyhtiöiden käyttämät järjestelmät ja 
niiden väliset tietovirrat keskeytysraportoinnin näkökulmasta. Järjestelmien valintojen 
perusteiden selvittämiseksi haastateltiin näiden viiden sähkönjakeluyhtiön edustajia. 
Haastatteluissa kerättiin tietoa yhtiöiden järjestelmistä ja niiden välillä kulkevista tieto-
virroista sekä kyseisten yhtiöiden keskeytyksenhallintaan ja keskeytysraportointiin liitty-
vistä prosesseista. Tavoitteena oli selvittää keskeytysraportointiin liittyvistä järjestelmien 
välisistä tietovirroista niiden protokollat, tiedon lähteet, tiedon laatu, kommunikaatiotavat 
sekä lopullinen tarve tiedolle. Työn operatiivisena tavoitteena on luoda tarpeen mukaan 
uusi keskeytysraportti. 

Työn tuloksena ovat kuvaukset valittujen sähkönjakeluyhtiöiden keskeytysraportointiin 
liittyvistä järjestelmistä ja niiden välillä kulkevista tietovirroista. ABB MicroSCADA Pro 
DMS600 tuotteen raportoinnille kerättiin kehittämistarpeita sähkönjakeluyhtiöiltä sekä 
kehitysvaatimuksia Energiaviraston viranomaisdokumenteista ja Energiateollisuuden 
keskeytystilasto-ohjeesta. Tuloksena huomattiin tarve uusille keskeytysraporteille, jotka 
Energiavirasto vaatii raportoitavaksi pakollisina. Lopulta työssä muokattiin kolmea kes-
keytysraporttia vastaamaan muuttuneita raportointivaatimuksia sekä toteutettiin kaksi 
täysin uutta raporttia SQL-kielellä uusien raportointivaatimusten mukaisesti. Tuotetut uu-
det raportit vastaavat Energiaviraston toimitusvarmuustasoihin liittyviin tunnuslukuvaa-
timuksiin sekä pienjänniteverkon keskeytysten tunnuslukuvaatimuksiin. 
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describe the information flow protocols, sources of the information, communication 
types, what information is required, and what is the requirement for the information. 

As the new regulatory period of the Energy Authority took place from the beginning of 
2016, there is a need to clarify what are the new requirements of the Energy Authority 
and what development needs it requires from the DMS600. The operational objective of 
the thesis is to create an entirely new outage report if requirements for new reports are 
found. The reports which required to exist but are not created during the thesis are de-
scribed in the thesis as well. 

1.3 Research methodology 

The literature related to the topic brings a strong background for the thesis and especially 
the new requirement documents from the Energy Authority and the Finnish Energy are 
in important role because the latest reporting requirements are presented in these docu-
ments. Some of the information is also based on the internal documents of ABB. 

The interviews of five Finnish DSOs are also a major part of the thesis. The description 
of the IT systems and the information flows between them, outage management process 
and reporting process of each company was possible because of the interviews. Also de-
velopment ideas and other information were acquired from the interviews, and observing 
was used with some DSOs. The interviewed DSOs are Turku Energia Sähköverkko Oy, 
Tampereen Sähköverkko Oy, Leppäkosken Sähkö Oy, Elenia Oy and Järvi-Suomen En-
ergia Oy. The interviewees were chosen so that they would have different kind of IT 
system integrations and different size and type of distribution network. Interviews were 
implemented mainly in the premises of the DSOs. The used interviewing method was a 
focused (semi-structured) interview [1], as the questions can not be exactly the same for 
all of the DSOs due to different IT system infrastructures. 

The third part of the thesis includes the outage report implementations. The implemented 
reports represent the operative part of the thesis. Three outage reports were modified and 
two entirely new reports were created during the thesis. The reports were implemented to 
the SQL (Structured Query Language) Reporting Services of DMS600 and they were 
coded mainly in SQL language. 

1.4 Structure of the thesis 

The first chapter contains the introduction for the thesis. Second chapter presents im-
portant background information related to the topic in order that the reader may under-
stand the information provided in the later part of the thesis. Chapter 2 presents shortly 
the Finnish electricity distribution system and the distribution automation, the IT systems 
used in the Network Control Center (NCC), communication technologies used in the dis-
tribution automation and common outage management processes.  
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4. INFORMATION FLOWS IN THE NETWORK 
CONTROL CENTER WITH ABB MICROSCADA 
PRO 

The MicroSCADA Pro product portfolio consists of the following products: SYS600C, 
SYS600 and DMS600. The SYS600C is a compact computer with preinstalled Mi-
croSCADA Pro SYS600 system and it manages the real-time process information. The 
SYS600C is used in both industrial and electrical utility applications, but it is normally 
not used in the NCC, so it is left for minor notice in this thesis. [80] All of the Mi-
croSCADA Pro products run on PCs using MS Windows operating system [13]. 

One of the objectives of this thesis was to describe the information flows in the NCC from 
the aspect of outage reporting. This thesis focuses on the information flows with the ABB 
MicroSCADA Pro product but some other products are considered too, mainly via the 
DSO interviews. Therefore it is essential to first describe the basic functionalities of Mi-
croSCADA Pro, paying attention to the outage reporting and management. 

4.1 MicroSCADA Pro SYS600 

The latest version of MicroSCADA Pro SYS600 is 9.4 FP2 (Feature Pack 2) [81]. The 
SYS600 is also known as MicroSCADA but as it easily confuses with MicroSCADA Pro, 
the SYS600 is preferred in this thesis. The upper level basic functionalities of SCADA 
systems are presented in the chapter 2.2.1 but this chapter presents shortly some more 
specific information about SYS600.  

The trends display and the process display of SYS600 are presented in Figure 12. The 
trends display collects and shows data in numerical and graphical forms. Any data avail-
able in the process database can be presented. The topology of the network is described 
in the process display. The DSOs usually have several different process display images 
in the SYS600. For example all of the primary substations may have its own process 
display image, and there might be also a more complex display which includes all or 
several substations. The switches can be operated straight from the process display be-
cause the SYS600 process points are linked into the primary distribution process. How-
ever, the outage management is normally done with the DMS system which allows also 
the outage reporting functions. In the fault situations the SCADA sends a fault package 
to the DMS with the relevant information, and the DMS is then able to take care of the 
fault. The fault package is sent via OPC or SCIL-API connection. [8] The communication 
link between the SYS600 and the RTUs or IEDs in the primary process may use various 
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types of protocols such as 60870-5-10x, IEC 61850, DNP, Modbus, LON, SPA and so on 
[30]. The main facts of these protocols are described in the chapter 2.3.1. 

 

Figure 12. The trends display and the process display of SYS600 9.4 FP1 in ABB demo 
environment. 

Both event display and alarm display of SYS600 is shown below in the Figure 13. These 
two displays are individual windows and can thus be shown separately in different mon-
itors. The event display lists the events which are stored in the event database of SYS600. 
The event list can be filtered and sorted in order to separate the irrelevant information 
from the the relevant information. The alarm display shows accordingly the alarms of the 
system as a list. The list is divided into persisting and fleeting alarms. Both of the displays 
allow user to configure and even predefine the colors and layout of the displays. 

 

Figure 13. The event and alarm displays of SYS600 9.4 FP1 in ABB demo environment. 


















































































































































































