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With the rise of the Information Age, concerns about privacy and the birth of a
‘surveillance society’ arose. This phenomenon can notably be witnessed in the public
sectors in OECD countries. Thanks to the development of new processes and
technologies based on the use of personal data, bureaucratic organisations (in their
weberian definition) elaborate a new form of surveillance called data surveillance.
These techniques inspired by panoptics constitute a new way of producing social
control. The disciplinary power described by Foucault before the Information Society
has been partly replaced by the power of information called informational power.
Accordingly concerns about the preservation of privacy rise among citizens.
Nonetheless the main consequence of the informational power is the social control it
produces on citizens. But individuals find ways of bypassing or contesting the
informational power. They generate counter powers through the political and public
opinion channels in order to keep the system ‘balanced’.

This theoretical study should be qualified. First the bureaucratic organisations do
not promote these new tools only to produce social control. In fact they are part of a
general process of rationalisation and economisation of public services. Second the
study provides a rather ‘conflicting’ view which does not fit to all the contexts.

Finally the concept of ‘surveillance society’ is relevant to illustrate the dominant

place of information but is not acceptable as a new model of society.
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1. Introduction

The anti-utopian literature movement incarnated by George Orwell and
Aldous Huxley during the first half of the twentieth century, had a part in emphasising
the dangers of surveillance towards society and democracy. George Orwell has
described how surveillance was used by tyrannical regimes. Indeed the word
surveillance is often connoted with domination, repression, censorship or abuse. Since

1™ 2002 terrorist attacks, states have intensified surveillance via

the September 1
information and communication technologies. This situation has contributed to bring

back to the headlines the debate around surveillance.

Nonetheless one must agree that in democracy ‘average citizens’ are not
necessary subjected to surveillance which are aimed rather to individuals suspected of
terrorism or violent crimes. But meanwhile, the rise of computing has been
accompanied with a growth of property and privacy crime. Indeed the new information
and communication technologies brought and are still bringing new possibilities in term
of surveillance of the citizens by the states or of the consumers by the corporations. This
new situation brings up a lot of uncertainty in our lives: are we compelled to be under
constant surveillance or at least under the constant possibility of being watched? Is their
any personal information that we can keep safe for granted? Will any legal framework
protect us? The fears pointed out by those questions are even sometimes enhanced by

our incomplete knowledge in ICT.

Anyhow, the term of surveillance is quite in the air of time, it is commonly
used by social scientists but in everyday life contexts as well. The idea that we are
living in a ‘surveillance society’ is quite widespread. Why this sudden concern about
surveillance which seemed to had been forgotten since Georges Orwell’s writings?
What has changed in this information age society? As mentioned above every one
would acknowledge that surveillance techniques have changed and improved, but in
which manner? The main concern for individuals regarding surveillance is to preserve
their privacy. Indeed the debate around surveillance is highly connected to the one
dealing with privacy. By breaking into individual’s life, the act of surveillance seems to
violate our private space. It is taking away the control we have on our personal

information, because we cannot decide which part of our lives will remain public and
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which will be private. Control is a key element in the relations of individuals to
surveillance. If they are losing the control of their personal data, the act of surveillance
is exercising control on them, in other words if ‘you know what I am doing, you control
my actions’. One could speak about social control or even in a more Marxist approach

about social domination through surveillance.

Before going any further, I will say more about the context of this study. The
area of information society is quite wide and involves a lot of information technologies.
Therefore 1 will not attempt to provide a complete and systematic analysis of
surveillance. I will refer to the most relevant and illustrative examples, nonetheless I
will try, as often as possible, to focus more particularly on the collection of individuals’
personal information on databases and exclusively in the context of computer and
network based applications (including the internet, intranets and various established
databases and registers). To put it another way I will study what is commonly called
‘electronic surveillance’ only regarding individuals’ personal data (therefore excluding
all the biometrics techniques from this study).

Finally, I will only study the phenomenon of surveillance within the public
sector. This deliberate choice is funded on two arguments. First electronic surveillance
studies within the private sector are quite difficult to lead because of the little literature
on the topic and the will of companies to not unveil their methods, strategies and
practices. Secondly, private and public sector have really different characteristics, aims
and organisations which would make a common study of surveillance on the two areas
lack of unity. In order to add empirical elements to the study I will embody information

societies' cases chosen from OECD countries.

It is crucial, in order to be as clear as possible, to define precisely the key
concepts | formulated above, that is to say surveillance, privacy and social control. In
addition, I will try to underline the main changes brought to those concepts by the

information age.

Surveillance is a quite old concept deeply rooted in history, thus there are

multiple definitions and approaches to it. Nonetheless a basic definition could be:



Watch or guard kept over a person, especially over a suspected person, a
prisoner, or the like; often spying supervision; less commonly, supervision for
the purpose of direction or control, superintendence.

The Oxford Dictionary, 1933

The concept of surveillance remains quite broad. Roger Clarke considers
surveillance as “the systematic investigation or monitoring of the actions of one or more
persons”'. He noticed the basic form of surveillance, that is to say the one defined by
dictionaries, which he called physical surveillance includes direct monitoring by
watching and listening. Clarke also underlines that surveillance may also involve
communication means (e.g. mail covers, telephone interception...). This communication
surveillance combined with the physical surveillance is more widely known as
electronic surveillance. Nonetheless it occurs quite often that those forms of
surveillance are completed by data collection. Three decades ago this collection
consisted mostly in interviews with witnesses or informants (e.g. neighbours, friends,
employers...). With time and the growth of the volume of data, a new mean of
surveillance as occurred which is commonly called data surveillance or dataveillance.

The concept of dataveillance has been developed by Roger Clarke.
Dataveillance is “the systematic use of personal data system in the investigation or
monitoring of the actions or communications of one or more persons”>.

Like surveillance, dataveillance can be of two kinds: mass dataveillance and
personal dataveillance. Personal dataveillance has for subject one individual whereas
mass dataveillance is leaded towards groups. Personal surveillance is often used by
governments or more precisely national security authorities/agencies, for example in
order to fight terrorism. Mass surveillance can be more broadly used by different kind
of organisations which have interest in monitoring a group of individuals (authorities,
companies...). In addition mass surveillance can be used for deterrent effects, for
instance incomes surveillance in order to dissuade individuals from providing
deliberately biased data to tax offices.

It is difficult to deal with mass surveillance as it is negatively connoted as
underlined by Clarke: “mass surveillance is difficult to discuss dispassionately because
of the impact on our culture of the anti-utopian novels™. I will try to stay distant from
any judgement towards surveillance and data surveillance as my goal is not to condemn

them but to understand their organisation and their consequences on society.

! Roger Clarke, IT and Dataveillance, 1988.
? Ibid.
3 Ibid.



Why has surveillance become so concerning (or at least considered to be so)
in the information society? Surely because surveillance is threatening our privacy and
intimacy. This statement, being true or false, is truly believed by legions of people.
Before studying if whether or not surveillance is reducing our potential space of
privacy, I think crucial to tackle a major evolution of surveillance. Indeed surveillance
has been practiced since centuries, as Foucault depicted it, surveillance was already
used in Middle Ages. The processes have evolved throughout the industrial era until
what one could call modern surveillance. As we enter the Information Age, the
information and communication technologies provide new tools to surveillance pushing
the surveillance techniques again forward in their evolution. What is striking nowadays
with surveillance is its great ability to collect, store and access individuals’ data, and
this aspect of surveillance is totally new. In that regard we will speak about data

surveillance or dataveillance rather than surveillance.

The concept of privacy is also challenging as there are numerous approaches
to it that is why I will choose to deal only with personal privacy which is the most
relevant for this case of study. Personal privacy, as well as privacy in general, is
difficult to define clearly, therefore Herman Tavani thinks that it is more efficient to

approach privacy as:

either a presumed or stipulated interest that individuals have with respect to
protecting personal information, personal property, or personal space than to
think about privacy as a moral or legal right.

Tavani (2000, WWW document)

Indeed it is important to not confuse privacy with ‘rights to privacy’ and
approach it as more an interest to protect a personal space.

Roger Clarke listed four dimensions of privacy: privacy of the person,
privacy of personal communications and privacy of personal data. Let us consider more
carefully the two last ones: privacy of communications refers to the ability of
communicating via media without being monitored whereas privacy of personal data
refers to the idea that data should not be freely available and that individuals should
have control over their data possessed by organisations. I will use those two dimensions
of privacy as the internet embodies both data collection and communication. Privacy of
communications and personal data can actually be coupled into what is currently called

information privacy.



The concept of social control has, to my view, a key part in the process of
surveillance and privacy as the individual who is surveyed is put onto a position where
he/she is socially dominated by the one who is exercising the surveillance. To some
extend a comparison could be drawn with the domination of citizens by states. Actually
in the special case of national security and of surveillance by national agencies, we are
face to the state domination. But let us first browse the basics of the concept of
domination.

Two main trends can identify in that concept: a weberian view and a neo-
marxist conception. According to Weber, domination is the model of a government
where citizens are subjected by the State. Domination is associating the control of
coercion with determined systems of legitimisation. The Macht (the power in Weber’s
sociology) is only a social relation whereas domination is focusing on the available
resources and the contextual cons. Weber defines domination as the cultural and
distinctive variable of three types of political domination ideals: the legal domination,
the traditional domination, the charismatic domination.

On the other hand Glegg provides a global vision of the articulation between
the exercise of political power and its structural constraints. Clegg understands
domination as the fundamental level which rules the unequal distribution of power
resources.

I will also try to adapt those theories and if possible find some modern
theories. In particular, Staples speaks about “post modern social control”*. The theory of
social control has operated a major change as before it used to be the monopoly of

authorities and nowadays all kind of organisations use it.

Finally the concepts previously described are nothing without any social
actors. Because of the context of this study the two key actors are of course the state and
the citizen. This opposition between these two actors will eventually bring us to study

their interactions on both macro and micro level.

skskoskokok

In this study the issue will not be whether or not surveillance is evil nor if

surveillance constitutes a threat for society. Neither will I attempt to raise any suspicion

4 Staples William, Everyday Surveillance, Rowman & Littlefield Publishers, 2000, p. 4.



against those practices. As Orwell or Huxley depicted it, surveillance is, by its very
nature, threatening and compromising for the social cohesion, therefore one can expect
justifications from the organisations which are using such tools. If surveillance is
presented as a tool to keep social order, it can also become a tool of social injustice. |
will focus on the potential tools brought up by the ICT in term of surveillance and their
use by different organisations. I will also discuss the impacts on individuals and society
with still keeping in mind that this study aims rather at describing the current situation

than criticising ideologically surveillance.

Here are the questions which I consider as a starting point:
- To which extend and how does data surveillance contributes to
social control?
- Is the concept of ‘surveillance society’ relevant to describe the

information societies?

To answer those two questions I will study the relations between states and
citizens through the matrix of data surveillance, social control and privacy. The final
answer being whether or not data surveillance transforms Information Societies into
‘surveillance societies’. Regarding the method I will attempt to find suitable models
adaptable to the Information Society in order to explain this system and its social
interactions. In addition I will try to support this studies with as relevant as possible

examples.

During the first part of this study I will consider the problem from the state
point of view that is to say on the macro level before focusing on individuals from a

micro-sociological point of view.



Part I: Modelling and explaining surveillance within the information
society

2.  An explanation of surveillance through panoptical

studies

My interest in this research came from the general concern about the rise of a
‘surveillance society’, in other words what are the foundations of the idea that society
has changed. When I speak about ‘surveillance society’, I do not mean that the issue is
whether or not every single level of society is under surveillance, in fact the problematic
lies in understanding why people are suddenly (over the past 10 years) so concerned
about surveillance and about their privacy, and why they feel so threaten. To my view,
the key element is change. The concept of “surveillance society” is all about change. |
would add that this change is twofold: an effective change in society but also a change
of people’s conception of society.

To sum up, my point is to find out the causes of that major change. This
approach can be apprehended as part as the change from an industrial age to an informal

age, and how individuals internalise this change.

Before identifying those actual changes and their side-effects on society, one

needs to understand how surveillance works and what its place in society is.

As our society entered the information age, it has been granted with
numerous new information and communication technologies enabling the development
of different applications among which some are largely used nowadays. But those
technologies have a backbone: they constitute some great, efficient and economical
surveillance tools or means. The rise of new technologies is at the origin of this change
in surveillance techniques. But if surveillance is changing, privacy is also as well as
social control and the repercussions on individuals. Indeed, those three concepts
surveillance-privacy-social control are part of a system. This system involves also
individuals, the general issue being the consequences of social control on individuals.
We are actually studying a particular case in this broad area based on surveillance (one
generator of social control) and individuals’ privacy (the affected part). If one of those

concepts is evolving, the others are affected as a consequence. The starting point of this
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change being new surveillance tools which enables “the emergence of a new regime of

social control”.

In the two figures below, I brought together all the key-elements of the
system in a simple view. The figure 1. displays how surveillance affects individuals by
creating social control according to the classic sociology of surveillance. This situation
is reflecting more typically the industrial era. Thanks to many studies led on
surveillance, such as Foucault’s one, we know that this social control was based merely
on disciplinary power and affects individuals’ special autonomy. Nonetheless, social
control in this case is based on other factors that we will develop later in this chapter. In
the figure 2. I tried to synthesize the same situation but applied to the Information
Society. We suspect that the subject of social control is individuals” privacy. The
question mark symbolised the nature of social control that I will try to identify in this

part.

Classical diagram

individual

discipline
autonomy

social control
= disciplinary power

surveillance

Figure 1. The surveillance-social-control system according to classic studies

(Industrial Age period).

° William Staples, Everyday Surveillance, Rowman & Littlefield Publishers, 2000.
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individual

social control :

Figure 2. the surveillance-social-control system within Information Society.

The real problematic is therefore how this system as a whole changes. We
need to know precisely how this surveillance-social control system is functioning. To
complete this task, I will use models in order to identify the relations between those key
concepts, as well as their nature. In a second time, I will attempt to adapt them to the
context of information society. I voluntary use the verb “to attempt™ as it is quite likely
that those models, being general, will fail in providing an accurate explanation of the
global situation. I recall that the model we are looking for in the first place will be
general explanations of the phenomenon. That is why, in order to build this model I will
base my research on two classical sociology theories: the analysis of Jeremy Bentham’s
panopticon by Michel Foucault and the theories of bureaucracy elaborated by Max
Weber. The key idea being to learn more from the functions of the three concepts of our
system (surveillance-social control-individuals) and then incorporate them into the same

matrix of information society.

In order, to understand better the phenomenon of surveillance and
dataveillance within information society, I will try to find a relevant model. I will in the
first place try to adapt Bentham’s panopticon to the context of information societies. I

will also briefly deal with the “post”-Foucault studies connected to the panoptics.



Finally, after showing that panoptics models are (despite being quite relevant) not

sufficient to fully explain dataveillance, 1 will refer to Weber’s theory of bureaucracy.

2.1. The panopticon: a general model for surveillance
2.1.1. Bentham’s panopticon

At the end of the 18" century, utilitarian Jeremy Bentham, in his writings on
the Panopticon6, presents a new principle of construction which is particularly designed
for penitentiary-houses but can also be applied to any kind of establishment (e.g.
schools, hospitals, madhouses...). His root idea was that individuals under constant
inspection are better controlled. As it is impossible to inspect persons permanently,
unless an inspector is assigned to every single individual of the establishment (which is
economically not acceptable), the best solution, according to Bentham, is that “at every
instant, seeing reason to satisfy himself of the contrary, he [the prisoner or the person
under inspection] should conceive himself to be so”. His principle lies in the
architectural organisation of the complex. The panopticon consists in a circular
building. The cells are located in the circumference; they are divided and isolated from
each other so that prisoners would not be able to communicate by no mean. The
outward of each cell is equipped with a window which light the cell but also the inside
part of the building. The function of this window is to provide the cell with light,
making its prisoner perfectly visible from the centre of the building (i.e. the centre of
the circumference) where is located the inspector’s lodge, as Bentham calls it. Between
this lodge and the circumference, there is an empty area (called intermediate or annular
area). To ensure that the inspector is not seen by the prisoners, Bentham created the
“inspector’s lantern”, a kind of one-way mirror which disable the sight of the lodge
from the prisoners’ point of view, leaving the inspector free of accomplishing some
other activities such as writing reports or records.

Although, the Panopticon principle can also be applied to non-circular
building, Bentham underlines that the essence of the Panopticon “consists in the
centrality of the inspector’s situation, combined with the well-known and most effectual

contrivances for seeing without being seen”.

6 Jeremy Bentham, The Panopticon Writings, Ed. Miran Bozovic, London, 1995, p. 29-95
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2.1.2. Foucault’s works

Bentham, faithful to the utilitarist movement, proposes a rather rational and
profitable approach of the Panopticon. He pays a lot of attention to the most efficient
and economical way of running and managing the Panopticon. In other words, his
analyses on panoptics have little relevancy from the point of view of an extensive
sociology of surveillance. Nonetheless, the principle will be study afterwards by many
social scientists. One of most complete work on the Panopticon being Michel Foucault’s
one.

French philosopher Foucault in Surveiller et punir introduced the notion of
disciplinary power: surveillance brings discipline and order. He emphasizes the interests

of panoptics as they create effects without using physical power:

Le panoptique est une machine merveilleuse qui, a partir des désirs les plus
différents, fabrique des effets homogenes de pouvoir.
Un assujettissement réel nait mécaniquement d’une relation fictive. De sorte
qu’il n’est pas nécessaire d’avoir recours a des moyens de force pour
contraindre le condamné de bonne conduite.

Foucault (1975, 236)

Foucault elaborated the concept of gaze, known as well as le regard. He
explained that individuals integrate and assimilate the notion of gaze (i.e. being
permanently under potential surveillance) and render themselves docile as they do not

feel the need to operate with force and coercion:

L’efficacité du pouvoir, sa force contraignante sont en quelque sorte, passées
de 'autre coté — du coté de sa surface d’application. Celui qui est soumis a un
champ de visibilité, et qui le sait, reprend a son compte les contraintes du
pouvoir dans lequel il joue simultanément les deux rdles ; il devient le principe
de son propre assujettissement.

Foucault (1975, 236)

Finally, Foucault underlined the place of panoptics within society, arguing
that panoptic schemes will spread throughout the social body until becoming a
generalised social function’. I will treat panoptics in this view, that is to say as a

function for information society.

" Michel Foucault, Surveiller et punir, Gallimard, 1975, p.242.
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inspector’s lodge

annular or
intermediate area

cells
disciplinary power

Figure 3. Synthetic diagram of the Panopticon.

2.2. Adaptation of the panopticon to the information society
2.2.1. Previous studies: panoptics as a reading matrix

First of all, I would like to emphasize that the panopticon appears to be a
great model for not only surveillance but for many other concepts. As Michel Foucault
stresses it, the panopticon should be understand as a general model which shows how
society works, more precisely the panopticon is a way of defining “les rapports du
pouvoir avec la vie quotidienne des hommes™®. Therefore, because of its general aspect
and the multiple applications found to the panopticon, should be possible to take it away
from its original context of the 18" century and applied it directly to information
society.

I will ‘adapt’ information society to the panopticon, following Foucault’s
idea that the panopticon helps in explaining society, through the particular case of the

State — citizen relations.

8 Michel Foucault, Surveiller et punir, Gallimard, 1975, p.239.
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2.2.2. Attempting to ‘adapt’ the panopticon to information society

As I mentioned earlier, the panopticon involves two kinds of actors: those
who are observed, for example prisoners, workers, patients, pupils, and the inspectors,
the director of the hospital or the prison, the employer, the teacher or whoever is
susceptible of watching from inside the tower. In Bentham plans, the inspector is in the
central tower whereas the observed ones are located in the cells of the buildings circling
the tower. Following the same scheme, let us adapt the panopticon to our context. On
the other hand, the State as an inspector, is observing, most of the time not directly, the
others users thanks to various technologies or knowledge, or thanks to its legitimate
institutions and organisations. Here what is differencing those two types of actors is the
power, some have the power of observing, the others not. In the case of the State, this
power is obviously legitimate and defined by the law and the national constitution if
there is one. As Michel Foucault emphasized it, the panopticon model, as well as

surveillance, is built around relations of powers between individuals:

Le Panopticon [...] doit étre compris comme un modele généralisable de
fonctionnement; une maniere de définir les rapports du pouvoir avec le vie
quotidienne des hommes.

Foucault (1975, 239)

In the present study though, I will consider the relation between an
individual (the citizen) and a social entity (the State and its institutions). I will discuss
later the case of citizens as a group of individuals (i.e. the civil society) and their
interactions with the State.

This very same power which is determinant in the position of individuals
within society is amplified through the system of the panopticon, providing more power

to the observer and dominating more the observed ones:

Le Panopticon fonctionne comme une sorte de laboratoire du pouvoir. Grace a
ses mécanismes d’observation, il gagne en efficacité et en capacité de
pénétration dans le comportement des hommes; un accroissement de savoir
vient s’établir sur toutes les avancées du pouvoir, et découvre des objets a
connaitre sur toutes les surfaces ol celui-ci vient s’exercer.

Foucault (1975, 239)

In the original panopticon, the original disciplinary power which is replaced
by surveillance is funded on coercion. Indeed, the mode of surveillance depicted by

Bentham can apply to any public institutions which power is legally legitimised by State
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and the national constitutions. This use of coercion is to be understood in a weberian
approach. Regarding, the information society the power can have different forms. It can
be still based on political legitimacy (e.g. the State and its institutions) in some precise
cases defined by national laws and constitutions (e.g. laws against copyrighted materials
downloading).

Let us come back to the adaptation of the panopticon to the information
society. The citizen is thus the prisoner located in one of the cell of Bentham’s plan, the
cell symbolizing the legal frame established by the State, in other words the law and its
applications that citizens are not allowed to break. The same way than the prisoner
living in his cell, the citizen does not know to what extend his/her personal information
are tracked, stored or studied. Contrary to the prisoner, he might not know to what
extend he can be traced, in some case he might not even know that he is susceptible of
being under surveillance.

On the other side of the network, the State and its institutions, one can draw
a parallel between the State as the highest social institution and the prison’s direction.
They are both leading entities with staff or civil servants to execute their tasks. To put it
another way, at the society level, the prison’s direction is the State and the inspector is
the civil servant. The situation seems even more puzzling than in the panopticon, no
idea if someone is watching you but also who is watching you and for which exact
purposes. In addition, the technologies of the information society enable automatic
inspections via smart cards, internet bots’... There are striking similarities between
Information Technologies and the original panopticon’s inspectors. Bentham defined
the work and functions of the inspectors in the part of his writings devoted to the
management of the panopticon:”I will then require him [the inspector] to disclose, and
even to print and publish his accounts — the whole process and detail of his management

— the whole history of the prison”"

. In other words, Bentham expects the inspector to be
the institution bookkeeper''. Bots, smart cards and national registers are basically doing
the same jobs, collecting information and data by “browsing” society in citizens’
everyday lives and then storing them into archives ready to be electronically used. It

occurs that the principle of dataveillance is rooted in the panopticon principles.

? “computer programs that work automatically, especially one that can find information for you on the
internet”, Macmillan English Dictionary, 2002.

107 eremy Bentham, The Panopticon Writings, Letter IX, Ed. Miran Bozovic, London, 1995.

" William Staples, Everyday Surveillance, Rowman & Littlefield Publishers, 2000, p.29.
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Nonetheless one point is quite different between the panopticon original
plans and the current situation: the use of advanced ICT for surveillance. In Bentham’s
letters, the surveillance is based on sight, that is to say being effectively seen or
assuming to be so; and to some smaller extent on the sense of hearing. In the
information age, the simple use of human sight for such purposes is becoming quite
rare, if one except the very particular case of automated video surveillance (CCTV)
enabling individuals’ automatic recognition which is not yet a fully developed and
reliable technology. Therefore in order to adapt the Panopticon to the context of the
Information Society, one needs to identify and understand the tools available. To put it
in another way, the sight is the sense primary used in the original panopticon, on what
sense then is based the network panopticon? There are different ways of inspecting
individuals through a network: public registers (or databases), online public services
and smart cards. We could gather them under the generic term of digital senses, as they

‘digitally’ replace the sight of the inspector. I will now explain them briefly.

Public registers are not a novelty of the Information Society. The new thing
is that they are stored on electronic databases. The interesting characteristic of public
registers is their compulsory compliance, every citizen is due to provide certain exact
personal information in order to stay within the legal frame (and avoid the violence
monopoly) and in certain cases in order to get social benefits (grant, unemployment

benefits...).

Online public services are still limited but are to be developed during the
next years. The monitoring potential of online services lies in electronic forms or user
interfaces. They are often required to be filled or updated by users in order to benefit of
certain public services (e.g. libraries) or to compeal to requirements (e.g. online tax
declaration). These forms ask information about users’ identities such as names, postal

address, e-mail address, occupation and so on.

Smart cards are cards equipped with a chip or an integrated circuit. These
cards can carry data which can be transferred to a central server and updated thanks to a
reading device. One of the most common uses of smart cards is for public transports;
most developed countries metropolis public transportations are already equipped with
those. They basically fill in for electronic identifications, in other words they are used

for the authentication of the passengers. Many other application of smart identification
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cards can be found including health insurance cards (e.g. “Carte Vitale” in France),
driving licences (in Argentina in the province of Mendoza and also in some Indian
states) and of course for ID cards (Spanish and Belgian governments have planned to

issue such cards to the entire population by the beginning of 2009).

All these monitoring techniques are emphasized by two other phenomena:
data storing and data correlation.

Data storing is the process of keeping and storing personal information so
they would be consulted at any time by the relevant authorities. This process is not new
in principle; however it has a new form in the Information Age: electronic storing which
enables larger data bases to be stored and especially fast browsing and fetching of
precise data. In practice and depending of the local legal framework, data storing is
sometimes limited in time, meaning that an institution has to delete the data after a
certain period of time. For example in France the CNIL, the French authority
responsible of the application of the data privacy law, forced in 2003 the RATP (Régie
Autonome des Transports Parisiens), the major transit operator responsible for public
transportation in Paris and its suburbs, to delete after 48 hours all the travelling data of
smart travel cards holders.

Data correlation is the process of sharing data on the network, it ensures
institutions to have access to the latest information and enables the access to more
detailed profiles. In practice some of those tools give only partial information about
someone, but the correlation of the data'? collected by those tools provide more
accurate, complete profile. For instance, common data bank shared by public
institutions provides more efficiency and also guarantee to dispose of the latest changes
(change of address, marital status...). Such systems of data correlation are found for
instance in Sweden and in Finland, where almost all public institutions have access to
one another databases. No need to argue that such a system multiplies the surveillance
capabilities: when the access to one service information databases does not tell
necessary much about an individual, the combination of all the public services databases

is another story.

To come back to the panopticon, all the range of tools explained above
constitutes the sight and the sense of hearing of the inspector. In Bentham’s plans, those

natural senses are enhanced by the shape of the architecture (for the sight) and by the

2 Op. Cit.
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system of hearing tubes (for the hearing); on the network they are enhanced by the

digital senses of the technologies depicted above.

bots and data
collection

network

individuals’ sphere : -
hierarchical power

Figure 4. Adaptation of the panopticon to the Information Society.

2.2.3. Limits and critics of the model

The panopticon, regardless of the utopian project it embodied in its days, is
an illustration of the relations between individuals in a context of social control and
surveillance. It emphasised the phenomenon in a comprehensive approach and help us
to understand it better. Basically, all this work of “digesting” surveillance and social
control through the panopticon has been done by Foucault. That is why it was relevant
to try to “adapt” those previous studies on the conceptual level to the information
society through. If this attempt of modelling dataveillance helps in apprehending the
concept and the surveillance-social control-individuals system, it shows nonetheless
many limits.

In the panopticon case, the borders between the inspectors and the prisoners
are clear and defined. There is an acknowledged situation of domination, although not

necessarily accepted. At the society level, the situation is quite different, there is no
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physical border. The border is then legal and psychological. It is legal for the State
thanks to the monopoly of violence and psychological for the citizens because of the
superiority of the state.

As I underlined in the introduction, the nature of surveillance is quite
different within information age, so different that we are calling it dataveillance to stress
the importance of personal data collecting. The main point of the panopticon is
observation, there is little collection of data based on those observations but not in such
scales than what is happening on the network.

Another critic, which is common to all attempts of making of the panopticon
a model to explain information society, is the absence of resistance. Bentham’s idea of
the panopticon was to create a perfect prison where no rebellion and no subversive
actions would be possible. Bentham wanted the same effects than coercion but in a
more efficient and more economical manner. If there is no resistance possible in the
panopticon as a model, there are subversive behaviours in society held against
surveillance. Contestation, subversion and resistance exits within the information
society, they are considered as a token of democracy. This underlines that one can only
compare to some extends the prison’s cell is only comparable to some extend with
society. If on the one hand the cell symbolizes the legal framework, on the other the
border between public institutions and civil society is not as impervious as the walls

separating the prisoner from the inspector.

The panopticon was designed to create disciplinary power. This power is
displayed as a one way hierarchical disciplinary power. This representation of
disciplinary power hierarchy structure is rather simple and not representative of the
complexity of the relations of power between social agents. William Staples underlined
that difference and rather describes disciplinary power as “bi-directional, not simply
operating from the fop-down, but circulating throughout the social body”13

Surveillance is no longer an alternative to coercion. The panopticon
proposed an alternative to the use of coercion in order to produce disciplinary power,
which was basically the classical function of surveillance (if we exclude any military
use or any spying purposes of surveillance). In the informational age, with the birth of
dataveillance, the will of creating disciplinary power is still present but does not seem to

be the most common use. Dataveillance is used by organisations which do not possess

any coercion power but take advantage of the new context and its technological

3 William G. Staples, Everyday surveillance, Rowman & Littlefield Publishers, 2000, p.26.
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evolution in order to create some other kind of powers. In other words, surveillance is

no longer only about discipline.

2.3. Conclusions

The Panopticon, if it was a rather suitable model for explaining surveillance,
does not seem efficient enough to depict the whole phenomenon of surveillance within
information society. Nonetheless it provides a relevant and instructive view on
surveillance as a general concept. Particularly, it synthesized remarkably the key ideas
of the concept which are “seeing without being seen” and the integration by individuals
of being potentially permanently under surveillance. I will come back on those two
ideas later on in this study.

However, we investigate further in order to identify the patterns of the

relationship of powers within dataveillance.
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3.  The relations of power set by data surveillance

Before going any further and dealing more in depth with the power
structures of dataveillance, some features of the phenomenon have to be cleared out. In
the introduction I defined dataveillance as one aspect of surveillance (currently the
massive collection and storing of personal data). Moreover, 1 exposed in the previous
chapter that surveillance traditionally produces disciplinary power. It is also often
associated to legitimate authority or state, although there are legions of examples
illustrating surveillance in other contexts, the history of surveillance in the context of
workplaces is especially quite rich regarding this extend. Anyhow, it is widely
acknowledged that state or public institutions surveillance constitute a key element in
the history of surveillance. Nevertheless, I would like to discuss as an introduction to
this chapter the relevancy of state dataveillance.

With the rise of ICT and particularly of the internet, the phenomenon of
dataveillance has developed widely within the private sector motivated by commercial
goals. But can we really use the term dataveillance when the surveying entity is a
legitimate authority such as state? If states and other public institutions have massively
adopted ICT through the processes of e-governance, can one assert that they are
practicing dataveillance? Even if many governments currently use database and
networks in their governing process, they are not necessarily practicing surveillance.
National and local authorities started to collect information about their inhabitants a
long time ago, already in the 14™ century religious authorities in Western Europe were
keeping records of the citizens. Therefore, the current computer-based population
records in use can be considered simply as an electronic evolution of this old practice.

As panoptical studies describe it, surveillance is based on “seeing without
being seen” which is not the case for public legitimate institutions which has obligations
to vouch for a minimum of transparency. Social security records, for instance, are not a
secret for everyone or a mean of surveillance (at least in the first place) but a necessary
tool for the whole system to work. At first glance, it would seem that governmental
organisations do use ICT as a surveillance tool but not in term of dataveillance. More
precisely they are using surveillance for its fraditional purposes (i.e. creating
disciplinary power via direct monitoring) by the means of ICT. To illustrate this
example, one could mention the national security and more particularly the prevention

of terrorist acts which quite in the air of time, concretely tracing and monitoring through
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ICT devices such as mobile phone or the internet, those practices being led by secret
agencies. One can argue that some states use massive dataveillance, for example the
Carnivore system used by the FBI filters all the in-going and out-going e-mails on
United States’ servers, saving all the information dealing with suspicious content
(mainly terrorist related vocabulary). In this case, there is more direct monitoring (e-
surveillance) than really dataveillance. However, it occurs that there are little cases in
which one can speak about ‘state dataveillance’, this type of surveillance seems more
appropriate as the essence of states’ surveillance and its product (disciplinary power)
have not changed, only the means did.

Through this short introduction, I wanted to show that states as well as
legitimate authorities and governmental institutions are not using dataveillance a priori
which would only be a practice led by the private sector. Anyhow I would like to
remove this preconception. The vocabulary of surveillance carries often with it a strong
idea of conspiracy, threat and evilness, so that it might be difficult for individuals to
associate it with official and legitimate authorities such as states. In addition, the word
surveillance is too often only associated to personal surveillance invalidating any
conception of a general and systematic ‘public’ surveillance. If the final aims are surely
not the same between private and public sectors the mechanisms and their structures
might remain the same. The power residing in the use of individuals information
databases remains also the same whether it occurs within the process of a marketing
study or of the management of a social security system. To put it another way
dataveillance occurs where databases, personal information and related actions are

associated.

In order, to understand the power structure built around the phenomena of
dataveillance I would like to use Max Weber’s theory on social interactions. But before
going any further with Weber’s writings, I would like to justify the unity in my analysis
with the theories exposed in the previous chapter. Indeed at first glance it might occur
theoretically wrong or specious to complete an analysis built around Foucault’s
contribution with Weber’s ideas. It is often considered (maybe wrongly) that Foucault’s
systems and thoughts do not match with rational social theories and therefore with
Weber’s works. If Foucault’s writings as a whole constitute a quite different universe
than the one of rational thinkers, I still believe than Foucault’s contribution, especially

in terms of production of power and social systems, can be transposed into rational
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context. That is why it does not appear awkward to me but rather logical to combine

Weber’s and Foucault’s thoughts.

3.1. The place of Weber’s rational theory in the informational age
3.1.1. Bureaucracy and data surveillance

The concept of bureaucracy occurs to be quite relevant in the study of
dataveillance, probably because dataveillance belongs in essence to bureaucracy. Let us
dissect etymologically the concept. The word “bureaucracy” comes from the French
“bureau” which means “office” or “desk’ and the suffix “-kratia” which means “power”
in Greek. The idea of desk or office is originally connected to the notion of written
documents or files and archives to keep the records. Transferred to the information
society the same notion would be some documents under digital formats and some files
stored on networked databases.

What I want to point out here is that the collection and storage of data
constitutes a perfectly designed tool for bureaucracy. Of course, one cannot link this
straight to dataveillance, there is dataveillance only if there is an intention of producing
surveillance out of the collection of data. Anyhow a bureaucratic organisation is
structured around this tool and is therefore perfectly qualified for using it for various
aims including dataveillance.

Finally, the concept of bureaucracy, as Weber displayed it, suits to the public
administrations but also to the private sector (Weber made some parallels between the

concept and the capitalist productive enterprise).

3.1.2. ICT as a self-bureaucratic made tool

Bureaucracy relies on information, more precisely on knowledge as Weber
wrote it. He explained that bureaucratic organizations are able to act only if they have at
their disposal “a store of documentary material”'*. This material will then determine
directly the actions of the bureaucrats.

As said earlier, the collection of data is a key tool of bureaucracy which has

evolved from analogue paper based archives to digital streams of information stored in

14 Max Weber, Wirtschaft und Gesellschaft, 1947, p. 339.
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networked databases. One could actually argue that the bureaucracy pushed itself
towards this evolution and this move towards information technologies. Indeed,
according to Weber rational analysis of the bureaucracy, the bureaucratic organisations
always need to increase their efficiency. This race towards efficiency is mostly
economically driven. It can be illustrated by the research of high profits in the private
sector or by the shrinking budgets in public administrations.

The use of information technologies fits to bureaucracy for three aims:
surveillance, identification, and networking'”. I will focus on the first one by studying
the power structure of bureaucracy in the context of an informational society following

the guidance that constitutes Weber’s theory.

3.1.3. The cyber cage

Max Weber’s theory on bureaucracy exposes the management and the
control of society. He especially studied the bureaucracy as a power structure.

In his analysis, Weber underlined that individuals are trapped in the “iron
cage” of the bureaucratic power. By this metaphor, he displayed how bureaucracy
rationally controls individuals, leaving them without any other alternative than
accepting this power and following the rules dictated by the bureaucratic system.

With the rise of information technologies, one can argue that Weber’s “iron
cage” is now doubled with a cyber cage. In the informational age, individuals are
compelled to deal and to use the ICT tools imposed by bureaucratic organisations. It is
especially true with trends such as the rise of e-governance or e-business. Until lately,
individuals still had the opportunity of using alternative traditional analogue tools, but
bureaucratic organisations in their race to efficiency are gradually replacing and
withdrawing them by digital ones leaving no other options to the users. Examples of this
kind are legions, social security systems based on smart cards, online shops, bank
accounts management on line, smart travelling cards...

Both the cyber and the “iron” cage underline a great paradox of our times:
the idea that individuals benefit of greater freedoms and more choices is actually
relative. Indeed, bureaucratic organisations create domination upon individuals. The rise
of ICT provides more potential tools for this domination, that such organisations have

perfectly integrated. One could actually argue that bureaucratic domination has evolved

15 David Banisar, Big Brother Goes High-Tech, in Covert Action Quarterly #56, spring 1996. [WWW
document].
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or been completed by a new kind of domination based among others on extended
surveillance and dataveillance: “In fact the central phenomenon illuminated by Weber’s
theory, bureaucracy, is best viewed as a crude form of a data storage and retrieval

system”16.

3.2. Towards a domination system
3.2.1. Producing domination

Mark Poster developed an analysis of information society based on Weber’s
theory'’. He noticed that modern societies have developed a bureaucratic form of
organization which constitutes a new kind of domination. To be more precise one learns
from Weber that reason (or rationality) becomes domination.

After illustrating how Weber’s theory on bureaucracy succeeds in explaining
the place of rationality within modern societies, Poster pointed out an interesting fact:
Weber’s silence regarding the role of science in the bureaucratic apparatus. Weber
displayed the importance of politics in his system but seemed to allocate a rather too
neutral position to science. Poster argues that science constitutes a key form of

domination.

3.2.2. The mode of information

Although Poster believes in the potential of Weber’s rational theory to
explain many features of the social interactions in our society, he nonetheless thinks that
something important lacks in this theory. Poster underlines that the domination does not
only come from the power resulting of the bureaucratic organisations actions as
explained by Weber, but also (and it is even more true for an information society) from
“the monitoring and surveillance functions accomplished by computerized databases™'®.
He suggests though the need for a “theory of communicative action that is linguistically

based”"?, besides he proposes one that he calls the mode of information:

' Op. cit., p.38.

7 Mark Poster, The Mode of Information, Polity press, 1990.
"% Ibid.

¥ Op. cit., p.37.
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Weber’s discourse cannot account for recent developments in modern society
because his position, like Marx’s, is rooted in a theory of action, a dualism of action
and consciousness, that has difficulty grasping linguistic mechanisms. [...] As a
theory of social action, Weberian social science is not deciphering a society that
increasingly is characterized by electronically mediated forms of information
exchange. [...] In sum, the power of bureaucracy derives in good part from the
linguistic form instituted by computerized databases, the code which generates a
form of language without ambiguity.

Poster (1990, 38)

Poster adds that once this particular language is instituted by the bureaucratic
organisation, it enables efficient and rapid movements of information and knowledge on
which, according to Weber, the rationality of bureaucracy is built. In order to come back
to the precise case of dataveillance, this language or mode of information as Poster
called it, allows the bureaucratic organisation to monitor, control and therefore
dominate (via databases) modern populations on enormous ranges.

The concept of a mode of information enables us to make a totally and fully
intelligible use of Weber’s theory on bureaucracy in the context of an information

society with enhanced communication and network technologies.

3.2.3. A society of losers and winners

An interesting potential contribution to Poster’s theory of the mode of
information is Scott Lash’s analysis on post-modern societies. In the context of
industrial society dominated by the capitalist ideology, the Marxist theory emphasized
that the social order was divided into classes providing unequal ‘life chances’. The
determining factor for the positioning of individuals within those classes being their
access to the mode of production. Scott Lash by transferring the Marxist theory into the
information society (he does not call it information society but reflexive modernity
following Ulrich Beck’s concept) identifies two groups which he calls the ‘losers’ and
the ‘winners’. The positioning of individuals among those groups depends on their
“place in the ‘mode of information”%°.

Although Scott Lash depicts a model in term of social classes which comes
under a Marxist approach, the idea of a determining factor of the position in an

informational system seems quite relevant. It is clear that lash proceeded to a “simple’

translation of the capitalist-proletariat class conflict based on the accumulation of

20 Scott Lash et al., Reflexive Modernization, Polity Press, 1994.
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capital towards his winner-losers division based on the mode of information. One could
actually claim a theoretical incompatibility if the model would be joined to the previous
one enhanced from Weber’s thoughts. I would simply argue that Marx and Weber views
in term of rational domination and effectiveness are quite similar, they only disagree on
the fate of this system (Marx’s historical materialism leading inevitably to socialism
whereas Weber supported the stability of a bureaucratic and rational system) which does
not constitute the point of this study. To my view, the idea of power structure producing
domination via a rational and bureaucratic process and where the actors positions is

determined by their access to the mode of information is therefore acceptable.

3.3. Conclusions

By using the rational theory of bureaucracy, we learn more about the power
structure of the dataveillance phenomenon. Substituting the panopticon guard exposed
earlier in the first chapter for the bureaucratic organisation allow us to use Weber’s
system. This move towards rational theories occurs to be relevant and satisfactory as
they adapt well to dataveillance and information society. Nevertheless, a theoretical
issue subsists which should be cleared out. If I justified the possibility to combine
Foucault’s and Weber’s thoughts as an introduction to this chapter, one would have
surely notices that a difference in the terminology if not in the concept. According to
Foucault’s system, surveillance creates disciplinary power but in the weberian model,
surveillance creates domination. Considered as raw, the two words point at two distinct
concepts. Nonetheless, I would like to consider those two concepts from the side of
control production (in order to isolate any historical materialism from this study).

The important feature of surveillance and dataveillance is the production of
control upon individuals. This control can be apprehended as the process of thwarting or
preventing deviant behaviours in order to ensure social stability (in other words the
concept of social control approached in the first chapter a viewed by Foucault or
Parsons) or control can be considered as the ability for an actor of imposing his power
on others (i.e. the concept of domination as Weber or Marx were considering it). I want
to underline the complementarities of the two concepts and join them together within a

same model explaining the phenomenon of data surveillance.
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4.  The production of informational power

4.1. General definition of informational power

As Foucault demonstrated it, panoptics generate disciplinary power upon
individuals in order to create domination and ultimately social control. One of the main
assumptions of this study is that the rise of networks and data collection in the
information society enables an alternative to disciplinary power: the power of
information i.e. informational power or what Poster calls the mode of information. Let
us define the concept before studying its rise.

Informational power 1is based first on the massive and/or systematic
collection of citizens’ personal data and second the storage and the share of these data
on the network. Informational power lies on the immediate access of whatever required

information which can provide social power(s) to an institution.

4.2. Socio-historical analysis and genesis of informational power

The collection of data within the public sphere as described earlier was
established by bureaucratic organisations. The process of collecting and storing data is
much older though. Indeed, this process was paper-based in the first place before
becoming many systematic and electronic thanks to new technologies. Let us analyse
briefly the history of informational power through the examples of France and Sweden

in order to complete our understanding of the concept.

4.2.1. The grassroots of the Information Age (1940-1970)

Informational power started to really develop after the Second World War
on the basis of the modern public institutions created at the beginning of the century and
through various programs within the Western countries. National registers as well as the
first computerized databases will be launched by governments all over the post-war

prosperity, widely supported by the bureaucracy.
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In 1941 in France, the Vichy government (during the occupation of the
French territory by the Nazis) asked its statistical services to create identity numbers
and a national population register. In 1946, the INSEE (Statistical and Economic
Studies National Institute) was born and requested by the Minister of Interior to
establish a control system for the electoral registers including all the French citizens
registered on the electoral lists. This very system was modernized and computerized in
1970 and in 1973 an automated National Identification Register was launched.?!

But France was not the most developed country it terms of surveillance
technique. Sweden had at that time far more data surveillance tool. David H. Flaherty in
his study on surveillance societies considered Sweden to be “already more of

»22  This situation is both the

surveillance society than its Western counterparts
consequence of the relatively small Swedish population (about 8 millions at that time)
and the willingness of Swedish authorities to develop population surveillance
techniques. Indeed, in 1947 a system of national identification number is introduced.
Every individual has a 10 digit PIN (Personal Identification Number) including
information on the date of birth and the sex. According to Flaherty, The use of PIN
enables the linkage of personal information and thus provides a “strong capacity of
surveillance”. Being coupled with sophisticated automation and telecommunications, it
creates already a strong stream of informational power. Thanks to its Bureau of
Statistics (SBC) Sweden holds a massive amount of personal data covering the entire
population. To sum up, Swedish authorities are quite early (compared to the other
Western countries) possessing a strong database of personal information and a strong
network which enables them to produce an effective informational power over the
population.

The strong linkages of record constituted long the particularity of the
Swedish system among the Western countries, indeed Sweden possessed a wide number

of automated data banks from public and private sector all connected to each other.

4.2.2. The rise of the Information Society (1970-1990)

Manuel Castells in The Rise of the Network Society places the “information

technology revolution” (i.e. the period during which new information technologies have

! David H. Flaherty, Protecting Privacy in Surveillance Societies: The Federal Republic of Germany,
Sweden, France, Canada and the United States, The University of North Carolina Press, 1989, p.229.
2 Op. Cit. p.98
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fully conquered the Western world) between the mid-1970s and the mid-1990s>. By
drawing a comparison with the industrial revolution, Castells underlines how fast this
revolution was. It affected all the field of society, private and public sectors, citizens
and governments. Castells identify three determinant technological steps in the
development of the information society: micro-electronics, computers, and
telecommunications®. T will try to enlighten mostly the two last elements through the
movement towards computerization and networking of the public sectors’ informational
systems. Let us focus thus on how these new technologies have contributed to increase
the informational power placed by authorities upon individuals.

In France, the first automated NIR (National Identification Register) was
ready in 1973. A new 13 digit was assigned to all newborn children and is still applied
nowadays. The NIR, which is different from the social security register, has since then
multiple administrative application and purposes: the municipalities use it to produce
the electoral register, but it is also used by military, police and tax authorities.

Three years after France, Sweden adopts the SPAR (National Register of
Names and addresses) in 1976.

In 1986, the Project Metropolitan is launched in Sweden and marks a new
step in the linkage and the networking of databases. At first a university project, the
Project Metropolitan charted some aspects of a group of about 15,000 individuals. The
project had to be cancelled because of contestations related to privacy. At the same
level, we find the “Computer Match” strategy developed by the US administration in
the 1980s regarding the federal databases™.

4.3. Social control based on information and violence

This chronological study of informational power underlines the importance
of the state and its public institutions in the promotion of ICT and surveillance tools. It
also implicates a new kind of social control. Indeed, there is a change in states’
strategies which switch from the use of coercion to the use of information. G. J. Mulgan
notices this mutation of social control methods, recalling that traditionally:

States and empires were traditionally bound together with the strongest forms of
strong power control: nearly all their energies were devoted to sustaining power,
crushing dissent and preserving or extending territorial power.

» Manuel Castells, The Rise of the Network Society, Blackwell Publishers, Oxford, 2000, p.32
24 .

Op. Cit. p.38
¥ Op. Cit. p.344

29



Mulgan (1991, 70)

But Mulgan does not minimize the power of the state (like Castells contrasts
the nation state and the “Network State”) despite coercion diminishing. Mulgan still
focuses on a state being the “monopoly of violence” and rather underlines the

importance of the network arguing that:

The exercise of control depends on both the individual technologies of control [...]
and the means whereby these are linked to each other — the networks of runners and
couriers, telephones and satellites and most recently the ‘open systems’ computer
communications networks.

Mulgan (1991, 70)

Mulgan considers the network as a chance for state, holder of the “violence
monopoly”, to watch and control any threat, the efficiency of the network acting like a
panoptic and dissuading anyone of facing the “violence”.

Indeed the weberian approach of the state should not be left behind because
of the switch into this Information Age. I would like to develop this idea a bit further. If
the use of violence by the states has significantly decreased of the past century and the
past decades it is due of course to a large wave of democratisation but also to the
dissuasive powers that states embody, in other words the use of panoptics in a first time
and of electronic surveillance in a second (e.g. the power of information rather than
violence and coercion (e.g. disciplinary power). But this latter is still present in our
societies and still constitute the final dissuasion of challenging the state. Indeed States
remain the holder of the monopoly of violence, if one gets caught over the network
(internet, public records, public registers...), the last instance to stop the individual in
most cases is still violence (practically the police knocking at your door to arrest you or
controlling a mob). This means that social control is some way still bases on violence

and coercion although this latter became a minor tool compared to informational power.
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4.4. Conclusions

To sum up and conclude this first part, one can deduce from panoptics
studies that surveillance in general and data-surveillance in particular produces powers.
Foucault stressed how panoptics and surveillance can create social control via
disciplinary power. Within the context of public sector, surveillance and other panoptic
tools aim at keeping public order, in other words surveillance and data-surveillance
constitutes tools of domination and social control for states and public authorities.
Along with the rise of the Information Age, data-surveillance as a tool has been
strengthened thanks to various new technologies (e.g. databases) but especially thanks
to the birth of the network. The network had some dramatic changes upon society and
its agents. Without escaping to this rules, states operated a mutation from the classic
nation-state model to a network-state. The switch into the digital era and the mutation of
the nation-state into a “Network-State” was made possible by public bureaucratic
organisations and part of their strategies in order to fulfil their rational goals. The short
historical review of the rise of data collection and data-surveillance in the public
institutions showed how this “bureaucratic” driven mutation gradually took place in

Europe.

Despite the switch from a nation-state to a network-state, public authority
did not vanished and appears to be even more efficient. Indeed, public institutions have
more data and knowledge of the populations they administrate than ever. Public order is
still here and the use of the violence monopoly less frequent. The nature of the state’s
power has also changed with less discipline and more information flows as depicted in

figure 5.
Nevertheless if we now know what the basis of informational power (data

bases and data flows over the network), we do not know yet how they it affects

individuals.
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Figure 5. Influences of disciplinary power and informational power on

social control.
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Part II: Towards new conceptions of privacy and the self-identity.

5.  The genesis of the digital identity

After having examined the present phenomenon of data surveillance in the
Information Society, I will focus on some other crucial elements of this whole system. I
previously showed how bureaucratic organisations took the best advantage of ICT and
the potentiality of data surveillance. Nevertheless, we did not manage to determine
exactly how informational power is exercising domination upon individuals on the
micro level. In addition we assumed that this power produced by data surveillance
enables social control, the same way that disciplinary power with panoptics, but we still
do not know exactly by what means. We need therefore to study more in depth the
representation that individuals have of surveillance and more precisely of state’s
dataveillance.

In order to do so, one needs to introduce two new notions: identity and
privacy. Indeed, when located in a digital context, one has to rethink the concept of
identity, in term of a digital identity. With exponentially growing databases in the
digital era it appears necessary to complete the concept and reformulate the identity into
a digital identity. Once the concept of digital identity defined and conjectured, I will
study whether there are separations or differences with the classic conception of identity
in post-modern societies.

Data surveillance takes action on individuals in two ways: by altering their
identity (or more precisely their image of their identity) and interfering into their private

sphere (or at least what they think is their private sphere).

Before dealing with the notion of digital identity, I will present two crucial
approaches, in the first place the concept of “digital persona” and in the second

Foucault’s work on identity and power.

5.1. The ‘“digital persona”

Roger Clarke showed how the Jungian psychology which thinks in term of

anima (the inner personality) and persona (public personality) has been “replaced by the
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summation of data available about an individual*®. In order to synthesize this change
he introduced the concept of digital persona, as a construct compiling Jung’s definitions

with the actual context:

The digital persona is a model of an individual’s public personality based on data
and maintained by transactions, an intended for use as a proxy for the individual.
Clarke (1994, 2)

Clarke explains that the ‘“ability to create a persona” results from the
individual him/herself (projected persona) or from other persons or organisations
(imposed persona). In the first case, there is a great freedom in the relation of the self
with its persona but in the second one the individuals have generally very little control if
none upon their persona.

Let us focus on the concrete aspects of the concept, a digital persona can
appear in different contexts. Clarke’s study focuses mainly on the internet, considering
this very context, individuals have usually a great freedom towards their persona, users
are (most of the time) free to use whatever names and have almost full control upon
their personal information they submit. Nevertheless, in the case of ‘state labelled’
databases (e.g. social security data system), citizens have almost no power upon their
persona.

The main idea in this concept is that individuals’ persona is the product

either from the self or from a third party.

5.2. From power to the genesis of the social identity and the
identity of the self

5.2.1. Definitions of identity

There are various definitions and notions of the concept of identity
throughout the literature, nonetheless I will only consider identity from its main
sociological angle as defined by Anthony Giddens®’, that is to say the social identity and

the identity of the self.

26 Roger Clarke, The Digital Persona and its Application to Data Surveillance, , in The Information
Society 10,2, June 1994, p. 2 .
2 Anthony Giddens, Sociology, fourth edition, Polity Press, 2001, p.29.
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The social identity “refers to the characteristics that are attributed to an

individual by others™?®

. Through this identity individuals are often integrated to groups
of people sharing the same social identity, in practice it can be for instance unemployed,
immigrant, parent, factory worker... In other words, social identity tends to include us

to a “collective dimension”*’

as individuals are sharing some aspects of their identity
with others, creating on the one hand a feeling of solidarity between the members of a
same group and on the other hands tensions between the social groups such elaborated.

The identity of the self, also called the self-identity, deals with the inner
personalities of individuals. It refers to the perception of the self. To put it another way,
the identity of the self defines our relationship to the world surrounding us™. The
conception of self-identity includes also the conception of self-development.

In this part, I want to demonstrate that the power emanating from data
surveillance affects individuals by influencing the vision of their personality and more
particularly by altering both their social and self-identity. I will first examine how the

informational power generates or at least contributes to generate social identity and in

the second place I will study its effects on the identity of the self.

5.2.2. Pre-formatted social identities

To expose how pre-formatted identities occur I will use a simple, concrete
and common example: censuses. One may argue that censuses are not part in the first
place of dataveillance and second of the context of our study that is to say the
information society, nevertheless I will state the opposite. Indeed, some information are
collected from individuals, stored and then treated. Traditionally, this process was
analogue (information collected through interviews or by filling forms and stored in
some paper archives), then semi-analogue with the first computerised databases (the
information once analogue collected is then stored in digital format) and finally with the
whole process of e-governance being at its final stage of elaboration, systematic e-
censuses (i.e. totally digital censuses) are to be expected.

David I. Ketzer and Dominique Arel have studied the impact of censuses on

the formation of identity and political power’'. They studied how the collection of

> Thid.

* Tbid.

% Thid.

3! David I. Ketzer and Dominique Arel, Census and Identity, The Politics of Race, Ethnicity and
Language in National Censuses, Cambridge University Press, 2002.
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statistical data was enabling the states to exercise better social control over the

populations and raised interesting questions on that matter:

What the relationships between the modern project of exercising firmer control
over populations by extending a more thorough statistical gaze over them and the
eventual mobilization of these populations against the imperial/colonial regimes
remains a provocative question.

Ketzer, Arel (2002, 33)

What is interesting in the question they raised is their use of the expression
“statistical gaze” which is not unlike the panoptical gaze of Foucault. In other words,
they are thoroughly considering census as a surveillance tool and I would consider it
more precisely as a data surveillance one (as it meets the definition we gave in the
introduction of this study).

After having demonstrated the relevance of Ketzer’s and Arel’s context to
this study, let us come back the genesis of the identity. On that matter the two authors
wrote that “state-defined identity categories can have a substantial impact on people,

altering pre-existing lines of identity divisions within the society”>

. They consider that
states are attaching pre-defined identities to citizens, which they called “state-mandated
identity categories™”, in order to create deeper anchored divisions of social groups in
society. Such identities have a “substantial impact” on citizens.

Ketzer’s and Arel’s analysis of the census does not only provide an
empirical content to our theoretical framework, it also explains the power of data
collection and storing, in other terms the informational power that we met earlier in this
study. They are pointing out more particularly the governmental power which lies in the
statistic-gathering and the census-taking systems, and especially their influence in

5934

“creating and manipulating identities””" (i.e. attaching individuals by force to a pre-

defined group).

5.2.3. Foucault’s analysis of identity: the genesis of the identity of the self

In Foucault’s conception, individuals do not have a predetermined identity.
Their identity can change and evolve due to various factors, for instance interactions

with some other social actors. Actually, Foucault considers that individuals do not

32 Ibid.
33 bid.
3 bid.
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possess an identity. They rather have an image of their identity which is highly
influenced by their social and political context. In Foucault’s system of thought, the
power emanating from an authority contributes in building up this image of “the self”.

Foucault considers that “power is everywhere”, in other words all the
interactions within society involves power, that is to say a domination of one or many
individuals on one another. In particular people who are not conformed to the common
values can generally feel the influence of the “force relations” or “technologies of
power”35 .

This conception of the relationship between identity and power goes beyond
any shadow of a doubt against the trend of modernity which freed us in the genesis of
our identities at least in the Western world. Indeed individuals have much more
opportunities to build and to affect their own identity than whenever before. It is clear to
me that Foucault is not contesting this acknowledged view, he has been even fighting
for individuals’ liberties throughout his life. Nonetheless Foucault underlines that we
are not completely free in our choices and that some dimensions of our identities are
still determined by power.

To sum up, power appears when knowledge and practice are combined™.
Without attempting to be too trivial, one could localize the power of dataveillance in the
combination of databases (knowledge) and the data treatment (practice), from which
results domination on individuals via the creation of a certain image/vision of their
identity upon which they have no control.

The point I want to stress here is the idea of the image of an identity is built
up inside individuals as their self-identity by the power or domination of an authority.
The result of this process in the context of a pre-information society is quite well
illustrated in Foucault’s History of sexuality. Considering the particular nature of the
social interactions in an information society, one has to study closer the image of our

identities produced by the use of ICT.

3 Mark Poster, Foucault, Marxism and History, Mode of Production versus Mode of Information, Polity
Press, 1984.
36 Op. Cit., p.149.
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5.2.4. How flows of information create regulation and control — Study of a
concrete census case

Let us take the example of censuses dear to Ketzer and Ariel. A procedure of
census is launched by the adequate and legitimate authorities. This leads to an
interaction between the state, represented by the bureau of statistics, and the citizens.
From this interaction results a mutual exchange of information: on the one hand the
state informs the citizens that a census, i.e. a collection of personal information, is going
to be made, on the other hand by filling the census form, citizens are providing their
personal information. These mutual flows of information actually recall the notion of
gaze presented earlier, thus we can speak of statistical gaze and integrate this situation
to the panopticon figure displayed in the first chapter. Through the whole process of the
census, the state is ‘seeing without being seen’. To put it in another way authorities
collects important data without having the obligation of justifying and describing
precisely and fully the actual usage of the data (e.g. planning new laws, creating or
completing registers...)

In this dual exchange of information nothing seems to be regulating or, in a
more foucauldian way, power-generating. To demonstrate so, let us take a concrete
case. As written above, the case of census is one of the most demonstrative regarding
predefined social-identities geneses. Although the process of censuses is not specific to
the context of the information society, it does acquire a new dimension with the
transition towards e-governance and e-government that the Western societies are
presently operating. Indeed, e-censuses are heading ahead of us despite the fact that they
are not yet effective, nevertheless some programs have been launched and some
experiments done. Considering the little information dealing with e-censuses yet
available and the difficulties to access, I decided to illustrate my demonstration with a
classic paper-based census form, the information collected through this form being
anyway fed into an electronic database later on.

The document 1 in the appendix is an informational form of the census led in
2000 in the United States. This form appears to be very short but also very
demonstrative. Apart from the “classical” personal information (i.e. last name, first
name, birthplace, birth date, address...) this form requires some detailed answers
regarding the individuals’ race. It is universally acknowledged that the American
society is based on strong race communities and individuals get permanently signals
from society recalling their filiations to one group. Nonetheless, let us consider only this

census form and “forgetting” voluntary all the other social codes. Let us assume in
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addition that the individual filling in this form is American born and has no
predetermined race identity unless the one of being a citizen of the United States of
America. The first question dealing with race types, the question n°7, asks if the
individual is  “Spanish/Hispanic/Latino”, the options being “No, not
Spanish/Hispanic/Latino” and more detailed categories such as Mexican, Puerto Rican
or Cuban. In other terms this question is categorizing and identifying individuals first as
part of a general group, the Spanish/Hispanic/Latino group, and secondly as part of a
sub-group like Cuban for example. An individual would not have any predefined race
identity would then identify himself as a member of the Spanish/Hispanic/Latino group
and more particularly of the Cuban group, creating a feeling of solidarity and similarity
with the other members of this same group.

The next question, the question n°8, asks the individual to determinate (if not
Spanish/Hispanic/Latino) his/her race by marking “one or more races to indicate what
this person considers himself/herself to be”. First of all the fact that the questions 7 and
8 are separated creates a division between the race groups enumerated in the possible
answers. Second, the question n°8 is quite interesting in that regard, it gives the freedom
to the individual to choose what he/she “considers himself/herself to be” providing even
some blank cases in order to fill in some non predefined categories. But the apparent
freedom appears still pre-determined since the empty cases are put under some wider
categories like “American Indian or Alaska native” and “Other Asian”. The “some other
race” tag remains the only way out from this categorizing process, although one could
argue that belonging to this group affects also individuals’ identities (e.g. as being
outside the American society).

A strong point in the example of the census is that individuals have to
choose their race therefore their identity, by writing it down or crossing a case. They are
not told to belong to a certain group. They decide or consider belonging to this group
which strengthen even more their feeling of belonging to that group and their identity.
But those categories as said earlier are pre-defined by authorities which are actually
deciding of the identity groups they want to create within society. In the present case,
the relevant authorities have for instant decided to group the Spanish/Hispanic/Latino

races apart from this others.

This is twofold, on the one hand the information collected enable the state to
create, manage and determine categories, on the other hand the requested decisions and

choices asked from the citizens to select the category they belong bring the individuals
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to categorize themselves. In other word, the individual is getting conscious to belong to
a precise category, whether this one would be artificial or not. Those categories being
for example connected to social status, hierarchy, codes, symbols, cultures and
ethnicities, such a census form is clearly contributing to determine individuals’
identities. To sum up, in a first time, the state creates categories, in the second place
individuals identify themselves to those categories and finally the state manages those

new built-up ‘identity groups’.

We actually learn from this, that not only the fact of holding information
provides the power beside social control but also the action of ‘openly’ collecting the
information. Nevertheless the power of censuses, and in general of all profiling and
classification process, lies more in its ability to provide and spread this very identity all
over the social body via information networks (most of the time the information is
provided by a public authority, e.g. social security database server). Although as
mentioned earlier, profiling and classifying is nothing new, the generalization and the
automation of these processes thanks to ICT raise the key question of the relation

between an individual and its profile.

5.3. The digital identity

It is relevant to combine the concept of digital persona with the Foucault’s
analyses of power and identity. First because it is clear that Clarke has formed its
concept with a rather foucaultian approach which suppress all theoretical
incompatibilities and second because they are complementary in the explanations they
brought up.

Before going any further, it is important to link the notions of identity and of
persona. Clarke presents a persona as a model which is “a simplified representation of
only some aspects of the reality”*’. He also underlines that the relevancy of the model
depends on the choice of the features synthesized in the representation. These two
concepts combined within the context of Information Society enable us to create a new

concept of identity: digital identity.

37 Roger Clarke, The Digital Persona and its Application to Data Surveillance, in The Information
Society 10,2, June 1994, p.4.
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5.4. Identity as the new ‘body’

Foucault through his work (especially in Discipline and Punish and The
Birth of the Clinic) demonstrates how the body was traditionally the object of
punishment, coercion, surveillance and in general of social control. Already during the
Middle-Age, convicted persons were ‘sentenced’ through the physical punishment of
their body usually in public, in order to discourage others from doing the same. The rise
of the Enlightenment thoughts saw torture gradually disappearing and the grounding of
reformatory institutions®®. Authorities were creating social control by using the body,
Foucault writes even about the “body political technology””. Indeed social control was
based on disciplinary power which meant and involved the discipline of the body. For
instance Foucault analysed how the soldiers’ bodies were controlled during the 17"
century’’. Soldiers had not only to walk and hold the gun a precise way, in fact all their

gestures were defined and imposed to ensure obedience.

However Information Societies seem to have displaced this focus or at least
transformed it, indeed the physical body or ‘real’ body is no longer the primary target of
the gaze. As noticed by William Bogard, Foucault’s ‘real’ body is “surreptitiously

41 Therefore in the

doubled with the body as information, codes, probabilities
informational age, the body is not apprehended only physically but it is also codified.
One could push the idea further with the body being doubled by its code. One could
assume as well that the gaze has changed its focus from the body to a codified identity,
changing the way individuals exist in the shade of the gaze. In other words individuals
are no longer bodies but codes, more precisely they are digital and coded identities or

profiles.

The gaze of the informational power is thus using identity as a target for the
same purposes than disciplinary power is using the body. One could argue that video-
surveillance which belongs, because of its technologies implications, to informational
power are using the body as a grip to create control. Indeed video surveillance
constitutes traditionally a ‘visual’ tool. Nevertheless the new trends of automated video-

surveillance with technologies such as face recognition brings us back to the body

38 William Staples, Everyday Surveillance, Rowman & Littlefield Publishers, 2000, p.64.

% Michel Foucault, Surveiller et punir, Gallimard, 1975, p.39.

Y Op. Cit., p.179.

! William Bogard, The simulation of surveillance, hypercontrol in telematic societies, Cambridge
University Press, Cambridge, 1996, p.63.
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doubled by its coded counterpart that is to say profile or identity in the case of public
authorities. In the context of the informational age one should rather use the term of
digital identity as defined earlier since this identity is built on codes. Identities and
profiles are either pre-defined and attached to individuals (as in the case of the pre-

formatted identities in censuses we studied earlier) or created through a coding matrix.

The question of a coded counterpart would not be essential if this latter
would not have some concrete consequences and influences on our lives. David Lyon
questioned “how persons are ‘made up’ by surveillance systems™**. He also challenges

whether:

the ‘data double’ that circulates through electronic systems does help to
determine what sort of treatment we receive from insurance companies, the
police, welfare departments, employers, or marketing firms.

Lyon (2004, 149)

To put another way David Lyon suggests that the collection and circulation
of personal information enables social sorting. Indeed the coding matrix which creates
digital identities and profiles attach individuals to some pre-determined groups. As we
pointed it out already in introduction, the phenomenon of classification is not new, as
classification always constituted an efficient tool in the management of populations or
of groups of individuals. The new parameter is the automation which enables instant
classifications on a wider scale. According to David Lyon, the two key elements in the
process of automated classification are law and technology, as they both determine the

classification typology.

In this chapter we studied how informational power creates control upon
individuals by affecting and formatting the code of their digital identity. Let us now

focus on the consequences in terms of privacy for individuals.

“ David Lyon, Surveillance after September 11, Polity Press, Cambridge, 2004, p.149.
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6. The trade for privacy and social autonomy

6.1. The end of privacy?
6.1.1. Definition and evolution of privacy

Privacy in its traditional definition seems obsolete. Indeed the rise of the
Informational Age drove the concept of privacy to its limits. Therefore one must

challenge the concept within its new context and redefine privacy.

When dealing with the concept of privacy, there is a common analytical
shortcut done when personal data is assimilated and embodied to privacy. The concept
of privacy is broad and embodies a lot of sub-concepts. Especially when dealing with
control and protection of privacy it is important to differentiate “privacy protection” and

43 . . ‘o .
7, “Data protection” shares only some aspects of “privacy protection”,

“data protection
indeed the right to privacy includes different issues. In this part I will primarily consider
privacy regarding personal data since it deals directly with the field of our study,
nevertheless whenever possible I will try to define and define the general feature of

privacy in the information society.

Another evolution of privacy is its context. It seems more and more

difficult to make the difference between privacy and publicity.

6.1.2. Real privacy versus hyper privacy

William Bogard in The simulation of surveillance combines in the context of
“telematic societies” the foucaultian approach of surveillance with the concept of
simulation developed by Baudrillard. In his study he challenges the traditional
conception of privacy. He notices that today everything is becoming “hyper real”, in
other words all the elements and agents of society which used to be concrete or
“experimental” is now systematically converted into data images. Thus there is no

longer relevancy in speaking of the privacy we experimented before the rise of the

4 David H. Flaherty, Protecting Privacy in Surveillance Societies, The University of North Carolina
Press, Chapel Hill and London, 1989, preface.
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information society, the ‘real’ privacy as Bogard names it, one should rather speak of
‘hyper’ privacy.

Let us discuss more in depth the concept of ‘hyper’ privacy. Following the
ICT revolution, a debate rose up around the right to control access to information, it
opposes the civil society to the authority as individuals’ privacy is threatened. But in the
world of “hyper privacy”, privacy occurs to be a myth. According to William Bogard,
the codification of our lives into databases creates the secret, he argues that “they
[authorities] manufacture the illusion of privacy space™ in other words panoptics and
data surveillance generate private space that they invade meanwhile creating a feeling of
threat upon individuals. This idea can be linked to the idea of informational power
described earlier in this study: information is power because the only fact of collecting,
storing and exploiting information creates a domination of the information collector on
the one who is codified.

Bogard underlines the key features in the role played by information in post-
modern societies, the keys are not in “who controls the codes” but “how codes generates

virtual agents and system of controls™*.

6.1.3. The myth of privacy

I would like to develop further the idea of myth of privacy. Surveillance is
usually acknowledged as being a threat to privacy. If direct surveillance techniques such
as e-mail filtering, CCTV are regularly accused of threatening our private space,
secondary surveillance devices and techniques, that is to say processes which are not
primarily aiming at surveying but which happen to embody surveillance potential tools
(e.g. smart cards, e-forms... ) are sometimes also pointed as a threat to privacy.
Following this idea, the growth of ICT technologies brought some concerns about the
future of privacy in the Information Society explaining the buzz of this debate in the
public opinion. Nevertheless many social scientists claimed that the primary issues
related to surveillance are not about the preservation of individuals’ private spaces and
denounced this very myth of privacy. For instance, David Lyon when studying

lth

surveillance after September 11 noticed that the public attention in United States is too

* William Bogard, The simulation of surveillance, hypercontrol in telematic societies, Cambridge
University Press, Cambridge, 1996, p.126.

* bid.
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often focused on the potential ‘threat to privacy’ that surveillance embodies. When
facing surveillance civil society deals almost exclusively with privacy and forgets most
of the other related issues. Furthermore according to Lyon this individual reaction is

underestimating some of the powers of surveillance:

But this is to misconstrue and underestimate the power of surveillance. To think
of surveillance primarily as endangering personal spaces of freedom is highly
individualistic.

Lyon (2003, 150-151)

He also underlines how this focus on privacy hides so crucial issues caused
by surveillance technologies such as “social sorting mechanisms’*.

The issue around surveillance as a threat to privacy, if not fake seems not to
be crucial at the scale of society. It constitutes rather an issue within individuals which
involves psychological reactions, as Lyon underlined, privacy is ‘“highly
individualistic”. And the limitation of individuals’ privacy does not create any
dominating power as such and does not contribute to generate social control. It even

becomes a myth when privacy turns the public opinion away from other issues

involving social control.

6.1.4. Protecting social autonomy

Since the resistance to social control and the genesis of counter powers is not
based on the preservation of privacy, we need to redefine and identify the target of
this resistance. If privacy is only a personal concern for individuals with no social
stakes, it would be more appropriate to speak about social autonomy.

Let us define the concept of social autonomy as the action of escaping from
data processing (i.e. data collection and data storage) in order to avoid affiliations to
classified or predetermined groups and social choices. In other words social autonomy
is the fact of being independent from social sorting and to some extend from social

control.

4 David Lyon, Surveillance after September 11, Polity Press, 2003, p.151.
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6.2. A new approach of data protection: the trade between data
control and convenience.

6.2.1. The ‘customer-citizen’

At the end of the 1990’s the Western governments expressed growing
concerns about ICT and the Information Society. Consequence of the development of
the internet and of the information policies’ bases thrown by the United States at the
beginning of the 1990’s, governments started to develop plans and strategies in order to
promote ICT in society, economy and public sphere.

The development of concerns in terms of political marketing since the end of
the 1970s also helped the definition and the rise of what can be called the “customer-
citizen”. Citizens are no longer considered as entitled to benefit of certain services, they
more and more seen as customers, their ‘feedback’ being most of the time political or
elections results. This change highly contributes to the vanishing border between public

and private sector.

6.2.2. Management and efficiency of public services: the ‘entrepreneur
state’

The management of public managements knows some mutations in many
Western countries. While following the trend of the limitation of the state actions on the
economy, commonly called deregulation, information policies try to integrate the
efficiency of ICT in order to become more efficient and more profitable. Indeed some
programmes have been planned in many countries in order to develop ICT among
public services and please the ‘customer-citizen’. For instance in Germany, the
"BundOnline 2005" eGovernment initiative aimed at producing solutions and proposals
to provide a large numbers of federal services on line, efficient standards to ensure easy
usage by citizens and funds evaluation'’. Such an effort of rationalization and
economisation of public services can be found in most OECD countries.

Castells and Himanen also underlined this new characteristic of the public

sector when studying the case of Finland, which they call “public entrepreneurialism”48.

" Implementation plan for the “BundOnline 2005 eGovernment initiative 2001 [WWW document].
* Manuel Castells, Pekka Himanen, The Information Society and the Welfare State: The Finnish Model,
Oxford University Press, Oxford, 2002, p.159.
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They conclude that these “non-economic forms of entrepreneurialism™® should be

valued and play a key role in the development of information technologies.

6.2.3. Trade and rational choices.

Citizens are facing the dilemma of ICT, by accepting the use technologies in
our societies we benefit of more various, efficient and personified public services while
knowing that they embody potential surveillance tools. To face this dilemma most of us
are operating a rational choice based on the benefit we get from ICT in our everyday
life, the trust we have in our authorities and data protection agencies and the disturbance
that potential monitoring causes.

By accepting to submit his/her personal data, an individual will get in return
some services. In other words the disturbance caused by a loss of one’s privacy is
compensated by the satisfaction of enjoying access to services. The example of local
public services is probably the most relevant to illustrate this idea (use of smart cards in
libraries, public transportations...).

One can find relevant examples on the national or federal level. Such
services can be found under the general concepts of e-democracy or e-government. For
instance, the BundOnline 2005 initiative in Germany can provide many relevant
examples50 such as the Elster project (electronic tax declaration), the DIGANT project
(online requests for identity card, passport or driving license) or the BAFOG (Student
financial assistance scheme and education credit). In these cases, the situation is slightly
different as the trade does not involve the ‘exchange’ of privacy against access to
services, but the exchange of personal data against the write of ‘being a normal citizen’.

In this particular case, the dilemma is limited by the necessary access to citizenship.

If one except the particular cases of technologies aversions (individuals
rejecting systematically technological innovations and their practical applications) and
political and/or ethical opposition (individuals highly opposed to use any traceable
means), individuals operate a rational choice. If aware of the tracking potential lying in
the use of a service or a device (this potential might not be visible for everyone,

especially when authorities present new services and devices as a process of

49 1
Ibid.

%% Michael H. Breitner, E-Government activities in Germany: Highlights and difficulties, 2003 [WWW

document].
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rationalization and economisation in order to provide better and cheaper services), they
evaluate the pros and cons. In other words individuals consider the benefits they will
gain for the use of a public service as well as its conveniences (e.g. online public
services accessible on the internet) and the level of inconvenience the exchange of
personal data generates. Without modelling until a social adaptation of the Rational

Choice Theory, we can say that the choice for the trade comes from a rational decision.

One should also notice and take into account the point of focus of
individuals. Indeed in their rational choice, individuals might prefer focusing on
preserving their privacy (in the classic conception of the term) rather than on the issue
of social autonomy, since privacy is widely in the air of time. In addition, civil society,
by rejecting surveillance because of its implications in term of privacy, also contributes
consciously or unconsciously to protect social autonomy and to minimize the power of
social control. That is why I will not completely exclude privacy from the study of

counter powers.

48



7.  Informational power and counter powers

In this part I will try to demonstrate the existence of counter powers counter
balancing the informational power described earlier. Indeed if informational power
seems to partially accept thanks to the practical advantages it provides to the ‘customer
citizen’, it does not seem to first completely control the citizen sphere and second to be
universally acknowledged. The systems appear to be counter balanced by powers
coming out of the civil society and sometimes of the political spheres. It seems to be
especially true when the themes of surveillance and privacy invite themselves inside the
public and political debate. One indeed needs to study the balance of the system and
especially the value and effects of counter powers in order to discuss whether or not our

societies are gradually becoming ‘surveillance societies’.

Let us first discuss and describe the potential counter powers before studying

the balance of the system.

7.1. Preservation of privacy and subversion of surveillance

Beyond the issue of the reality or the hyper-reality of privacy, one should
consider the attachment of individuals to this concept and the action they are ready to
take in order to preserve. Indeed this question is independent from the fact that privacy
is (or not) a myth, since social agents truly believe in it and are attached to it. Therefore
there is a true relevancy to keep the concept within the study in order to understand the

relation of individuals towards this concept.

7.1.1. Subversion

Interesting phenomena are the gathering of group of individuals around the
aim of protecting their privacy. When privacy is threaten by some forms of
dataveillance such as computerised private data collections, some civil society groups
organised on their turn some technology-based resistance thanks to anti-surveillance
technologies. They are legions of examples on the internet using disabling, encryption

and anonymizer tools. The simple fact of using some dummy identities on e-forms or
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the use of fake e-mail accounts’’ (with fake personal information) constitutes a kind of
resistance to surveillance. In addition, many open-source projects connected to privacy
have been launched lately, the JAP project52 is one of them. It is a free application
development project which enables internet users to mix their IP addresses via some
intermediaries servers in order to avoid all tracing possibilities coming from relevant
authorities or third parties.

These private space self-defence examples are of course used against private
sector spying attempts but also to avoid any monitoring by the relevant public
institutions, for instance in the case of illicit materials downloads. To put it in another
way, individuals are gathering around a common project using new technologies in
order to block and counter the technology-based surveillance driven by authorities and
various third parties. Nevertheless, one must consider some differences between private
sector resistance and state resistance, although there are some similarities as we just

identified. Therefore let us focus on the phenomenon within the public sphere.

7.1.2. Public contestation

In the case of public dataveillance, citizens tend to resort more to the lobbies
or civil society organisations actions in order to pressure the state apparatus (although
this is also true for the private sector regulation). In France, for instance, a network of
associations, the Computer and Freedom Federation (Fédération Informatique et Liberté
in French) aims at influencing the French government and especially the CNIL
(Commission Nationale de 1’Informatique et des Libertés), the National Commission on
Informatics and Freedoms in charge of personal data and privacy protection. They

present their action as:

promoting the respect of communications’ privacy [...] promoting and
defending the free use of all techniques dedicated to preserve the
confidentiality and the anonymity of the exchanges, such as
cryptography [...] publicizing the positions of the FIL to the authorities.
Presentation of the Fédération Informatique et Libertés 2002 [WWW document]

Depending on the cases and the countries political structures, the efficiency

of such lobbies varies, moreover the time schedules imposed by the executive and

> Numerous internet users have two e-mail addresses: an official one and a ‘dummy’ one which they use
mostly to avoid tracking and spam.
2 <http://anon.inf.tu-dresden.de/index_en.html>
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legislative apparatuses go against such actions. Indeed, when a law comes in application
to forbid the use of certain technologies because of surveillance matters, those
technologies are already replaced by new ones not yet framed by the law. In other
words, technologies are always step ahead legislations. But the ‘legal’ means of
resistance should not be underestimated though, as they are not always outdated by
technologies. The repartition of powers is not gradual, but rather sudden since it
depends on the production of laws and political actions. The situation being suddenly
balanced when states applied measures. A specificity of the counter power of civil
society upon the state regarding the surveillance is surely its irregularity on the medium

term.

Since we study how the evolution of data surveillance influenced the
organisation of society and individuals’ lives, it seems necessary to focus on the way
this phenomenon bounces back to the state. Indeed, this power based on resistance and
subversion (legitimate or not) emanating from individuals or groups (being political or
from civil society) constitutes the only counter power to informational power. Since the
trend seems to be an ever growing technological context (probably until the next major
social change), this counter power determinates the whole balance of powers within
society.

As a matter of fact resistance grew consequently with the rise of
informational power. After the Second World War there have been legions of examples
of resistance against data surveillance developments decided by the state. Let us detail
couple of them.

In 1979, plans were made to develop Automated Identity Cards in France,
but the project was highly contested on the political level by the Social Democrats and
by civil society, gathered behind a journal Terminal 19/84 which was opposed to the

new cards:

Giving the State the means of control that are without precedent, thinking
that it would not dare to want to use them, is to practice the politics of an
ostrich. It is also symptomatic of a desire not to understand the logic of
the systems being put in operations.

Terminal 19/84 4, March 1981

This resistance pushed the minister in charge to postpone the project. In

1981 after his election at the presidency of France, the Social Democrat Francois
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Mitterrand stated that “the creation of computerized identity cards contains a real danger
for the liberty of individuals” and decided to drop the project.

The same year in 1983, two large controversies rose in West-Germany and
in Sweden over population censuses. In Germany a public poll showed that 52 percent
of the population mistrusted the census questions and that 25 percent (of the 25 million
households who answer the poll) decided that they would not fill in the census form. In
December 1983, the Federal Constitutional Court postponed the census on the ground of
possible invasion of privacy’. Another census contestation occurred again in 1987, this
time the critics were coming from the political field. More particularly from the Social
Democrats and the Green party, who viewed in the census a step forward toward a total
state. Since this event statisticians have had to separate the collection of data for
statistical use from the one for administrative use.

The events in Sweden in 1983 came from the plans adopted by the
government for a national census of population which was contested by the DIB (Data
Inspection Board). The DIB did not want to allow linkage of existing registers to take
the census”*. The Parliament requested the creation of a commission of inquiry on this
particular question in order to strengthen the laws on data protection.

More recently in January 2008 in Germany about 30000 German citizens
referred to the Constitutional Court of Karlsruhe in order to stop a law favouring
communication data storing. This law was supposed to force phone operators and
Internet Service Providers to store all communication data during six month in order to
fight against criminals and terrorists. In addition many organisations supported this

contestation.

These four examples demonstrate how much resistance was efficient in
countering the informational power of the state during the informational revolution. The
effects as well seems to be similar whether the opposition came from the civil-society,
political parties or regulation institutions.

Regarding the information society era, one could observe that compared to
the informational revolution period, there is very little resistance to electronic data
surveillance, although the phenomenon is spreading through all the level of society like
it never did before. Indeed it seems that there are fewer examples (such as the one

exposed earlier) of this kind lately. David Lyon notices also that “negative responses to

>3 David H. Flaherty, Protecting Privacy in Surveillance Societies: The Federal Republic of Germany,
Sweden, France, Canada and the United States, The University of North Carolina Press, 1989, p.81
> Op. Cit. p.151
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the colossal growth of surveillance over the past 20 years are minimal and frequently ad
hoc”>. He explains this situation by the general consent of individuals towards data
surveillance, if we do not accept the informational power in principle, we do tolerate it
because of useful and handy applications of information technologies and date
surveillance tool. Another explanation advanced by Lyon is that individuals are much
more concerned and scared by the progress and the perspective scientific technologies
than information one. Thus we could consider the current situation as a voluntary ‘data’

servitude.

Brief chronology of data surveillance public controversies

Year Country Event

1974 France Controversy over the SAFARI project
(creation of a centralized database of
personal data), resulted into the creation of
the CNIL authority in 1978

1979 France Controversy over the automated identity
card project

1983 Sweden Controversy over the public census

1984 Germany Controversy and debate over the census

1986 Sweden Controversy over the Project Metropolitan

1987 Germany Controversy over the public census
between the DIB and the Federal
government

1994 US Controversy over a law requiring telecom

firms in America to install equipments to
allow phone and data monitoring by the
government

2008 Germany Controversy over a law making the
storing communication data compulsory

Figure 6. Brief chronology of data surveillance public controversies.

% David Lyon, Surveillance Society, Open university press, 2002, p.135
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7.1.3. Irony against surveillance

Another characteristic of resistance and contestation to surveillance from the
civil society is the common use of irony or even humour. In their study of
Sousveillance: Inventing and Using Wearable Computing Devices for Data Collection
in Surveillance Environments’®, Steve Mann, Jason Nolan and Barry Wellman play in
an ironic way with the use of surveillance in every day life. Their approach is rather
funny and unexpected: they study the structure of surveillance and its impact on
individuals by using a rather satiric reflexive study called sousveillance (i.e. monitoring
the surveillers). They performed sousveillance in public places in large English Canada
cities and observed the reaction and the behaviour of individuals and of surveillers.

The Big Brothers Awards constitutes another example of ironic resistance
towards surveillance. They are awards ceremonies organised since 1998 in many
European countries which are ironic reproductions of traditional ceremonies such as
Oscars or the Grammies Awards. The Big Brother Awards were organised in 7
countries in 2006 and 12 countries in 2007. During the ceremony, some awards named
Orwells are delivered to the winner of each category, categories examples are ‘“Most

38 «“Best city”sg... All these

Invasive Company™’, “Most Heinous Government Agency
national events are organised under Privacy International®® supervision. The Big
Brother Awards France group (BBA-F) explains on its website the will of “denouncing
the slip-ups and abuses that threaten the privacy and integrity of citizens or that limit

their freedom of speech and movement”®!

through the Big Brother Awards ceremonies.
These groups instead of using only the traditional collective actions methods
(demonstration, meetings, petitions...) are attempting to turn into derision surveillance
in order to mobilize public opinion and to bring into disrepute the use of surveillance. If
the use of irony does not constitute a new mean of mobilization and contestation, it

appears to be particularly used by surveillance opponents.

% Steve Mann, Jason Nolan and Barry Wellman, Sousveillance: Inventing and Using Wearable

Computing Devices for Data Collection in Surveillance Environments [WWW document].
7 The 2005 UK Big Brother Awards 2005 [WWW document].
58 1o
Ibid.
5 Big Brother Awards France 2006, [WWW document].
% <http://www.privacyinternational .org/>
1 L es Césars de la surveillance [WWW document].
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7.1.4. Voluntary servitude to the state.

Another point which should be specified is the legitimacy of the state and its
institutions. The legitimate domination and violence (in the weberian system of thought)
generates a kind of resignation of individuals towards state surveillance. Indeed the
resistance will cannot be considered strong when it comes to state surveillance (because
of its legitimacy and its various powers in but also to some extend of its welfare
dimension). Thus it seems than states can expand their surveillance practices without
meetings as much obstacles as private actors. Nevertheless over the past recent years
many governmental decisions regarding state surveillance have been contested and
aborted after contestations. As described earlier these contestations are coming from
political parties, lobbies and groups of citizens.

A parallel could be drawn with La Boétie’s voluntary servitude®®. Citizens
stand state surveillance as long as it is not crossing the limit of the bearable, probably
what the individuals consider as the core of their legitimate privacy. This view meets
the idea of the trade for privacy and social autonomy meaning that the rational citizen
accepts to leave partly his privacy against the convenience of ICT based public services.
Nonetheless as soon as the embarrassment overtakes the utility, the rational citizens will
contest the informational power. Let us study more in depth the balance between

citizens and State on the field of informational power.

7.1.5. Data protection authorities

We pointed out how contestation arises from civil society, nevertheless some
public authorities decisions can be criticized and stopped by legitimate privacy
structures within the state’s sphere. Most OECD countries indeed possess a public
authority or organisation in charge of controlling the collection, storage and the use of
individuals’ data. Such political bodies often rely on data privacy law or act (e.g. the
1998 Data Protection Act in United Kingdom and the 2006 Federal Data Protection Act

in Germany) or on the national constitution (e.g. the Finnish Data Protection

%2 Etienne de la Boétie was a French philosopher and political theorist, he appeared as a precursor to the
French revolutionary thoughts embodied two centuries later by Rousseau in the Social Contract. He wrote
The Discourse of Voluntary Servitude as an answer to Machiavelli’s Prince. He justified the domination
legitimacy of authorities and more particularly of absolutism over the populations by demonstrating how
they accept this relation of domination-servitude. This situation lasts until a certain level where the
population actually overthrows the regime. In other words, the domination of the regime lies mainly on
the will of the population of “bearing” the domination, regardless of the coercive strategies of the
authority.
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Ombudsman relies on the Finnish constitution which guarantees the protection of
personal data to its citizens). These institutions are responsible for controlling the
respect of the data legislations in the private sector as well as in the public sector. Most
of them are independent from the government in order to ensure a total fairness of their
decisions. They can block laws not respecting the legislation and demand to stop any
activity abusing individual’s data or privacy. In some country, data protection
institutions can help individuals to have access to their own personal data. Such
institutions are twofold: they have a political power to actually counter the
informational power and they can act as an alarm for civil society and political
institutions. Indeed, they can reveal an issue to the public opinion and use it as a
political pressure on the government.

Nonetheless, data protection institutions show often limits. Their decisions
and their independency is often questioned and challenged. Many public controversies
involved the position taken by data protection institutions. For example the CNIL was
accused of compelling with the French government and law authorizing “ethnic
statistics”. In September 2007, the CNIL supported a new law project enabling the
collection of ethnic and racial backgrounds in public databases, this law going against
of the principles of the law on data privacy of January 6™ 1978 which funded the
CNIL®. This example and many other controversies underline the lack of independence
of data protection institutions which is sometimes minimising their strength as a counter

power.

7.1.6. Preservation of traditional identities against informational power

If it appears that privacy “drives” mainly the resistance and subversion to
dataveillance as described earlier. Nevertheless there are some other resistance
“engines”. One of them rests on the genesis of identity or digital identity. As recalled by
Castells: “The core of the theory is the tension between the rise of the network society
and cultural identity” o4,

More generally, there is a conflict between the individual and the flows of

information on the network. Castells and Himanen call this phenomenon the

8 <http://www.cnil.fr/index.php?id=2250&news[uid]=486&cHash=ae143fd 112>
% Manuel Castells, Pekka Himanen, The Information Society and the Welfare State: The Finnish Model,
Oxford University Press, Oxford, 2002, p.127.

56



“contradiction between the Net and the self”® which synthesizes “the contradiction
between the global information society and the value of people”, the biggest challenge
being the creation of links between the network and the individuals’ identity.

Digital identity is pre-defined and often amputated of any cultural elements.
This makes the acceptance of this new national or even global identity more difficult
especially for groups attached to their own culture. For instance regional identities can

be strongly opposed to the network and to the new digital identity it is trying to impose.

7.2. The balance between informational power and resistance

7.2.1. Contestation as a counter power

Since the beginning we assumed that states thanks to informational power
generate social control upon citizens. To put it another way the state produces a form of
domination on the civil society. We studied all the potentials of informational power
and how it takes control on individuals. We also took the phenomenon from the
opposite point of view and studied how individuals manage to escape from
informational power by creating counter powers. Now it is time to focus on the balance

between those two powers.

First of all, it is clear that there is no counter power as strong as
informational power itself. It is fairer to say that there is more a combination of counter
powers as identified earlier which can be gathered under the generic term of counter

powers of contestation. Let us summarize those counter powers:

- Political dismissal against laws: when a project of law is dismissed in
parliament by an opposition force.

- Public contestation: the public opinion put pressure (often with the help
of some politicians) against an existing or fore coming law, it is often a
case in public controversies.

- Isolated contestation: movements led by an isolated individual or group,

this latter often use unusual mean of contestation such as irony or art.

% Op. Cit. p.128.
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- Subversion: gathers techniques to avoid data surveillance which can be

exposed publicly via media.

Let us consider the latter power differently. Subversion is indeed not
affecting directly the balance. It does not try to reduce informational power but only
tries to avoid it. Therefore subversion is not a ‘balancing’ power on its own. We will
gather all the other phenomena under the term of ‘contestation’.

One important root of contestation is collective action. Without studying the
theories of collective action and describing in details how collective action is generated,
we have to understand that contestation often lies on collective action. Nevertheless the
terms of collective action have been very little modified by the rise of the information
age. The only point one could argue on is the influence of the network and its media
which to some extend modify the traditional theories of collective action but not in

significant proportions.

7.2.2. Informational power stronger than contestation

Now that we have clearly identified informational power and its counter
powers it is time to study whether or not the system is balanced. To put it another way,
one has to determine if informational power is compensated by its counter powers.
Nonetheless the process of comparing and especially measuring the output of the two
sides appears quite challenging. An interesting field which would be relevant to this
study would be the legislative level. Indeed by comparing the amount of law projects
passed dealing with the use of data surveillance with the projects which have not passed
or have been roll backed due to political and/or public contestation or rejection.
Nevertheless such a study would be difficult to “quantify” and could generate easily
some biased results. First laws “connected” to dataveillance would need to be defined
precisely. Second one would need to affect coefficients to the laws according to their
implications with dataveillance. Finally even with a field of study limited to a single
OECD country, it would require a very large documenting effort to gather all the data as
well as strong mathematical modelling which at the end would rather constitute a study

of its own.
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Since we cannot afford such a systematic model study, we will only rely on
general observations. First of all one should underline to what extends electronic
surveillance legal enforcement has increased after September 11™ attacks especially in
the United States but also in most of the OECD countries. The Harris poll®® showed to
what extend US citizens accepted increased governmental electronic surveillance

powers:

These proposals, with the percentages of those that support and oppose them,
include:

* The use of facial-recognition technology to scan for suspected terrorists (by
86% to 11%).

* Closer monitoring of banking and credit card transactions (by 81% to 17%).

* A national I.D. system (by 68% to 28%).

* Expanded camera surveillance on streets and public places (by 63% to 35%).

* Monitoring of Internet discussions and chat rooms (by 63% to 32%).

* Expanded monitoring of cell phones and emails (by 54% to 41%).

Humphrey (2001, WWW document)

In this example, despite a clear concern from a part of the population, the
majority accepts new electronic surveillance measures. Nevertheless the fact that the
majority of the population supports electronic and data surveillance does not mean that
some opponent groups and lobbies will not have an influence on the ‘legal output’. The
historical review of surveillance presented earlier presented still a limited amount of
controversies, for most of them these controversies did not lead to any political
blockage or rollback. This trend seems valid for most OECD countries despites the
different data protection authorities. At the end even without any model study, we can
observe and conclude that more laws enforcing Information Power are passed than

stopped.

In addition regarding the particular issue of social control, another factor is
limiting the action of contestation as a counter power. Most of those movements are
focused on the issue of privacy rather than social control. To put it another way, even if
contestation gets some results in certain cases it is most of the time more related to

privacy than to social control.

% Humphrey Taylor 2001 [WWW document].
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7.2.3. Transparency as the real counter power

Public contestation against dataveillance is rather focused on the issue of
privacy which has very little social control implications. Science-fiction novelist David
Brin forecasts that privacy will become a minor issue and that the public focus will be
rather on transparency. He is stating that the concern will be on the access to personal
data and that privacy is doomed. Beyond David Brin’s ‘prophetic’ writings, one can
indeed argue that the concept of transparency is more relevant that the one of privacy

when it comes to data control.

Transparency can be defined as the right of inspecting “one’s own record on
files, a crucial constraint on sloppy and inaccurate techniques™®’. According to Mulgan,
transparency goes beyond the right of privacy by restoring “the balance of control

.. 6
between citizen and state”®®

. Mulgan illustrates this idea with the example of the United
States federal files from which fifty-five percent were incorrect data. In this case only a
‘transparent access’ can guarantee between the state’s control over information and the

autonomy of citizens.

From a legal point of view transparency and free access to one’s own
personal data was already effective to some extend in some OECD countries at the very
beginning of the Information Age. Nevertheless those laws have been usually
strengthened ever since. For instance, in the United States, the consumer-credit law
from the 1970s allow individuals to examine and correct their records®. Within the
European Union, the law has gone even further with the EU Data Protection directive

which came into force in October 1998 by giving:

people control over their data, requiring “unambiguous” consent before
a company or agency can process it, and barring the use of the data for
any purpose other than the one for which it was originally collected

(The Economist 1 May 1999, p. 23)

Data protection and privacy authorities are in fact the guarantees of

transparency.

“G. 7. Mulgan, Communication and Control, Polity press, Cambridge, 1991, p.72.
68 1h:

Ibid.
% “The surveillance society” The Economist, 1 May 1999.

60



Although we are not able to quantify to which extend transparency can
counter informational power and act as a ‘regulator’ keeping the system in balance, it
occurs to be one of its main foundation. The conjunction of all counter powers provides

citizens an efficient political and social counter-weight to informational power.
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8. Final Conclusion

During this study we saw how data surveillance uses panoptics schemes to
create social control in the Information Societies. Traditionally social control was based
on disciplinary power but in the Information Age this latter is less predominant, leaving
space for a power based on information: informational power. Thanks to ICT and
bureaucratic organisations informational power spread throughout the society. This new
context provides a feeling of lack of private space among individuals. In fact
informational power affect their identity by generating a coded digital identity partly
pre-determined. Consequently individuals have to operate a choice between accepting
the gaze of data surveillance (and get in return access to public services) and rejecting
this latter in order to preserve their private space and their social autonomy.
Nevertheless individuals can try to avoid this trade for privacy and social autonomy by
contesting or bypassing data surveillance. This resistance can be achieved through
various channels: political process, public contestation, subversion... The rising concept
of transparency constitutes also a great mean of control of citizens on their personal
information. These individuals’ responses to data surveillance constitute in fact the
counter powers to informational power and contribute to restore the balance between

the state’s social control and the individuals’ social autonomy.

The figure 7. displays the mechanisms and the interactions between the
social actors of the analysis described above. The first part of this study is gathered on
the “macro level” side of this figure, it shows how public bureaucratic organisations
(e.g. state) produce and apply their informational power towards individuals in order to
create social control. It also underlines how data surveillance generates the myth of
privacy, in other words how public authorities focus the public opinion on privacy
(intently or not) rather than on other issues. This side of the figure also includes the
“data protection authorities” which is belonging to the state apparatus (although being
to some extends independent from that latter). Later on in the process this actor will

play a key role in the genesis of counter powers.
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The study’s second part focuses on the “micro level” of the phenomenon.
That is to say on how informational power directly affects individuals. One the most
interesting feature of this part is the interaction between individuals and informational
power. As a consequence of data surveillance, individuals lose a part of their social
autonomy and might consider a loss of their privacy (since they feel much concern and
aware of their privacy than their social autonomy). In order to keep the level of their
“sense of privacy”, individuals elaborate strategies to counter informational power. As
describe earlier those strategies are various, they can happen on the micro level (citizens
avoiding data surveillance on an individual basis) as well as on the macro level
(collective action). Some third party might join (data protection authorities or NGOs)

and the legal channel might be used via the rights of transparency.

After having reviewed the conclusions of this study, let us discuss its limits.
One of the key features of this study is a balanced society between social control and
social autonomy, this ‘balance’ being guaranteed by the counter powers of
informational power. A first limit arose in this demonstration, the impossibility to
quantify the legal output of data surveillance and the output of its resistance. In
addition, this problem implies that we cannot determinate precisely whether the system
is balanced or not. Nevertheless this idea of balance and of regulation by the counter
powers is interesting: it raises the assumption of authorities always trying to produce
more social control and citizens attempting to counter this. To put it another way, this
new context would bring society into an endless circle of ‘fight for social control’ as
suggested by the figure 7.

Another critic concerns the assumption of the state developing new
surveillance techniques in order to create more social control. Indeed the importance of
social control as primary target in the development of e-government or e-democracy
could be minimize for some other goals, such as efficiency, economisation or
competitiveness of the public services (versus the private sector).

Finally this study presents a quiet ‘conflicting’ approach in the relations
between actors, namely the state and the citizens. Indeed if in some countries the civil
society shows mistrust of the state, in some other contexts citizens might show a great
trust in their state and their administration (it is the case for instance in Nordic

countries). To put it another way, in some certain contexts citizens might show little
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concern about the development of data surveillance and will not try to organise any

resistance simply because they trust their legitimate authorities.

Another key feature of this study was to analyse the place of privacy in the
new context of the Information Society. The starting assumption was that informational
power challenges privacy, but we learnt through this study that the concept of privacy
was little relevant regarding the production of social control and more generally the
organisation of society. Privacy only matters for individual on their personal level. In
other words, the big buzz around privacy is not totally justified from a macro social
point of view. Indeed the problem is not whether or not part of our private information
can be accessed, but rather what information are used and by who. The issue of privacy
remains important though as it affects individuals and their conceptions. But from a
larger point of view privacy seems rather to hide more serious themes such as
domination or social sorting. As David Lyon underlined it, social sorting seems a much
more concerning issue than privacy as it can possibly create inequalities and social
exclusion. Such views stress even more the importance and the control of data

protection laws and its political organs.

Finally I would like to discuss the idea of ‘surveillance societies’. From the
point of view of surveillance the Information Society does not seem to constitute a new
model of society. It rather underlines the importance and the predominance of
information in our daily interactions. Data surveillance and other electronic surveillance
do not provide new principles in term of control, they still belong to the ‘class of
panoptics’. But these new tools, strengthen by the power of information and ICT,

develop the phenomenon to a more systematic level.

To conclude I would like to say that the concept of ‘surveillance society’
might be relevant in term of technological development but not as a framework for
society. Individuals find ways and solutions to create counter powers to balance the
informational power of bureaucratic authorities and organisations. In addition there is a
legal framework protecting from abuses and strong institutions to control the use of

personal data flows. Therefore there is no real risk of falling into the ‘surveillance
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society’ depicted by George Orwell, as long as the flows of personal information are

well preserved of abuses from the public and private sector.
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10. Appendix

PLEASE DO NOT FILL OUT THIS FORM.
This is not an official census form. It is for informational purposes only

cUﬂitEd states U.S. Department of Commearce » Bureau of the g

ensus

This is the official form for all the people at this address. It is quick
easy, and your answers are protected by law. Complete the Censu
help your community get what it needs — today and in the future

Sta rt H e re /;Ie;ase use a 4. What is Person 1's telephone number? Ve may

black or blue pen. this persan if we don 't understand an answer.

1. How many people were living or staying in this Area Code + Number

house, apartment, or mobile home on April 1, 20007

Mumber of people
L 5. What is Person 1's sex? Mark [B ONE box.

INCLUDE in this number; O Male O Female
» foster children, roomers, or housermates
* people staying here on April 1, 2000 who have 6. What is Person 1's age and what is erson 1's

no other permanant place to stay
« people living here most of the time while working,
even if they have another place to live

Age on April 1, 2000

DO NOT INCLUDE in this number:
« college students living away while attending college
« people in a comrectional facility, nursing home, or
mental hospital on April 1, 2000
« Armed Forces personnel living somewhere else

+ people who live or stay at another place most
of the time => NOTE: Please answer BOTH Questions 7 and 8

7. iz Parson 1 Spanish/Hispanic/Latino? \ark

Print numbers in boxas

Month Day Year of hirth

2. Is this house, apartment, or mobile home — e Spanish/Hispanic/Lating
Mark K] ONE box. box if not Spanish/Hispanic/Lating.

o . U No, not Spanish/Hispanic/Latino D Yes, Puertc
D Cwned by you or sameone in this household with a ! o ) ;
mortgage or loan? D Yes, Mexican, Mexican Am., Chicano D Yes, Cubar
O owned by you or someone in this household free and D Yfes, cther Spanish/Hispanic/ Latino — Print group. 4
clear fwithout a mortgage or loani?
(O Rented for cash rent?

o ) . .
D Oecuplied without payment of cash rent? 8. What is Person 1's race? Mark R —
indicate what this person considers himself/herse
3. Please answer the following questions for each O whi
person living in this house, apartment, or mobile White
home. Start with the name of one of the people (3 Black, African Am., or Negro
living here who owns, is buying, or rents this D American Indian or Alaska Mative — Print name of enrollec

house, apartment, or mobile home. If there is no
such person, start with any adult living or staying
here. We will refer to this person as Person 1.

What is this person’s name? Frint name below. D Asian Indian D Japanese D Mative Hawaiian

D Chinese D Korean D Guarnanian or Chal
Last Marme o -

CI Filipino D Vietnamese D Samoan

D COther Asian — Print race. g D Other Pacific Islanc
First Mame 1

G Some other race — Frint race.

4
OME No. 0607-0866: Approval Expires 12/31/2000 = If more people live here, continue with Person
Lo D-61A )
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