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Abstract

The paper addresses the challenging and timely issue of vote buying
in electronic voting. Electronic voting is a well established process
in modern democracies. However, problems such as vote buying
continue to pose a significant challenge. This paper aims at ad-
dressing this issue by leveraging the novel concept of Anamorphic
Encryption to enable voters to cast their original vote together with
a hidden “fake" one. In this way voters can pursue their true prefer-
ences unobstructed while providing a compliance proof to potential
vote buyers. The security of our construction is proved through a
formal security analysis, that considers powerful adversaries who
aim at breaching user privacy and influencing votes. We believe
that this innovation e-voting approach can enhance the overall
security of e-voting systems and pave the way to avoid electoral
manipulation.
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1 Introduction

According to the following definition, democracy is "a system of
government by the whole population or all the eligible members of
a state, typically through elected representatives". Ultimately, this
definition names elections as a sine qua non of healthy democracy.
While the very meaning of democracy cannot be restricted or ap-
proached solely through elections, in reality, very few questions
about democracy can be answered without referring to elections.
Within this framework, privacy is considered an indispensable
component of free and fair elections and an undeniable human right
in every democratic society. In today’s digital age, information flows
freely and personal data is becoming increasingly vulnerable. Thus
safeguarding privacy seems more critical than ever. In this effort,
cryptography has acquired a pivotal role as it offers robust scientific
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and technological solutions preserving confidential and integral
information for individuals across various contexts. In other words,
cryptography has acquired a pivotal role in upholding privacy rights
and fostering trust in modern societies: From protecting sensitive
data stored in digital systems to securing communication channels
and financial transactions and protecting sensitive data stored in
digital systems.

In the realm of e-voting, preserving privacy emerges as a fun-
damental element especially since societies increasingly turn to
electronic voting systems. Renowned for the ability to secure sensi-
tive information in digital environments, cryptography safeguards
the privacy of participants in e-voting systems. By employing cryp-
tographic techniques, such as homomorphic encryption and cryp-
tographic proofs, e-voting systems can uphold the sanctity of the
ballot while preserving the anonymity of voters. Thus cryptogra-
phy can help bolster public trust in the electoral process, while it
ensures that every citizen’s voice is heard without compromise.

Until now, significant progress has been made in constructing se-
cure and privacy-respecting systems adaptable to various e-voting
scenarios. Consequently, researchers have developed methods to
mitigate several critical attacks that could influence election out-
comes. However, a relatively understudied is that of vote buying!.
In an e-voting scenario, a vote-buying attack refers to a situation
where a malicious entity attempts to influence the outcome of an
election by offering bribes or incentives to voters in exchange for
their votes. This attack can manipulate election results and un-
dermine democratic principles. Vote buying poses a significant
challenge to the security and trustworthiness of electronic voting
systems. The lack of viable solutions thus far, stems from the belief
that it is a problem beyond the scope of technological resolution.

This paper specifically addresses this challenging problem and
makes an attempt to offer a technological solution that could shed
light on how cryptography can contribute to solving problems
previously thought to be confined to the physical realm.

The idea behind the solution is relatively simple: If an adversary

attempts to bribe a voter (let’s call her Alice) to vote for a specific
party (say Pp), and if Alice is expected to be alone when casting
her vote, then all she needs to provide to the adversary is some
form of proof that she indeed voted for the designated party. With
this in mind, we thought that a possible solution would be if Alice
could cast a fake vote (va) for P, that would conceal her real vote
va. Then, the system responsible to collect the votes would be able
to see both votes and tally the genuine one while utilizing the fake
vote solely to generate a proof. This proof would be sent to Al-
ice, demonstrating that she indeed voted for Py, thereby providing
leverage against the adversary that bribed her.

!n the literature, it is also referred to as vote coercion.
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Anamorphic Encryption. To achieve this we utilized a recently-
introduced technique is known as Anamorphic Encryption (AME) [23].
AME is like a secret agent in the world of cryptography. Instead of
simply depending on a regular lock and key to protect messages,
it adds an extra layer of secrecy. With traditional encryption, you
have a public key to lock a message and a private key to unlock it.
But with AME, there’s a twist. These keys will still exist, but there
is also a special double key acting as "a hidden key within a key’.

Here is how it works: When a message is encrypted using AME,
in reality two messages are encrypted at once. One is the regular
message, let’s call it m, and the other one is a hidden message, let’s
call it . The actual changes comes about when keys are used to
decrypt the ciphertext. If a regular private key is used (ask), the
regular message m will be unlocked. But the special double key (dk)
is used, the hidden message m will be unlocked.

Imagine someone trying to snoop on your message — say a
dictator or a powerful adversary. Even if they manage to get hold
of one of the keys and unlock the ciphertext, they will not see the
hidden message unless they have access to that special double key.
As a result, in a situation where someone is trying to influence
someone’s vote or uncover their secret, they can be given one key,
while the other one is kept hidden. The ’attackers’ will think they
have cracked the code, but they will never know there’s more to the
story. This ’secret within a secret’ method will keep your message
safe from prying eyes. As mentioned earlier, an AME scheme and
the generated ciphertexts and keys are indistinguishable from a
typical PKE scheme. Therefore, there is no way for the adversary
to know that Alice used an AME scheme to conceal her real vote.

1.1 Contributions

This paper does not aim to design another secure and privacy-
preserving e-voting construction. Instead, it focuses on the problem
of vote buying in e-voting. Therefore, the core contribution is the
design of a novel solution to the persistent challenge of vote coer-
cion in electronic voting systems. By leveraging AME [23], voters
can cast a hidden “fake" vote alongside their genuine vote, thereby
providing proof of compliance to potential vote buyers without
compromising their true preferences. This innovative approach ad-
dresses a critical gap in existing e-voting security mechanisms and
offers a promising avenue for mitigating electoral manipulation.

2 Related Work

In this section, we present important published works pertaining
to anamorphic encryption and construction that aim to provide a
solution to the problem of vote coercion.

Anamorphic Encryption. The concept of AME, recently in-
troduced in [23], is based on the scenario of enabling secure and
unrestricted communication for citizens in a dictatorship. This hy-
pothesis might seemingly be restrictive, however, we contend the
opposite. Relevant authoritarian tactics are often used by specific
political entities worldwide 2. Moreover, although still in its pre-
liminary stages, AME brings forth additional strengths of existing
public-key encryption (PKE) schemes. We, hence, believe that this
technology will prove beneficial for a wide range of applications.

This observation is based on widely reported events and actions of political
figures globally, and are not a statement of political opinion.
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As the concept of AME is relatively new, only a few works have
been published on the topic so far. The works in [2] and [21] ex-
tended the concept of the original receiver-anamorphic encryption
for distinct purposes. In [2], the process of generating the anamor-
phic key pair and the double key is separated and emphasis is
placed on constructing a robust receiver-AME. Equally, in [21],
the anamorphic public key and double key are utilized, to encode
normal and anamorphic plaintexts into an anamorphic ciphertext.
This filtering process enables a broader range of cryptosystems,
including Goldwasser-Micali [15], El Gamal [13], RSA-OAEP [4],
Paillier [22], Cramer-Shoup [9] and LWE [24] to naturally support
anamorphism. Additionally, Kutylowski et al. [20] introduced the
concept of anamorphic signature schemes, where a signature is
embedded with an anamorphic message readable only to the entity
possessing the double key.

Coercion Resistant. As highlighted in the introduction, this pa-
per aims at providing a cryptographic solution to the topic of vote
buying. Coercion-resistance was first formalized by Juels et al. [19]
who also provide a coercion-resistant system, named JC]J. JCJ was
independently implemented as Civitas [7] which deals with coer-
cion by allowing voters to vote multiple times via a mechanism
of real and fake credentials. Selene [25] assigns a unique tracker
to each vote, enabling voters to reveal a commitment to a fake
tracker to deceive potential attackers. Bingo Voting [5] relies on a
trusted random number generator to generate fake votes for candi-
dates the voter did not select. Voters receive receipts containing all
candidates, obscuring their actual choices, with fake votes being
discarded during tallying. Caveat Coercitor [17] is a unique system
that permits coercion but records unforgeable evidence of coercion
instances, allowing observers to assess the validity of the outcome
based on suspicious ballots. Furthermore, the solution proposed
in in [6] contradicts the idea implemented in this paper. Specifi-
cally, their solution revolves around setting a number of restrictions
preventing the voter from proving how they voted and penalizing
them when they reveal their vote. Assuming that the vote seller and
vote buyer are mutually distrustful, the authors show that in their
protocol there is no situation where the buyer and seller can achieve
a mutually agreeable selling price. While the idea is interesting, it
is based on a somewhat unrealistic assumption.

Overall, while some works try to tackle the problem of vote

coercion, as far as we know, there is only one approach based on
the promising concept of AME.
Anamorpic Voting. Recently, Giustolisi et al. [14] introduced the
concept of Anamorphic Voting, proposing the notion of ballot free-
dom, where a voter can covertly communicate their true voting
intention to a trusted auditor without the knowledge of an author-
itarian regime. Their work focuses primarily on enabling covert
auditing within existing voting infrastructures and discusses the
potential integration of their approach into systems such as He-
lios [1], and Belenios [8]. In contrast, our work addresses coercion
resistance during the ballot-casting phase itself by embedding a real
vote within an indistinguishable anamorphic ballot submitted to
the system. Furthermore, beyond the conceptual construction, we
provide two concrete protocol instantiations together with formal
security definitions and an experimental evaluation demonstrating
computational and communication feasibility.
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Relation to Prior Works. Prior constructions for privacy-preserving
aggregation in reputation systems was introduced in [10, 12, 18].
Despite their similarities to our work, these solutions focused on
securely aggregating scalar ratings in decentralized environments
and did not address electronic voting, coercion resistance, and did
not support multi-candidates.

3 Preliminaries

3.1 Pseudorandom Functions

Pseudorandom Functions (PRF). A pseudorandom function family
is a collection of functions that appear computationally indistin-
guishable from truly random functions when evaluated on inputs,
provided that the key remains unknown.

DEFINITION 1 (PseunDoraNDOM FuncTioNns (PRF)). Let F be a
function such that: F : K X X — Y, where K denotes the key-space.
Moreover, let F.Gen(11) be a probabilistic algorithm that given a
security parameter A, outputs a key k € K for F. F is a PRF if for all
PPT adversaries ADV :

[Prlk «— G.Gen(1) : ADVFEI14) = 1]
“Prk & (X Y] ADVROAA) = 1]] = negl(2)

3.2 Traditional Asymmetric Encryption

We begin by revisiting the syntax of public key encryption and its
corresponding security notion. In this study, we focus solely on
indistinguishability under chosen-plaintext attack (IND-CPA).

DEFINITION 2 (PUBLIC KEY ENCRYPTION (PKE)). A public-key en-
cryption schemeE is a tuple of three algorithms E = (KeyGen, Enc, Dec)
such that:

e KeyGen : The Key Generation is a probabilistic algorithm that
takes as input a security parameter A, and outputs a public/private
key pair (pk, sk) « KeyGen(lA).

e Enc : Encryption is a probabilistic algorithm that takes as input
a public key pk and a message m € M and outputs a ciphertext
¢ < Enc(pk, m).

o Dec : Decryption is a deterministic algorithm that takes as input a
secret key sk and a cipertext ¢ and outputs a message Dec(sk, ¢) —
m.

Correctness: A PKE scheme is said to be correct iff Ym € M:

Pr[Dec (sk, Enc(pk,m)) = m)|(pk, sk) « KeyGen(lA)] =1

3.3 Anamorphic Encryption

While we are now ready to proceed with the formal definition
of AME, let’s first discuss its functionality at a high level. An
AME scheme is a typical asymmetric encryption scheme denoted
as E = (KeyGen, Enc, Dec), with an anamorphic extension that in-
cludes three additional algorithms denoted as ¥ = (aKeyGen, aEnc,
aDec). AME operates in two modes: the normal mode, where it
functions as E, and the anamorphic mode, where algorithms from
¥ are employed. The primary purpose of AME is to enable two or
more users to embed covert messages within an otherwise typical-
looking encryption. This is particularly useful when there is concern
that the secret key of a traditional scheme may be compromised.
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Z.aKeyGen(l’l): ¥.aEnc:
((apk, ask), dk) — act « aEnc(apk, dk, msg, amsg)
Return act

aKeyGen(1)

Return ((apk, ask), dk) ¥ .aDec(ask, dk, act) :
Return aDec(ask, dk, act) —

amsg

Figure 1: Anamorphic Encryption Scheme

In such a scenario, a user like Alice, who wants to encrypt a mes-
sage, executes the anamorphic key generation algorithm aKeyGen,
which yields a pair of anamorphic public/secret keys (apk, ask)
along with a double key dk. Alice publishes apk and keeps ask and
dk secret. She then securely sends the generated double key dk to
another user, Bob.

With the cryptographic keys generated and dk shared, Alice
can begin encrypting messages. Suppose Alice wants to encrypt
a message Mpe,l, but is concerned that if she uses a traditional
asymmetric encryption scheme like E, an adversary may access the
corresponding secret key and decrypt it. In this case, along with
MReal> Alice also generates a fake message m # p«. She then runs
the anamorphic encryption algorithm aEnc with inputs apk, dk,
MReal, and Mg py.

The result is an anamorphic ciphertext act, which she sends to
Bob. And here comes the magic: When processed with the standard
decryption algorithm Dec and ask, the ciphertext act decrypts to
m a9y, but reveals mge, when decrypted using the anamorphic
decryption algorithm aDec with the double key dkey.

Essentially, if either Alice or Bob are forced by an adversary to
reveal the exchanged message, they can use ask with the decryption
algorithm from the traditional scheme E and reveal the fake message
map to the adversary. Notably, the ciphertext generated by
Alice must be indistinguishable from a ciphertext of msg produced
using Enc, even to an adversary with access to ask. Otherwise, the
adversary may deduce that Alice and Bob are using an AME scheme,
potentially revealing the presence of a covert message.

Now, let’s proceed with a formal definition of an AME scheme.

DEFINITION 3 (ANAMORPHIC ENCRYPTION (AME)). Let E be a
PKE scheme such that E = (KeyGen, Enc, Dec). An extension ¥ of E
is a tuple of four algorithms ¥ = (aKeyGen, aEnc, aDec) such that:
o aKeyGen : The anamorphic key generation algorithm is a proba-

bilistic algorithm that takes as input a security parameter A and

outputs an anamorphic public/private key pair (apk, ask) and a

double key dk.

e aEnc : The anamorphic encryption algorithm is a probabilistic
algorithm that takes as input the anamorphic publick key apk, the
double key dk and two messages: the regular message msg € M
for E and the anamorphic message amsg € M forX and returns
an anamorphic ciphertext act.

e aDec : The anamorphic decryption algorithm is a deterministic
algorithm that takes as input the anamorphic secret key ask, the
double key dk and an anamorphic ciphertext act and returns a
message m.
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Correctness: An AME scheme is said to be correct iff Vmsg €
M and Vamsg € M:

Pr[aDec(ask, dk, Enc(apk, dk, msg, amsg)) # amsg)|(apk, ask, dk)
— aKeyGen(l’l) < negl(1)]

Security of Anamorphic Schemes and Messages. Now that we have
defined the basics of AME, we need to give the security require-
ments for both an AME and the produced anamorphic messages. In
both cases, the general idea is that an AME scheme will be consid-
ered as secure if a PPT adversary ADYV will not be able to distin-
guish between a secure encryption scheme E = (KeyGen, Enc, Dec)
and an anamorphic extension ¥ = (aKeyGen, aEnc, aDec) even in
the case where ADYV is given access to the secret key. Similarly,
ADYV should not be able to distinguish between a ciphertext gen-
erated with E.Enc and a anamorphic ciphertext generated with
¥ .aEnc. To formalize this, we consider two security games where
the adversary is given access to the encryption oracle OE through
which it can obtain the encryptions of messages of its choice.

Real.GameE,ﬂDq/(l/l)

1. (pk, sk) < E.KeyGen(1%);
2. Trigger encryption oracle OE and get Enc(pk, msg);

3. Return ADVOEPk-)(pk, sk).

Anamorphic.GameaE,ﬂD,V(l’l)

1. ((apk, ask), dk) < ¥.KeyGen(1%)

2. Trigger anamorphic encryption oracle OAE and get
Enc(apk, dk, msg, amsg);

3. Return A D(VOAE(apk’dk"")(apk, ask).

DEFINITION 4. We say that an encryption scheme E is anamor-
phic if it is IN-CPA secure and there exists an anamorphic extension
¥ = (aGen, aEnc, aDec) such that for every PPT adversary:

Pr[Real.GameE,g;D(y(l’l)] - Pr[Anamorphic.GameaE,ﬂD(v(l’l)]
< negl()

As we can see, Definition 4 captures both requirements that the
underlying encryption scheme along with the generated keys and
ciphertexts are indistinguishable from an adversary who has access
to an encryption oracle and the secret key.

4 Zero-Knowledge Proofs

Zero-knowledge proofs, introduced by Goldwasser et al. [16], are in-
teractive protocols where one party (the prover) convinces another
party (the verifier) of a statement’s truth without revealing any
information beyond that. Here, we’ll introduce the non-interactive
versions used in our protocol as an extension of previous interactive
protocols [3].
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4.1 Non-Interactive Proof of Plaintext Equality

In a zero-knowledge proof of equality we assume that E(pk;, m) and
E(pkj, m) are encryptions of a message m with the public key of
u; and u; respectively. In such a proof, a prover P can convince a
verifier V that Dec(pk;, Enc(pk;, m)) = m = Dec(pk;, Enc(pk;, m)).

Let (N, g) be the public key of U; where N; is an RSA modulus
N; = pq such that p and g primes. Let g be an integer of order mul-
tiple of N; modulo Nl.2 and H a secure cryptographic hash function.
The non-interactive version of the interactive protocol presented
in [3] follows:

Algorithm 1: Non-Interactive Proof of Plaintext Equality
Prover (P)

2 Picks a random p € [0, 2%)

Randomly picks s; €}, and s; E;v,

N
Computes u; = gfsi !

Computes e = H(u;, uj)

Computes z = p + me

Computes v; = s;r{ mod N; and v; = sjr]? mod N

Sends to V' the following: z, u;, u;, v;, v;

Verifier (V)

Computes e = H(u;, uj)

Validates that z € [0, 2/)

Validates that g0} = u;E;(m)¢ mod N? and g?v?]’ = u;E;(m)° mod N7

-

@

2 L p Nj
mod N/ and u; = g)'s;

2
5 mod Nj
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4.2 Non-Interactive Range Proof

In a zero-knowledge range proof a prover P can convince a verifier
V that an encrypted message is an element of a certain set S. More
precisely, if we assume that S = {ml, ey mp} is a public set of p
messages and E(pk;, m) is an encryption of a message m with the
public key of u; then P can convince V that E(pk;, m) encrypts a
message in S. The non-interactive version of the protocol presented
in [3] follows:

Algorithm 2: Non-Interactive Range Proof

Prover (P)
Picks a random p €5,
Randomly picks p — 1 values {el'}j# en & p — 1 values {01'}]';41' EN

Computes u; = pN mod N? & {uj = vj.v(qml /Ep(m)); mod NJZ}
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Computes e; = e — X ;4; ; mod N and v; = préig/N mod N
Sends to V' the following: {u_,-, vj, ej}

£

<

Je{l,...p}

o

Verifier (V)
Calculates e = H({uj }js{l,...,p))

Checks that e = 3 j e; mod N
Checks that u;‘] = u;(Ep(m)/g™ )% mod N?, j € {1,...,p}

©

-
S

1

=

5 System and Threat Models

Let IT be an e-voting system that supports anamorphic encryption.

We consider the following system model.

e Setup Authority (A): This entity is responsible for the setup
of the necessary parameters as well as for creating unique sets
of users that will collaborate to cast their votes in a privacy-
preserving and verifiable way.
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o Voters (U): Voters are typical users who have been registered

to the service. Upon registration, each user receives a unique
public/private key pair that can be used with an IND-CPA secure
PKE scheme E and its anamorphic extension ¥. Each voter can be
authenticated through her public/private key pair and participate
in the voting procedure (i.e., cast her electronic vote). The set of
all voters is denoted as U = {u1,...,un}.
In our construction, each voter casts a vote for a single candidate
from a public candidate list # = {Py,..., P¢} by encoding their
selection as a one-hot vector v; € {0, 1} such that Z§:1 viljl=1.
Furthermore, we assume that q is a large prime such that Zg is the
plaintext space of the encryption schemes used in our protocols.
Then all operations on vote vectors are assumed to be in Zf].

e Candidates (P): The set of all candidates available to voters is
denoted as P = {P, ..., Pr}. Each vote submitted in the system
is interpreted as a selection of one candidate from this list.

e Vote Collector (VC): Responsible for collecting and counting
votes submitted by registered voters in U. VC is also responsible
for publishing the final result of an e-voting procedure.

5.1 Threat Model

In this work, we consider two different types of adversaries: Initially,
we consider a semi-honest adversary, denoted as ADVqgy, who ad-
heres to the prescribed protocol specifications but may attempt to
undermine the system’s integrity by compromising users to extract
information about legitimate votes. We assume that AD V¢, can
collude with a significant majority of users. Additionally, we ac-
count for the presence of a malicious adversary, labeled as ADVy,,
operating in accordance with the Dolev-Yao threat model [11].
Specifically, we assume that ADVy possesses the capability to
manipulate messages in an effort to alter their contents, presenting
a more realistic threat to our protocol. Furthermore, we provide a
definition for a coercion-resistant protocol.

Coercion Resistance. Informally, a protocol is coercion-resistant
if a voter coerced to vote for a candidate P* can produce a tran-
script and evidence (e.g. confirmation ciphertext) convincing to the
coercer, while their real vote counts for another candidate P, and
the coercer cannot detect this deviation.

Now we are ready to define a game between a challenger and
an adversary A. The logic of the game is as follows: First, the
challenger runs the setup phase and generates the public parameters
as well as the keys for all participants. Then, the adversary chooses
a target voter u* and instructs them to vote for candidate P*. The
challenger samples a real vote for candidate P where P # P*, and
simulates u* submitting a ballot with fake vote P* and real vote
P. The adversary is given the private key ask®, a confirmation
ciphertext sent to u*. Finally, the adversary must guess whether
u* submitted the coerced vote or a different one. We say that a
protocol is coercion-resistant if any PPT adversary wins this game
with probability at most 1/2 + negl(A).

DEFINITION 5 (COERCION RESISTANCE). LetII be an e-voting pro-
tocol that supports anamorphic encryption, with algorithms: I1 =
(Setup, VoteCast, VoteCollect, Tally). We define the following exper-
iment between a challenger C and a PPT adversary A.
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Coerce —Expf.;l (A)
C : (pp, {(apk;, ask;, dk;)}2,) < H.Setup(l’l)

A : u* « ChooseCoercionVoter(i*, i* € [n])
target voter u*

A : v* « ChooseCoercionVote(P*, P* € P) #
coercion instruction: a candidate P* whom the voter
must vote for.

AV > u*
b < {0,1}
ifb=0:

* *
Vreal €= V', Vfake <~ V

# selects a

# voter complies

else # voter cheats coercer

Vreal <= Vreal> Viake < V"
act «— E.aEnc(akaC, dkye, Vfakes Vreal)

receipt «— IT.Confirm(i*, act)
under (apk;., dk;+)

# e.g., re-encrypted act

Leakage to Adversary

view « (ask;+, act, receipt, pp)
b — A(view) # A outputs a guess b’ for b.
return b’

We say that I is coercion-resistant if, for all PPT adversaries A,
there exists a negligible function negl(-) such that:

1
Pr [Coerce—Epr‘?(A) = b] -3

< negl(})

Adversary’s Awareness of AME Usage. Finally, it is important to
clarify that we do not assume that the coercer is unaware of the use
of AME; rather, our protocol remains coercion-resistant even if the
adversary is aware of the AME mechanism. A broader discussion
of this limitation and its implications is provided in section 8.

6 Anamorphic E-Voting

In this section, we present two constructions that utilize the funda-
mental concept of anamorphic encryption in an e-voting scenario
in order to mitigate vote-buying attacks while keeping the privacy
of individual votes. First, we describe a protocol that is considered
secure under the semi-honest model, where we assume that VC
may attempt to breach users’ privacy but will adhere to the pro-
tocol’s specifications. Subsequently, we consider a stronger threat
model, wherein we assume that an adversary might collude with
any participating entity, including V' C, and could attempt to breach
users’ privacy, change votes, or disrupt the overall security and
privacy of the voting procedure.

6.1 High-Level Overview

Here, we outline the main intuition behind our anamorphic e-voting
protocols and how they achieve coercion resistance.

We consider a typical e-voting setting where voters choose from
a set of candidates P = {Py, ..., P¢}. Each voter’s selection is repre-
sented as a one-hot vote vector v; € {0, 1}¢, where v;[j] = 1 indi-
cates a vote for candidate P;. The protocol ensures that only one
candidate can be selected per vote by requiring that Z§=1 vi[j]l = 1.

To prevent coercion or vote-buying, our construction leverages
the properties of AME. Each voter submits a ciphertext that con-
tains both a fake vote, which can be shown to a coercer, and a real
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vote, which is actually counted during tallying. These values are
encrypted under an AME scheme so that the real vote is concealed
even if the fake vote and standard secret key are revealed.

In the semi-honest setting, voters additionally blind their real
vote vectors using secret sharing. This ensures that the vote col-
lector cannot individually recover real votes but can still compute
the final tally by summing all masked vote vectors. The result is a
vector of vote counts T € Zfi where 'T'[ Jj] represents the total num-
ber of votes for candidate P;. In the malicious setting, we enhance
the protocol with ZKPs to ensure that voters correctly form their
vote vectors (e.g., only one 1, rest 0s), and to ensure that the vote
collector behaves honestly during the confirmation phase. In both
settings, our design enables voters to deceive coercers by presenting
valid-looking proofs and fake votes, while their true preferences
remain hidden and correctly tallied.

6.2 Formal Construction

We are now ready to present the Anamorphic E-Voting construc-
tion that constitutes the core of this paper’s contribution. For its
realization we rely on the following building blocks:

o An IND-CPA secure symmetric cipher SKE = (Gen, Enc, Dec).

e An IND-CPA secure public-key encryption scheme E = (KeyGen,
Enc, Dec) that supports homomorphism and has an anamorphic
extension X = (aKeyGen, aEnc, aDec).

o A peseudorandom function PRF.

o A zero knowledge proof ZK — PEQ(-, -) for plaintext equality.

e A zero knowledge proof ZK — RANGE(, -) that can be used to
prove in zero knowledge that a ciphertext encrypts a message
that lies in a predefined range of values.

Our Anamorphic E-Voting construction is built around the fol-
lowing three main protocols: I1.Setup, I.Votelnit, I1.BlindVote.

The setup authority A, initiates this process by generat-
ing a public/private key pair (pka/ska). A publishes pka and keeps
ska confidential. Additionally, A creates the set  comprising all
candidates, which is also made publicly available. Furthermore,
each legitimate user undergoes authentication and registration for
the voting service. Subsequently, every authenticated user u;, pro-
ceeds to register. Registration entails u; executing ¥.aKeyGen to
generate a set of unique keys ((apk;, ask;), dk;) to be utilized during
the voting process. Below, we enumerate the keys generated during
the setup phase:

o (pka, ska): Public/private key pair of the setup authority A.

o (apki, ask;), dk;: For each user u; a public/private key pair and a

double key for for the anamorphic encryption scheme X.

IT.Votelnit: | This is the initialization of the voting procedure

which is initiated by the vote collector VC. As we mentioned
earlier, this is a protocol that will run multiple times since each
voting procedure will contain a different set of participants (i.e. vot-
ers). We assume that there is a short time interval during which a
voter that wishes to cast her vote, is picked up by VC and becomes
part of a group of voters that will collaboratively cast their votes
in a privacy-preserving way. More precisely, during the voting ini-
tialization procedure, VC creates the set U with all voters, orders
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them in a circle VC — u; — ... — uy and sends to each u; the
identity of its successor in the circle.

Now we will present two instantiations of the protocol IT.BlindVote.
First we present I1.BlindVoteg, which as we will show later is se-
cure under the semi-honest model. Then we present I1.BlindVote 44
which is secure under the malicious model.

I1.BlindVoteq: | Each user u; selects their vote as a one-hot vec-

tor V; € {0,1} where ¢ = |P|. Then generates n additive shares
of a random vector 7; = (Fi1,...,7in) such that: Vj € [n], 7;; €
Z'; and 7; = Z;.l:l 7;,j and sends 7; j to each u; # u;. Once u; has
received all shares {F},;} j4;, calculates its blind vote vector by com-

puting B,- =V +F— Z;’:l 7ji. Now that u; has generated its blind
vote, will use anamorphic encryption to encrypt the fake vote and
conceal the blind vote in it. So, u; calculates the anamorphic vote
act; = Z.aEnc(akaC,dkvc,_\}{, B,-), which is sent to VC. Upon
reception of all blind votes (i.e. from all voters in U), VC de-
crypts each act; and calculates their sum which is equal to the
sum of all individual votes X7 | b; = X%, Vi which is the final tally:
T= DI Bi € Zf] where T’[]] is the number of votes for candidate P;

modulo q. Finally, after the decryption of each Bi, VC verifies the
format of the received vote, and sends back an AME confirmation

in the form of: conf; = X.aEnc(apk;, dk;, \7{, Bi) to each u;.

Algorithm 3: Anamorphic E-Voting: I1.BlindVote 4,

1 A generates and distributes U = {uy, ..
P ={P,....P}

2 Round 1 - All voters in parallel

3 foru; € U do

4 u; selects V; € {0,1}f with 3;V;[j] =1

5 u; generates i; € Zfl and computes additive shares:

Fi= X0 Fij

6 foru; € U\ {u;} do

| wisends 7 tou;

., Upn } and candidate list

8 u; waits until it receives all shares {7;;} and computes:

9 b; =vi+r; Zj:1 Tji

10 Round 2 - All voters in parallel

1 fori=1tondo

12 u; generates fake vote V{ € {0,1}¢ with X \7{[]'] =1
13 u; computes:

1 act; — ¥.aEnc(apkyg, dkye, ¥, by)

15 | u; sends actj to VC

16 Round 3 - VC aggregates all votes

17 fori=1tondo
18 >.aDec(asky¢, act;) = Wf

1
19 >.aDec(dkq¢, act;) = b;
20 Sends a confirmation ciphertext:

21 confj = X.aEnc(apk;, dki,Vif, Bi)

22V C computes final tally: T= DI l;i € Zg
23 where 'T'[ J]is the total votes for candidate P;.

As shown in the security analysis (Appendix A), IL.BlindVote¢,
is secure only under the semi-honest model. We will extend this
protocol by adding a few extra steps to enhance its security under
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the malicious model. Our goal is to render the new protocol resistant
to adversaries who do not adhere protocol’s specifications. Such
malicious adversaries may attempt to deviate from the protocol to
violate the privacy of other participants. In particular, they may
(1) refuse to participate in certain protocol steps or drop messages,
(ii) provide incorrect values to bias the final result, and (iii)
modify protocol messages or tamper with communication channels
to gain an advantage over well-behaving users.

I1.BlindVote y: | Each user u; selects their vote as a one-hot vector

Vi € {0,1}¢, where ¢ = |P|. Next, u; generates a random vector
i € Zfl and splits it into n additive shares: 7; = DI 7jj such
that each 7 ; € Zg. Then, u; calculates E(pk;,v;) and encrypts each
share 7; j under both pk; and pk;j. Then, u; proceeds to send these
values to all participants of the protocol (we assume that this step
can be implemented by a bulletin board where participants may
post messages that can be seen by everybody). It then goes on to
prove in zero knowledge that (i) its vote v; lies in the specified
range using protocol ZK — RANGE(Z, E(V;)), and (ii) the plaintext
equality of the ciphertexts E(pk;, 7; ;) and E(pk;, 7; j) using proto-
col ZK — PEQ(E(pk;, 7; j), E(pk;, 71, j)). This last part is necessary to
ensure any third party that these ciphertexts correspond to the
encryption of the share 7; j using the public keys of users u; and
uj, respectively. It then sends the encrypted share E(pk;, 7; ;) to u;.

User u; then waits until it receives all encrypted shares E(pk;, r; ;),
destined to it. Using the homomorphic property of the underlying
cryptosystem it combines these shares with its encrypted vote and
the shares E(pk;, 7, ;) it sent to the other users in the previous step
to compute the product:

i = Bk D) ST

Jj#i (th r],l) J#i J#i
where Bi = Vi + X j4iTi,j — X j# Tji is the blinded vote.

It then uses anamorphic encryption to encrypt b; and the fake
vote V{ To do so, u; executes X.aEnc(apk ¢, dk(VC,Vl.f, Bi) to pro-
duce the anamorphic blind vote act;. Then, sends VC both p; and
act; along with a plaintext equality proof ZK — PEQ(p;, E(pk« ¢, bi)),
thus demonstrating that these correspond to the same plaintext Bi.
As VC itself (or any other agent for that matter) can compute the
product p; from the encrypted values published in the first round,
it concludes that all shares were incorporated correctly by user i in
producing Bi. After verifying this for every i, VC recovers all the
received blinded votes by executing ¥.aDec(dk« ¢, actj) = Bi and
computes the final tally: T = DI b; = X%, Vi, where T[j]is the
count for candidate P;. A concise description of 1.BlindVote y is
shown in algorithm 4. The shaded parts in the protocol highlight the
extra operations needed compared to algorithm 3 in order to offer
protection against malicious adversaries. Finally, ‘VC sends back
to each u; a confirmation message conf; = 3.aEnc(apk;, dk;, \7{ Bi).
This confirms that Bi was processed but also and can be used to
convince a coercer that the fake vote was submitted.

Security Analysis. Due to space constraint, the security of our
protocols is presented in the Appendix. We prove the security of
our protocols in the presence of (1) A semi-honest adversary and

E(pkiVi+ | Fij— D Fii) = E(pki.bs),
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Algorithm 4: Anamorphic E-Voting: IL.BlindVote y,

1 A generates and distributes U = {uy, ..., u,} and candidate list

P ={Py,...,Pp}
2 Round 1 - All voters in parallel
foru; € U do
u; selects V; € {0,1}¢ with ¥ V;[j] =1
u; computes E(pk;,V;)
u; generates 7; € Zg and computes additive shares:
Fi= 27, Fij

7 foru; € U\ {u;} do

8 u; computes E(pk;, 7; j) and E(pk;, 7; ;)

9 u; proves v; € {0,1}* using ZK-RANGE(¢, E(pk;,V;))
10 u; proves plaintext equality of shares using
ZK-PEQ(E(pki, 74 ), E(pk;j. 74 7))

u; sends E(pk;j, 7 ;) to u;

o G e W

11

12 u; waits until it receives all encrypted shares {E(pk;, 7;;)} and

computes:
- o i2i E(pki 7y i
E(pki,b:) = E(pki,vi) - T Eera i)

B T 42 Eoki.0)

Round 2 - All voters in parallel

15 fori=1tondo
u; generates fake vote Vlf € {0,1}¢ with X ﬁ[j] =1
u; computes:
actj « X.aEnc(apkyc, dkye, Vf t;i)
u; sends to V C: act;, E(pki, Bi)> and a ZK-PEQ proof:
ZK-PEQ(E(apkeyc.b;), E(pki, bs)) VC computes
| X.aDec(dkyc,act;) = Bi
VC verifies ZK proofs and all shares incorporated correctly
VC computes final tally: T = > b; € z
where 'T'[ Jj] is the total votes for candidate P;
fori=1tondo
L Sends confirmation ciphertext: conf; = ¥.aEnc(apk;, dki,Trif, B,-)

(2) A malicious adversary. Our security analysis is divided into
two parts: First, we focus on proving that our scheme is coercion
resistant. To do so, we prove that the two protocols II.BlindVote,
and II.BlindVote 5 presented in section 6 are coercion resistant.
Then, we prove that our protocol is secure against an adversary
who tries to identify the individual votes casted by the users.

7 Evaluation

This section presents the evaluation of our two main constructions
I1.BlindVote, and II.BlindVote (. Our experiments aimed at an-
alyzing processing time and communication overhead. Our goal
was to demonstrate that both protocols can run on commodity
hardware and therefore their integration in real-world e-voting
platforms is a practical and feasible option.

Setup. Our experiments were run on a commodity laptop equipped
with a quad-core Intel i7 processor and 16GB RAM. We utilized
standard cryptographic operations based on 128-bit security, while
for AME we used the ElGamal instantiation from [23]3. For ZKPs,
we employed Bulletproofs using the ristretto255 implementa-
tion from the curve25519-dalek library for range proofs*, while
we modeled the cost of plaintext equality proofs based on Sigma
protocols. All operations on vote vectors were in Zfl, with g =~ 2256,

Shttps://github.com/axzhir/ Anamorphic-Encryption-Implementation/tree/main
“https://github.com/dalek-cryptography/bulletproofs
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To evaluate our constructions under realistic settings, we varied
the number of voters and candidates across multiple experiments.
More precisely, we started with n = 10 voters and incrementally
increased up to n = 1,000. This range is realistic, as it does not
represent the full set of voters in an election but rather a subgroup
participating in one instance of a distributed voting process. Recall
that in our system, the voting procedure is designed to run in
smaller, parallel groups based on user availability and demand. The
final election result is obtained by aggregating the outcomes of
these smaller voting groups. Additionally, we varied the number of
candidates, with the ballot size ¢ ranging from 5 to 50, to explore
the performance impact across different election scenarios.

7.1 Computation Overhead

We begin by evaluating the computational performance under vary-
ing system sizes. We focus on the runtime measurement of each
round (Round 1, 2, 3), the cost of cryptographic operations (includ-
ing AME encryption and ZKPs), and the comparative overhead
between the semi-honest and malicious models.

Impact of Voters Size (n). Our first experiment includes the mea-
surement of computation overhead of our protocols when we keep
the number of candidates stable (i.e. £ = 10) while gradually increas-
ing the number of voters from n = 10 to n = 1,000. Table 1 shows the
per-round runtime (in milliseconds) for both models when n = 50
voters and ¢ = 10 candidates. As expected, II.BlindVote » intro-
duces additional cost due to the use of ZKPs, with a total overhead
of approximately 1.8X compared to I1.BlindVoteq;. Figure 2 shows
the total execution time (sum of all rounds) for both protocols for
values of n ranging from 10 to 1,000. The results show near-linear
growth, with a mid superlinear increase for larger values of n. This
is even more evident in the malicious version as the overall cost
is higher cost due to the ZKP generation and verification. In our
setting, each experiment corresponds to a single voting group, and
thus increasing n directly captures the impact of group size. The re-
sults show that even for large groups, the protocol remains efficient,
while scalability to large elections can be achieved by executing
multiple such groups in parallel and aggregating their outcomes.

-10*
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g —e— IL.BlindVotey
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Figure 2: Total runtime vs. number of voters (¢ = 10 candidates).

Table 1: Runtime per protocol round for n = 50 voters and ¢ = 10
candidates

Protocol Round1 Round2 Round3
IL.BlindVoteqy 115 ms 98 ms 67 ms
I1.BlindVote 5 240 ms 150 ms 105 ms
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Impact of Ballot Size (¢). The second part of our experiments,
involves the evaluation of the impact of the number of candidates
on system performance. To do so, we fixed the number of voters
to n = 50 and varied the number of candidates ¢ from 5 to 50.
This reflects real-world elections ranging from small to large and
therefore more complex ballots and election setups.

For each value of ¢, we measured: (1) The computation time
for vote encryption and ZKP generation per voter; (2) The size of
ciphertexts and total communication cost per vote; and (3) The
aggregated overhead at the vote collector. As shown in Table 2, both
computation and communication overhead scale approximately
linearly with ¢, since each additional candidate increases the size of
the vote vector and thus the cost of encryption and proof generation.
Even at £ = 50, performance remains acceptable for commodity
hardware. It is worth mentioning that the slightly higher growth
observed in the malicious model is due to the additional cost of
ZKP generation and verification, which increases proportionally
with the ballot size.

Table 2: Runtime per vote encryption for varying number of candi-
dates (n = 50 voters)

# Candidates £=5 ¢=10 ¢=25 ¢=50
IL.BlindVotegqy (ms) 185 280 495 950
IL.BlindVote 5 (ms) 340 495 880 1650
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Figure 3: Per-voter runtime vs. number of candidates (n = 50 voters)

5 10

7.2 Communication Overhead

We now analyze the communication cost of our protocols under
different conditions. This includes the size of messages exchanged
during the vote preparation phase (shares, ciphertexts, and proofs),
as well as the final vote submission to the vote collector.
Semi-Honest Adversary (I1.BlindVoteg,). In this setting, each
user encrypts their vote vector using ElGamal and sends blinded
shares to other users. There are no zero-knowledge proofs, so the
communication cost is significantly lower. Figure 4 shows a com-
parison of the communication overhead for a varying number of
voters (up to n = 1,000) and candidates. The results show that the
communication overhead scales linearly with the number of voters,
as each participant exchanges shares with others in the group. The
cost also increases proportionally with the ballot size ¢, since larger
vote vectors result in larger ciphertexts. Overall, the semi-honest
protocol exhibits predictable and efficient communication behavior
even for large group sizes.
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Figure 4: Communication overhead per user in II.BlindVoteg,

Malicious Adversary (IL.BlindVote 5). In this protocol, voters
must also include range proofs and ciphertext equality proofs to-
gether with their votes and shares. These significantly increase the
message size. Figure 5 shows the resulting communication overhead
per voter for varying numbers of voters and candidates, extended
up to n = 1,000.

As can be seen from the graph, the communication overhead in
the malicious model grows approximately linearly with the number
of voters, while remaining consistently higher than in the semi-
honest case due to the inclusion of zero-knowledge proofs whose
size scales with both the number of voters and the ballot size. Apart
from that, we see that for larger ballot sizes, the growth becomes
slightly steeper, reflecting the increased proof and ciphertext size
associated with more complex vote vectors.
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Figure 5: Communication overhead per user in I1.BlindVote (

Discussion. As expected, II.BlindVote4y is significantly more effi-
cient due to its simplicity and lack of verifiability checks, resulting
in lower computation and communication overhead. The proto-
col I1.BlindVote p(, while more costly, remains practical and offers
stronger adversarial guarantees through the use of ZKPs.

Our experimental results show that both protocols scale effi-
ciently with respect to the number of voters and the ballot size.
In particular, computation costs exhibit near-linear growth with a
mild overhead in the malicious setting, while communication costs
scale linearly with both the number of voters and the size of the
vote vector. Even for group sizes up to n = 1,000, both protocols
remain practical on commodity hardware.

7.3 Comparison with Coercion-Resistant
Schemes

We compare our approach with the following three existing coercion-
resistant voting schemes: JCJ [19], Civitas [7] and Selene [25]. While
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all these approaches aim to provide coercion resistance, the direc-
tion of the provided solutions are very different compared to ours.
Therefore, we focus on a qualitative comparison across key aspects.
Design Approach. The above mentioned schemes, achieve coer-
cion resistance through interactive mechanisms involving creden-
tials, re-voting, or voter interaction with authorities and bulletin
boards. In contrast, our approach achieves coercion resistance at
the ciphertext level using AME, enabling a voter to encrypt both a
real and a fake vote within a single ciphertext. This removes the
need for complex interaction during the voting process.
Interaction Complexity. Civitas is an extension of JCJ, where
voters receive credentials during registration and cast ballots to-
gether with proofs of knowledge of both the credential and the vote.
During tallying, the system verifies these proofs, discard invalid
ballots, and remove duplicate credentials before aggregating the
votes. Coercion resistance in this setting is based on credential
management or to (deniable) re-voting. Selene follows a different
approach based on private tracking numbers. Votes are published
on a bulletin board along with associated trackers. Then, voters
run a verification by locating their tracker — a process that intro-
duces additional interaction. In contrast, our solution needs a fixed
number of rounds and does not depend on credential re-issuance,
re-voting, or tracker-based verification, resulting in a simpler inter-
action pattern.

Computation Cost. Civitas and Selene utlize cryptographic prim-
itives such as mix-nets, re-encryption, and ZKPs, that introduce
significant computational overhead. Mix-net based tallying and
credential verification in JCJ/Civitas can take seconds to minutes
depending on the number of voters and security parameters. Se-
lene similarly incurs non-trivial costs due to proof generation and
bulletin-board verification. Our approach relies on public-key en-
cryption and ZKPs (in the malicious model), but avoids operations
such as mix-net shuffling and credential elimination. As shown in
our evaluation, per-voter computation completes within millisec-
onds on commodity hardware, even for group sizes up to n = 1,000.
While these results are not directly comparable due to differences
in system models, they indicate a significantly lower computational
cost and improved scalability.

Communication Overhead. In Civitas and Selene, communi-
cation overhead comes from multiple phases and the exchange of
credentials, proofs, and verification data, require a large number of
messages by each voter who needs to communicate with different
components (e.g. authorities and bulletin boards). These costs can
grow substantially with the number of voters due to repeated in-
teraction and proof transmission. In contrast, our protocol requires
only the exchange of encrypted vote vectors (and proofs in the ma-
licious setting), resulting in communication costs that scale linearly
with the number of voters and ballot size. Our experimental results
show that the per-voter communication remains in the order of
kilobytes even for n = 1,000, demonstrating a lightweight communi-
cation overhead compared to other coercion-resistant approaches.
Security Guarantees. Civitas and Selene provide coercion re-
sistance by relying on credential-based deniability, re-voting, or
the use of untampered communication channels. These approaches
ensure that a coerced voter can plausibly comply with adversarial
demands without revealing their true vote. Our approach achieves
coercion resistance through ciphertext indistinguishability based
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on the underlying AME construction. In particular, even if a voter
is coerced into revealing their standard secret key, the adversary
cannot determine whether the observed ciphertext encodes the real
or fake vote without access to the double key. This provides a form
of coercion resistance that does not rely on re-voting or external
interaction, but instead is embedded directly in the cryptographic
structure of the ciphertext.

Practical Considerations. Civitas and Selene are designed as
more complete e-voting systems, incorporating mechanisms for
voter registration, ballot casting, tallying, and verification. Our
work does not aim to provide a full e-voting system, but rather to
see how the relatively new and promising concept of AME can be
used to achieve coercion resistance at the level of vote encryption.
This allows us to explore a new direction for coercion resistance
based on ciphertext-level deniability — a property that can be inde-
pendent of the underlying system. As a result, our approach can be
viewed as complementary to existing e-voting systems. In particu-
lar, we believe that the underlying ideas could be integrated into
existing protocols to enhance coercion resistance, although a full
investigation of such integration is left for future work.

8 Discussion

One of the core considerations regarding the applicability and fea-
sibility of our approach was to show through experimental results
that our constructions are somewhat efficient. However, apart from
the implementation aspect, it is important to elaborate on certain
assumptions and considerations regarding its potential success.
Over-the-Shoulder Attack. First, we assume that during the
voting process, a voter will be in an isolated environment, which
naturally will prevent over-the-shoulder attacks. This assumption
is not only valid but it is also standard in coercion-resistant voting
systems. In particular, the original JCJ protocol explicitly assumes
that coercion takes place remotely and does not consider adver-
saries who can continuously observe the voter during ballot casting.
Since Civitas builds on JCJ, it inherits the same threat model, and
does not address over-the-shoulder attacks. Similarly, Selene does
not provide any mechanism to protect against adversaries who can
directly observe the voting process. While we find this assumption
generally realistic in many remote voting scenarios, we acknowl-
edge settings where voters may be observed while casting their vote.
In such cases, we see two main options: (1) If the voter expects
coercion in advance, they may prepare their fake vote beforehand
(e.g. during a private session), which is then used during the voting
process; and (2) If the adversary directly observes the voting in-
teraction, our approach cannot prevent coercion. This limitation
is therefore not specific to our construction, but rather reflects a
broader challenge in remote electronic voting systems.

Possible Mitigation: A possible direction for mitigating direct obser-
vation coercion would be to allow the voter, during an earlier private
setup phase, to pre-register a hidden real vote that is later used by
the system during ballot casting. In such a design, the visible voting
session may still appear to let the user select both messages or both
votes, but the actual real vote counted by the system would be the one
registered in the earlier private phase. This could reduce the effective-
ness of over-the-shoulder attacks whenever the voter has at least one
opportunity to interact with the system in private. However, such an
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extension raises additional challenges (e.g. revoting) which we leave
for future work.

Adversary’s Awareness of AME Usage. A potential concern
arises if the adversary is aware of the use of AME. In this case, the
adversary may attempt to verify whether the voter has complied
with coercion. However, the indistinguishability guarantees of AME
prevent such verification. Even if the adversary obtains the user’s
standard secret key, they can only recover one of the embedded
messages and cannot determine whether it corresponds to the real
or fake vote without access to the double key. As a result, the
adversary cannot reliably distinguish between compliance and non-
compliance. An adversary may attempt to demand additional keys
or repeated decryption. In such cases, the system can mitigate this
by generating confirmation ciphertexts in which both embedded
messages coincide, ensuring consistent behavior under inspection.
Alternatively, if the adversary is aware that AME is being used
but cannot verify compliance, this may naturally prevent coercion
attempts, aligning with the intended security goal. Finally, another
possible solution to this problem could be found in the mitigation
strategy discussed for over-the-shoulder attack. While not explored
in this work, this represents an interesting direction for future
research. as it could further limit the adversary’s ability to verify
voter compliance even when aware of the use of AME.
Deployment Considerations. Our protocols assume that vot-
ers participate in ephemeral voting groups formed dynamically
by the system. This model reflects practical deployments in which
participants are partitioned into smaller sets (e.g. committees, dis-
tricts, or batches of users), rather than executing a single global
protocol instance. In such settings, typical group sizes may range
from tens to several hundreds of participants, while larger-scale
systems rely on partitioning to support thousands or millions of
voters. Our experimental results demonstrate that groups of up to
n = 1,000 voters remain practical on commodity hardware, suggest-
ing that the proposed approach can support realistic deployments
without requiring large centralized computation. Group formation
can be implemented using either fixed-size batching or time-based
aggregation. Once formed, each group executes the protocol inde-
pendently, and the final outcome is obtained by aggregating results
across groups.

Trust and Key Distribution. The effectiveness of our protocols
assumes secure distribution of the double key dk; to each voter, as
well as proper synchronization for AME confirmations. While this
is manageable in small or centralized deployments, extending to
national-scale elections would require a robust key infrastructure,
e.g., based on hardware tokens or trusted setup authorities.
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A Security Analysis

We prove the security of our protocols in the presence of (1) A
semi-honest adversary and (2) A malicious adversary. Our security
analysis is divided into two parts: First, we focus on proving that
our scheme is coercion resistant. To do so, we prove that the two
protocols II.BlindVote4; and I1.BlindVote 5 presented in section 6
are coercion resistant. Then, we prove that our protocol is secure
against an adversary who tries to identify the individual votes
casted by the users. Finally, it is important to note that our security
analysis specifically targets the protocols introduced in this work.
As a result, we do not undertake the task of proving the security of
already established secure building blocks, such as the anamorphic
encryption scheme or the two Zero-Knowledge Proofs utilized in
our protocols, as their security has already been established.

A.1 Coercion Resistance

A.1.1  Coercion Resistance in the Semi-Honest Model.

ProposITION 1 (I1.BlindVoteq; COERCION RESISTANCE). Let X be
a secure anamorphic encryption scheme that satisfies indistinguisha-
bility as defined in Definition 5. Let I be the anamorphic e-voting
scheme described in section 6, and let A be a PPT adversary. Then,
I1.BlindVoteqy satisfies coercion resistance in the semi-honest model,
as defined in Game Coerce-Expg[, provided that:
(1) A does not have access to the double key dk; of the coerced voter;
(2) The confirmation ciphertext is generated honestly by the vote

collector.

ProOF. Let u; be a coerced voter, and let A instruct u; to cast
a fake vote V{ € {0,1}¢ for some candidate P* € P. Instead, u;

selects a real vote V; # Vf and executes the protocol II.BlindVote4/
as follows.

User u; samples a random vector 7; € Zq, splits it into additive
shares, and receives the corresponding shares from the other users.
Using these values, u; computes the blinded vote vector Bi =V; +
i — DI 7j,i and then constructs an anamorphic ciphertext act; =

>.aEnc(apkqy o, dky e, vf b;) and submits it to the vote collector

VC. Upon receiving act;, VC decrypts the blinded vote Bi and
sends back to u; a confirmation ciphertext of the form conf; =

>.aEnc(apk;, dk;, vf b;)

The adversary ﬂ is given access to the public parameters of
the system, the standard secret key ask; of the coerced voter, and
the ciphertexts act; and conf;. However, A does not possess the
double key dk;. By the indistinguishability property of anamorphic
encryption, the ciphertext conf; is computationally indistinguish-
able from a standard encryption of the fake vote \7f under apk;.
Consequently, A cannot determine whether the embedded blinded
vote bl corresponds to a real vote different from vf

Therefore, the adversary’s advantage in dlstmgulshing whether
the coerced voter complied with the instruction or deviated from it
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is negligible in the security parameter. Formally, we have that:

1
Pr [Coerce—Expf]z((/l) = 1] -3 < negl(A).

A.1.2  Coercion Resistance in the Malicious Model.

ProposITION 2 (II.BlindVote y; COERCION RESISTANCE). Let X
be a secure anamorphic encryption scheme satisfying indistinguisha-
bility as defined in Definition 5. Let II be the anamorphic e-voting
scheme described in section 6, and let A be a PPT adversary. Then,
I1.BlindVote 5 satisfies coercion resistance in the malicious model,
as defined in Game Coerce—Expr?, provided that:

(1) A does not have access to the double key dk; of the coerced voter;

(2) All zero-knowledge proofs used in the protocol are sound;

(3) The confirmation ciphertext is generated honestly by the vote
collector.

Proor. Let u; be a coerced voter, and let A instruct u; to submit
a specific vote Vf € {0,1}¢ for a coerced target candidate P* €
P. The voter instead chooses a real vote V; # \7{ and executes
I1.BlindVote 5( while providing all necessary ZK proofs. In Round
1, u; encrypts their vote and all additive shares under both their
own and the recipients’ public keys, and posts the ciphertexts and
corresponding ZK proofs:

e A ZK-RANGE proof showing that V; is a valid one-hot vector;
e For each share Fi,j, a ZK-PEQ proof asserting E(pki,?,-,j) and

E(pk;.7;,j) encrypt the same value.

These proofs ensure that u; behaves honestly in terms of struc-
ture and integrity of inputs without revealing the real vote. Once all
ciphertexts and proofs are posted, the voter waits for the incoming
encrypted shares E(pk;,7; ;) and computes:

[T E(pki.7i ;)
I 4 E(pkiFji)

Then u; computes the anamorphic ciphertext act; = X.aEnc(apkq, ¢,
dky e, Vlf Bi) and proves that the embedded Bi matches the pub-
licly computed ciphertext p; using ZK-PEQ(p;, E(pk ¢, bj)). This
guarantees to VC (and to any external verifier) that the blinded

vote was formed correctly and consistently. Since A does not pos-
sess the double key dk; of the coerced voter, they cannot decrypt

i = E(pki.b;) = E(pki,vy) -

the confirmation ciphertext conf; = X.aEnc(apk;, dki,_\}{, B,-), nor

distinguish whether b; corresponds to the coerced vote \75( or not.
Due to the indistinguishability of AME, soundness of the ZK
proofs, and the inability to extract the real vote without dk;, the
adversary has negligible advantage in distinguishing whether u;
complied or deviated.
Formally, we have that:

< negl(A).

1
Pr [Coerce-Exphﬂ(A) = 1] -3
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A.2 Privacy of Individual Votes

In this section we analyze the behavior of our voting protocol in the
presence of an adversary that corrupts a number of voters. First, we

consider a semi-honest adversary who respects protocol execution
but may try to infer information from the data it receives. Then,

we discuss the malicious case.

THEOREM 1 (AGAINST A SEMI-HONEST ADVERSARY). Let AD Vg
be a semi-honest adversary attacking theI1.BlindVoteq; protocol and
corrupting at most n—2 voters out of the totaln. Then, ADVqy cannot
infer any information about the private votes of the honest users.

PRroOF. According to the protocol in algorithm 3, each user u;
generates a vote vector v; € {0, 1}[ and a random vector 7; € Zf]
that is split into n additive shares: 7; = Z;l:l 7;,j. Each share 7; ; is
sent to u;.

Assume that ADVyy corrupts n — 2 voters and that u; and uy
are the only honest ones. Then, AD Vg, knows all the shares sent
and received by the corrupted users, as well as the shares sent to
them by u; and uy.. However, it does not know:

e The vote vectors vy, Vi,
e The self-shares 77 ;, 7 k.
e The cross-shares 7 and 7 ;.

The blinded votes computed by u; and uy are:

n

by =¥y + 7y = X070,

Jj=1

n
by = Vk + Fk - Z ?j,k~ (1)
i=1

Since 7 = 3 71 j, and AD Vg knows all shares except for:

LI Pk Tl Tl ks and ¥y, Vi,

then b; and by, are each expressed as the sum of known terms plus
four unknown vectors. For instance:

@)

and similarly for Bk. Since the adversary has only two equations
and four unknown vector terms per user, it cannot deduce the
votes of the honest users u; and uy. Thus, even in the case where
n — 2 users are corrupted, the vote privacy of the remaining two is
preserved. O

‘ On the Security of II.BlindVote 5 | Theorem 1 establishes that

I1.BlindVote¢; preserves vote privacy against semi-honest adver-
saries. For TL.BlindVote , we extend these guarantees to the mali-
cious setting. The main vulnerabilities in the honest protocol are:
(i) votes could be outside the allowed domain, and (ii) a mali-
cious user might submit inconsistent shares. The malicious version
addresses both issues using sound Zero-Knowledge Proofs:

o ZK-RANGE ensures that encrypted votes are well-formed one-

hot vectors;

e ZK-PEQ ensures that blinded shares are consistent across all
encryptions.

Because these proofs are non-interactive and publicly verifiable,

anyone (not just the receiver) can verify the validity of all encrypted

data and compliance with the protocol, thus ensuring vote privacy

and correctness even in the presence of malicious behavior.
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