
 
 

 

Nauman Afzal 

EVALUATING THE NECESSITY OF 
CONTAINERS AND KUBERNETES IN 

MODERN SOFTWARE SYSTEMS 
A Theoretical And Practical Perspective 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Master’s Thesis 
Faculty of Information Technology and Communication Sciences 

Supervisor: Antti Sand 
June 2026 

 
 



1 
 

ABSTRACT 

Nauman Afzal 
Evaluating The Necessity Of Containers And Kubernetes In Modern Software Systems: A 
Theoretical And Practical Perspective 
Master’s Thesis 
Tampere University 
Master’s Programme in Software, Web and Cloud 
June 2026 
 

 
Containerization technologies have grown to be an essential part of contemporary software 
development and deployment procedures in recent years. Containers provide lightweight 
virtualization, improved portability, and efficient resource utilization, allowing applications to be 
deployed consistently across different computing environments. Container orchestration platforms 
like Kubernetes have become effective solutions for managing large-scale distributed systems in 
tandem with the widespread use of containers. This raises a key question regarding whether 
Kubernetes is always required when using containers. 
The goal of this thesis is to evaluate the usefulness of Kubernetes in modern software systems and 
to identify the scenarios where container orchestration is highly beneficial. The study adopts a 
qualitative research approach based on the examination of technical reports, industrial documents 
and previously published academic literature. Along with, a survey has been conducted to gather 
information to understand the point of view of the industry professionals. This analysis assesses 
the advantages of containerization compared to traditional deployment methods, discusses the 
orchestration capabilities of Kubernetes, and evaluates the operational complexity of orchestration 
systems. 
The results show that containerization provides great benefits in deployment efficiency and 
portability as compared to traditional virtualization techniques. Kubernetes goes a step further and 
offers the ability to automatically manage containerised applications running on distributed 
infrastructures. 
The data also suggests that Kubernetes adoption is contingent on various factors such as system 
size, application architecture, infrastructure environment, operational requirements, team 
expertise, and cost. Based on these criteria, this thesis presents a decision-oriented evaluation 
framework to assist in determining whether Kubernetes is warranted and when simpler 
container-based deployment strategies are more appropriate. 
 
Keywords: Containerization, Kubernetes, Container Orchestration, Software Deployment, 
Virtualization, Distributed Systems, Cloud Infrastructure, Micro services, Cloud-Native Computing 
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1 INTRODUCTION 

1.1​Virtualization: Foundations and evolution 
 

To fully understand the fundamentals of container technology, it is necessary to first analyze the 

concept of virtualization. Virtualization is a computing method that allows numerous isolated 

computing environments to use the same physical hardware. It accomplishes this by generating 

virtual representations of computing resources such as servers, storage, networks, and operating 

systems, allowing numerous independent systems to run simultaneously on a single physical 

computer. Container technology advances these virtualizations ideas by offering a more 

lightweight and efficient approach to resource segregation. 

Kernel plays an important role virtualization techniques. It basically is a central part of the OS 

(operating system) that is responsible for management of hardware resources and providing a 

controlled access to those resources via a well-defined interface. It is a core software layer that 

rubs/executes in privileged mode that helps it enforce protection and isolation between processes, 

and provides an abstraction layer between hardware and user-level applications. It is the one 

program that is running in the CPU at all times, and also the portion of the operating system that is 

loaded during boot time and remains resident in the memory to manage system resources [1]. 

Virtualization has played a key role in the commoditization of cloud computing. This is because, 

hardware resources now enable the user to run different environments and share computing 

resources.  As we move more towards cloud computing, the next logical step should be 

improvement of the already existing resource and its sharing mechanisms [2]. 

Hypervisor and containers are two technologies that play a vital role in virtualization of hardware. 

The hypervisor enables virtual machines to run their own operating system. Each virtual machine 

contains a full guest operating system, including kernel and system libraries, which increases 

resource overhead compared to containers. 

On the other hand, containers do not require any provisioning of an operating system. Thus the 

core difference is the elimination of a one layer of infrastructure during configuration and setup 

[3].  

Nevertheless, three fundamental differences can be identified between containers and virtual 

machines. First of all, a container is more lightweight than a VM (Virtual Machine). Containers only 

include executables and its dependencies, different containers on the same machine share the 

same OS (Operating system) [4]. The advantages of containers are not only limited to being a more 

lightweight version of a virtual machine [5], but they also provide portability and as a consequence 

modularity, which makes them extremely useful as a software component or also as autonomous 

micro services. Below is a figure that further explains the difference between a virtual machine and 

containers. 
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Figure 1:Architectural comparison between Virtual machines and Containers [4]. 

However, there are a few similarities as well between the two technologies. For example, resource 

isolation; both the technologies isolate the workloads and prevent one application/VM from direct 

interference. Both technologies enable sharing the CPU, memory and network resources etc.  

The following sections will provide a detailed description of a container, its structure, how it 

functions and what are the necessary prerequisites of running containers on your machine. Also, 

we dive deep into the introduction of Kubernetes, also known as K8s informally in the industry. We 

then discuss the workings of Kubernetes, its structure, its development and of course, what are its 

use cases. 

 

1.2​Introduction to Containers 

Containers (also referred to as Linux Containers, or LXC), in essence as the name indicates area 

method of executing applications in lightweight, isolated user space environments while sharing 

the kernel of the host operating system. It’s a technique that leverages system level operating 

system level virtualization rather than hardware-level virtualization. 

This thesis focuses on Linux containers since they use Linux kernel functions like namespaces and 

cgroups to segregate and manage resources. While Windows containers exist, they employ 

different techniques, such as Hyper-V isolation, and do not natively implement these kernel-level 

characteristics, hence Linux containers are the most frequently used and researched 

containerization technology. 

Although containers are designed to run in isolated run time environments as they are packaged 

together with all their dependencies, it could technically still be run without isolation, for example, 

without any proper namespaces or cgroups, but that would really defeat the purpose of the 

methodology. Following figure depicts the generic architecture of a container. 
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Figure 2: Linux Containers or LXC containers [6]. 

At its core, a container makes use of Linux kernel features like namespaces, which isolate system 

resources such as processes, IDs network stacks, mount points and inter process communication 

which enables secured and isolated execution environments to exist within a shared kernel [7]. 

Control groups (cgroups) on the other hand, enforce resource limits on the CPU, memory, disk I/O 

and other resources. Together these mechanisms are the foundation that underpins the container 

technology. 

 

1.2.1​ Linux namespaces 

Linux namespaces are an important fundamental kernel feature that provide resource isolation by 

dividing kernel resources. This is vital so that the process can perceive them as separate instances. 

Each namespace type isolates a certain feature of the system environment, allowing processes 

inside one namespace to function independently of those in other namespaces. This isolation is 

critical for containerization since it allows numerous containers to run simultaneously on the same 

host without interfering with one another [8]. PID namespace, mount namespace, network 

namespace, IPC namespace, user namespace are a few types of namespaces created among other 

by the Linux kernel which are essential in container technology functioning. 

But the question still remains open. How do namespaces achieve isolation? This is done by 

creation of separate instances of kernel’s global resources, which are then visible to only the 

processes with in the specific namespaces. When a request for a specific namespace is initiated 

with a specific namespace, the kernel is responsible for assigning it to an existing or new 

namespace accordingly. The processes which are present inside these namespaces perceive 

separate isolated environments [7]. 

 

1.2.2​ Control Groups (Cgroups) 

On the other hand, control groups (cgroups) are the main responsible for resource management. 

Control groups, often known as cgroups, are a Linux kernel feature that organises and manages 

programs hierarchically and allocates system resources among them. The cgroups architecture 

allows for the construction of nested groups of processes, each with its own resource controller 

that monitors and enforces limitations on CPU usage, memory consumption, block I/O operations, 

device access, and network bandwidth.  With this hierarchical structure, the control and 
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prioritisation of resources is fine-grained so that no individual group can deplete system resources 

at the expense of others. 

Cgroups have different controllers for managing resources e.g. the CPU controller to schedule CPU 

time, the memory controller to limit memory usage and the BLKIO (block IO) controller to manage 

disc IO traffic. Device controllers restrict access to hardware devices. Network controllers regulate 

bandwidth allocation. These controllers interact to enforce policies that ensure resource fairness, 

isolation and quality of service in multi-tenant scenarios. 

By assigning processes to specified cgroups, the kernel ensures that resource limitations are 

imposed consistently and dynamically, allowing for real-time modifications and prioritisation. 

Cgroups work closely with Linux namespaces to provide a complementary layer of control: 

namespaces isolate process views of system resources, whereas cgroups restrict their actual use 

[7]. 

The construction of containers rightly combines these above mentioned Linux kernel primitives. 

Using these above mentioned technologies, containers are able to execute applications in an 

isolated run time environment without the need of separate virtual machines. 

Having discussed in detail, the main features of a Linux kernel responsible for container operations, 

we can now jump into the run time environments that are essential in executing container 

applications.  

 

1.3​Container Runtimes 

While we know that namespaces and cgroups are fundamental to provide isolation mechanisms to 

a container, container runtimes are essential in managing lifecycle operations such as creation, 

execution and termination etc. As more applications are built for containers or designed from the 

bottom up with containers in mind, it is critical to understand what a container runtime is and how 

the various options interact with the rest of your technological stack. 

Every container must have a properly installed and functional runtime before it can start and 

execute on a computer. The container runtime is a software package that understands how to use 

particular characteristics of a supported operating system to create a space in which to run the 

supplied container image [9]. 

As the usage of containers is exponentially increasing, it is essential to provide some framework to 

further develop, and use the system more efficiently and effectively. For this purpose, a project 

under the Linux Foundation called the OCI (The Open Container Initiative) was launched in 2015.  

The project aims to standardize container formats and runtimes. There are three primary 

objectives of the OCI, the first one being OCI image specification, which layouts the structure and 

metadata for a container image. The second objective is the OCI runtime specification, which is 

responsible for container runtime executions methods and lastly there is the OCI distribution 

specification, which is a mechanism to standardize the image distribution mechanisms [10]. 

The following sections briefly discusses the runtime process and how the containers are executed 

in practice. 
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1.3.1​ Runtime Process 

The basic runtime process as defined by the OCI follows a follows a predefined approach. 

Although, the high level platforms abstract these operations, the underlying lifecycle remains 

consistent with the OCI complaint runtimes.  

The first step is the request from the user for the initiation of the new container instance by the 

container runtime. This initiation also requires a reference to where the container image can be 

retrieved along with its unique identifier. Afterwards, the runtime software then validates the 

container image’s configuration, it prepares the runtime environment in accordance with the OCI 

image and runtime specifications.  

Following the validation process, the runtime then creates the necessary isolation mechanisms. 

This means that Linus namespaces are created to provide process, network, mount, and 

inter-process communication isolation. In parallel, cgroups are established to enforce resource 

constraints such as the CPU, memory, and I/O limits. During this stage, the container image layers 

are unpacked and combined into a uniform file system view using a layered file system technology. 

This leads to the creation of the container's root file system. 

Once the file system and isolation measures are set up, the container enters the start-up 

procedure. The runtime begins the container's initial process (also known as the init process) with 

the root file system set to the provided mount point. From the perspective of this process, the 

environment appears to be a separate system, although sharing the host kernel. At this point, the 

container adheres to the defined namespaces, resource quotas, and security policies. 

While the container application is running, it can be managed via the lifecycle actions like pause, 

resume and stop etc. The stop phase halts the container’s principle procedure and returns it to a 

non-running state, of course preserving its metadata and configuration. 

Finally, the delete phase terminates the container instance completely. This includes clearing up 

relevant namespaces, cgroup allocations, mounted file systems, and runtime state. After deletion, 

no references to the container are left in the runtime environment [11]. 

It also needs to be kept in mind that rarely anyone directly interacts with these low level 

commands. Usually the interaction is done via a platform like Kubernetes or any other high level 

container runtime that provides a more user friendly experience, all while respecting the OCI’s 

specifications. 

Keeping in mind the overall procedure the runtime follows, there are several type of container 

runtimes that are currently being used in the industry. The container run times can be classified as 

low-level container runtimes and high level container runtimes. 

Native low level containers are responsible for the creation and running of the containers. Once 

the process is initiated, the runtime software is then not required to perform other tasks. This is 

because these low-level runtimes abstract the Linux primitives and not really designed to perform 

additional tasks [12]. To name few technologies which are popular as low-level runtime containers: 

●​ runC: a container runtime created firstly by Docker and the OCI. It now is the default 

low-level container runtime. It is written in GO and is maintained under moby, which is 

Docker’s open source project [12]. 
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●​ crun: This specific runtime container is written in C, it is designed to be lightweight and 

performance oriented. 

●​ containerd: it is something on the line between low-level and high-level container runtime 

software. It leans more towards the high-level container runtimes as it also provides an API 

(Application Programming Interface) layer on top of an OCI compatible runtime. But 

usually, in practice, there is not much interaction with it directly [9]. The following figure 

provides an illustration on the position in containerd is utilised in the industry. 

 

 

 

 

 

 

 

  

 

 

 

Figure 3: Containerd position in the container runtime hierarchy [13] 

 

1.3.2​ High-level Container Runtimes 

Following are some of the well-known High-level container runtimes. 

●​ DOCKER: It is likely still the most well-known container runtime platform in the 

mainstream. In actuality, it's a useful set of tools that make engineers' jobs easier. It is built 

on top of containerd, which manages the container images and instances themselves. If 

developers choose to work with Kubernetes rather than containerd, Docker includes tools 

that allows them to do so. Rather it is a default Kubernetes container runtime, which 

provides image specifications, a command-line interface and or course, the container image 

building services. 

●​ PODMAN: Designed by Red hat, to provide a more secure paradigm than Docker’s original 

implementation. It is a container runtime that strives to deliver the same high quality 

experience as Docker, while enabling users to execute containers without root access 

capabilities. It also does not require a daemon to function. 

●​ CRI-O: It is a purpose-built runtime that conforms to the Kubernetes CRI (Container 

Runtime Interface) specification. It receives CRI requests and communicates with any 

OCI-compliant runtime (such as runC). 
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1.4​Introduction to Kubernetes 

As we see that containerized applications are becoming the new norm in the industry, managing a 

large scale of container applications across multiple hosts introduces a new challenge, which 

includes scaling, scheduling, networking, service discovery, fault tolerance etc. Manually managing 

all these activities for container applications across distributed networks then becomes a hassle 

and is more or less impractical. Hence keeping in mind all the above mentioned issues, we need a 

system that can take care of all the activities to be performed automatically. This necessity had led 

to the development of container orchestration platforms, among which Kubernetes (K8s) has 

become as the de facto standard. 

Kubernetes, also known as K8s in the computer science community, is an open-source container 

orchestration system which has been designed to automate container operations. It is a system 

that provides portability and extensibility to container based applications and enables efficient 

deployment across a cluster of servers [14].  

Kubernetes was originally developed by google and was alter donated to Cloud Native Computing 

Foundation (CNCF). Kubernetes provides comprehensive capabilities for managing the lifetime of 

applications running in containers [15]. 

Kubernetes presents a declarative infrastructure management model at a high level. Instead of 

manual control of the containers, users declare the desired state of the system (e.g., number of 

replicas, networking rules, resource requirements), and the Kubernetes control plane constantly 

strives to reconcile the system's actual and desired states. 

Within the Kubernetes ecosystem, a pod is a logical grouping of one or more containers that are 

collocated and share shared resources and network namespaces. Pods allow for the efficient 

management and scheduling of numerous containers as a single entity [14]. A Kubernetes cluster is 

made up of two main components: the control plane, also known as the master node, and the data 

plane, also known as the worker node. The control plane houses the Kubernetes cluster's 

management components, whilst the worker nodes house pods that run one or more containers 

[16].  

Kubernetes allowance of thousands of containers, their deployment management, networking, 

scaling and launching of new containers in case of container failure is what makes Kubernetes 

unique and an orchestration engine. The software’s multi master and worker node functions allow 

multiple clusters connections which in turn provide high availability. It has the capability of 

rebooting or killing containers that fail or do not respond to health checks. Incoming traffic can 

also be automatically rerouted if the load on a single container is too large. Kubernetes has the 

capability to use internal or cloud storage systems [16]. 

Multiple isolated containers can run on a single instance of the operating system thanks to Docker 

technology, which is portable, lightweight, and requires less start up time than virtual machines. 

However, Docker alone cannot manage containerised applications at scale, which is why 

orchestration solutions such as Kubernetes are required to manage the lifetime of thousands of 

containers in large software projects.  
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The combination of the CRI interface and the OCI requirements allows you to utilise almost any 

compatible runtime in your Kubernetes cluster. Containerd is the most popular runtime included 

with Kubernetes distributions, with CRI-O ranking second [9]. 

The following section discusses the architecture and core components of K8s in more detail, 

explaining further its critical components. 

 

1.4.1​ K8s Architecture and core components 

As mentioned previously, Kubernetes is structures in client – server architectural manner and 

comprises of a control plane which is also called the master node, and the worker nodes, which is 

responsible for execution of containers. Let us dive into the control plane critical components: 

●​ Kube-API Server: The Kube API is a central component of the master node of K8s. it acts as 

the primary entry point or front end for all the cluster interactions. The Kube-server is 

responsible for receiving REST (Representational State Transfer) requests through which 

users, command-line tools such as kubectl, and the internal cluster components 

communicate with each other to store and retrieve data [16]. 

●​ Etcd: Etcd, in simple words is the Kubernetes database. To dive into more detail: Etcd is a 

distributed, strongly-consistent key-value store that acts a key storage backend of the 

software. It is responsible of maintaining complete cluster states, which include 

configuration data, definition of workload and Meta data of the system [14] [16]. 

●​ Kube-scheduler: The scheduler is a control plane component that assigns Pods to 

appropriate worker nodes. When a Pod is generated, it is initially unassigned until the 

scheduler assesses available nodes based on resource availability, policy constraints, affinity 

rules, and other scheduling parameters. Before attaching the Pod to the most relevant 

node, the scheduler screens and ranks eligible nodes using scoring algorithms. This 

procedure enables optimal resource utilisation and equitable workload distribution 

throughout the cluster [14][16]. 

●​ Cloud Controller Manager (CCM): It is a control plane component which is responsible for 

integrating the cluster with cloud service provider infrastructure. The controller extracts the 

cloud specific functionality for example node life cycle management. Because of this 

separation by the controller from the core Kubernetes logic components, Kubernetes is 

able to remain platform-agnostic while simultaneously supporting operations across public 

and private environments [14] [16]. 

●​ Kube Controller Manager (KCM): The KCM is responsible for running multiple controllers 

that implement the preferred state. Each of the multiple controllers is responsible to 

monitor a specific type of resource, such as nodes, pods, endpoints etc. and initiates 

corrective actions if the current state is different from the desired state which is stored in 

the Kube-API server. KCM via continuous monitoring and reconciliation of the cluster state, 

maintains stability, reliability, and the self-healing properties Kubernetes is known for [16]. 
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The following section discusses the worker node components: 

●​ Kubelet: It is the core agent that runs on every Kubernetes worker node. It is responsible 

for making sure that the containers defined in the Pod are running and healthy. It is in 

direct contact with the controller manager and reports the Pod health to the control plane. 

The components communicates with the Kube-API server to receive assignments and 

reports their status. As the responsible for execution of containers at node-level, the 

Kubelet make sure that the desired state defined in the control plane is also accurately 

reflected in the worker node [14] [16]. 

●​ Container Runtime Engine: The container runtime engine is the software component that 

runs containers on a Kubernetes worker node. It retrieves container images from registries, 

builds and launches containers, and enforces resource isolation using namespaces and 

cgroups. The Container Runtime Interface (CRI) allows the Kubelet to interface with the 

runtime and command it to start, stop, or monitor containers based on the Pod 

specifications. Container runtimes include containerd, CRI-O, and Docker Engine [14] [16]. 

●​ Kube-Proxy: it is the networking component of the worker node, which enables Pods and 

services to communicate with each other reliably. It manages network proxying and load 

balancing. This is done in order to route requests to the correct pods or containers across 

the cluster [17]. 

The Following figure provides an illustration of the Kubernetes architecture described above. 

Figure 4: Kubernetes Cluster Components [18] 
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1.4.2 Container Orchestration and Application Management via Kubernetes 

Kubernetes streamlines setting up, scaling, and management of containerised applications, 

providing an agile and adaptable framework for rapid application deployment and maintenance 

across server clusters. Its responsibilities include scaling, executing, and keeping track of 

containerised applications, as well as automate installation, planning, scalability, and 

synchronisation of containerised workloads [19].  

DNS names or IP addresses are used for service discovery and load balancing, allowing for stable 

access to containerised services while also balancing incoming traffic between pods. Higher-level 

objects in charge of system state management provide autonomous rollouts, rollbacks, and 

self-healing, such as recreating broken pods, updating to new releases and running pods on 

targeted nodes.  Namespaces provide multi-user and multi-project resource management by 

distributing computing resources and enforcing quotas for several teams or projects [17]. 

Health checks, such as activeness and readiness probes, monitor container state by providing 

insight into the running process within containers and telling the cluster manager about service 

availability. Helm Package management facilitates complex application deployments by utilising 

Helm Charts, which include templates for Kubernetes resources and configuration variables, 

facilitating application installation and administration. Kubernetes applications are made up of 

smaller micro services, which are self-contained chunks of code that can be dynamically deployed 

and controlled [20]. 

 

1.5​Research Questions 

The primary goal of this thesis is to assess how Kubernetes and containerization function in 

contemporary software deployment settings. Whilst containers are now often used for application 

packaging and deployment, Kubernetes adds an extra orchestration layer that isn't necessarily 

necessary in software systems. As a result, this thesis focuses on both describing these 

technologies and analysing the circumstances in which they are useful. 

Based on the above mentioned aim, the thesis explores the following research questions: 
 
RQ1: What practical benefits do containers provide compared with traditional deployment 
approaches such as virtual machines and bare-metal deployment? 
 
RQ2: Under which system conditions does Kubernetes provide significant advantages over 
container-only deployment? 
 
RQ3: How can Kubernetes adoption be evaluated using criteria such as system scale, application 
architecture, infrastructure distribution, automation requirements, team expertise, and cost? 
 
Instead of providing a purely descriptive explanation of containers and Kubernetes, these research 
questions are intended to enable an analytical assessment. The advantages of containerization 
over conventional deployment strategies are the subject of the first research question. When 
Kubernetes becomes beneficial beyond simple container usage is the subject of the second 
research question. Creating evaluation criteria that can assist in determining if Kubernetes 
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adoption is warranted in a particular software deployment scenario is the topic of the third 
research question. 
 
When taken as a whole, these queries aid in organising the thesis around the main claim that 
Kubernetes shouldn't be regarded as a technology that is required everywhere. Rather, the 
technological and organisational aspects of the system in which it is implemented determine its 
usefulness. 
 

1.6​Thesis Contribution 

This thesis contributes a decision making analytical framework which can be used to assess when 

containerization alone is not enough and when Kubernetes based orchestration becomes justified 

in modern software systems. Instead of considering Kubernetes as a fundamental building block 

for container tech, this thesis examines its necessity and use as a context-dependent tool where 

the decision to use it is based on several factors including scale, adaptability, architecture, 

operational requirements, cost and team expertise etc. 

Hence, the thesis contribution can be considered threefold. Firstly, it synthesizes the already 

existing academic literature, industrial reports, and surveys to identify the key benefits and 

limitations of containerization and Kubernetes. Secondly, it establishes evaluation criteria that are 

useful for evaluating Kubernetes adoption in various deployment scenarios. And lastly, it proposes 

a practical decision framework that helps software architects, developers and small-medium sized 

teams and organisations to conclude whether Kubernetes provides sufficient value to justify its 

operational complexity and overall cost. 

The thesis differs from generic Kubernetes tutorials and surveys as it does not only describe the 

advantages to the software, rather it provokes a trade-off type decision making process, which 

aims and helps in making decisions in real software deployment environments. 

 

2​ LITERATURE REVIEW  

2.1​Virtual Machines vs Containers 

As we have discussed earlier, containerization and its orchestration technologies have become vital 

in today’s software systems, particularly, when we focus on cloud-native and micro services 

architecture. A lot of work has been done concerning the containerization technology, its 

management and how to scale it. Once we increase the scale of this type of architecture, we then 

need to worry about the fault tolerance of the system, capability to look for faults and neutralize 

bugs and to how we can deploy it among various devices and environments. When we factor in all 

the above mentioned prerequisites for an orchestration system to take care off, Kubernetes comes 

out on top as the leading orchestration platform. However, this does not imply that it is essential 

to use Kubernetes to make use of the containerization technology.  

To better understand how Kubernetes complements the containerization technology. We can look 

at them using an analogy. If we consider a scenario in which the container technology is like an 

airport, then a container being the fundamental instrument can be considered as an airplane. It 
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carries passengers (application code and dependencies), and can also fly independently. The 

container runtime can be thought of as the aircraft manufacturer that builds these airplanes, and 

prepares them for flight.  

Now in all of this scenario, Kubernetes can be thought of as the air traffic controller and the airport 

management authority, which decides which runway a plane uses, ensures safe spacing between 

flights, redirects traffic during congestion, reassigns flights if the runway is closed and can auto 

scale as well by adding more flights during peak hours. Considering all this information, we can 

acknowledge the fact that Kubernetes is not inherently needed or is necessary for all modern 

systems. Rather its necessity is dictated by the size of operations, the architectural complexity of 

the system and operational demands. 

This literature review reviews and examines the existing research on container orchestration, it 

then evaluates Kubernetes effectiveness in various environments, and identifies gaps in the review 

to justify further analysis into the need K8s in modern software systems. 

The following table is helpful in understand the difference between different technologies.​
 

Deployment Type Abstraction level Overhead 
Bare Metal None (direct hardware access) Lowest 

Virtual Machines Hypervisor level High 
Containers OS-level Virtualization Very Low 

Table 1: Different technologies and their overhead. 

Diving deep into our analysis, we start our literature review by a comparative analysis of using 

virtual machines is better than containers or vice versa. Tarasuik’s team from the department of 

computer science from Lublin University of technology in Poland conducted a performance 

evaluation of selected containerization and virtual machines solutions using a synthetic 

benchmark. Tests conducted during the study included testing CPU performance, RAM efficiency 

and disk speed for reading and writing data. Their results concluded that containerization solutions 

(DOCKER, LXD, and Podman) performed better is most of the examined aspects. Hypervisors 

gained edge only in the category of reading and writing data on disk achieving vastly higher scores 

than the other analyzed tools [21]. The study concluded microVM solutions could be a viable 

competition on container technology in regards of performance. But the containerization solution 

leads in scalability and light weightiness [21].  

 

2.2 Containers in Cloud and Edge Environments 

Fayos-Jordan in his paper “Performance comparison of container orchestration platforms with low 

cost devices in the fog, assisting Internet of Things applications” states that although virtual 

machines do provide robust isolation and security which are essential in many edge applications, 

they also add significant overhead, which potentially impacts the performance in resource limited 

setting. While on the other hand containers are more resource sufficient but could be a possible 

drawback looking in terms of security and orchestration in diverse and distributed Edge 

environments [22].  
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In regards to computing continuum, which incorporates the three layers i.e. from cloud to edge 

environments as in the figure below, 

 

 

    

 

 

 

 

 

 

 

 

Figure 5: Edge and Fog computing [23] 

The deployment of applications requires a cautious selection of application hosting environments 

[24]. The performance, scalability, and efficiency of these installations are heavily influenced by the 

choice between virtualization and containerization, two widely used technologies in this field. 

Virtualization, which already is a well-known and established technique, allows multiple OS to 

simultaneously run on a single physical machine and removes the hardware layer. While on the 

other hand, containerization tech proposes a more lightweight approach by isolation of 

applications packed within containers that share the operating system’s kernel, hence leading to a 

faster deployment and more efficient resource utilization.  

Sturley, in his research argues that due to a shift of towards edge computing in general, where we 

see more data processing occurring closer to the source rather than the centralized cloud, to 

decide whether to use virtual machines or container tech becomes more vital and critical [25]. 

Edge environments are characterized as low on resource and specific Quality of Service (QoS) 

requirements, making it imperative to deploy the right strategy [26].  

Sturley further argues in his research that both the methods used for virtualization present some 

advantages. Virtual machines is able to provide a good graphical user interface that is extremely 

useful for monitoring and testing without the hassle of dealing with the network. They are also 

able to emulate low-layer components, which allows the user to tune them to their needs. 

While on the other hand, containerization technology involve high-layer, virtualization, with the 

only packages you need with you code already embedded inside. Hence they are light weight, can 

be modified quickly as they share the host’s operating system. There is already a large community 

of readymade container images with software already built-in. Engineer can just pull the image 

while simultaneously getting rid of the prerequisites. This technique helps in software and app 

development. Moreover containers are a static resource, meaning the files, code etc. inside them 
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is not meant to change. This could pose a problem if some testing is needed to be done in a 

dynamic environment [25]. 

So, although there is not a straight forward solution, we can observe that it depends on the need 

of the hour. To separate apps on the same host and also not overloading the host operating system 

with a virtual OS, containers are the go to solution. They should be used when flexibility and 

efficient resource consumption is key. Containers appear to rise on the top in resource constraint 

environments such ad Edge computing. 

Bhardwaj and Rama in their address a systematic need and analysis for containerization. Their 

study is focused on containers role as a light weight alternative to virtual machines to be 

developed in different environments. It focuses on 3 benchmarks as the main target to identify 

which technology comes out on top. The benchmarks identified are CPU-intensive workload, 

memory intensive workload, and network and disk intensive workloads. The research dives further 

deep into the complexities of these benchmarks by comparing different open source technologies 

for virtual machines and containers side-by-side. 

Following graphs represent some of the findings from their research. They compare rkt containers, 

Docker, LXC and KVM (kernel based virtual machines). The findings reported are in comparison to a 

bare-metal (non - virtualised) machine. 

 

 

 

 

 

 

 

 

Figure 6: illustration of hypervisor vs container technology in CPU-intensive benchmarks [27] 

 

  

 

 

 

 

 

 

Figure 7: Illustration of Hypervisor (KVM) vs container technology in memory intensive benchmarks [27] 
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Figure 8: Illustration of Hypervisor (KVM) vs container technology in disk-intensive benchmarks [27] 

From these results and a summative point of view, the study found that in comparison to 

bare-metal systems, KVM performed the worst with a performance difference of 42% for 

CPU-intensive, 14.98% for memory intensive, and 48.29% for network and disk intensive 

benchmarks [27]. Thus this means that the overhead attached with hypervisor technology, hinders 

its usage in the high-performance Computing environment (HPC). In comparison to VMs, a 

container based virtualization platform almost gives about the same performance as compared to 

bare-metal performance.  

Similar studies like these using similar benchmarks have been performed to measure the efficiency 

of the two systems under discussion. P.Desai in his work argues that I/O intensive applications can 

become a major bottleneck for virtualization technology. The generic idea for improvement and 

bypassing these bottle necks is to get very close to the native systems and to decrease as my layers 

as possible [28].  Hence we see that container based application systems have better CPU and I/O 

performance because it has the ability to release unused resources and work in isolation [28]. 

Another study conducted at the Technical University of Munich by compared bare-metal, 

hypervisors and containers for usage in vehicle software. Once again the performance metrics are 

CPU performance, memory performance, disk performance, and network performance that are 

measured using different tools e.g. Dbench for measuring disk performance. The performance is 

measured and studied across three platforms which are embedded systems, desktop and 

workstations [29]. 

Performance outcomes from the experiment conducted indicated that software running in VM’s 

and containers has a decrease of 0-5% in CPU performance, memory and network [29]. 

Virtualization technology showed a greater impact on disk performance. It showed a performance 

loss or 5-15% on disk operations. KVM performed the worst with a 35% loss in disk performance 

compared to bare-metal runs [29]. By choosing more than one type of container engines and 

hypervisor such as Docker, KVM, and Podman etc. for the study across different platforms, the 

study also helps in understanding the performance of different container engines and hypervisor 

across different platforms. For example, the following figure taken from the same study depicts the 

difference of performance in percentage to bare-metal configuration. 
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Figure 9: Dbench results of four technologies compared to bare-metal configuration [29] 

The above mentioned literature review makes it easier to understand that in majority of scenarios 

and circumstances, container technology has come out on top as the winner between virtual 

machines and containers. Across several empirical studies, container-based virtualization regularly 

achieves near-native CPU and memory performance, whereas hypervisor-based solutions have 

substantial overhead, especially in disk-intensive workloads. These findings support 

containerization as an effective abstraction approach. However, the literature also stresses 

context-dependent trade-offs such as security, isolation and operational complexity. Therefore, 

although containers seem to have a technical advantage in performance-sensitive environments, 

the need for them depends on the characteristics of the workload and the scale of the 

deployment. 

 

2.3 Container Orchestration Platforms 

Container-based virtualization has radically changed the way cloud service providers deploy 

modern applications. Container technologies are extensively used in services like web hosting, big 

data processing, IoT applications, and edge/fog computing platforms. But this rapid growth 

brought several challenges with it in cloud environments. These include heterogeneous workload 

management, job rescheduling, auto scaling of cluster nodes and efficient resource allocation. In 

addition, practical issues such as the provisioning of unique IP addresses to containers, the use of 

third-party plug-ins, and support for large scale cluster infrastructures, must also be addressed. 

These challenges are shown in the figure below. 

 

 

 

 

 

Figure 10: Container cluster deployment challenges [27]. 

To address these challenges, container orchestration platforms have been paid attention as a 

robust solution for management of cloud applications deployed over clusters of containers. These 

platforms enable automated coordination and control of containerised workloads, so applications 
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can run efficiently across multiple compute nodes. In practice, a container orchestration system 

can orchestrate hundreds or even thousands of concurrent containerised applications in 

large-scale system clusters [27]. 

To help manage clusters, a number of container orchestration solutions have been created, such as 

Docker Swarm and Kubernetes. The following table is a brief overview of existing container 

orchestration platforms. 

Platform Key Idea 
Docker Swarm Simple by limited Eco-system 
Apache Mesos Powerful but complex 

Kubernetes Scalable and widely adapted 
Table 2: Table listing container orchestration platforms and their key ideas 

Every system offers a way to deploy, scale and manage containerised applications across 

distributed environments. Several studies have analysed different container orchestration 

frameworks regarding scalability, usability and system performance. For example, Docker Swarm 

offers a fairly simple orchestration model that is native to the Docker ecosystem, which makes it 

easier to deploy small container clusters. Apache Mesos on the other hand is designed for large 

distributed systems and has strong resource isolation and scheduling features. 

However, due to its extensibility, strong community support and compatibility with cloud-native 

technologies, Kubernetes has slowly emerged as the dominant orchestration platform in modern 

cloud infrastructures despite these alternatives. 

Therefore, more and more research is specifically dedicated to analysing container orchestration 

performance and operational efficiency of Kubernetes. Due to the high prominence of Kubernetes 

in the literature and its wide adoption as the reference orchestration framework, the rest of this 

review is mainly dedicated to studies based on Kubernetes. This makes the comparison across 

research works more consistent and provides a clearer basis for assessing the role of Kubernetes in 

modern software systems. 

 

2.4 Why Kubernetes Dominates Modern Container Orchestration 

While there are several orchestration platforms proposed for containerised applications, 

Kubernetes is gradually becoming the de-facto orchestration framework in academic research and 

industrial practice. One of the reasons that it is widely adopted is that it can efficiently handle large 

scale distributed systems. Kubernetes is an open source system for automating the scheduling, 

scaling and management of containerised applications across a cluster of machines [30]. It reduces 

the operational complexity of managing modern micro service based architectures significantly. 

Another big reason for Kubernetes popularity is its extensible architecture and large open source 

ecosystem. Kubernetes is supported by the Cloud Native Computing Foundation (CNCF). It has 

active development, a large community and support for many cloud-native tools and platforms. 

Thus, Kubernetes is viewed by many organisations and researchers [31] as a standard in container 

orchestration for modern cloud infrastructures. 
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2.4.1 Scalability and Distributed Cluster Management 

The ability to support scalable deployment of containerised applications in distributed 

environments is one of the main reasons for the dominance of Kubernetes. Kubernetes allows for 

workload distribution across clusters of computing nodes, so that applications can be scaled 

dynamically when demand increases, according to studies [32]. This capability is critical in micro 

service based architectures where applications are composed of services that need to be deployed 

and managed over large infrastructure environments [30]. 

The primary reason for the widespread use of Kubernetes is its ability to support highly scalable 

micro service based systems. Modern cloud applications generally consist of many loosely coupled 

services that run independently but need to reliably interact in a distributed infrastructure. As the 

number of services increases, so does the complexity of managing containerised workloads. 

According to research studies, orchestration platforms should be able to manage hundreds or 

thousands of containers simultaneously with proper resource allocation and service availability. 

Kubernetes solves this problem by allowing the orchestrated deployment and management of 

containerised applications across distributed clusters of machines [33]. 

Workloads are distributed across multiple computing nodes in large environments to make full use 

of resources and improve the reliability of the system. Several research works show that, good 

orchestration systems should have mechanisms for workload distribution, resource monitoring, 

and dynamic scaling to help maintain system stability under changing demand. Kubernetes helps 

with this by allowing large clusters of containers to run. This allows applications to be deployed 

across multiple nodes whilst maintaining the communication and operational consistency [30]. 

This feature is particularly useful for cloud-native architectures where applications are built with 

horizontal scaling in mind and need to adapt to the varying workloads of distributed computing 

environments. The below figure demonstrates the scalability and effectiveness of K8s. 

 

 

  

 

  

 

 

 

 

 

 

Figure 11: Kubernetes Scalability and Distributed work load management across cluster nodes (This image is AI generated) 
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Another important factor enabling scalability in Kubernetes is its scheduling mechanism. The 

Kubernetes scheduler assigns workloads to suitable nodes in the cluster, according to resource 

availability and pre-established policies. The scheduler distributes the workload across the cluster 

based on parameters such as CPU usage, available memory, and node constraints [34]. The 

efficient scheduling of Kubernetes can avoid resource bottlenecks and keep the resource usage at 

its best in large scale container environments. 

Kubernetes also improves scalability through automated scaling. Auto scaling mechanisms 

elastically scale the resources to meet the changing demands of the workload, thereby 

guaranteeing efficient usage of the computing resources [35]. The Horizontal Pod Autoscaler 

enables the automatic scaling of active container instances up and down based on workload 

requirements and resource utilisation metrics [36]. Additionally, there are cluster auto scaling 

mechanisms that allow scaling the infrastructure by adding or removing worker nodes 

automatically when needed. This allows Kubernetes to adapt to changes in workload, while still 

providing services. 

Along with scalability, Kubernetes also enhances cluster reliability with inbuilt fault tolerance 

capabilities. The orchestration platform continuously checks the health of containers and 

automatically replaces failed instances to maintain the desired system state [30]. This self-healing 

ability enables applications to remain available even if individual nodes or containers fail, which is 

critical for applications operating at scale in distributed systems. 

These capabilities make Kubernetes well suited to modern cloud native infrastructures, where 

applications need to run across distributed clusters spanning multiple computing nodes and 

data-centers. 

 

2.4.2 K8s’s Automation and Self-Healing Capabilities 

Beyond scalability and distributed workload management, a key factor behind the widespread 

adoption of Kubernetes is its robust automation capabilities. Today’s cloud native applications 

require systems that can automatically deploy, monitor and recover processes without requiring 

constant human intervention. Kubernetes addresses these requirements with a declarative model 

of the infrastructure, where the user declares the desired state of the system and the platform 

always tries to keep the desired state [30]. Distributed environments to ease operations and 

improve the reliability of containerised applications deployed in distributed environments, 

Kubernetes automates processes such as self-healing, container restarts, rolling updates, etc. 

But one of the key distinguishing features of Kubernetes is its declarative configuration model. 

Instead of managing individual containers, developers declare the desired state of the system in 

configuration files. The Kubernetes control plane is always watching the real state of the system 

and trying to make sure it matches the desired state. This declarative model simplifies 

infrastructure management by enabling administrators to describe application deployments, 

resource requirements, and networking policies in a consistent, repeatable way. Once the desired 

configuration is submitted, Kubernetes automatically takes the necessary actions to achieve and 

maintain that state. These may include spawning new containers, redistributing workloads, or 

restarting failed instances [32]. The model reduces the need for a lot of manual intervention and 

enables automated lifecycle management of containerised applications. Furthermore, the 
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declarative configuration paradigm enhances system reliability and reproducibility as application 

environments can be easily reproduced across different clusters using the same configuration 

definitions [33]. These capabilities are very useful in cloud native environments as applications are 

deployed, updated, and scaled efficiently across distributed infrastructures. 

Another important feature of Kubernetes automation is its self-healing capability. In case of 

container failure or unresponsiveness, Kubernetes automatically replaces the failed container and 

reschedules the workload to ensure service availability [30]. This is accomplished by continuous 

health monitoring mechanisms that monitor the status of containers in operation and system 

components. 

If a container fails or does not pass health checks, Kubernetes terminates the failing container and 

creates a new one to bring the system back to the desired state. Kubernetes starts containers and 

reschedules workloads on other nodes of the cluster when a node is unavailable or has resource 

restrictions [32]. These automatic recovery procedures have been developed to minimise the 

downtime and to guarantee continuous functionality in case of failures. These self-healing 

properties are particularly important in large scale distributed systems where manual intervention 

is not feasible and could result in long service outages. 

Another key automation feature that Kubernetes provides is rolling updates and rollbacks. Service 

availability disruption. In doing so, Kubernetes guarantees that a minimum number of instances of 

the application are running during the rollout of new versions [30]. Kubernetes also includes 

rollback features that revert the system to a known good state when problems are detected during 

deployment. These automated deployment strategies enhance the reliability of the system and 

reduce the risks of upgrading applications in large scale distributed environments. 

The main automation mechanisms of Kubernetes described in this section are summarized in the 

following table: 

Automation Feature Description Purpose in cluster management 
Declarative 
configuration 

Users define the desired system state 
using configuration files (e.g., YAML 
manifests), and Kubernetes 
continuously ensures that the actual 
system state matches the defined 
configuration. 

Simplifies infrastructure management 
and enables automated lifecycle 
control of containerized applications. 

Self-Healing 
Mechanisms 

Kubernetes continuously monitors 
container health and automatically 
restarts failed containers or 
reschedules workloads when failures 
occur. 

Ensures high availability and minimizes 
downtime in distributed systems. 

Horizontal Pod 
Autoscaler 

Automatically adjusts the number of 
running container instances based on 
resource utilization metrics such as 
CPU usage or application demand. 

Enables dynamic scaling of 
applications according to workload 
requirements. 

Rolling Updates Gradually replaces old container 
versions with updated ones while 
maintaining service availability during 
deployment. 

Allows seamless application updates 
without service interruption. 
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Rollback Mechanisms Restores the system to a previous 
stable version if issues occur during 
deployment. 

Reduces deployment risk and 
improves system reliability. 

Table 3: Key Automation Mechanisms in Kubernetes 

 

2.4.3 Ecosystem and Cloud-Native Integration 

Another major factor in Kubernetes’ popularity is the large ecosystem that has sprung up around 

it. Kubernetes, hosted by the Cloud Native Computing Foundation (CNCF), has developed a large 

and active open source community. Over the years, this community has developed a plethora of 

tools and platforms that plug directly into Kubernetes, making it a central platform for the 

management of modern cloud native applications [37]. As a result, Kubernetes is not only an 

orchestration system but also a foundation upon which a complete cloud infrastructure can be 

built. 

The Kubernetes ecosystem has many tools that make deploying, monitoring and maintaining 

containerised applications easier. For example, Helm is a popular package manager for Kubernetes 

that enables developers to manage complex application deployments using reusable configuration 

templates known as Helm charts. Monitoring and observability tools like Prometheus allow 

administrators to collect metrics and monitor the performance of applications deployed inside 

Kubernetes clusters [30] [32]. Additionally, logging systems such as Fluentd enable centralised log 

management that helps sustain visibility and operational control in distributed container 

environments. 

There are a number of tools in the Kubernetes ecosystem that extend its functionality and make 

managing cloud-native applications easier. Common examples are summarised in the following 

table: 

Tool/Platform Category Purpose in Kubernetes Environment 
Helm Package Management Simplifies application deployment by using 

reusable configuration templates called Helm 
charts. 

Prometheus Monitoring Collects metrics and provides real-time monitoring of 
Kubernetes clusters and applications. 

Fluentd Logging Aggregates and manages logs generated by containers 
across distributed systems. 

Istio Service Mesh Manages communication between micro services by 
providing traffic control, security, and observability 
features. 

Argo CD /Jenkins CI/CD Integration Automates the building, testing, and deployment of 
containerized applications in Kubernetes environments. 

Table 4: Examples of commonly used Kubernetes ecosystem 

Kubernetes is also integrated with networking and service management technologies that support 

cloud-native architectures, as well as monitoring and deployment tools. Service mesh platforms 

like Istio enable organisations to manage communication between micro services via advanced 

traffic control, security policies and observability [33]. Kubernetes also integrates with continuous 

integration and continuous deployment (CI/CD) pipelines, allowing development teams to 
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automate the process of building, testing and deploying containerised applications. Integrations 

like these make it easier for organisations to adopt DevOps and keep development efficient. 

The presence of such a rich ecosystem has been a major factor in making Kubernetes the de facto 

standard for container orchestration. Kubernetes is compatible with a wide array of tools and 

infrastructure services, allowing organisations to build flexible and scalable cloud-native systems 

that can adapt to evolving technological needs [37]. 

 

2.4.4 Industry adoption and community support 

Another reason for Kubernetes’ dominance is its widespread adoption across the industry and the 

community support around the project. Since its beginning as an open-source platform and 

donation to the Cloud Native Computing Foundation (CNCF), Kubernetes has benefited from 

contributions by a broad international pool of developers. Through developing in this collaborative 

way, the platform has been able to improve quickly and several additional tools have been 

developed to extend its capabilities. 

CNCF says Kubernetes has experienced exponential growth. It states that almost 91% of the 

organisations are using or are planning to use Kubernetes in their organisation [37]. The 91% figure 

looks impressive, but should be treated with caution as it is based on survey responses from 

businesses and practitioners in the cloud-native ecosystem. As a result, it reflects stated adoption 

among survey respondents rather than an impartial estimate of all software organisations globally. 

Kubernetes has become the de facto container orchestration platform, largely thanks to its 

widespread adoption by major technology companies. Companies such as Google, Netflix, Spotify 

[39] and Airbnb have adopted Kubernetes to manage large scale containerised applications and 

microservice architectures. These companies rely on Kubernetes to scale and run efficiently 

complex workloads on distributed infrastructures. Kubernetes has also been embraced by major 

cloud providers in their offerings in addition to industry adoption. For example, Google Kubernetes 

Engine (GKE), Amazon Elastic Kubernetes Service (EKS), and Microsoft Azure Kubernetes Service 

(AKS) are managed Kubernetes environments that remove the heavy lifting of deploying and 

managing the cluster. These managed services have helped increase the accessibility of Kubernetes 

to organisations by eliminating the complexity of infrastructure setup and maintenance, further 

accelerating its adoption across the cloud computing landscape. 

Another huge factor in Kubernetes’ dominance is the vibrant open-source community that 

supports the development of Kubernetes. After becoming part of the Cloud Native Computing 

Foundation (CNCF) Kubernetes has had contributions from many developers, researchers and 

organisations worldwide. This collaborative development paradigm has allowed rapid platform 

enhancements and continuous integration of new capabilities to meet the changing requirements 

of cloud-native computing. The active community has also helped build a large ecosystem of 

supplemental tools and extensions to enhance Kubernetes capability in areas such as monitoring, 

networking, security and deployment automation. This has resulted in strong community 

participation in Kubernetes to accelerate innovation and ensure the continued existence of the 

platform. The combination of community-driven development and ecosystem expansion has 

fuelled Kubernetes’ rise as the de facto container orchestration technology in today’s cloud 

architectures. 
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In short, there are a number of reasons Kubernetes became the dominant container orchestration 

platform. It can handle large scale distributed workloads and provides strong scalability to micro 

service based applications. In addition, Kubernetes offers advanced automation features like 

declarative configuration, self-healing, and automated deployment strategies that simplify 

managing complex containerised environments. Kubernetes also has a rich ecosystem of tools that 

help organisations build their cloud-native infrastructure, and that complement Kubernetes. 

Finally, Kubernetes has been widely adopted by the major technology companies and its strong 

open-source community has accelerated innovation and secured its position as the leading 

orchestration platform in both industry and research. This is why Kubernetes has become the go-to 

solution for containerised applications in cloud computing environments. 

3​ METHODOLOGY 
This chapter describes the methodology used to evaluate Kubernetes and containerization 

advantages, drawbacks and practical requirement. The technique is based on qualitative study and 

synthesis of current academic literature, industry reports, technical documentation and survey 

responses, as the goal of this thesis is not to perform a performance benchmark. The purpose of 

this approach is to identify the conditions under which containers and Kubernetes provide 

practical value in modern software deployment environments. 

The following figure depicts the flow of methodology which will be discussed in more detail further 

on: 

​  

 

 

 

 

 

 

 

 

 

 

 

Figure 12: Flow of Methodology 
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3.1​Research Approach 

The research methodology used in this study is qualitative and analytical. The study does not make 
an effort to gauge Kubernetes' performance through experimentation. Rather, it evaluates when 
containerization and Kubernetes are helpful in software deployment situations by analyzing 
current literature and practitioner-oriented evidence. 
 
The nature of the analysis is comparative. First, conventional methods like virtual machines and 
bare-metal deployment are contrasted with container-based deployment. Second, container-only 
deployment and Kubernetes-based orchestration are contrasted. Third, an adoption framework for 
Kubernetes is supported by the evaluation criteria defined by the findings. 
 

3.2​Literature selection  

The literature and data sources were chosen for their applicability to containerization, 
virtualization, Kubernetes orchestration, cloud-native deployment, scalability, operational 
complexity, and industry acceptance. Academic sources were mostly employed to enhance 
technical comparisons and theoretical knowledge, whereas industry reports and technical 
documentation were utilised to comprehend real-world adoption trends and operational issues. 
 
Sources were used when they discussed at least one of the following themes or topics: comparison 
between containers and virtual machines, container orchestration, scalability of Kubernetes, 
automation and deployment complexity of Kubernetes, operational overhead or lastly adoption in 
the industry by practitioners. Sources that were mainly promotional in nature, or unrelated to 
software deployment and decision making were not used as primary evidence. 
 
The research in this thesis is based on a variety of academic and industry sources on 
containerization technologies including Kubernetes. The primary sources are peer-reviewed 
papers, conference publications, and technical reports which describe the performance, 
architecture, and operation of containerized systems. These sites include information about the 
technical capabilities and limits of the container and orchestration platforms. 
 
Academic research is considered but so too are industry documents and reports from 
organizations such as Cloud Native Computing Foundation (CNCF). These reports provide valuable 
insights into real-world adoption patterns and ecosystem growth for Kubernetes. Furthermore, 
technical blogs, engineering case studies and public discussions from developer communities like 
GitHub are utilized to complement academic findings with practical insights from industry 
practitioners. The combination of academic research and industry information allows for a more 
complete analysis of the position of Kubernetes in modern software infrastructures. 
 
The selected sources were categorized according to recurring themes instead of discussing each 
source individually in the literature synthesis. The key issues addressed in the synthesis were 
performance and resource efficiency, deployment portability, scalability, automation, operational 
complexity, team expertise and cost. Academic research was mainly used to understand technical 
properties and results related to performance, while industry reports and technical documentation 
were used to understand adoption trends and practical implementation challenges. 
Data from various sources were critically analyzed. For instance, academic benchmarking studies 
tend to focus on performance benefits of containers versus virtual machines, but industry reports 
and practitioner discussions tend to focus on operational challenges such as configuration 
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challenges, security, monitoring, and the learning curve of Kubernetes. Where the literature 
contained conflicting views, the thesis did not consider one type of source to be inherently 
superior. Rather the results were discussed in context, with attention to purpose and possible 
constraints. 
 

3.3 Analytical Framework 

The thesis is based on an analysis that takes a comparative approach to the role of containers and 

Kubernetes in the software deployment contexts. The framework examines how container 

technologies and orchestration systems deal with issues like application deployment, scalability 

and system administration. 

The analytical approach of this thesis is based on mapping the results from the literature research, 

industry reports and survey responses onto a set of evaluation dimensions. These dimensions 

include: system scale, application architecture, infrastructure environment, automation needs, 

operational complexity, team expertise and cost. These parameters were selected as they are 

frequently referenced in industry talks and publications as key factors to whether Kubernetes 

provides sufficient value to compensate for its complexity. 

Every parameter is used to assess if Kubernetes offers more benefits than container-only 

deployment. System scale, for instance, is used to determine whether orchestration is necessary 

given the quantity of machines, services, and containers. To determine if a system is micro 

service-based, modular, or monolithic, application architecture is utilised. Whether deployment 

takes place on a single host, across several nodes, or in cloud-based and distributed systems is 

determined by the infrastructure environment. Features including self-healing, auto scaling, rolling 

updates, load balancing, and service discovery are evaluated based on automation requirements. 

Because adopting Kubernetes is more than just a technological choice, the framework also takes 

operational complexity, team expertise, and cost into account. Even if Kubernetes offers robust 

orchestration capabilities, its adoption might not be warranted if the team does not have the 

necessary expertise to manage clusters, networking, monitoring, security, and configuration. 

Similarly, before determining whether Kubernetes is the best option for a certain software system, 

the additional infrastructure and maintenance costs must be taken into account. 

In this sense, the framework transforms the survey results, industry reports, and literature review 

into an analytical decision model instead of just a list of sources. The framework's goal is to 

pinpoint the circumstances in which container-only deployment might be adequate and when 

Kubernetes becomes valuable enough to warrant its operational complexity. In Chapter 4, this 

paradigm is subsequently used to provide comparative and evaluative answers to the study 

questions. 

 

3.4 Evaluation criteria 

To complement the analytical approach, a set of evaluation criteria are utilised to determine when 

Kubernetes adoption is justified in current software deployment scenarios.  These criteria are 

based on recurring themes from literature research, industry reports and survey results. While the 
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criteria do not provide a numerical score, they do provide a formal way to compare container-only 

deployment to Kubernetes-based orchestration. 

The size of the system is the first criterion. This criterion considers the total number of containers, 

services and machines in the deployment. Small systems with just a few containers may not need a 

full orchestration framework. Larger systems spread across many nodes may benefit from 

Kubernetes. 

The second criterion is application architecture. Container-only deployment may work for 

monolithic applications or tiny modular systems, but micro service-based systems frequently 

require service discovery, load balancing, autonomous scalability, and automatic recovery. 

The third criterion concerns the infrastructure environment. Applications installed on a single host 

or on a simple infrastructure may not require Kubernetes, however those deployed over several 

servers, clusters, cloud platforms, or hybrid environments may require orchestration. 

The fourth criterion concerns automation requirements. Kubernetes is particularly useful when a 

system requires auto scaling, self-healing, rolling updates, rollback methods, and automated 

service discovery. If these needs are minimal, simpler container deployment approaches may 

suffice. 

The fifth criterion concerns operational complexity. Kubernetes increases complexity through 

cluster management, networking, configuration, monitoring, and security. This intricacy must be 

evaluated against the advantages it offers. 

The sixth criterion is team expertise. Kubernetes adoption necessitates understanding of container 

orchestration, cluster administration, networking, monitoring, and security. If the team lacks this 

experience, Kubernetes may cause more issues than it solves. 

The seventh criterion is the cost of additional infrastructure. Running Kubernetes may necessitate 

additional infrastructure, managed services, monitoring systems, and maintenance work. As a 

result, Kubernetes is better suited when the benefits of orchestration justify the increased 

expenditures. 

These evaluation criteria are later used in Chapter 4 to answer research questions and provide a 

decision framework for Kubernetes adoption. 

 

3.5 Survey Design and Limitations 

An exploratory poll was conducted to supplement the literature research and to gather practical 

experience from persons who have used or encountered container technologies including 

Kubernetes. The survey was aimed to elicit feedback on the practical benefits, obstacles, and 

conditions under which Kubernetes adoption may be justified. The questions centred on expertise 

with containers and Kubernetes, perceived differences between container-only deployment and 

Kubernetes, valuable Kubernetes capabilities, complexity, and scenarios in which Kubernetes is 

deemed beneficial or excessive. 

The survey was not designed to yield statistically generalizable results. Instead, it was used as 

corroborative evidence in the qualitative analysis. The respondents varied in experience from 



27 
 

novice to advanced, allowing us to have a range of practical perspectives. But this means answers 

can range in technical understanding Therefore, the survey results are carefully interpreted and 

used together with the literature and industry sources and not as a separate evidences . 

The survey can be biased. The sample was small and based on available volunteers, so it may not 

be representative of the software industry as a whole. Those who have used Kubernetes more 

directly may have stronger opinions, positive or negative, depending on the circumstances of their 

project. Furthermore, as Kubernetes is a hot topic in the industry, some of the comments might be 

more about the current thinking of practitioners rather than a true technical proof. The survey 

results are therefore mainly used to underpin broader analytical discussions, especially those 

relating to complexity, learning curves and contextual adoption. 

4 RESEARCH QUESTIONS AND ANALYSIS 
The three research questions presented in Chapter 1 are addressed in this chapter. The literature 

review, industry reports, and survey results covered in the earlier chapters serve as the foundation 

for the analysis. This chapter aims to assess the practical utility of containers and Kubernetes in 

various software deployment scenarios in addition to describing them. 

In order to address RQ1, Section 4.1 examines the useful advantages of containers in comparison 

to more conventional deployment strategies like virtual machines and bare-metal deployment. In 

order to address RQ2, Section 4.2 examines the conditions in which Kubernetes offers benefits 

over container-only deployment. Section 4.3 answers RQ3 by developing evaluation criteria for 

Kubernetes adoption based on system scale, application architecture, infrastructure environment, 

automation requirements, team expertise, and cost. 

 

4.1 Evaluating the Benefits of Containers Compared with Traditional 

Deployment Approaches 

The first research question looks at how containerization functions in contemporary software 

systems and evaluates its benefits over more conventional deployment methods like virtual 

machines and bare metal systems. 

The traditional deployment methods are bare-metal deployment and virtual machine based 

deployment. Bare-metal deployment is when software is installed on a physical server directly. 

Virtual machine based deployment is when applications run on separate guest operating systems 

hosted on a hypervisor. By contrast, container-based deployment isolates programs at the 

operating-system level while sharing the host kernel, which reduces overhead and improves 

portability. 

The current software market is moving towards systems based on distributed micro services, and 

this makes the need for light weight, portable and efficient deployment mechanisms increasingly 

important. Traditional virtualization technologies have been widely used for a long time to isolate 

applications and manage infrastructural resources but they usually add overhead since each virtual 

instance running on the physical machine needs an operating system to be executed. 
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Container technologies are now considered as an alternative way to overcome these limitations by 

providing a more lightweight and flexible environment. Thus, the knowledge of the need of 

containers and the scenarios in which are used, their benefits over traditional deployment has 

become essential to evaluate their role in the modern software infrastructures. 

Containers have already been discussed in some detail in the introduction of the thesis, here on 

onwards, this research question will focus on the comparative analysis between the two 

technologies. A lot of research done on this topic explicitly determines the scenarios, in which one 

technology functions better than the other.  

Several studies report that container-based environments introduce significantly lower overhead 

compared to virtual machine deployments, allowing applications to achieve near bare-metal 

performance while reducing infrastructure resource consumption.  

Before making some comparison about the CPU efficiency, deployment speed, portability of 

applications, micro services, we talk about the fundamental difference that makes containers the 

go to technology. A virtual machine is exactly what its name indicates, a complete simulated 

environment or computer. You need a hypervisor to run the virtual machine. It is a piece of 

software that is capable to creating and illusion of a dedicated hardware for each VM. However, we 

don’t have this issue in container technology as they do not require a separate hypervisor, instead 

they use the same kernel of the operating system they are being run on. The following figure 

shows the fundamental difference between the two technologies. 
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Figure 13: A comparison of virtual machines architecture  (top) vs container technology architecture (bottom) 

Memory efficiency is something where containers win big. It is often an area which is a primary 

constraint when we try to maximize the workload density. We can examine why container are 

drastically more memory efficient. Every virtual machine consumes memory in several ways. 

Following are some of the ways of memory consumption: 

1)​ Guest OS base memory: 

A minimal Linux virtual machine can be considered to have the following baseline memory 

requirement as mentioned in the table below. The values in Table 5 are not from 

measurements taken as part of this thesis. They are approximate memory use values based 

on the cited technical source [40], and they are used here to demonstrate the normal 

baseline memory overhead associated with running a small virtual computer. Actual 

memory utilisation varies according to the Linux distribution, enabled services, hypervisor 

setup, and workload. 

Component  Typical memory usage 

Kernel 100 - 200 MB 

System + core services 50 - 100 MB 

SSH daemon 5 - 10 MB 

Logging (journal/rsyslog) 20 - 50 MB 

Package manager metadata 30 - 50 MB 

File system caches 100 - 500 MB 

Minimum useable memory 400 - 900 MB 

Table 5: A table depicting the minimum memory requirement for a virtual machine [40] 
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Hence we can conclude from the above table that a minimal virtual machine with an 

Ubuntu server or Alpine Linux requires 512MB to 1GB of memory just to boot and become 

useful.  

2)​ Hypervisor Overhead: 

The hypervisor itself consumes a lot of memory for each virtual machine it is requested to 

run. Just to name a few, the hypervisor is in charge of memory balloon driver, Virtio device 

emulation and shadow page tables (without EPT/NPT) etc. We can estimate an overhead of 

around 70-150MB per virtual machines for the hypervisor [40]. 

3)​ Memory Fragmentation and Reservation: 

Virtual machines typically allocate contagious memory and usually reserve more than they 

require.  

 

On the other hand, we now compare the container technology memory requirements. Following 

are some of the ways the container technology uses memory: 

1)​ No guest kernel:  

Containers do not have their dedicated kernel, instead they use the same host kernel. This 

alone save them around 100-200 MB per instance. 

2)​ Shared Libraries: 

When we have multiples containers using a single image, they tend to share the read-only 

file system layers. 

3)​ Process-level Memory 

Fundamentally speaking, container is more or less a process, or to be precise, a group of 

processes. Its memory footprint can be understood from the following table. Similarly, the 

figures in Table 6 are rough estimations based on the cited source [40]. They are presented 

to serve as an informative comparison of container runtime overhead rather than an 

experimental benchmark. Because containers share the host kernel and do not require a 

separate guest operating system, their memory overhead is typically smaller than that of 

virtual machines. 

 

Component Typical memory usage 

Container runtime overhead 5-10 MB 

Application process Varies (but same as native) 

Unique file system writes (CoW) Usually < 10 MB 

Total overhead 15-20 MB + application 

Table 6: A table indicating the memory usage for container applications [40] 
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Based on these estimates, virtual machines may require several times the amount of baseline 

memory as containers, owing to the presence of a guest operating system and additional 

hypervisor-related overhead. However, the precise difference depends on the arrangement and 

workload. 

Talking about the CPU performance of the two technologies, we again see a similar trend for 

container technologies when compared with virtual machines. However on the other hand, 

bare-metal configuration tends to be the fastest as the application is directly installed on the 

physical hardware without containerization or visualization layers [29]. Containers consistently 

show 1-2% overhead in CPU performance while in case of virtual machines, we even see an 

overhead of around 5-20% [40]. 

Further continuing our research on the question, we can state some of the areas which can be look 

at to provide a quantitative comparison of containers. In case of start-up times, the time required 

for VMs can be around 20-60s while for containers it is in the milliseconds as they do not require to 

boot. This has an impact on operations, as this time difference matters for auto scaling response 

time, deployment speed, and development iterations. In case of storage requirements, containers 

utilise extremely low space in the memory since they only share read only files. In terms of 

networking analysis, containers accessing host network have almost zero overhead and can be very 

close to native host performance [40].   

In terms of workload density, containers outperform virtual machines and bare-metal deployments 

since they share the host operating system kernel and use fewer resources per instance. The 

overhead of separate guest operating systems reduces the density of virtual machines. Bare-metal 

installations often have the lowest workload density because workloads often require dedicated or 

less efficiently shared physical resources. Bare metal can still host multiple processes on a single 

server, but containers are viewed as more dense in architecture comparisons because they 

package and isolate workloads much more efficiently. 

Containers offer lightweight deployment, fast start up times, and high workload density, but virtual 

machines are still preferred when full operating-system isolation is required. Each virtual machine 

has its own guest operating system and virtualised hardware environment. VMs provide better 

separation of workloads and are suitable for multi-tenant infrastructures, security-sensitive 

applications and legacy software that requires a specific operating system or kernel version. They 

are also useful when you need to have many guest operating systems living on the same physical 

host, such as a Linux and Windows environment. 

However, bare-metal deployment continues to be very relevant for workloads requiring maximum 

computational performance, highly predictable behaviour and direct access to real hardware. Bare 

metal is a common choice for high-performance computing, real-time or latency-sensitive systems, 

large-scale databases, and workloads requiring specialist hardware such as GPUs, FPGAs, or 

custom accelerator cards. Since applications run directly on the host system, without the overhead 

of a hypervisor or additional abstraction layers, in such a case, bare-metal deployment provides 

more performance efficiency and hardware control than the flexibility and mobility offered by 

containers. 
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Below is a summary of the discussion for this research question: 

Technology Main Strength Main Limitation Typical Use Case 
Bare Metal  

Maximum performance 

and direct hardware 

access 

 

 

Low flexibility and 

lower workload density 

 

 

High-performance and 

latency-sensitive 

systems 

 
Containers Lightweight, portable, 

and high-density 
deployment 

Weaker isolation than 
VMs and shared host 
kernel 

Micro services and 
scalable cloud 
applications 

VMs Strong isolation and 
support for multiple 
operating systems 

Higher resource 
overhead 

Security-sensitive, 
legacy, and mixed-OS 
environments 

Table 7: Table depicting the comparison of Containers with Other traditional Approaches 

 

4.2. Conditions Where Kubernetes Provides Advantages over 

Container-Only Deployment 

This section answers the second research question by discussing cases where Kubernetes is a big 

step forward compared to container-only deployment. 

In the last section, we introduced containers as a way to package an application along with all the 

dependencies it requires to run in a lightweight manner. The biggest advantage containers offer is 

consistency. You can run the same container in development, testing and production environments 

and solve many of the problems that arise from different operating systems, missing libraries and 

incompatible configurations. From this point of view, containers make development, shipping and 

deployment of software easier than more traditional deployment methods [41]. 

Still, containers really shine for a couple of applications. In most cases it is ok to run a few 

containers on a single host. Many tasks such as starting, stopping, networking and monitoring can 

still be done manually or with simple tools. The situation changes as the number of containers 

increases. This is where container management starts to get more taxing and challenging. This is 

analogous to the airport analogy discussed earlier in the literature review, where managing one or 

two aircraft on the ground is relatively easy and straightforward, but coordination becomes tricky 

and complex as traffic increases. The planes need to arrive and leave on time, passengers need to 

be looked after and the whole system needs to remain ordered despite constant movement. We 

see a similar problem in software systems where large numbers of containers need to 

communicate, scale, recover from failure and remain available under changing workloads. 

That’s where Kubernetes comes in. As its architecture has already been described in the 

introduction part of this thesis, here we focus on its functional role. Kubernetes is designed to 

address the operational challenges of managing containers at scale. Containers are usually used on 

a single host, but Kubernetes works with clusters. Instead of managing one container or one 

machine at a time, it orchestrates large numbers of containers on multiple machines [27]. So 

containers are still the unit of deployment and Kubernetes is the orchestration layer on top of that 

to manage them. 
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This distinction is important, because containers should not be replaced by Kubernetes. Rather, it 

uses container technology, which makes it useful for larger, more dynamic environments. 

Orchestration is one of the main benefits of Kubernetes. It can deploy, scale, update and recover 

applications automatically. The more complex and bigger your systems are the more difficult it is to 

do those things manually. 

Kubernetes capabilities are a natural fit for distributed software systems. It can deploy containers 

onto available nodes, manage communication between services, load balance traffic, scale 

workloads to meet demand, and automatically restart failed containers. Furthermore, it has rolling 

update and rollback capabilities which improve the reliability of software changes in production 

environments [27]. Thus Kubernetes provides a common automated way to manage containers on 

infrastructures that would otherwise require considerable manual work. 

Clearly these features have practical advantages. Systems such as Kubernetes can help reduce 

operational workload, increase utilization of the available resources, and allow for high availability 

when many services are running on multiple machines. This is particularly true in micro 

service-based architectures and production environments where applications are expected to be 

resilient, scalable and continuously deployable [30], [35]. In this vision Kubernetes is not just a 

deployment tool, but an important element of the operational design of the system. 

At the same time, there is a price to pay for these advantages. Kubernetes doesn’t remove 

complexity from the software system, it just moves a lot of that complexity from application 

deployment to orchestration and infrastructure management. Kubernetes introduces a new 

vocabulary for developers and operators, including pods, services, deployments, ingress rules and 

volumes. They must also manage cluster policies, manifests, access control, and resource 

definitions. This creates a system that is often more difficult to understand, maintain, and 

troubleshoot than one based on containers alone. 

Developer groups and internet forums frequently discuss the operational details of Kubernetes 

adoption. Kubernetes has great orchestration capabilities, but practitioners often say that it's hard 

for development teams to manage clusters, network configurations, and debug distributed apps. 

However, the CNCF highlights that the adoption of Kubernetes is increasing year on year but does 

not provide a true reflection of the overall usage of the software and keeps the long run 

complexities of learning it hidden [41]. 

The additional complexity shows itself in a few ways. Deployment and operation involves a 

significantly greater number of components. The networking is more abstracted. Service 

communication relies on internal cluster mechanisms rather than direct host to host interaction. 

Monitoring and debugging become more difficult, too, because failures may not only come from 

the application itself, but also from scheduling problems, configuration errors, restart loops or 

resource limitations. In this sense, Kubernetes improves automation and scalability, but it also adds 

a new layer of operational overhead. 

So, it all depends on the context on how useful Kubernetes is. In large distributed systems, the 

benefits can easily outweigh the added complexity. Automated scheduling, self-healing, scaling, 

and rolling updates mean much more reliability and less hands-on work. But if you are running 

smaller applications or less demanding infrastructure, the overhead of Kubernetes may not be 

worth it. In such cases, simpler container based solutions may be easier to deploy and maintain. 
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Hence Kubernetes is not necessarily a good thing but a tool dependent on the scale, goals and 

operational needs of the software system. 

Another thing to consider is that Kubernetes adoption is a decision taken at technical and 

organisational level. Efficient use of it often depends on the availability of operational skills, 

monitoring methods and infrastructure automation. Alongside the application, the team might be 

responsible for CI/CD integration, security policies, observability tools and cluster maintenance. 

This means that the success of Kubernetes adoption is dependent not only on the software system 

itself, but also on the capabilities of the organization in charge of running it. 

The following table provides a tabular depiction for comparison of the points discussed in the 

above section: 

 

Aspect Containers Only Kubernetes 
Deployment Manual Automated 
Scaling Manual Auto scaling 
Service Discovery Limited Built-in 
Infrastructure Complexity Low Very high 
Operational Overhead Low Very High 

Table 8: Comparison table between Containers only and Kubernetes 

To further strengthen the complexity debate, a report based on 600 development operations, 

engineering and security professionals, worldwide including large, small and medium enterprises 

from red hat issued in 2024 examines the most common cloud-native security challenges, trends 

and business influences that companies are experiencing. 

The report states that 67% of the companies experienced delays or slowdown in application 

deployment due to security concerns in usage of Kubernetes. This does not stop here. It adds up to 

loss in revenues, and customers, project delays, legal action and law suits and eventually employee 

termination [42]. As a result, there is a large proportion of practitioners that believe there 

companies have adapted the orchestration platform, but have failed to properly invest in trainings, 

and security concerns for container protection [42].  

The respondents (total 600) in the red hat survey were asked if the past on year, they had 

experienced impacts to their businesses as a result of container/Kubernetes security or compliance 

incidents. The following figure illustrates the after effects due to security concerns from 

Kubernetes deployment despite of all the advantages it offers.  
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Figure 14: After effects due to security concerns of Kubernetes usage [42] 

 

4.2.1 Survey 

To complement the literature review and to further investigate the proper adoption of Kubernetes, 
an exploratory survey was conducted among participants with varying levels of experience in container 

technologies and Kubernetes. The aim was not to produce statistically generalizable results, but to 

gather experience-based opinions on whether Kubernetes is beneficial in practice and under what 

conditions its complexity is justified. The sample pool varied significantly in terms of experience 

and command over the container technology and Kubernetes. The results were largely consistent 

with the issues identified in the literature and practitioner discussions. The answers were mixed, 

but tended to lean towards the idea that sometimes Kubernetes can be overkill depending on the 

size and needs of the system. 

The results revealed that the majority respondents identified scalability, automatic deployment 

etc. as the main benefit of the orchestration platform, while the open challenges also comprised a 

long list. It was hard to set up, difficult to troubleshoot and had a steep learning curve. Some 

respondents stated Kubernetes to be an overkill in quite a few scenarios and mentioned that 

normal Docker images could be used to do the job.  

To summarise, Kubernetes could be considered beneficial or overkill depending on its usage. The 

following table summarizes the results obtained during this survey. The survey got 68 responses 

which are depicted below: 

Question Response Multiple Choice 
Number of 
responses 

Experience with container technologies Beginner 10 
 Intermediate 34 
 Advanced 24 

Experience with Kubernetes Yes, in production 25 
 Yes, in testing/academic projects 23 
 No 20 

How does Kubernetes differ from 
traditional container usage? 

Orchestration across multiple machines 56 

 Replaces containers entirely 2 
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 Mainly a security tool 1 
 Mainly for building images 1 
 Not sure 8 

Most valuable Kubernetes capability Automated scaling 14 
 Self-healing 15 
 Load balancing 9 
 Rolling updates / rollback 8 
 Service discovery 10 
 Resource management 12 

Does Kubernetes increase system 
complexity? 

Yes, significantly 29 

 Yes, moderately 25 
 Only slightly 11 
 No 3 

When is Kubernetes really justified? For small applications 3 
 For medium-sized distributed systems 16 

 
For large-scale distributed / micro 
service systems 

39 

 Only in production-critical environments 8 
 Almost always 2 

Biggest challenge introduced by 
Kubernetes 

Learning curve 15 

 Configuration management 14 
 Networking 10 
 Monitoring and debugging 14 
 Security and access control 6 
 Infrastructure overhead 9 

Are the benefits worth the added 
complexity? 

Yes 14 

 No 9 
 It depends on the use case 45 

Table 9: Responses to the questions asked in the survey. 

The majority of responders highlighted orchestration across several computers as the key feature 

that distinguishes Kubernetes from typical container usage. At the same time, a vast majority said 

Kubernetes would increase system complexity greatly or moderately. The majority of respondents 

also stated that Kubernetes is best suited for large-scale distributed or micro service-based 

systems, with only a tiny percentage thinking it was appropriate for small applications. When asked 

if the benefits of Kubernetes justify the additional complexity, the most common response was 

that it depended on the use case. Overall, these comments support the claim that Kubernetes has 

significant operational benefits, but that its use may be overkill for simpler or smaller-scale 

software systems. 
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4.3 Evaluation criteria for Kubernetes Adoption 

This section tackles RQ3 by developing evaluation criteria for the use of Kubernetes in various 

software deployment scenarios. The idea is to know when Kubernetes is the right thing and when 

simpler container-based deployment strategies might be more appropriate. The criteria presented 

in this section originate from the findings of the literature review, industry reports, and survey 

responses. 

 

4.3.1 System scale 

The scalability of the software system is a major determinant of whether Kubernetes is needed. 
Kubernetes was designed to orchestrate large distributed systems where many containerised 
applications need to run reliably across clusters of machines. For smaller applications with a few 
containers running on a single host, container runtimes like Docker or Podman are generally 
enough for deployment, execution and basic lifecycle management. In practice, if you’re running 
fewer than five to ten containers on a single machine, you probably don’t need a full orchestration 
platform. In these cases, actions such as starting, pausing, upgrading and monitoring containers 
can be managed manually or through very simple automation scripts [8][33]. 

At this point the scenario starts changing with the increase of the number of services. Microservice 
based architecture model is common in today’s software systems, where the software is split into 
multiple independent services communicating with each other via APIs or messaging systems. In 
such frameworks, systems can consist of dozens, if not hundreds, of containerised services, each of 
which is responsible for a specific functional part of the application. When you start having twenty 
or thirty or more containers, it becomes a problem to administer them manually. It is increasingly 
difficult to manually coordinate tasks like scheduling containers across computers, resuming failed 
services, controlling resource utilisation, and redistributing network traffic [43] [32]. 

This trend can be also observed for large scale industrial systems. Netflix, Spotify or Airbnb are 
using distributed micro service architectures with hundreds of services running on large cloud 
infrastructures. Manually managing these systems would be extremely difficult as services have to 
be regularly delivered, scaled and monitored across many machines. That’s where orchestration 
platforms like Kubernetes come in. They provide automatic scheduling, service discovery, and 
workload management techniques that let these complex systems run consistently at scale. 

The operational challenges of container administration are not only related to the number of 
services but also to the distributed deployment environments. When you run containers on more 
than one host or cloud instance, you introduce new challenges such as service discovery, 
communication between services, load balancing, and automatic recovery from failure. These 
tasks typically require custom scripts or external tools to be solved without orchestration 
techniques, increasing operational overhead and making systems more difficult to manage over 
time [31]. As the number of containers increases, so does the complexity of container 
management, as does the number of machines and support nodes required to run the system. 

Kubernetes was created primarily to address these issues by introducing an orchestration layer 
capable of coordinating an immense amount of containers across distributed infrastructure. As 
opposed to manually managing individual containers or servers, Kubernetes uses autonomous 
scheduling, workload distribution, and lifecycle management technologies to enable container 
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deployment and maintenance at scale. For example, Kubernetes may automatically put containers 
on available nodes, resume failed services, resize/scale applications based on resource need, and 
divide network traffic among active instances. These capabilities greatly minimise the operational 
work necessary to manage big containerised environments [30]. 

As a result, the utility of Kubernetes grows in proportion to the system's scale and spread. 
Conventional container runtimes are frequently adequate to offer the required deployment 
functionality in relatively modest systems with only a few services. However, as applications grow 
to incorporate several hundred of services running on various servers, orchestration platforms like 
Kubernetes become more valuable. In these situations, Kubernetes' automation and coordination 
help keep complex containerised systems scalable, dependable, and controllable over time [43]. 

To summarise this relationship, the system's size can be approximately associated with several 
deployment approaches: 

 

System scale Typical infrastructure Recommended Deployment Approach 

1-5 Containers Single host Container Runtime is okay. 

5-20 Containers Single host or few nodes Container runtime is okay 

20-50 container services Multi-node infrastructure Orchestration is recommended 

50+ Container services Cluster system Kubernetes is recommended 

Table 10: System scale and the need for orchestration 

 

4.3.2 Application Architecture 

The software application's design is a crucial factor in determining whether Kubernetes is required. 

Different architectural designs have varied operational needs, which determine whether container 

orchestration solutions like Kubernetes are useful. Applications in simpler software systems 

designed using classic monolithic architectures are often comprised of a single deployable 

component that operates as a single process or service. In such circumstances, deployment and 

scaling are quite simple, and container runtimes can frequently provide adequate functionality for 

packaging and running the application. Running a single container or a small group of containers 

typically does not require the advanced orchestration features provided by Kubernetes [8].  

However, in today’s software development, there is a growing trend to adopt architectures based 

on micro services, where the application is composed of several smaller services that operate 

independently but communicate with each other through well-defined communication interfaces. 

In this architectural model, each service could perform a specific function within the larger 

application, and might need to be independently deployed, scaled, updated, or restarted. This 

architecture promotes flexibility and adaptability, but also brings many operational problems 

including service coordination, communication and reliability [43]. 

The more services, the harder it becomes to manage these separate components." In micro service 

based systems often need mechanisms for distributed communication, load balancing, service 

discovery and automatic failure recovery. Without orchestration platforms, developers and 

operators need to do these techniques themselves with custom scripts or extra infrastructure 
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tools. This may lead to extra maintenance work and disjointed operational processes. Kubernetes 

solves these problems by providing a consistent orchestration platform which can orchestrate the 

interactions between services without compromising the stability and scalability of the system. 

The benefits of orchestration are especially clear in large micro service ecosystems, where services 

need to constantly communicate and adapt to changing workloads. Kubernetes simplifies 

automatic traffic routing, container lifecycle management, and service registration in these 

environments. For instance, Kubernetes allows services to scale out as needed, automatically 

replaces failing containers, and spreads workloads across available nodes. Such features also 

ensure the performance and availability of applications in a complex distributed network as well 

[30]. 

This level of coordination is not needed for all software systems, however. The operational 

complexity of Kubernetes may not be justified by the benefits for applications with relatively 

simple designs or few services. For example, it may be easier to run a small application of two or 

three services using simple container deployment techniques than to deploy a full orchestration 

platform. In these cases, the combination of container runtimes and lightweight automation 

tooling often provides enough functionality without the overhead of managing a cluster. 

So, the architectural design of a software system greatly determines the decision whether to adopt 

Kubernetes or not. Systems built around highly distributed microservice architectures are more 

likely to adopt orchestration platforms, which require automated coordination across services. On 

the other hand, simpler or monolithic systems might be able to achieve similar deployment goals 

with containers alone. Application architecture is therefore an important aspect to consider when 

evaluating the real need for Kubernetes in modern software infrastructures. 

 

4.3.3 Infrastructure Environment 

Another factor that affects the benefits of Kubernetes is the infrastructure environment where the 

application runs. Container runtimes may be sufficient to deploy and run apps on a single server or 

a small number of machines. Kubernetes in such environments could simply be an added layer of 

complexity with no practical benefit. 

Distributed infrastructures, consisting of many servers, clusters or cloud platforms, generate 

another kind of problem. In such cases, there is a need to design applications on multiple nodes, 

with consistent configurations and reliable connections. Kubernetes offers a single orchestration 

layer to help coordinate these workloads. Managing containers over clusters of machines make 

large scale systems more dependable, and simplifies the management of complex infrastructures 

[30]. 

But infrastructure isn't always reliable or consistent, which is a problem in and of itself. Teams may 

find themselves spreading workloads across machines that were not meant to work together, in 

environments with ever-changing hardware, or in situations where some nodes are acting 

strangely for no apparent reason. Kubernetes helps to deal with this instability by keeping 

workloads moving even when individual nodes go wrong. However, to be fair it does not solve all 

problems, it only prevents the workers from having to search for broken instances all the time by 

hand [33]. 
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Another problem is scaling in environments that are not designed to scale. Some companies start 

small, but then they have to suddenly replicate the same configuration in a new cloud area or a 

second data centre. That's when ad-hoc scripts and single-server assumptions typically start to 

break down. Kubernetes allows teams to more reliably reproduce environments, no matter the 

differences in underlying hardware or cloud services. But a good setup takes work, and not 

everyone is willing to pay for the labour. 

 

4.3.4 Operational Requirements and Automation​ 
How much automation a system needs can be fundamental in deciding whether or not to use 

Kubernetes. Kubernetes provides a number of automation capabilities such as rolling updates, 

self-healing, and automatic scalability. These properties allow systems to recover from faults 

without human intervention and to react flexibly to changing requirements. 

These features can significantly decrease operational effort for large systems that demand 

continuous deployment, high availability, and automated scalability. But you don't always need 

that level of automation. For systems with stable workloads or simple deployment needs, the 

additional complexity that Kubernetes brings may not be worthwhile. Sometimes, a more simple 

container-based deployment strategy may give a more workable answer. 

 

4.3.5 Expertise and Team Capability 

An important part is the skill and experience of the group operating the system. Kubernetes 

introduces a bunch of new concepts and components that are hard to manage well without 

technical knowledge. The teams need to be aware of cluster administration, networking setups, 

container management, and monitoring tools [44] to maintain the stability of the Kubernetes 

environment. Companies with mature Development processes and dedicated infrastructure teams 

can benefit a lot from Kubernetes as they have the know-how to run and manage complex 

orchestration systems. But Kubernetes can be a steep learning curve for smaller teams without a 

lot of ops knowledge. In these cases, the potential benefit may not be worth the extra 

maintenance and learning. 

In addition, team knowledge is not accidental. There may be one or two who really understand 

how the system works. If they leave or get transferred to another job, the whole thing is unstable. 

This could get ugly, because Kubernetes is built on so many interdependent parts that somebody 

has to be in charge of. Also, not everything is well documented; teams generally plan to “write it 

later” which is rarely happening. So it becomes a little bit unstable when the people who put it all 

together are no longer there. 

 

Then there are the questions of day to day operations. But not all companies have the patience or 

time to deal with cluster upgrades, unexpected networking problems, or strange scheduling issues 

that pop up at the worst possible time. Some teams spend more time fixing the orchestration layer 

than they do on the product itself. That can be frustrating, particularly if the system wasn't all that 
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complex in the first place. Eventually teams start to wonder if they really needed Kubernetes, or if 

they were just jumping on the bandwagon. 

 

4.3.6 Cost and additional Infrastructure 

Finally, infrastructure and cost factors are also responsible for the adoption of Kubernetes. For 

example, a Kubernetes environment typically requires additional infrastructure components, such 

as control plane nodes, monitoring tools, storage systems, and network configurations. Even with 

cloud-based managed Kubernetes services, organisations still need to manage resource allocation 

and cluster configurations. 

Such additional resources can also add unwanted overhead for small applications or projects with 

little infrastructure needs. With less resources and lower operating costs, simpler container 

deployment approaches can frequently accomplish the same objectives. As a result, Kubernetes 

typically offers the greatest benefit in settings where the system's complexity and scale warrant 

the extra infrastructure cost.​  

Another problem that is often overlooked is the uncertainty of cloud spend once Kubernetes 

comes into play. They may scale something “just for the moment”, set up test clusters and ignore 

them, or leave monitoring agents running on nodes that don’t really need them. The monthly bill 

suddenly looks very different than anyone expected. It’s not malicious, it’s just the result of having 

too many moving parts. Kubernetes does help scale but it is also easy to overspend and not every 

organisation has the tools or discipline to control that. 

These factors, in general, indicate that Kubernetes adoption is a contextual decision, not a binary 

one. When multiple factors are present simultaneously, such as big system scale, distributed 

infrastructure, micro service-based architecture, high automation requirements, and sufficient 

team skills, Kubernetes becomes more warranted. Container-only deployment might offer 

sufficient functionality with less complexity and expense if the system is compact, reliable, and 

easy to use. As a result, the choice to use Kubernetes should be predicated on whether the 

advantages of orchestration outweigh the operational costs. 

5 DISCUSSION AND LIMITATIONS 
The analysis in Chapter 4 demonstrates that the necessity of Kubernetes cannot be assessed as a 

straightforward yes or no question. Instead, Kubernetes adoption is determined by a variety of 

technical and organisational criteria, such as system scale, application architecture, infrastructure 

environment, automation requirements, team expertise, operational complexity, and cost. As a 

result, the primary outcome of this thesis is a decision-oriented evaluation methodology for 

determining when Kubernetes is justified and when container-only deployment may suffice. 
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The analysis in the preceding section looked at the function of containers and Kubernetes in 

contemporary software systems. The results show a clear picture, in that while benefits are 

provided by containerization and container orchestration technology in a number of ways, their 

usage and applicability is heavily dependent on the characteristics of the software system being 

developed. 

The first research question focused on the advantages of containers compared to traditional 

deployment approaches, such as virtual machines and bare-metal environments. In our literature 

review for this thesis we found that containers offer a number of benefits, including lightweight 

virtualization, faster deployment times, increased portability and more efficient use of computer 

resources. Containers have a lot less overhead than virtual machines as they share the host 

operating system kernel rather than running independent operating systems. These features make 

containers particularly well-suited for modern software development practices such as 

cloud-based application delivery, continuous integration and continuous deployment. 

The second research question investigated Kubernetes and its additional features, beyond the 

traditional usage of containers. The analysis takes a look at Kubernetes’ powerful orchestration 

capabilities for managing containerized applications at scale. 

These include automated scheduling, self-healing systems, load distribution, dynamic scaling, and 

continuous updates. These features greatly reduce the operational overhead of managing 

containerized workloads in distributed environments with many services running across multiple 

machines. Therefore, large-scale cloud native infrastructures have adopted Kubernetes. 

But the data also show some trade-offs that accompany these benefits. Kubernetes shifts much of 

the complexity to orchestration and infrastructure management, instead of simplifying complexity 

in software systems. To add Kubernetes you need extra components, configuration files, 

networking abstractions, and operational expertise. Teams that use Kubernetes have to deal with 

concepts like pods, services, deployments, networking rules and cluster policies. Therefore, 

Kubernetes configurations are potentially more difficult to understand and debug than simpler 

container-based systems. 

The third research question was to explore if Kubernetes is always useful or if there are cases 

where Kubernetes is not necessary because of this increase in complexity. Kubernetes offers the 

greatest advantages in large-scale distributed systems, especially microservice architectures that 

require dozens or even hundreds of services to work together across multiple computing nodes. In 

these kinds of environments, Kubernetes’ automation and orchestration capabilities go a long way 

towards improving system scalability, reliability and operational efficiency. 

On the other hand, Kubernetes may not provide significant benefits for smaller systems with a 

small number of services operating on conventional equipment. In some scenarios the cost of 

setting up and running a Kubernetes cluster can outweigh the benefits of orchestration features. 

This can lead to a more practical and manageable alternative of simpler deployment strategies 

relying solely on container runtimes. 

Before the full decision structure is presented, the relationship can be described in a simplified 

manner. This simplified table provides a general idea of when container-only deployment is more 

appropriate and when is Kubernetes more appropriate. However, the decision should not be based 
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solely on this simplified distinction, as Kubernetes adoption is dependent on a variety of technical 

and organisational variables. 

System Characteristic Containers Only Kubernetes Is Recommended 
Small apps with fewer services Yes - 

Single server  Yes  - 
Large micro services needed - Yes 
Distribution of Infrastructure - Yes 

Automation and scaling - Yes 
Team requiring Development 

ops 
Maybe Yes 

Table 11: Simplified comparison of container-only deployment and Kubernetes adoption 

The simplified table depicts the general direction of the decision. However, a more complete 

framework is required because real software systems rarely fall into a single category. For example, 

a system may be small but require high availability, or it may be distributed but managed by a team 

with minimal Kubernetes knowledge. Table 12 extends on the simple picture to provide a more 

complete choice framework. 

Based on the evaluation criteria described in Chapter 4, the decision structure below summarises 

the circumstances in which container-only deployment or Kubernetes-based orchestration is 

preferable. The approach is not designed to generate an automatic judgement, but rather to 

facilitate formal thinking when analysing Kubernetes deployment. 

System Characteristic Containers Only Deployment Kubernetes Is Recommended 
System Scale The system has a small 

number of containers or 
services running on one host 
or a few machines. 

The system contains many 
containers or services 
distributed across multiple 
nodes. 

Application Architecture  The application is monolithic 
or consists of only a few 
modular services. 

The application is micro 
service-based and requires 
coordination between many 
independent services. 

Infrastructure Environment The application runs on a single 
server or simple infrastructure. 

The application runs across 
clusters, cloud platforms, hybrid 
infrastructure, or multiple 
distributed nodes. 

Automation Requirements Deployment, scaling, recovery, 
and updates can be handled 
manually or with simple scripts. 

The system requires auto scaling, 
self-healing, rolling updates, 
rollback, load balancing, and 
service discovery. 

Operational Complexity The system is simple enough 
to manage without a 
dedicated orchestration layer. 

Manual container management 
becomes difficult due to scale, 
distribution, or reliability 
requirements. 

Team Expertise The team has limited Kubernetes 
or DevOps experience and 
prefers simpler deployment 
tools. 

The team has sufficient 
knowledge of Kubernetes, cluster 
administration, monitoring, 
networking, and security. 
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Cost and Infrastructure Low cost, simplicity, and minimal 
infrastructure overhead are more 
important. 

The benefits of orchestration 
justify the additional 
infrastructure, maintenance, and 
operational cost. 

Recommended Use Case Small applications, prototypes, 
simple web services, academic 
projects, or systems with stable 
workloads. 

Large-scale production systems, 
distributed applications, micro 
service architectures, and 
systems with high availability 
requirements. 

Table 12: Decision framework for evaluating container-only deployment and Kubernetes based Orchestration  

The table shows that as systems grow to a scale and operational complexity that is difficult to 

handle with manual container deployment, Kubernetes becomes extremely helpful. On the other 

hand, simpler container-based solutions without the extra complexity of orchestration platforms 

may yield comparable results for smaller systems with lower infrastructure requirements. 

Although the study's conclusions offer valuable insights on Kubernetes' function in contemporary 

software infrastructures, a number of limitations must also be noted. First, rather than direct 

experimental evaluation, the study reported in this thesis is mostly based on the analysis and 

synthesis of existing literature. The results are therefore based on previously published research 

studies, technical documentation and industry reports, rather than novel performance measures 

or actual benchmarking trials. 

There is also the limitation of the reliability of the different source types used in the thesis. 

Academic studies are often useful for technical comparison and controlled evaluation, but may 

focus on certain benchmarks or experimental conditions that do not accurately reflect real-world 

production systems. Industry reports and vendor publications are valuable for understanding 

adoption trends and practical issues, but they may reflect the interests, client base or ecosystem 

position of the organization that published them. For instance, reports from cloud-native vendors 

or organisations may provide an inflated number of firms that are currently interested in 

Kubernetes and cloud-native technology. The thesis therefore relies on industry and vendor 

sources as contextual information, as appropriate, rather than on objective measures of the entire 

software industry. 

Another limitation is that the area of container orchestration technology is still evolving rapidly. 

Cloud-native platforms, container runtimes, and orchestration tools are constantly evolving. Thus, 

the results of this thesis represent the state-of-the-art in containerization technologies at the 

present time, but they may change with the release of new tools and deployment models. 

And then there’s the unpredictability of real-world deployment situations, another drawback. In 

practice the benefits from Kubernetes are often determined by the development workflows, the 

infrastructure resources and the organisational knowledge. Applying standards for adoption of 

Kubernetes is difficult as these factors may differ widely between organisations. 

Despite these drawbacks, the analysis presented in this thesis provides a methodical framework to 

evaluate if Kubernetes is necessary for modern software systems. In this study, we evaluate system 

scale, application architecture, infrastructure environment, and operational complexity to better 

understand when Kubernetes can be beneficial and when simpler container deployment 

approaches are better suited. 
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Overall, the findings indicate that Kubernetes should not be seen as an absolute requirement for 

modern software infrastructures. Rather it should be viewed as a powerful orchestration tool 

where the utility depends on the size, complexity and operational requirements of the system. 

6 CONCLUSION AND FUTURE WORK 
This thesis analysed the benefits, drawbacks and practical applicability of containers and 

Kubernetes in various system designs to examine their role in contemporary software deployment 

settings. The study reviewed existing literature and industry practices to determine if 

containerization and container orchestration technologies provide significant benefits and when 

simpler deployment methods are more appropriate. 

From the literature review performed, we could conclude that the lightweight virtualization 

approach, portability, and effective resource usage of containerization have made it an essential 

technology in modern software development. Compared to traditional virtual machine based 

approaches, containers significantly simplify the development and delivery process and offer a 

uniform application deployment across numerous environments. 

The conclusion of the thesis is that Kubernetes is not a necessary part of all contemporary 

software systems. Instead, system scale, application architecture, infrastructure environment, and 

the development team’s operational capabilities should all be considered while evaluating its 

deployment. For smaller systems with less infrastructure requirements, simple container-based 

deployment techniques may provide enough functionality without the additional complexity of 

Kubernetes. 

The main contribution of this thesis is the development of a decision-oriented evaluation 

methodology for the analysis of the adoption of Kubernetes. The methodology proves that the 

more variables are involved, such as big system scale, distributed infrastructure, microservice 

based architecture, high automation needs, adequate team knowledge and reasonable 

infrastructure costs, the more justified Kubernetes will be. Alternatively, for small, stable, simple 

systems, deployment using containers only may be sufficient, with less complexity. 

Future work may include empirical performance evaluations of container-only deployments versus 

Kubernetes-based infrastructures at different system scales. A further analysis of lightweight 

orchestration alternatives, and simplified deployment frameworks, may also offer helpful insights 

into the future evolution of container management technologies. 
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