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ABSTRACT 

Valtteri Raivio: ISO 27001: Creating a framework for continuous monitoring and development 
Master’s Thesis 
Tampere University 
Master’s Programme in Information and Knowledge Management 
June 2026 
 

Information has risen to be one of the key strategical resources of organizations. Because of 
this the role of information security has also risen tremendously. The ISO/IEC standard offers a 
structured framework for building and maintaining an ISMS to organizations. This case study was 
conducted for a Business Intelligence (BI) unit of a large Finnish organization, that deals with 
sensitive and business critical data as a part of their everyday processes. There was a recognition 
of organizational information security needs causing friction when applied to unit levels that 
needed operative flexibility. Also a recognition of adoption challenges was made due to earlier 
adoptions indifferent business units. Because of these recognitions a study was conducted. The 
aim of the study was to find out how a business intelligence unit could adopt an ISMS that was 
compliant with ISO/IEC 27001 standards in a way that supports the daily work of the unit and can 
be continuously developed. 

 The study was conducted as a qualitative case study using an abductive research approach 
and a pragmatist research philosophy. The theoretical framework of the study was based on a 
literature review focusing on information security management, the environment of cyber security 
threats and the holistic factors of information security. Empirical data was collected by conducting 
two rounds of semi structured interviews. The interviews were participated by all levels of man-
agement and grassroots employees of the unit and group level.  

The study found three central themes which were socio-cultural information security dynamics, 
operative data management and communication based friction. Through these themes four needs 
for development were found: Governance friction, a bridge between the risk- and asset registers, 
lack of transparent channels of bottom-up communication and frustration with a compliance based 
training culture. based on these a concrete framework was built to help with continuous manage-
ment and development of the ISMS. The framework is based on four key principles that are: 
flexibility in tool selection through standardized communication interfaces, asset-oriented risk 
management, narrative-based learning to support a no-blame culture, and direct escalation chan-
nels utilizing project managers as security champions. This framework is guided  by a PDCA 
based annual and quarterly clock that is supported by a resource efficient model for monitoring.  
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27001, Business Intelligence, case study 
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Tiedosta on tullut yksi organisaatioiden keskeisimmistä strategisista resursseista. Tämän 
seurauksena myös tietoturvan merkitys on kasvanut huomattavasti. ISO/IEC 27001 -standardi 
tarjoaa organisaatioille rakenteellisen viitekehyksen tietoturvan hallintajärjestelmän (ISMS) 
rakentamiseen ja ylläpitämiseen. Tämä tapaustutkimus toteutettiin suuren suomalaisen 
organisaation Business Intelligence (BI) -yksikölle, joka käsittelee päivittäisessä toiminnassaan 
sensitiivistä ja liiketoimintakriittistä dataa. Organisaatiossa tunnistettiin, että organisaatiotason 
tietoturvavaatimukset aiheuttivat kitkaa yksikkötason toiminnassa, joka edellyttää operatiivista 
joustavuutta. Lisäksi aiemmissa käyttöönottohankkeissa eri liiketoimintayksiköissä oli havaittu 
käyttöönottoon liittyviä haasteita. Näiden havaintojen perusteella toteutettiin tutkimus, jonka 
tavoitteena oli selvittää, miten Business Intelligence -yksikkö voisi ottaa käyttöön ISO/IEC 27001 
-standardin mukaisen tietoturvan hallintajärjestelmän tavalla, joka tukee yksikön päivittäistä 
toimintaa ja mahdollistaa jatkuvan kehittämisen. 

Tutkimus toteutettiin laadullisena tapaustutkimuksena hyödyntäen abduktiivista tutkimusotetta 
ja pragmatistista tutkimusfilosofiaa. Tutkimuksen teoreettinen viitekehys perustui 
kirjallisuuskatsaukseen, jossa tarkasteltiin tietoturvan hallintaa, kyberuhkaympäristöä sekä 
tietoturvan kokonaisvaltaisia inhimillisiä tekijöitä. Empiirinen aineisto kerättiin toteuttamalla kaksi 
kierrosta puolistrukturoituja haastatteluja. Haastatteluihin osallistui sekä yksikön että 
konsernitason johdon edustajia ja ruohonjuuritason työntekijöitä. 

Tutkimuksessa tunnistettiin kolme keskeistä teemaa: sosio-kulttuuriset tietoturvadynamiikat, 
operatiivinen datanhallinta sekä viestintään perustuva kitka. Näiden teemojen kautta tunnistettiin 
neljä kehitystarvetta: hallinnollinen kitka, yhtymäkohta riski- ja omaisuusrekisterien välille, 
läpinäkyvien alhaalta ylöspäin suuntautuvien viestintäkanavien puute sekä turhautuminen 
vaatimus-pohjaiseen koulutuskulttuuriin. Näiden havaintojen pohjalta rakennettiin konkreettinen 
viitekehys tukemaan tietoturvan hallintajärjestelmän jatkuvaa hallintaa ja kehittämistä. Viitekehys 
perustuu neljään keskeiseen periaatteeseen: työkalujen valinnan joustavuus standardoitujen 
viestintä rajapintojen avulla, omaisuuskeskeinen riskienhallinta, tarinapohjainen oppiminen 
syyttämättömän kulttuurin tukemiseksi sekä suorat eskalaatiokanavat, joissa projektipäälliköt 
toimivat tietoturvachampioneina. Viitekehystä ohjaa PDCA-malliin perustuva vuosi- ja 
vuosineljänneskello, jota tukee resurssitehokas seurantamalli. 

 
 
Avainsanat: tietoturva, tietoturvan hallintajärjestelmä, ISMS, ISO/IEC 27001, Business 

Intelligence, tapaustutkimus 
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1. INTRODUCTION 

This chapter provides an overview of the thesis. It presents the background for the thesis, 

the research objectives and questions handled in the thesis, and introduces the research 

context and the case organization in question. This chapter also introduces the research 

structure and the context and boundaries of the research.  

  

1.1 Background 

Data in today’s world is one of the most valuable assets for any organization (Lim et al., 

2018). The rapid digitalization of today’s world only enlarges this value every single day 

(Verhoef et al., 2021). Data can be associated with all surrounding activities in one way 

or another. Retail stores collecting shopping habits, websites using cookies and social 

media giving marketing tailored specifically to a person’s needs and wants are only the 

tip of the iceberg. As with anything valuable it is critical that one protects it from malice, 

misuse and accidents. When applying this concept to data it is referred to as information 

security (von Solms & van Niekerk, 2013). Information security can be viewed as encom-

passing three sections known as the CIA-triad: Confidentiality, Integrity and Availability. 

This means that information security aims to not disclose data to unauthorized individu-

als, making sure the data is accurate and complete and that the information is available 

to authorized users whenever it is needed. (Lundgren & Möller, 2019) 

For organizations to adhere to processes and systems that further information security it 

is crucial that they have an implemented system for it. This system is referred to as ISMS 

(Information Security Management System). ISMS is needed to manage security sys-

tems systematically, instead of using individual controls that are hard to manage. 

(Humphreyes, 2008) This creates a singular framework that assures that risks are iden-

tified, assets are protected, compliance is tracked and security practices are being im-

proved upon. To help organizations make this transition and prove that everything is 

done legitimately there are standards to follow. Of these standards the most well-known 

is the ISO/IEC 27001 standard. The standard is an international standard that defines 

requirements for establishing, implementing, maintaining and continually upgrading an 

organization’s ISMS (Kamil et al., 2023). Organizations that adhere to this standard are 
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eligible to receive a certification for ISO 27001. Having this certification communicates 

that an organization has a valid ISMS in place and they are doing systematic work in 

order to address these issues, which in return demonstrates trustworthiness and can 

therefore add value to the organization (Culot et al., 2021). 

Although this standard requires that the organization does constant monitoring and im-

provement, the way in which this is to be done is left up to the organization to figure out 

(ISO/IEC 27001, 2022). There are of course guidelines that have to be followed but there 

is no simple solution or instructions on how this is to be done. This is done purposely 

since the ideal ISMS is one that fits the company needs and because of that the standard 

calls to be adopted in a way that fits the specific context. This means that the corrective 

actions, improvement practices and monitoring should reflect the organization’s risks, 

environment, objectives and size (Culot et al., 2021).   

Due to these factors this study focuses on creating a working framework for continuous 

monitoring and development. Broadly stated this focus applies to the aforementioned 

objectives of the ISO 27001 Standard: implementation, maintenance and continual im-

provement of the ISMS. Establishment is left out, because this study can be considered 

as the establishment phase. 

1.2 Research objectives and questions 

The purpose of this thesis is to study how an ISMS should be adopted based on the ISO 

27001 standard in a way that considers the organizational needs and create it in a way 

that the organization can continuously keep developing their security capabilities. This is 

to be done by creating a concrete framework for the case organization. The selected 

scope of the case organization is a business intelligence unit. However, this study also 

aims to answer questions that are more broadly usable such as what needs to be ac-

counted for in the organizational context to adopt an ISMS successfully. 

After understanding the context and limitations of this case study the business intelli-

gence unit can adopt an ISMS framework based on this study, but this study can also be 

used as a basis for other adoption in other units. This indicates that the focus is heavily 

on practical impact. The following main research questions and sub questions are based 

on this very goal: 

Main research question: How should a business intelligence unit build an ISMS to com-

ply with ISO 27001 standards? 

Sub research questions: 
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- Q1: What are the important aspects of ISMS? 

- Q2: What are the specific requirements stated in ISO 27001 for a business intel-

ligence unit? 

- Q3: What factors influence the success of ISMS adoption in a data-focused en-

vironment? 

- Q4: What are the business unit specific needs for the ISMS? 

o Q4.1: From a technical perspective 

o Q4.2: From a holistic perspective 

- Q5: How can a unit ensure continuous development? 

 This study is done as a combination of a literature review and an empirical study. The 

literature review aims to answer sub questions Q1, Q2 and Q3. The empirical part fo-

cuses on refining these to the unit at hand and answers the sub question Q4. The last 

sub question 5 is answered as a combination of both these research methods.  

 

Figure 1: A visual representation of research questions. 

1.3 Research scope 

The research conducted in this study has multiple boundaries. Some of which were in-

tentionally selected to improve the results of the study or to make the scope manageable 

and some were restraints based on factors out of the study’s reach of influence. This 

chapter aims to list the most influential boundaries in order to understand the environ-

mental restrictions and methodological choices that were made. 
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The study was conducted for a specific business unit within the company. This means 

that the findings of this study are not applicable to an organization that consists of multi-

ple business units with their specific needs. Moreover, the case unit in this study is a 

business intelligence unit. This means that most of the unit’s work consists of data ware-

housing and reporting for a customer across a multitude of customer relationship models. 

The needs of a different unit might be completely different, therefore the framework that 

this study aims to create cannot be applied to a different unit without modification. But 

the study can be used to create a basis to find a suitable framework for another unit using 

the methods mentioned in this study. The reason this study takes into account the stra-

tegic interest of the whole organization is the so-called customer relationship between 

the unit and the organization that is under it. tactical and operational decisions need to 

be aligned with organizational strategy and values.  

The second big limitation is to do with customers. Since the unit has many different cus-

tomers, some of which are from the public sector and others from the private sector, the 

ISMS framework cannot be too specific about the tools and ways of working. Nearly all 

customers have their own key factors that they need to focus on and secure which means 

that they also have their requirements for the project team withing the unit. This also 

leads to the ISMS having a boundary to not interfere too much with tool selection. Each 

of the project teams needs to have the ability to adapt to customer requirements and 

work with a flexible toolset. The ISMS might contain some tool restrictions that have been 

noticed in risk analyses, but they are not a focus of this study. This could all be encom-

passed by stating that this study does not aim to create technical controls. Technical 

controls might be a part of the ISMS in some way, but they are not the only thing, and 

they aren’t the focus point of this study. It could be stated that if anything technical con-

trols are a side product of the ISMS. 

Even though this study has been done as a part of the ISO 27001 certification project 

the certification project is not included in the scope of this study. This means that the 

study will not take into account the auditing process in an operational sense. The auditing 

process works as a checkpoint and a yearly process that needs to be included in the 

framework, but that is not the aim of this study. This was mostly a methodological choice 

not to make the study too wide but also based on a realistic timeframe. This study has a 

cross-sectional time horizon, but the study could also be done as an iterative study to 

focus on perfecting the actual controls rather than building a framework in which this 

iterative process can be executed. However, this was not the interest of this study and 

wasn’t realistic in the timeframe given. 
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1.4 Research context 

The primary focus of the research is to develop a framework for the implementation of 

multiple subtasks contained within the context of the standard. This Study does not aim 

to create a general framework that could be used for every single organization. The aim 

of this study is to highlight general principles in action and how they can be applied to 

the context of the study at hand while generating value to the organization. 

The case organization is a Finnish IT house that offers a multitude of product offerings 

ranging from IT implementation, products and platforms built inhouse, integration con-

sulting and reporting consulting. According to the European Commission (2003) SMEs 

are defined based on employee count and financial thresholds. According to this defini-

tion the organization cannot be considered an SME as it has approximately 500 employ-

ees. The organization structure consists of a broader company level that oversees all 

operations and strategic alignment and multiple business units that focus on a certain 

type of product. The business unit in this case study is a business intelligence unit that 

focuses on Data warehousing and reporting for customers. The business unit can be 

likened to an SME as it has approximately 100 employees (European Commission, 

2003). The customer base of the unit can be considered as large and consist of both 

public and private sector clients. The employees in the unit include report developers, 

data warehouse developers, architects and leadership roles. Within the unit there are 

many teams that focus on a list of individual projects and customers.  

Since the unit focuses on data warehousing and reporting they have access to customer 

data that can also often be sensitive to either individuals or to the customers’ business 

interests. This means that the customer relationship is inherently quite intimate and mu-

tual trust is key to success. This is backed up by a study by Shittu (2012) which shows 

that when an external actor manages the sensitive data of another company the relation-

ship becomes inherently more intimate. Therefore, an event that endangers the security 

of customer data could lead to widespread issues with trust with the client at hand and 

even other clients of the case unit. For this reason, building a safe solution and safe 

habits of working are not only an interest but an integral part of the unit’s business model. 

Currently the unit is focusing on information safety and has multiple measures in place 

to assure the safe handling and storage of data, but these can be considered as individ-

ual controls and internal best practices. The implementation of an ISMS that is up to ISO 

27001 would unify these controls and make them a systematic priority. On top of this a 

certification not only builds trust with current customers but can be used as leverage 

during sales negotiations to new leads. On public sector clients this certification can even 

sometimes be a requirement for a contract to be signed. Therefore, it can be considered 
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more and more as a requirement for doing business. As for the timing of this project, the 

company is aiming to expand and therefore hopes to leverage this certification as a key 

to new opportunities. This also aligns with a companywide strategic plan to implement 

ISMS and receive ISO 27001 certification for all business units. 

The reason ISO 27001 was chosen is based on earlier organizational decision making. 

This, however, does not mean that it’s a baseless choice. Without a formalized standard 

to follow the ISMS security practices often remain as individual fragmented responsibili-

ties that are not consistently governed. ISO 27001 addresses this issue by emphasizing 

governance structures and documented processes, shifting the focus from technical con-

trols to a more sustainable continually improved upon systematic approach (ISO/IEC 

27001, 2022). ISO 27001 is also internationally recognized, so it improves the chances 

for intercontinental growth opportunities for the organization. The scalable nature of the 

standard allows for same standard adoption both on organizational and business unit 

level while still addressing relevant needs, since it’s based on the organizational need of 

the adoptee. The certifiable nature of the standard provides accountability on all organi-

zational levels. It provides a balance between strategic governance, practical implemen-

tation and internal compliance requirements which makes it more suitable than a tech-

nical control framework for supporting ISMS tool implementation (Calder, 2024).  

1.5 Research structure 

This thesis consists of 6 chapters: 1. Introduction, 2. Theoretical background, 3. Meth-

odology, 4. Empirical findings, 5. The realized framework of the study and 6. Conclusion. 

Chapter 1 outlines the short motivation for this study, introduces research questions, 

introduces the case organization environment and the boundaries of the study. Chapter 

2 covers the literature review part of the study. The main focuses of this chapter are 

understanding information security, its core principles and Information security manage-

ment systems. Understanding ISO 27001 on the basic level and some of the benefits 

that affect the scope of this study. This chapter also focuses on the current information 

security landscape and the effects that humans have on this topic as a whole. 

Chapter 3 introduces the methodological choices for the study, whereas chapters 4 and 

5 show the actual empirical research. Chapter 4 consists of analyzing interviews and 

chapter 5 focuses on building a framework based on the theoretical study and the inter-

view results. These chapters can be considered as the main focus of this study. Finally, 

chapter 6 concludes the thesis by answering the research questions, discusses and eval-

uates the research conducted and its managerial effects. It also suggests future research 

topics for the field.  
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2. THEORETICAL BACKGROUND 

This chapter of the research focuses on all the relevant theoretical backgrounds associ-

ated with the research at hand. Since the research focuses on the adoption of the ISO-

27001 standard information security and the standard in general are presented first. After 

that this thesis looks at the landscape of information security which encompasses the 

current state of the world and what are the key focus points. Lastly the theory background 

will discuss a holistic approach and focus on how human interaction affects the adoption 

of secure practices. 

2.1 Information security 

Since the aim of this study is to create a framework for ISMS adoption, information se-

curity is a key theme. This chapter focuses on understanding information security in gen-

eral, the core principles of information security and understanding a risk-based approach 

in information security. 

 

2.1.1 Definition of information security 
 

Information security can be looked at through many different descriptions that reflect both 

technical and organizational viewpoints. One of the most commonly used descriptions 

states that information security stands for the securing of information and information 

systems from unauthorized access, revealing of sensitive data, data manipulation in 

ways that are not intended or even destroying data within the context (Cherdantseva et 

al., 2016). This definition focuses especially on the target that is being affected and mak-

ing sure the threats of the target are being addressed and understood. Another common 

definition is by Siponen (2000) that addresses information security from an organizational 

viewpoint. It defines information security as an organizational capability of protecting their 

information-based assets, which highlights the nature of information security as a con-

tinuous and regulatory function that relies on different organizational units’ cooperation.  

One of the main differences between information security definitions is whether infor-

mation security is seen mainly as a technical issue or an organizational one. The defini-

tions that regard it as a technical issue often focus on systems, different technologies 

and their controls. That work in order to secure an organization’s information assets from 
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different types of threats. Definitions that regard information security as an organizational 

issue on the other hand often focus on leadership, working principles and decision-mak-

ing which shifts the focus to be a broader organization wide outlook (Siponen & Willison, 

2009). The difference between these ways of viewing also has to do with whether infor-

mation security is viewed as a group of singular controls or as a complete system to be 

managed. 

A second difference between the definitions has to do with how information security is to 

be approached. The two main approaches are an asset protection based, and a process 

view based approach. Asset protection approach starts with the assets that could be 

files, systems and databases. The whole idea of information security is to exist in order 

to secure these assets from varying threats. A process view approach looks at infor-

mation security as a continuous process that involves risk identification, evaluation and 

management as a part of organizational operations (Siponen & Willison, 2009). This ap-

proach highlights the dynamic nature of information security and its integration into a part 

of management efforts. Neither of these definitions are wrong. They just focus on differ-

ent values.  

Information can be regarded as an asset, but not all information is worth the same. The 

information that information security should focus on should have value to the organiza-

tion, but it can be diverse. Information that can be regarded as valuable might include 

data that is critical for business operations, sensitive customer information, financial data, 

personal information of either employees or customers or internal documents and com-

munications. It can be manifested in different forms: digital, physical documents or tacit 

knowledge to mention a few (Bishop et al., 2019; Cherdantseva et al., 2016). This diver-

sity increases the complexity of management because they require different methods of 

security. Because of this diversity it’s important to differentiate between the term’s infor-

mation security and cybersecurity, that is often used as a synonym in common speech. 

In academic literature these are two different terms. Von Solms and Van Niekerk (2013) 

note that cybersecurity focuses purely on working in a digital environment and securing 

assets in that domain, whereas information security is a umbrella term that encompasses 

all securement of information without taking into account whether its digital, physical or 

in a tacit form bound to the personnel.  

There are different things that make some information valuable. The basic idea is that 

information is valuable when it enables efficient action decision-making or gives a com-

petitive edge. The loss distortion or unauthorized leakage of this type of information can 

cause significant financial and reputational harm or legal repercussions. This cause-and-
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effect relationship is the reason why securing this type of data is an integral part of or-

ganizational risk management (Stoneburner et al., 2001). Because of the rapid digitali-

zation and the option to collect so much data through digital platforms. This concept is 

important especially for organizations that are dependent on digital platforms. The num-

ber of companies that fit this criterion are ever growing and the adoption of new digital 

tools and methods are common for both the organizations trying to secure their data, 

and for those who threaten this security. 

In conclusion the definition of information security changes based on the focus. It varies 

depending on whether the emphasis is placed on technical solutions or organizational 

processes, and whether it is examined through the lens of asset protection or as a con-

tinuous management process. These perspectives do not limit each other. On the con-

trary they are complementary and demonstrate that information security is a multifaceted 

phenomenon requiring both technical and organizational approaches. 

 

2.1.2 Core principles (CIA triad) 
 

The core principles of information security are often depicted by a CIA triad. The letters 

stand for confidentiality, integrity and availability. This model’s depiction is widely ac-

cepted and used because it offers a clear and organized way of depicting the central 

goals of information security and it acts as a cornerstone for many controls and standards 

(Bishop et al., 2019). The CIA triad is not only a theoretical framework, but it also con-

cretely steers how organizations develop their information security principles and priori-

tize safety measures. The triad is highlighted in situations where an organization needs 

to balance financial requirements and information security risk handling. 

Confidentiality means that the information is available only to individuals with adequate 

authorization. In practice this is done with for example access rights management, au-

thentication mechanisms and encryption adoption. The failure of confidentiality typically 

appears through data leaks in which sensitive data, such as customer data or personal 

information, is accessed by external actors with no authentication. These types of events 

can cause significant reputational harm and affect the financial status of the organization. 

(Cherdantseva et al., 2016) 

Integrity refers to the validity of information, its completeness and immutable nature of 

the data. Information is to be stored in a way that it stays consistent without changing for 

its entire lifecycle and it’s not to be altered without proper authorization. The effect of 
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integrity is emphasized in situations where information is utilized for decision-making or 

business processes. For example, manipulating financial data or updating the data in-

correctly can lead to situations where an organization makes the wrong strategic deci-

sion, leading to financial losses or even regulatory disciplinary actions against the com-

pany. Securing integrity is therefore not only a technical aspect but it also has a direct 

correlation with organizational trust and the continual nature of business operations 

(Bishop et al., 2019). 

Availability means that the information and information systems are available when they 

are needed. This requires amongst other things system reliability, backup solutions and 

the ability to recover from disruptions. The importance of availability is highlighted in 

business-critical systems in which an outage can halt the organization’s processes com-

pletely. A good example of a threat towards availability is denial of service attacks also 

known as DoS-attacks. They can block access to critical systems that can lead to major 

financial backlash, customer satisfaction lowering and losses of financial opportunities 

(Stoneburner, Goguen & Feringa, 2001). Therefore, availability is directly linked to an 

organization’s operative performance. 
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Figure 2: CIA triad visualized 

Although the CIA triad offers a clear and usable basis for examining information security 

it has been criticized as inept at describing the requirements of modern information se-

curity. One of the central limitations is that the model focuses on the attributes of infor-

mation without taking into account user actions, multi-system integrations and organiza-

tional responsibilities. Cherdantseva and others (2016) point out that in complex and 

networked environments there is a need for broader conceptual tools for understanding 

information security. It can also be argued that the CIA model in itself is incapable of 

guiding an organization to consider responsibility questions and process traceability 

which are integral in managing information security offenses. 

For this reason the conceptual framework of information security has been broadened 

with complementary principles. The two most common additions are accountability and 

authenticity. Accountability means that singular users’ actions are recognizable and 
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traceable. This allows for easier handling of information security breaches and provides 

a way to prevent them in the first place by analyzing methods of working. Authenticity 

refers to being able to prove the source and validity of the information. This aspect is 

slowly growing with the growing complexity of the environment and is a basis for many 

solutions such as blockchain. These two principles complement the CIA model and better 

meet the needs of modern information systems and organizations (Cherdantseva & Hil-

ton, 2013).  

It can be stated that the CIA triad forms the central basis of information security and 

offers a clear framework for modelling the goals of information security. However, its 

limitations highlight the need to look at information security from a broader point of view 

in which organizational and operative aspects are taken into account. This enhanced 

understanding creates a basis for a risk-based approach. which will be discussed in the 

following subsection. 

 

2.1.3 Risk-based approach in security management 
 

The examination of information security has developed significantly from a technology 

focused approach towards a risk-based approach that doesn’t focus on adoption of sin-

gular technological solutions but rather as the complete management of risks affecting 

an organization. With this approach information security is not seen only as a technical 

issue but as a part of a larger ensemble of risk management that supports organizational 

goals. Siponen and Willison (2009) highlight that information security should be based 

on an understanding of the risks that an organization faces rather than just adopting 

standards and technical controls. 

The risk-based approach is based on the idea that not all information security risks can 

be eradicated and that the management of all risks is not financially and operatively 

meaningful. Instead, organizations should focus on recognizing key risks and evaluating 

their effect on and likelihood in relation to business. Therefore, risks can commonly be 

separated into two components: probability and impact. Probability describes how likely 

it is that a risk is realized and impact describes the consequences of a realized risk to 

the organization such as financial losses, reputational damage or impact on operational 

continuity (Stoneburner, Goguen & Feringa, 2001). A combination of these aspects de-

fines a risk’s overall significance. In addition to risk recognition, a key component of a 

risk-based approach is the treatment of risks. An organization has a multitude of choices 

when it comes to the handling of risks. Accepting the risk means that the risks are 
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acknowledged but its impact is deemed acceptable without any additional measures. 

Risk mitigation refers to adopting controls to minimize either the probability or the impact 

of the risk. Transferring the risk means shifting the responsibility of the risk partly or fully 

to another actor, for example through insurance or outsourcing. Risk avoidance means 

changing operations in a way that completely eliminates the risk. (Stoneburner, Goguen 

& Feringa, 2001)  

Table 1: Risk treatment types 

Treatment type name Short description 

Accept Deemed acceptable, no need for treat-

ment. 

Mitigate Adopt controls to minimize 

Transfer Risk shifted to another party 

Avoid Eliminate risk through operation change 

 

The strength of a risk-based approach lies in its ability to connect information security 

with organizational business goals. Hubbard and Seiersen (2023) emphasize that risk 

evaluation should be based on quantifiable impacts in order to make decision making as 

rational and reasonable as possible. This viewpoint shifts the focus from purely prevent-

ing threats towards risk prioritization and effective allocation of resources. This makes 

information security a part of strategic decision making instead of a separate technical 

function. In conclusion, a risk-based approach changes the nature of information security 

towards comprehensive risk management It offers a systemic way of recognizing, eval-

uating and handling information security risks from an organizational point of view. This 

also forms the basis for information security standards such as ISO 27001, where risk 

management is a key function in information security management. 

2.2 ISO-27001 in general 

Section 2.1.3. argues that modern information security is based ever more on a risk-

based approach instead of purely technical solutions. In this context different standard-

ized frameworks have risen to an integral role because they provide organizations with 

a systemic way of managing information security risks. One of the most widely used 

standards in this field is the ISO/IEC 27001 that defines requirements for an information 

security management system (ISMS) development, adoption, upkeep and continual im-

provement (ISO/IEC 27001, 2022). 
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ISO 27001 translates the principles of risk-based information security into a formalized 

management system that integrates technical, procedural and organizational controls. 

Rather than focusing on singular technologies, it focuses on a more holistic approach 

where information security is integrated into organizational structures, processes and 

decision making (von Solms & von Solms, 2004). Because of this the standard is espe-

cially relevant in environments in which organizations need to balance information secu-

rity requirements and financial goals (Gerber & von Solms, 2005). 

Due to widespread adoption and its systemic structure ISO 27001 serves as a central 

framework for understanding how organizations implement and govern information se-

curity practices (Susanto et al., 2012). This section examines the key components of the 

standard, beginning with the concept of information security management systems 

(ISMS), followed by a risk management approach, and ending with implications of certif-

icate and governance. 

2.2.1 ISMS concept and structure 
 

The ISO 27001 standard is based on the implementation of and continuous improvement 

of an information security management system (ISMS) in an organization. ISMS can be 

defined as a systematic approach with which an organization manages information se-

curity related risks and makes sure their information assets are properly secured 

(ISO/IEC 27001, 2022). In ISMS information security is regarded as an ensemble that 

unifies processes ways of working and controls into a singular part of management in-

stead of multiple singular technical solutions. 

The ISMS structure is largely based on the principle of continuous development which is 

often modeled by a PDCA-model (Plan-Do-Check-Act). In the planning phase an organ-

ization defines the goals of information security, recognizes risks associated with them 

and plans the required actions. In the do phase the planned controls and processes are 

implemented. In the check phase also called the monitoring phase an organization eval-

uates the success of implemented solutions by usually either auditing or measures. In 

the act or development phase necessary improvements are made to the system. (Su-

santo et al., 2012) This cycle shows that information security management is not a one-

time operation, but rather an ongoing and iterative process. 
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Figure 3: The PDCA-model visualized 

Another integral part of the ISMS is a list of controls stated in an annex of the standard 

that is known by the name Annex A. It is a group of information security controls that 

envelop a broad range of different aspects, such as access control, data security, phys-

ical safety and business continuity. An organization is not required to implement the con-

trols as such. Their selection should be based on a risk-based assessment (ISO/IEC 

27001, 2022). This creates the flexibility of ISMS and allows it to adapt to the operational 

environment of the organization. 

Previous research has brought into light that the adoption of an ISMS is not merely a 

technical or governing task but requires broader organizational change. Beckers et al. 

(2013) highlight that especially in complex environments the implementation of an ISMS 

requires a clear division of responsibilities, process definitions and the involvement of 

multiple different stakeholders. In addition to that, effective application depends largely 

on how well it can be integrated with current ways of working and governmental struc-

tures (Susanto et al., 2012). 
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In short ISMS offers a structured and systemic framework for information security man-

agement in which continuous development, a risk-based approach and organizational 

integration are highlighted. This is what makes it a great tool for organizations that aim 

to manage their security goals in a consistent and standardized way. 

 

2.2.2 Risk management approach in ISO 27001 
 

A risk-based approach to information security management is a basis for the ISO 27001 

standard. The standard does not define specific singular technical solutions that must be 

adopted but instead it requires an organization to recognize, evaluate and handle secu-

rity risks systematically as a part of their ISMS (Calder, 2024). Risk management is inte-

grated directly into the central requirements of the standard. Especially in the develop-

ment and operational phases where am organization must define their risk management 

processes and execute the chosen controls in practice. This way of working aims to 

guarantee that the security measures that are put in place focus on the most influential 

risks and therefore support the organization’s business goals. 

Because of this focus on specific organizational needs the risk assessment process cre-

ates the fundamentals for information security management using ISO 27001 standard. 

The process begins with identifying information resources and assets after which one 

must analyze the threats and vulnerabilities that are directed towards them. The risk 

probability and impact can be evaluated based on these factors. and they together de-

termine the overall risk level (Landoll, 2016). The standard does not force an organization 

to adopt a strict process for this evaluation, but it must be implemented. The implemen-

tation is flexible and can be based on the environment at hand. This increases suitability 

for a multitude of differing contexts and leads to risk evaluation being based on subjective 

values. 

Risk treatment is the next important stage in which an organization defines how they will 

react to the evaluated risks. This step can be based on the theoretical background pro-

vided in subsection 2.1.2. ISO 27001 requires that an organization develops a plan for 

risk handling that addresses and chooses the necessary actions based on the context in 

order to manage risks. This may include but is not limited to risk mitigation through or-

ganizational or technical controls, acceptance, transfer or avoidance of the risk alto-

gether (Calder, 2024). To documented and reason why these controls where chosen or 

why they were deemed not necessary a Statement of Applicability (SoA) is created. SoA 
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is not only a technical document, but it plays a key role in making the process transpar-

ent, helping with auditing and showing that the management system is being actively 

used. It can be thought of as a concrete bridge between evaluation and control choices. 

Risk control as a whole that is based on the standard can be modeled as a continuous 

and iterative process in which risk evaluation leads to their treatment. This treatment 

leads to execution of chosen controls and execution leads to documentation on SoA 

which leads to monitoring. This process makes sure that Information security is not a 

static state but a part of business processes.  

 

Figure 4: Process model of risk management 

There are multiple areas in which this link to business processes during risk-based ap-

proach can be viewed. Not only do organizations have to focus on evaluating the risks 

on a technical basis but the context forces the process to take into account the impact 

on business continuity, financial capability and relationships with external stakeholders 

(Haufe et al., 2022). This shifts the focus of information security to be a part of strategic 

management in which resources are allocated to deal with the risks that have the biggest 

impact on organizational goals. This allows for information security process prioritization 

and cost-effective implementation. 

Although the approach ISO 27001 offers is flexible and business oriented, it still has a 

multitude of challenges. Risk evaluation is often hard to measure and prone to subjective 

interpretations, which can lead to an organization evaluating the same type of risk differ-

ently based on the time, person, etc., when the evaluation is conducted. This weakens 

comparability and can lead to auditing issues and risk prioritization issues. It has been 

stated that one pitfall might be that organizations focus too much on the formal require-

ments stated on the standard instead of focusing on actually integrating risk manage-

ment as a part of daily processes (Haufe et al., 2022). This pitfall will make the approach 

stay at a superficial level and not actually create value for the organization at hand. 
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The risk-based approach of the standard offers a flexible and systematic framework for 

information security management. Its greatest strength and biggest challenge is the com-

bination of information security into business and daily work. When successful it acts as 

a glue that binds everything together. But if not done correctly it can lead to complete 

adoption failure or the process feeling forced and unnatural. Based on this it can be 

argued that adoption into everyday work is a key success indicator for ISO 27001 suc-

cess. 

2.2.3 Certification and governance implications 
 

The possibility for external certification is a central part of the appeal of ISO 27001 stand-

ard because it allows an organization to prove that they are in compliance with the re-

quirements of the standard. Certification is not required but many organizations tend to 

aim towards it for strategic operative and institutional reasons. Heraz-Saizarbitoria et al. 

(2016) highlighted those internal motivations such as process development, external 

pressure such as customer requirements, a competitive environment and the regulatory 

bodies are all influences that motivate an organization towards certification. This means 

that an ISO 27001 certification acts as a signal for stakeholders that an organization is 

managing their information security in a systematic manner.  

One driver for certification is fulfilling compliance requirements. Ever more commonly 

organizations work in environments in which regulation and contractual obligations re-

garding information security require proper proof of control mechanisms. Iso 27001 of-

fers a standardized framework specifically for this through which actors can prove their 

compliance (Culot et al., 2021). At the same time the certification supports organizational 

governance structures because of its requirements for documentation responsibilities 

and leadership buy in to govern information security. 

Audits are a central part of the certification process and certificate upkeep. External au-

dits make sure that an organization follows the requirements set by the standard and 

that the ISMS is working in practice as well. In addition, internal audit can be used to 

support continuous development by identifying areas that can be improved and by check-

ing the effectiveness of controls. Auditing makes information security more transparent 

and measurable, which in turn strengthens the organization’s capability to manage risks 

systemically. (Boehmer, 2008). 

Certifications have multiple upsides for the organization. It can improve the level of se-

curity regarding information, increase external stakeholders and customer trust, and sup-

port a competitive advantage especially in markets where information security is a key 
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factor in bidding. Certifications also require the adoption of a standard which in itself can 

improve process unification and improve internal coordination. (Heras-Saizarbitoria et 

al., 2016) From this it can be deduced that the positive impacts of certifications are not 

only tied to external factors but also have an effect as an internal tool of development.  

On the other hand, certifications also face some criticism. One of the worries is a so 

called “compliance-oriented” approach. This means that an organization is actually only 

focused on fulfilling the requirements set in the standard rather than actually improving 

their internal processes. Culot and others (2021) Note that standards and the pursuit of 

certifications can lead to a situation where information security is managed mainly 

through audits and documentation, rather than actually through practical risk manage-

ment. On top of this the certification process can be resource intensive and bureaucratic, 

which limits the upsides especially in a smaller organization. Criticism is also directed at 

how well an organization truly reflects the maturity of an organization’s information se-

curity Boehmer (2008) states that even though audits offer a structured way of evaluating 

information security they might not always reach the actual risks and processes of the 

organization. This can lead to a situation where the certification provides a more positive 

picture of maturity than what is the reality.  

In conclusion it can be deduced that the ISO 27001 certification works both as a govern-

ing and strategic tool, through which organizations are able to project their capability of 

information security management. It has a multitude of upsides, yet it isn’t without flaws. 

There is a real risk of doing things purely for the sake of appearing to be secure without 

actually focusing on making organizational processes more secure. Certification seems 

to be an integral yet multifaceted phenomenon when looking at the scope of ISO 27001 

standard adoption in an organization. 

2.3 Landscape of information security 

The significance of information security has grown considerably during recent history. 

This has to do with many factors, some of which are the rapid technological improve-

ments and the changes in the environment that force systems to be more complicated. 

Today’s market is filled with networks and high digitalization which leads to more frequent 

data collection, handling and transfer. With the growing amount of data and the value it 

adds to information security threats are also growing more prevalent. This needs to be 

reflected in strategic and operative development, forcing organizations to develop quickly 

themselves. There are a multitude of trends such as digitalization cloud platform usage 

and new ways of working that create new challenges and threats are moving from a 
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singular attack into a more structured and systematic threat. These trends make infor-

mation security management ever more difficult. Information security cannot be seen as 

a singular function anymore. It needs to be tightly connected to an organization as a 

whole.  

This chapter dives into the landscape of information security in today’s world and from 

two different viewpoints. Firstly, by looking at the evolving threat environment and how 

this affects organizations and secondly by looking at the effects of organization complex-

ity and digitalization with a focus on what types of challenges they bring to information 

security management. 

2.3.1 Evolving cyber threat environment 
 

Cyber security threats have evolved with the world. The complexity and societal impact 

of cyberthreats have risen considerably during the last few years. This has led to a 

change in the functions of information security in organizations. The world economic fo-

rum (2024) classified the lack of cybersecurity and constantly evolving cyber threats as 

one of the world’s leading global risks. Instead of the traditional singular attacks today’s 

threats are more structured, focused and more frequently financially or geopolitically mo-

tivated. For example, ransomware has grown common and they often focus on critical 

points of an organization financial operations. 

A study shows that cybercriminals have developed towards a more organized and pro-

fessional structure. Hutchings and Clayton (2015) point out how cyber criminals use mar-

ketplaces ja services on the internet to provide help with conducting an attack. This al-

lows more people with less technical knowledge to take part in this criminal behavior. 

This so called “crime-as-a-service” (CaaS) model has significantly lowered the barrier for 

entry to cybercriminals and added scalability to cyber-attacks. These attacks often target 

individuals and organizational processes. According to a broad report be Verizon (2024) 

called Data breach investigations report most of the data breaches include a human ac-

tor. This makes social engineering and phishing common ways of attack. This develop-

ment has been accelerated by the introduction of artificial intelligence (AI). AI allows the 

attackers to automate and personalize their attacks. and even make convincing deep-

fakes that makes it harder to spot an attack from normal communication. 

One of the most influential threat scenarios in today’s environment are supply chain at-

tacks. The growing dependance on cloud services and third-party software has created 

a situation where it’s easy for attackers to affect many actors by targeting only one ser-

vice. On top of this there has been a development in the motive of attack. Typically, the 
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motive is financial gain, but now advanced persistent threats are conducted by nations. 

This can be seen as cyberespionage and disruptions towards critical infrastructure. 

Which broadens the scope of cyber threats. (ENISA, 2023) 

The growing number of cyberthreats is reflected by the growing number of data breaches 

and the widespread impacts that they cause. According to European cybersecurity office 

ENISAs (2023) threat estimate the amount and significance of data breaches and ran-

somware has stayed at an elevated level. Due to the fact that organizations handle an 

ever-growing amount of sensitive data the effects of data breaches have long-lasting 

reputational effects on top of the more normal financial losses. This can also cause long 

legislative repercussion for the organization.  

This constant development of cyber threats increases the need for more systematic and 

predictive information security management. The complexity and scalability of attacks 

mixed with the vulnerabilities of supply chains make the normal reactive safety measures 

inadequate. In short, it can be stated that the evolving landscape of cyberthreats is some-

thing that needs to be addressed when improving information security measures. 

2.3.2 Organizational complexity and digitalization 
 

Digitalization has changed the way organizations work on a fundamental level. It has 

added both possibilities and challenges in the aspect of information security. Digital tech-

nologies such as cloud services, Internet of things (IoT) and mobile ways of working 

becoming more commonplace has broadened the environment in which organizations 

operate and added dependance on information systems. Digitalization is a process in 

which physical products, services and processes turn digital and networked. This allows 

for the creation of new business models but also increases system to system depend-

ance. (Yoo et al., 2010) 

The adoption of cloud services is integral to this development, but it causes new risks in 

information security. Cloud services cause a shift in the traditional control of information 

systems. A part of the infrastructure and data is handled outside of the organization. This 

can cause uncertainty in, for example data location handling and security. At the same 

time as it gives responsibility to an external factor it causes the organization to take re-

sponsibility of contracts and service provider selection which makes information security 

management more complex. Bharadwaj et al. (2013) add to this claim of increased com-

plexity by stating that digital business strategies are based on broad technological eco-

systems in which organizations are dependent on systems providers and partners. This 

network increases the volume that a threat has to attack and exposes the organization 
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to be an indirect sufferer. For example, if an organization is using amazon web services, 

they might experience a threat realization in the form of service denial even though it 

wasn’t directed at them. This means that information security is no longer only a part of 

organizational processes but something that affects the whole ecosystem. Another factor 

that broadens the risk space is organizational complexity. New ways of working such as 

remote work and the usage of cloud services broadens the attack space of an organiza-

tion significantly (ENISA, 2023).  

New ways of working such as hybrid working have also changed the way in which an 

organization’s information systems are being used. Employees use systems from differ-

ent locations and often even from their personal devices. This development has made 

traditional physical limitations-based information security models inadequate (NIST, 

2020). This increases the need for flexible and effective information security solutions 

that take into account both the technical and holistic aspects of security and are based 

on continuous probability. Because traditional clearly defined information security mod-

els aren’t enough anymore there is a need for broader systematic ways of working. This 

highlights the need for standardized frameworks such as ISO 27001 because they pro-

vide a model that is structural and based on continual development that can be used in 

these complex and dynamic environments and ecosystems (Humphreys, 2016). 

In conclusion, digitalization and organizational complexity significantly increase the de-

mands of information security management. They expand the attack surface, increase 

dependencies, and challenge traditional information security practices, making a sys-

tematic and risk-based approach more important than ever. 

2.4 Humans as a factor in information security 

In the current state of the world that has been stated by the chapter above to be a com-

plex and network-based ecosystem of different actors and constantly developing threats 

technical and organizational way of looking at information security is not enough any-

more. Humas are an integral part of this information security management equation. 

They are both a huge source of threats but also a central part of risk management. it was 

stated earlier that attacks are often focused at people and this in turn makes people a 

weak point and a solution.   

This chapter looks at humans as a factor in information security. The first subsection 

deals with humans as a source of errors and security breaches. Then the next chapter 

focuses on insider threats and organizational risk focusing on what type of internal risks 

there are, why they are hard to manage and how they should be managed. Lastly the 
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chapter looks at security awareness and organizational culture focusing on why they are 

important in the field of information security. 

2.4.1 Human error and security breaches 
 

Human errors are one of the most significant sources of information security threats. 

Although information security is often looked at from a technical solution point of view in 

most cases of breaches the issue lies with user action such as incorrect decisions, neg-

ligence or a lack of understanding. For this reason, attackers often target employees, 

since they are the main weak point as system users. Therefore we cannot look at human 

actors as an anomaly but rather as a part of the information security process. 

Human Errors can be looked at using the framework provided By James Reason (1990) 

It highlights that errors are an inevitable part of human actions. According to Reason 

“Human error is a consequence, not a cause” which refers to the fact that errors are often 

caused by systems and operating systems and a person misusing them. Reason also 

tells that errors can be divided into two categories. Slips is an error that happens when 

a person is negligent. A mistake is an error that is caused by wrong suppositions or 

information during decision making. This view suggests that these should be taken into 

consideration in information security management. These humane errors can be realized 

in information security breaches in many ways. For example, a phishing attack victim 

might give access rights to information to the attacker, or an employee might accidentally 

or without proper knowledge use a wrong type of configuration in a system that can be 

used as a vulnerability. On top of this weak password policy or adherence to it can also 

be viewed as a human error.  Information security systems should be designed with 

these types of errors in mind.  

Studies suggest that knowledge about information security risk is not alone enough to 

mitigate these types of errors. Awareness alone is not enough to guarantee secure be-

havior, and it can be affected by a multitude of other factors such as workload usability 

of systems or organizational policies being restrictive. (Parsons et al. 2010) This point of 

view is also supported by Adams and Sasse (1999) that note that a user will try to bypass 

security mechanisms if they make their primary work duties more difficult. From this we 

can deduce that a system should be designed with usability in mind. 

Human error is a central part of information security, but it should not only be looked at 

as a threat but more as an opportunity. Instead, an organization is able to look at the 

types of errors that are being made and develop their actions, processes and systems 

to mitigate these errors. An effective management of Information security requires both 
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and understanding of technical solutions, as well as understanding a more holistic ap-

proach while being able to combine these two. 

2.4.2 Insider threats and organizational risk 
 

Insider threats are a significant and complex category of information security risks. The 

reason for this is that they originate from individuals who already possess authorized 

access to systems and data. An insider in this case can be defined as an employee, 

contractor or a partner that has legitimate access rights within the system. Inherent ac-

cess makes these risks particularly challenging to detect and manage. 

These internal risks can be divided into two categories that are intentional an uninten-

tional threat. Unintentional threats are based on negligence, human error or a lack of 

awareness. This could be for example, occasionally displaying sensitive data or miscon-

figuring a system. An intentional insider threat is something that is inherently malicious. 

It could be malicious actions like data theft or sabotage, or it could be unauthorized dis-

closure of critical information. The distinction is important because the nature of these 

threats is completely different and therefore requires different strategies of mitigation. 

Insider threats are both technical and holistic and therefore technical controls alone are 

insufficient for identification and mitigation of these risks (Greitzer & Frincke, 2010). Deal-

ing with these threats requires an understanding of behavioral, psychological organiza-

tional and technical aspects. 

A key challenge in insider threats is detectability. Unlike external actors’ insiders operate 

within the boundaries of their legitimate access and therefore those actions are unlikely 

to trigger alarms. These incidents may also develop within a large timeframe adding to 

their difficult to detect nature. (Nurse et al., 2014) Managing insider threats is inherently 

difficult due to the need to balance trust and control within the organization. Organiza-

tions must grant access to enable employees to perform their tasks effectively, but this 

same access creates potential vulnerabilities. Effective risk management requires a 

combination of technical and organizational measures. These might include access con-

trol mechanisms such as the principle of least privilege, continuous monitoring of user 

activities, and the separation of duties to reduce opportunities for misuse. However, tech-

nical solutions alone are insufficient without considering human and organizational fac-

tors. 

The motivation for insider threats can also vary widely. They include financial gain, re-

venge, ideology etc. This is yet another reason why these types of risk cannot be con-

sidered as technical in nature and they can be effected by for example organizational 
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climate, employee satisfaction and individual circumstances such as poor financial sta-

tus. (Nurse et al., 2014) 

2.4.3 Security awareness and organizational culture 
 

Behavior plays a critical role in information security success. Technical controls, systems 

and formal processes form the basis, but this basis is completely useless if the people 

are not willing to adopt it.  The actions of internal actors define how well an information 

security system works.  

Information security is by nature an organizational phenomenon and not solely a tech-

nical issue. The effective implementation of an information security system requires us-

ers to buy in and participate in the policies set by the organization. Without this adher-

ence the technical solutions and safety policies alone are not able to reach the level of 

security needed. (Sipponen, 2000). Consequently, shifting employee behavior and fos-

tering a supportive security culture often necessitates a structured approach to change 

management. Another study highlights that treating information security initiatives as or-

ganizational change projects rather than IT rollouts, is crucial for overcoming user re-

sistance and embedding secure practices into daily routines (Ashenden, 2008). 

Organizations aim to also influence adoption with a multitude of processes aimed to-

wards fostering information security knowledge such as instructions campaigns and 

training. The aim is to increase the knowledge of employees and steer their actions to-

wards strategic goals. This also aims to reduce unintentional human errors. However, A 

study by Puhakainen and Siponen (2010) shows that these types of training processes 

often fail when they focus too heavily on information and overlook the environment and 

motivation of users. According to them behavioral change in the aspect of information 

security requires constant repetition and making sure there is organizational backup. 

Just the knowledge of instructions does not lead to adherence. 

This leads to the broader concept of information security culture that describes the or-

ganization's shared values, beliefs, and practices regarding information security. Da 

Veiga and Eloff (2010) define information security culture as a factor that influences how 

employees perceive information security and how they behave in related situations. A 

strong information security culture supports consistent and responsible behavior. Behav-

ior is influenced by several factors, such as motivation, the usability of security mecha-

nisms, and task priorities (Fallatah et al., 2026). If security practices are perceived as 

hindering work, employees may, consciously or unconsciously, bypass them (Connoly 

et al., 2017). Therefore, the effective management of information security requires not 
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only the definition of rules and controls but also ensuring their usability and applicability 

as part of daily work. 

Information security awareness and organizational culture are also directly related to the 

requirements of the ISO 27001 standard, which emphasizes personnel competence, 

awareness, and training as part of the information security management system. The 

successful adoption of the standard, therefore, depends not solely on the implementation 

of technical and administrative controls but also on how well security practices are inter-

nalized into the organization's daily routines and culture (Van Niekerk & Von Solms, 

2010). 

In conclusion, technical solutions and formal processes alone are not sufficient to ensure 

the effectiveness of information security. Instead, the organization must pay attention to 

behavior and culture, as they largely determine how security practices are realized in 

practice.  
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3. RESEARCH METODOLOGY 

This chapter addresses the methodological choices used in the study. It explains and 

reasons the choices made in the research design, informs the choices made in data 

collection and finally explains the systematic approach to data analysis. 

3.1 Research design 

In order to tailor the research methodology to the needs of the case at hand the under-

standing of research methodology is important. In this case study the basis for method-

ological choices was based on Saunders’ (2019) onion model for research methodology. 

The first two layers, research philosophy and research approach, were important to un-

derstand first in order to steer the study in the right direction. Pragmatism as a research 

philosophy was a practical choice, since pragmatism is an activity-based research phi-

losophy that posits knowledge to facilitate practical consequences. As the study at hand 

is a case study and aims to create a usable framework for the case organization this 

philosophy is fitting. 

As for the research approach, abduction was a fitting choice. Abduction as an approach 

means a mix of induction and deduction. According to Saunders deduction means the 

process of proving an existing theory with research in a specific context. Induction on the 

other hand means using an individual case to generalize the research results into a larger 

set. Deduction is often used in a study that creates a new deliverable solution based on 

existing research in a new way. And induction is often selected when trying to rationalize 

a larger population using only a subset in which there are really no concrete theories 

regarding the study at hand. Since this study doesn’t aim to generalize the findings but 

rather focuses on delivering a working solution in a set of known boundaries and limita-

tions, but also relies heavily on existing theoretical background and using it as a basis to 

individualize the needs in the context of this study, abduction is the logical approach for 

the study at hand.  

The selected research strategy for this thesis is a case study. According to Stake (1995), 

a case study is an ideal strategy when the goal is to gain an in-depth understanding of a 

specific, bounded system within its real-life context. In this instance that specific business 

system is the business intelligence unit. Flyvbjerg (2011) also argues that context-de-
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pendent, practical knowledge is highly valuable, and formal generalization is often over-

valued. For these reasons a case study strategy is the most appropriate choice because 

it delivers a functional, context-specific framework rather than a universal theory. 

Since the only way of data collection for this case study is semi structured interviews, 

the methodological choice can be considered as a mono-method qualitative study. Since 

mono method allows more specialized focus on the type of data, it allows for a deeper 

understanding of the ways in which each value found during the study affects each sub-

set of subjects. This combined with a qualitative method allows the study to focus on 

building an understanding of the general needs and limitations of the organization of the 

case. This is important because two of the focus points are adoption and coverage which 

requires a comprehensive analysis of the operating environment.  

The choice for time horizon was cross sectional. The choices considered were this or 

iterative within a short time frame. The reasoning for iterative was that it would allow us 

to track engagement and adoption, but ultimately the timeframe of the study was too 

short since changes like the ones in this study tend to not be instantly adopted into eve-

ryday working patterns. For this reason, cross sectional was the clear other choice that 

selected. A cross-sectional time frame consists of data collection from a single point in 

time, which allows current state analysis. This current state analysis combined with the-

oretical knowledge allows the study to pinpoint issues and bottlenecks that need to be 

fixed. As for the iterative analysis of the effects, the study aimed to create measures for 

framework tracking. This does not compare to an iterative study in complexity, but it is a 

cheaper alternative that was chosen for the effectiveness of the framework, thus it is not 

included in this study. The entire design of the study is summarized in table 2. 

 

Table 2: The research design summarized 

Research philosophy Pragmatism 

Research approach Abduction 

Methodological choice Qualitative study 

Research strategy Case study 

Time Horizon Cross-sectional 
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3.2 Data collection 

Data collection for the study was done by two rounds of semi-structured interviews and 

researching the existing internal documents of the case company and researching exist-

ing studies from similar fields. From these methods semi structured interviews were the 

main method used, in order to tailor the framework for the case organization. While con-

ducting this research the researcher was contracted by the case company. This is stand-

ard in a case study, to allow the researcher to fully understand the context, limitations 

and boundaries of the study at hand.  

The aim of the two semi structured interviews was to map the needs of individual actors 

within the case organization regarding ISMS capabilities and to understand the focus 

areas of the framework. The first interview was conducted with management level actors. 

More specifically a business unit lead that had already completed the ISO-27001 certifi-

cation process for their unit and the CIO of the company. The aim of the first round of 

interviews was to understand the current state of the company regarding information 

security and safety. The interview template used to steer conversations can be found in 

appendix A. The semi structured nature of the interview was essential for this round of 

interviews, as the goal was to reach a wide enough understanding of the current situation 

in order to later rank the importance of each factor of information security and focus on 

the relevant ones for the case organization. In addition to this it allowed the interviewee 

to express their full understanding of the current status and open possibilities to learn 

about areas of focus that might have been missed had the interview been structured. 

The interviews being individual was important to allow the interviewees to express their 

knowledge of the situation without being afraid of stating something that might feel em-

barrassing in a group context. This is a prevalent issue in research for security weak-

nesses, because in a group setting one might hide a key fact in order to not expose 

themselves as incompetent in the eyes of others (Saunders et al., 2019). The length of 

the interviews can be seen from the table below. 

Table 3: Interview roles and lengths of first round of interviews. 

INTERVIEWEE NUMBER INTERVIEWEE ROLE INTERVIEW LENGTH 

1.1 CISO of company 35 min 

1.2 BU lead (prior experience 

of process) 

50 min 
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The second semi structured interview was conducted towards the business unit as a 

whole. This was done because the sample had to provide different positions to encom-

pass the unit actions as a whole. The interviewees were selected based on this criteria 

and the sample comprised of different types of developers, project managers, supervi-

sors and architects. The goal of this interview cycle was to gain an understanding of what 

different actors withing the organization regard as important to them. This was done in 

order to leverage the employee values and opinions in adoption phase of the process. 

This was something that was recognized from earlier studies as a critical factor in adop-

tion success and therefore the study selected to use this sort of purpose sampling for 

the second interview. The second interview was also conducted remotely on teams, 

mainly in order to receive information from other offices and to not favor one city only. 

The interview template used to steer conversations can be found in appendix B and the 

interview lengths are listed in table below: 

Table 4: Interview roles and length of second round of interviews 

INTERVIEWEE NUMBER INTERVIEWEE ROLE INTERVIEW LENGTH 

2.1 Report developer 29 min 

2.2 DW developper 28 min 

2.3 DW developper 32 min 

2.4 PM / supervisor 28 min 

2.5 PM 28 min 

2.6 Architect 32 min 

 

The interviews were recorded for data collection purposes only and the recordings were 

deleted after data collection ended. Permission was granted explicitly at the start of the 

interview by the subject. The interview was not transcribed but the interviewer made a 

quick interview memo, in order to ease the data collection from recordings. The validity 

of answers can be skewed by human factors such as hiding information based on fear. 

This was mitigated by assuring the interviewees that they will remain anonymous, and 

the employer may not ask who participated in the interview process.  
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3.3 Data analysis 

For the data analysis part, it was clear that the study needed to analyze qualitative infor-

mation, since the goal was to merge prior studies of ISMS theory with organizational 

insights and nuances found during the interviews. For this task a method called thematic 

analysis was selected. The reason for choosing thematic analysis is that it is a structured 

yet flexible way to analyze qualitative data and it can be used to locate reoccurring 

themes from the interview samples (Braun & Clarke, 2006). This aligns closely with the 

general principles of qualitative content analysis, where unstructured data is systemati-

cally reduced, coded, and categorized to build a deeper practical understanding of the 

phenomenon (Tuomi & Sarajärvi, 2018). The method is commonly used for a multitude 

of research philosophies and since it is structured, easy to implement and it doesn’t have 

many rules, it fulfilled the needs of both analysis cases individually.  

To execute the thematic analysis, this study followed the six-phase framework outlined 

by Braun and Clarke (2006). The process began with familiarization with the data, which 

involved listening to the interview recordings and reviewing interview memos to identify 

initial patterns. Second, initial codes were generated by highlighting recurring topics, 

such as specific technical bottlenecks, employee attitudes toward current security 

measures, and leadership priorities. In the third phase, these codes were merged into 

broader, overarching themes. The fourth and fifth phases involved reviewing, defining, 

and naming these themes to ensure they accurately represented the interviewees' core 

messages without losing the contextual nuances of the business intelligence unit. 

Following the identification of these core themes, the data had to be connected to the 

framework construction. This was done by cross-referencing the empirical findings with 

the theoretical requirements of the ISO 27001 standard identified in the literature review. 

The themes provided the organizational context, such as the need for flexible toolsets 

and avoiding restrictive technical controls, which dictated how the formal requirements 

of the ISMS should be practically implemented. By mapping the employee and manage-

ment needs directly to the ISO 27001 clauses, the study ensured that the resulting frame-

work was not only compliant but also tailored for high organizational adoption. This pro-

cess was used to create initial codes in order to have a reference frame of important 

aspects to take into account during the development phase. This coding was an iterative 

process. The empirical data was first used to find the clear focus points, and then re-

flected on using the literature review. And after that the literature review was also used 

to find new interesting aspects from the empirical data. 
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Finally, the validity and reliability of the data must be addressed. In qualitative research, 

and specifically in case studies, validity is often evaluated through credibility and con-

firmability (Yin, 2014). To ensure credibility, data triangulation was utilized by combining 

literature, internal company documents, and multi-level interviews ranging from develop-

ers to the CISO. Because the researcher was contracted by the case company, there 

was an inherent risk of researcher bias. To mitigate this, a structured analysis method 

was strictly followed, and conclusions were anchored directly to the interview recordings 

rather than personal assumptions. Furthermore, the validity of the interviewees' re-

sponses was safeguarded by guaranteeing strict anonymity, which reduced the social 

desirability bias and encouraged honest discourse about the unit's current security weak-

nesses. 
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4. EMPIRICAL FINDINGS 

This chapter focuses on the data analysis part of the study and aims to merge the col-

lected data with prior theory base from chapter 2. This chapter begins with an overview 

of empirical data that takes a deeper dive into how the samples were collected, what was 

taken into account in the process and develops the first thematic coding based on the 

interviews. After that subsection 4.2 focuses on current state analysis, that is based on 

data extracted from the interviews and prior organizational knowledge. Subchapter 4.3 

branches the empirical findings into a form that can be understood from the standard’s 

perspective. Subsection 4.4 focuses on the organizational and human factors focusing 

on adoption and change management. Finally, subchapter 4.5 lists the key findings of 

the study and creates a coherent basis for the development of the framework. 

4.1 Overview of empirical data 

The data collection was conducted at the start of 2025 which is also the same timeframe 

as the ISO 27001 project was conducted in. The company has offices all over Finland 

and therefore the interviews were conducted remotely through Google Meets. This al-

lowed for the recording of interviews as well as writing notes during the semi-structured 

interviews to highlight interesting parts to look at while doing the analysis based on the 

recordings. The first interview was directed at the leadership level and the second was 

directed towards operational developers. Tables 3 and 4 note the interview roles and 

lengths and the can be found in chapter 3.2. 

4.1.1 Analysis and creating codes 
 

Based on these interviews a table was created to depict key points of interest in each 

interview and create a first draft of the codes to be used in analysis. This can be consid-

ered as the second phase of the thematic analysis by Braun and Clarke (2006). The 

study also decided to add a column to describe what section of the theoretical analysis 

the interview relies on the most. For the ease of analysis as a whole both interviews are 

visualized in the same table. 
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Table 5: Initial coding and key points of each interview 

Interview Empirical findings  Initial standardized 

Code 

Connection to the-

ory  

1.1: CISO (mana-

gerial level) 

Managing diversity 

creates a risk of 

units diverging in 

continuous daily 

operations, but the 

governance sys-

tem and Jira (Boja) 

are successfully 

part of the opera-

tional routine. 

Friction of two-tier 

governance; Plat-

form unity 

Section 2.2.1 

(ISMS structure) 

and Section 2.3.2 

(Organizational 

complexity) 

1.2: BU Lead 

(managerial level) 

Linking the risk 

register and asset 

register from 

scratch is a major 

challenge and 

there are too many 

owners in auditing, 

but the centralized 

process and an-

nual clock work 

well. 

Gap between asset 

and risk registers; 

Blurring of control 

ownership; Annual 

clock guidance 

Section 2.1.1 (As-

set vs. Process 

view) and Section 

2.2.2 (ISO 27001 

risk management & 

SoA) 

2.1: Report Devel-

oper  

Exams are per-

ceived as useless 

clicking, top-down 

communication is 

fragmented, and 

new AI tools bring 

uncertainty to data 

input in work tasks. 

Compliance frus-

tration; AI risks; 

Fragmentation of 

top-down commu-

nication 

Section 2.2.3 (Cer-

tification) and Sec-

tion 2.3.1 (Evolving 

cyber threats) and 

Section 2.4.1 (Hu-

man error) 



35 
 

2.2: DW develop-

per 

Exams are per-

ceived as useless, 

but daily BI con-

trols (VPN, VM, 

pseudo-IDs) are 

practical and the 

greatest risk is 

identified at the 

grassroots level. 

BI-specific controls 

& usability; Grass-

roots risk paradox; 

Importance of trust 

Section 2.4.2 (In-

sider threats) and 

Section 2.4.1 (Usa-

bility of security) 

and Section 2.1.2 

(Confidentiality) 

2.3: DW develop-

per 

ISMS feels distant, 

more robust sup-

port is missing, and 

observations are 

feared to get lost in 

the air, but imple-

mentation is hoped 

for through project 

managers who 

hold the team ac-

countable. 

Distance of imple-

mentation; Grass-

roots uncertainty; 

Lack of traceability 

Section 2.4.3 

(Change manage-

ment) and Section 

2.1.2 (Traceability) 

2.4: PM / Supervi-

sor 

There is a broken 

phone effect in bot-

tom-up communi-

cation and access 

cards are misused 

at the office, but 

sharing concrete 

flops in monthly 

meetings moti-

vates. 

"No-Blame" cul-

ture; Bottlenecks in 

bottom-up commu-

nication; Neglect of 

office security 

Section 2.4.3 (Se-

curity awareness) 

and Section 2.1.2 

(Accountability) 

and Section 2.4.1 

(Slips) 

2.5: PM A lack of technical 

concreteness 

causes uncertainty 

and exams are an-

noying, but publicly 

Lack of technologi-

cal concreteness; 

"No-Blame" learn-

ing from stories; 

Section 2.4.3 (Se-

curity awareness & 

Culture) and Sec-

tion 2.1.3 (Risk-

based approach) 
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discussed flop 

cases without 

blaming teach the 

best. 

Need for summary 

communication 

2.6: Architect Bottom-up commu-

nication is slightly 

unclear in daily 

work, but infor-

mation security is 

seen as a competi-

tive advantage and 

experts consult cli-

ents on logging 

and hashing. 

Information secu-

rity as a competi-

tive advantage; Cli-

ent consulting & BI 

controls; Bottom-up 

uncertainty 

Section 2.2.3 (Cer-

tification / Competi-

tive advantage) 

and Section 2.1.2 

(CIA triad) 

 

This table allows the quick analysis of interview data, but it doesn’t show the initial coding 

all that well. For this purpose, table 6 shows distinct initial codes to better reach the goal 

of the second phase of the analysis model. In this table each row represents a distinct 

code, and the secondary columns provide knowledge of how many interviews stated this 

code and a literature source or sources this coding is associated with. As can be deduced 

from the column name of the second column, all of these initial codes were raised in the 

empirical data and that observation is then tied to the strongest literature source found 

by the study. 
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Table 6: Initial codes and the frequency they came up during interviews 

Code name Raised by Literature source 

Compliance frustration 2.1, 2.2, 2.5 

Total: 3 

Culot et al. (2021) and 

Puhakainen & Siponen 

(2010) 

"No-Blame" learning 

from stories 

2.4, 2.5, 2.6 

Total: 3 

Reason (1990) and Da 

Veiga & Eloff (2010 

BI-specific controls & 

usability 

2.2, 2.3, 2.6 

Total: 3 

Cherdantseva et al. (2016) 

and Adams & Sasse 

(1999) 

Bottom-up communica-

tion challenges 

2.3, 2.4, 2.6 

Total: 3 

Chardantseva & Hilton 

(2013) and Ashenden 

(2008) 

Friction of two-tier gov-

ernance 

1.1, 1.2 

Total: 2 

Susanto et al. (2012) and 

Bharadwaj et al. (2013) 

Fragmentation of plat-

forms 

1.1, 1.2 

Total: 2 

Yoo et al. (2010) and 

ENISA (2023) 

Gap between asset and 

risk registers 

1.2 

Total: 1 

Siponen & Willison (2009) 

and Landoll (2016) 

Blurring of control own-

ership 

1.2 

Total: 1 

Beckers et al. (2013) 

Grassroots risk paradox 2.2 

Total: 1 

Greitzer & Frincke (2010) 

and Nurse et al. (2014) 

Neglect of office secu-

rity 

2.5 

Total: 1 

Reason (1990) 

 

 It’s important not to jump into conclusions when looking at this table. The fact that some 

codes have more entries than others does not affect its inherent value. It has to be kept 

in mind that these codes are not equal. Some of them are broader than others and it’s a 

possibility that the nature of a semi-structured interview leads the interviewee to focus 

on certain factors. From the table we can also see that there are definitely codes that are 
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formed from management view and others that are formed from purely an operational 

view. Each of these codes should be treated as having the same value as another.  

The meaning of codes isn’t explained in the table for usability reasons. Compliance frus-

tration stands for the frustrations that are born from compliance. In practice this can ref-

erence to too intricate processes that are difficult to follow or test that cultivate clicking 

culture in which its easier to just click aimlessly rather than actually taking in the infor-

mation provided. “No-Blame” learning from stories can be viewed as a positive code. It 

means learning from real life cases on a broader basis and bringing up flops in addition 

to success stories. BI specific controls & usability is a code referring to context specific 

technical adoptions and the usage of these tools. Bottom-up communication challenges 

refers as a code refers to the situation where there are clear paths for management to 

employee communication, but the employees feel as though they have insufficient paths 

for communication and if they have the path it feels like their concerns aren’t taken into 

account. Friction of two-tier governance stands for the friction created because of differ-

ing organizational view. The group level has their own requirements, and the business 

unit has their own need for flexibility which in some situations might impede group level 

requirements. Fragmentation of platforms is quite self-explanatory. Having too many dif-

fering platforms can be confusing for the users. Gap between asset and risk registers 

stands for the difficulty in linking risks to their respective platforms. It can stem from for 

example a one-to-many or many-to-one relationship between risks and platforms that 

the risk affects. Blurring of control ownership means that there is a disconnect between 

responsible parties and who is actually developing the control. Grassroots risk paradox 

stands for the fact that in this environment the ones that are the lowest in organization 

hierarchy and therefore responsibility often have the most access to restricted data due 

to the nature of their work. Finally, the neglect of office security means the negligence of 

physical security factors such as misuse of access cards in favor of technical controls. 

4.1.2 Themes found from analysis 
 

From the second phase of the thematic analysis model by Braun and Clarke (2006) the 

study moves into phases 3, 4 and 5 which are creating reviewing and refining themes 

based on the codes generated in phase 2. During this process the study found that there 

are three key themes that encompass all of the codes. These were socio-cultural security 

dynamics, operational data governance, and communication friction.  

These themes were created by categorizing codes into more descriptive, and broader 

themes based on the Braun and Clarke (2006) model. Firstly, the study realized that The 
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codes, compliance frustration, “No-Blame”-learning, and neglect of office security all 

have to do with people and the culture within the organization, which can be encom-

passed under socio-cultural security dynamics. The second theme of operational data 

governance was based on the realization that codes, BI-specific controls, Grassroots risk 

paradox and fragmentation of platforms are all frustrations with the current environment 

and tools. Finally the third theme dubbed communication friction encompasses the re-

maining codes of, blurring control ownership, bottom-up communication challenges, and 

friction of two-tier governance, which can all be solved by communication development. 

This means that the themes were based on categorizing the initial codes into self-ex-

planatory blocks that aim to fix the overarching issue at hand.  

Now that the way the themes were issued is explained, the study focuses on the deeper 

meaning of the themes. The first theme describes how people experience and respond 

to information security rules and practices inside the organization. It focuses on the hu-

man side of ISMS implementation, especially attitudes, motivation, and behavior. The 

Interviews show that formal and mandatory security activities, such as annual compli-

ance tests or training, have a chance of seeming repetitive or superficial. This can lead 

to frustration and low engagement. At the same time, more open and story-based ap-

proaches can be experienced as more meaningful and helpful for learning. This theme 

highlights that effective information security is not only about rules and tools, but also 

about how well employees understand, accept, and internalize security as part of their 

everyday work. 

The second theme focuses on how information security is applied in daily technical work 

within the environment. It focuses on how security controls are implemented in practice 

and how they interact with real working methods. The data shows that security measures 

need to be balanced around actual usability, so that they don’t interfere with daily work. 

A key observation is that employees are the people actually working with sensitive data 

and therefore they have a huge effect on how well information security actually works. 

This theme therefore emphasizes that security must be designed in a way that supports 

everyday work instead of restricting it, especially for those working at the operational 

level. 

The third theme describes how information security is managed and communicated 

across the organization. It focuses on how responsibilities, processes, and communica-

tion channels are structured and how they affect the effectiveness of the ISMS. The in-

terviews indicate that security management involves multiple tools and platforms, which 

can make communication fragmented and unclear. On top of that information does not 
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always flow smoothly between different organizational levels, and feedback from opera-

tional teams does not always reach decision-makers, or at least that’s the feeling on 

operational level. This theme highlights that clear structures and consistent communica-

tion are essential for making security management effective across the organization and 

unit. 

4.2 Current state analysis and challenges for adoption 

After analyzing the data gathered from the interviews conducted the next step was to 

assess the current state of information security within the organization and more im-

portantly the business unit. One of the glaring misalignments that stood out from the 

interviews and was mentioned in the previous literature as a hazard was the dichotomy 

between organizational needs and wants and the unit level need of operative flexibility. 

The aim on an organizational level is to manage the bigger picture which encompasses 

roughly 500 employees within multiple business units. The goal of the business unit is to 

be operationally flexible so that they can provide reasonable and usable solutions and 

technical controls to their employees in order to foster usability and information security 

buy-in. From the group’s point of view if every unit has complete autonomy to design and 

implement systems that work on a business unit level that would make management 

nearly impossible. And on the Business unit side too strict regulations on systems create 

an environment in which solutions might cause operational level pushback. Currently the 

issue is that there is not a clear set of rules as to what is the responsibility of a unit. This 

Integration point needs to be developed and documented in a way that satisfies both 

parties. 

The problem of misalignment is not only an issue between business units and the group 

level. During The CISO interview a problem with multi-unit unity was raised. There seems 

to be a gap between units in the fundamental ways of working that causes a hindrance 

in working and communicating between different units. In the environment that the case 

study takes place the issue is relevant, since customer solutions often involve multiple 

Units in order to achieve a coherent product. For example, a project might involve the 

integrations team, software platforms team, business intelligence team and a customer 

services team. One of the reasons stated in the interview that also emerged elsewhere 

are the different platforms being used. This led to misplaced communications on plat-

forms that were not designed for the usage case of for example informing and collabo-

rating on risk management. This shows us that when it comes to the ISMS platform frag-

mentation needs to be taken into account and there needs to be a clear interface that is 

able to collectively communicate risks and solutions Unit-to-Unit and Unit-to-group. 
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Currently there is also a fear of misalignment of risks and assets. From the interview data 

a gap between risks and assets was brought up. This was brought up both as an issue 

for designing the ISMS and it can also be seen indirectly from the operational developers 

fearing that information security practices might be too lofty and not actually acknowl-

edging the issues at hand. There is no current roadmap or a register of every used asset, 

therefore it’s hard to make sure that risk treatments actually treat the assets broadly 

enough. A business unit lead that had already gone through the ISMS process regarded 

this as a challenge that happened during design and that is ongoing.  

The issues with platform usability and integration with other units is an issue that needs 

to be addressed in a way that takes into account the model of Haufe and others (2022), 

which stated that organizations often fail by focusing on the ISO 27001 standards re-

quirements instead of focusing on managing risks that actually happen in everyday situ-

ations. It’s also important to remember to balance asset protection and process view 

approaches (Siponen & Willison, 2009). For this study it means focusing on both the 

organizational process of ISMS and the technical controls, to create a framework that 

works in environment and serves the operational level without overlooking key assets. 

4.3 Interpretation of ISO 27001 requirements in the context 

Based on the interview data the requirements stated in the ISO 27001 standard, espe-

cially the annex A controls, materialize in the business intelligence unit as data use prac-

tices. The key difference from standard software development environments is that the 

data is handled more and the data is often business critical data or extremely sensitive 

data. Because of this the basics of information security the CIA triad that Bishop and 

others (2019) introduced are not just abstract requirements but instead integral parts of 

everyday operations. This combined with the units handling of data during multiple 

phases of the ETL pipeline means that confidentiality, integrity and availability of the data 

needs to be taken into account on many different platforms. The controls regarding ac-

cess control, data access minimization and securing log entries while handling data 

noted in the ISO 27001 standard definitely help with this.  

The interview data offers concrete examples of how these controls have an effect in 

practice. According to the developers much of their development happens through VPN-

networks or virtual machines in a way that minimizes data manipulation on a local device. 

This correlates with the standards requirements for safe operating environments and 

access control. According to the interview data developers often work with hashed or 

pseudonymized data, which can for example replace the usage of personalized infor-

mation. This allows the employees to manipulate data and build reports without having 
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access to sensitive information. According to an architect point of view in the interview 

data another important focus point is logging solutions and traceability, both of which 

support regulation and help with anomaly detection. A problem that is specific to this 

environment is also optional textboxes. The interviewees noted that this type of data may 

include information that should be considered as sensitive but might fly under the radar. 

This reinforces the need for not only controls but for manual checkups and developers 

being on top of their game to prevent data leaks. For this reason, the execution of ISO 

27001 controls is not only a technical factor in this environment but requires human sur-

veillance and therefore a culture that fosters vigilance. 

Another key empirical finding relates to the usability and ownership of controls. The in-

terviews emphasized that information security practices must be compatible with daily 

work. If controls are perceived as too heavy or difficult to implement, they may slow down 

work or be only partially followed. This perspective is well captured in a developer’s 

statement that security must be “practical, otherwise it does not make sense”. At the 

same time, challenges were identified at the organizational level regarding the definition 

of control ownership. It was pointed out that in audit situations, a single control may have 

multiple responsible parties across different functions, which can obscure accountability 

and complicate the verification of control implementation. This is not only an issue that 

arises with auditing but in general and highlights the need for clear role definitions and 

responsibility allocation to prevent fragmented execution of controls. 

These findings can also be examined from a theoretical perspective. The importance of 

usability in information security has been recognized in earlier research. Adams and 

Sasse (1999) argue that if security mechanisms are perceived as hindering users’ work, 

users will consciously or unconsciously bypass them. This phenomenon is also evident 

in the context of this study, where excessive complexity or lack of integration into daily 

work reduces the effectiveness of controls. The ambiguity in control ownership relates to 

the work of Beckers and others (2013), who emphasize that clear allocation of responsi-

bilities is a critical requirement for effective information security management in complex 

ISMS environments. Without clearly defined ownership, controls may be only partially 

implemented, and their monitoring becomes more difficult. For this reason, both usability 

and a well-defined governance structure emerge as key factors for the successful imple-

mentation of ISO 27001 requirements in the context of this study 

4.4 Organizational and human factors 

Organization and human factors were one of the most common topics in interviews and 

more importantly the way interviewees felt about this topic was very passionate. In the 
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data there is a clear contrast between two ways of handling information security educa-

tion. These two approaches are mandatory training and learning through concrete real-

life cases. The former is often seen as generic and forced by external factors according 

to the interview data. It is seen as a way to fulfill compliance requirements without actu-

ally improving anything. In contrast concrete everyday cases are seen as meaningful 

and easy to approach. This shows that information security is not only adopted through 

instructions and documentation but requires experience based and context-dependent 

understanding. 

Many developers and project managers described already existing yearly compliance 

testing in a negative light. They were referred to as “useless filler”, “action for the sake 

of seeming busy” and not important because “it doesn’t matter how many points I get”. 

These comments show that these tests do not lead to accumulation of actual knowledge 

and often lead to the diminishment of developer interest. On the contrary, real-life cases 

being shared in monthly meetings were praised. This praise was aimed towards both 

real life success cases and “flops” as well. Flops refer to unsuccessful cases and the 

way they are being handled according to the developers is anonymously and openly. 

This fosters a culture where people actually learn from not only their own mistakes, but 

the mistakes of others as well. It therefore seems that an open, reality based, and story-

like approach seems to be more motivational and effective in actually establishing a se-

cure culture. 

There is also a problem with grassroots level risk paradox. and communication struc-

tures. According to the empirical data the biggest risks are focused on the operational 

level where developers work with raw data and have direct access to customer data. 

This means that the responsibility is on a managerial level, but the actions are happening 

on an organizational level. This is seen as a problem because of another issue raised 

that has to do with upwards communication. Interviewees referenced a situation where 

they feel like they don’t have clear channels for bringing up risks and inconsistencies 

with management, and that sometimes there is a broken phone effect where their mes-

sage is misunderstood due to many actors delivering the message, if it is delivered at all. 

This means that there needs to be a clear channel that is also transparent and infor-

mation needs to move both ways. There was also worry that physical security measures 

could be improved, since there isn’t much focus spent on it. This was seen for example 

in the form of access card usage and sometimes neglecting it.  

These empirical findings strongly correlate with the theoretical findings. The frustration 

towards yearly exams reflects the same critique posed by Culot and others (2021) that 

information security should not be compliance based and should be grounded on actual 
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needs of the organization. This is important in order to not create an ISMS that seems 

effective on documentation level but actually has no real effect. In another study Pu-

hakainen and Siponen (2010) stated that information security campaigns often failed 

when they do not take into account the user environment, and the intrinsic motivation of 

employees. The empirical findings of this study clearly back up this statement.  

The importance of open communication and learning from mistakes can also be de-

scribed more broadly with the framework for human error by Reason (1990). The frame-

work states that human error is an inevitable part of operational and efficient systems 

and processes should focus on handling and managing them. Learning from mistakes 

can be looked at as both handling and managing errors, which means talking about them 

openly and without accusing anyone is important for the process described in the ISMS. 

Also, the information security culture model by Da Veiga and Eloff (2010) in which shared 

values, openness and mutual understanding steer behavior more effectively than simple 

controls can be used to argue this position. As for the challenges in bottom-up commu-

nication. The importance of focusing on it can be argued with a study by Ashenden 2008) 

that looks at the change management of information security. The study highlights the 

importance of two-way communication and states that without proper channels operative 

level findings wont transfer into organizational development projects, which in turn weak-

ens the effectiveness of ISMS. 

4.5 Relevance of issues not found in the empirical data 

There are multiple reasons why some topic might not be brought up during the inter-

views. It could be that the interviewee doesn’t deem the topic relevant, it might not be a 

core part of their activities, they might not be familiar with the topic, or it might be that the 

interview is structured in a way that overlooks the topic or leads the interviewee in a 

different direction. For this reason, it was deemed important to look at topics that were 

raised in the literature review part of the study, but not in the empirical data.  

To achieve this a table that contains the topics that were not involved in the empirical 

data was created. The table contains three columns that address the chapter in which 

the topic was brought up, the aspect of information security the topic relates the. And the 

impact type of the topic (holistic or technical) 
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Table 7:  Aspects missing from the empirical data 

Chapter Aspect Type 

2.1.1 Protecting tacit and physical knowledge beyond just 

digital environments 

Holistic 

2.1.2 Ensuring data validity for decision-making and con-

crete disaster recovery execution 

Technical 

2.1.2 technological verification of data provenance and trac-

ing the original source of information assets 

Technical 

2.1.3 & 

2.2.2 

Formal utilization of risk Transfer via insurance/out-

sourcing or total risk Avoidance by altering operations 

Holistic 

2.3.1 & 

2.3.2 

Securing and auditing external cloud providers and 

downstream vendor dependencies 

Technical 

2.4.1 Tailoring controls differently for behavioral slips versus 

cognitive mistakes 

Holistic 

2.4.2 Monitoring and mitigating intentional data theft, corpo-

rate espionage, or internal sabotage 

Holistic 

 

Protecting tacit and physical knowledge beyond digital environments is an aspect that 

doesn’t even indirectly correlate with the themes found in the empirical data. However, it 

should definitely be taken into account in information security. If some critical piece of 

information exists only as tacit knowledge and is bound to one person, the exit of that 

asset might cause the loss of availability. However, this can be viewed as a risk to be 

treated by ISMS controls or a risk entry in the risk register, not as a building block of 

ISMS. Ensuring data validity for decision-making and concrete disaster recovery execu-

tion has the same situation. Although it’s important it’s not a necessity in the actual build-

ing of an ISMS. Technological verification of data provenance and tracking the original 

source of information assets is again more of a control that the ISMS might focus on, but 

not a key element of the environment of this study. Formal utilization of risk Transfer via 

insurance/outsourcing or total risk avoidance by altering operations and securing and 

auditing external cloud providers and downstream vendor dependencies can be merged 

as a singular important entity. Because the Business unit relies heavily on third-party 

platforms, this is something that should be taken into account in the development phase. 

Same thing can be stated about tailoring controls differently for behavioral slips versus 



46 
 

cognitive mistakes and monitoring and mitigating intentional data theft, corporate espio-

nage, or internal sabotage.  

Even though these aspects were raised without having an empirical basis in the environ-

ment they can be stated as relevant by literature review. This does not mean that they 

will be heavily included in the final framework. The need for implementation is consid-

ered, and their role might be deemed smaller, which is the indicative state due to lack of 

empirical evidence. 

4.6 Key findings 

The empirical analysis was done based on Braun and Clarkes (2006) model for thematic 

analysis. The analysis found 10 codes (table 6) and 3 themes (chapter 4.1.2). Based on 

these 4 critical requirements for the ISMS adoption framework where found. The first 

was governance friction. This meant that the requirements of group level governance 

often interfere with Business unit level need for flexibility. The second was a gap between 

asset and risk registers. This referenced that the risks should concretely reflect the state 

of assets, and when a risk is treated that treatment should reach every associated asset. 

Third was the lack of bottom-up communication channels. These channels were felt to 

be not defined and often lead to situations where the message is skewed or gets stuck 

before reaching its intended target. The last of these findings was the education culture. 

Information sharing was seen as compliance based, and therefore employees lacked 

motivation to understand and adhere to it. 

These four findings must be used as a basis of the ISMS and work as direct boundary 

conditions. Other factors such as codes introduced in this chapter can be used as com-

plementary information, but these four are the cornerstones of why this framework is 

being done. In short, the aim of the continuous management and development frame-

work is to address these findings. 

 



47 
 

5. FRAMEWORK FOR CONTINOUS MANAGE-
MENT 

The aim of this chapter is to design the framework for continuous management and de-

velopment of the ISMS for the business intelligence unit. The framework is based on the 

findings of literature review and empirical study that have been coalesced in chapter 4. 

The framework is built on the four findings listed in chapter 4.5 which assures that the 

framework is built specifically to the unit’s needs.  

The chapter consists of four subchapters. In chapter 5.1 the design principles, meaning 

the basic ideas behind the framework are introduced. In chapter 5.2 the structure of the 

framework is studied, this means introducing what type of framework was built based on 

the study’s findings. Chapter 5.3 focuses on the implementation, development and gov-

ernance of the framework. Finally, the chapter concludes by evaluating the success of 

the framework at hand, focusing on its strengths and weaknesses. 

 

5.1 Design principles of the framework 

Design principles are defined as prescriptive statements that guide the design of an ar-

tifact by specifying how it should be constructed to achieve a certain objective (Jones & 

Gregor, 2007). The objective of this study is to build a framework for continuous man-

agement and development of the ISMS, so it’s important to specify how this is to be 

done. This has already been done in chapter 4.5, but this chapter links these require-

ments more clearly into the actual context. The chosen philosophy of pragmatism also 

backs this statement up, since it focuses on making sure that the end product of a study 

is not only reliant on theoretical aspects, but also focuses on the real needs, which in 

this case are usability, lessening of governance resources used and making sure the 

unit’s information security culture is actually being developed. 

The design principles of this framework are as stated based on earlier empirical findings. 

The first two of these principles are based on improving governance and technical prin-

ciples. The first principle is based on the empirical finding brought up by the CISO in the 

interview about the fragmentation of platforms between different units. Principle 1 for this 

framework is Tool-selection flexibility using defined communication interfaces. This 

means that the interfaces through which the unit interacts with the broader organization 

regarding information security are described and unified, so that other actors within the 
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broader organization can easily interpret the ways of interaction. This allows the Unit to 

be flexible in their tool choice, because internal processes can be done in whatever way, 

but outbound communication is always standardized. Principle 2 for the framework is 

asset -centric risk alignment. This means that the risk register and risk process have an 

inherent focus on the actual technological assets and processes. This means that every 

risk should have at least one asset that it’s linked to. If a risk is not linked to a process, 

then it shouldn’t be a risk that needs to be treated in the unit. 

Principles 3 and 4 are more based on the social and cultural aspects of ISMS. Principle 

3 is narrative driven learning. As stated in the empirical study compliance-based tests 

and education is not motivational for employees. For this reason, education should be 

based on real life cases, strong tie-ins with everyday processes and focus on cultivating 

a “no-blame” culture, where people learn from the mistakes of themselves and others. 

Principle 4 is direct and transparent escalation loops. This means that there should be 

clear and direct bottom-up communication channel for the grassroots level. The channel 

needs to be accessible, direct and traceable, to assure users that their findings do matter. 

This aims to address both the bottom-up communication challenges and the grassroots 

risk paradox, by making sure that employee concerns are being heard.  

 

Figure 5: The design principles of the framework 

Figure 2 aims to visualize the principles mentioned in this section for a quick understand-

ing of the basis of the framework. In order for the framework to adhere to fixing actual 

issues these principles need to be used as the building blocks.   
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5.2 Structure of the framework 

The mapping of the Framework structure is based on the principles mentioned in the 

previous section. To adhere to principle 1 the internal solutions within the unit are not 

important. The point of focus needs to be on interfaces between the unit and other Units, 

and on the interface between the unit and group level. To make this more understandable 

the framework refers to the prior as horizontal communication and the latter as vertical 

communication. To make this type of communication the unit can use a singular channel 

for both types of communication. The framework proposes that the organization employs 

a channel in their primary communication platform dedicated to the cooperation of all 

units and group level. This channel is to be used for communication of evaluated risks 

so that each unit and group level has an understanding of everything going on. This is 

the statical outer limit of the framework and should stay as a constant throughout the 

development cycle. 

The technical backbone of the framework is principle 2. To satisfy this principle assets 

need to be linked to risks as a core part of the risk process. This is done by linking unit 

specific asset components such as Firewalls, VPNs or reports. Every risk mentioned in 

the risk register needs to have at least one asset associated with it. If it can’t be allocated 

to a realistic asset the risk is either too broad or isn’t actually a risk that concerns the 

unit. 

Principle 3 cannot be realistically implemented as an absolute requirement. There can 

be situations where narrative-based learning materials that are grounded in reality and 

previous projects are not plausible to achieve. For this reason, the framework does not 

require all materials to focus on this aspect. But it is important to learn from past mis-

takes. To implement this there needs to be a forum that aims to accomplish this. The 

framework introduces a data bank where previous mistakes are documented. This 

should be done on a project level and aggregated to Unit level. An entry does not need 

to be a mistake, it can also be a success story. For an entry to be valid it doesn’t need 

to have a solution planned, a solution or a way of mitigation might be found after some-

one else takes a look at the entry. 

The fourth principle is the most important for user adoption. If grassroots level employees 

don’t feel like their observations lead to action, it causes a loss of intrinsic motivation. To 

address this the process of risk observation is highlighted in the framework. The clearest 

way to implement this would be to create the risk register platform as an open platform 

where information and observation can be shared and then the processes observed in 

reality this can cause a multitude of problems with overreach. For this reason, in the 
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framework process PMs are stated as security champions that act as channels of obser-

vations. This channel is easy to reach for employees because they are in contact with 

their PM in daily operations and PM’s have already existing recurring meetings that can 

be used as a platform to escalate observations. The integration into existing meetings is 

backed up in the study by Ashenden (2008), in which it’s stated that information security 

actions should be seen as an organizational change and it’s critical to integrate these 

actions with pre-existing processes and ways of working. Figure 3 is used to visualize 

these actions points provided by the framework. 

 

Figure 6: The actions to be taken according to the framework 

5.3 Implementation, development and governance 

Since the framework is aimed at continuous management and development, the imple-

mentation of cyclical development is vital. For this the framework operationalizes the 

PDCA-model introduced in chapter 2.2.1. In practice the plan phase is the implementa-

tion of the framework and collecting the risk register. The Do phase is the mitigation of 

risks and the adoption of the associated controls. The check phase is the evaluation of 

these mitigation measures through the risk register, audits or predetermined measures. 

Finally, the act phase consists of improving these operations by reacting to the findings 

of evaluation phase. Its important to notice that this process is not separate but actually 

included in the framework through the annual clock of information security. 
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The unit’s annual clock acts as the operational driver of ISMS activities. The annual clock 

structures key information security management activities into calendar-based check-

points, bringing predictability and systematicity to operations without requiring additional 

resourcing. 

 

Figure 7: The annual clock of ISMS for BI-unit 

 

This annual clock describes the annual process clock of the ISMS within the unit. In order 

to adhere to processes on a sufficient level Quarterly meetings that involve the larger 

ISMS group of the unit are held. The purpose of these meetings is to inform the current 

risk situation, check up on documentation being up to date. and bringing up important 

strategical operations that the ISMS team should take into consideration. There are two 

interesting choices made in this annual clock. The first of these is a larger time gap be-

tween ISMS meetings from April to August. The reason for this gap is the presence of 

summer holidays in the Finnish market, which means that most processes are slowed or 

halted completely. The idea is that the meeting of Q2 is held in advance to allow for 

necessary actions to be done before the holiday season, And the Q3 meeting is placed 
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in such a way that its being held once the holiday season ends in order to get back into 

normal processes and remind the team of the importance of ISMS procedures.  

On top of this annual clock there is also a quarterly clock that instructs the operations to 

be done in a single quarter. The operations that are included in this quarterly clock are 

Project manager meetings, that can be considered as security champion meetings, and 

risk register follow-ups. The PM meeting is an existing monthly meeting where the need 

is to create a new section where project managers bring up issues that they have re-

ceived from their project team employees. After this a risk register follow-up is held. 

Where the risk team focuses on checking the issues elevated during the PM-meeting to 

check if they warrant a risk register entry. After this meeting the risk team should relay 

information about new risks to Project managers, so that they can inform the actors that 

informed about the issue about what is being done If nothing is to be done regarding the 

issue, this should be communicated clearly and with reasons as to why not. The timeline 

of these operations is visualized in the figure below 

 

Figure 8: Quarterly timeline of operations 

 

To track adherence and the usage of the framework that the study suggests. There are 

4 measures that are to be monitored annually. The measures are built based on the 

principles of the framework and are built in a way that does not require additional re-

sourcing for monitoring. The measures and their corresponding principles are listed in 

the table below: 
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Table 8: Measures for monitoring adoption success 

Name of measure Principle that the meas-

ure is based on 

Amount of risks that don’t have a link to an asset % Asset centric risk align-

ment (Principle 2) 

Amount of issues escalated  Direct and transparent es-

calation loops (Principle 4) 

Amount of narrative stories collected Narrative driven learning 

(Principle 3) 

Annual clock adherence Communication interfaces 

(Principle 1) 

 

The first measure, number of risks that don’t have a link to an asset is calculated by 

dividing risks that don’t have a link to an asset with the total amount of all risks. The 

reason for this is to track adherence and to understand if the claim that all risks need to 

be linked to valid has some edge cases where it isn’t true. The second measure is the 

total amount of issues escalated from project teams annually. This is not a perfect meas-

ure because it doesn’t measure transparency, but to see the total amount and the trend 

year over year tracks motivation to escalate issues and therefore is linked indirectly to 

the transparency aspect as well. The measure of amount of narrative stories collected 

measures that issues are being documented and the Unit is actually collecting data for 

the sake of learning. The measure of annual clock adherence is based on checking if all 

meetings are being held at their designated time. If this begins to slip it indicates that 

there might be a need for development of the framework or that ISMS needs to be valued 

more highly. 

5.4 Evaluation of the framework 

The critical evaluation of the developed framework is essential to understand the validity, 

effectiveness and boundary limitation effects. In this subsection the framework is evalu-

ated according to the pragmatic research philosophy of the study, by looking at it through 

empirical findings, strategic goals and the boundary limitations that the environment sets. 

The quintessential strength of the framework is the direct anchoring on the four critical 

demands found in the empirical data. This forces the framework to focus on actual issues 

rather than being too generic. In addition to this the framework offers the organization an 
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impactful leverage when it comes to business, since information security is not seen as 

an obligatory expense but offers development and advantages in real everyday pro-

cesses. In addition to this, a systematic ISMS can be used in sales negotiations and 

while looking for new leads. This is especially effective in the public sector in which an 

ISO 27001 certification can be a non-negotiable requirement for contract finalization. 

In addition to strengths the evaluation must identify methodological limitations and prac-

tical risks related to implementation. The empirical assessment of the framework is con-

strained because of the selection of the cross-sectional time horizon. Because the data 

was collected at a single point in time the long-term effects on culture and information 

security maturity, through multiple PDCA cycles, cannot be verified in this study. Another 

challenge that is also a potential bottleneck is the project manager being a core role in 

the communication chain. Because project managers have this much responsibility it 

means that if a project manager does not focus on completing tasks in the communica-

tion chain the whole process grinds to a halt. There are monthly meetings that require 

this aspect to be assessed, which alleviates the stress of simply forgetting, but intentional 

threats on this level apply heavily. In addition to this risk concerning project manager 

operations, the framework’s strong emphasis on data governance practices, secure net-

works, and data pipeline management has left physical security as a blind spot. This is 

noteworthy as the empirical data raised this as a concern relating to access card usage. 

However, this was an issue that is realistically fixed on group level. 

Finally, it is important to recognize that deliberate pragmatic compromises have been 

made in the framework’s design to ensure alignment with the operational realities of the 

target organization. Due to the unit’s broad and diverse client base, the framework re-

mains at a higher process level rather than enforcing strict tool-specific constraints, fo-

cusing on preserving operational flexibility within project teams. These environmental 

realities are also taken into account in the annual cycle structure, where a longer interval 

is intentionally scheduled between April and August. This seasonality is a necessary 

adaptation to the Finnish summer holiday period, during which most organizational pro-

cesses slow down or come to a halt, and the framework avoids imposing artificial moni-

toring under constrained resources. While the theoretical ideal of a fully open and dy-

namic risk management platform was not achieved, this compromise is pragmatically 

justified, as it minimizes resistance to change and reduces the administrative burden on 

the organization. 
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6. CONCLUSION 

The conclusions chapter is divided into 5 subchapters. Chapter 6.1 provides a realistic 

answer to the research questions of the case study based on chapters 2, 4 and 5 by first 

answering the sub questions and ending by answering the main research question. Man-

agerial implications offer the studies point of view as to what the management of the 

case organization should focus on after this study. Chapter 6.3 offers the theoretical 

contributions of this case study. Chapter 6.4 assesses the reliability of the study and 

limitations that were associated with it. Finally, chapter 6.5 looks ahead and proposes 

future research topics and points of interest in the field of information security and stand-

ard adoption. 

6.1 Answers to the research questions 

The first sub question of the study was what the important aspects of an ISMS are. The 

study found that the core of an ISMS is its nature as a systematic and all-encompassing 

approach to an organization’s information security risk management. in other words, it 

means that instead of singular technical controls the ISMS combines organizational pro-

cesses, ways of working and security mechanisms into a collective that is steered by the 

principles of continuous development and the PDCA-model. 

The second question was what the specific requirements are stated in ISO 27001. The 

answer to this question was not straight forward. The study found that the standard ac-

tually just formalizes the standard risk management practices into a governing structure 

that includes technical, operational and organizational controls. on the documentation 

side the standard employes an organization to create a working risk assessment pro-

cess, and a risk mitigation process that is stated in the SoA. In addition, the standard 

places explicit requirements on employee competence and training as a part of the ISMS. 

The third sub question focused on what factors influence the success of ISMS adoption 

in a data focused environment. The study found that the most important factor was bas-

ing the ISMS on reality and not focusing too much on compliance. It’s more important to 

make the system a functioning part of daily processes instead of focusing on compliance 

for the sake of audit success. In addition to this success requires management commit-

ment, clear responsibility of technical controls and maintaining a high level of usability to 

discourage workers from finding easier ways of working, or to be more precise, working 

around the ISMS. All of this requires moving away from restrictive controls and straight 
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forward education campaigns towards operations that support the intrinsic motivations 

of employees and improve security culture. 

The fourth question was what the business specific needs of the ISMS are from a tech-

nical- and holistic perspective. For the technical perspective a focus on ETL pipelines 

was noticed, since this was the core process of the unit. This meant that the technical 

controls of the ISMS needed to focus on firewalls, and virtual networks combined with a 

sufficient logging system to see how the data was manipulated. This sub question ended 

up addressing things that were in the scope of this study but weren’t impactful in the 

framework that was developed. From the holistic perspective the study found that stand-

ardized interfaces for outbound communication from the unit withing the group was nec-

essary to avoid governance friction and to maintain tool selection flexibility. A change in 

the educational culture within the unit was also needed to improve employee motivation 

and buy in. Lastly, a clear instruction for grassroots level escalation of concerns was a 

need to actually collect data about risks happening in the unit, and to ensure that the 

information path stayed intact. For the fifth question, how can a unit assure continuous 

development, the study created an annual clock for ISMS processes that was based on 

the PDCA-model and divided into quarters.  

Finally, the study provides an answer to the main research question of how a business 

intelligence unit should construct an ISMS to meet ISO 27001 standards requirements. 

The study found that the unit should build its system focusing on an asset-based risk 

management approach where the requirements of the ISO 27001 standard are inte-

grated in a way that respects the unit’s need for flexibility. In practice, this means anchor-

ing security controls directly to the technical ETL architecture, empowering project man-

agers to act as administrative intermediaries, and replacing rigid rule enforcement with 

a collaborative, narrative-driven, and non-blaming security culture.  

6.2 Managerial implications 

The practical findings of this study offer guidance for the leadership team of the case 

organization. Management should actively work to bridge the structural divide between 

group level governance and Unit level needs for flexibility. The study offers a solution to 

finding these unit specific needs by appointing project managers as security champions 

empowering them as integral conduits of data gathering and escalation from grassroots 

level. This aims to dismantle communication bottlenecks and the broken phone effect 

found in the empirical data. 
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Decision makers within the organization must transition away from traditional and generic 

testing of employees that breeds developer frustration and drives disengagement. Im-

plementing a narrative-based learning environment and a culture of learning from mis-

takes cultivates mutual learning and intrinsic, reality-based motivation. Managers should 

focus on bringing assets and risks closer to one another in order to align the information 

security practices being developed with actual everyday systems and processes. Finally 

executive leadership should remain in touch with the realities that a Finnish employment 

market brings by accommodating the summer holiday season by employing the annual 

clock and avoiding resourcing and development during summer months. This ensures 

long-term operational continuity. 

6.3 Theoretical contributions 

Even though the Study is a case study it still offers multiple interesting theoretical contri-

butions. Most of the literature about information security revolves around common soft-

ware development or organization level adoption. This study focuses on the implications 

of adapting these types of solutions in a more specialized and limited context.  

The existing literature often focuses on whether an organization should focus on ap-

proaching information security through asset protection or through a continuous process 

approach. This study offers a bridge between these two approaches by bounding tech-

nical components and directly with their respective risks. In addition, the study validates 

pre-existing models such as Da Veigas (2010) cultural model and Ashendens (2008) 

change management research in a modern data reliant context. 

A major theoretical note in this study was the grassroots paradox of normal employees 

having so much responsibility and access that they end up as the group in charge of 

making sure information security is being taken into account. The study suggests that a 

sufficient way of dealing with this is through structured bottom-up communication chains. 

This hypothesis is, however, not proven due to the chosen time horizon of the study. The 

study also offers methodological value by showing how abduction and pragmatism can 

be used when implementing a rigid governance structure such as ISO 27001 into an 

environment that requires a high level of flexibility. 

6.4 Research limitations and reliability 

The results and recommendations of this study need to be assessed through multiple 

methodological and contextual limitations. The most obvious being that of generalizabil-

ity. As this study is a qualitative case study, where empirical data was collected and the 
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framework was built towards the needs of a singular unit, the developed ISMS manage-

ment framework cannot be directly applied as it is to another organization or even to 

another Unit within the company. The framework is specifically built to address the 

unique technological and socio-cultural needs of the case unit. 

Despite this limitation the study provides value at a methodological level. While the 

framework is not transferrable, the study offers a model and process for how ISO 27001 

compliant ISMS adoption can be implemented in a flexible and context evaluating way 

in Knowledge-based organizations. The abductive research approach applied in this 

study can be used as an instruction for conducting similar adoption processes in other 

units. 

6.5 Future research 

The results of this thesis provide several interesting avenues for future research. The 

most relatable with this study being the selection of time horizon. This study was con-

ducted as a cross-sectional current state analysis and therefore does not take into ac-

count the long-term effects of the developed framework and adoption success. In order 

to gain more insights and a comprehensive understanding of effectiveness and possible 

difficulties in practice future studies should adopt and iterative timeframe where adoption 

is studied through a longer period of time. An iterative research setup would allow for 

testing and observation throughout multiple PDCA cycles and annual audits. This would 

allow for the observation of attitude and working practices evolution to determine the true 

maturity level of information security culture gained through operations.  

Another interesting focus for future research is making the study quantitative. A quanti-

tative study would provide more proof and focus on providing a study of impact fullness. 

Some aspects that quantitative research could focus on are economic and operational 

impact such as efficiency reached through implementation compared to different ap-

proaches. This type of research would need a longer time horizon as the impact has to 

be studied based on multiple implementations of processes. A quantitative study that 

could also focus on predictive analysis of the effectiveness of implementation focusing 

on multiple different KPIs. 
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APPENDIX A: INTERVIEW TEMPLATE OF THE 
FIRST ROUND OF INTERVIEWS 

Which unit do you represent? / Mitä yksikköä edustat? 
 

What is your role? / Mikä on roolisi? 
 

When did you begin operations in accordance with ISO 27001? / Milloin aloititte 
ISO 27001 mukaisen toiminnan? 

 
Describe your risk management process? / Kuvaile riskienhallintaprosessianne? 

 
What communication platforms do you use in your risk management process? / 
Minkälaisia viestintäalustoja käytätte riskienhallintaprosessissa? 

 
What kind of process do you have for maintaining SoA controls? / Minkälainen 
prosessi teillä on SoA kontrollien ylläpitoon? 

 
How do you ensure the implementation of controls into daily operations? / Miten 
huolehditte kontrollien jalkautumisesta jokapäiväiseen toimintaan? 

 
What has presented the most challenges for you? / Mikä on tuottanut teille eniten 
haasteita? 

 
What subsection has been most successful in your opinion? / Mikä osa alue on 
onnistunut parhaiten? 

 
How much resourcing is required on an ongoing basis and before the manage-
ment review? / Kuinka suurta resursointia vaatii jatkuvasti ja ennen management 
review? 

- Ongoing 

- before review 

How interconnected do you think the different BU:s are regarding iso and is there 
enough communication / Kuinka yhteydessä toisiinsa eri liiketoimintayksiköt 
(BU:t) ovat mielestäsi ISO-asioissa, ja onko niiden välillä riittävästi 
kommunikaatiota? 
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APPENDIX B: INTERVIEW TEMPLATE OF THE 
SECOND ROUND OF INTERVIEWS 

English or Finnish? 

The interview is open-ended, and the goal is to keep the session conver-

sational. Therefore, the questions may vary slightly between respond-

ents. The answers will not be presented individually in the final thesis, in-

stead they will be aggregated for analysis to identify common patterns 

and principles. Is this understood and okay with you? / Haastattelu on 

avoin ja tavoitteena on pitää tilaisuus keskustelunomaisena. Täten 

kysymykset saattavat erota hieman vastanneiden kesken. Vastauksia ei 

lopullisessa työssä tuoda yksittäisinä esille, vaan ne kootaan analyysia 

varten ja pyritään löytämään lainalaisuuksia. Onko tämä ymmärretty ja 

ok sinulle? 

May the interview be recorded to facilitate the analysis? / Saako 

haastattelun nauhoittaa analysoinnin edistämiseksi? 

What is your name and job role? / Mikä on nimesi ja työtehtäväsi? 

What is your general attitude toward information security? Is it important, 

why is it important, and what is achieved through it? / Mikä on yleinen su-

htautumisesi tietoturvaan? Onko se tärkeää, miksi se on tärkeää, ja mitä 

sillä saavutetaan? 

o How do you perceive yourself in relation to your colleagues? / 

Miten koet itsesi suhteessa kollegoihin? 

o How do you perceive yourself in relation to different hierarchies? / 

Miten koet itsesi suhteessa eri hierarkioihin? 

How is information security visible in your daily work tasks? / Miten tie-

toturva näkyy työtehtäväsi arkipäivässä? 

o What kind of information security-related matters arise in your 

role? / Minkälaisia tietoturvaan liittyviä asioita nousee tehtävässäsi 

tms.? 

How has information security been brought up within the company? Have 

the methods motivated you to improve your own actions, or quite the op-

posite? / Miten yrityksessä tietoturva on noussut esille? Ovatko keinot 

motivoineet sinua itse parantamaan toimintaasi, vai päinvastoin? 

Do you find the communication channels to be clear, or do they cause 

any obstacles? / Ovatko kommunikointikanavat mielestäsi selviä, vai 

aiheuttavatko ne joitain esteitä? 

Have you personally been frustrated by anything related to information 

security? For example, is there too much of something, or do you feel 

something is being done incorrectly? / Oletko itse turhautunut johonkin 
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asiaan tietoturvaan liittyen, esimerkiksi onko jotain liikaa tai tehdäänkö 

jotain väärin mielestäsi? 
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