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ABSTRACT

Matias Nurmi: OTA update solution over BLE for microcontrollers behind a cloud-connected gate-
way

Master’s thesis

Tampere University

Master's Programme in Computing Sciences

May 2026

The rapid growth of Internet of Things (loT) deployments has heightened the importance of
reliable, secure mechanisms for remotely updating device firmware after initial deployment. Over-
the-Air (OTA) updates are essential for addressing security vulnerabilities, fixing defects, and in-
troducing new functionality, particularly in large-scale, distributed device fleets. However, OTA
updates for resource-constrained microcontroller-based devices using low-power wireless tech-
nologies pose significant technical and architectural challenges. These challenges are further
amplified when end devices lack direct internet connectivity and must rely on a gateway for cloud
communication.

This thesis explores deploying OTA firmware updates to Bluetooth Low Energy (BLE) end
devices via a cloud-connected gateway using the Mender platform, aiming to establish a scalable
and secure approach for resource-constrained microcontroller systems. A heterogeneous loT
architecture is considered, in which battery-powered BLE devices are updated indirectly via a
gateway that interfaces with a centralized OTA server. The research presents a comprehensive
review of relevant update techniques and derives requirements for a robust OTA system, forming
the core thesis statement.

To evaluate the feasibility of this approach, this thesis implements a prototype system com-
prising embedded RuuviTag environmental sensors as end devices and a Linux-based gateway
mini-PC connected to the Mender OTA cloud server. Because Mender does not natively support
BLE-based firmware distribution through a gateway, a customized gateway solution is developed.
Main contributions of the prototype include enabling secure, buttonless OTA firmware updates for
BLE devices with Mender, supporting heterogeneous firmware, phased rollouts, retry logic, and
update status reporting, and representing each BLE device as a virtual entity.

Despite certain limitations, especially the lack of background updates, the proposed archi-
tecture enables practical OTA management for BLE device fleets. Future work should focus on
improving reporting and scheduling, and on exploring the direct integration of a Mender client into
the device firmware.

Keywords: Over-the-Air, Device Firmware Update, Internet of Things, Bluetooth Low Energy,
Mender, RuuviTag, microcontroller unit
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TIVISTELMA

Matias Nurmi: Pilvipalveluun yhdistetyn yhdyskaytavan takana olevien mikro-ohjaimien OTA-paivi-
tysratkaisu BLE-protokollan yli
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Tietotekniikan DI-ohjelma

Toukokuu 2026

Esineiden internetin nopea yleistyminen on lisdnnyt tarvetta luotettaville ja turvallisile mene-
telmille laitteiden laiteohjelmistojen etapaivittdmiseksi kayttddnoton jalkeen. Langattomat paivityk-
set ovat valttamattémia tietoturva-aukkojen korjaamiseksi, ohjelmistovirheiden korjaamiseksi seka
uusien toimintojen kayttdédnottamiseksi, erityisesti suurissa ja hajautetuissa, monimuotoisissa lait-
teistokokonaisuuksissa. Resurssirajoitteisten mikro-ohjaimiin perustuvien laitteiden véhavirtaiset
langattomat paivitykset aiheuttavat kuitenkin merkittavia teknisid haasteita. Namé& haasteet ko-
rostuvat tilanteissa, joissa paatelaitteilla ei ole suoraa internet-yhteyttd, vaan ne ovat riippuvaisia
ulkoisesta yhdyskaytavasta pilviyhteyden muodostamiseksi.

Téassé diplomitydssa tutkitaan, miten langattomat laiteohjelmistopéivitykset voidaan toteuttaa
Bluetooth Low Energy -yhteyttd hy6dyntaen laitteille, jotka sijaitsevat pilveen kytketyn yhdyskay-
tavan takana, hyddyntden Mender-paivityshallinta-alustaa. Empiirinen ty6 keskittyy heterogeeni-
seen laiteohjelmistoarkkitehtuuriin, jossa paristokayttdiset BLE-paéatelaitteet paivitetdédn yhdys-
kaytavan kautta, joka toimii rajapintana keskitettyyn paivityspalvelimeen. Tutkimus alkaa katta-
valla katsauksella mikro-ohjainpohjaisille jarjestelmille relevantteihin laiteohjelmistopaivitysteknii-
koihin, langattomiin tiedonsiirtoprotokolliin, paivitysten paketoimiseen, muistin osiointiratkaisuihin
seka paivitysten validointimekanismeihin. Katsauksen pohjalta maaritelldén vaatimukset kestéval-
le ja luotettavalle langattomalle etapaivitysjarjestelmalle.

Ehdotetun Iahestymistavan toteuttamiskelpoisuutta arvioidaan kehittdmalla prototyyppijarjes-
telmd, jossa kohdelaitteina ovat RuuviTag-sensorit ja yhdyskaytavana toimiva Menderiin yhtey-
dessé oleva Linux-pohjainen paatelaite. Koska Mender ei natiivisti tue BLE-pohjaista laiteohjel-
miston jakelua yhdyskaytavan kautta, tydssa kehitetddn raataldity yhdyskaytavaratkaisu. Ratkai-
sussa keskitytadn turvalliseen painikkeettomaan BLE-pohjaiseen laiteohjelmiston paivittdmiseen,
jossa tuetaan heterogeenisia laiteohjelmistoja, vaiheistettuja laitelaivueen paivityksia, automaat-
tista uudelleenyrityslogiikkaa sek& paivitysten tilaraportointia. Lisdksi kukin BLE-laite esitetaan
omana virtuaalisena entiteettinaén.

Tulokset osoittavat, ettd ehdotettu arkkitehtuuri mahdollistaa k&ytanndllisen OTA-péivityshal-
linnan BLE-laitekannoille. Arkkitehtuuriin liittyy kuitenkin joitakin rajoitteita, kuten taustapaivitys-
ten tuen puuttuminen. Ty6n lopuksi kasitelldan jarjestelman rajoituksia ja esitetdan jatkotutkimus-
suuntia, kuten raportoinnin ja ajastusominaisuuksien kehittdminen, sekd Mender-tuen mahdolli-
nen suora integrointi laitteen laitechjelmistoon.

Avainsanat: OTA-paivitys, laiteohjelmistopéivitys, esineiden internet, Mender, RuuviTag, mikro-
ohjain
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1. INTRODUCTION

The Internet of Things (loT) is a network of physical objects. Equipped with sensors,
processing capabilities, and software, these objects connect and share data with other
devices and systems via the Internet or other communication networks. [1] By the end of
2025, about 21.1 billion loT devices were connected, and projections suggest this number
will soar to 55 billion by 2035. [2]

Given this rapid growth, the ability to update the device firmware after deployment is cru-
cial. Initial firmware versions may contain security vulnerabilities, particularly within third-
party libraries, which are often identified and resolved only after release. Furthermore,
application logic may require optimization, feature enhancements, or other modifications
over time. These updates should be designed to minimize disruption to the device’s nor-
mal operation. Moreover, robust update systems should include fail-safe mechanisms,
such as the ability to roll back to a previous firmware version in the event of an update
failure. [3] The principal aim of this thesis is to systematically investigate and evaluate OTA
update mechanisms for BLE-connected devices within heterogeneous IoT fleets. This re-
search aims to provide actionable insights for the design and implementation of reliable
remote firmware update systems that address both technical and operational challenges.
The research question guiding this work is as follows:

1. What are the key design considerations for implementing remote OTA firmware
updates in heterogeneous loT fleets with cloud-connected gateways and BLE-
connected end devices?

This thesis is divided into two main parts. The first part is a literature review focus-
ing on previously identified challenges and limitations associated with Over-the-Air (OTA)
firmware updates in loT systems. It provides a review of current techniques, methods,
and strategies for updating microcontroller-based systems. This provides an overview
of the fundamental concepts and approaches for firmware updating, covering relevant
aspects of modern embedded systems. Based on the literature, a set of requirements
for the update system was defined, identifying the key considerations for its design and
implementation.

The second part presents a prototype developed in accordance with the defined require-
ments. In this prototype, Bluetooth Low Energy (BLE) devices are updated over the air



via a gateway, while the overall network and update process are managed by the Mender
OTA platform. Mender is a secure and robust software update platform, capable of man-
aging large heterogeneous device fleets [4]. Battery-powered RuuviTag sensors are used
as target devices for firmware updates. RuuviTags are designed for environmental mon-
itoring and periodic data broadcasts using BLE advertisement packets [5]. Finally, the
prototype is evaluated against the previously defined requirements to assess how effec-
tively the implementation meets the identified system needs and design objectives.



2. BACKGROUND OF EMBEDDED UPDATE

Embedded software is typically structured into three primary components. When the
microcontroller is powered on, it executes start-up code. This component is called a boot-
loader. It is responsible for initializing the system and preparing the device for execution
of the main application. It also handles firmware updates. The application layer contains
the device’s business logic and typically involves tasks such as measuring, processing, or
interacting with the physical environment. In some cases, the application can download
the firmware update ready for the bootloader. The third component is the driver layer,
which provides libraries for interacting with peripheral hardware modules, such as Wi-Fi
and Bluetooth communication interfaces, as well as connected sensors and actuators,
including motors and switches. While wireless communication interfaces are not strictly
required for microcontroller operation, their absence requires wired connectivity. [6, |7, 8]

2.1 Update packaging formats

Several approaches exist for packaging firmware updates, each involving trade-offs be-
tween implementation complexity, reliability, and update size. Simpler approaches im-
prove robustness and ease of testing, while more advanced methods reduce data transfer
at the cost of increased system complexity.

The simplest approach is the image-based update, where the entire application, including
all required libraries, is delivered as a single package. This method keeps the update
mechanism minimal, as it only needs to receive, validate, and activate the new image
via the bootloader. A key advantage is that the update process is independent of the
device’s current firmware state, which simplifies both deployment and testing. However,
this approach results in large update sizes, as even minor changes require distributing
the complete firmware image. [9]

A more efficient alternative is the package-based update, which includes only selected
components or libraries. This reduces the size of the update but introduces challenges
with dependency management. The approach assumes that the device already contains
a compatible firmware version, and inconsistencies between component versions may
lead to compatibility issues. As a result, testing becomes more complex compared to
image-based updates. Package-based systems are more common in Linux-based PC



environments, although some IoT prototypes have also been developed using this ap-
proach. [10}, [11]

The most advanced approach is the delta update, which transmits only the differences
between firmware versions. This minimizes data transfer and is highly efficient for small
changes. However, it requires precise knowledge of the device’s current state and often
needs to be tailored to specific device versions. Consequently, implementing and validat-
ing delta updates is significantly more complex, and the risk of update failure is greater if
the device’s state does not match expectations. [9]

2.2 Firmware update methods

Embedded device updates can be performed via wired or wireless methods. Wired con-
nections are typically established via Universal Serial Bus (USB), a widely used interface
in electronic devices, or through other physical interfaces, such as Ethernet, SPI, UART,
or 12C. [12,13] It could also be a memory stick that triggers the update when connected
to the device. The wireless connections that OTA updates can use include Bluetooth, 5G,
and Wi-Fi [14]. Table [2.1]compares wired and wireless mechanisms in key aspects such
as simplicity, reliability, connectivity, recovery capability, and security.

Wired firmware updates are generally simpler, more secure, and more reliable than wire-
less alternatives. However, they lack the capability to update remotely. As a result, wire-
less update mechanisms are essential in scenarios involving large device fleets, geo-
graphically distributed systems, or installations in inaccessible locations.

Despite their advantages, wireless updates introduce several challenges. These issues
can be mitigated through careful system design and planning. The choice of an appropri-
ate communication protocol is crucial to ensure reliable data transmission. In addition, the
update process must incorporate strong security measures, such as authentication and
encryption, to ensure confidentiality and to prevent unauthorized access. To enhance
system robustness, devices should support a wired update mechanism as a fallback in
case the wireless firmware update fails or the current firmware becomes corrupted.

Wireless communication introduces inherent security challenges that cannot be entirely
mitigated, particularly when examined through the lens of the CIA triad of confidentiality,
integrity, and availability. First, availability is significantly threatened by the susceptibility of
wireless systems to interference. Such interference may arise from natural environmental
factors, including physical obstacles, weather conditions, or competing signals, as well as
deliberate malicious actions such as signal jamming. Because data is transmitted over
the air, it can be intercepted by unauthorized parties within range of the signal, thereby
making the confidentiality of the connection inherently difficult to guarantee. Also, the
integrity of the wireless system is at risk, as an attacker may exploit the lack of physical



Wired Wireless

Simplicity Memory can be erased and The update process is more
replaced with new firmware complex and requires the target
without special partitioning. The device to have an OTA client
device is always connected and  capable of receiving the update.
ready for updates without OTA
clients.

Reliability Provides a highly reliable Susceptible to connection
approach for performing issues that may interrupt or
firmware updates with minimal cause failure during the update
risk of interruption. process.

Connectivity Requires a physical connection ~ Enables remote updates without
between the device and the physical access to the device.
updater. The connection is The connection quality and
stable and reliable. availability may vary depending

on the circumstances

Recovery A physical connection allows Difficulties with reliable recovery
recovery of the device if the mechanisms. The device
firmware installation fails. cannot recover if the OTA client

is corrupted during firmware
installation.

Security Limits exposure to external Vulnerable to interception and

attacks, making interception or
tampering difficult unless the
updater device itself is
compromised.

tampering without physical
access due to wireless range,
especially when proper security
measures are not implemented.

Table 2.1. General comparison of wireless and wired firmware updates. [15]

boundaries to intercept and manipulate transmitted data, potentially altering messages or
injecting malicious content without detection. [16]

2.3 Wireless communication protocols

Wireless data transfer technologies encompass a wide range of protocols, each charac-
terized by distinct features such as connection reliability, bandwidth capacity, and commu-
nication range. To select an appropriate communication protocol, the intended application
and its specific requirements must be clearly defined. Communication protocols can be
broadly classified into three categories based on their range, power consumption, and
data rate characteristics. [17]

The first category is the Low-Power Wide-Area Network (LPWAN) protocols. These tech-
nologies are designed to support long-range communication, with coverage distances of



up to 40 kilometers under optimal conditions, while maintaining very low power consump-
tion. This makes them particularly suitable for battery-powered loT devices. However,
this extended range and energy efficiency come at the cost of low data transmission
rates. Representative examples of LPWAN technologies include LoRaWAN, Sigfox, and
NB-loT. [17,(18,[19]

The second category comprises short-range communication protocols that are used for
local connectivity. Within this group, several protocols, such as ZigBee, Thread, and
Z-Wave, use mesh networking. Using mesh networking increases power consumption
in message relaying devices. Thus, these protocols include a device type for battery-
powered devices that do not participate in maintaining the network infrastructure, allowing
them to conserve energy by sleeping. [20]

BLE operates primarily using direct device-to-device communication, but also supports
mesh networking [21]. In addition, BLE offers a long-range mode that enhances signal
robustness by using Forward Error Correction (FEC). This mode can extend communi-
cation distances up to approximately 300 meters without increasing transmission power.
The improved range is achieved at the expense of a lower data rate than in standard BLE
connections [22].

The final category includes protocols characterized by high data rates and relatively high
power consumption. These technologies are suitable for applications requiring substan-
tial data throughput. Examples include Wi-Fi, commonly used for local-area networking,
and cellular communication technologies, which provide wide-area coverage. Wi-Fi also
supports mesh networking, which extends the network’s coverage [23].

One of the most important characteristics of these protocols is the network topology,
which defines how devices are connected and communicate with the central host. Among
the most widely adopted configurations are star and mesh topologies. The star topology
is a centralized network architecture in which all nodes communicate directly with a sin-
gle central coordinator. This design simplifies network organization, as the coordinator
manages communication, routing, and often synchronization. Due to this direct commu-
nication model, the star topology typically exhibits low latency because data does not
need to traverse multiple intermediate nodes. In addition, the structure’s simplicity re-
duces implementation complexity and energy consumption, making it particularly suitable
for devices with limited power resources. However, the star topology’s centralized nature
introduces critical limitations. The most significant drawback is the presence of a single
point of failure. If the central coordinator becomes unavailable, the entire network can
stop functioning. [21]

In contrast, the mesh topology uses a decentralized architecture in which nodes are inter-
connected and can communicate with multiple neighbors. This structure enables multiple
communication paths, allowing data to be dynamically routed across the network, thereby



extending network coverage and improving reliability. The network can self-heal by rerout-
ing data through alternative paths when nodes or links fail, ensuring continued operation
even under adverse conditions. Despite these advantages, mesh topology comes with its
own set of challenges. The need to route and maintain multiple connections increases
system complexity and requires more sophisticated protocols. As a result, power con-
sumption is generally higher, since nodes must remain active not only for their own com-
munication, but also to relay data for others. Moreover, latency can be higher due to
multi-hop communication, where data passes through several intermediate nodes before
reaching its destination. [21} 20] Table presents a comparison of the most common
wireless protocols for loT devices.

Table 2.2. Comparison of the most common loT wireless protocols. [14,|17,(18,|19, 20,
21,122,123, |24, |25]

Technology Range Data Rate Power Usage | Network Topology

Cellular 10 km 10 Gbps High Star

WiFi 100 m 46 Gbps High Star / Mesh

BLE 30 m (300 m) | 2 Mbps (500 kbps) Very Low Star / Mesh
ZigBee 100 m 250 kbps Low Mesh
Thread 100 m 250 kbps Low Mesh
Z-Wave 100 m 100 kbps Low Mesh
LoRaWAN 20 km 50 kbps Very Low Star
Sigfox 40 km 100 bps Very Low Star
NB-loT 10 km 200 kbps Low Star

The range, data rate, and power consumption highlight the distinctions between the
groups presented in Table Each group performs well in two of these categories
at the expense of the third. LPWAN protocols provide long-range communication while
maintaining low power consumption, but data rates are slow. Short-range protocols of-
fer higher data rates while maintaining low power consumption, but their communication
range remains limited. In contrast, Wi-Fi and cellular technologies achieve high data rates
and broad coverage, although their power consumption is significantly higher than that of
the other protocol groups.

2.4 Partitioning

The partitioning strategy for a device depends on several factors, including available flash
memory and the size of the firmware update image. In an optimal configuration, the device
provides sufficient storage capacity to accommodate both the currently active firmware
and a secondary firmware image. This dual-image approach enables efficient switch-



ing between firmware versions, thereby supporting reliable update mechanisms and fast
rollback if necessary. However, in resource-constrained devices, available memory is
often insulfficient to store duplicate firmware images. As a result, seamless switching be-
tween firmware versions is not feasible. In extreme cases, the application of the active
firmware may need to be removed to free space for the update. Consequently, if the up-
date process fails, the previous firmware must be reinstalled, leading to increased service
downtime and reduced system availability. [26]

2.4.1 Single-bank update

The single-bank update approach implements the simpler of the two partitioning schemes
and is typically utilized in devices with limited available memory. In this configuration, the
available free space and the application share a single partition designated for the update
process. The existing application must be removed before uploading the new firmware
image. [26] Figure [2.1] shows the steps involved in a single-bank update when updating
the application, bootloader, and libraries.

Bootloader Bootloader Bootloader « Bootloader
(1)
A
Free Free Free
Erase Upload Re.pléce
o - existing
Bank 0 application Free image ) R
Application > —» Newimage .-y (Application)
(2)
(1) ™=
Libraries Libraries Libraries Libraries

Figure 2.1. Update using single-bank partition. Option 1 shows an update of the boot-
loader and libraries. Option 2 shows an application update. [26]

In a single-bank update, the application is erased in both update scenarios. The boot-
loader is therefore responsible for performing the firmware download. When only the
bootloader and libraries are updated, as shown in option 1 in Figure the device re-
mains without a functional application throughout the update process. After completion,
the device reboots to DFU mode, and the previous application must be reinstalled, even



though it has not been modified by the update. Furthermore, if an update fails, the appli-
cation must still be reinstalled to restore the device to a functional state before the update
can be initiated. This also applies to a failed application update.

2.4.2 Dual-bank update

The more efficient partitioning scheme is the dual-bank update approach. The main ad-
vantage of the dual-bank update approach is its ability to recover from interruptions during
firmware upload. In this configuration, the application is stored in the first partition, while
the second partition is used as the free memory available to receive the new firmware
image. The partitions do not need to be of equal size. [26] Figure shows the steps
involved in a dual-bank update during the update of the application, bootloader, and li-

braries.
Bootloader Bootloader v Bootloader
A Free | (1 )
Upload Replace
Bank 1 Free image ) existing Free
—>» New image images
. (2
y @
Bank 0 Application Application | (1 ) e etz
Application
»
Libraries Libraries Libraries

Figure 2.2. Update using dual-bank partition. Option 1 shows the update of the boot-
loader and libraries. Option 2 shows an application update. [26]

Storing the firmware in the second partition allows the device to conduct a background
update, downloading new firmware while simultaneously executing other operations. This
functionality is achievable when the application includes a DFU client. Alternatively, the
firmware download may also be handled by the bootloader. However, in this case, ap-
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plication tasks cannot be executed during the update process. The dual-bank approach
also enables more flexible switching between application versions, and a failed upload
does not require re-installation of a previous application version.

An application update is only required when Application Programming Interface (API)
changes in the library introduce incompatibilities in the new version. API specifies how
an application interacts with a library by defining the available functions, their expected
inputs, and the corresponding outputs. The system can be enforced for a specific par-
titioning scheme, thereby improving the predictability of the update process. However,
when dual-bank updating is enforced, the maximum allowable update size is constrained
by available memory. Consequently, on devices with limited free memory, the ability to
apply updates may be restricted or may eventually become infeasible. [26), [27]

2.5 Validation

The update process involves two devices: the target device that receives the update and
the controller that manages the process. The target device must operate in the Device
Firmware Upgrade (DFU) mode to enable communication with the controller. This DFU
functionality can be implemented either in the bootloader or in the application. Image val-
idation is a critical component of the OTA update process, as it prevents failures that may
render a device unrecoverable without external intervention. During the update process,
the target device validates the firmware image in two stages. Prevalidation is conducted at
the start of the update process. Post-validation is performed after the complete firmware
image has been uploaded, but before its installation. [27] The update and validation work-
flow is visualized in Figure

The update process begins when the controller establishes a connection to the target de-
vice. After the connection is established, the controller transmits an init packet containing
metadata for the update. This metadata includes the type of component that is being
updated, the cryptographic hash of the firmware image, firmware and hardware version
information, the size of the update, and, critically, a digital signature for authentication.
[28] During prevalidation, the target device analyses the metadata to determine whether
the update can proceed. Specifically, the device verifies that the update is compatible with
its hardware and software configuration, that sufficient memory is available, and that the
update originates from a trusted source. If any of these checks fail, the update process
is aborted, and the device returns to DFU mode without maintaining a connection to the
controller.

If the update passes prevalidation, the target device notifies the controller, and the firmware
upload begins. The image is transmitted in segments, and the target device waits until
the entire image has been received before proceeding. Once the transfer is complete,
post-validation compares the received image against the hash provided in the init packet.
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DFU controller
connects
Y_
fie > PR
Waiting data »  Receivenew
firmware object
Send data
Prevalidation A J to device o )
failed
Prevalidation Send init Not
ok package complete
L < Prevalidation Is upload
complete
Upload Postvalidation
complete failed

<SR Y

!
// \\

L Reset device ‘(—{ Copy new firmware ;<7 Postvalidation
/ Postvalidation
h y . K

4 o

Figure 2.3. Image validation and upload process workflow. [27]

This step ensures that the firmware has not been corrupted during transmission and that
it matches the expected image. Upon successful postvalidation, the new firmware image
is installed, and the device is reset to run the updated firmware. [27, 28]

2.6 Related work

Numerous projects and platforms have been developed to support OTA firmware updates
for 10T devices. These systems typically provide a centralized application or cloud plat-
form for managing device firmware and distributing updates. Depending on the archi-
tecture, firmware updates may be delivered directly to the device or through a gateway
device. [29,30]

Most existing OTA solutions are designed for specific hardware ecosystems or manufac-
turers. For example, Ruuvi provides a dedicated application and firmware update mech-
anism specifically for RuuviTag devices. [31] Similarly, ESPHome offers an open-source
ecosystem to manage and update ESP-based devices. [32] Other systems aim to support
a wider range of hardware but remain restricted to a single communication protocol [33]



12

While such platforms are effective within their intended environments, they are generally
limited to a predefined set of compatible devices and manufacturers.

A heterogeneous OTA update system should provide firmware management indepen-
dently of the device manufacturer, hardware platform, or communication method. Such a
system should support devices connected directly and via gateways, and enable interop-
erability across multiple communication protocols. Furthermore, users should be able to
select the firmware from all compatible firmware versions available for each device. [34]

An example of a more versatile OTA management platform is Memfault. Memfault sup-
ports a wide variety of targets, ranging from resource-constrained embedded devices to
mobile phones and Linux-based systems. The platform also addresses practical con-
straints common to I0T environments, including limited memory capacity, power con-
sumption, and intermittent gateway connectivity. However, despite its technical capa-
bilities, Memfault’s usability is limited by its relatively high monthly cost, which may make
it less suitable for smaller-scale or open-source deployments. [35]
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3. 10T SYSTEM UPDATE REQUIREMENTS

Software updates pose a variety of challenges. This chapter examines issues particularly
relevant to resource-constrained microcontroller devices operating in low-energy wireless
environments.

3.1 Motivation

A primary challenge in firmware updates is the limited memory available to store the
new firmware image. The single-bank partition can be used to address this constraint.
However, this method introduces significant limitations. A portion of the device’s memory
must be reserved for the DFU application and the necessary wireless communication li-
braries, further reducing the available space for the application itself. In some devices,
the total storage size is only 512 kB [5]. Another significant issue is the impact of the
update process on the device’s operation. Firmware updates require interrupting normal
functionality, which can lead to extended periods of unavailability. This issue worsens in
low-energy wireless environments, where data transfer rates are low, leading to longer
update durations and increased system downtime. In addition, recovery from failed up-
dates remains a critical concern. When the existing application is deleted to free memory
for the new firmware image, the device loses its ability to perform self-recovery. In such
a case, recovery must be ensured by the external system responsible for managing the
update process, which must provide mechanisms to restore a functional firmware image.

Power consumption plays a critical role in determining the service life of battery-powered
microcontroller-based devices. To prolong battery life, such devices spend the majority
of their time in low-power sleep modes. However, during sleep, the devices are offline
and unable to receive software updates. Devices may maintain a continuous connection
to the system. However, in many practical implementations, connections are established
only when data transmission occurs. In some cases, devices transmit data using adver-
tisement packets without establishing a persistent connection to the system. [36] As a
result, the system cannot directly notify the device of pending updates. To overcome this
limitation, an additional mechanism must be implemented that enables the device to ac-
tively poll for update availability. Configuring the device to periodically check for updates
at fixed intervals is difficult. Extending the polling interval reduces power consumption but
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introduces a trade-off: reduced control over the exact timing of update deployment.

Wireless connectivity introduces its own challenges. Connections may be unstable, and
devices that aggressively disconnect to conserve power risk failing to complete firmware
updates. Even when updates are performed without technical errors, the process itself
can consume significantly more energy than normal operation. A more severe issue
arises if a device becomes stuck in update mode, potentially draining the battery. Another
critical consideration is secure authentication during the establishment of wireless con-
nections. Although physical interaction, such as pressing a button, can act as a simple
authentication mechanism, it is impractical in automated systems [33]. It assumes secure
physical access to the device, which may not always be valid. A more scalable solution is
the use of pre-configured authentication tokens stored on the device, enabling automatic,
secure authentication without user intervention. [37]

The final aspect to consider is the heterogeneity of the device fleet. A network may consist
of devices from multiple manufacturers, each with varying hardware configurations, sen-
sor attachments, or use cases. These differences directly influence the required firmware.
For example, different sensors typically require specific drivers. Using an incorrect driver
may result in inaccurate measurements or malfunctioning behavior. [38]

3.2 Update system requirements

In this chapter, the entity responsible for deploying updates is called the system, and the
entity receiving the updates is called the device. When designing an update system for
a fleet of loT devices and evaluating their functionality, the following requirements should
be considered. These requirements are compiled from related literature.

1. Enable automated OTA updates

Updating a large fleet of loT devices can be slow and labor-intensive when done
manually. Therefore, the system should support remote updates that can be de-
ployed without any physical interaction with the updated device. [34]

2. Support heterogeneous firmware

Devices within the same group may require different firmware versions. Even de-
vices located in the same place can have slightly different roles or tasks, which may
require different firmware. Therefore, the system should support deploying updates
individually to each device or allow different firmware versions to be specified within
a group update. [34]

3. Utilize software recovery

The device should be able to recover if the update fails due to a connection error or
corrupted firmware. This can be achieved by rolling back to the previously installed



15

firmware version. If rollback is not possible, the device should boot into DFU mode,
allowing the system to automatically install a working firmware version. [39]

4. Provide Background updates

The update process should disrupt normal device operation as little as possible. If
possible, the device should download the new firmware package in the background
to minimize disruption. [40]

5. Manage update schedule

The system should provide options to control the timing and order of updates. If
a device is in sleep mode, the update should remain pending until a connection is
established. For large device fleets, the system should support multi-phase rollouts
to gradually deploy updates. [41]

6. Track and report update progress

The system should maintain a record of each device’s current firmware version. It
should also track the update status, such as pending, updating, failed, or success-
ful. [34]

7. Retry update on wireless errors

Wireless updates may be affected by interference from external sources. The sys-
tem should automatically retry the update if such errors occur. However, the number
of retries should be limited to prevent an endless update loop. [40]

8. Conserve energy

Especially for battery-powered devices, the update process should be as energy-
efficient as possible. The device should enter update mode only when necessary
to minimize power consumption. [39]

9. Use secure connections

The connection between the system and the device must be secured. The de-
vice should authenticate the system before accepting an update, ensuring that only
authorized systems can perform updates. [34]

The requirements outlined above are not prioritized. The prototype developed for this
thesis aims to address all specified requirements. The main objective is to deploy a
RuuviTag update using Mender. Any requirement deemed infeasible may be excluded,
provided a justification is given. The implementation of these requirements is discussed
in Chapter [
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4. IMPLEMENTATION OF PROTOTYPE

The prototype aims to implement a system that adheres to the principles outlined in Chap-
ter[3.2l The end device, the RuuviTag sensor, is an open-source environmental monitor-
ing device based on the Nordic Semiconductor nRF52832, supporting both Bluetooth Low
Energy (BLE) and Near Field Communication (NFC) protocols. RuuviTag transmits data
as BLE advertisements, which can be received by any device within range. Each mea-
surement is broadcast twice by default to minimize radio interference. NFC is utilized for
device identification during the pairing process. However, it is not suitable for transferring
measurement data due to its extremely limited communication range of a few centimeters.
[5] 136] The system is designed to collect these measurements in the cloud and manage
firmware updates for devices using Mender.

Since BLE is the only supported long-range protocol, a border gateway is required to
connect the device to the cloud. This gateway is responsible for forwarding updates from
Mender, collecting device measurements, and transmitting them to the cloud. The pro-
totype utilizes an Intel NUC mini-PC as the gateway, running a custom Linux distribution
built with the Yocto Project [42]. This distribution integrates Mender to facilitate operating
system updates [4], enabling centralized management of both gateway and end-device
updates. An external USB antenna is employed to enhance connectivity, supplementing
the gateway’s integrated Bluetooth antenna.

The prototype was developed as part of the GenerloT project As part of this project,
several RuuviTag devices were installed at the top of an arbitrary cell tower. The objec-
tive was to collect measurement data from these devices and to enable remote firmware
updates.

4.1 Features in Mender

Mender is a platform for secure and robust OTA updates for loT devices. It uses A/B
partitioning for updates to provide safe system upgrades and automatic rollback if the
new software version fails to boot or operate correctly. [4] The gateway of this prototype
uses this A/B partitioning by Mender.

'GenerloT: https://itea4.org/project/generiot.html
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For security reasons, the Mender Client operates without requiring any open ports on the
embedded device. The client-server connection is established via polling, and it is always
initiated by the client. The Mender Client periodically polls the server for available updates
and reports inventory data separately. Inventory data consists of key attributes describing
the device and its currently installed software. The frequency of polling for updates and
inventory reporting is controlled by Mender configuration parameters on the device. [4]

Mender improves update management by providing two different types of device groups.
A static group is a manually created list of selected devices. Each device can be a mem-
ber of only one static group at a time. [4] Figure shows an example in which devices
at the same site are grouped together using a static group.

All devices Lab  Status:| Accepted = Show: Al ~ Static @

Dynamic

= FILTERS
Gateway

RuuviTags Name = o Device type Latest activity

intel-corei7-64 today

Lab ruuvitag today

Tower
ruuvitag today

O 0O oo 0o

ruuvitag today
© CREATE AGROUP

Figure 4.1. List of all test devices at the laboratory environment.

A dynamic group is a predefined filter that can match one or more devices. Unlike a static
group, the list of devices can change when the device attributes change or when new de-
vices are connected. Devices at the same site can also be grouped in the dynamic group
if they have an inventory attribute for the installation location. [4] Figure illustrates an
example for grouping devices by device type.

Device groups can be used for device displays, but they mainly function as deployment
targets. Since a static group is a fixed list, a deployment is completed when every device
in the group has reported success or failure. Deployment targeted on a dynamic group,
on the other hand, is never completed unless manually stopped or a predetermined limit
is reached. Consequently, the dynamic group update will be deployed when a new device
is accepted and passes the filters successfully. If there are multiple pending deployments
for the specific device type, they are deployed in chronological order [4].

The biggest advantage of group updates, aside from the deployment target, is the phased
rollout feature. It is an optional feature that initially updates only a small portion of devices
in a group. The update is then ceased, and the user is notified if any of the updates
fail. In this way, only a few devices may encounter problems, while the majority continue
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All devices RuuviTags  Status: Accepted ~ Show: Al « Dynamic §
Dynamic

= FILTERS
Gateway

RuuviTags
Devices matching:  device_type = ruuvitag

Attribute equals - Value
Lab

Tower

@ CREATE A GROUP SAVE GROUP

Name = o Device type Latest activity
ruuvitag 12 days ago
ruuvitag 2025-12-04
ruuvitag 2025-12-04
ruuvitag today
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O 0 0o oo o

ruuvitag today

Figure 4.2. List of all RuuviTag sensor devices connected to the Mender cloud instance.

to operate normally until an administrator resolves the issue with the update. After the
manual user actions, the deployment can restart the current phase or be canceled. [4]

Mender supports a gateway-based architecture in which a designated device within a
local network acts as a proxy between constrained devices and the Mender server. In
this setup, a capable device running the Mender client can be configured as a gateway,
enabling over-the-air updates to be delivered indirectly to devices that lack direct internet
connectivity. In addition, the Mender development team is developing OTA update support
in Mender for Zephyr-based microcontroller systems. It is currently in beta and supports
only the ESP32-S3-DevKitC. [43] However, neither the gateway-based update mecha-
nism nor the microcontroller update solution currently supports firmware delivery over
Bluetooth connection. To implement Mender update functionality over Bluetooth (BLE), a
custom gateway must be built. Delta updates are possible in all Mender-supported oper-
ating systems, even in Zephyr [4]. However, because of a custom gateway, these delta
updates are incompatible with Bluetooth updates.

Mender provides support for Azure loT Hub integration as an add-on [4]. Azure loT Hub
is a cloud-based service that serves as a centralized messaging platform for loT devices,
enabling monitoring of device connectivity and detecting failures. Within the Azure loT
Hub, devices are categorized into two types. An loT device typically refers to a sensor-like
entity such as a temperature sensor, a motion sensor, or a motor controller. In contrast, an
loT Edge device represents a computational layer located near loT devices, responsible
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for local data processing. [44, 45] Within the scope of this prototype, the RuuviTag would
be classified as an loT device, while the gateway would correspond to an IoT Edge device.

The add-on automatically creates a corresponding device in the Azure loT Hub with the
same device identifier when a new device is accepted in Mender. This enables the man-
agement of the device twin in Azure loT Hub, which represents the device’s state and
includes metadata, configuration, and reported conditions. However, all devices created
through this integration are assigned by default as the IoT device type. Configuring a
gateway as an loT Edge device requires manual adjustment in Azure. [4, 44]

For this prototype, Azure loT Hub was used to collect data from RuuviTag sensors to verify
that device functionality remained intact after firmware updates. However, the Azure loT
Hub integration add-on itself was not used.

4.2 Update packages

This prototype has two different types of update packages. A Mender Artifact is required
to create deployments, and an actual RuuviTag firmware package is required to modify a
RuuviTag device’s operational behavior. RuuviTag firmware could, in theory, be included
in the Artifact, but that would result in unnecessary firmware downloads as the size of a
device fleet on a single gateway increases. Instead, using a download link to replace the
firmware reduces the packet size while preserving the ability to select which package to
update. The updater application on the gateway would fetch the firmware package only
when needed and remove any unused older versions. Figure [4.3|presents the structure
of the artifact and the difference between single and group deployment.

Single Device Deployment . Group Deployment
Target: Device X Target: Group X
Artifacts: ! Artifacts:
/ name: ruuvitag-v3.30.3 N [ name: ruuvitag-v3.30.3
version: "3.30.3", version: "3.30.3",
device type: "ruuvitag"”, ! device type: "ruuvitag"”,
payload: { i payload: {
cmd: bash update.sh "https://..." cmd: bash update.sh "https://..."
\_checksum: 012345... \_checksum: 012345...

Figure 4.3. The difference of the mender update artifact between a single device and a
group deployment.

Mender Artifact is primarily in tarball format for updating from Mender. It contains version-
ing and metadata in addition to the actual update payload. The name and version of the
update package are used to track deployments. The device type field is used to deploy
the update only to compatible devices when the deployment group consists of a heteroge-
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neous fleet. The checksum is used to verify that the package did not get corrupted during
transit. [4] The update target is defined in the deployment, allowing the same artifact to
be reused in multiple deployments, whether for a single device or for group updates. In
this prototype, the artifact includes a bash script that initializes the update process in the
gateway. For the full gateway system update, the project has another artifact.

The RuuviTag firmware is the embedded software that runs on the RuuviTag end de-
vice and controls its operation and the OTA update process. It defines how the device
interacts with its sensors, processes the collected data, and communicates the measure-
ments. Firmware updates can include changes to parameters such as the measurement
sampling frequency or the data transmission interval, as well as bug fixes and other im-
provements that enhance the device’s reliability and functionality. [36] In this prototype,
the firmware provided by the manufacturer is used, and the update is demonstrated by
updating an older firmware version to a more recent one.

4.3 Update process

A custom gateway was created to allow updates for RuuviTags. To support heteroge-
neous firmware and enable per-device updates, each RuuviTag is represented as an
individual device in Mender by hosting a corresponding virtual cIienlE] in the gateway. This
virtual client stores device-specific information required for update, the device MAC ad-
dress, and the secret device ID. These parameters are used to identify the device and
authenticate the access. When polling returns an update deployment from Mender, the
virtual client will provide that device-specific information with the deployment parameters
to the actual device updater.

RuuviTags are updated by a custom Python updaterﬂ It downloads the firmware from the
link provided by the deployment, handles the update process for a single RuuviTag, and
reports the update status to the virtual client, which forwards it to Mender. To simplify the
setup of virtual clients, the updater component is shared among all clients via an exposed
FastAPI-based interface. Bluetooth access is managed exclusively by the updater rather
than being directly available to individual virtual clients. Virtual clients trigger an update
by sending an HTTP POST request to the updater service. Unfortunately, the updater
contains a defect, and establishing the connection does not always succeed. Figure
presents the flow of events of the RuuviTag update deployed from Mender through the
gateway to the end device. In this example, Mender contains a single pending deployment
targeted at the device identified as “a58”.

The update process for a single device starts when the virtual device polls for an update
from Mender, and the response includes a new deployment. The virtual device initiates

2Virtual client source code: https:/github.com/GenerloT/mender-client-docker
3Updater source code: https:/github.com/GenerloT/ota-dfu-python
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Figure 4.4. Mender update deployment process for a single RuuviTag OTA update.

the Python updater with the received deployment and the stored device parameters. This
Python updater uses the provided device parameters to connect to the RuuviTag and de-
ploy the update. After the update, the device reports whether the update was successful.
A Bluetooth connection may be unstable due to interference or a significant distance be-
tween the gateway and the RuuviTag. Therefore, the updater includes a retry logic and
attempts the update multiple times before reporting a failure back to the virtual RuuviTag.

From the perspective of an individual device, a group-targeted update behaves identically
to a single-device update. Each virtual device independently polls the Mender for pend-
ing deployments and, if one is available, executes the update using the Python updater.
The only distinction is that, in a group-targeted update, the target definition differs, as
illustrated in Figure and multiple devices can execute the update process concur-
rently using the same deployment. It is also important to note that devices within the
same group can be distributed across multiple gateways. Nevertheless, group-targeted
updates apply uniformly to all devices within the group.

A deployment may include multiple artifacts, each corresponding to a specific device type.
During execution, devices within the target group that are not compatible with any of the
provided artifacts are automatically excluded from the update process. [4] This mech-
anism enables updating an entire heterogeneous group or selected subsets of devices
within a single deployment.
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5. RESULTS, ANALYSIS AND DISCUSSION

This chapter evaluates the prototype developed against the initial requirements. The pur-
pose of the prototype was to present an OTA update system for the heterogeneous device
fleet using BLE. The prototype functionality is compared with the requirements presented
in Chapter [3.2] In addition, this chapter discusses the threats to validity associated with
the prototype and presents potential directions for future work to further improve the re-
search and the system.

5.1 Results

Mender was selected as the update management platform as it provided many desired
features. With Mender, it was possible to create groups or target a single device when
deploying updates, enabling easy management of a heterogeneous device fleet. Mender
also allows updates to be released to rollout groups, but lacks control over which rollout
group the update should start in. The biggest deficiency of Mender was that it did not sup-
port Bluetooth devices controlled through a gateway. The prototype had to create a way
to connect them individually to Mender. Table 5.1 summarizes with a short explanation
whether or not each requirement was implemented in the prototype.

As summarized in Table several requirements were fulfilled by either the Mender
platform or the RuuviTag firmware. Requirements 1, 3, and 8 were features of the Ru-
uviTag firmware. The firmware supports booting into DFU mode via a BLE connection
and includes recovery mechanisms for failed updates, including rollback functionality or
automatic entry into DFU mode. Furthermore, the firmware is optimized for low power
consumption [46]. During execution of the application code, the device remains in sleep
mode between measurements, and the DFU mode is limited by a timeout after which the
device automatically returns to the application code.

Requirement 4 was not satisfied because the DFU client is part of the bootloader, and the
device cannot execute the bootloader and the application code simultaneously. Although
background updates may have been feasible, they would have required substantial modi-
fications to the firmware architecture, including a complete re-implementation of the DFU
mode within the application layer.
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Table 5.1. Overview of requirement implementation in the prototype.

Requirement Implemented Explanation
1. Enable automated OTA Yes Feature of RuuviTag firmware
updates
2. Support heterogeneous Yes Feature of Mender
firmware
3. Ultilize software recovery Yes Feature of RuuviTag
Provide background updates No DFU client in RuuviTag is
integrated into the bootloader
Manage update schedule Yes / No Feature of Mender
Track and report update Yes Feature of Mender
progress
7. Retry update on wireless Yes By gateway updater
errors
Conserve energy Yes Optimized in RuuviTag firmware
Use secure connections Yes Feature of BLE & Mender

Requirements 2, 5, and 6 were provided by Mender. Mender supports heterogeneous
firmware deployments, enabling updates to be targeted either to individual devices or
groups of devices. In addition, a single deployment can contain firmware images for
multiple device types. Mender also supports phased rollout strategies, which reduce the
risk of simultaneous failures during large-scale deployments. However, it does not support
scheduling updates to occur at specific time periods.

Mender provides a final-state report once an update is complete. However, it lacks visibil-
ity into intermediate update stages, even though the gateway can access such information
from the RuuviTag devices. Detailed logs for successful updates are also unavailable, lim-
iting the available information to the update’s completion status.

The main effort was to integrate these components into a single system. For example, al-
though the RuuviTag firmware supports remotely enabling boot mode, additional gateway
logic was required to activate DFU mode upon receiving new deployments. To achieve
this, a custom gateway updater was implemented. It detects basic connection issues and
has a simple retry mechanism, satisfying requirement 7.

Requirement 9 was fulfilled by Mender and Bluetooth Low Energy. Mender secures com-
munication between Mender and the gateway, while all BLE connections are encrypted
by default. These ensure the integrity of the entire firmware update chain and prevent
eavesdropping from intercepting sensitive information, such as passkeys. [28, 47, 48]
However, the measurement broadcasts used in the GenerloT demonstration are not en-
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crypted. As the data format is publicly available, any receiver within the transmission
range can access and decode the broadcast data.

Polling for updates creates a delay before the actual update process begins. In this pro-
totype, it was minimized by reducing the polling interval to a few seconds, which proved
effective for a small number of devices. A system comprising thousands of devices could
overload the update server if polling is too frequent, requiring a longer polling interval.
A more efficient approach would be push-based updates, in which the server initiates
the update immediately after the deployment. Although RuuviTag supports push-based
updates, Mender does not currently support them.

The current custom gateway implementation built on Mender remains somewhat con-
strained. A notable limitation is that during gateway updates, the virtual entities associ-
ated with RuuviTag devices are shut down and must be manually restarted. Furthermore,
not all Mender features were suitable for the prototype. For example, Mender’s built-in
retry functionality attempts to reapply a failed update immediately. Prototype testing in-
dicated that connection stability varies with the time of day. During nighttime operation,
other devices in the radio tower reduce their transmission power, improving the reception
for RuuviTags. Adding a delay between retry attempts could improve reliability. Thus, the
prototype did not utilize Mender’s built-in retry feature and instead relied on a custom retry
logic implemented within the gateway.

5.2 Answer to research question

The research question of this thesis was defined as follows: What are the key design con-
siderations for implementing remote OTA firmware updates in heterogeneous IoT fleets
with cloud-connected gateways and BLE-connected end devices?

The key design considerations were collected as requirements for the update system.
These requirements provide a general foundation for OTA firmware update systems for
battery-powered, resource-constrained devices, regardless of the underlying communi-
cation protocol. However, several limitations in the prototype’s implementation may affect
the results. A significant limitation of the study is the limited number of devices. The pro-
totype implementation and testing were exclusively focused on RuuviTag devices. Using
additional BLE-based devices would have improved the modularity and generalizability of
the OTA update application implemented on the gateway. In addition, the prototype was
tested with a small number of devices and one gateway; therefore, large-scale deploy-
ment scenarios were not extensively evaluated.

Another limitation is that only a single OTA management platform, Mender, was used
in the implementation. OTA platforms may differ significantly in architecture, deploy-
ment strategies, scalability, monitoring capabilities, and gateway integration mechanisms.



25

Since no comparative evaluation was performed against alternative OTA solutions, the
observed strengths and weaknesses may partly reflect characteristics specific to Mender
rather than OTA systems in general.

The prototype relied on custom gateway-side logic to integrate the BLE update process
with the OTA management platform. While this approach demonstrated feasibility, its
implementation was tailored to the prototype environment and may require substantial
modifications before adoption in production systems or other device ecosystems. The
scope of the implementation was constrained by limited development time and resources.
Due to these constraints, it was not feasible to implement support for multiple OTA plat-
forms, alternative communication protocols, or a broader range of devices. A more com-
prehensive evaluation involving several device ecosystems and OTA frameworks would
strengthen the external validity of the findings and provide a more complete assessment
of heterogeneous OTA firmware update systems.

Nevertheless, despite the identified limitations, the research provides valuable insights
into key design considerations for OTA firmware update systems in heterogeneous loT
environments. The study demonstrates the feasibility of integrating cloud-connected gate-
ways with BLE-connected end devices and highlights key architectural, scalability, and
modularity considerations for resource-constrained loT systems. Furthermore, the pro-
totype developed serves as a practical proof of concept for implementing OTA firmware
updates in heterogeneous device ecosystems and establishes a foundation for future re-
search and development in this area.

5.3 Future work

Currently, using the default firmware on RuuviTag devices, combined with a custom gate-
way, provides limited configuration options. The current prototype could be improved by
creating several additional features. An important improvement would be a tighter inte-
gration of the updater component in the gateway with Mender. Specifically, the system
should provide clear visibility into the current state of the update process within Mender,
including intermediate actions and a more informative final state. Furthermore, when the
updater fails to establish a connection to a device in DFU mode, the system should imple-
ment an automatic retry mechanism. In the current implementation, such failures trigger
a restart of the entire update script. Instead, the mechanism should attempt reconnection
multiple times before declaring a failure. In addition, such events and their results should
be properly reported to Mender to improve transparency and facilitate system monitoring.

As discussed earlier, the available configuration options are limited, and extending them
would improve system flexibility and usability. At a minimum, the system should support
scheduling updates in advance. It would also be beneficial to enable device-specific time
windows during which updates are restricted. Furthermore, the system should prevent
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gateway updates while actively managing RuuviTag firmware updates to avoid potential
conflicts and ensure operational stability.

Manual intervention on the gateway to create Mender virtual entities should be elimi-
nated. Currently, the configuration for RuuviTag devices is embedded in the gateway
image, resulting in device-specific images. Relocating this configuration outside of the
image and generating it dynamically during system boot would improve image reusability.
After creating the configuration at boot time, the corresponding virtual entities should be
automatically started to ensure a fully automated initialization process.

The update process could be further improved through firmware enhancements. A recent
project that integrates a Mender client into a microcontroller appears promising[] It has
been successfully integrated with an ESP32-based application in the GenerloT project.
This project should be evaluated to determine whether it could be integrated with Ruu-
viTag devices. Such integration may help address current challenges related to gateway
updates. In addition, the official Mender support for Zephyr should be considered once
it progresses beyond the beta phase. To enable background firmware updates, the DFU
functionality could be relocated from the bootloader to the application layer. Additionally,
the DFU module could be extended to support delta updates, thereby reducing the size
of update packages and improving overall efficiency.

Further research could explore the use of alternative BLE modes during deployment. The
long-range mode of BLE is largely similar to the standard BLE, differing primarily in its re-
duced data rate and longer range. In contrast, mesh networking introduces additional
complexity, as the system must ensure that connections to devices undergoing updates
remain stable during transit to intermediary nodes. This would likely require Mender to
have access to information on device topology, including node positions and connectiv-

ity.

"https://github.com/joelguittet/mender-mcu-client
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6. CONCLUSION

The goal of this thesis was to investigate and evaluate OTA update mechanisms for BLE-
connected devices within heterogeneous loT fleets. A set of system requirements was
developed based on the challenges identified in resource-constrained OTA updates, form-
ing the foundation for the prototype design.

The RuuviTag was selected as the target device for updates, as it supports firmware up-
dates over BLE and provides open-source firmware. The update deployment was man-
aged by Mender because it offers a comprehensive set of update management features.
Its most significant advantage is its targeted update capability, which allows deployments
to be directed either to individual devices or predefined groups. Furthermore, a single de-
ployment can include multiple images intended for different device types. Unfortunately,
the provided support for the gateway and microcontroller was incompatible with Bluetooth
updates. A custom gateway application was created to connect RuuviTags to Mender.

All defined requirements were implemented, except for background updates. The proto-
type primarily focused on the gateway functionality to establish a connection between the
Ruuvitag and the Mender. While background updates may be feasible, their implemen-
tation would require substantial modifications to the firmware architecture. Furthermore,
although the connection established during the update process is secure, the measure-
ment broadcasts used in the GenerloT project are not encrypted.

With the custom gateway application, firmware updates can be deployed to the RuuviTag
using Mender. However, the current system exhibits several weaknesses that should be
addressed in future work. These include implementing a more comprehensive update re-
porting mechanism and adding more flexible update management features, such as the
ability to schedule update start times. Additionally, RuuviTag would benefit from integrat-
ing the Mender client directly into its firmware.
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