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Android is the most popular operating system for mobile devices. Also, the number of Android
applications is increasing rapidly which increases security vulnerabilities. This thesis is written for
Finnish mobile device company, HMD, which highly values for secure software development.
Therefore, the motivation for this thesis comes from the will to maintain secure software develop-
ment and to improve the application whitelisting process. The thesis is implemented with the de-
sign science approach with entire process of design, implementation, evaluation and results.

To address this problem, the automated static application test for Android applications was
implemented. It was clear from the beginning that each step needed to be automated to avoid
manual work. The reading of the static application test report also needed to be optimized to save
time and effort. The core tools for the implementation were Mobile Security Framework (MobSF),
Docker, Jenkins and Python. In addition to implementation, the focus was to understand how well
MobSF static analysis can detect the vulnerabilities and how the entire process can be automated
while maintaining the performance.

For the evaluation, the MobSF static analysis was evaluated with the vulnerable APK where
the vulnerabilities were known in advance. As a result, it was noted that MobSF static analysis is
powerful detecting vulnerabilities especially in Android manifest file which contains, for example,
components and configuration settings. However, not all vulnerabilities were detected, which was
expected given the inherent limitations of static analysis, particularly in identifying runtime vulner-
abilities. Furthermore, MobSF did not detect all hardcoded secrets, indicating limited effective-
ness compared to prior studies. Overall, the MobSF detected 10 vulnerabilities of 22, where 7
vulnerabilities were flagged directly.

The entire automation process was evaluated with four firmware to mirror the real scenario.
As a result, it was noted that each build contained timeouted APKs. In addition, it was noted that
the APK file size is not directly related to scanning time: according to evaluation and other studies,
the APK file complexity might be the reason for timeouts. However, even the timeouts increase
significantly the execution duration, it does not have significant impact since the builds will be
executed only several times in a week. Overall, the process was automated successfully end-to-
end, and it saves significantly time from the security team and offers relevant security information
of APKs for software development.

Keywords: APK, SAST, Android, CI/CD, Pipeline, Android Security, Mobile Application Security,
Static Analysis, MobSF, Mobile Security Framework
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Android on mobiililaitteiden suosituin kayttdjarjestelma. Myds Android-sovellusten maara
kasvaa nopeasti, mika lisaa tietoturvahaavoittuvuuksia. Tama tyé on Kkirjoitettu suomalaiselle
matkapuhelin yhtidlle, HMD:lle, joka arvostaa turvallista mobiililaitteiden tietoturvakehitysta,
minka ansiosta taman opinnaytetydbn motivaatio syntyi halusta yllapitda turvallista
ohjelmistokehitystd ja parantaa sovellusten hyvaksymisprosessia. Opinnaytetyd toteutetaan
suunnittelututkimuksen lahestymistavalla, joka sisaltda koko suunnittelu-, toteutus-, arviointi- ja
tulosprosessin.

Ratkaisuksi on toteutettu Android-sovellusten automatisoitu staattinen sovellustesti. Alusta
asti oli selvaa, ettd koko prosessi oli automatisoitava manuaalisen tyon valttamiseksi. Myds
staattisen sovellustestin raportin lukeminen oli optimoitava ajan ja vaivan saastéamiseksi.
Keskeisia tytkaluja toteutukseen olivat Mobile Security Framework (MobSF), Docker, Jenkins ja
Python. Toteutuksen lisaksi keskityttiin ymmartamaan, kuinka hyvin MobSF:n staattinen analyysi
pystyy havaitsemaan haavoittuvuudet ja kuinka koko prosessi voidaan automatisoida suoritusta
yllapitaen.

Arviointia varten MobSF:n staattista analyysia arvioitiin haavoittuneella APK:lla, jossa
haavoittuvuudet tiedettiin etukdteen. Taman seurauksena todettiin, ettd MobSF staattinen
analyysi on tehokas havaitsemaan haavoittuvuuksia erityisesti Android manifestitiedostossa, joka
sisaltdd mm. sovelluksen komponentit ja asetukset. Kaikkia haavoittuvuuksia ei kuitenkaan
havaittu, mika oli odotettavissa staattisen analyysin luontaisten rajoitteiden vuoksi, erityisesti
ajonaikaisten haavoittuvuuksien tunnistamisessa. Lisaksi MobSF ei havainnut kaikkia
kovakoodattuja salaisuuksia, mika viittaa rajalliseen tehokkuuteen verrattaessa aiempiin
tutkimuksiin. Kaiken kaikkiaan MobSF havaitsi 10 haavoittuvuutta 22:sta, joista 7 haavoittuvuutta
oli merkitty raportissa suoraan.

Koko automaatioprosessia arvioitiin neljalla ohjelmistolla todellisen skenaarion peilaamiseksi.
Taman seurauksena todettiin, ettd jokainen ajo sisélsi keskeytyneitd APK-skannauksia. Lisaksi
todettiin, ettd APK-tiedoston koko ei liity suoraan skannausaikaan: tulosten sekd muiden
tutkimusten mukaan APK-tiedoston monimutkaisuus saattaa olla syyna keskeytyksiin. Kuitenkin
vaikka keskeytykset lisdadvat merkittdvasti prosessin kestoa, silld ei ole suurta vaikutusta, koska
ajot toteutetaan vain muutamia kertoja viikossa. Kaiken kaikkiaan prosessi automatisoitiin
onnistuneesti alusta loppuun, mikd saastdd merkittdvasti aikaa tietoturvatiimiltd ja tarjoaa
asiaankuuluvat tietoturvatiedot APK:ista ohjelmistokehitykseen.

Avainsanat: APK, SAST, Android, CI/CD, Pipeline, Android Tietoturva, Mobiilisovellus
Tietoturva, Staattinen Analyysi, MobSF, Mobile Security Framework
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1. INTRODUCTION

This chapter introduces the subject, the implementation, and the motivation behind this work.
The purpose of this thesis is to present a design and implementation for Android application
security static analysis as part of the automated pipeline approach using the Mobile Security
Framework (MobSF) tool. This work presents the essential theoretical background, the meth-
odology used, as well as the results and potential future development plans. In addition, it
aims to emphasize the importance of security testing for Android applications and to propose

a functional and effective solution for its implementation.

1.1 Motivation

The development of mobile applications has been increasing rapidly lately, and Android is one
of the most used operating systems in mobile devices (Vinay et al. 2024). Furthermore, when
Android is increasing in mobile devices, also Android application development has increased
rapidly. Since Android is based on the Linux open-source platform and Oracle’s Java, many
takes advantage of developing applications by themselves (Fiawoo et al. 2012). Unfortunately,
the open-source nature of the Android also affects to Android applications. Therefore, it is
essential to pay attention for Android applications in the software development phase to pre-

vent security breaches and safeguard user privacy (Das et al. 2023).

One of the HMD core values is security and therefore HMD is constantly improving it. For
securing the mobile devices and overcoming the security issues in Android, the HMD security
team is responsible for actively testing the new releases of software. Security team maintains
several security tests, both dynamic and static, to verify the overall security of mobile devices.
However, the idea for this implementation originated from the need to improve application

security and to enable deeper static analysis of potential vulnerabilities in Android applications.

Static Application Security Testing (SAST) is an efficient way to identify security issues in the
applications (Wadhams et al. 2024). Therefore, the focus of thesis is to introduce complete
implementation for fully automated static application security test which is integrated with pipe-
line practise to verify the security of Android applications in firmware using the MobSF. The
purpose of the implementation is to function as a fully automated and independent pipeline
that automates all necessary steps required for a complete process: firmware polling and pro-

cessing, static analysis, result management, and all other necessary steps.



1.2 Scopes and goals of the thesis

This thesis includes both practical and theoretical parts and it's written with design science
approach. The theoretical part aims to highlight Android security issues, particularly from the
perspective of applications, and to explain why investing in security is essential in the design
of modern Android devices. In addition, the theoretical section introduces the fundamentals of
Android, from the overall operating system to more specific technical elements, such as An-
droid Package Kits (APK). The thesis also examines static security testing and discusses the
benefits of automated CI/CD pipelines. Furthermore, the thesis will review related work and

evaluate the significance and potential impact of this research.

On the other hand, in the practical part, the aim is to introduce design and implementation for
automated SAST pipeline for Android mobile applications. Furthermore, the objective is to
discuss the design choices made during the evaluation and about full development process,

the chosen tools for the implementation and relevant parts of the full automated process.

The evaluation and estimation are divided into two parts: assessing how effective the Mobile
Security Framework (MobSF) static analysis is in detecting vulnerabilities and evaluating how
effectively the implemented pipeline process workflow functions. The implementation is eval-
uated using an intentionally vulnerable sample APK and real firmware. The thesis discusses
the strengths and limitations of the evaluation results and the overall implementation and ad-
dresses the research questions. Overall, the objective of the thesis is to discuss the im-
portance of application security and introduce solution how SAST can be implemented for

verifying the application security in mobile software development.



1.3 Research questions

The research questions have been chosen to briefly understand the effectiveness of the im-

plementation.

¢ RQ1: How efficient the Mobile Security Framework’s static analysis is for detecting

vulnerabilities in Android applications?

e RQ2: How can security application static analysis test be fully automated while main-

taining the performance?

Since the Mobile Security Framework is the chosen tool for static analysis, the objective of
RQ1 is to evaluate how effectively it can detect security vulnerabilities in an APK using static
analysis alone. To answer this question, the intentionally vulnerable APK is analysed in Chap-
ter 6.2. The motivation behind this research question is to understand the actual capabilities

and detection strengths of MobSF’s static analysis.

Because the entire workflow is fully automated, performance plays a critical role. Therefore,
the objective of RQ2 is to identify which factors influence the performance of the automated
process. To answer this question, the complete workflow is evaluated through four builds us-
ing four different firmware images, as described in Chapter 6.3. Usability aspects are briefly
assessed as well, although performance evaluation remains the primary focus of this research

question.



1.4 Research method

This study applies the Design Science Research Methodology (DSRM) to structure and guide
the research process. According to Azasoo and Boateng (2015), the primary objective of
DSRM is to address a defined problem by creating an artifact and, in doing so, to contribute
new and relevant design knowledge within the research context. As the main motivation of
this work is to design and implement a fully automated Static Application Security Testing
(SAST) solution for Android applications, DSRM is a suitable and well-aligned methodological

choice.

The implementation is supported by a literature review that provides the necessary theoretical
background for understanding the technical aspects of the solution. The overall structure fol-
lows a common design science approach used in prior Android-related studies, beginning with
a high-level overview of Android concepts and progressively narrowing the focus to more spe-
cific topics such as Android security, CI/CD pipelines, and SAST. In addition, related studies

were reviewed to understand common practices in applying static analysis using the MobSF.

In this work, it was decided from the outset that the analysis would be limited to SAST. This
decision was driven primarily by the suitability of SAST for Cl pipeline integration and its ability
to detect application-level and manifest-level vulnerabilities, such as insecure configurations
and malicious or excessive permissions. Furthermore, static analysis is particularly well suited
to the early stages of software testing, where vulnerabilities can be identified before deploy-
ment and subsequent testing phases, making SAST an appropriate choice for automated se-

curity validation in a ClI environment.

Dynamic testing, by contrast, requires an Android emulator or a physical device, as well as
runtime interaction with the application, which significantly increases complexity and resource
requirements. Therefore, this work focuses on implementing a static analysis approach that
operates solely on application binaries and source artifacts, without requiring application exe-
cution. Software Component Analysis (SCA) was also excluded, as MobSF does not provide
a dedicated SCA tool and the primary focus of this research is on MobSF static analysis ca-
pabilities. Overall, this research approach combines theoretical analysis through a literature
review with practical artifact development and evaluation, in line with the principles of design

science research.



1.5 Structure of thesis

The structure of the thesis follows the DSRM approach. Chapter 1 describes the motivation
behind the thesis and Chapter 2 creates a theoretical aspect of related works in a field of

Android security, automated security testing and mobile security testing with MobSF.

The following Chapters 3 and 4 include the theory of what Android is in mobile devices and
other technical components, including applications and system architecture, to provide a com-
prehensive technical perspective on Android. Furthermore, the overall security issues in An-

droid are introduced, including the current state of Android security.

Chapter 5 presents the development and design process of implementation. The aim is to
briefly describe the objectives, the challenges encountered during the design process, and the
rationale for selecting specific tools and process, explaining the objectives behind these

choices.

Chapter 6 evaluates the implementation with tests to understand the functionality of the pipe-
line performance and MobSF’s static analysis. Chapter 7 discusses overall process and re-
sults providing recommendations for future improvements. Finally, Chapter 8 synthesizes the

findings and presents the overall conclusions of the study.



2.RELATED WORK

The initial objective for finding the related work was to investigate other research with similar
topic: automated static analysis for mobile applications using the Mobile Security Framework.
Therefore, the objective was to understand how common approach it is to integrate CI/CD
pipeline and automation in static application security testing, especially for Android with Mobile
Security Framework tool. The other interesting aspect for related works is to understand what
kind of other automated security tests are implemented, without filtering it to only mobile ap-
plication testing. In addition, since this work is highly relevant to Android, the objective is to
understand what kind of security tests for Android have been implemented. For finding related
works, the searching was performed for the following academic databases: IEEE Xplore, ACM
Digital Library and ProQuest. The Table 1 shows the search strings for each chapter. The

search results will be discussed later in following Chapters 2.1, 2.2 and 2.3.

Table 1. Search strings for related works

Chapter Search String Result

Static analysis for Android | ((static analysis OR SAST) AND (MobSF | Table 2
applications using the Mo- | OR “Mobile Security Framework”) AND
bile Security Framework (Android OR APK) AND (pipeline OR
(2.1) "continuous integration" OR DevSecOps

OR automation))

((static analysis OR SAST) AND (MobSF
OR “Mobile Security Framework”) AND
(Android OR APK))

Static analysis for Android Table 3
applications using the Mo-
bile Security Framework

(2.1)

Automated Security Test- | ("CI/CD pipeline" "CI" OR "CD" OR "con- | Table 4
ing tinuous integration" OR "continuous de-
ployment") AND ("security testing" OR

"SAST" OR "DAST" OR "security scan-

ning")

Android Security (Android AND ("security testing" OR "ap- | Table 5

plication security"))
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2.1 Static analysis for Android applications using the Mobile Secu-

rity Framework

Since this work uses the Mobile Security Framework (MobSF) for static application security
testing (SAST), this chapter reviews related studies that utilize MobSF for static analysis of
Android applications. The review is divided into two parts. The first focuses on studies that
integrate MobSF into CI/CD pipelines to automate static analysis for Android. The second
examines studies that use MobSF for static analysis for Android, but without incorporating

automation or pipeline practices.

Since this work emphasizes automated SAST using MobSF, the objective of this chapter is to
assess how common it is to implement static analysis, specifically with the MobSF tool, within
CI/CD environments, and to compare these findings with studies where MobSF is used as a
standalone tool without automation. The purpose is to understand how frequently automation
is employed in MobSF-based static analysis, how this compares with non-automated usage,
and whether the automation approach presented in this thesis provides added value in relation
to existing research. The search string is shown in the Table 1, and the search results in the
Table 2.

Table 2. Results for searching related works with automation approach

Database Number of results | Range Source type

IEEE Xplore 16 2020-2025 Conference Papers (15),

Journals (1)

ACM Digital Li- 47 2017-2025 Conference Papers (41),
brary Journals (6)
ProQuest 11 2019-2026 Journals (10), Confer-

ence paper (1)




11

The Table 2 shows that the related works are newly published, the oldest from year 2017 and
newest from 2026. All the works performed automated static analysis for detecting vulnerabil-
ities in Android applications for example Abhijith et al. (2025) combined the static analysis with
dynamic analysis. The research used MobSF for static analysis and Quark-Engine for dynamic
analysis, performing hybrid approach. The research by LaMalva and Schmeelk (2020) per-
formed only static analysis for the Android applications. The research argues that 43.62% of

the applications contained at least one security violation.

Next, the objective of the second search was to find related work that applies SAST with the
MobSF without using automated pipeline-based approaches. This search enables a compar-
ison to previous search results to assess how common MobSF-based research is when con-
ducted without automation or CI/CD integration. The search string is shown in the Table 1
and the search results in the Table 3.

Table 3. All related works with MobSF and SAST for Android

Database Number of results | Range Source type

IEEE Xplore 276 2010-2026 Conference Papers (214),
Journals (54), Magazines
(2), Books (1)

ACM Digital Li- 50 2014-2025 Conference Papers (43),
brary Journals (6)
ProQuest 18 2018-2026 Scholarly Journals (15),

Conference paper (2),

Magazines (1)

The results in Table 3 show a higher number of publications, as expected, because the search
includes all MobSF-based SAST studies, including those that utilized automation. Based on
these results, it can be concluded that it was more common for related research to use the
MobSF for static analysis without an automated pipeline approach. For example, IEEE Xplore
returns 260 additional results when the search string does not include pipeline or DevSecOps-
related filters. This indicates that a significant portion of the identified studies which use MobSF

don’t implement automation within CI/CD environments.
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Furthermore, the results indicate that the broader search string returns older publications. This
suggests that DevSecOps practices and CI/CD pipeline integration are relatively newer ap-
proaches compared to research applying static analysis without automation or pipeline-based
methods. For example, Table 3 shows the oldest publication in IEEE Xplore dating back to

2010, while Table 2 lists the oldest publication as 2017, seven years later.

The research by Fedynyshyn et al. (2024) presented a comprehensive static analysis using
MobSF by comparing security findings across various development frameworks, including
Xamarin, Cordova, React Native, Flutter, and Android Native. The research by MK et al. (2024)
suggested a Comprehensive Mobile Application Security Analysis Framework which com-
bined static analysis, dynamic analysis, malware analysis, and reverse engineering tech-
niques in the interest of identifying security defects in Android applications. The framework
employed MobSF for static analysis, Frida for dynamic instrumentation, VirusTotal for malware

detection, and Apktool and Quark for reverse engineering.
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2.2 Automated security testing

Since the previous Chapter 2.1 focused exclusively on SAST using the Mobile Security Frame-
work, the next objective was to examine overall related work in automated security testing to
assess its prevalence and the types of research conducted. This chapter therefore reviews
studies on automated security testing in general, without restricting the scope to MobSF or
static analysis, with the aim of understanding how automation can be integrated broadly into
security testing. The search string is shown in the Table 1 and the search results in the Table
4.

Table 4. Search results for automated security tests

Database Number of results | Range Source type

IEEE Explore 69 2015-2026 Conference papers (58),
Books (5), Journals (5),

Magazines (1)

ACM Digital Library | 447 1986-2026 Conference papers (386),

Journals (36), Newsletters
(8), Magazines (7), Books

(6), Encyclopedias (1), Re-
ports (1)

ProQuest 471 1995-2026 Conference papers (10),
Journals (318), Books (1),
Magazines (93), Wire
feeds (34), Reports (3),
Blog/Podcast/Websites
(11), Other sources (1)
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According to the search results in Table 4, a substantial amount of research addresses auto-
mated security testing in CI/CD pipelines. Publications from 2020 onward show a clear rise in
automation: in IEEE Xplore, 61 of 69 studies; in ACM, 380 of 447; and in ProQuest, 289 of
471 appeared after 2020. This indicates that incorporating security automation into CI/CD
pipelines has become a widely adopted practice across different systems and application
types. Even though the studies use different tools and pursue different objectives, all of the
related works share a common conclusion: integrating security testing into CI/CD pipelines

and DevSecOps practices is beneficial.

Marandi et al. (2023) examined security challenges arising from DevOps, containerization,
and CI/CD workflows. Their work demonstrates that security scanning can be automated ef-
fectively using DevSecOps practices. They proposed a pipeline that integrates SAST with
Snyk and DAST with StackHawk, with the objective of automating vulnerability detection and
remediation. They state that automated security scanning reduces detection time and enables

earlier visibility of vulnerabilities during development.

Leithner et al. (2025) introduced combinatorial testing (CT) as a black-box method for detect-
ing vulnerabilities, especially SQL injection, by systematically covering combinations of input
parameters. Their objective was to integrate CT into CI/CD pipelines so that tests run auto-
matically on every code commit. They state CT is well suited for automated security testing
within the Software Development Life Cycle (SDLC), although industry adoption remains lim-

ited due to the modelling and automation effort required.

Rangnau et al. (2020) focused on challenges when integrating automated dynamic security
testing (DAST) into DevSecOps practices. They used three different DAST techniques: Web
Application Security Scanning (WAST) using Zed Attack Proxy (ZAP); Security APl Scanning
(SAS) using JMeter; and Behaviour Security Testing (BDST) using SeleniumBase automa-
tion framework. The authors argued that traditional security management approaches strug-
gle to keep pace with the rapid SDLC, where CI/CD enables fast software delivery through
frequent automated testing and releases. They stated their study is one of the first to ad-
dress continuous DAST academically and outline eight requirements that DAST tools must

meet to be effective for DevSecOps teams.
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Next, the objective was to examine the types of Android vulnerability findings what other re-

search have made. The search string is shown in the Table 1, and the Table 5 shows the

search results.

Table 5. Search results for finding related to Android security

Database Number of results | Range Source type

IEEE Xplore 191 2011-2025 Conferences (174), Jour-
nals (16), Magazines (1)

ACM Digital Library | 1789 2006-2026 Conferences (1523),
Journals (215), Maga-
zines (19), Books (8)
Newsletters (29)

ProQuest 6797 2002-2026 Conferences (173),

Scholarly Journals
(1422), Trade Journals
(593), Reports (680),
Magazines (114), Re-
ports (680), Books (486),
Dissertation & Theses
(292), Blogs/Pod-
cast/Websites (166),
Newspapers (107),
Working papers (11),
Other sources (52)

According to the search results in Table 5, Android security has been a research topic for
since 2002. The study by S. Malek et al. (2012) highlighted challenges caused by the rapidly

growing number of Android applications, which increases security vulnerabilities, especially in

open application markets where malware and spyware are common. Their objective was to

address the need for fast and efficient security assessment, as traditional testing is manual,

expensive, and effort-intensive.
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Their research described an automated framework for Android security testing, focusing on
the difficulty of security testing compared to functional testing. They implemented an auto-
mated and scalable intelligent fuzz-testing approach using cloud computing, heuristics, and
program analysis. The findings indicated that the framework is effective, but the study does
not report specific evaluated vulnerabilities from their own experiments, only examples from

earlier fuzz-testing work.

The research by Khadiranaikar et al. (2017) focused on Android’s Inter-Process Communica-
tion (IPC) and examined vulnerabilities related to Intents. Their objective was to analyse
IPC-related weaknesses, noting that Intent communication creates an attack surface, enabling
issues such as exposed components and cross-application authorization flaws. They also
highlighted the problematic Android permission model, where user decision-making leads to

increased security risk.

The study by Baheux et al. (2023) reported that over 5 billion mobile users are exposed to
mobile threats, with 74.1% of Android applications containing security flaws and 25% classi-
fied as high severity. Their objective was to investigate security risks stemming from low user
awareness and increasing app context-awareness. They identified common Android vulnera-
bility sources, including insecure third-party libraries, weak communication channels, unrelia-
ble or untrusted sensors, sensor compatibility issues, and insecure runtime environments.
They emphasized that traditional pre-deployment testing is insufficient and argue for contex-

tual and model-based security testing to detect vulnerabilities earlier.
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3. ANDROID IN MOBILE DEVICES

This Chapter provides the necessary literature background for understanding Android in mo-
bile devices, beginning with a high-level overview and then systematically narrowing the focus
to its core components. It will describe Android system architecture, Android applications and
Android Package Kit.

3.6 Android

Android is widely used in different devices, such as mobile phones, tablets and TVs (Mejia-
Alvarez et al. 2018). Since the smartphones have become popular in everyday use, the man-
ufacturers are producing smartphones with Android operating systems. The Android operating
system includes a wide range of applications and has become one of the most widely used

mobile operating systems globally. (Jiang and Qi 2014).

Android is a Linux-based operating system, which is developed by Android, but later bought
by Google in 2005. The operating system is a modified version of Linux kernel and other open-
source software (Mejia-Alvarez et al. 2018). Since Android is open-source platform, flexible
licensing policy allows developers, device manufacturers, and network providers to adapt and
redistribute the software without restriction. (Garcia-Moya Herrera, 2013). Similar to other
modern mobile platforms, the Android operating system provides an intuitive user interface
that enables interaction through various touch-based gestures, including swiping, tapping, and
pinching. The feedback for the user inputs is given with vibration and tunes (Mejia-Alvarez et
al. 2018).

The architecture of Android includes a basic operating system, an application middleware
layer, a Java software development kit (SDK), and a collection of system application (Song et
al. 2010). It includes core libraries of the Java programming language, key applications and
Java virtual machine which is also called Dalvik virtual machine (DVM). Dalvik virtual machine
is a low memory requiring virtual machine which allows running Java applications in dex
(Dalvik Executable) format and multiple virtual machine instances at the same time (Sarkar et
al. 2019). The Android architecture and its main components are represented in the Figure 1

and in the next Chapter 3.7.
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3.7 Android system architecture

Android operating system architecture contains different layers which each is a group of sev-
eral program components. It is a software stack, where layers receive requests from below
and sends responses to above. The system architecture can be divided into five layers, which

are described in the following part (Garcia-Moya Herrera, 2013) and in the Figure 1.

Applications

Contacts Phone Browser;

ApplicationlEramework:

Activity/ManagerBWindow, Managerd Contacts|Provider\View/System
Package|Manager; yTelephony/Manager, Resource|Manager,
Location)Manager# Notification|Manager;

Libraries JAndroid[Runtime)

Surface/Manager, Media (Corelllibraries)
Eramework{ SQLite. OpenGL I ES DalvikeVirtual|Machine)

FreeType WebKit) SGLS} SSL| libc

Linux{Kernel

Display/Driver, Camera Driver. FlashMemory Driver, Binder, (IPC) Driver.
Keypad|Driver. WiEi|Driver, Audio Driver Power, Management

Figure 1. Android system architecture

1. Application Layer

The top level of architecture layer is called application layer, and it contains essentials and
default applications, such as home, browser and contacts (Song et al. 2010). In this layer,
end-users can use applications, and android applications components get executed (Sarkar
et al. 2019). All the applications in the top level are written in Java programming language
(Song et al. 2010). Applications are compiled and run within the Dalvik Virtual Machine, which
enables them to utilize Android’s API libraries to access and manage the device’s core re-
sources (Sarkar et al. 2019).
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2. Application Framework Layer

The application framework layer is the second layer of the architecture and includes compo-
nents that are used by applications. It is the layer where developers work most of the time,
especially when accessing the servers of core applications (Song et al. 2010). The services
provided by the API library can be utilized, and the structure of the application system can be
customized by developers (Sarkar et al. 2019). The main components of the layer are repre-
sented in the Figure 1, expect XMPP (eXtensible Messaging and Presence Protocol). It is an
open protocol for extensible instant messaging and presence information. It allows clients to
exchange messages in real time and see user’s availability status trough a client-server archi-
tecture (Griffin et al. 2011). The rest of the components for application development will be

discussed in Chapter 1.8.1.
3. Libraries

The system architecture contains a collection of C/C++ libraries that support various core
components, such as Media Framework, WebKit, SGL, OpenGL ES, FreeType, and SQLite.
These libraries provide functionalities for multimedia, graphics, and data storage, and their
capabilities are made accessible to developers through the Android application framework
(Song et al. 2010).

4. Android run time server

Android run time layer mainly manages the running status of the processes. Each Android app
runs in an own process assigned by the operating system and has its own dedicated DVM

instance, which allows device to run multiple virtual machines efficiently (Sarkar et al. 2019).
5. Linux kernel

Android is a built on the Linux Kernel, which serves a bridge between the applications and the
device’s hardware, allowing them to communicate through an abstraction layer. (Song et al.
2010). It provides a foundation for essential system services such as a memory and process
management, network, security and device drivers. It acts as a hardware abstraction layer,
and the kernel enables applications to interact with hardware without managing it directly. It
functions in the same way as a desktop Linux kernel. Android kernel offers an open and flex-
ible environment and manages processes, power, memory, and security systems (Sarkar et
al. 2019; Song et al. 2010).



20

3.8 Android applications and Android Package Kit

The main focus on this work is on Android applications; therefore, this chapter will give a brief
understanding of Android application file structure. Android application file structure contains
applications components, and it needs to be compiled to Android Package Kit before execut-

ing it.

3.8.1 Android Application

Android has had a rapid evolution. There are hundreds of applications with similar features,
since application developers often seek to release their products as early as possible to pre-
vent others from publishing similar applications first. Extensive knowledge of Android is not
necessarily required to develop an application, as Android applications are relatively easy to

create due to the availability of comprehensive application development tools (Jha et al. 2019).

Android applications are based on the application framework. Main components of the appli-
cation in the application framework are shown in the Figure 1. Views are used for implementing
user interface and content providers for sharing data between applications. Resource man-
ager enables access to non-code resources, such as layout files and graphics, while notifica-
tion manager enables all applications to send notifications. The Activity Manager controls the
lifecycle of applications and provides a unified navigation back stack (Liu and Yu, 2011). Fur-
thermore, building an application requires also other four application components: Activity,

Services, Broadcast Receivers and Content providers (Wongsuna and Ngamsuriyaroj, 2024).

An activity represents a single screen with a user interface, and multiple independent activities
can work together to create a complete user experience. If permitted, any application can start
an activity from another application (Liu and Yu, 2011). Every activity must be defined in the
Android Manifest file, because if an activity is not specified, it cannot be implemented

(Wongsuna and Ngamsuriyaroj, 2024).

Services must also be specified in the Android Manifest file. Services perform long-term back-
ground processes, including notifications (Wongsuna and Ngamsuriyaroj, 2024). An activity
can communicate with the service when connecting or binding the running service. Service
does not provide a user interface (Liu and Yu, 2011). Services can be divided into two cate-
gories: Started Service and Bound Service. Both are launched with their own calls. The differ-
ence between them is the Started Service continues to work until it is stopped, while the Bound
Service is tied to the application and allows client-server interaction. (Wongsuna and

Ngamsuriyaroj, 2024).
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The Broadcast Receiver receives messages sent by the system and other applications, ena-
bling communication between different applications and components (Wongsuna and
Ngamsuriyaroj, 2024). Broadcast receivers don’t have an user interface, but they can send
notifications when events occur. Broadcast receivers are implemented as subclasses within
an application, and there can be multiple broadcast receivers in a single application (Liu and
Yu, 2011). The Android Manifest file specifies the events to which the receiver responds

(Wongsuna and Ngamsuriyaroj, 2024).

The Content Provider manages and distributes application data, such as files, SQL databases
and other persistent storage (Wongsuna and Ngamsuriyaroj, 2024). It is implemented as a
subclass in the application (Liu and Yu, 2011). Applications can be granted permission to
access and modify data from other applications, which is enabled by the Content Provider
(Wongsuna and Ngamsuriyaroj, 2024). The data is accessed through separate method; there-
fore, application does not call the data directly. The method provides secure data sharing
when communicating with content providers and manages inter-process communication (IPC)
(Liu and Yu, 2011).

3.8.2 Android Package Kit

Before running the application on the device, android application needs to be compiled to
Android Package Kit (APK) file format (Wongsuna and Ngamsuriyaroj, 2024). An APK is an
executable file archive and used by the Android operating system for installing and sharing
mobile applications (Palma et al. 2024; Junaidi et al. 2023). The APK files can be installed on
the internet from the unofficial sources or from official sources, such as the Play Store in An-
droid devices (Junaidi et al. 2023). Usually, APKs are developed using Java programming
language and Android Software Development Kit (SDK) tools. (Garcia-Moya, 2013). Moreo-
ver, the source code of the applications is compiled using the SDK tools (Wongsuna and
Ngamsuriyaroj, 2024). The APK file contains all needed components for the application to run
it on a device (Palma et al. 2024). The components of the Android application in the APK file

are represented in the Figure 2.
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APK files contains several features such as API call sequences, system commands, and in-
tents (Kurniawan et al. 2024). Moreover, the APK consists of several directories and files. The
META-INF directory contains the Android Manifest file, Androidmanifest.xml, the certifi-
cate of the application, and a list of resources. The lib directory includes specific compiled
code for the software layer of a processor, and the res directory holds resources that are not
compiled into the resources.arsc file (Mateless et al. 2020). The resources.arsc file
contains binary XML and other precompiled resources. The AndroidManifest.xml con-
tains the metadata of the APK. It provides information about the application, such as its name,
version, access rights, and referenced library files (Mateless et al. 2020). The Androidman-
ifest.xml is a crucial file for the Android application, since the manifest file includes essen-
tial details, such as the application’s components (activities, services, broadcasts, content pro-
viders), required permissions, and other configuration settings (Kurniawan et al. 2024) Finally,
the classes.dex file contains the compiled code of the application in DEX file format, which

can be executed by the Dalvik or Android runtime (Mateless et al. 2020).
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Figure 2. Components of APK file
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4. SECURITY IN ANDROID APPLICATIONS

This Chapter will discuss common security issues in Android applications, static application
security testing (SAST) and CI/CD pipelines. Android applications are prone to various secu-
rity vulnerabilities, largely due to the open-source nature of the Android platform. Furthermore,
many users download and install applications from unverified sources rather than official app
stores, which heightens the overall security risk. According to a survey by Qiu et al. (2021),
Android malware has been on the rise for years. The number of Android malware samples
increased tenfold between 2012 and 2018. Especially in 2018, more than 12,000 new samples
were detected daily. In addition to the continuous growth in malware releases, recent samples
of malware have found that malwares are increasingly capable of evading antivirus programs

by using techniques such as code obfuscation and encryption.

Furthermore, according to Yuan and Sun (2019) study, there has been over 3.25 million new
malicious Android applications discovered alone in 2016. In other words, they argue it would
mean new malicious Android application in every ten seconds. Malwares include different type
of attacks, such as trojans, worms, exploits and viruses. Certain well-known malicious appli-
cations have been found to exist in more than 50 variants, making their comprehensive detec-

tion extremely challenging.

4.1 Common security vulnerabilities in Android applications

Vinay et al. (2024) provided a comprehensive overview of common vulnerabilities in mobile
applications. The paper identifies seven vulnerabilities that impact Android applications and
solutions to mitigate the risk: insecure data storage, improper session handling, client-side
injection, insufficient transport layer protection, unintended data leakage, poor authorization
and authentication, client-side injection, and weak server-side controls. Furthermore, the study
identifies security threats such as malware, privacy theft, communication hijacking and jail-
breaking. The following section provides a cause of common vulnerabilities in Android appli-
cations, which are based on the paper by Vinay et al. (2024) The paper divides the vulnera-

bilities in four sections which will be discussed next.



24

1. Broken Authentication

The typical cases of broken authentication vulnerabilities include weak and reused passwords,
session hijacking, inadequate password reset mechanisms, and improper use of multi-factor
authentication. Through these vulnerabilities, an attacker may gain access to a user account
by resetting the account, impersonating the user with a stolen session token, bypassing au-
thentication mechanisms, or guessing the password. Session hijacking occurs when an at-
tacker intercepts a user’s session token and uses it to impersonate the user. If an application
has a weak or easily guessable password reset mechanism, an attacker may be able to reset
the password. Additionally, authentication factors can be bypassed if multi-factor authentica-

tion is implemented improperly.
2. Session Management

Mobile applications use Single Sign-On (SSO), cookies, and Open Authorization (OAuth) to-
kens for session management. In the presence of session management vulnerabilities, an
attacker may gain unauthorized access to a user account or obtain sensitive data by acquiring
valid session tokens and assuming the role of an authorized user. Session tokens can be
compromised if they are stored insecurely on the device, if session identifiers are exposed in
URLs, if the logout process does not properly invalidate authentication tokens, or if tokens do
not expire or lack appropriate timeout values. Additionally, if session tokens are transmitted

insecurely over the network, an attacker may intercept them
3. Insecure Data Storage

Applications frequently store sensitive personal client-side information in databases and files.
If the data is not secured, attackers may access them through rooting or jailbreaking the de-
vice. These actions can lead such as to identity theft, credential compromise or fraudulent
activities. Attacker may be able to access the data if it's stored in easily accessible locations,
such as application’s cache, shared preferences or temporary files. Furthermore, if the data is
not encrypted, in other words the private information is saved as a plain text, it can be easily
read and stolen by attacker. The private information may contain credit card numbers, user
credentials and other personal data. Even the data might be encrypted, it can use weak en-
cryption algorithms or keys, and attacker may be able to decrypt them. The attacker might be
able to read or modify the application’s data if the permission levels for its data storage is not

properly set.
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4. SQL Injection

This vulnerability occurs when application constructs SQL queries directly from user input
without validating it. The attacker can insert malicious input into an application to manipulate
SQLite database queries. This vulnerability can lead to attacker’s access to database with
user’s protected information and to perform harmful activities such as changing or deleting the

vulnerable database tables.

Furthermore, the Android permissions are relevant for Android security, since it strongly de-
pends on the efficiency of its permission system mechanism (Almomani and Khayer, 2020).
The purpose of the Android application permission system is to enforce restrictions on soft-
ware behaviour and data access. Application developers need to define the necessary per-
missions for the application in the AndroidManifest.xml file. These permissions specify
the resources the application may access and enable the application to retrieve certain types
of user data. At the APl level, users grant consent when the application requests such permis-

sions (Khatoon and Corcoran, 2017).

Typical permissions include access to resources such as location data, media files, and device
identifiers. In some cases, the permissions defined in the AndroidManifest.xml file are
requested during the installation process or when starting the application for the first time. If
the user declines to grant the required permissions, the application may not function as in-
tended or may fail to install altogether. While most permissions are necessary for the proper
functioning of certain applications, such as location access in map apps, users are often not
clearly informed about how these permissions are used (Khatoon and Corcoran, 2017). In
many cases, users grant permissions without much thought, which allows applications to re-
quest additional privileges that may be used to collect personal information without the user's

full awareness or consent (Almomani and Khayer, 2020).
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4.2 Application Security Testing

Next, discuss will be on Dynamic Application Security Testing (DAST) and Static Application
Security Testing (SAST). However, the focus primarily will be on SAST since the implementa-

tion in this work is based only on it.

One of the primary methods used in Android security testing to identify weaknesses in appli-
cations is static application security testing, which is widely applied for detecting malicious
software (Pan et al. 2019; Palutla et al. 2025). The SAST is a type of software security testing
for analysing the source code of an application. The research by Jannat et al. (2019) claims
that static analysis can achieve 81% accuracy when detecting malware. In static analysis,
rather than running the application, weaknesses are identified by examining the application’s
source code, bytecode, and configuration files. This approach reveals security issues in weak
cryptography, hard coded secrets, excessive permissions and insecure API calls. Developers
and security testers can make sure that vulnerabilities are detected and resolved early in the
development process, which helps cut down on the costs and risks associated with fixing is-

sues after deployment (Palutla et al. 2025).

According to Palutla et al. (2025), static analysis for Android applications is described as a
process to verify the source code of an application. It aims to identify coding errors as well as
potential security risks. It focuses on the AndroidManifest.xml file, which contains essen-
tial components for static analysis, including debuggable flags, exported components, and
permissions. It is important to examine the permissions listed in the manifest file, as they may
allow the application to access sensitive data. The source code is also reviewed for incorrect
input validation, unsafe API calls, and hardcoded secrets. Misconfigurations in the configura-
tion file can lead to security issues. If API calls or credentials are exposed or hardcoded, they

can pose a risk for reverse engineering.

Unlike static testing methods, DAST simulates real-world attack scenarios by dynamically an-
alysing applications at runtime. In DAST, payloads and network traffic are sent to the applica-
tion, which is then evaluated to determine how well it withstands potential threats, such as
XSS, SQL injection, and other attacks (Singh et al. 2024). In addition, the dynamic analysis
can detect malicious activities which are not in the code structure, such as unauthorized data

access or communication with command-and-control servers.

Hybrid Analysis combines the advantages of both analysis methods. The research by X. Shi
et al. (2025) confirms that hybrid methods outperform single-method analysis by combining
static detection’s quick preliminary threat identification and dynamic analysis's behaviour-con-

firming capabilities during execution.



27

4.3 Security Automation in CI/CD Pipelines

This implementation is DevSecOps-oriented security automation process where security test-
ing is integrated into the Continuous Integration pipeline. Therefore, next CI/CD, pipelines,
DevOps and DevSecOps will be briefly discussed to provide the conceptual background to

understand the approach.

Continuous Integration (Cl) and Continuous Deployment (CD) are software development prac-
tises which automate the testing, integration and software release changes. Cl is used to
merge for example code changes in a shared repository, where code changes are automati-
cally built and tested to for example detect issues early. CD automatically and steadily deploy
every change into the production environment without any manual steps. Together Cl and CD
are called as a CI/CD pipeline (Shahin et al. 2017).

The pipeline is an automated and predefined workflow for sequence of testing, building or
deployment steps for a software. The pipeline contains stages which group related jobs where
each job is composed of individual steps. The steps are small executable units which performs
specific tasks or running scripts. The pipelines are executed by triggers, which can be config-

ured to respond various items (Shehroz, 2025).

DevOps is approach which unifies development and operations teams to automate the con-
tinuous integration and continuous delivery (CI/CD). The aim of the approach is to ensure fast,
flexible and reliable software releases. It uses automated CI/CD pipelines to replace traditional
software models, for example waterfall. With CI/CD pipelines the building, testing and deploy-
ing software are automated. The DevOps life cycle contains the following stages: planning,

coding, building, testing, releasing, deploying, operating and monitoring (Adhikari, 2024).

The DevSecOps is an extension of DevOps: it integrates the security practises into every
stage of CI/CD pipeline, following a shift-left approach to detect and address security issues
early in the software development lifecycle. The goal is to identify vulnerabilities early by em-
phasizing security automation in various stages of CI/CD, security knowledge sharing among
teams and continuous security testing from non-functional requirements onwards. Further-
more, the security activities such as SAST and DAST are often integrated into DevSecOps
practise (Adhikari, 2024).
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5.DEVELOPMENT AND DESIGN

Next, the main objectives of the implementation and design are presented, outlining the tech-
nical environment, tools, workflow, and overall goals. Chapter 5 provides a comprehensive,
reproducible guide for integrating MobSF-based SAST into an automated ClI pipeline. Further-

more, the motivation and objective behind the work will be explained.

5.1 Motivation and addressing the problem

The HMD continuously develops firmware updates to maintain and improve its products. An-
droid firmware packages contain multiple APKs which may introduce security vulnerabilities.
The HMD security testing team verifies firmware releases by checking for potential security
issues, such as dangerous permissions. As part of this process, the HMD security team main-

tains a whitelist of approved APKs.

However, the existing verification process for Android applications needs to be improved to
enable deeper analysis. To increase confidence in the whitelisting process, there is a clear
need for comprehensive static analysis. The aim of the proposed test is to perform more ad-
vanced static security analysis of APKs while also supporting and improving the APK white-
listing process. It was clear from the beginning that the entire process needed to be auto-

mated, and readability of reports needed to be optimized as possible.

5.2 Objective and implementation plan

Since the primary motivation is to improve static analysis and dynamic security testing was
already in place, the implementation is focused exclusively on static analysis. This approach
was considered logical, as static analysis can be applied earlier in the release process and

can later be complemented with dynamic testing if needed.
The core objectives for the implementation are:

Find and download new firmware release

Perform static analysis for extracted APKs

Generate an easy-readable report of updates between APK versions
Send results via email

Save results to Google Cloud Platform (GCP)

o bk w0 b=
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The objective is to design a fully independent and automated test and therefore the integration

into a pipeline is a natural choice. The purpose of the automation is to avoid manual work and

to save time.

5.3 Tools and setup

Next, a brief overview of the necessary tools and their usage will be discussed. The core

components are represented in the Table 6 and will be discussed in the following subchapters
5.3.1,5.3.2,5.3.3 and 5.3.4.

Table 6. Necessary tools for the implementation

tion of static analysis re-

ports

Tool / Component | Version Role in pipeline Execution method
Jenkins 2.528.1 CI/CD orchestration Standalone service
(WAR deployment)

Docker 28.4.0 Tool isolation and repro- | Long-running con-
ducibility for Jenkins tainers, accessed
agent and MobSF via docker exec

Python 3.8.10 Automation, orchestra- Script execution trig-
tion, report processing, gered by Jenkins
firmware fetching, report | pipeline job
uploading, APl interac-
tions

Mobile Security | 5.2.7 Automated static analy- Long-running

Framework sis of APKs and genera- | Docker server, ac-

cessed via REST
API, docker and web

interface
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5.3.1 Jenkins

Jenkins with version 2.528.1 is deployed with the official WAR distribution and it's running on
the local PC with the Ubuntu 24.04.03 LTS operating system. Jenkins is a tool which provides
an automation and CI/CD orchestration by triggering the Python scripts in a pipeline. Also, it
provides a web interface which is accessible from both local and external PC via browser. In

the Jenkins, there is four pipeline jobs configured (Table 7).

Table 7. Jenkins jobs

Job Objective Execution
MobSF Run the main process Triggered automatically after poll-
(firmware processing, release job is finished with new

static analysis, result man- | release.

agement)

Poll-release Checks if there are new Triggered automatically several
releases available times in a day

CleanUp Cleans the disk of Jenkins | Triggered once in a week
Agent

MobSF CleanUp Cleans the MobSF Server | Triggered once in a week

of old APK data

The MobSF job runs the main process for the automated static analysis and other relevant
Python scripts which will be described later in the Table 8. The Poll-release job polls for the
new software releases in the products application portal. The CleanUp job is not related to
static analysis process, but the objective of it is to clean disk to avoid memory issues in Jenkins
agent. Morevover, the MobSF CleanUp job objective is to clean MobSF server from the old
APK data. All of the jobs are configured to trigger automatically and are described in the Table

7 above.
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5.3.2 Docker

Docker with version 28.4.0. is used to run two long-running containers:
¢ mobsf-agent: Jenkins agent
o mobsf: MobSF server

The objective of the Jenkins agent container is to provide an executor that runs Pipeline steps
which are defined in the Jenkinsfile. The docker image for the container is built with the
Dockerfile to provide a reproducible environment with all required dependencies, including
Java JDK 21, Python 3.12 with virtual environment, Android SDK tools, Google Cloud SDK
and utilities such as IMJTOOL, LPUNPACK and AzCopy. The container is running with privi-
leged permissions and configured to automatically restart unless stopped. For data persis-

tence, the host volume is mapped.

The container for the MobSF server is built with the official MobSF image. The container is
running with asynchronous analysis enabled which is crucial for CI/CD pipeline configuration.
The container is set to restart always, which means that it stays running even if the host re-

boots. Both containers are accessible with docker exec command.



5.3.3 Python

32

The scripts which Jenkins will execute for orchestrating and performing the process are written

with Python programming language. All the scripts and objectives are described in the Table

8.
Table 8. Necessary Python scripts for the implementation
File Objective Execution
Main.py Executes full pipeline workflow Called by MobSF

pipeline job in Jenkins

Mobsfscanner.py

Interacts with MobSF API for scan-

ning, uploading etc.

Called by main.py

Generate_report.py

Generates HTML report of differences

between APK versions

Called by main.py

Get_apks.py

Extract firmware, images and re-
trieves APKs

Called by main.py

Save_results.py

Upload results to GCP

Called by MobSF

pipeline job in Jenkins

Emailer.py

Sends email of test results and result

files, if any

Called by MobSF

pipeline job in Jenkins

Get_new_release.py

Polls for new firmware releases

Called by poll-release

pipeline job in Jenkins

Delete_apks.py

Deletes ten oldest APKs from the
MobSF server based on the metadata

file

Called by MobSF
CleanUp job
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In addition to scripts above (Table 8), the implementation contains .json files which are de-
scribed in the Table 9.

Table 9. Necessary JSON files for the implementation

File Objective

Metadata.json Metadata of scanned APKs e.g. hash value,
name, version, version code. Used in report
generation, cleanup and checking, if APK is al-

ready scanned. Mapped to container volume.

Tested_releases.json When monitoring for new firmware versions, it
checks if the file already contains the version.
Scanned releases are updated to file. Mapped to

container volume.

Test_devices.json When monitoring for new firmware versions,
script goes recursively through each device for

new releases of this file.

5.3.4 Mobile Security Framework

Ajin Abraham (n.d.), the contributor of the Mobile Security Framework (MobSF) describes the
framework on the GitHub project as a security research platform for mobile application. Abra-
ham claims that MobSF can be integrated to DevSecOps and CI/CD pipeline, it supports both
Android and iOS applications and mobile app binaries such as IPA, APPX and APK. The open-
source framework contains dynamic and static analysers, and it’s facilitated by REST APIs
and CLI tools. MobSF ‘s static analyser decompiles the app and examines source code and
binaries to identify security flaws, misconfigurations, and potential vulnerabilities before exe-

cution.

The MobSF is chosen as a tool for the work, since the MobSF supports CI/CD integration,
provides static analysis and it's open-source and relatively new and updated framework. The
objective for the implementation is to create automated static analyser for the Android appli-

cations, and MobSF contains the desired features.
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In addition to access via docker, the server is also accessible via web interface. Web interface
provides a possibility to execute same REST API commands as in Python scripts, but manu-
ally. Moreover, MobSF provides built-in management commands to manage settings and the
server environment, such as clearing the scan queue. These commands can be executed

inside the docker container.

In the implementation, the MobSF is used via Python scripts using the REST APl commands
for automating the work in the pipeline. Furthermore, the MobSF needs to have asynchronous
analysis enabled to make it work in the pipeline. The full workflow is described in the next

chapter.

5.4 Design architecture

Next, the design and full workflow will be described. For better understanding, the full archi-
tecture and workflow is divided into four subprocesses in four subchapters: Release polling
(Chapter 5.4.1), Firmware processing (Chapter 5.4.2), Static analysis (Chapter 5.4.3) and Re-
sult management (Chapter 5.4.4). Finally, the problems during the implementation which af-
fected to design will be briefly discussed (Chapter 5.4.5). The process diagrams for firmware
processing, static analysis, and result management shown in Figures 4, 5, and 6 illustrate the
workflow for a single APK and a single firmware image. In practice, however, the process
iterates over multiple firmware images and, consequently, multiple APKs, as a single firmware
package typically contains several applications. The actual workflow includes an outer loop
over firmware images, beginning with image extraction and ending when all images have been
unmounted. Within this image-level loop, APK processing is performed in a nested loop: each
APK is first checked against existing records to determine whether it has already been ana-
lysed, and the loop concludes once the APK has been processed and removed from the en-

vironment.
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5.4.1 Checking for new firmware versions

Since the new firmware versions is developed frequently, the aim is to automate the monitoring
for available firmware versions. The monitoring process is triggered automatically for several

times in a day.

Firmware check
process starts

Check if there is new
firmware version
available for each

product

Is new firmware

version found? version as a tested

release

Finish the job et e - Finish the job

’{ Download the ’{ Mark the firmware
yes .
firmware version

Figure 3. The process of monitoring for the new releases

The process polls for new firmware releases in product application portal (Figure 3). It checks
recursively for new firmware version for each product, which are defined in test devices file.
The process compares firmware versions in portal to local tested release file. If the firmware
version is not found in the tested releases, the firmware version will be downloaded and tested
releases file updated with the new firmware version. The mentioned files of test devices and
tested releases are described in the Table 9. If the new release is found, the process continues
to the next subprocess, firmware processing. Otherwise, the process terminates and no further

actions are performed.
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5.4.2 Firmware processing

When the process for monitoring new firmware releases is finished, it triggers the next process
to start (Figure 4).

Firmware processing
starts *Android Package Kit (Android application)

v

Extract images from
firmware

Mount image

A J

Extract the APKs®
from image

Skip the analysis for
the APK

Upload APK to

no IWobSF server

Figure 4. The beginning of the static analysis process, firmware processing

The aim of the process is to extract images and APKs from the downloaded firmware. The
process starts by iterating over firmware images which are extracted, converted from sparse
to raw format, unpacked into logical partitions, and mounted in read-only mode for analysis.
From each image each APK is checked to determine whether it has already been analysed
and uploaded to server from the local metadata.json file and the MobSF server. The

metadata file is described in the Table 9.
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5.4.3 Static analysis

When the APK is verified not to be yet tested and then uploaded to MobSF server, the looping
process continues with static analysis part by iterating over each uploaded APK and ends
when the APK is deleted (Figure 5).

Start asynchronous
static analysis scan
for the APK

v

Poll for the scanning
status

Is the
scanning
status
succeeded?

Save APK data in the
metadata file

Y

Download the report
of static analysis
results

Skip APK o yes—

Does APK have
previous tested
versions?

Generate report of
updates in new APK |«-ye
version

Skip generating
update report

Delete APK

A4

A

Y

Unmount image

v

Finish the static
analysis

Figure 5. Static Analysis process for each uploaded APK

Each APK undergoes automated scanning, with the pipeline continuously polling it scanning
status. If the scan does not complete successfully within 30 minutes, the APK is automatically
skipped to ensure pipeline continuity. If the APK is scanned, the APK data will be updated to
metadata. json file which stores information on previously scanned APKs (see Table 3). For
each APK, the pipeline checks existing versions from metadata. json file, and if a previous
version exists, an update report is generated. The objective of update report is to highlight the

changes and updates between the APK versions.
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5.4.4 Results management

This is the last process of the full workflow, which is shown in the following Figure 6. When
the analysis part has ended, the results management begins. The email of the results will be
automatically sent for HMD security testing team to view test results. There will be three dif-

ferent possible email bodies:
1. No APKs were scanned for release, no results.
2. APKs were scanned for release, but not any new version for previous APK versions.

3. APKs were scanned for release and update report generated for changes and updates

for new APK versions.

Results management
starts

Send email with
information, that no
APKs were scanned

for this release.

Generate an archive
of test results

Were any APK
scanned?

Send email with
archive of test results
AMND report of
updates

Send email with
archive of test results

'as an update repol
generated?

Upload results to
GCP*

h 4

*Google Cloud Platiorm

v

¥

Clean the workspace

!

Finish the results
managemeant

Figure 6. Result management process

The aim of the automatically sent emails is to provide easy way to read results. In addition,
the objective of the update report is to quickly see if some APK version has new items and
whether the whitelist needs to be updated. The results will also be uploaded to Google Cloud
Platform. After previous steps are done, the workspace is cleaned and the full workflow fin-
ished.
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5.5 Problems and resolutions during the implementation

There are certain considerations involved in the implementation, which influenced the design

choices made.
1. Generating an update report

The original plan was to generate a report highlighting updated details between the same APK
across different versions. MobSF provides an API call to collect detailed differences between
versions of an APK, but it requires the hashes of the APKs to be compared. To enable auto-
matic tracking of APKs, versions, and hashes, a metadata. json file was needed to gener-
ate. This file stores APK metadata including hashes and APK versions, which can then be
used to call the compare API. The API returns the comparison details in JSON format, which

can later be used to generate a report using the generate report.py script (see Table 8).
2. Report reading optimization

The initial plan was to send the results via email, but it was necessary to find the easiest and
most user-friendly way to present them. The update report was optimized to include only the
highlights of interest and was added as an HTML body in the email for easier readability.
Initially, only update reports were intended to be sent by email; however, since the full static
analysis reports are also important, they were included as a ZIP file attachment. Later, to
improve accessibility, direct links to the static analysis reports stored in Google Cloud Platform

were also provided, in addition to the ZIP attachment.
3. Server crashing issues

It was observed that the MobSF server crashed frequently during pipeline execution. The pri-
mary reason was that the original implementation was deployed on a machine with insufficient
disk space while uploading and scanning many APKs consecutively. To address this issue,
the pipeline was migrated to a new machine with increased RAM and diskspace. According to
the official MobSF documentation (MobSF, 2025), the requirement hardware is minimum 8
BG RAM and 20 GB free disk space. Additionally, it was identified that asynchronous pro-
cessing must be enabled and the qcluster service from manage . py must be running for the
pipeline to function correctly. Otherwise, the process would timeout. Furthermore, introducing
a timeout between scans was found to improve system stability, although it increases the

overall execution time of the pipeline.
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4. Memory full issues

The Jenkins agent’s memory can become saturated relatively quickly if the workspace is not
regularly cleaned. In addition, it is advisable to remove outdated APKs from the MobSF server
to prevent unnecessary disk usage. To address these issues, two separate Jenkins jobs were
implemented, which are described in the Table 7. The first job invokes the MobSF API which
deletes scans and removes the ten oldest APK from the MobSF server. The APl command
finds the APKs and necessary hashes from the metadata. json file and the job is executed
automatically once in a week. Furthermore, the other cleanup job performs a weekly cleanup
of the Jenkins workspace. The clean up is necessary, or otherwise the memory might get full,

and jobs can not run at all.
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6. EVALUATION

Next, the testing plan and evaluation is discussed. Evaluation is divided into two parts (Chap-
ters 6.2 and 6.3), each with a distinct purpose: one focuses on evaluating MobSF static anal-
ysis, while the other assesses pipeline performance. Both tests are evaluated using different

criteria, which are defined in test plan (Chapter 6.1).

6.1 Test plan

The test plan is to have two different tests, to get full understanding of the whole system from

different perspectives:

1) Evaluate how effectively MobSF static analysis can detect vulnerabilities.

2) Evaluate the performance of the full automated process.

The aim of the first test is to understand how efficient the MobSF tool static analysis is to
detect the vulnerabilities of APK and understand the static analysis benefits and negatives.
The plan is to scan intentionally a vulnerable APK and see, if the MobSF can find the before-
hand known vulnerabilities. This evaluation will answer to the first research question how well

MobSF static analysis can detect vulnerabilities.

The second test will give understanding of pipeline overall performance and usability. The
pipeline will be run with four real firmware to see, how it works with multiple APKs in pipeline
and to see how the full pipeline process works. This evaluation will answer to the second
research question about the pipeline performance. In addition, the evaluation will briefly dis-

cuss also about pipeline usability.
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6.2 MobSF static analysis evaluation with Insecure APK

The objective of this evaluation is to describe what information the static analysis report in
Mobile Security Framework provides in general level and then see and compare whether the
static analysis found the vulnerabilities for insecure APK and what information the report pro-

vides. With this evaluation, research question 1 can be answered.

6.2.1 Test design

The test plan is to perform static analysis manually using the MobSF web server for single
insecure APK. The initial intention was to test static analysis using several APKs. However,
as the selected test APK contains already multiple vulnerabilities, the evaluation is limited to
a single application. The objective is to understand if the MobSF can detect the vulnerabilities,
what type of information it provides, and whether it offers additional insights beyond the ex-

pected findings.

The chosen APK is InsecureBankv2 which is an open-source Android application designed
for vulnerability testing and is available in a GitHub repository maintained by Dinesh Shetty et
al. (n.d). It was chosen for test APK, since it contains multiple vulnerabilities, which are listed
on the official GitHub page (Dinesh Shetty et al. n.d.). The vulnerabilities are taken directly

from official InsecureBankv2 GitHub project and divided into different categories:
¢ Manifest and Component misconfigurations
o Cryptography and Data Protection Vulnerabilities
e Environment, anti-tampering and runtime controls vulnerabilities
e Business Logic, Authorization and Input-Level vulnerabilities

Since the vulnerabilities are described high-level on the GitHub project, the descriptions are
sited official Android Developers site and OWASP Mobile Application Security Verification
Standard (MASVS) which is industry standard for mobile application security. Also, the
OWASP Mobile Application Security Testing Guide (MASTG) is used as a resource in evalu-
ation results. The source code of the APK is additionally manually analysed to identify vulner-
abilities that can be detected at the source-code level, thereby validating the findings reported
by MobSF. Vulnerabilities are described in the following tables 10, 11, 12 and 13.
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Manifest and Component Misconfiguration Vulnerabilities

Manifest-level misconfigurations occur when Android components such as Activities, Broad-

cast Receivers, or Content Providers are exposed or incorrectly configured in the An-

droidManifest.xml. These issues were detected in manifest analysis, since they rely on

explicit manifest attributes including android:exported, android:debuggable, and android:al-

lowBackup. (Android Developers, n.d.) The following figures 7, 8 and 9 show an example of

MobSF manifest analysis and what information it provides of vulnerabilities. For clarity, the

manifest analysis is divided into three figures.

NO | ISSUE SEVERITY | DESCRIPTION
Thi licati be installed Id ion of android that h.
App can be installed on a vulnerable unpatched Android s _app ca ‘|on can be ms_ _a_ saonano grversmn 0 ah rolc that nas
1 version high multiple unfixed vulnerabilities. These devices won't receive reasonable
Android 4.0.3-4.0.4, [minSdk=15] secu‘nty updates from Google. Support an Android version => 10, AP 29 to
receive reasonable security updates.
Debug Enabled For App _ Deb_uggmg was enabled on the app w%'lnch makes it eéswer for reverse
2 _ high engineers to hook a debugger to it. This allows dumping a stack trace and
[android:debuggable=true] . .
accessing debugging helper classes.
Application Data can be Backed up This flag allows anyone to backup yogr application dqta yla adb. It allows
3 users who have enabled USB debugging to copy application data off of the
[android:allowBackup=true] .
device.
Activity is found to be vulnerable to StrandHogg 2.0 task hijacking
vulnerability. When vulnerable, it is possible for other applications to place a
malicious activity on top of the activity stack of the vulnerable application.
4 Activity (com.android.insecurebankv2.PostLogin) is high This makes the application an easy target for phishing attacks. The
vulnerable to StrandHogg 2.0 '8 vulnerability can be remediated by setting the launch mode attribute to
"singlelnstance" and by setting an empty taskAffinity (taskAffinity=""). You can
also update the target SDK version (22) of the app to 29 or higher to fix this
issue at platform level.

Figure 7. Manifest Analysis (first part)
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NO | ISSUE SEVERITY | DESCRIPTION
c ;:fzzfelge(‘cjom.andrmdAlnsecurebanka,Pos[Log\n] s not An Activity is found to be shared with other apps on the device therefore
o leaving it accessible to any other application on the device.
[android:exported=true]
Activity is found to be vulnerable to StrandHogg 2.0 task hijacking
vulnerability. When vulnerable, it is possible for other applications to place a
malicious activity on top of the activity stack of the vulnerable application.
6 Activity (com.android.insecurebankv2.DoTransfer) is high This makes the application an easy target far phishing attacks. The
vulnerable to StrandHogg 2.0 8 vulnerability can be remediated by setting the launch mode attribute to
"singlelnstance" and by setting an empty taskAffinity (taskAffinity=""). You can
also update the target SDK version (22) of the app to 29 or higher to fix this
issue at platform level.
5 J:m:"t}: (;om.andrmdAlnsecurebanka,DoTransfer) IS not An Activity is found to be shared with other apps on the device therefore
o ec_e : leaving it accessible to any other application on the device.
[android:exported=true]
Activity is found to be vulnerable to StrandHogg 2.0 task hijacking
vulnerability. When vulnerable, it is possible for other applications to place a
malicious activity on top of the activity stack of the vulnerable application.
8 Activity (com.android.insecurebankv2.ViewStatement) is high This makes the application an easy target for phishing attacks. The
vulnerable to StrandHogg 2.0 g vulnerability can be remediated by setting the launch mode attribute to
"singlelnstance" and by setting an empty taskAffinity (taskAffinity=""). You can
also update the target SDK version (22) of the app to 22 or higher to fix this
issue at platform level.
Activi .android.i bankv2.ViewStat 1) i
g ng:‘:gf:?gdan rold Insecurebankv2 ViewStatement) ls An Activity is found to be shared with other apps on the device therefore
{android:exported=true] leaving it accessible to any other application on the device.
Content Provider
10 (com.android.insecurebankv2.TrackUserContentProvider) A Content Provider is found to be shared with other apps on the device
is not Protected. therefore leaving it accessible to any other application on the device.
[android:exported=true]
Figure 8. Manifest Analysis (second part)
NO | ISSUE SEVERITY | DESCRIPTION
Broadcast Receiver
1" (com.android.insecurebankv2.MyBroadCastReceiver) is A Broadcast Receiver is found to be shared with other apps on the device
not Protected. therefore leaving it accessible to any other application on the device.
[android:exported=true]
Activity is found to be vulnerable to StrandHogg 2.0 task hijacking
vulnerability. When vulnerable, it is possible for other applications to place a
malicious activity on top of the activity stack of the vulnerable application.
12 Activity (com.android.insecurebankv2.ChangePassword) high This makes the application an easy target for phishing attacks. The
is vulnerable to StrandHogg 2.0 vulnerability can be remediated by setting the launch mode attribute to
"singlelnstance” and by setting an empty taskAffinity (taskAffinity=""). You can
also update the target SDK version (22) of the app to 29 or higher to fix this
issue at platform level.
Activity (com.android.insecurebankv2.ChangePassword
. o g J An Activity is found to be shared with other apps on the device therefore
13 is not Protected.

[android:exported=true]

leaving it accessible to any other application on the device.

Figure 9. Manifest Analysis (third part)
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Android Developers security guide (n.d.) documentation warns that incorrect use of an-
droid:exported may lead to unauthorized access, data leakage, or code execution within the
app’s context. Similarly, platform-interaction issues are covered under MASVS-PLATFORM
(Schleier et al. n.d.). For auditability, Program 1 presents the source code defining the com-
ponent configuration attributes in the AndroidManifest.xml file, demonstrating how

MobSF correctly identified exported components based on the manifest’s declarations.

<uses-feature android:glEsVersion="0x00020000" android:required="true" />

<application
android:theme="@android:style/Theme.Holo.Light.DarkActionBar"
android:label="@string/app name"
android:icon="@mipmap/ic_launcher"
android:debuggable="true"
android:allowBackup="true">

<activity
android:label="@string/app name"
android:name="com.android.insecurebankv2.LoginActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER"
</intent-filter>

/>

</activity>

<activity
android:label="@string/title activity file pref"
android:name="com.android.insecurebankv2.FilePrefActivity"
android:windowSoftInputMode="adjustNothing|stateVisible" />

<activity
android:label="@string/title activity do login"
android:name="com.android.insecurebankv2.DoLogin" />

<activity
android:label="@string/title activity post login"
android:name="com.android.insecurebankv2.PostLogin"
android:exported="true" />

<activity
android:label="@string/title activity wrong login"
android:name="com.android.insecurebankv2.WrongLogin" />

<activity
android:label="@string/title activity do transfer"
android:name="com.android.insecurebankv?2.DoTransfer"
android:exported="true" />

<activity
android:label="@string/title activity view statement"
android:name="com.android.insecurebankv2.ViewStatement"
android:exported="true" />

<provider



46

android:name="com.android.insecurebankv2.TrackUserContentPro-
vider"
android:exported="true"
android:authorities="com.android.insecurebankv2.TrackUserCon-
tentProvider" />

<receiver
android:name="com.android.insecurebankv2.MyBroadCastReceiver"
android:exported="true">
<intent-filter>
<action android:name="theBroadcast" />
</intent-filter>
</receiver>

<activity
android:label="@string/title activity change password"
android:name="com.android.insecurebankv2.ChangePassword"
android:exported="true" />

<activity
android:theme="@android:style/Theme.Translucent"
android:name="com.google.android.gms.ads.AdActivity"
android:configChanges="keyboard|keyboardHidden|orienta-
tion|screenlLayout|screenSize|smallestScreenSize|uiMode™ />

<activity
android:theme="@style/Theme.IAPTheme"
android:name="com.google.android.gms.ads.purchase.InAppPurchase-
Activity"™ />

<meta-data
android:name="com.google.android.gms.version"
android:value="@integer/google play services version" />

<meta-data
android:name="com.google.android.gms.wallet.api.enabled"
android:value="true" />

<receiver
android:name="com.google.android.gms.wallet.EnableWalletOptimiza-
tionReceiver"
android:exported="false">
</receiver>
</application>

Program 1. Component configuration attributes in Androidmanifest.xml file
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Furthermore, the following Table 10 describes the manifest and misconfiguration related vul-

nerabilities, if they were detected or not and the reason behind it.

Table 10. Manifest and components misconfigurations

Vulnerability Detected by MobSF | Evidence from report

Flawed Broadcast Receiv- | Yes Broadcast Receiver is not Protected [ex-

ers ported=true]

Vulnerable Activity Com- Yes Multiple activities vulnerable to Strand-

ponents Hogg 2.0 (PostLogin, DoTransfer,
ViewStatement, ChangePassword) and
exported.

Insecure Content Provider | Yes Content Provider is not Protected [ex-

access ported=true].

Android Pasteboard vul- No No clipboard/pasteboard issues de-

nerability tected.

Insecure Logging Mecha- | No No log-related findings reported.

nism

Application Debuggable Yes android:debuggable=true flagged as
High.

Android Backup vulnerabil- | Yes android:allowBackup=true flagged as

ity

Warning.
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This category evaluates how sensitive data is handled. OWASP MASVS-STORAGE and
OWASP MASVS-CRYPTO (Schleier et al. n.d.) define requirements for preventing insecure

storage, weak cryptography, and hardcoded secrets. The following Figure 10 shows the ap-

plication permissions in the MobSF static analysis.

PERMISSION

android.permission ACCESS_COARSE _LOCATION

android.permission ACCESS_NETWORK_STATE

android.permission.GET_ACCOUNTS

android. permission INTERNET

android.permission.READ CONTACTS

android.permission.READ_PROFILE

android.permission.SEND_SMS

android.permission.USE_CREDENTIALS

android.permission WRITE_EXTERMAL STORAGE

STATUS

INFO

coarse (network
based) location

view network status

list accounts

full Internet access

read contact data

read the user's
personal profile data

send 5MS messages

use the
authentication
credentials of an
account

read/modify/delete
external storage
contents

CODE
DESCRIPTION MAPPINGS

Arcoss coarse location sources,
such as the mobile network
database, to determine an
approximate phone location,
where available. Malicious
applications can use this to
determine approximately where
you are.

Allows an application to view the
status of all networks.

Allows access to the list of
accounts in the Accounts Service.

Allows an application to create
netwaork sockets.

Allows an application to read all
of the contact (address) data
stored on your phene. Malicious
applications can use this to send
your data to other peaple.

Allows an application to read the
user's personal profile data.

Allows application to send SMS
messages. Malicious applications
may cost you money by sending
messages without your
confirmation.

Allows an application to reguest
authentication tokens.

Allows an application to write to
ewternal storage.

Figure 10. Application user permissions



49

The Figure 10 shows a dangerous permission of android.permissions.WRITE_EXTER-
NAL_STORAGE, which might be related to Insecure SDCard Storage vulnerability in the Ta-
ble 11, but it is not directly flagged to be related to it. The Android Developers documentation
of data and file storage overview (n.d.) explains that the SD card appears in the file system as
part of external storage. The permission therefore means that the application has full unre-
stricted read, write and delete access to SD card. Program 2 demonstrates how MobSF cor-

rectly detected the user-requested permissions declared in the AndroidManifest.xml file.

<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.SEND_SMS" />
<uses-permission android:name="android.permission.USE_CREDENTIALS" />
<uses-permission android:name="android.permission.GET_ACCOUNTS" />
<uses-permission android:name="android.permission.READ_PROFILE" />
<uses-permission android:name="android.permission.READ_CONTACTS" />
<android:uses-permission android:name="android.permission.READ_PHONE_STATE"
/>
<android:uses-permission android:name="android.permission.READ_EXTER-
NAL_STORAGE" android:maxSdkVersion="18" />
<android:uses-permission android:name="android.permission.READ_CALL_LOG" />
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION" /

Program 2. User permissions in AndroidManifest.xml file.



The following Figure 11 shows a list of possible hardcoded secrets in the MobSF static re-
port. The hardcoded secrets are found from the application source code.

# POSSIBLE HARDCODED SECRETS

¥ Showing all 25 secrets

"loginscreen_password" : "Password:"

"loginscreen_username” : "Username:"
Z171zPChrfQy4VaYpiQXo0kTJIBjQROGQL2IGGTFiGG U=

Y60 MxzOCnV52VsavlVSKY CoaBQyT30GvMdLessm7TRE=
wAlpUAmdeTrdol2/ZT72GokBjAyNw4BI mpSTu2gFRaDsIT+5gLrSInCAsbksSHto
PrvDFjRPs1s5jwZQRK3+ZFXoBPTiZzDMIRzLOPEA3ME=
30lDJEetfykDkBYoOpwss0ilYNQOs4lElreTgVmOQXm2ZHQzIUgUecNsaZxDESEUMW
VECoKGIOd10uMEpiLFkK4A6zIKCIKVYy TmSSvdINe3KRY=
eRIYZTyvwE2BOWWejblgyBziYzuBt9 WO24X3YOHX 2vY=
BMXT|QUE2u42s06Bcogd+pwW2loPll/ggDKEENULU4ZU=
c54+HQgNuLJCSjPmayUCjMLdoEEgnhD+nTAnE4ocoENERhW/ TpxD13dg38SjFLmkW
Fych2TPISebLlxRIDoDvUowTd3sVUDiaLAvtmgpWrBgTe+3+ib/JMLjt3rf3a1p0
KeglWFfxGgTCTho+bgc 80TsBuzcct ZAmISKA fulvTk=
irBbk+FXNtFYxQgTxB1BUFTZKHLYMLABCKOMWI1xDng=
gfDkyRZITZGguvBzojuWMEgFIBQqwsCeMB2eoTwr2iHIX2v+glFOYMd 9voffS1x0
M/9MnPtaDnNpsJGLBgvtFaALIdDgl4yMOFQfSncPhi=
SxPdgyHHUBQFxBgcknBJfZgRiWxxWH3utf4/9iPAvil=
AxZNTGginxMwVjdiMgrRiTxepRkbvr THS+6NTniogQ4QK45BALERTVFtIp3TGNIt
MUBVGERFcvuBl2xTEKNGZFIFOwurM oeRHIUpIOGCeSF0=
EwZMOQOzAsShCWHT3vn M0l AOIXmhdEPDWALpBEmMTQFs=

AKAAZ IDKMMcKITUYcOExFBr2IDYuIVIuAHdYUTIVPLHSt51 7SGR%jehZg TujXyH
ger/blkg3lQG930U0ghKgsUNHYy 1 ZHELSGjwbOWxLHre=
Fakwm3zfk+Dhg4JgMMBs2A+0DgwwgRuoVigzQMyOaB4=
2RUIlITgy2QCegalLFspH1z +fWwdgPAByGujcpTf13CMmMYAIW3Y+TEVgeDwkRNEY
3mNwt45Z3EtvETIhUa/RgoulnZPiat3RASLAp ESMxhvilYxahkXg2ZhSMNsePN+TM

Figure 11. Possible hardcoded secrets
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When examing the hardcoded secrets, the corresponding values “loginscreen_pass-

word”:"Password:” and “loginscreen_username”:"Username:” were found in the application’s
resource file located at InsecureBankv2/app/src/main/res/values/strings.xml. The relevant

source code of findings in strings.xml is shown in Program 3.

<?xml version="1.0" encoding="utf-8"?>
<resources>

<string name="app_name">InsecureBankv2</string>

<string name="hello_world">Hello world!</string>

<string name="loginscreen_username">Username:</string>

<string name="action_settings">Preferences</string>

<string name="action_exit">Restart</string>

<string name="loginscreen_password">Password:</string>

<string name="title_activity_file_pref">FilePref</string>

<string name="server_ip">Server IP:</string>

<string name="server_port">Server Port:</string>

<string name="pref_submit">Submit:</string>

<string name="title_activity_ setting_preferences">SettingPrefer-

ences</string>

<string name="title_activity_login">LoginActivity</string>

<string name="title_activity_log_main">LogMainActivity</string>

<string name="title_activity_do_login">DolLogin</string>

<string name="title_activity_login_action">LoginAction</string>

<string name="title_activity_post_login">PostLogin</string>

<string name="title_activity_wrong_login">WrongLogin</string>

<string name="title_activity_do_transfer">DoTransfer</string>

<string name="title_activity_view_statement">ViewStatement</string>

<string name="is_admin">no</string>

<string name="title_activity_change_password">ChangePassword</string>

<string name="title_activity_exit">ExitActivity</string>

<string name="action_kill">Exit Application</string>

</resources>
Program 3. Possible Hardcoded secrets in strings.xml file.

However, according to Shariff et al. (2022), such values are intended to be part of an applica-
tion’s user interface (Ul). String resources defined in the strings.xml file are rendered di-
rectly in Ul elements; in this case, the values are displayed on the application’s login screen.
Consequently, although MobSF’s static analysis flagged these values as hardcoded secrets,
they do not constitute actual secrets in a security-relevant sense. This interpretation is further
supported by the Android Developers documentation on application architecture and string
resources (n.d.), which states that the strings.xml file is designed to externalize user in-
terface (Ul) text and remove hardcoded values from source code. Strings defined in this file

are used in Ul components such as buttons, labels, and input hints.
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Since the identified values represent user-interface text rather than authentication credentials
or cryptographic material, they belong to the application’s presentation layer and should not
be classified as hardcoded secrets. The reason MobSF flagged these values is likely due to
its use of a pattern-matching approach for identifying potential hardcoded secrets, which relies
on matching common secret-related keywords such as “password” and “username.” However,
the MobSF static analysis report explicitly presents these findings as a list of potential hard-

coded secrets and does not assert that all reported values constitute actual secrets.

However, MobSF did not flag the genuinely hardcoded cryptographic key which is located
within the CryptoClass and presented in the Program 4. The string variable key represents a
cryptographic encryption key that is stored directly in the application’s source code and there-
fore constitutes a true hardcoded secret. Based on this observation, an assessment of
MobSF’s capability to detect hardcoded secrets reveals that the tool produced a false positive
by flagging credential-related Ul strings (Program 3), while failing to detect a security-critical

hardcoded encryption key that directly impacts data confidentiality.

// The super secret key used by the encryption function
String key = "This is the super secret key 123";

// The initialization vector used by the encryption function

byte[] ivBytes = {
0x00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, 0x00,
0x00, 0x00, 0x00, 0x00

}s

String plainText;

byte[] cipherData;

String base64Text;

String cipherText;

Program 4. Hardcoded secrets in CryptoClass
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Furthermore, according to the National Institute of Standards and Technology (NIST) guide-
lines on block cipher modes of operation, as specified by Dworkin (2001), the initialization
vector (IV) (Program 4) used in cryptographic schemes such as AES-CBC must be unpredict-
able and non-repeating. In the InsecureBankV2 application, the IV is statically defined and
reused, which violates established cryptographic best practices and results in a weak crypto-
graphic implementation. Notably, this misconfiguration was not detected by MobSF, as shown
in Table 11. Sensitive information in memory is expected to be related to RAM-resident sen-
sitive data and therefore since the static analysis never runs the application, it cannot see the
runtime memory.

Table 11. Cryptography and data protection

Vulnerability Detected by MobSF Evidence from report
Local Encryption Issues No No encryption related findings.
Weak Cryptography imple- | No No weak ciphers, misconfigured

mentation crypto or hash issues flagged.
Sensitive Information in | Not assessed Static analysis cannot examine
Memory runtime memory.

Hardcoded secrets

Yes

Large list under Possible Hard-
coded Secrets section. (base4

strings, labels, etc.)

Insecure SDCard Storage

Partially (permission only)

Permission WRITE_EXTER-
NAL_STORAGE present, but no

explicit insecure storage finding.

Insecure HTTP connec-

tions

No

No HTTP endpoints or cleartext

traffic warning in report.
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Environment, anti-tampering and runtime controls vulnerabilities

This category includes signing integrity, anti-debugging, and anti-emulation techniques, which
are related to MASVS-RESILIENCE. It focuses on defense-in-depth countermeasures such
as obfuscation, anti-debugging, emulator detection, tampering resistance and runtime appli-
cation self-protection (RASP) (Schleier et al. n.d.).

MobSF identifies indicators such as the debuggable=true flag, anti-VM characteristics from
APKID analysis, and insecure signing schemes like v1-only signatures associated with the
Janus vulnerability. The runtime manipulation vulnerability is expected to be partially related
to the debuggable flag, since enabling debugging an attacker can debug the application, mak-
ing it easier for them to gain access to parts of the application that should be kept secure.
(Android Developers, n.d.) The enabled debugging is shown in the previous manifest analysis

(Figure 7, 8, 9 and Program 1).

Furthermore, the emulator detection and bypass vulnerability is expected to be partially related
to Anti-VM checks in APKID, since the list provided by MASTG proves that Build. MODEL,
Build. MANUFACTURER and Build.PRODUCT refer to emulators. According to the MASTG-
KNOW-0031 of Emulator Detection, the list indicates a modest first line of defence. In the
context of anti-reversing, the goal of emulator detection is to increase the difficulty of running
the app on an emulated device, which impedes some tools and techniques reverse engineers
like to use (Schleier et al. n.d.). The picture of the Anti-VM checks in MobSF static analysis

report is in the following Figure 12.

DEX 4 DETECTIONS
classes.dex EEBES
FINDINGS A DETAILS
Anti-VM Code Build.MODEL check
Build. MANUFACTURER check
Build. PRODUCT check
[ Compiler | dx (possible dexmerge)

manipulator Found dexmerge

Showing 1 to 3 of 3 entries

Figure 12. Anti-VM checks
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According to MASTG-TEST-0224, the v1 scheme is vulnerable to certain attacks, such as the
"Janus" vulnerability (CVE-2027-13156), because it does not cover all parts of the APK file,

allowing malicious actors to potentially modify parts of the APK without invalidating the signa-

ture. Relying solely on v1 signing therefore increases the risk of tampering and compromises

app security (Schleier et al. n.d.). The MobSF directly flagged Janus vulnerability in Certificate

Analysis, which is shown in Figure 13 below. The Janus vulnerability is expected to be related

to application patching, since Janus allows attackers to perform patching without breaking

signatures on affected devices. The vulnerabilities to this category are described in the Table

TITLE SEVERITY | DESCRIPTION

Application Application is signed with v1 signature scheme, making it vulnerable to Janus vulnerability on Android 5.0-8.0, if signed
vulnerable to Janus high only with 1 signature scheme. Applications running on Android 5.0-7.0 signed with v1, and v2A3 scheme is also
Vulnerability vulnerable.

Figure 13. Certificate Analysis

Table 12. Environment, anti-tampering and runtime controls vulnerabilities

Vulnerability

Detected by MobSF

Evidence from report

pass

Root Detection and By- | No

No root detection code or bypass issues

detected.

Bypass

Emulator Detection and | Partial

Anti-VM checks in APKiD: Build.MODEL,
Build. MANUFACTURER, Build.PROD-
UCT. No bypass analysis.

Application Patching Yes Janus vulnerability detected due to v1-
only signing scheme.
Runtime Manipulation Partial Debuggable flag (android:debugga-

ble=true) facilitates runtime hooking. No

deeper runtime manipulation checks.
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Business Logic, Authorization and Input-Level vulnerabilities

These types of vulnerabilities require execution-level insight and backend interaction analysis.
MASVS-AUTH, MASVS-NETWORK, and MASVS-PRIVACY controls cannot be fully validated
using static analysis alone. The OWASP MASTG-TECH-0049 emphasizes that authentica-
tion, authorization, and input-manipulation testing require dynamic behavioural evaluation
(Schleier et al. n.d.). Therefore, the vulnerabilities in the following Table 13 are expected not
to be possible to found in MobSF static analysis. However, the intent sniffing and injection
vulnerability is partially expected to be detected, since the exported activities and receivers
allow intent injection. The exported activities and receivers are explained in the Manifest and
Component Misconfiguration Vulnerabilities and in Table 10. The vulnerabilities of this cate-

gory are described in the following Table 13 below.

Table 13. Business Logic, Authorization and Input-Level Vulnerabilities

Vulnerability Detected by MobSF | Evidence from report

Weak Authorization Not assessed No authorization logic checks in static

mechanism analysis.

Intent Sniffing and In- Partially (via exported | Exported activities/receivers allow intent

jection components) injection, though not flagged under that
name.

Parameter Manipula- Not assessed Requires dynamic testing, not covered.

tion

Username Enumeration | Not assessed Requires observing backend responses.

issue

Developer Backdoors No No backdoors reported.

Weak change pass- | Not assessed Activity is vulnerable to StrandHogg but

word implementation logic-level flaw is not analysed.
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6.2.3 Summary of evaluation results

All of the mentioned vulnerabilities are expected to be in the application under the test, Vul-
nerableBankV2, since the vulnerabilities are listed on the application’s official GitHub project
site (Shetty et al.n.d.). The MobSF performed strongly in manifest and misconfiguration cate-
gory. All exported components were detected, and StrandHogg-related task-hijacking risk was
identified. These issues are declarative and appeared directly in the manifest analysis, which

explains why static analysis tools excel in detecting them.

However, the MobSF static analysis did not detect all of the vulnerabilities, which was ex-
pected, since some of the vulnerabilities requires dynamic analysis. For example, MobSF did
not detect business-logic or authorization-related vulnerabilities, which is expected since static
analysis lacks visibility into server responses, control flow, and state transitions. MASVS
(Schleier et al. n.d.). confirms that these vulnerabilities require dynamic testing and manual
validation. Furthermore, MobSF static analysis did not detect the weak cryptography vulnera-
bility caused by improper IV usage in the encryption. Additionally, it failed to identify the hard-

coded encryption key in the hardcoded secrets.

It can be said, that the MobSF static analysis report provides lot of useful information what
comes to Android application security. It also provides useful features, such as downloading
the manifest file or source code. The report is easily readable, clear and user-friendly, since
the analysis categories are divided and it uses different colours. However, it should be con-
sidered that not every vulnerability flagged by static analysis is actually dangerous. For exam-
ple, requesting location access may be marked as a dangerous permission even though it is
fully justified for certain applications, such as a mapping app. It was also observed from the
evaluation that MobSF static analysis report flagged user-interface label elements as hard-

coded secrets, resulting in false-positive findings.
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The MobSF static analysis report provides lot of useful information, which helps to improve

the security analysis for applications. However, even the report provides description of found

vulnerabilities, it requires good knowledge of Android software for the person who is viewing

the static analysis report to avoid false positives. Overall, the summary of the evaluation re-

sults is shown in the following Table 14.

Table 14. Summary of evalution results based on MobSF static analysis report

zation

Category Total vulnerabilities | Detected Partial | Not detected
Manifest & Misconfigura- | 7 5 0 2

tion

Cryptography & Data Pro- | 5 1 1 3

tection

Anti-Tampering & Runtime | 4 1 2 1

Controls

Business Logic & Authori- | 6 0 1 5
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6.3 Pipeline performance evaluation

The aim of the performance evaluation is to get answer for the second research question: How
can security application static analysis test be fully automated while maintaining effective func-

tionality. Furthermore, the usability will be briefly discussed.

6.3.1 Test plan

The objective of the test plan is to evaluate the pipeline’s end-to-end performance using real
firmware, mirroring a realistic operational scenario. The test is executed in a fully automated
manner, just as intended in real-life use. The aim is to focus on performance and to verify that

the pipeline automates the security analysis in a repeatable and reliable way.

The pipeline performance will be evaluated with four different firmware in which the amount of
APKs varies. Pipeline will be triggered automatically and will not contain any manual steps
during the execution. The expected pipeline behaviour is to successfully complete the four

core processes which are:
1. Firmware polling
2. Firmware processing
3. Static analysis
4. Result management

The pipeline functionality will be estimated by the execution time according to the number of
APKs, size of APKs and timeouted APKs. In addition, the interesting aspect is to see how

many APKSs timeouts during the process.

6.3.2 Performance analysis

Firmware polling

Since the new firmware release polling is handled by its own pipeline job, its execution time is
estimated first. The poll-release job has been configured to run automatically several times in
a day. On average, the poll-release job requires approximately 6 minutes to check for new
firmware for each test product and to download the firmware. The firmware download itself
takes about 4 minutes. If no new firmware is available, the job completes in approximately 3

minutes.
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Main process

The remaining workflow, main process, manages the subsequent steps of the process. These
steps are firmware processing, static analysis and result management. It is successfully con-
figured to be triggered automatically once the poll-release job has finished. The total duration
of this workflow depends on several factors, including the number of APKs, their sizes, and
how many of the extracted APKs will be uploaded and analysed. Table 15 presents the per-
formance results of the MobSF workflow pipeline jobs. The objective is to evaluate the execu-

tion time in order to understand the overall pipeline performance in typical weekly builds.

Table 15. Performance statistics of pipeline

Job number APKs in total | Scanned APKs Timeouted APKs | Duration time
1 286 63 2 2hr 34min

2 271 7 1 49min

3 200 15 1 1hr 4min

4 282 8 2 2hr 25min

According to the pipeline build results, each build includes both successfully scanned APKs
and APKs that have timed out. Each timeout increases the total duration by 30 minutes, as
the timeout threshold is set to 30 minutes by default. In addition to timeouts, the number of

successfully scanned APKs also affects the overall process duration.
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For example, build 2 is 15 minutes shorter than build 3, although build 3 contains fewer APKs

in the firmware. However, build 3 includes eight more successfully scanned APKs, which con-

tributes to its longer duration. Similarly, build 1 takes 9 minutes longer than build 4. While both

builds contain two timed-out APKs, build 1 includes 55 more successfully scanned APKs,

which explains the increased execution time. When the timeouts are removed from the scan-

ning time, the scanning times are shown in Table 16.

Table 16. Timeout impacts to duration time

Job number

Duration time

Timeout cost

Adjusted duration

Timeout share %

1 154min 60min 94min 38,96%
2 49min 30min 19 min 61,22%
3 64min 30min 34min 46.88%
4 145 min 60 min 85 min 41.38%

According to the Table 16 related to timeout shares, it can be said that timeouts add major

impact to total duration time, approximately 47% longer time. It means that even one timeout

makes small build look disproportionately longer.
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APK Size Impact to Scanning Time

Scanning increases the overall pipeline duration; however, the impact is not substantial
enough to negatively affect the workflow in a significant manner. According to the study by
Miao et al. (2017) APK size has a considerable influence on analysis time. The authors report
that APKs sized between 0—4 MB have an average analysis time of 89 seconds, and that
analysis time increases progressively for larger files. This observation may explain the varia-
tion in pipeline duration when the number and size of scanned APKs differ between builds.

The following table 17 shows the timeouted APKs and sizes.

Table 17. Timeouted APKs sizes

APK Number Size

1 27.9 MB
2 5.39MB
3 70.44 MB
4 16.6 MB
5 7.85 MB
6 75.29 MB
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All APKs listed in Table 18 resulted in a timeout, meaning that each reached the maximum
scanning duration of 30 minutes, as defined by the default timeout configuration. However,
the APK file sizes vary considerably, indicating that file size alone cannot fully explain the
timeout occurrences. For instance, APK 1 in build 1 and APK 4 in job 2 experienced timeouts
but were later successfully scanned in job 4. Some of the scanning times from build 4 are

presented in the following Table 18.

Table 18. Scanning times and sizes of APKs

APK Number Size Scanning time

1 27.9 MB 1 minute 40 seconds
4 16.6 MB 20 seconds

7 0.07 MB 10 seconds

8 0.15MB 10 seconds

9 0.04MB 10 seconds

10 11.62 MB 40 seconds

From the Table 18 above, it can be observed that APKs with sizes between 0.04 MB and 0.15
MB have an average scanning time of approximately 10 seconds. In contrast, an APK with a
size of 11.62 MB may require nearly twice as much time to scan compared to an APK file that
is roughly 5 MB larger. The timeout issues appear to be largely random and not directly related
to APK file size, as the same APKs that initially timed out were successfully scanned in later
runs. However, it is likely that timeouts occurring with very large APKs, specifically those
above 70 MB, are related to file size, as their greater complexity and processing requirements

increase the likelihood of exceeding the default timeout limit.
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6.3.3 Usability

In this subchapter is discussed the concerns made according to the pipeline usability. How-
ever, the main focus is to evaluate the pipeline performance and therefore the usability will be

only briefly discussed.
Automation level

The process is fully automated end-to-end. The pipeline automatically polls for new releases
and downloads them when available. This automation significantly reduces maintenance ef-
fort, as it eliminates the need for manual triggering or monitoring of new releases. The process
automatically unzips the firmware and extracts APKs. It cross-checks APKs against metadata
and the server to avoid re-scanning already analysed files, which is a crucial optimization for
performance and time efficiency. Static analysis is performed automatically for new APKs;

however, some APKs require manual scanning due to timeouts during the automated process.

The results are uploaded to GCP, ensuring data resilience and accessibility for future refer-
ence. This step enhances reliability, especially in case of server failure. Additionally, the re-
sults are sent via email to the security team. The process generates an HTML report embed-
ded in the email body, highlighting differences between APK versions. This feature facilitates
rapid evaluation by reducing the need to manually review all reports. Nonetheless, reviewing
static analysis reports for new APKs may require manual effort, which can be time-consuming
and potentially overwhelming due to the inclusion of non-relevant details. Job failures can be
monitored on the Jenkins server; however, no automated alert system exists, necessitating

manual monitoring of Jenkins for failed jobs.
Setup Complexity

MobSF provides comprehensive API documentation, which has been leveraged in this imple-
mentation. The APIs offer essential functionalities, including file uploading and scanning, and
are generally accessible. However, usability is somewhat complex because most API calls
require the APK hash, necessitating external metadata to perform certain actions, such as
comparisons between APK versions. Deployment via Docker is straightforward, supported by
the available documentation, although it requires sufficient hardware memory. Jenkins config-
uration was relatively simple; however, all jobs share a single executor, which can create a

queue for job execution.
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Cl/CD Compatibility and Maintenance Effort

The total runtime of the process ranges from approximately 1 to 2 hours, which is acceptable
given that the pipeline is executed roughly few times in a week. The process operates inde-
pendently and does not block other development activities, while providing additional infor-
mation on potential security issues in firmware APKs. MobSF requires periodic updates; how-
ever, the recommended update frequency is not documented. In this implementation, MobSF

updates are performed manually.

6.3.4 Summary of evaluation results

Overall, the pipeline successfully executes the complete intended workflow, including down-
loading new firmware, extracting APKs, performing static analysis, sending email notifications
with the test results, and storing the results in Google Cloud Platform. It can be said that the
process is successfully automated. Moreover, the update reports provide an efficient means

of quickly reviewing the latest changes in the APKs.

However, due to occasional timeout issues, not all APKs are always analysed during auto-
mated execution due to timeouts, which requires to analyse such APKs manually afterwards
using the MobSF web interface. It was noted, that APK file size does not directly have an effect
to timeouts. According to related studies, the timeout might be happening due to APK file
complexity rather than large file size. However, from the evaluation result it can be observed
that APKs with sizes between 0.04 MB and 0.15 MB have an average scanning time of ap-

proximately 10 seconds.

These timeout issues occur infrequently when compared to the amount of successfully
scanned APKs, but however, in every build. Even though the timeouts increase the overall
process duration, they do not cause a significant issue. The pipeline is executed only a few
times per week, and therefore an additional few hours of processing time does not have a

substantial impact in the big scale.

Despite these limitations, the pipeline significantly reduces manual effort and thus provides
substantial time savings. As mentioned in the implementation chapter, it is important to enable
the asynchronous scanning, or otherwise it won’t work in the pipelines. Asynchronous analysis
prevents the server from crashing. Also, the memory in the MobSF server host device needs
to be at least 20GB free disk space and 8GB RAM, or otherwise the server will crash, like

noticed.
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7.DISCUSSION

This chapter addresses the research questions and reflects on the overall contribution of the
work, highlighting how it diverges from previous studies and the specific value it brings to the
fields of mobile security and CI/CD automation. Sections 7.1 and 7.2 base their discussion on
related literature, while Sections 7.3 and 7.4 focus on the limitations of the study and recom-

mendations for future work.

7.1 Answers to research questions

Next, the research questions are discussed in relation to both the evaluation results and the
related literature. The research questions are defined in Chapter 1.3. The discussion draws
on the evaluation results presented in Chapters 6.2 and 6.3 and is supported by findings from

relevant prior studies.

7.1.1 RQ1: How efficient is the Mobile Security Framework’s static

analysis for detecting vulnerabilities in Android applications

The first research question examines the capability of MobSF’s static analysis to detect known
vulnerabilities within an intentionally insecure Android application. The InsecureBankV2 appli-
cation was selected for the evaluation due to its predefined vulnerabilities. Because these
vulnerability descriptions were high-level, additional sources such as the Android Developers
documentation and the MASVS were consulted to clarify their technical characteristics. For
evaluation, vulnerabilities were divided into thematic categories, enabling a structured assess-

ment of MobSF’s detection performance.
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According to the evaluation results, MobSF identified several hardcoded secrets, and this was
the only category of cryptography-related vulnerability it consistently detected. These findings
partially align with paper by Fedynyshyn et al. (2024), in which their large-scale analysis of
6,165 Android applications reported that MobSF is particularly effective at identifying hard-
coded credentials such as API keys and authentication tokens. However, the results of this
work also indicate limitations in this capability. Specifically, MobSF failed to detect a hard-
coded encryption key, suggesting that its effectiveness in identifying hardcoded sensitive data
may not be as comprehensive as previously reported. While the detection of APl keys and
authentication tokens is consistent with prior findings, these results demonstrate that such
effectiveness is not uniform across all types of hardcoded secrets. Additionally, MobSF pro-
duced false positives for hardcoded credentials, which were found to be part of Ul elements

rather than actual sensitive data.

The evaluation results also show that MobSF successfully identifies dangerous permissions,
platform misconfigurations, and manifest-level issues. This is supported by the research of L.
Ravichandran et al. (2025), which states that MobSF effectively detects issues such as inse-
cure data storage, configuration weaknesses, and runtime integrity omissions in banking ap-
plications. Furthermore, the study by M. Choroma et al (2024) found that MobSF was able to
identify excessive permission requests and platform-level vulnerabilities in pre-installed appli-
cations. Both related work and the findings of this work emphasize MobSF’s strength in man-
ifest-based and permission-based vulnerability detection. However, unlike Ravichandran et
al., this evaluation did not detect vulnerabilities related to weak encryption. This difference
may be explained by differences in the cryptographic implementation of InsecureBankV2 com-

pared with the applications evaluated in the related research.

This study did not detect any insecure HTTP or network-related vulnerabilities, even though
the authors of InsecureBankV2 claim that such vulnerabilities should exist. By contrast, the
study by M. Choroma et al (2024). detected network security issues in multiple applications,
and research by T. Fedynyshyn and O. Partyka (2025) identified insecure data transmission
introduced by third-party analytics frameworks using MobSF static analysis. These findings
suggest that MobSF can detect network-related risks, but its success may depend on the

characteristics of the application under analysis.
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The evaluation results indicate that MobSF failed also to detect vulnerabilities related to au-
thorization weaknesses, business logic flaws, and runtime protection mechanisms. The work
of Ravichandran et al (2025). reports similar observations, noting that MobSF lacked visibility
into runtime integrity features. This supports the conclusion that static analysis alone cannot
reveal vulnerabilities that rely on execution flow, backend interactions, or dynamic system

states.

This research concludes that MobSF static analysis cannot detect all categories of vulnerabil-
ities, particularly those that are dynamic or logic based. Ravichandran et al. (2025) also em-
phasize that MobSF cannot detect runtime integrity issues without additional techniques. In
addition, MK et al. highlight that MobSF is most effective when used in conjunction with dy-
namic analysis as part of a broader security testing framework. Similarly, R. Chandra et al.
(2023) state that static analysis is valuable during the early stages of application development,
while dynamic analysis becomes essential once the application is functioning. Combining both

approaches yields a more comprehensive understanding of application vulnerabilities.

Furthermore, the comparative study by Joseph et al. (2021) examined MobSF and MARA
analysers across benchmark datasets and live Android applications. Their results indicate that
MobSF can detect certain vulnerabilities, such as SQL-based issues, that MARA fails to iden-

tify. This suggests that MobSF has specific strengths relative to other static analysis tools.

To answer the research question, the evaluation results confirm that MobSF static analysis is
effective in detecting manifest-level, configuration-related, and certain hardcoded crypto-
graphic vulnerabilities. However, it is unable to detect vulnerabilities involving runtime behav-
iour, backend logic, or dynamic security controls, which require dynamic or manual testing
methods. Furthermore, it is important to consider the possibility of both false positives and
undetected hardcoded secrets, as demonstrated in this study. MobSF performed strongly in
areas where vulnerabilities were explicitly visible in the AndroidManifest.xml. According
to Table 14, MobSF detected 11 out of 22 vulnerabilities, 7 of which were detected directly.
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7.1.2 RQ2: How can security application static analysis test be fully

automated while maintaining performance

The objective of the second research question is to evaluate how effectively the implemented
solution is automated while maintaining acceptable performance. This question focuses on

performance analysis as well as, to a lesser extent, usability considerations.

The research by Ozdenizci (2025) examines factors influencing the adoption of DevOps prac-
tices in mobile software development. The article emphasizes that the performance of security
tools in a DevOps environment depends on smooth pipeline integration and compatibility be-
tween DevOps tooling and mobile-specific requirements. Based on the evaluation conducted
in this work, MobSF appears to be successfully integrated into the pipeline. However, the
complexity of the MobSF API, including the requirement to manage APK hashes, increases
workflow configuration effort. In addition, the use of a single Jenkins executor may create
bottlenecks when jobs are queued. Although the Docker-based deployment is properly imple-
mented, hardware memory limitations may restrict overall performance. These findings align
with Ozdenizci’s conclusion that proper integration and compatible infrastructure are essential

for maintaining performance in mobile DevOps environments.

Similarly, Liao (2020) highlights the importance of correct CI/CD pipeline configuration, noting
that inadequate automation levels, insufficient load capacity, and inefficient queuing strategies
can negatively affect performance. This supports the observation that proper configuration is

critical for maintaining stable and efficient pipeline execution.

Research by Liao (2020) and by Thokala et al. (2025) further argues that Cl/CD-enabling ser-
vices such as Jenkins, GitLab CI/CD, and AWS CodePipeline facilitate automated compilation,
integration tracking, and packaging. In line with these findings, the present implementation
demonstrates that Jenkins plays a central role in orchestrating and automating the overall
process. Additionally, studies by Dalaqg et al. (2025) and Luo et al. (2021) emphasize that
effective integration of SAST tools into CI/CD pipelines is crucial for achieving reliable auto-

mation.

Evaluation results indicate that APK timeout behaviour significantly impacts performance, par-
ticularly total execution time. Miao (2017) identifies APK file size as a strong predictor of static
analysis duration, reporting that small files (0—4 MB) require approximately 89 seconds, with
analysis time increasing progressively for larger files. However, the findings of this evaluation
suggest that file size alone does not explain timeouts. For example, APK 1 (27.9 MB) timed

out once but was later successfully scanned in under two minutes.
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Miao also notes that analysis time increases with higher code complexity, greater numbers of
inter-component calls, and more complex call graphs. Although this pipeline does not explicitly
measure code complexity, the observed variability in scan times for identical APKs suggests
that internal structural complexity, such as obfuscated call structures or dense component
relationships, may influence performance more than file size alone. This indicates that unpre-
dictable timeouts may stem from internal complexity factors that MobSF’s static analysis pro-

cesses inefficiently.

Further research by Fonso et al. (2016) demonstrates that APKs containing native binaries
(C/C++) are more difficult to analyse and may require more advanced inspection techniques,
potentially increasing analysis duration or causing failures. This may partially explain longer
scan times and non-deterministic behaviour observed in this evaluation, although further struc-
tural analysis of the APKs would be required to confirm this. Ge et al. (2014) also note that
feature extraction efficiency, including DEX parsing and similarity calculations, significantly

affects runtime performance, which may contribute to timeouts.

Wan et al. (2024) report that malware and system applications frequently use encryption, ob-
fuscation, and packing techniques, which increase analysis duration or cause partial scan fail-
ures. The results of this evaluation suggest similar behaviour: some applications that initially
timed out were successfully scanned on a second attempt, potentially indicating challenges in
handling obfuscated code. However, these techniques are not directly observable in the cur-

rent evaluation.

Finally, tool efficiency plays a crucial role in static analysis performance. Pan et al. (2019)
argue that the design and efficiency of the underlying analysis engine significantly affect
runtime. The present evaluation reflects both strengths and limitations: small and medium-
sized APKs are processed efficiently, whereas larger or more complex APKs may cause in-

stability, including timeouts, increased memory consumption, and occasional server crashes.

Overall, to answer research question, security application static analysis testing can be fully
automated by integrating SAST tools into a properly configured CI/CD pipeline, using orches-
tration tools such as Jenkins and isolated environments such as Docker to ensure reproduci-
bility and stability. However, the timeouted APKs require manual work to scan them afterwards

manually via the MobSF web server, which affects to usability.
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Maintaining performance requires sufficient hardware resources, correct pipeline configuration
(e.g., executor capacity and queuing strategy), and optimized tool integration. In addition, fac-
tors such as APK size, code complexity, native binaries, and obfuscation techniques must be
considered, as they significantly affect analysis duration and may cause timeouts. Proper in-
frastructure, configuration, and resource management are therefore essential to achieve full

automation without compromising performance.

7.2 Discussion of related literature

The related literature identified in Chapter 2 is discussed in this section. The reviewed studies
highlight the uniqueness of this work, as existing research typically focuses on a single aspect,
whereas this thesis combines multiple aspects into a unified approach. In particular, this work
provides value by integrating a fully described workflow design with a detailed evaluation of

both the automation process (pipeline) and the MobSF static analysis tool.

This thesis presents a comprehensive design and implementation of a fully automated static
application security testing (SAST) workflow for Android applications, integrated into a Cl pipe-
line using the Mobile Security Framework (MobSF). In contrast to most related studies, which
use MobSF primarily as a standalone analysis tool and focus mainly on reporting detected
vulnerabilities, this work delivers a complete automated process. It covers the full lifecycle
from workflow design and implementation to evaluation of detection results and performance

in a pipeline environment.

7.2.1 Usage of MobSF

Based on the reviewed literature, the use of MobSF in automated or CI/CD environments has
not been explored at the same level as in this work. Abhijith et al. (2025) apply automation in
a logical decision flow, where machine learning is used to filter malicious applications for fur-
ther hybrid analysis. However, it is unclear whether their process is fully end-to-end auto-

mated, as aspects such as APK uploading and result handling are not discussed.

LaMalva and Schmeelk (2020) apply automation for preprocessing application repositories.
They implemented shell scripts to recursively unzip, reformat, and recompress applications
into a format compatible with MobSF. Although they support mass uploading of APKs, the
process still requires manual triggering and relies on a graphical user interface rather than

APIl-based automation, unlike this work.
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Similar to this thesis, several studies use MobSF specifically for static analysis, despite the
framework also supporting dynamic analysis. For example, Abhijith et al. (2025) combine
MobSF with Quark-Engine and machine learning, while MK et al. (2024) integrate MobSF with
VirusTotal, Apktool, and Quark in a broader framework. However, in both cases, user interac-

tion is still required, and the workflows are not fully automated.

Furthermore, related literature does not evaluate MobSF static analysis in the same manner
as this work. Instead of assessing the effectiveness of MobSF using intentionally vulnerable
applications, prior studies focus on identifying vulnerabilities across multiple real-world APKs.
For instance, Fedynyshyn et al. (2024) compare security findings across development frame-
works, while LaMalva and Schmeelk (2020) analyze vulnerabilities in healthcare applications
at a high level. In contrast, this work evaluates how effectively MobSF detects predefined

vulnerabilities.

Abhijith et al. (2025) also propose a system for malware detection and describe its workflow
stages, but they do not evaluate the system or provide empirical results. Similarly, MK et al.
(2024) present a multi-tool framework but do not implement an automated pipeline or provide

detailed analysis of detected vulnerability types.

7.2.2 Automation in Security Testing

Automation in security testing is an emerging research area, and this work contributes to it by
providing a practical and reproducible implementation. While related studies also aim to auto-

mate vulnerability detection, they differ in scope, tools, and level of detail.

Marandi et al. (2023) integrate static analysis (Snyk) and dynamic analysis (StackHawk) into
a CI/CD pipeline for containerized applications. Their pipeline is triggered by code commits,
whereas the pipeline in this work is triggered periodically. Similarly, Leithner et al. (2025) trig-
ger their pipeline on code changes. These studies suggest that event-based triggering is more
common, while this work demonstrates a time-based approach, offering an alternative solu-
tion. In terms of reproducibility, both Marandi et al. (2023) and Leithner et al. (2025) provide
high-level descriptions of their implementations. In contrast, this thesis presents a more de-

tailed and reproducible workflow design.

Evaluation is also limited in prior work. Although Marandi et al. (2023) test their pipeline using
a vulnerable application, they do not specify the vulnerabilities included and provide only lim-
ited performance metrics. Leithner et al. (2025) do not evaluate their implementation. In con-
trast, this work includes a detailed evaluation covering both performance and usability aspects,

offering practical insights for pipeline design in automated security testing.
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Rangnau et al. (2020) note that security testing and CI/CD practices are rarely discussed to-
gether. Their work integrates multiple dynamic testing techniques into a CI/CD pipeline but
differs significantly in tools and focus. While they analyse the number of detected vulnerabili-
ties, this thesis provides a more detailed analysis of vulnerability types and detection capabil-

ities.

7.2.3 Android Security

The reviewed literature confirms that vulnerabilities in Android applications are a widely stud-
ied topic, although the focus varies significantly. In contrast, this thesis contributes a broader
and more detailed vulnerability-level analysis by examining how MobSF detects multiple An-
droid vulnerability types, especially those related to the AndroidManifest.xml file and plat-
form configuration. According to the related literature, Android vulnerability analyses have
generally been high-level; in contrast, this work provides a more in-depth analysis and evalu-
ation of Android vulnerabilities, offering critical insights into the strengths and limitations of
MobSF'’s static analysis capabilities. For example, Malek et al. (2012) propose a fuzz-testing
framework for Android security but however did not analyse specific vulnerabilities or evaluate

their system.

Khadiranaikar et al. (2017) focused on vulnerabilities related to Inter-Process Communication
(IPC) and applied hybrid analysis techniques. Their work provided a strong theoretical back-
ground but is limited to IPC-related vulnerabilities. In contrast, this thesis addresses a broader
range of vulnerability categories. Baheux et al. (2023) proposed a context-aware, model-
based testing approach for detecting Android vulnerabilities. Their work focused on data-flow-
related issues such as leaks and misuse of functions. Both Khadiranakair et al. (2017) and
Baheux et al. (2023) conducted analyses on multiple APKs, whereas this work focuses on a
single, intentionally vulnerable sample APK. It provides a detailed list of vulnerabilities present
in the APK and assesses whether each is detected, thereby offering greater transparency and
a deeper understanding of potential Android vulnerabilities and the effectiveness of MobSF

static analysis in identifying them.
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7.2.4 Conclusion of related literature

When discussing the research questions, the findings of this thesis show that MobSF’s static
analysis is effective in detecting several Android-specific vulnerabilities, particularly hardcoded
secrets, dangerous permissions, exported components, and manifest-level misconfigurations.
These results are consistent with earlier studies by Fedynyshyn et al. (2024), Ravichandran
et al. (2025), and Choroma et al. (2024), which also highlight strong performance in configu-
ration- and permission-based detection. However, this thesis contributes new insights not re-
ported in earlier work: MobSF failed to detect certain hardcoded secrets and generated false
positives, demonstrating that its detection accuracy varies across different sensitive data
types. This finding refines existing knowledge about MobSF’s cryptography-related detection

capabilities.

In addition to strengths, this thesis provides clear empirical evidence of MobSF’s detection
weaknesses. While prior research notes that static analysis struggles with runtime issues, this
work offers concrete examples of missed vulnerabilities, including weak encryption, insecure
network flows, authorization weaknesses, logic-based flaws, and runtime-integrity issues. Alt-
hough some studies have documented MobSF’s ability to detect network-related flaws, the
results of this evaluation show that such detections depend heavily on the characteristics of
the application under analysis. This reinforces the conclusion by MK et al. (2024) and Chandra

et al. (2023) that static analysis should be complemented with dynamic testing.

Beyond vulnerability detection, this thesis provides a more detailed and practice-oriented un-
derstanding of SAST automation than is seen in related literature. Prior works, such as Ozden-
izci (2025), Liao (2020), Thokala et al. (2025), Dalaq et al. (2025), and Luo et al. (2021), mainly
discuss CI/CD integration principles, infrastructure compatibility, or high-level automation con-
cepts. None of them demonstrate a complete, end-to-end automated workflow or evaluate
such a pipeline with real Android APKs. In contrast, this thesis presents a fully functioning Cl
automation system using Jenkins, Docker, MobSF, and API-based orchestration, offering a

reproducible implementation rarely documented in existing research.
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This thesis also contributes new empirical findings on performance, an area largely overlooked
in prior work. The evaluation examines timeout behaviour, memory constraints, and the influ-
ence of APK characteristics such as file size, internal structure, native binaries, and obfusca-
tion. No previous studies analyse these performance factors within an operational Cl environ-
ment. The discovery that timeouts are not solely correlated with file size but may stem from

deeper structural complexity or limited system resources adds important practical understand-

ing.

Moreover, this thesis shows how SAST behaves in a real automated workflow, covering the
entire operational pipeline from firmware polling and metadata management to asynchronous
MobSF analysis, report generation, and cleanup tasks. Earlier studies rely on manual steps,
GUI-based processes, or partial automation. This work identifies practical usability constraints
such as manual resubmission of timed-out scans, APl hash-management complexity, and the

impact of a single Jenkins executor that previous literature does not address.

Altogether, this thesis advances the research field by moving beyond conceptual descriptions
and offering a fully implemented, empirically evaluated, and reproducible automated SAST
framework for Android. Unlike prior works, such as Marandi et al. (2023) and Leithner et al.
(2025), which lack full automation, or Rangnau et al. (2020), which focuses mainly on dynamic
testing: this study demonstrates a functioning MobSF-based pipeline and evaluates it thor-

oughly.

A key contribution is the vulnerability-level evaluation using an intentionally insecure APK.
While prior studies (e.g., Fedynyshyn et al., 2024; LaMalva & Schmeelk, 2020) report aggre-
gated detection statistics across many applications, this thesis identifies exactly which vulner-
abilities MobSF detects, misses, or misclassifies, providing a more actionable view of its

real-world capabilities.

Finally, because this thesis integrates automation design, detailed vulnerability analysis, and
performance assessment into one coherent contribution, it offers a uniquely practical and sci-
entifically valuable methodology. Earlier works focus either on narrow vulnerability categories
(Khadiranaikar et al., 2017; Baheux et al., 2023) or on high-level detection trends (Fedynyshyn
et al., 2024). This thesis goes further by mapping MobSF’s detection accuracy, analysing ClI
operational behaviour, and documenting challenges such as timeouts, API limitations, and
resource constraints (as noted broadly by Liao, 2020; Ozdenizci, 2025). As a result, it provides
a robust, directly applicable framework for automated Android vulnerability detection and Cl
pipeline performance evaluation, bridging the gap between theory and implementation more

comprehensively than existing literature.
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7.3 Limitations

The implementation focuses exclusively on static analysis, which naturally limits the assess-
ment of MobSF’s capabilities. Since the objective of this work was explicitly restricted to static
analysis, it was expected that MobSF would be unable to detect runtime vulnerabilities that
require dynamic analysis techniques, backend interaction, or execution-flow visibility. As a
result, the evaluation only covers vulnerability types that can be observed through static in-

spection of configuration files, bytecode, and metadata.

The evaluation was also influenced by the selection of test samples. The detection capability
was assessed using a single intentionally vulnerable APK (InsecureBankV2), which provides
a controlled and transparent ground truth but does not represent the full diversity of Android
applications. Different applications with varying architectures such as complexity, obfuscation
levels, cryptographic implementations, or native binaries may produce different detection re-
sults. Likewise, the performance evaluation relied on four randomly selected firmware images,
meaning that the number, size, and structure of extracted APKs varied between builds. A
different set of firmware could have produced fewer timeouts, different performance charac-

teristics, or more stable analysis behaviour.

Several technical and environmental factors also influenced the results. During development,
insufficient memory and disk space caused repeated MobSF server crashes, demonstrating
that hardware resources have a direct impact on stability and throughput. Even after upgrading
the environment, scanning performance was coupled to resource availability, CPU load, and
I/O pressure. Because MobSF and the Jenkins agent operated on the same host device, re-
source contention may have contributed to inconsistent scan times and non-deterministic
timeout events. Additionally, the pipeline ran all jobs on a single Jenkins executor, which can

create queuing bottlenecks and extend overall execution time.

Timeout behaviour is another limitation. MobSF occasionally timed out when analysing certain
APKs; however, the underlying cause could not be conclusively determined. Some timeouts
occurred with large or complex APKs, but others occurred unpredictably even with smaller
packages. Several APKs that timed out were later scanned successfully in under two minutes,
indicating that scan failures were influenced not only by APK characteristics but also by factors
such as server load, internal APK structure, obfuscation, and MobSF’s asynchronous worker
behaviour. The fixed 30-minute timeout threshold also directly shaped the performance re-

sults: different timeout values might have produced different outcomes.
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The implemented workflow introduces additional constraints that may not apply to all use
cases. Auxiliary steps such as firmware polling, image extraction, metadata handling, and
cleanup jobs increase the complexity of the full process and also affect execution time. While
these steps are necessary for the specific context of this implementation, they are not univer-
sally required for all and therefore limit the generalizability of performance results. The de-
pendency on MobSF’s API, particularly the requirement to track and supply APK hashes, adds

further complexity and may influence reliability.

Finally, the results depend on the specific MobSF version, Docker configuration, and hardware
environment used in this implementation. Future releases of MobSF may improve detection
accuracy, enhance performance, or modify APl behaviour. As such, although the findings pro-
vide valuable practical insight, they should be interpreted with awareness that changes in tool
version, infrastructure, or workload characteristics may lead to different results. In addition,

the MobSF detection results may vary when using a different sample APK.



78

7.4 Recommendations to future work

Since MobSF occasionally fails to scan a small number of APKs during static analysis, one
potential improvement is to increase the timeout value for scanning. However, extending the
timeout will inevitably increase the overall duration of the analysis process, and it is not clear
whether this adjustment would reliably resolve the issue. Therefore, further investigation is
required to understand the underlying cause of the timeouts, whether they originate from the
MobSF tool itself, from complex or obfuscated APKs, from hardware limitations, or from a
combination of these factors. Another useful addition would be to implement a separate list of
timeouted APKs that could be automatically included in the email report. This would allow the
security team to quickly identify which applications require manual re-testing and streamline

the follow-up process.

The evaluation also revealed that MobSF static analysis reports can be lengthy and may con-
tain sections that do not provide useful information, such as empty or non-relevant fields. As
a result, the result-management workflow could be further optimized. Instead of providing only
a direct link to the analysis report, the system could extract key findings and highlight them
directly in the email notification, similar to how updates about new APK versions are currently
presented. Extending this functionality to new APKs, not only updated versions, would improve
usability and result reading opmitization. However, it requires sufficient technical understand-
ing of Android vulnerabilities to avoid false positives and to determine which information is
most relevant for security team. In addition, the process could filter out noise or low-impact
findings by severities. It can be considered to correlate the findings with OWASP MASVS
categories, which optimizes the understanding of the results and offers possibility understand

them even with less technical knowledge.

Because the current implementation focuses exclusively on static analysis, future work could
explore the possible integration of dynamic analysis. Related studies discuss the benefits of
hybrid approaches that combine SAST and DAST for more comprehensive application secu-
rity testing. While the results of this thesis demonstrate that static analysis alone provides
valuable insight, integrating dynamic analysis with MobSF could further enhance coverage of
runtime and logic-based vulnerabilities. Nevertheless, given the strong results obtained
through static analysis, adding dynamic analysis is not an immediate necessity and in addition,

the already existing security tests contain dynamic analysis.

In addition, it would be beneficial to implement an automated process for handling MobSF
updates, as this would further reduce the amount of manual maintenance required and ensure

that the analysis environment remains consistently up to date.
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8. CONCLUSIONS

The objective of this thesis comes from the motivation for need of new automated static anal-
ysis test for Android applications to improve the whitelisting process and continuously maintain
the software security. The objective of thesis is to provide a comprehensive design science
approach for the implementation and design process of SAST. Furthermore, the aim is to
understand the MobSF static analysis tool capabilities and how the automation process can

be implemented while maintaining the performance.

The process needed to be fully automated to avoid manual work. Therefore, all of the core
processes were successfully automated: firmware polling, firmware processing, static analysis
and result management. In addition, the goal was to optimize the report reading and therefore

the reports of updated APK versions were implemented directly in the email body.

The MobSF static analysis was evaluated with intended insecure APK. The aim of the evalu-
ation was to compare how many before-known vulnerabilities MobSF detected. As a result,
the MobSF was powerful to detect manifest-level issues and hardcoded authentication tokens
and API keys while it did not succeed to detect vulnerabilities related to runtime or business
logic flaws. Compared to related literature, this evaluation provides more fine-grained insight
by revealing that MobSF also failed to detect certain hardcoded secrets and generated false
positives, demonstrating that its detection capabilities are not fully consistent across all sensi-
tive data types. However, it was expected that MobSF cannot detect all vulnerabilities, since
static analysis is limited to not runtime. Overall, the MobSF detected 10 vulnerabilities of 22,

in which 7 vulnerabilities were flagged directly in the static report.

The automation performance was evaluated with four real firmwares to mirror it in “real-life
scenarios”. The full process was evaluated end-to-end. It was noted that each build contained
timeouted APKs, and that APKs with different file sizes have different scanning times. How-
ever, it is not clearly resolved why the timeouts occurred. The timeout issues can not be ex-
plained directly with the file size, but they might be related to APK file complexity and external
issues, such as hardware. However, it can be observed that APKs with sizes between 0.04

MB and 0.15 MB have an average scanning time of approximately 10 seconds.
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Since the automated security testing is raising, this work adds value for providing complete
example how to implement and design fully automated SAST for Android. In contrast to related
studies that typically examine Android vulnerabilities, CI/CD practices, or SAST in isolation,
this thesis integrates all these aspects into a single, comprehensive solution. Also, this thesis
estimates the performance of the process in automation pipeline approach and discuss about
the strengths and flaws of MobSF static analysis. Since MobSF is open-source and widely
used, (Abraham et al. n.d.) this thesis enhances the mobile security testing research field by
delivering new, detailed insights into MobSF’s static analysis capabilities and by confirming

several findings observed in prior research.

This thesis provides a fully reproducible and practical Cl pipeline automation guide that utilizes
MobSF, Jenkins, Docker, Python, and related technologies. It also offers new candid perfor-
mance insights according to automated APK static analysis. The work is intentionally trans-
parent and grounded in real-world observations, including timeouts, memory constraints, and

several other factors that influenced the design decisions throughout the implementation.

This thesis however contains limitations. Only static analysis is used, which affects to detected
vulnerabilities, as expected. Also, the MobSF static analysis evaluation is limited to singe APK
and therefore the results might vary with different APK. The automation process performance
was evaluated with four randomly selected firmware, with different amounts of APKs and dif-
ferent APKs which were not known before hand. The amount of APKs affects to performance
as a duration time, and it may affect to timeouted APKs, if the timeouts is due to APK structure.

Also, the performance is highly impacted of the hardware memory.

Regarding whether these limitations can be fixed, many of them can be mitigated through
future improvements, while others are inherent to static analysis. Technical limitations such
as timeouts, memory issues, or instability can be reduced by increasing hardware resources,
adjusting timeout values, distributing work across multiple Jenkins executors, or improving
metadata and API handling within the pipeline. The limitations related to using only one inten-
tionally vulnerable APK can be addressed by expanding the evaluation to a larger and more
diverse sample set. However, certain limitations, such as the inability of static analysis to de-
tect runtime behaviour, business logic flaws, or backend-related vulnerabilities, cannot be fully
fixed, as they arise from the fundamental nature of SAST. These could only be addressed by
complementing static analysis with dynamic or hybrid analysis methods. Therefore, while sev-
eral practical limitations can be improved, others are inherent and must be acknowledged as

part of the chosen analysis approach.
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The work has been conducted successfully and has achieved its goals: the process has been
fully automated, making the security team’s work more efficient. The automation reduces the
required manual effort, saves a considerable amount of time, and supports the APK whitelist-
ing process. Furthermore, MobSF’s static analysis is capable of detecting several important
security vulnerabilities, demonstrating that it is well suited for detecting vulnerabilities in soft-
ware development.
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