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The European Union’s (EU) ambitious objectives for an internal electricity market and climate
targets have reshaped wholesale electricity markets in recent years. The increasing share of re-
newable energy, the growing number of marketplaces, and the rise in cross-border trade have
made trading increasingly faster and more complex. Alongside significant benefits such as effi-
ciency, competition, and innovation, this trend has also increased the susceptibility to market
abuse, particularly market manipulation. To enhance market oversight and strengthen the integ-
rity and reliability of energy markets, the EU amended the Regulation on Wholesale Energy Mar-
ket Integrity and Transparency (REMIT) in 2024,

The new REMIT Il amending regulation obligates Persons Professionally Executing Transac-
tions (PPETSs) in wholesale energy products and financial instruments, such as electricity deriva-
tives, to establish arrangements, systems, and procedures to identify, detect, and notify about
suspected market abuse. Additionally, the regulation imposes specific requirements for algorith-
mic trading, the use of which has increased, especially in the intraday (ID) market. In particular,
the requirements to detect market manipulation create a need for a new type of internal control
for PPETs, compelling them to assess their obligations from their own perspective.

This thesis develops effective and appropriate monitoring arrangements for a PPET under
REMIT Il. Utilizing various qualitative research methods, the study identifies the main risks of
market manipulation in the electricity ID market, develops compliant monitoring arrangements
and evaluates the most viable option for implementing an automated monitoring solution. The
proposed arrangements are primarily based on an interpretation of the guidelines provided by the
EU’s Agency for the Cooperation of Energy Regulators and the National Regulatory Authority of
Finland, as well as a sector review of the best practices among Nordic market participants.

The most significant risks of breaching the prohibition of market manipulation in the ID market
include engaging in prohibited trading practices such as layering, spoofing, transmission capacity
hoarding, and wash trading. Furthermore, manipulation can occur unintentionally through errone-
ous orders. Individual PPETs must base their risk management on risks relevant to their specific
business activities. To facilitate this, the thesis develops a framework for conducting a REMIT I
risk assessment and a monitoring strategy based on it.

A PPET that engages in high-volume or sophisticated trading, such as algorithmic trading, is
recommended to implement an automated monitoring system. The system can be either procured
from a service provider or developed in-house. To support the decision-making process, the op-
tions are compared using the Analytic Hierarchy Process conducted in collaboration with special-
ists of the topic. The results of the comparison prioritised the in-house solution with a score of
0.559 out of the total priority weight (1.0) compared to 0.441 for the service provider solution.
However, the evaluation of the results and sensitivity review demonstrate that the final result, and
consequently the decision-making process, is significantly influenced by the PPET’s trading and
monitoring strategy, as well as its risk appetite.

Keywords: market monitoring, market manipulation, REMIT I, risk assessment, layering,
spoofing, Analytic Hierarchy Process
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Euroopan unionin (EU) kunnianhimoiset tavoitteet ilmastonmuutoksen hillinnastéd seka
talousalueen yhtenaisistd sahkdmarkkinoista ovat muokanneet sahkén tukkumarkkinoita
merkittavasti viime vuosina. Uusiutuvan energian osuuden kasvu, markkinapaikkojen maaran
sekd rajasiirtojen lisdantyminen ovat tehneet kaupankaynnistd yhd nopeampaa ja
monimutkaisempaa. Merkittavien hyotyjen, kuten tehokkuuden, kilpailun ja innovaatioiden ohella
kehityssuunta on lisdnnyt alttiutta markkinoiden vaarinkaytoksille, erityisesti
markkinamanipulaatiolle. Energiamarkkinoiden valvonnan tehostamiseksi seka niiden
luotettavuuden ja rehellisyyden vahvistamiseksi EU muutti vuonna 2024 asetustaan energian
tukkumarkkinoiden eheydesta ja tarkasteltavuudesta (REMIT).

Uuden REMIT Il -muutosasetuksen myo6ta tukkutason energiatuotteilla seka
rahoitusinstrumenteilla, kuten sahkojohdannaisilla, liiketoimia ammattimaisesti toteuttavia
henkilditd (PPET) velvoitetaan yllapitamaan tehokkaita jarjestelmia, jarjestelyja ja menetelmia
markkinoiden vaarinkaytén havaitsemiseksi ja ilmiantamiseksi. Lisdksi asetus maarittaa
vaatimuksia kaupankayntialgoritmeille, joiden kayttd on lisdantynyt etenkin paivansisaisilla (ID)
markkinoilla. Erityisesti vaatimukset markkinamanipulaation havaitsemiseksi luovat uuden
sisdisen valvonnan tarpeen PPET -osapuolille, joiden on arvioitava velvoitteiden tayttdmista
omista lahtdkohdistaan.

Tassa tydssa kehitetddn REMIT [l -muutosasetuksen velvoittamat, tehokkaat ja
tarkoituksenmukaiset valvontajarjestelyt PPET -osapuolelle. Erilaisia laadullisia
tutkimusmenetelmia hydédyntaen selvitetdan markkinamanipulaation suurimmat riskit sahkon ID-
markkinoilla, suunnitellaan menetelmat velvoitteiden tayttdmiseksi ja arvioidaan kannattavin
vaihtoehto automaattisen valvonnan toteuttamiseksi. Kehitetyt valvontajarjestelyt perustuvat
ensisijaisesti tulkintaan EU:n energia-alan saantelyviranomaisten yhteistydviraston ja alan
Suomen kansallisen saantelyviranomaisen ohjeistuksista sekd katsaukseen pohjoismaisten
markkinatoimijoiden yhteisesti muodostamista parhaista kaytanndista.

Suurimmat riskit markkinamanipulaation kiellon rikkomiselle ID-markkinoilla ovat
syyllistyminen kiellettyihin “layering”, “spoofing”, “transmission capacity hoarding” ja "wash
trading” -kaupankayntimenetelmiin. Lisdksi manipulaatioon voi syyllistyd tahattomasti
virheellisten tarjousten myo6ta. Yksittdisen PPET -osapuolen riskinhallintatoimenpiteiden tulee
kuitenkin perustua sille relevantteihin riskeihin. Tdman tueksi tydssa kehitetdan viitekehys REMIT
Il -riskinarvioinnin toteuttamiseen seka siihen perustuva manipulaation valvontastrategia.

PPET -osapuolelle, joka kdy kauppaa joko suurella volyymilla tai hyddyntdd monimutkaisia
kaupankayntimenetelmia, kuten algoritmeja, on suositeltavaa suorittaa valvontaa
automatisoidulla  jarjestelmalla. Osapuolella on mahdollisuus hankkia jarjestelma
palveluntarjoajalta tai kehittdd sellainen itse. Paatoksenteon tueksi vaihtoehtoja vertaillaan
analyyttisen hierarkiaprosessin avulla hyddyntaen aihepiirin asiantuntijoiden nakemyksia.
Vertailun tulokset priorisoivat sisaistd ratkaisua, jonka osuus kokonaispainoarvosta (1,0) oli
0,559, palveluntarjoajan ratkaisun ollessa 0,441. Tulosten tarkastelu ja herkkyysanalyysi
kuitenkin osoittavat, ettd lopputulokseen ja siten myo6s lopulliseen paatéksentekoon vaikuttavat
merkittavasti sisdista valvontaa suorittavan osapuolen kaupankaynti- ja valvontastrategiat seka
riskinottohalukkuus.

Avainsanat: markkinavalvonta, markkinamanipulaatio, REMIT I, riskinarviointi, layering,
spoofing, analyyttinen hierarkiaprosessi
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1. INTRODUCTION

The free movement of goods within the single market has been one of the fundamental
economic rights since the establishment of the European Union (EU) [1]. To apply this
principle to wholesale electricity markets (WEMSs), the EU aims to create a unified Euro-
pean internal market for electricity. This objective has driven the liberalisation and inte-
gration of electricity markets in Europe, bringing numerous benefits in terms of efficiency,
competition, and innovation. [2] The simultaneous integration of renewable energy
sources to meet the EU’s ambitious climate targets has reshaped the market, making
the trading of wholesale energy products (WEPs), especially in continuous intraday (ID)

markets, more complex and fast-paced.

However, these developments have also increased the market’s vulnerability to unethical
practices aimed at gaining an unfair advantage, such as market manipulation and insider
trading [3]. Consequently, the need for effective regulation and surveillance of wholesale
energy markets has grown significantly. In response, the European Union established
the Regulation on Wholesale Energy Market Integrity and Transparency (REMIT) in 2011
to prevent market abuse and enhance market transparency [4]. Since then, establishing
effective systems for monitoring REMIT breaches has been the responsibility of regula-
tory authorities and entities arranging transactions, such as organised marketplaces
(OMPs). However, the recent revision of the regulation, REMIT Il in 2024, expanded this
obligation to include market participants executing trades in both wholesale energy prod-
ucts and financial instruments. This definition covers a wide range of participants, such
as energy producers that sell their production on the wholesale energy markets and

hedge their positions with energy derivatives. [5]

This obligation introduces a new area of internal control for these market participants.
Due to the statutory duty of regulatory authorities and the substantial volume traded
through OMPs, it is necessary for these entities to develop and maintain sophisticated
systems and specialized teams solely for market surveillance. However, for a market
participant trading only on its own account, it is not expedient to maintain such extensive
arrangements. Furthermore, these arrangements should be proportionate to the nature,
scale, and complexity of the participant’s trading activities. [6] For market participants
that trade with high volumes or frequency, the implementation of an automated monitor-

ing system is recommended in order to effectively detect suspicious activity. [7] When



implementing such a system, market participants face the option to develop one in-house
or outsource the monitoring activity. Evaluating these options requires a risk-based ap-
proach to ensure that the level of resources and measures deployed is proportionate to
the assessed risks. This ensures that market participants neither overlook necessary

measures nor implement excessive ones that would result in unnecessary expenditures.

1.1 Research objective and questions

The objective of this thesis is to explore effective and appropriate monitoring arrange-
ments for a market participant subject to monitoring obligations under the REMIT Il reg-
ulation. While the general principles of the presented arrangements are applicable
across all wholesale energy markets, the scope of the market-specific fundamentals is
focused on the continuous electricity intraday market. To achieve a comprehensive re-
sult, the thesis aims to answer the following three research questions:
1. What are the main risks of breaching the prohibition of market manipulation for a
market participant in intraday electricity trading, and how can they be identified?

2. How can a market participant engaging in intraday electricity trading manage the
risks associated with the prohibition of market manipulation through monitoring?

3. When evaluating the trade-offs between costs and benefits, is it more viable for
a market participant to procure an automated monitoring solution from a service
provider or develop one in-house?

1.2 Research methodology

The research objective and questions of this thesis form an empirical phenomenon,
which is approached through qualitative research methods. Qualitative research enables
the possibility of using a broad range of different approaches and the evolution of the
research strategy throughout the research project. This iterative process allows the com-
plexities of energy market regulation and its practical interpretations to be captured, em-
phasizing the conceptual significance of the phenomenon over rigid methodological pro-

cedures. [8]

Furthermore, rather than relying on a single research method, this thesis progresses
systematically from a theoretical literature review of the operating environment to a con-
tent analysis of the monitoring obligations, and finally to a comparison of the implemen-
tation options of an automated monitoring system. While the use of foundational meth-
ods, such as the literature review, is relatively self-evident, methods requiring specific
analytical decisions and tailoring to the context are introduced in more detail in the chap-

ters where they are applied.



Because the interpretation and management of compliance risks related to REMIT vary
significantly depending on the specific market participant, a standardized risk assess-
ment framework is utilized. This enables a consistent, risk-based approach, reducing the
influence of time, place, and the observing entity on the results. Furthermore, to support
decision-making regarding the technical implementation of an automated monitoring so-
lution, an analysis of the trade-offs and risks involved with these alternatives is con-
ducted. This analysis utilizes a semi-quantitative method known as the Analytic Hierar-

chy Process (AHP) to prioritise the implementation options.

The research material is primarily based on the REMIT and REMIT Il regulations, as well
as guidelines provided by regulatory authorities and other relevant entities, which are
presented throughout the thesis where applicable. To ensure a comprehensive and prac-
tical evaluation of the technical implementation of the monitoring system, interviews with

specialists from the commissioning party are conducted throughout the AHP process.

1.3 Structure of the thesis

This thesis is structured into six chapters. Chapter 2 presents the Nordic electricity mar-
kets from a Finnish perspective and outlines their regulatory fundamentals. Chapter 3
introduces the REMIT regulation and the market surveillance framework governed by it.
Furthermore, the concepts of market abuse, insider trading, and market manipulation are
examined. With a focus on market manipulation, the main compliance risks in the intra-

day market and the methods for identifying them are discussed.

In Chapter 4, the monitoring arrangements for a market participant are developed. The
content of a compliance programme is presented, and the risk assessment framework is
established. The proposed monitoring strategy provides the background for Chapter 5,
where the technical implementation of an automated monitoring system is evaluated.
This chapter provides a comparative assessment between procuring the system from an
external service provider and developing it in-house. The nature and features of the ap-
plicable service provider solutions are discussed, and the in-house solution is demon-
strated through its core components. These options are then prioritised using the AHP,

the results of which are evaluated, followed by recommendations based on the findings.

Lastly, Chapter 6 summarizes the thesis, discusses the implications of the results, and
considers the applicability of the findings. As this thesis aims to provide both academic
insights and practical guidance, further measures for market participants are recom-
mended to facilitate the implementation of the findings, alongside suggestions for future

research.



2. THE NORDIC ELECTRICITY MARKET

Electricity is a unique commodity in terms of trading. Most of the production must be
consumed simultaneously to maintain the system balance within the power grid. Efficient
and well-regulated electricity markets are the most cost-effective way to balance supply

and demand within the power system [9].

Finland, which liberalized its electricity market in 1995, is part of the Nordic electricity
market, which is further integrated into the European electricity market. In the Nordic
electricity markets, physical electricity is traded in three different ways: on electricity ex-
changes, in reserve and balancing power markets, and over-the-counter (OTC). [10]
There are two nominated electricity market operators (NEMOSs) in Finland: the Nord Pool
power exchange and the European Power Exchange (EPEX) [11]. This study focuses

on the Nord Pool, as it is the market-leading power exchange in the Nordic countries.

This chapter introduces the operational environment subject to the REMIT regulation
within the Nordic electricity markets and explores the recent changes in the market dy-
namics that have led to the emerge of market manipulation and consequently, the need

for market surveillance in wholesale energy markets.

2.1 Day-ahead market

The day-ahead (DA) market is the primary wholesale market for electricity, where trading
takes place daily for each 15-minute interval of the following day. At 9:30 CET (Central
European Time), available capacities on the transmission network are published, and
market participants submit their offers by 12:00 CET, specifying the quantities (MWh)
and corresponding price levels (€/MWh) of electricity they are willing to trade. Submitted
orders are matched in the pan-European market coupling process, through an algorithm
called EUPHEMIA (EU Pan-European Hybrid Electricity Market Integration Algorithm).
This algorithm handles the orders in the form of a closed auction, and as a result, the
prices for the next day are published at 12:50 CET. [9][11]

The price for every 15-minute interval is determined at the intersection of the supply and
demand curves, taking into account transmission constraints. This means the price is set
by the most expensive accepted bid. This structure is called marginal pricing, which re-
fers to prices being determined by the variable cost of the marginal plant. Due to this
mechanism of price formation, each producer receives the same price for the produced

electricity, which creates an incentive to offer production based on the variable costs of



power plants. [11] Marginal costs differ across the different energy sources used by the
generators, such as fuel, emission allowances, and the wear and tear of components. In
addition to marginal costs, some producers have the option to include an opportunity

cost in the pricing [12].

Opportunity cost refers to the value foregone by market participants who could otherwise
use the electricity in other processes, store it, or, in the case of hydropower plants, hold
water in a limited reservoir for future generation. Electricity produced today has a poten-
tial value in the future, and if this value is estimated to be higher due to factors such as
weather conditions, it can be included in the opportunity cost. [13] The costs that are
justified to include in the opportunity cost should be based purely on future forecasts of
the value of the generation, and they cannot include any margins that are used to cover
past investment costs or to ensure additional profit. [12][14] Furthermore, the price fore-
cast used in the calculation of the opportunity cost should be unbiased, meaning it cannot
consistently over- or underestimate the actual realized price. Instead, it should be correct

on average, with its errors distributed evenly in both directions [15].

During low-demand periods, the price is usually set by nuclear or even cheaper marginal
plants. When demand is higher or outages occur, fossil-fuel plants become the marginal
plants, causing higher prices [16]. Figure 1 illustrates the DA price formation process and

the influence of marginal power plants on the clearing price.

Price
Low demand High demand

! Production

Wind & solar Hydro Nuclear Coal Gas Qil

Figure 1. DA price formation and the impact of demand, modified from [16].

The Nordic electricity market is divided into multiple bidding areas. Each national trans-

mission system operator (TSO) determines how many bidding areas its country is divided



into. Finland is the only Nordic country with a single bidding area, while the others have
several. Transmission capacity between these areas is limited and subject to congestion,
which restricts power flow and creates the need for different prices between these areas.
[17] Figure 2 illustrates the bidding areas in the Nordic and Baltic countries, as well as

their corresponding average DA prices (€/MWh) on a typical winter day.

Figure 2.  Bidding areas of Nordic and Baltic countries and their
corresponding average DA prices on 15 January 2026 [18].

The day-ahead capacities are calculated using the Flow-based Market Coupling (FBMC)
method, which replaced the Net Transmission Capacity (NTC) method in 2024. These
capacities are then provided to EUPHEMIA for the final market clearing. The optimization

process is driven by the objective of maximizing social welfare. [19]

Social welfare comprises consumer and producer surpluses, as well as congestion rents.
Consumer surplus represents the benefit gained when the market price is lower than the
prices offered in demand bids, while producer surplus is the profit gained when the price
exceeds the prices requested in supply bids. Congestion rents are the product of the
price difference between bidding areas and the volume of electricity transferred between
them. In contrast to the NTC method, FBMC enables counterintuitive flows, which can,
in certain situations, increase congestion rents on another cross-border transmission

connection. [19]



2.2 Intraday market

The intraday market operates as a continuous aftermarket to the DA market, functioning
24/7 throughout the year. It enables market participants to adjust their electricity produc-
tion and consumption positions closer to the time of delivery. Trading for next-day deliv-
eries opens at 14:00 CET, and in Finland, it continues right up to the moment of delivery.
Bids and offers are submitted to a shared order book, where matching is executed by an
algorithm called Single IntraDay Coupling (SIDC). This algorithm prioritises trades by

submission time, and therefore, prices are determined on a pay-as-bid basis. [9][11]

The available cross-border trading capacities in the intraday market are determined by
the relevant TSOs after the calculations of the DA auction. If there is sufficient transmis-
sion capacity remaining, orders can be matched across all of Nord Pool’s bidding areas.
Intraday capacities are automatically updated based on the volume and direction of
trades. In the event of an operational issue, for example, an outage on a transmission

line, capacities can be adjusted directly by the TSOs. [20]

Depending on the market area, Nord Pool’s intraday market offers a variety of products.
In the Nordic market area, the available products are Power Hour (PH), Quarter Hour
(QH), and Block Order [21]. These products can be offered to the market through differ-
ent order types. This enables participants to implement strategic trading approaches
based on their operational needs and prevailing market conditions. Table 1 summarizes

the intraday order types offered by Nord Pool.

Table 1. Nord Pool’s intraday order types, adapted from [22].
Order type Description

Buy or sell order, where buy orders can be executed under
predetermined threshold, while sell orders can be executed

Limit order if the market price is equal to or higher than the threshold
price. Limit orders can be partially executed.
Fill-or-Kill (FoK) Limit order where the whole volume shall be accepted, oth-

erwise, the order is cancelled.

Limit order where as much as possible of the order volume

Immediate-or-Cancel (loC) is matched, and rest of the volume is cancelled.

Limit order with an FoK execution restriction and a maximum

Linked basket order basket of 100 orders.

Block order with 1-24 consecutive hourly products. All-Or-
User-defined block order Nothing (AON) orders, where only the entire volume may be
executed.

Limit order of large size, where the full size of the order can
be hidden by dividing it into smaller parts. The first part is
visible to the market, and the rest are revealed sequentially
when the previous ones have been fulfilled.

Iceberg order (IBO)




Since June 2024, there has also been a second market dedicated to intraday trading:
the intraday auctions (IDA), which were developed to improve the pricing of cross-border
intraday capacities. As the name suggests, these auctions are held three times a day.
[23] Due to the auction-based nature of this market, IDA is not within the scope of this
thesis. Currently, both the ID continuous market and the IDA, still use the NTC method
for capacity calculation. However, the implementation project of FBMC for the intraday

markets began in 2025, with a target go-live scheduled first for IDA. [24]

2.3 Reserve and balancing markets

As the TSO of Finland, Fingrid Oyj is responsible for maintaining the national power
balance [25]. The demand for reserves is driven by the need for continuous balancing at
both primary and secondary levels to maintain the system frequency at the nominal 50
Hz. Deviations from this frequency could damage the components of the power system
or even lead to a power outage. Fingrid manages the procurement of these reserves on

a market basis.

The reserve market consists of various products, which can be classified into three cat-

egories based on their purpose of use:

1. Frequency containment reserves (FCR)

2. Frequency restoration reserves: manual (mFRR) and automatic (aFRR)

3. Fast frequency reserve (FFR)
The primary distinction between these reserves lies in their activation times. FCRs con-
tinuously adjust the grid frequency to keep it within the range of 49.5-50.5 Hz. If a devi-
ation occurs, FRRs are activated to restore the frequency to its nominal level. Lastly,
FFRs are the fastest-activating reserves, providing immediate support in the event of a

sudden frequency drop. [25]

2.4 Financial market

Similar to other energy commodities, electricity derivative contracts can be traded on
financial markets. The leading exchange in the Nordic market has historically been
Nasdaqg Commodities, prior to the acquisition of the business by Euronext Nord Pool
Power Futures in 2026. [10][26] Unlike the other electricity markets, the settlement of the
product does not involve a physical delivery of electricity. The need to trade electricity
derivatives, such as futures and options, arises from the interest of a market participants
to manage the risks associated with electricity price fluctuations. These contracts can be

used to hedge a desired price level even years in advance. [10]



In the EU, electricity derivatives are regulated under Regulation (EU) No 648/2012 on
European Market Infrastructure (EMIR) and Regulation (EU) No 596/2014 on Market
Abuse (MAR). While EMIR focuses on increasing transparency and reducing risks in
derivatives markets, MAR establishes the framework against market abuse for a wide

range of financial products. [27][28]

2.5 Balance settlement

Each market participant is responsible for balancing its own electricity production, pro-
curement, consumption, and sales [29]. The remaining amount of imbalance energy for
every 15-minute imbalance settlement period (ISP) is calculated using the balance
model. The formula takes into account acquired production, consumption, fixed deliver-
ies, imbalance adjustments, and metering grid area imbalances. [30] This calculation is

illustrated in Figure 3.

Production

- Consumption

+/- Fixed deliveries
+/- Imbalance adjustments
+/- Metering grid area imbalance

= Imbalance energy

Figure 3.  Calculation of imbalance energy, modified from [30].

The price of imbalance energy is dependent on the corresponding market interval’s reg-
ulation direction. For ISPs where the main direction is upregulation, the price for imbal-
ances is determined as the higher of the mFRR upregulation price and the volume-
weighted aFRR upregulation price. Conversely, during a downregulation ISP, the price
is set by the lower of the mFRR downregulation price and the volume-weighted aFRR
downregulation price. In cases where there is no dominant direction, the imbalance price
is equal to the DA market price of the ISP. [31]
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The balancing is conducted by balance responsible parties (BRPs), which have open
delivery chain to Fingrid [29]. BRPs should aim for a net zero balance. The price of im-
balance energy incentivises market participants to maintain a balanced position. The
balance agreement between a BRP and Fingrid states that the open delivery chains are

prohibited from being used systematically for procurement or delivery of electricity. [32]

Even though balance settlement is not a marketplace where active trading takes place,
due to the pricing mechanism, the transactions of imbalance settlement can be inter-
preted as a form of trading. The interaction with the balancing market falls under the
scope of REMIT, as it is also part of the WEM. This is important to acknowledge because
in some cross-market manipulation strategies, transactions of imbalance energy com-

bined with trading activity can be used to generate a profit in certain scenarios. [33]

2.6 Changes in the operation environment

The most significant driver of energy politics in the European Union is the objective of
mitigating climate change and achieving carbon neutrality. The primary means of accom-
plishing this is the increased adoption of renewable energy sources and the electrifica-
tion of energy-intensive end-use sectors. [34] If implemented efficiently, these two ap-

proaches are mutually reinforcing.

At the same time, the EU is driving the implementation of an internal European electricity
market. Most of the current electrical infrastructure, and the electricity market based on
it, were developed during times when consumption and production were more predicta-
ble and market participants were more passive. Achieving a fully integrated European
market requires both physical grid expansion and the alignment of market structures with

real-time requirements. [35]

2.6.1 Electricity mix

Electricity production in the Nordic countries has traditionally been dominated by hydro,
nuclear, and thermal plants. Most of the trading volume has been executed through the
DA market because it provides sufficient time for the dispatchable production units to
ramp up and down. [36] The notable challenge with the increasing integration of variable
renewable energy (VRE) sources is their dependency on the weather, which complicates

the task of maintaining a continuous balance within the power system.

Due to the differences in natural resources and energy politics, the electricity mixes in
the Nordics vary between countries. Norway’s electricity production is based almost en-

tirely on hydropower. Due to its extensive reservoir capacity, the pressure to integrate
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VRE sources, such as wind and solar, has not been as high as in the other countries.
On the other hand, Denmark’s electricity mix has drastically shifted to become wind
power dominant. Sweden and Finland have more diverse production portfolios supported
by large baseloads from nuclear plants and hydropower. [36] Figure 4 illustrates the trend

of Nordic countries’ electricity mixes from 2010 to 2024.
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Figure 4.  Electricity mixes of the Nordic countries between 2010 and 2024 in
TWh, data from [37].

As indicated by the trends, wind power has experienced the largest relative growth in all
countries except Denmark, where only solar power has seen a greater increase. Wind
power has great potential in the Nordic countries because the timing of peak demand
and generation complement each other: when the demand is highest due to the heating
requirements during the winter season, wind conditions are also typically at their most
favourable. The expansion of wind power is expected to accelerate, and according to
Nordic Energy Research’s scenarios, wind power is projected to surpass hydropower
and cover about half of the region’s total electricity generation by 2050 [38].
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2.6.2 Market dynamics

The growing share of renewable energy sources, primarily wind power in the Nordic
countries, poses challenges for predicting production in the short-term. This has changed
market dynamics and shifted more volume from the DA market into the ID and balancing
markets. [36] The effects of the energy transition on electricity markets can already be
seen, as the Nordic market time unit (MTU) has partially transitioned from 60 minutes to
15 minutes. This transition aims to be fully implemented by the end of 2028, at which
point all remaining measurements are expected to adopt the 15-minute interval as a
standard. The reason for the shorter MTU is to better match trading intervals with the

actual physical patterns of increased variable energy sources. [39]

The increasing amount of VRE has also increased price volatility in electricity markets,
which in turn has created trading opportunities, attracting new types of speculative mar-
ket participants (MPs), such as trading houses, banks, and hedge funds, to participate
in wholesale electricity markets. Due to this, the wholesale energy market has increas-
ingly adopted the characteristics of financial markets in a process known as the finan-
cialization of the energy markets. [40] This phenomenon denotes an increased portion
of trading driven by speculative motives rather than relying on the resources of physical
assets. This has forced traditional MPs with physical assets to adapt to the new market

dynamics to remain competitive [41].

The combination of a shortened MTU, increased price volatility, and the entry of specu-
lative MPs has amplified the use of algorithmic trading in wholesale energy markets.
Although algorithms contribute positively to market efficiency by boosting liquidity and
improving price formation, their complexity and high execution speeds increase the risk

of market manipulation and create challenges for effective market surveillance. [40]

Lastly, a fully implemented internal European energy market is still far away, but Nordic
cooperation has been active in recent years. Most of the changes are related to reserve
markets, where FRR markets have been unified, leading to an increase in cross-border
activity. [42] The result of all these developments is a faster, more complex, and higher-
volume trading environment. For regulation to keep up with these changes, the legal

frameworks must adapt to ensure market integrity.
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3. MARKET SURVEILLANCE

The increasing complexity and financialization of wholesale energy markets have led to
heightened risks of market manipulation [43]. In response, the European Union has es-
tablished a system of supervision for the trade of energy, with the European Union
Agency for the Cooperation of Energy Regulators (ACER) serving as the designated
authority for market surveillance within the EU [44]. At the national level, the enforcement
is carried out by National Regulatory Authorities (NRAs), which in Finland is the Energy
Authority (EA) [45].

This chapter examines market monitoring and the enforcement of sanctions regarding
market abuse under the framework of the REMIT regulation in wholesale energy mar-
kets. To provide the necessary background for a market participant’'s own monitoring
arrangements, the surveillance approaches carried out by regulatory authorities are ex-
plored. Furthermore, the practices carrying the highest risk of market manipulation within
the electricity ID market, along with the methodologies for their identification, are pre-

sented.

3.1 REMIT

In 2011, ACER implemented the original REMIT Regulation (EU) No 1227/2011 to ded-
icate a framework to prevent market abuse and enhance transparency in European en-
ergy markets [4]. Enhancing the original framework, in 2024, REMIT Il was implemented
as amending Regulation (EU) 2024/1106, introducing an expanded scope, more detailed
data collection, and new reporting requirements, such as an obligation to disclose and

keep records about algorithmic trading [5]. REMIT introduces an EU-wide framework to:

o Define market abuse in the forms of insider trading, market manipulation, and

attempted market manipulation in wholesale energy markets.

¢ Prohibit and provide for the enforcement of the above conducts to sanction

breaches of market abuse at the national level.

o Establish a framework for the monitoring of wholesale energy markets to de-

tect and deter market abuse. [46]

The main objectives of REMIT are to enhance transparency and ensure the fair and
competitive functioning of energy markets. These objectives are essential for ensuring

that consumers and other market participants can trust the integrity of energy markets,



14

that prices reflect a fair and competitive interplay between supply and demand, and that
market abuse cannot be utilized to increase profits. [4] Monitoring these objectives is a
complex and sensitive task, as the regulatory surveillance should remain vigilant without

unnecessarily disrupting the proper functioning of the energy market [47].

The most significant update for market participants trading in wholesale energy markets
under REMIT Il is the updated scope of Article 15. This article requires market partici-
pants to establish and maintain effective arrangements, systems, and procedures to
identify potential breaches of Articles 3, 4, or 5, which define obligations regarding inside
information and market manipulation. Additionally, market participants engaged in algo-
rithmic trading became subject to the completely new Article 5a, which derives from Di-
rective 2014/65/EU on markets in financial instruments (MiFID Il) in order to align with

the existing algorithmic trading regulation in financial markets. [5][48]

The monitoring requirements under Articles 15 and 5a serve different purposes. Article
15 requires a market participant to monitor trading activities and implement measures to
identify and detect potential breaches of Articles 3,4, or 5. Article 5a, on the other hand,
is a more general obligation to have effective systems and risk controls to ensure that
the algorithms in use comply with the REMIT regulation. Therefore, the monitoring re-
quired under Article 5a is generally for MPs to ensure that the trading algorithms work
as intended. [49] These revised REMIT Il obligations for market participants trading on

WEMSs, along with the related prohibitions, are summarized in Table 2.

Table 2. Prohibitions and obligations related MPs trading on wholesale energy markets un-
der REMIT Il, based on [5].

Article Title Description

Article 3 Prohibition of insider trading Prohibits the use of inside information for trading.

. Obligation to publish inside Obligates MPs to publish inside information in an
Article 4 ; : :
information effective manner.
Prohibition of market manipu- Prohibits activities that create or attempt to cre-
Article 5 P ate false or misleading signals about wholesale

lation energy market fundamentals.

Obligation to disclose and document algorithmic

Article 5a | Algorithmic trading trading activities

Obligations of persons pro- Obligation to establish and maintain effective ar-
Article 15 | fessionally arranging or exe- | rangements, systems and procedures to identify
cuting transactions and report breaches of Article 3,4, and 5.

The expanded scope of Article 15 presents notable challenges for affected market par-

ticipants, as they must implement proactive monitoring measures into their own trading
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activities in order to effectively detect market manipulation. The publication of inside in-
formation and trading based on it have already been clarified in the Nordic markets, as
measures and thresholds have been established through common agreement among
market participants [50]. However, market manipulation is a more complex issue, as it is
harder to identify due to the wide range of sophisticated tactics used, which can make

its detection inherently challenging.

3.2 Insider trading

Insider trading is defined as the use of non-public information that could influence market
prices to gain an advantage in the market. The prohibition of insider trading is set out in
REMIT Article 3. To prevent such misuse, a market participant must be able to identify
information which qualifies as inside information. Inside information is defined in REMIT
Article 2 as precise non-public information that relates directly or indirectly to one or more
wholesale energy products and which, if made public, would likely have a significant

effect on the prices of those products [4].

Within the context of this definition, information may refer to data required to be disclosed
under EU or national regulations, such as information related to the capacity, usage, or
outages of electricity infrastructure, as well as any information likely to have a significant
impact on wholesale energy prices under applicable laws, market rules, contracts, or
customs. Additionally, information may be precise details about pending orders and any
other relevant trading-related information shared with service providers acting on behalf

of a market participant. [5][7]

Regardless of the type, size, and complexity of the business, all market participants
should have a clearly documented strategy on how to handle inside information. Robust
documentation is crucial to be able to demonstrate the information flow of potential inside
information in case of an inquiry from the regulation authorities. There are three types of

market abuse related to the prohibition against insider trading:

1. Using inside information in trading

2. Spreading inside information

3. Recommending or inducing based on inside information
If a market participant wants to make trading decision based on possessed inside infor-
mation, the information must first be published through an urgent market message
(UMM). [7]
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3.2.1 Disclosure of inside information

Under REMIT Article 4, market participants are obligated to publicly disclose inside in-
formation in an effective and timely manner [4]. ACER defines “timely” as “as soon as
possible, but at the latest within one hour” [14]. Consequently, it is recommended that
market participants implement internal measures to be able to identify and handle po-
tential inside information. However, in certain exceptions, such as the permanent shut-

down of production, it might be relevant to delay the publication. [7]

Traders should be excluded from accessing inside information to prevent inside infor-
mation from reaching the trading centre, where the risk of using such information in trad-
ing is higher. This type of arrangement aims to isolate the trading environment and is
highly recommended if the market participant intends to continue trading in a manner
that could otherwise be influenced by inside information. While there is no strict definition
of an information barrier or specific guidelines for its implementation, the most important
aspect is to have sufficient routines and documentation ensuring that the barrier is in

place and serves its purpose. [7]

3.3 Market manipulation

As defined in Article 2 of REMIT II, market manipulation and attempted market manipu-
lation involve entering into any transaction, or issuing, modifying, or withdrawing any
order to trade, or engaging in any other behaviour relating to wholesale energy products
which:
1. Gives, oris likely to give, false or misleading signals as to the supply of, demand
for, or price of wholesale energy products.

2. Secures, or is likely to secure, by a person, or persons acting in collaboration, the
price of one or more wholesale energy products at an artificial level, unless the
person who entered into the transaction or issued the order to trade establishes
that his reasons for doing so are legitimate and that such transaction or order to
trade conforms to accepted market practices on the wholesale energy market
concerned.

3. Employs a fictitious device or any other form of deception or contrivance which
gives, or is likely to give, false or misleading signals regarding the supply of, de-
mand for, or price of wholesale energy products.

Additionally, the dissemination, transmission, or provision of false or misleading infor-

mation by any means is also considered a form of market manipulation. [5]

Article 5 of REMIT prohibits market participants in the wholesale energy market from
manipulating the market [4]. This definition does not account for the intentionality of the
behaviour. As a result, even common human errors in trading may unintentionally have

a manipulative effect on the market and could be treated as a sanctionable offense. [43]
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Erroneous orders are discussed in more detail later on. Market manipulation and at-
tempted manipulation can occur in many forms, both within and outside the actual mar-
ketplace. ACER’s Guidance on the application of REMIT (hereinafter referred to as the
ACER Guidance) categorizes these into on-market and off-market manipulation. These

practices and their forms of occurrence are illustrated as a Venn diagram in Figure 5.

Figure 5. The main categories of market manipulation and attempted market
manipulation in WEMSs, modified from [14].

The first category of market manipulation in Figure 5 directly reflects the main element
of market manipulation, which is likely to distort the wholesale energy market by affecting
supply, demand, or price. The second category refers to practices that rely on artificial
arrangements, fictitious transactions, or other deceptive mechanisms. Unlike the first
category, these practices aim to create a false impression of market conditions through
artificial schemes, rather than merely by distorting market signals. Lastly, the third type
of market manipulation practices covers the dissemination of false or misleading infor-
mation. This includes publishing explicit statements through information channels, as
well as other, broader forms of communication intended to misrepresent the supply, de-

mand, or price of wholesale energy products. [14]

It is challenging to provide a comprehensive list of all the manipulation practices that
exist. However, the ACER Guidance provides a non-exhaustive list of relevant market
manipulation practices currently identified [14]. These practices should serve as a start-
ing point when assessing whether a specific behaviour constitutes a potential REMIT
breach. The practices are categorized into the three groups as presented in Figure 5.
However, it is important to note that this classification is primarily for simplification, and
many of the practices can fall under more than one category [14]. The practices of market
manipulation through false or misleading transactions on WEPs are listed in Table 3.
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Practices of market manipulation through giving false or misleading signals and/or

securing the price at an artificial level, adapted from [14].

Trading of wholesale energy products in such way that:

Wash trades

There is no change in beneficial interests or market risk, or they are
transferred between MPs acting together.

Pre-arranged

The transfer of beneficial interest or market risk is only between MPs

trading acting together.
. It uncovers the orders of other MPs to gain an unfair advantage from the
Phishing ) . )
obtained information.
Non-genuine orders are issued to different (layering) or the same (spoof-
Layering/Spoofing | ing) price levels on one side of the order book, in order to actually trade

on the other side.

Creating a floor or
a ceiling in the
price pattern

Obstacles are created for the wholesale energy product, preventing
prices from falling below or rising a certain level, in order to profit from it.

Painting the tape

It is shown on a public display facility to give a false impression of activ-
ity or price movement.

Momentum
ignition

It promotes a trend in order to create an opportunity to trade at a favour-
able price.

Quote stuffing

It creates uncertainty for other participants, slows down their processes,
and/or camouflages one's own trading strategy.

Advancing the bid

It increases or decreases the bid/offer in order to artificially move the
price.

Smoking

It attracts other MPs using traditional trading techniques and then rapidly
revises the orders to less generous terms in the hopes of executing prof-
itably against the incoming flow of "slow" orders.

Erroneous orders

It unintentionally sends false or misleading signals regarding supply, de-
mand, or price through mistakenly placed orders or transactions.

Placing orders
with no intention
of executing them

It gives misleading signals as to the supply, demand, or price without
any genuine interest in the individual execution of those orders.

Marking the refer-
ence period

It sets the reference price at a specific level at a corresponding refer-
ence time.

Distort costs as-
sociated with a
commaodity con-
tract

It distorts costs associated with the product, such as transportation with
the effect of fixing the settlement price of a related financial contract to
an artificial level.

Abusive
squeeze/Market
cornering

It exploits significant influence over the supply, demand, or delivery
mechanism to distort the price at which others must deliver, take deliv-
ery, or defer delivery to satisfy their obligations.

Cross-product
manipulation

It improperly influences the price of another related product.

Cross-venue
manipulation

It improperly influences the price of the same product traded through al-
ternative platforms, such as an OMP or bilateral contracts.

Transmission
capacity hoarding

It acquires all or part of the available transmission capacity without using
it or without using it effectively.

Capacity
withholding

It unjustifiably withholds available production, storage, or transportation
of the product with the intention to set the price to an artificial level.
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These types of practices are considered to be deployed exclusively on-market. Types of
market manipulation that are a mix of on- and off- market manipulation involve the em-
ployment of fictitious devices or any other forms of deception or contrivance. These prac-

tices are listed in Table 4.

Table 4. Types of market manipulation through fictitious devices and other forms of decep-
tion or contrivance, adapted from [14].
Type Trading of energy wholesale products in such way that:

Trash and cash

It involves taking a short position, undertaking further selling activity,
and/or disseminating misleading negative information with a view to
decreasing the price by attracting other sellers. When the price has

fallen, the position is totally or partially closed.

Pump and dump

It involves taking a long position, undertaking further buying activity,
and/or disseminating misleading positive information with a view to

increasing the price by attracting other buyers. When the price has

risen, the position is totally or partially closed.

Opening a position
and closing it immedi-
ately after its public
disclosure

It involves opening a position in a product and closing it shortly after
having publicly disclosed the existence of such a position.

Creating a mispercep-
tion through specific
actions

It involves engaging in, for example, a flow, movement, transporta-
tion, injection, or storage of the product, which might create a mis-
leading impression as to the supply, demand, or price of the product.

Misleading research

Trading activity is conducted before or shortly after the MP have pro-
duced or disseminated contrary research or investment recommen-

or recommendations dations that are publicly disclosed.

Other more general
forms of dissemination
of false or misleading
information with an
underlying trading in-
terest

False or misleading information is disseminated through the media
or by other means, which results or is likely to result in moving the
price of a product in a favourable direction.

Lastly, the third type of market manipulation, conducted fully off-market, includes the

dissemination of false information about wholesale energy products:

o Disseminating false or misleading information through the media, or by any
other means, which contains false or misleading statements about the supply,

demand, or price of a product.

e Employing other more general forms of disseminating false or misleading
information through any means about the supply, demand, or price of a product.
[14]
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3.3.1 Main risks in intraday market

Due to differences in market mechanisms, certain types of market manipulation are more
likely to occur in specific electricity markets. This thesis focuses on continuous intraday
trading, which has many aspects in common with traditional stock markets. Just as in-
vestors in the stock market can buy and sell shares in companies, market participants in
the intraday electricity market have the right to buy and sell power, which is delivered
through the transmission lines of the grid. [3] Due to its continuous nature and the pay-
as-bid pricing mechanism, the intraday electricity market shares several of the same
risks of market manipulation with stock markets and many other financial markets. This
is why a significantly broader range of manipulation practices are applicable in the ID

market than in other physical electricity markets [51].

ACER has published specific guidance on the practices of layering and spoofing [52],
transmission capacity hoarding [53], and wash trades [54]. These were all covered by
ACER’s surveillance by 2021 [55]. The Energy Authority demonstrates its market sur-
veillance through articles in its stakeholder magazine. Regarding the intraday market,
the EA specifically highlights behaviours where non-genuine orders are issued in order
to secure the price at an artificial level, particularly mentioning the practices of layering,
spoofing, and momentum ignition. [15][56] Additionally, in Nord Pool's Best Practice re-
port [7] and the newsletter from the exchange’s market surveillance unit on the ID market
[33], the highlighted compliance risks are layering, spoofing, transmission capacity
hoarding, as well as involvement in cross-product manipulation with the balancing mar-
ket. Based on the surveillance focus and coverage by these entities, as well as academic
research on enforcement cases [44], the main types of market manipulation constituting
a compliance risk in the electricity ID market can be identified. The following practices
present the highest risk, as market participants could potentially engage in them to gain

a direct economic advantage:
e Layering
e Spoofing
e Transmission capacity hoarding

Additionally, wash trades are highly relevant in continuous markets, such as the ID mar-
ket. Wash trades are usually used as part of more sophisticated practices, and there are
procedures to prevent the effect they have on the market [54]. The fundamentals of these
manipulation practices are discussed in more detail later on, along with examples and

methods for their identification.
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3.3.2 Erroneous orders

The previously listed main risks of breaching the prohibition of market manipulation in
the intraday market are most likely to occur when there is malicious intent behind the
behaviour. However, the legislative definition of market manipulation under REMIT does
not include any element of intent, which means that whether the trading behaviour is
intentional or not is irrelevant when qualifying it as market manipulation. Consequently,
erroneous orders occurring during trading can create a risk of breaching Article 5 for
market participants [14]. Depending on the price, size, and the extent to which the order
led to transactions, as well as its impact on the market, an erroneous order can qualify

as market manipulation or, in certain scenarios, constitute as insider trading [7].

As discussed earlier, inside information has more quantitative thresholds, which also
apply to erroneous orders. Therefore, in the event of an erroneous order, it might be
appropriate to publish an UMM about it. This way, the market participant fulfils the obli-
gation under Article 4 and allows the participant to trade based on the information without
breaching Article 3, including the trades to correct the erroneous position. [7] On the
other hand, making a comprehensive judgement on whether an erroneous order could
count as market manipulation is more complicated. For an erroneous order to be as-
sessed as market manipulation, it must have a manipulative effect on the market. Inves-
tigating this effect follows the same principles as examining intentional market manipu-

lation, which will be presented later on.

Due to the fact that erroneous orders are unintentional, they constitute a significant com-
pliance risk regarding Article 5 for all market participants. Furthermore, to date, the only
REMIT breach leading to sanctions in the Finnish electricity market was due to an erro-
neous order, which occurred in November of 2023. Due to an operational error, a Swe-
dish energy company, Kinect Energy Sweden AB, placed orders in the Finnish bidding
area for the entire DA market day, selling an average of 5 787 MWh of electricity that it
did not possess. This caused prices to drop to the technical minimum of -500 €/ MWh for
several hours. The Energy Authority launched an investigation into the case a few days
after the incident, and at the end of 2025, a decision was published. The EA stated that,
when examining the incident as a whole, the lack of risk controls regarding the erroneous
order reflected a general disregard for the potential consequences of placing incorrectly
sized bids on the market. Since the activity led to a breach of Article 5 and resulted in
significant market effects, the EA has applied to the Market Court for the imposition of
an administrative fine of 9.25 million euros, calculated as 5.5% of the company’s annual
turnover. [57][58]
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3.3.3 Algorithmic trading

Algorithmic trading refers to trading with minimal or no human intervention, utilizing com-
puter-calculated algorithms to automatically determine individual parameters of orders.
These parameters may include the decision to initiate the order, its timing, price, and
quantity, or how to modify it after submission. This definition excludes any systems that
are solely used for routing orders to one or more OMPs for processing orders without
determining any trading parameters, for confirming orders, or for the post-trade pro-

cessing of executed transactions. [5]

A key driver behind the expected further growth of algorithmic trading is the increased
share of VRE. This shift has amplified the need for constant position balancing closer to
the time of delivery, a function primarily served by the intraday market. Additionally, the
number of market participants relying purely on algorithmic trading has increased, driven
by the growing presence of asset-less market participants. Furthermore, the process
automation provided by algorithms, coupled with the increased competitiveness of the
markets, has compelled traditional market participants, such as energy producers, to

implement algorithmic trading. [40]

The complexity of the algorithms market participants use depends on their trading strat-
egies. Generally, participants engaging in highly speculative trading tend to utilize more
advanced algorithms. [40] There are three main types of algorithms in energy trading:
signal generators, execution algorithms, and trading algorithms [14]. The obligations to-
wards market participants engaged in algorithmic trading are defined in Article 5a of RE-
MIT II. The different types of algorithms used in wholesale energy markets, and whether

they fall within the scope of Article 5a, are presented in Figure 6.

In-scope

Signal Execution Trading
generators algorithms algorithms
* Based onasetof * Usedtoexecutea * Unlike execution
inputs trading decision algorithms, the

* Provides trading made outside the
signals or supporting algorithmin an
information for optimized way

trading decisionsto a * Parameters are set

algorithm
additionally decides
whether the order
should be submitted

trader or an
execution algorithm

outside the algorithm

on the trading
platform or not

Figure 6.

Main types of algorithms in WEMSs, adapted from [7][14].
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In accordance with the new Article 5a, a market participant that engages in algorithmic
trading must establish and maintain effective systems and risk controls that are propor-
tionate to the nature and scale of its business operations. These systems must have
appropriate threshold limits and the capability to prevent the submission of erroneous
orders or from otherwise functioning in a way that could distort the normal functioning of
the market. Furthermore, if a market participant uses algorithms as defined in REMIT I,
it must notify the relevant NRA of this use. The NRA may, either periodically or on an ad
hoc basis, require the market participant to provide a description and disclose relevant

elements and parameters of its algorithmic trading strategy. [5]

3.4 Monitoring framework

The REMIT regulation includes numerous prohibitions and obligations, and it is important
to note that their applicability varies across different entities. The primary responsibility
for market monitoring under REMIT is assigned to ACER and the NRAs in REMIT Article
7 [4]. To gain a comprehensive overview of energy market surveillance and derive best
practices, the methodologies employed by these regulatory authorities will be examined.
Furthermore, effective monitoring should always be aligned with the specific scope of

information available to each entity [14].

The revised obligation to notify and establish arrangements for identifying breaches of
Articles 3, 4, and 5 applies to persons, legal or natural, professionally arranging or exe-
cuting transactions (PPAETSs). Under REMIT, this category is further divided into persons
professionally arranging transactions (PPATs) and persons professionally executing
transactions (PPETSs). [14] Recognizing the distinction between these roles is crucial, as
the obligations imposed upon them differ. This thesis focuses on the obligations applica-
ble to a PPET. However, the guidance for PPATs is utilized due to the more comprehen-

sive material available.

3.4.1 Risk-based approach

Establishing an effective monitoring framework with systematic measures requires a
comprehensive understanding of the specific risks faced by the observing entity. A risk-
based approach is essential to ensure that the monitoring efforts are proportionate to the
actual risks faced by the market participant. The key element of this approach is a com-
prehensive risk assessment, which involves evaluating both the likelihood of a specific
type of market abusive behaviour occurring and the potential consequences such be-

haviour may entail. [7]
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In this framework, the levels of different risks are evaluated as a product of their likelihood
and consequence. Figure 7 illustrates an example of a risk matrix used to assess REMIT
compliance risks, as presented in Nord Pool’'s REMIT Best Practice Report (hereinafter
referred to as the REMIT Best Practice). [7] The dimensions of likelihood and conse-
quence are categorized into three qualitative levels, which are further quantified in order
to calculate a risk score. Additionally, the matrix includes a non-applicable category for
risks that have zero probability of occurrence or where the consequences are negligible.
In the example of REMIT Best Practice, the assessment of the risk’s consequence level
is determined by the severity of potential sanctions and the extent of reputational harm
that the realization of the risk could cause. On the other hand, the assessment of likeli-

hood is more complex and requires a more detailed review.

Consequence

. Company sanction and personal
Company sanction and . .
sanctions or heightened

reputational risk / 3

Likelihood | N/A G ction/1
feetthoo B reputational risk /2

N/A 0. 0. 0. 0.
Low /1 0. 1. Very low 2. Low 3. Medium
Medium /2 0. 2. Llow 4. Medium
High/3 0. 3. Medium

Figure 7. REMIT-specific risk matrix, modified from [7].

In the ACER Guidance, conducting a risk assessment is only mentioned as being man-
datory for PPATs. However, the Best Practice Report strongly recommends it also for
PPETs, as it forms the foundation for assessing compliance risks regarding REMIT. A
carefully considered risk assessment also facilitates the allocation of limited monitoring
resources to the most appropriate areas. Furthermore, it serves as crucial documenta-
tion, not only for the internal use of the PPET itself, but also as proof for authorities that

the monitoring efforts are based on a systematic review.

The risk assessment should evaluate the types of market abuse that are most relevant
for the market participant. Valuable resources for filling the risk assessment of a PPET

can include:
e REMIT and REMIT Il regulations
e ACER Guidance
¢ Enforcement decisions and guidance of NRAs
o REMIT Best Practice Report
e Academic literature on the topic

¢ Insights and expertise from internal specialists
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3.4.2 Regulatory authorities

ACER holds the primary responsibility for monitoring the wholesale energy market at the
EU level to detect violations of REMIT. This is carried out in close collaboration with the
NRAs, which also conduct independent surveillance of their respective market areas.
Investigations that include cross-border activities are handled by the relevant NRAs with
the support and coordination of ACER. [4] To fulfil its obligations, ACER utilizes a moni-
toring framework to collect market information for detecting and preventing market
abuse. Regarding physical electricity, ACER collects comprehensive information on all
trading orders and transactions [59]. This information is then screened as part of its mar-

ket surveillance and enforcement process, which is illustrated in Figure 8.
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Figure 8. ACER’s approach to market monitoring, adapted from [59].

The automatic screening within ACER’s market surveillance process is based on the use
of predefined alerts to detect anomalous market activity. These alerts consist of struc-
tured patterns or sequences of transactions and submitted trade orders that may signal
potential market abuse [60]. They also detect relevant market developments, such as

the availability or unavailability of specific resources like power plants [59].

Following the automatic screening process, analysts examine the triggered alerts and
assess the severity of the suspicious behaviour. Analysts utilize a range of sophisticated
tools that provide detailed statistics for each market participant, including their trading
behaviour per delivery point or bidding area, as well as cross-border trading. ACER reg-
ularly reviews and updates its alert logics and parameters to improve their effectiveness,
ensuring they keep up with the latest market developments. [60][61] Figure 9 represents
a view of one of ACER’s surveillance tools, which visualizes the position of a MP in
different bidding areas. This tool serves as an essential instrument for detecting and

investigating potential manipulation practices across borders.
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Figure 9. View of one of ACER’s surveillance tools utilized in cross-border
investigations [61].
ACER notifies NRAs of suspicious behaviour by sharing the screened alerts on a monthly
basis, along with an initial assessment report, which includes details about the suspicious
behaviour observed in the market under the respective NRA’s surveillance. [62] Figure
10 displays a rounded monthly average of the alerts triggered, manually assessed and
shared with the NRAs between 2017 and 2024.

2017-2024 Alert Screening ACERE

Long Term Overview Fries

Year

2017 2018 2019 2020 2021 2022 2023 2024

Average of Alerts by Month

Average of Alerts Shared with NRAs @ Average of Manually Assesszed Alerts Average of Alerts Triggered

Average of Merts
Aoverage of Merts Triggered

207 2018 2019 2020 2021
MonthiYear

2024

Figure 10.  Trend of alerts screened by ACER as of 23 October 2024 [62].

As can be seen in Figure 10, there has been a steady growth in the quantity of alerts

over the years. In line with this trend, the number of alerts manually shared with the
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NRAs is expected to continue growing, as PPETs are also required to ramp up their

monitoring procedures.

In addition to the continuous regular surveillance carried out by authorities, more in-depth
reviews of unusual market conditions are conducted. For example, in early 2024, during
the highest DA prices observed in Finland in the 2000s, the EA investigated the possi-
bility of manipulative behaviour in the markets. In addition to high prices being a potential
outcome of successful market manipulation, the tight conditions typically associated with
such price levels may also create opportunities to profit significantly from various manip-

ulation practices, thereby increasing the incentive for their use. [56]

3.4.3 Market participants

More precisely, a PPET is defined as any natural or legal person professionally executing
transactions, including orders issued on their own account as well as orders executed
on behalf of a third party. Under REMIT Il, the obligation to notify ACER and NRAs about
any reasonable suspicion of breaches of Articles 3, 4, or 5 also applies to PPETs. These
obligations apply only to PPETs who execute orders in financial instruments (Fl), thereby
falling under PPAET obligations according to MAR, and who also execute orders in

wholesale energy products. This is illustrated as a Venn diagram in Figure 11.

PPET subset of PPAET under

PPET subset of PPAET under PPAET under Art 3(28) of MAR Art 2(8a) of REMIT

Art. 2 (8a) of REMIT with without REMIT Art. 15(2) .
REMIT Art. 15(2) obligations obligations REMIT Art. 15(2)

obligations

Figure 11. PPETs obligations under Article 15 of REMIT II, modified from [14].

A PPET subject to the obligation of Article 15 is required to establish and maintain effec-
tive internal arrangements, systems, and procedures to fulfil its monitoring duties under
REMIT. Specifically, these measures must be capable of detecting and reporting suspi-
cious orders and transactions regarding potential breaches of Articles 3, 4, or 5. Further-
more, the regulation requires that employees responsible for these surveillance tasks

remain free from conflicts of interest and act independently. [5] In addition to the effective
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arrangements to detect market manipulation, ACER’s open letter on the REMIT Il obli-

gations of PPAETSs provides examples of such arrangements. These include:

¢ The implementation of internal procedures and awareness training for staff on
REMIT compliance, including measures and systems to prevent and detect in-
sider trading, market manipulation, and the non-effective or non-timely disclosure

of inside information.

e Procedures on how to conduct an effective assessment to determine a reasona-

ble suspicion of potential breaches of Article 3,4, or 5.

¢ Internal guides and procedures on how to write and report adequate, complete,

and informative Suspicious Transaction and Order Reports (STORS). [63]

As the authorities have not provided exact guidance on what PPET monitoring should
include, there is no single solution applicable to all PPETs. It is only stated that monitor-
ing procedures should be reasonable and proportionate to the PPET's size, as well as
to the scale and complexity of its trading activities. Furthermore, the Finnish Energy Au-
thority has stated that it is not empowered to grant pre-approval for a market participant’s
arrangements. However, it lists the fundamental requirements for a PPET to implement
the obligations under Article 15. Regarding market manipulation, these include the as-
sessment of compliance risks relevant to the PPET, the identification of the manipulation

practices, the development of internal guidelines, and the training of personnel. [6]

In addition to the acknowledgment for reasonable and proportionate measures, the
ACER Guidance provides more in-depth guidance on the arrangements, though specif-
ically for PPATs. Furthermore, the REMIT Best Practice highlights elements from this
guidance which are also relevant for PPETs. These include sufficient resources, includ-
ing personnel, analytical tools, and access to relevant information to effectively carry out
monitoring duties. To ensure integrity and confidentiality, internal monitoring personnel
must be free from conflicts of interest and operate independently from the trading func-
tion, thereby establishing an effective information barrier. [7][14] The purpose and work
of the compliance function regarding market monitoring should be clearly documented.
A compliance programme, incorporating an appropriate monitoring strategy, should be

established to serve as a cornerstone document supporting the monitoring activities.

According to the ACER Guidance, PPETs should focus their internal monitoring on be-
haviours observed during their own trading and in relation to information available them.
It is important to note that monitoring should not be limited to the PPET’s own behaviour,
but should also encompass the market activities of other MPs in the context of the

PPET’s own trading behaviour. [5][7] However, the REMIT Best Practice emphasizes
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that PPETs are not expected to proactively monitor other MPs. Rather, their responsibil-
ity regarding other MPs is limited to reporting suspicious activities they observe in the

course of their own trading. [7]

To an extent that is appropriate and proportionate in relation to the scale, size, and nature
of its business activities, a PPET engaged in trading should employ automated monitor-
ing systems and implement procedures that assist in the prevention and detection of
market abuse. However, automated monitoring alone is not sufficient, an appropriate
level of human analysis must be included. The most effective monitoring approach is
likely a combination of automated monitoring for the large volumes of trade data, followed
by in-depth human analysis. Automated monitoring system alerts should be configured
based on the PPET’s risk assessment. [7] When these alerts rely on predefined thresh-

olds, they should be reviewed regularly, following a similar approach to ACER.

3.5 Identification of manipulation practices

Because of the sensitive nature of the market surveillance there is no in-depth public
information on how exactly regulatory authorities screen for anomalous events and gen-
erate alerts based on them. However, in the Guidance Notes of the main behaviours in
intraday markets [52][53][54], ACER has provided indicators and measurements to some
extent. Additionally, there are some indicators found in academic research [3][64] on the

detection of market manipulation, which can be used to quantify the indicators.

The fundamentals of many manipulation strategies relevant in the intraday market are
as old as the concept of a shared order book. A shared order book is a list that includes
all the orders that the trading system of an OMP receives, recording the expressed in-
terests of buyers and sellers. As the orders are displayed in an anonymised manner, it
enables a single MP to alter the order book. To gain an understanding of the identification
methods, the specific market manipulation practices posing the highest risk in the intra-

day market are illustrated through examples.

3.5.1 Layering and spoofing

Layering involves issuing multiple non-genuine orders at different price levels on one
side of the order book to execute profitable transactions on the opposite side. Spoofing
follows the same principle but utilizes a single large order or several non-genuine orders
at the same price level. Both practices aim to mislead other market participants about

supply and demand to influence their pricing decisions and profit from the resulting price
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movements. [52] Ultimately, these practices violate the fundamental regulation principle

that every submitted order must represent a genuine intent to trade [15] .

In this example situation of layering in the electricity ID market is the following: MP X
wants to buy 200 MW of a product at a price lower than the current best ask of 100
€/MWh. MP X places non-genuine ask orders at lower price levels than the current best
ask from MP Y in order to push the price down and profit from it. In Table 5 and Figure

12 are illustrated the time events of this example case of layering.

Table 5. Events during the practice of layering, adapted from [52].

Time Events
sequence

T The bid-ask spread is established by bid order of 50 MW at 65 €/ MWh and ask
order of 300 MW at 50 €/ MWh by MP Y.

T2 MP X places two ask orders: 150 MW at 95 €/ MWh and 100 MW at 90 €/ MWh.

T3 MP Y reacts to the changes in the order book of T2 and updates the price of
its 300 MW ask order to 85 €/ MWh.

T4 MP X places two new ask orders: 75 MW at 80 €/ MWh and 50 MW at 75
€/MWh.

T5 MP Y reacts by updating the price of the 300 MW ask order to 70 €/ MWh.

T6 MP X places a bid order of 200 MW at 70 € MWh, which matches the ask or-
der of MP Y, leading to a transaction of 200 MW at 70 €/ MWh.

T7 After the transaction, MP X cancels the previously placed ask orders.

In Figure 12 the ask orders are in red, bid orders in green and in case of a transaction
the cell outlines are bolded. Additionally, the orders of market participants X and Y are

marked and color-coded.

Order quantityin MW attime sequences fromT1to T7
Price €/MWh T1 T2 T3 T4 15 T6 17
100 300/Y 300/
95 150/X 150/X 150/X 150/X 150/X
S0 100/X 100/ 100/X 100/X 100/
85 3007Y 3004
80 751X 751X 751X
75 507X 50/X 50/X
70 3000Y 300/7Y - 200/X 1007Y
65 50 50 50 50 50 50 50

Figure 12. |llustration of transmission order book activity during layering,
adapted from [52].

To date, the majority of published REMIT enforcement cases involving layering or spoof-
ing have occurred in ID wholesale gas markets. Furthermore, the most notable cases of
these practices have emerged in France. [65] In one of them over 65 incidents spread

over 54 trading days, a Dutch energy company, VITOL SA, would first issue multiple sell
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orders at the beginning of the trading session when liquidity was low. Later on, VITOL
issued sell orders at generally decreasing price levels. These orders would then de-
crease after the market became more liquid. After this VITOL would engage in important
purchases and cancel the sell orders to finish the session as a net buyer. The French

NRA imposed a fine of 5 million euros. [66]

A notable case from Finland occurred in 2017, when the Finnish energy company Ky-
menlaakson S&hko Oy had its trading algorithm issue erroneous orders in the electricity
ID market. Over a span of 12 minutes, the algorithm placed both sell and buy orders of
1.1 MWh at varying price levels, frequently followed by immediate cancellations. Be-
cause the majority of the ask orders were issued at a price of 0 €/ MWh, other market
participants reacted by raising the prices of their bid orders. This caused the price move-
ments resemble the market impact caused by practices of layering and spoofing. Con-
sequently, the Energy Authority investigated the incident for potential market manipula-
tion. However, the EA concluded that the overall market impact was minor and found no
evidence that the company had profited from the malfunction. Ultimately, while the inci-

dent constituted a breach of Article 5, no financial sanctions were imposed. [67]

This case affirms the fact that layering and spoofing can be identified by assessing the
pattern of the orders and transactions, which typically follow a specific logic for the ma-
nipulation attempt to succeed. The characteristics of these practices are defined by
ACER in the Guidance Note on Layering and Spoofing, which states that in general,
orders are unlikely to be genuine if the following three cumulative criteria are met:

1. One or multiple orders are issued before entering into one or multiple transactions
on the other side of the order book.

2. The same orders are cancelled in total or partially, shortly after entering into one
or multiple transactions on the other side of the order book.

3. The cumulative volume of the orders on one side of the order book is dispropor-
tionate to the volume of the transactions on the other side of the MP’s order book.

[52]
To measure these criteria, they must be quantified. Alongside these three criteria, ACER
provides a list of indicators and metrics, which are presented in Table 6. Some of these
indicators reflect the main criteria, while others can be used as auxiliary indicators when
not all the main criteria are met. Like normal trading, practices of market manipulation
including layering and spoofing can be executed manually or with algorithms [52]. Spoof-
ing and layering are more viable to be conducted with algorithms as the speed, particu-
larly with high-frequency trading (HFT) enables the mitigation of the risk that the other

market participants will execute their non-genuine trades [68].
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Indicators and their corresponding measurements for identifying layering and

spoofing, adapted from [52].

Indicates

Measurement

Imbalance of trading ac-
tivity on the two sides of
the order book

Disparity between true in-
tention and order book
activity

(1) Ratio of cumulative volume rep-
resented by the orders on one side
of the book to the volume of exe-
cuted orders on the other side of
the book

(2) The inconsistency in the share
of orders on one side of the order
book and the net position of a MP
at end of the cycle

Issuing large orders

That the MP does not in-
tend to execute these or-
ders

Frequency of orders significantly
larger than the MP's usual orders

Duration of orders

That these orders are not
genuine

Orders stay in the order book for far
less time than the average order of
the MP or other MPs

Order execution ratio

That these orders are not
intended to be executed

Ratio of executed orders to other
MPs

Cancellation of significant
number of orders

That these orders are not
genuine

The cancellation of a significant
number of placed orders, in particu-
lar those that were recently issued

Link between the cancel-
lation of orders and the
transactions

That the orders are not
genuine

Amount of cancellations on one
side of the book occurring shortly
after a trade on the opposite side

Issuing of orders in layers
within a short period time

Practice of layering

Amount of orders placed at close
price levels on one side of the book
in a short period time

Price movement in a saw
tooth pattern

Continuous repetition of
layering or spoofing

Amount of frequent alternating
price changes linked to repeated
two-leg spoofing

Link between the issuing
of non-genuine orders
and the price movement

Practice of layering or
spoofing

Frequency of orders that change
best bid without quick execution

Use of a specific type of
orders (AON or 10B)

Indicates layering/spoof-
ing if used to hide the real
interest or to prevent or-
ders from being matched

Share of special order types used
in non-genuine or genuine context

In a 2023 study on layering and spoofing [64], techniques were developed for detecting

these practices with algorithms. These quantitative metrics of the study correspond to

the cumulative criteria provided by ACER Guidance, and they can be combined when

developing alerts for detecting HFT manipulation happening within seconds. A total of

eight metrics were developed, which are: high quoting activity, unbalanced quoting, ab-

normal cancellations, low execution probability, trades oppose quotes, cancels oppose

trades and cyclical patterns in depth and cancellations. Two of these metrics, trades

oppose quotes and cancels oppose trades reflect the three cumulative criteria defined

by ACER:
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1. Trades Oppose Quotes

Genuine trades are executed on the side of the market opposite to their visible order
imbalance. This occurs because the observed imbalance is a deceptive signal rather
than a reflection of genuine intent, the layers of orders are designed to mislead the mar-

ket and are not intended for execution. Trades Oppose Quotes TOQ [64] is defined as:

1if OIB{* > 10 % and Tradel® = 1
TOQis =\1if OIBF, > 10 % and Trade/s* =1, (1)

0 otherwise
where Trade/$* = 1 and TradeP® = 1 if there is a trades on the ask or bid sides during

second s which is a 1-second interval. The order imbalance variables OIB{f‘SSf1 and

0IBE! . are defined as:

,S—

01BAK AskSize;, — BidSize;, @)
; = ma 1]
bs=1 = (034 \ AskSize,, + BidSize;,
. BidSize; , — AskSize;
0IBEH = Lt L, 3
is-1 = &% <AskSizei_t + BidSize;, )

where AskSize;, and BidSize;, are the cumulative order volumes on the top 5 ask and
bid levels of a product i at time t which indexes time. For measuring the instances for

example, at a day level of TOQ they are summarized with:

T0Qia = ) T0Qy @

sed

2. Cancels Oppose Trades
Non-genuine orders are cancelled immediately after a trade on the genuine side. Since
these orders are never intended for execution, they are cancelled as soon as they have

successfully moved the market price. Cancels Oppose Trades COT [64] is defined as:

1if CIB{S* > 10 % and Tradef!® = 1

is—1 i,s
COTis =\1if CIBF, > 10 % and Tradefs* = 1, (5)
0 otherwise

where the cancel imbalance variables CIB{¥, and CIBE, are defined as:

S

CIBAS*. = max <C ancelAskSize;, — CancelBidSizel-,t> ©)
BS1 T pest1 AskSize;, + BidSize;, ’
Bid CancelBidSize;, — CancelAskSize; ,

ClBis-1 = trgsa—)§< AskSize;; + BidSize;, )' )

where CancelAskSize;, and CancelBidSize;, are the decrease in the cumulative order
volumes on the top 5 ask and bid levels of a product i at time t. For measuring the
instances of TOQ they are summarized with:

COT;y = 2 COT; ¢ (8)

sed
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3.5.2 Wash trades

Wash trades are highly relevant in continuous markets, and they are relatively easy to
conduct. Wash trading refers to a series of trading activities where there is no change in
beneficial interests or market risk, or where these are transferred between parties acting
in collusion [54]. A simple example of a wash trade occurs when a MP simultaneously
places matching bid and ask orders that have a high probability of executing against one

another, creating a false or misleading impression of market liquidity and activity.

Wash trades can be executed in several different ways, utilizing various PPATs and in-
volving one or more market participants. Wash trades themselves do not have particu-
larly high impact on the market, but they are usually utilized as a part of other manipula-
tion practices, such as transmission capacity hoarding, which can make them essential
tool in complex manipulation schemes. The ACER Guidance Note on Wash Trades [54]

identifies three different kind of wash trades that can occur in the ID electricity market:

1. Ato A

A market participant places a bid order to buy on the WEM through an OMP. Shortly
after this, it places an ask order for the same product, at a matching price and quantity,
which leads to a transaction with itself. Although intentional A to A type wash trades are
considered as market manipulation, they can occasionally occur as a result of normal

trading mechanisms of electricity market, when MP has multiple portfolios.

2.AtoBto A

Through a prior agreement, two market participants place matching ask and bid orders
for a WEP. After a certain time, the same parties execute trades in the reverse direction
that match at a price that may or may not be the same as the first transaction. Regardless
of the naming of the practice, these types of wash trades can involve more than two

market participants, forming a broader, collusive chain of transactions.

3.AtoB+Cto A

A market participant (A) contacts two different market participants (B and C) who have
access to a specific OMP, agreeing on bilateral trades in reverse directions. For partici-
pants B and C to fulfil their obligations from the bilateral trades, they acquire at least a
portion of the quantity from the OMP. Consequently, participant A executes a wash trade
through B and C, with or without them acting in a collusive manner. Because these types
of trades are usually part of tax fraud or money laundering schemes, their primary goal
is often not to manipulate the wholesale energy market, but to achieve other illegal ob-

jectives that fall beyond the regulatory scope of REMIT.
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Historically, REMIT enforcement cases concerning wash trades have occurred in the
wholesale gas market. However, the largest REMIT enforcement actions by monetary
value to date were issued in 2024 to Romanian companies operating in the electricity
market. In this case, a total of four companies acting together executed multiple A to B
to A type wash trades during 2021 [69].

ACER’s Guidance Note on Wash Trades lists the following six indicators for the identifi-

cation of suspicious wash trades:

Unusual concentration of transactions and/or orders to trade.

2. Unusual repetition of transactions by a MP or by parties acting together over a
certain period of time.

3. Concentration when settlement prices or indicators are determined.

4. Modifying valuation without changing position.

5. Short matching times of orders.

6. Sudden change of price or volume level traded in the product.
However, as noted not all wash trades are executed with manipulative intent. A market
participant managing multiple independent trading portfolios could face a situation where
these portfolios unintentionally trade against one another. In the absence of manipulative
intent, executing such internal trades through the open market is generally considered
legal. Therefore, any mitigation measures concerning arrangements for the sale or pur-
chase of a wholesale energy product which indicate wash trading, should focus on elim-
inating the potential misleading signals or artificial price impacts, without inhibiting legit-

imate trades from taking place. [54]

3.5.3 Transmission capacity hoarding

Transmission capacity hoarding is a practice of market manipulation that involves the
acquisition of all or a portion of the available transmission capacity (ATC) without the
intention to use it effectively, or at all, for example through wash trades [14]. This type of
manipulation is relevant in cross-border intraday trading, as there is a higher probability

of capacity scarcity and significant price differentials [33].

This vulnerability exists because transmission capacity is allocated on a first-come, first-
served basis. Unlike most market manipulation practices relevant in the intraday market,
transmission capacity hoarding is energy market-specific phenomenon. The physical
transmission of electricity creates fundamental constraints that differentiate it from purely

financial continuous trading environments.

This practice can be demonstrated through an example where the situation is the follow-

ing: MP X has trading portfolios registered in both bidding areas, A and B, between which
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it executes cross-border wash trades to reserve the remaining transmission capacity for

itself in order to profit from the price difference. Table 7 and Figure 13 detail the chrono-

logical events of this scenario.

Table 7.

Events during the practice of transmission capacity hoarding, adapted from [53].

Time sequence

Events

T1

In the shared order book, sell orders from bidding area A form the best
ask and buy orders from bidding area B form the best bid.

T2

MP X performs a wash trade across bidding areas, simultaneously selling
200 MW in bidding area A and buying 200 MW in bidding area B at a
price of 90 €/ MWh.

T3

The wash trade splits the price into two price areas, as transmission ca-
pacity between the areas is not available anymore.

T4

MP Y in bidding area B realizes that it will not be able to buy at the price
of 85 €/ MWh and matches the ask order of 100 €/ MWh for 100 MW. Im-
mediately after this, MP X, who performed the wash trade and sold the
100 MW to MP Y in bidding area B, buys 100 MW at 95 €/MWh in bidding
area A, matching the lowest ask.

T5

Close to the end of the trading session the wash trade is reversed for the
remaining 100 MW at 90 €/ MWh.

T6

At the end of the trading session, there is 100 MW of the ATC remaining
from bidding area A to B.

In Figure 13 the ask orders are in red, bid orders in green and in the case of a transaction

the cell outlines are bolded. Additionally, the orders of market participants X and Y are

marked and color-coded.

Order quantity in MW at time sequences fromT1to T7
Bidding| Price
area |(€/MWh) 1 T2 T3 T4 T TG
100
95 200 200 100 100 - 100/%
A 90 200/X 100/X - 100/X
85 2007Y
80 100
ATC (MW)
200 | 200 | o | 0 | 0 | 100
ATC Direction
80
85 2007Y 1004Y
B 90 X 100/X - 100/X
95 200 200
100 200/ | 1004X - 1004Y

Figure 13. lllustration of order book activity during transmission capacity

hoarding, adapted from [53].

The most notable cases of transmission capacity hoarding originate from Denmark. [65]

So far, the Danish NRA has issued enforcement decisions on three cases over the years.
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Two of the cases involved Energi Danmark A/S [70][71], and one involved NEAS Energy
A/S [72]. While the specific operational details of the acts remain undisclosed, the un-
derlying pattern in these instances was similar to the example presented in Table 7 and
Figure 13. Additionally, in 2023, eight employees of an unnamed Danish energy trading
company were held in police custody for alleged transmission capacity hoarding. The
alleged abuse took place over a two-year period from 2021 to 2023, while profiting more
than 13.4 million euros. Both Danish companies, which were previously fined for a similar

act have denied any involvement in this case. [73]

The ACER Guidance Note on Transmission Capacity Hoarding [53] outlines several in-
dicators and their corresponding measurements, which can be used to identify the prac-

tice. Table 8 provides a list of these indicators and how they are measured.

Table 8. Indicators and corresponding measurements for identifying transmission capacity
hoarding, adapted from [53].

Indicator Measurement

1. Direct observable price difference in simultane-
ously executed transactions

Price difference across bidding areas 2. Difference between the midpoints of the bid-ask

spread
Portion of the available transmission ca- Ratio of acquired capacity and available transmis-
pacity acquired sion capacity

Time span between transactions from the | Time interval between first and last transaction in
same MP the trading session

Direct or indirect reversal of the transac-

tion Count of reversed trades within the same session

Frequency of trades with identical volumes and op-
Use of wash trades across bidding areas posite directions matched to the same MP across
bidding areas

Introduction of inconsistent orders. For ex-
ample, after a A-B wash trade, MP places
sell orders on opposite sides of the book,
contradicting balancing logic

Comparison of new orders against previous trades

3.6 Sanctions

Enforcement actions for REMIT breaches are conducted by NRAs. The original REMIT
regulation did not specify exact monetary values for fines. Instead, the imposed sanc-
tions were required to be proportionate, reflecting the nature of the breach and the po-
tential advantage gained [4]. This resulted in EU countries implementing their own rules
on a national legislative level. In several countries, minimum and maximum thresholds
are defined, and the amount of the sanction corresponds to the company’s annual turn-

over [43]. To promote a degree of harmonization, REMIT |l introduced guidelines on
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sanction amounts. Nevertheless, procedural autonomy remains within the Member
States. This approach, which combines EU-level legislation with national regulation, pro-

motes a more consistent framework for the approach to sanctions. [14]

ACER maintains a list of NRA decisions regarding sanctions imposed for REMIT
breaches. Between 2015 and 2024, a total of 90 sanction decisions were issued regard-
ing breaches of REMIT Articles 3,4, and 5. These sanctions cover cases from both elec-
tricity and gas wholesale markets. Figure 14 represents a percentage-based pie chart

illustrating the distribution of these breaches.

B Article 3 Article 4 Article 3and4 M Article5

Figure 14.  Sanction decisions for REMIT breaches 2015-2024, data from
[65].
Over 80% of the decisions were on Article 5, which indicates that market abuse is pri-
marily linked to market manipulation and that regulatory oversight has also focused on
that area. ACER’s dataset includes only cases with fines imposed. Therefore, it does not
provide any insight into how many of total REMIT cases have been under investigation
and what the reasons are why certain breaches were not sanctioned. However, Finnish
law recognizes reasons not to impose a fine or public warning if the market participant
has taken sufficient measures on its own initiative to rectify the violation or negligence

immediately upon becoming aware of it and has notified the Energy Authority of it [74] .

In Finland, the EA publishes decisions on investigated cases. Most of the cases related
to the investigation of market manipulation in Finland have either originated from dis-
crepancies between market participants’ behaviour and UMMs regarding erroneous or-
ders [75][76] or have been part of the investigations regarding the 5 January 2024, when
electricity prices reached record-high levels in the country [77][78][79]. A common fea-
ture of the investigation cases in Finland is that the market participants involved have
demonstrated a cooperative attitude towards the investigations. As mentioned earlier,
such actions are considered mitigating factor in sanctioning decisions, which in turn con-

tributes to the broader objective of fostering a culture of market transparency.
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4. MONITORING ARRANGEMENTS

To establish and maintain effective arrangements, systems, and procedures for identify-
ing and detecting potential breaches of Article 5, and to ensure compliant behaviour un-
der Article 5a, a market participant should implement a documented compliance pro-
gramme. Furthermore, this programme is an integral part of the participant’s wider com-

pliance regime [7][14].

This chapter proposes an appropriate framework for establishing monitoring arrange-
ments and procedures for a PPET engaging in continuous ID trading under the obliga-
tions of REMIT II. The practical arrangements are ultimately based on a content analysis
and interpretation of the ACER Guidance [14] and further specified by Nordic and Finnish
guidelines through the REMIT Best Practice [7] representing the views of Nordic market

participants and guidance from the EA as the view of the Finnish NRA [6].

4.1 Compliance regime

Beyond the effective systems and risk controls required under Article 5a, the REMIT
regulation itself does not explicitly obligate market participants to maintain a specific
compliance regime. However, ensuring compliance with REMIT is highly complex, re-
quiring market participants to actively manage risks related to their operations. Clear
procedures and policies must be supported by comprehensive documentation of the im-
plemented measures, serving as the foundation for effective governance and accounta-
bility. A compliance regime creates a secure framework for a MP and its employees to
conform to regulatory rules and policies within their activities. [7] Furthermore, a robust
compliance regime helps avoid or minimize the risk of sanctions and reputational harm.

The regime is a broad concept, which according to the ACER Guidance [14] includes:
o Objectives: Ensuring compliance with all applicable REMIT requirements.
e Culture: Fostering a corporate culture to comply with REMIT requirements.
¢ Organisation: Defining roles and responsibilities within the internal organisation.
¢ Risks: Conducting risk management of compliance risks.
¢ Programme: Identifying concrete actions to enforce compliant behaviour.
e Communication: Facilitating internal and external communication.

e Monitoring: Monitoring arrangements of non-compliant behaviour.
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While this thesis touches upon all these elements to some extent, the focus is primarily
on developing the compliance programme through a proper risk assessment framework

and monitoring arrangements.

4.1.1 Programme

A compliance programme covers the concrete actions defining how a market partici-
pant’'s REMIT compliant behaviour is established. The programme should be developed
based on the compliance risks identified in the risk assessment. The main aim of the
compliance programme is to define and implement concrete actions to prevent, detect,

and mitigate the assessed risks to an acceptable level. [7]

The framework of a compliance programme should be structured around three pillars,
with prevention serving as the basis. The most effective way to promote compliancy and
prevent non-compliancy is through regular training and effective communication between
the compliance and trading functions. This is supported by the implementation of up-to-
date guidelines and policies. Furthermore, the remuneration system, especially for trad-
ers and compliance personnel, should not be designed in a way that creates an incentive
for market abuse or conflicts of interest. While the detection pillar covers risk controls,
monitoring, routines for reporting incidents, and incentives to report, the response pillar

focuses on communication. [7] The overall framework is illustrated in Figure 15.

Compliance programme

Prevention

Detection

Response

Training

Guidelines and

* Riskcontrols

* Monitoring

Internal

communication

policies * Routines for External
Internal reporting communication
communication incidents Continuous
Remuneration * Incentivesto improvement

report

Figure 15.  Compliance programme, adapted from [7].

Each market participant should develop a compliance programme which is tailored to fit
the participant’s size and structure. The programme should be revised on a regular basis.
In relatively normal conditions, this could be annually, but in the event of sudden changes

in circumstances, it should be done also on an ad-hoc basis. [7]
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The monitoring strategy is primarily designed to serve the organisation’s own objectives
by enhancing the existing compliance programme, while ensuring that external obliga-
tions are met with efficient allocation of available resources. The strategy defines the
measures which are furthermore developed, including processes in place to identify po-
tential REMIT breaches.

4.2 Risk assessment

To conduct a robust risk assessment, a clear methodology must be established. Enter-
prise risk management (ERM) is a widely researched topic, and few frameworks have
been developed to guide organizations toward a standardized approach. The risk man-
agement process applied in this thesis is based on the ISO (International Organization
for Standardization) 31000 risk management standard [80] and the sector-specific prin-
ciples found in the REMIT Best Practice [7]. Conducting a risk assessment necessitates
the allocation of sufficient resources to guarantee its effectiveness. The risk assessment
process begins with defining the scope, context, and criteria for the framework’s appli-

cation.

Throughout the entire risk assessment process, continuous communication and consul-
tation, as well as monitoring and review should be conducted. Communication and con-
sultation begin with identifying and engaging the company’s internal stakeholders who
can contribute valuable knowledge, or relevant perspectives, regardless of whether they
participate directly in the assessment process. Ensuring appropriate stakeholder involve-
ment helps verify that the information on which the risk assessment is based is valid, and
that the stakeholders understand the rationale behind the implemented measures. [80]
The relevant internal stakeholders in the context of REMIT are the MP’s staff members
who are responsible for the compliance and trading of physical electricity. These individ-
uals include the managers and specialists within these functions. Monitoring and review
in this context are used to actively compare actual outcomes with the results predicted
by the risk assessment. These activities include collecting data and scanning for new

risks and unexpected changes that would necessitate updating the assessment.

The actual risk assessment is divided into three phases: risk identification, analysis, and
evaluation. During risk identification, all potential risks associated with the specific RE-
MIT Article under scrutiny are identified and documented. This phase aims to recognize
new risks and confirm whether existing risks remain relevant. Techniques for identifying
risks can include various methods, such as scenario analysis and checklists. Risk denti-
fication is followed by risk analysis, during which the likelihood and consequence levels

for all identified risks are assessed. These findings are populated into a risk assessment
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template, and the overall risk levels are determined. Based on the perceived level of risk
and the effectiveness of current risk control measures, the need for implementing addi-

tional mitigation measures is evaluated. [80]

Lastly, in the risk evaluation phase, the perceived risk levels are further examined. The
evaluation is conducted using a tool that defines the criteria for risk treatment, ensuring
the effective implementation of risk control measures. Activities for mitigating the as-
sessed risks are addressed during the risk treatment stage. Appropriate treatment
measures are selected and subsequently implemented based on the organization’s risk
acceptance. The process of risk assessment, as presented in ISO 31000, is illustrated

in Figure 16.

Communication and Consultation

Risk Assessment

Scope,
Context
and
Criteria

Recording
and
Reporting

Risk
treatment

Risk . . Risk
Identification Risk Analysis Evaluation

Monitoring and review

Figure 16. /SO 31000 risk management process, modified from [80].

As can be seen in Figure 16, the entire risk management is a continuous process that
identifies, assesses, and prioritises risks in an effort to prevent and mitigate adverse

effects using the company’s available resources.

4.2.1 Identification

Identifying the associated risks enables the concept of uncertainty to be explicitly taken
into account. Several techniques can be employed to conduct risk identification. [80] In
this context, the primary risk is engaging in conduct that breaches the prohibition against
market manipulation as a consequence of trading activities. Furthermore, as elaborated
earlier, market manipulation can occur in various forms, each of which can be treated as

an independent risk.

For the risk identification of Article 5, the chosen technique is checklist-based, relying on
the different practices of market manipulation, which are defined in the ACER Guidance.
There is no incentive for a market participant that strives to comply with the rules to

devise additional manipulative methods. Consequently, in this case, the process of risk
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identification does not require speculative or creative consideration of potential new

forms of market manipulation that could be classified as new compliance risks.

The risk assessment for Article 5a follows the same principles, but has a structural dif-
ference compared to the assessment of market manipulation. Compliance risks regard-
ing algorithmic trading arise directly from non-compliance with the statutory requirements
set forth in the Article itself. Consequently, an effective methodology for this assessment
is to assemble a checklist derived from the specific requirements mentioned in the Article

text.

The requirements of Article 5a can be divided into three categories: risk controls, docu-
mentation, and notification. These requirements are further divided into sub-require-
ments, for which the likelihood and consequences vary significantly depending on the
nature of the algorithm and its intended application. In this manner, the risk analysis
serves as a systematic approach to determine the current state of measures already in
place, as well as the underlying risks. Finally, it is crucial to note that market manipulation
is a sanctionable offence irrespective of whether it is executed by a human trader or an
automatic algorithm, therefore engaging in market manipulation via an algorithm inher-

ently constitutes a breach of Article 5 as well.

4.2.2 Analysis

The analysis of the compliance risks integrates principles from the REMIT Best Practice
and the process outlined in the ISO 31000 standard. The likelihood of a risk's realization
can be determined from several perspectives. For instance, regulatory authorities and
PPATs assess likelihood based on the particular markets they are required to monitor
across all participants. Conversely, when a market participant primarily focuses on the
monitoring of internal activities, the assessment of likelihood is focused on evaluating
the manipulation types that are most likely to occur within the course of its own specific

trading activities.

For most of the manipulation types to have a manipulative effect on the market, the act
must be systematic and professionally executed, which signifies a conscious intention.
On the other hand, few types of manipulation can occur unintentionally. The main one
being erroneous orders but also types where the market risk is transferred in collusion,
such as wash trades could occur in a somewhat unintentional way if there are no suffi-

cient preventive measures in place.

A fundamental difference in the context of intentional market manipulation is the origin

of the intent. Whether the manipulation is driven by the executive management or is
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conducted by individually acting traders. The nature of the manipulation, such as the type
of the practice and the markets involved, often indicates the level of organizational in-
volvement. Manipulation activities involving executive management are typically more
significant in scale and often occur in markets with large volumes, such as the day-ahead
market, where minor changes in prices can lead to massive profits. The most prominent
example of this kind of market manipulation is capacity withholding, where a producer
artificially limits the supply of electricity to inflate prices. For this strategy to have the
desired effect, it requires the market participant to possess a significant market share

and multiple sources of production.

For example, in a notable 2015 case, a Spanish energy company Iberdrola S.A. faced
allegations of utilizing capacity withholding to artificially increase electricity prices. A sig-
nificant aspect of this case was that four of the company’s executives faced personal
sanctions. This demonstrates that regulatory authorities may view suspected capacity
withholding as a strategic decision from top management rather than an isolated action
within the trading function. [81] On the other hand, manipulation by individual traders
often occurs in fast-paced environments like the intraday market, where the manipulation
is usually executed within the order book. However, it is crucial to emphasize that re-
gardless of whether the intent originates from structural planning at the executive level
or tactical execution at the trading function, the ultimate responsibility for compliance

always rests with the management.

In general, intentional wholesale energy market manipulation can be considered as a
form of occupational fraud and to systematically assess the likelihood of its occurrence,
a framework called the Fraud Diamond can be utilized. The framework consists of four
key components that are used to explain the fraudulent behaviour, in this case market
manipulation. These are capability, opportunity, incentive and rationalization. Figure 17

illustrates the Fraud Diamond and its four interconnected elements. [82]

Incentive Opportunity

Rationalization Capability

Figure 17. Fraud Diamond, modified from [82].

While these elements overlap, the most critical factor is the capability to commit fraud. A

person, whether natural or legal, must recognize the possibility for the manipulation and
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possess the necessary abilities and assets to execute the manipulation. Consequently,
when implementing prevention and monitoring measures, a crucial step is to evaluate
the theoretical capability of the market participant and its trading function to engage in

various types of manipulation.

Opportunity is seen as a weakness in the system that could be exploited. In this context,
opportunity refers to the market conditions, which must be favourable for certain manip-
ulation types to achieve their desired result. For example, in manipulation types where
the price is secured at an artificial level, the liquidity in the market has to be relatively
low, which widens the bid-ask spread and creates an opportunity for the strategy. Lastly,
incentive and rationalization are the driving forces that push the participant towards the
act of manipulation. Incentive is the motivation for the act, which primarily is to gain fi-
nancial profit. However, in the case of individually acting natural persons, it can be purely
psychological, such as thrill-seeking. Rationalization refers to the cognitive process of
justifying misconduct. In the context of intentional market manipulation, which often in-
volves systematic, recurrent acts over time, a sustained and robust rationalization is re-

quired to maintain the behaviour. [82]

The scale used to assess consequence and likelihood must be tailored to the specific
context of the risk assessment. While the scale can have any number of points, the most
common amount is three to five. For the purposes of this framework, a four-point scale
was selected. A three-point scale was avoided to prevent the central tendency bias, and
adding a fifth point to the extreme ends does not provide significant value in this context.
However, an additional point for not applicable (N/A) is added due to the fact that some

manipulation practices are not possible for every market participant even theoretically.

In addition to the rating of N/A, the points of likelihood vary from rare to likely. The rating
and the corresponding descriptor are refined with description of their meaning. In the
case of likelihood, the risk of market manipulation grows when certain circumstances are

in place. The scale for assessing the likelihood is presented in Table 9.

Table 9. Scale for assessing the likelihood of the risk, based on [80].

Rating Descriptor Descriptor meaning
0 N/A Event is not theoretically possible
1 Rare Event is theoretically possible, but very exceptional
5 Unlikely Event is not likely to happen, but possible in certain cir-
cumstances
3 Possible Event is possible and somewhat likely in favourable

circumstances

4 Likely Event is expected to happen in most circumstances
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The scale for consequences should span from the maximum credible consequence to
the lowest consequence of interest [80]. The rating for assessing the consequences is
divided into two categories. The first category measures the practice’s impact on the
electricity market and system, while the second category reflects the consequences for
the market participant, such as sanctions and reputational risk. The first category is as-
sessed as the estimated potential of the practice to create false/misleading signals

and/or secure the price at an artificial level on the market.

Additionally, because in worst-case scenarios, a few of the practices could even put the
state of the physical electricity system at risk, there is an additional criterion for the worst
possible consequence. Between the categories is a column defining the relation of the
categories, which is indicated with Boolean operator. The criteria for assessing the con-

sequences for the risk analyses are presented in Table 10.

Table 10. Scale for assessing the consequences of the risk, based on [7][80].

. . Impact on electricity Consequences
Rating Descriptor market and system Operator to market participant
0 N/A No market impact AND No consequences
Non-public warning from
1 Minor No market impact AND/OR an authority or internal
investigation
2 Moderate Moderate market im- AND/OR Sancthns and reputa-
pact tional risk
3 Major Major market impact AND/OR Sanctions aqd he|g_ht-
ened reputational risk
Major market impact
4 Catastrophic and the physical state AND Sanctions and height-
P of electricity system is ened reputational risk
at risk

The overall risk level is determined by calculating a risk score, which is the product of
the scores of consequence and likelihood. The risk matrix used to determine the per-

ceived risk level is presented in Figure 18.

Consequence
Likelihood N/A Minor/ 1 Moderate /2 Major /3 Catastrophic /4
N/A 0. 0. 0. 0. 0.
Rare/1 0. 1.Low 2. Low 3. Medium-Low 4. Medium-Low
Unlikely /2 0. 2. Low 4. Medium-Low 6. Medium 8. Medium
Possible/3 0. 3. Medium-Low 6. Medium 9. Medium
Likely /4 0. 4. Medium-Low 8. Medium

Figure 18. Risk matrix used in risk analysis, adapted from [7][80].
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The process of risk analysis is conducted systematically in documented form, where the
likelihood, consequences their corresponding risk level, as well as current risk manage-
ment measures of the compliance risks are registered. Lastly, the decision on whether
new risk management measures should be implemented is recorded, based on the risk
evaluation. Figure 19 provides an illustrative example of a risk analysis template for the
risk assessment of REMIT Article 5.

Practice Description Likelihood Consequence Risk
Description of the behaviour. From NiA to 4. From N/A to 4. From N/A to 16.
. Consequence Likelihood Implementation of new
Current measures in place
Type of the practice Comments Comments measures
in scrutiny. Decision if further

Current measures already in | Considerations on | Considerations
place at the moment of the risk | the consequence | on the likelihood
analysis. level. level.

management measures are
implemented. Based on the
risk evaluation.

Figure 19. Article 5 risk analysis template, based on [7].

4.2.3 Evaluation

Following the risk assessment, prioritisation is established based on the perceived risk
levels. Prioritised risk management ensures the optimal allocation of limited resources,
while simultaneously providing a clear rationale for why specific actions are prioritised.
To achieve this systematically, techniques for evaluating the significance of the risk can
be utilized.

In this context, the monitoring procedures must be reasonable and proportionate, which
means acknowledging that resources are finite and must be allocated to the most critical
risks. The ISO 31000 standard presents a framework well-suited for this purpose: the
ALARP (As Low As Reasonably Practicable) principle. The goal of ALARP is to test for
risk acceptability by determining whether it is reasonably practicable to implement further
measures to reduce the risk. The ALARP model can be used to classify risks into one of

three categories as follows:

o Unacceptable risk, where additional risk management measures are manda-

tory.
o Acceptable risk, where additional risk management measures are not required.

o ALARP, a transitional zone between these categories, where risk mitigation is

implemented to the extent that it is reasonably practicable [78].

These categories of ALARP are illustrated in Figure 20.
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Acceptable only if risk
reductionis impracticable
orits costs are
disproportionate to the
improvement gained

ALARP Region

Acceptableif cost of
reduction would exceed
improvement gained

Broadly acceptable

Figure 20. Categories of ALARP, modified from [80].

The perceived levels of risk that fall within the ALARP category can differ significantly
from one another. As illustrated in Figure 20, risks situated at the lower end of the ALARP
region are tolerable only if the cost of further reduction would exceed the resulting ben-
efits. Conversely, risks at the upper end of the ALARP region are acceptable only if fur-
ther reduction measures are deemed impracticable or if the associated costs are strictly

disproportionate. [80]

The strength of applying the ALARP principle in this assessment lies in its ability to es-
tablish a clear and commonly accepted standard for a risk-based approach. It additionally
provides a transparent and objective methodology for discussing and determining ac-
ceptable risk levels, thereby offering a solid foundation for internal stakeholder commu-
nication. [80] Furthermore, it serves as demonstrable evidence of a systematic approach

to risk management in the event of an inquiry from regulatory authorities.

4.3 Risk treatment

Risk treatment defines the specific measures of risk management. The risk treatment
measures implemented for various risks are determined by the perceived risk levels and
their corresponding ALARP categories. The treatment measures for these categories are

presented in Figure 21.
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Treatment

Risk level ALARP category Prevention Detection

1.-2. Low Broadly acceptable Standard Not applied
. . Enhanced if reasonably Applied if reasonably

3.-4. Medium-Low ALARP region , ,

practicable practicable

) . Enhanced if reasonably Applied if reasonably
6.-9. Medium ALARP region

practicable practicable

_ Intolerable risk Enhanced Applied

Figure 21. Risk treatment plan for the perceived risk levels and their corre-
sponding ALARP category, based on [7][80].

As presented in Figure 21, the risk treatment is divided into two primary measures: pre-
vention and detection. For low risk levels, where the risks are broadly acceptable, pre-
vention is kept at a standard level, and no detection mechanisms are applied. Risk levels
categorized as medium-low and medium fall within the ALARP region, which means that
prevention measures are enhanced, and detection is applied if deemed reasonably prac-
ticable. Lastly, high risks are considered intolerable, and they must be mitigated through

strict prevention and actively monitored through detection measures.

Due to the fact that the realistic maximum consequences of breaching REMIT, and par-
ticularly Article 5 are always significant, regardless of the likelihood of the manipulation
type, most of the risk scores will likely fall within the ALARP region. However, because
the ALARP category is relatively broad within the risk treatment plan, a differentiated
approach is applied. For medium-low risks, the baseline assumption is that the current
prevention measures are sufficient, and detection is not applied. However, if new man-
agement measures are available at a reasonable cost, they should be implemented.
Conversely, the upper end of medium risks require a more proactive approach. Here,
the assumption is reversed: the prevention measures should be enhanced, and detection

should be applied, provided the costs are not unreasonably high.

4.3.1 Prevention

The most effective way of mitigating risks is by implementing preventive measures to
decrease the possibility of their occurring. The most crucial step in preventing breaches
of the prohibition of market manipulation is to ensure that employees are fully aware of
what kind of behaviour constitutes as market manipulation. This requires targeted train-

ing for traders and other relevant personnel involved in the trading process. [7]

During the actual trading sessions, preventive measures are inherently limited. The risks
related to all manipulative practice cannot be mitigated through predetermined thresh-

olds, as the potential impact of manipulation cannot be reliably quantified in advance.
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However, measurements like order-execution ratios could be monitored and utilized bid-
ding strategies should be reviewed, and their use discontinued if they could constitute

market manipulation.

On the other hand, erroneous orders differ from other manipulation risks due to the ab-
sence of malicious intent. These errors can be prevented by implementing automated
“fat-finger” checks, which trigger a confirmation request for any order submissions ex-
ceeding pre-defined price or quantity thresholds. Nord Pool’s intraday user interface pro-
vides options to set predetermined warnings, limits, and preferences regarding order
price and quantity thresholds. Warning preferences can be set for unusually low sell
prices, unusually high buy prices, and abnormal quantities. Limit preferences impose
strict hard limits on the lowest acceptable price, highest acceptable price, and maximum
order quantity. Furthermore, trading preferences can be configured to require confirma-
tion before submitting any order, executing a self-trade, or activating multiple orders sim-
ultaneously. Figure 22 presents the view of general preferences in Nord Pool’s trading

user interface where these parameters can be configured.

General Preferences T
Limit Preferences

United Kingdom
When setting up an order, restrict to:

Lowest Price Limit
[ Always show exact dates Highest Price
[ Ask for confirmation when logging out Highest Quantity

Number of closed hours : i
Trading Preferences

Warning Preferences [ Display trade notifications
When setting up an order, show warnings for: Ask for confirmation when:
Sell Low Price hreshold: 1. " [ submitting an order

Buy High Price fiEanoC [ Activating All orders

High Quantity fEEIOC ) Attempting to perform self-trade

[ Play sound alarm when own order is filled

Figure 22. Preference settings in Nord Pool’s intraday user interface [83].

Additionally, it is possible to request Nord Pool to restrict trades from matching with spe-
cific portfolios, which establishes a hard limit. Consequently, this renders it impossible to

perform wash trades, even if the portfolios are registered in different marketplaces. [84]

Due to the fact that the classic A to A wash trades are, in theory, one of the easiest to
execute, detecting their occurrence is also relatively simple. If the portfolios used in A to
A wash trades are identified by the OMP, it would be possible to prevent their execution.
However, as mentioned earlier, not all wash trades constitute an attempt at market ma-
nipulation. For this reason, ACER has established specific best practices for PPATs to

mitigate the potential manipulative effects related to wash trades, which are:
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¢ Pre-notification: A process where a notification is issued by the market partici-

pant to the market before placing the orders into the trading platform.

o Flagging: Wash trades are explicitly marked either by the market participants

themselves or automatically by the OMP.

While no form of pre-notification is available in Nord Pool’s trading system, the flagging
of wash trades is an automatic procedure. If a market participant executes trades be-
tween its own portfolios, these transactions are marked in the trading view with an aster-

isk in the ticker. This feature is illustrated in Figure 23.

Ticker - All ~ AllProducts v~ AllAreas ~ All Dates v
Product Qty Price Buyer Seller Agg. When ¥
"PH.20171122-19 10 1140 MEavp EEaAMp B 22 Nov, 16:08:10
[QH-20171122-63 20 2720 MEawp WEAMP B 22 Nov, 14:17:18
"QH-20171122.65 1,0 40 MEavp BEAMP S 22 Nov, 14:17:13
;pn-m to PH-16 50,0 NO3 H=NO1 S 22 Nov, 09:59:58;

Figure 23.  Self-trade ticker in Nord Pool’s intraday user interface [84].

These measures can mitigate the potential misleading effects that the market might ex-
perience from intentional wash trades. In contrast, regarding unintentional trades, ACER

considers double confirmation a best practice [53].

4.3.2 Detection

Detection measures follow a risk-based approach, focusing on identified risk areas in
need of mitigation. To maintain effectiveness at higher trading volumes, the implemen-

tation of an automated monitoring system becomes essential [7].

As discussed earlier, Article 15 of REMIT Il does not limit the scope of monitoring for
breaches of Article 5 to an MP’s own actions, indicating that a PPET should also be able
to detect market manipulation conducted by other MPs. [7] While automated monitoring
systems are primarily designed to screen the PPET’s own orders and trades, the overall
monitoring framework should also include manual observation in the course of the trad-
ing. These broader measures should constitute an ability to observe the market such
that suspicious activity by other MPs can be identified and reported further as a tip-off.

Effective detection should be based on the three lines of defence. The first line comprises
the market participant's business operations, specifically the trading function, which han-
dles day-to-day risk management and internal control. The second line is the compliance

function, which should provide oversight and the necessary tools to support the first line,
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while independently monitoring for non-compliance. The third line is the company-wide
internal audit, which acts as an independent assurance, ensuring that the first and sec-

ond lines comply with the guidelines. These three lines are illustrated in Figure 24.

Three lines of defence

1stline: 2nd line: 3 line:
Business function Compliance function Internal audit
Risk owner * Provideoversight * Independent
Identify and * Providetools, assurance, that the
assess risks in systems, and advice first and second
own processes to support the first line are operating
* Internal controls line as intended and
to mitigate risks * Monitors and comply with
controls specific guidelines and
risks involving non- procedures
compliance

Figure 24. Three lines of defence, adapted from [7].

4.4 Monitoring strategy

Based on the results of the risk assessment, the plan of procedural arrangements for

monitoring activities is formalized into a monitoring strategy, which:
o Defines thresholds for investigating alerts.
¢ Includes processes in place to identify potential breaches.
e Prescribes concrete actions to further assess suspicious events.
e Isrevised regularly.

ACER acknowledges that a PPAT’s market surveillance duties, such as the implemen-
tation of automated monitoring systems, can be outsourced to a third party. In cases
where a surveillance activity is outsourced, PPATs remain fully responsible. They must
retain the expertise and resources necessary to evaluate the quality of the provided ser-
vices and the organisational adequacy of the function. Furthermore, they must effectively
supervise the outsourced services, manage associated risks on an ongoing basis, main-
tain direct access to relevant information, and retain the ability to conduct complementary
analysis. Although this statement in the ACER Guidance is directed solely at PPATSs, a

similar approach can be assumed to apply to PPETs. [7]

Regardless of whether the automated monitoring is conducted in-house or outsourced,

operational routines must be established to support the function. The monitoring routine
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should describe the monitoring process and provide guidelines how the alerts are han-
dled, who is responsible for each action and how all of this is documented. According to
the REMIT Best Practice [7], if a PPET utilizes automatic alerts combined with human
analysis of potential breaches of REMIT Article 5, the process of handling such automatic
alerts that the monitoring system detects could look as follows:
1. Automatic alerts are generated for a defined period based on pre-set param-
eters.

2. A human analyst examines the alerts, discarding the non-suspicious and flag-
ging others for further investigation.

3. Alerts identified for further investigation undergo a more detailed analysis.
This process should follow a standardized routine for investigations to deter-
mine whether the case constitutes a reasonable suspicion of potential
breaches. Points that can be considered when deciding whether to escalate
an investigation to a potential breach include:

a. The criteria outlined in REMIT regarding market manipulation.
b. Guidance from ACER and relevant NRAs.

c. Published cases with and without sanction decisions.

d. Earlier experience.

4. Investigated cases are closed either as “not reasonably suspicious” or “rea-
sonably suspicious of potential breaches.

5. In cases where reasonable suspicion exists, the market surveillance unit is
obligated to submit a STOR.

To establish a clear understanding of the case handling process in market monitoring,
visualizing the workflow is highly beneficial. The process outlined in the REMIT Best
Practice highlights the core steps and can be adopted largely as is. In addition to auto-
mated alerts, the case handling process can also be initiated by the receipt of a tip-off.
While alerts are generated automatically by surveillance software, tip-offs are typically
submitted by staff members who identify potential manipulation by other market partici-
pants. This manual identification is an integral part of the regulatory obligation to detect
and notify suspicious activity. Figure 25 illustrates this comprehensive workflow of a mon-

itoring case.

Automatically
generated alerts First

Detailed e Submita
investigation Reasonable §usp|0|on STOR
of breaching the

Article 3,4 or 5?

assessment

Tip-offs

Suspicious?

No

Suspicious?

No

|:| Triggers
registration of a
case

Figure 25.  Workflow of monitoring case, based on [12].
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4.4.1 Investigation

The mere triggering of an alert generated by an automated system is never sufficient
proof of market manipulation [7]. Consequently, these alerts must be further investigated
by a human analyst. The main goal of investigating an alert is to determine whether the
behaviour behind the alert can be explained as rational activity conducted within market
rules. Additionally, the investigator must possess a comprehensive understanding of the

logic and calculations governing how different assets are offered into the market.

When investigating alerts triggered by the automated screening of intraday market be-
haviour, the monitoring tools must be capable of reconstructing the limit order book dy-
namics. This requires a detailed audit trail of the entire order lifecycle, encompassing the
submission, modification, and cancellation of orders, as well as their execution into a
trade. Beyond order book activity, the investigator can be complemented with tools that
provide a comprehensive overview of both the market participant’s internal position and
broader market conditions. This requires access to data and visualizations regarding the
production mix and the operational status of the participant’s assets, which form the fun-

damental basis for their trading activity.

44.2 STOR

If the investigation concludes that the behaviour cannot be explained as rational market
activity and there is a reasonable suspicion of a REMIT breach, the MP is obligated to
notify ACER and the relevant NRA. This is accomplished by filing a STOR, which is a
formal document in the form of a report. This includes the identities of the market partic-
ipants involved, the timing of the potential breach, the markets concerned, and details
regarding the related orders. Figure 26 presents a simplified template of a STOR, high-

lighting its primary content.

SUSPICION OF BREACH OF REMIT
ARTICLE [3, 4 or 5]

Market participantinvolved in the potential breach: 3. Reasons for suspecting a breach of REMIT
ACER Code: * Describe the reasons why the behaviour is
Affected market: applicable to breach of a REMIT article

1. Sub-category of REMIT Breach

The exact practices of the market abuse suspected 4. The notified parties

L. X Address the NRA’'s which this reportis filed to
2. Description of the potential breach

Detailed description of behaviour including the 5. Appendices
orders and transactions * Additionalinformation of any kind which advocates
Description of the inside information related to the suspicion

potentialbreach of Articles 3and 4

Figure 26. Simplified template of a STOR, based on [7][14].
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To submit a STOR, market participants should use the ACER Notification Platform, which
ensures secure communication with ACER and the relevant NRAs, unless the specific

NRA has specified alternative communication methods on its website [14].

The STOR should be submitted within four weeks once the market participant has es-
tablished that a certain event is suspicious. In alignment with the monitoring case work-
flow in Figure 25, the suspicion is established when the PPET’s compliance staff respon-
sible for monitoring becomes aware of the potential breach through the analysis of an
alert or a tip-off. [7][14] The timeline for the reporting is presented in Figure 27.

Awareness of the behaviour Suspicious quality of Deadline for
(trigger of an alert, tip -off) the event established reporting

Period to establish

reasonable suspicion

needs to justified based on Period to report the suspicion to
the complexity of the case ACER and NRAs: maximum 4 weeks

v

Time
Suspected behaviour breaching Article 3,4, or5

Figure 27. Timeline for the detection and notification process, modified from
[14].
There is a fundamental difference between filing a STOR related to one’s own actions
versus those of another market participant. Under REMIT, there is no explicit exemption
for reporting a participant’s own breaches. While this creates a potential conflict with the
principle against self-incrimination recognized in both European and Finnish law, the
regulatory obligation remains absolute and concealing suspected REMIT breaches is not

a legally viable option.

From a compliance perspective, it is critical to determine whether a suspected breach
was part of an intentional strategy or an isolated incident caused by an independently
acting individual or a faulty trading algorithm acting against the trading strategy. In both
cases, the company fulfils its reporting obligation by filing a STOR regarding the unau-
thorized conduct, thereby distinguishing the company’s compliance guidelines from the
specific violation. However, if the breach originated from an intentional strategy, the com-
pany must also thoroughly review and revise its internal guidelines and trading strategies
to prevent recurrence. Additionally, as discussed earlier, the Finnish Act on the Supervi-
sion of Electricity and Natural Gas Markets [74] recognizes sufficient measures taken on
the participant’s own initiative to rectify a violation as a mitigating factor when considering

potential consequences.
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4.5 Documentation

Robust documentation of REMIT-compliant arrangements is the key to establishing a
solid foundation for all implemented measures. The ACER Guidance requests PPATSs to
keep records of their market monitoring work for five years, which is considered best
practice also for PPETs [7][14]. Additionally, all documentation regarding the require-

ments of algorithmic trading in Article 5a should be kept for five years [5].

The documentation of the arrangements, systems, and procedures established to com-
ply with Articles 15 and 5a can be consolidated into a single comprehensive document,
the compliance programme. The structural components of this programme are illustrated
in Figure 28. The documentation is organized around three core pillars of compliance
programme. First, clearly defined objectives establish the purpose of the activities. These
are followed by the risk assessments, which serve as the foundation for all subsequent

prevention and detection measures.

TABLE OF CONTENTS

1. Objectives 4. Detection
* Article 15 * Monitoring strategy
* Article ba * Technicalimplementation
2. Risk assessment * Monitoring guide
* Article 3 5. Response
* Article4 * Reporting suspicious activity
* Article 5 » STOR
* Article ba 6. Algorithmic trading solutions
* Article 15 * Risk controls
3. Prevention * Documentation
* Training * Notifying
* Risk controls

Figure 28. |lllustration of the compliance programme’s content regarding RE-
MIT Articles 15 and 5a, based on [7][14].

In the event of an investigation conducted by an MP’s internal auditors, NRAs, or PPATS,
comprehensive documentation helps explain how the monitoring arrangements were es-
tablished and demonstrates that they are appropriate for the specific nature of the market
participant's business activities. Furthermore, all investigative processes and decisions
made by designated analysts regarding alerts or suspicious behaviour must be docu-
mented. These records should be maintained in a secure and accessible environment,
such as a dedicated case management system, centralized shared directories, or ar-

chived email records, to ensure full auditability of the decision-making process. [14]
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5. TECHNICAL IMPLEMENTATION

Among the various arrangements for detecting and reporting REMIT breaches, the tech-
nical implementation of an automated monitoring system is the most resource-intensive.
Developing a robust solution requires expertise in both the regulatory framework and
software engineering. This presents a classic make-or-buy decision for a market partici-

pant choosing between:
e Procuring an automated monitoring system from a service provider
¢ Developing an automated monitoring system in-house

In this chapter, both options are first introduced on a general level. Regarding the service
provider solution, the discussion covers the general characteristics and prevailing nature
of the systems currently available on the market. The analysis focuses on the solutions
adopted by authorities in the EU, ensuring that it reflects systems with a proven track
record of fulfilling REMIT standards.

Furthermore, the assessment of the in-house solution is based on the premise that the
market participant possesses the necessary internal resources to develop and imple-
ment a reasonably sophisticated automated monitoring system. General design princi-

ples regarding alert logics and investigative tools are introduced.

Finally, to support the decision-making process of a market participant, the trade-offs
between the costs and benefits of these options are evaluated. This assessment is con-
ducted using frameworks aligned with the ISO 31000 process. To ensure a comprehen-
sive and practical perspective, the evaluation is supplemented by interviews with internal

specialists from the commissioning party of this thesis.

5.1 Service provider solution

Automated market monitoring solutions for financial markets have existed since the
1980s, when electronic stock trading first necessitated comprehensive oversight of the
market [85]. As financial and commodity markets have grown increasingly complex over
the decades, while simultaneously facing more sophisticated forms of market abuse, the
field of Regulatory Technology (RegTech) has emerged. RegTech companies provide a
variety of solutions which automate and improve how organizations manage compliance,

monitor risks, and fulfil reporting obligations to regulators. [86]
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Following the introduction of the original REMIT in 2011, many companies offering Reg-
Tech solutions to the financial markets expanded their offerings to be REMIT-compatible.
In 2013, ACER procured NASDAQ’s SMART solution, which was selected through an
open tender process. Following the ACER implementation, the system was made avail-
able for sublicensing to NRAs. [87] ACER has continued to use the solution ever since
[55]. Another solution implemented by a European authority is Scila Surveillance, pro-
vided by Scila AB. This solution was originally chosen through a pilot project aligned with
CEER'’s (Council of European Energy regulators) aim to develop best practices for trans-
action reporting and detection of market abuse on wholesale energy markets. These
findings were utilized to support the legislative discussions surrounding the original RE-
MIT regulation. [88] The project was managed by the Austrian NRA E-control, and they

have also continued their cooperation since [89].

Because the original regulation only mandated proactive market monitoring for ACER,
NRAs, and PPATSs, the solutions were designed for the needs of the parties affected at
that time. Tailored for the comprehensive, market-wide oversight required by such enti-
ties, these systems are inherently robust. [90][91] These same solutions are now also an
option for PPETs, which are currently exploring the market to ensure compliance with
REMIT Il. While these surveillance systems offer broadly similar functionalities for meet-
ing regulatory requirements, they may be significantly over-engineered for the specific

needs of many PPETS, leading to unnecessary complexity and excessive costs.

5.1.1 Outsourcing

Compliance, and therefore also market monitoring, is not a value-creating core business
for energy companies. This creates an incentive for a market participant to outsource the
implementation of the monitoring system to a specialized service provider, allowing the
company to focus its resources on its core competencies. However, the reality of out-

sourcing is more multifaceted than it initially appears.

The decision to outsource the monitoring solution extends beyond purely financial im-
pacts. It involves various strategic trade-offs and operational risks that cannot be meas-
ured by monetary costs alone. While procuring a system from a service provider elimi-
nates the need for extensive internal development resources, its implementation and
maintenance still require close cooperation to ensure seamless integration into the com-
pany’s trading systems. Furthermore, the monitoring system is a critical component of
the compliance function, developing an in-house system ensures full control over the

company’s compliance programme without relying on external parties.
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5.2 In-house solution

The inherent characteristics of currently available external monitoring solutions, com-
bined with the trade-offs associated with outsourcing, encourage market participants to
evaluate the development of an in-house solution as a viable alternative. Furthermore,
the development process of an in-house solution provides valuable insights into the ap-

proach to market monitoring without any level of vendor lock-in [92].

The core components needed for an automated monitoring solution include applicable
alert logics to generate alerts based on suspicious patterns, and visualization tools for
further investigation of these alerts. Additionally, these components are integrated into a
user interface where the case management is handled, and the workflow of a case is
available whenever an audit trail is needed. Among the compliance risks identified in the
ID market, the detection of layering and spoofing has been selected as an example to
present the fundamental design of the core components. Unlike transmission capacity
hoarding, these practices do not require the market participant to hold portfolios in differ-

ent bidding areas, making them more accessible to a wider range of market participants.

5.2.1 Alert logics

As discussed in earlier, the criteria and measurements to identify layering and spoofing
are clearly stated in ACER’s Layering and Spoofing Guidance Note [51]. For faster forms
of these practices, such as those facilitated by HF T, quantification can be achieved using
the metrics developed in the 2023 study on the detection of layering and spoofing [64].

ACER’s indicators and their quantitative metrics are presented in Table 11.

Table 11. Indicators of layering and spoofing and their detection measurements for manual
manipulation and manipulation through HFT algorithms, adapted from [562][64].
. - Measurement Measurement
Indicator ACER Criteria Manual speed HFT speed
One or multiple orders are issued | Imbalance of trad-
before the entering into one or ing activity on the
A multiple transactions on the other | two sides of the Trades Oppose Quotes
side of the order book order book (1)
The same orders are cancelled .
. . Link between can-
in total or partially, shortly after X
o ; cellation of orders
B entering into one or multiple Cancels Oppose Trades
. . and the transac-
transactions on the other side of tions
the order book
The cumulative volume of the or-
: Imbalance of trad-
ders on one side of the order . -
S X ing activity on the | Trades Oppose Quotes
C book is disproportionate to the ;
. two sides of the Cancels Oppose Trades
volume of the transactions on the order book (2)
other side of the MP’s order book
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As noted previously, layering and spoofing can be conducted manually or through spe-
cifically designed HFT algorithms. In this example, the detection of manually executed
practices is demonstrated. ACER defines the criteria to be cumulative from indicator A
to C [52]. Indicator A alone is not strong enough to assess the probability of the order
being non-genuine, therefore the alert should be combined with indicator B. To complete
the criteria, indicator C confirms that the non-genuine orders are disproportionate to the
transactions on the genuine side. Based on this criteria logic and Table 11, three types

of alerts are developed:

1. Sub-alert AB, which is based on the combination of indicators A and B.
2. Sub-alert C, which is based on indicator C.
3. Alert ABC, which is based on sub-alerts AB and C.

Criterion A is triggered through an indicator IA when its formula, defined as:

Lif OrderVolume{* > A, and TradeVolume-Buy > Tguy

[Aie, =91 if OrderVolumeB‘d > Apig and TradeVolume? e > Teyy, 9
0 otherwise

returns a value of 1, where OrderVolumeASk and OrderVolumeB‘d are the cumulative

non-genuine order volumes of product i during time interval t;, while Ay, and Ag;yq are

Buy

the adjustable thresholds for the order volumes. Additionally TradeVolume;,~ and

Sell

TradeVolume;; " represent the cumulative volume of genuine transactions of product i

during time interval t,, while Tg,,, and Tg,; being their respective adjustable thresholds.

Criterion B is triggered through indicator IB when its formula, defined as:

Lif CancelVolume{3* > Beancerask and TradeVolumeBuy > Tguy
IBit,e; =\ 1if CancelVolumeB‘d > Beancesia and TradeVolume;t L'> Toons (10)

0 otherwise

k da

returns a value of 1, where CancelVolume“‘S and CancelVolumeBl are the cumulative

non-genuine order cancellation volumes of product i during time interval t;, while
Beancerask aNd Begnceigia are the adjustable thresholds for the cancellation volumes. Cri-
terion C is triggered through an indicator IC when its formula defined as:

OrderVolume?sk

ity >C
TradeVolumeBtuy Ask

ICi,tl,tz = . OrderVolumelBtld (11)
Sell CBidr

TradeVolume; ity

0 otherwise
returns a value of 1, where C 4, and Cg;; are the adjustable thresholds for the triggering

the indicator.
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In practice, these alerts are triggered by identifying specific patterns of orders and trans-
actions. To generate the alerts, raw order and trade data are retrieved via the OMP’s
application programming interface (API), such as the Nord Pool Intraday API [89] for ID
market orders within a specific time interval, such as a day. This data is then sorted into
chronological order. The indicator calculations are applied symmetrically to both sides of
the order book, which means that patterns of non-genuine bid orders are analysed

against genuine sell transactions, and vice versa.

Since layering and spoofing aim to manipulate the market's perception of supply and
demand, the credibility of the non-genuine orders is crucial. To be effective, these orders
must be positioned relatively close to the bid-ask spread. Consequently, a filtering mech-
anism is necessary to separate manipulative intent from legitimate trading activity, as a
market participant might place genuine orders far away from the spread for example, as
part of a broader arbitrage strategy. The raw data is therefore processed through a “cred-
ibility filter”, which excludes orders placed at price levels that are too distant to realisti-
cally trigger a reaction from other market participants. The credibility filter is passed when

its formula defined as:

(1 ] |PriceAski,t4 - BeStASki,t4|

|BestAsk; ., |
Credibility = { |PriceBid;,, — BestBid;,| (12)
1i g —<F,
l |BestBid, .|
0 otherwise

returns a value of 1, where PriceAsk;,, and PriceBid;,, are the prices of ask and bid
orders for product i at time of t, when the orders are issued, BestAsk; ., and BestBid, ,
represent the market’s best ask and bid prices for product i at the time t,, and F is the
threshold for the permitted deviation from the spread. However, electricity market prices
can reach exactly zero, which causes the calculation to fail due to a division-by-zero

error. Consequently, the filter shall be passed when the best ask or bid is 0 €/ MWh.

After passing the filter, the non-genuine orders are clustered into sets of overlapping QH
and PH products that relate to the same delivery interval. The logic then searches these
sets for order cancellations. If cancellations are connected with a predefined time interval
of t5, they are aggregated into a set of CancelVolume as non-genuine orders. Genuine
side transactions on the other side, involving overlapping products are summarized into
a corresponding set of TradeVolume, provided they were executed shortly before the
first cancellation of the non-genuine orders within time interval t,. The total volume of
the non-genuine side orders active before the first genuine side trade within the time

interval t; are summarized into OrderVolume.
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Finally, the logic processes these sets to generate alerts. Sub-alert AB is triggered if the
volumes of CancelVolume, TradeVolume, and OrderVolume exceed their predeter-
mined thresholds. After this, sub-alert C evaluates the disproportionality of the action by
calculating the ratio between the cumulative volume of the initial non-genuine orders and
the volume of the genuine trades. The trigger of both sub-alerts AB and C leads to the
triggering of the main alert ABC. This way the alert generation is layered, and sub-alerts
can be analysed with other indicators, which were presented in Table 6. Figure 29 pre-

sents the flowchart of the alert generation logic.

OMP’s API
Orders within the Trades within
time interval the time interval

Credlblllty filter \\

PriceAsk/PriceBid 1( Sets of overlanpin
0 deviates from the pping

BestAsk/BestBid (QH, PH) products of/
Filtered out by a threshold

OrderVolume on the side of
CancelVolume during the
time interval

TradeVolume on the
[CancelVolume ] other side of

during the time CancelVolume during
interval [t3] the time interval
_

OrderVolume 0
TradeVolume CASk Bid

CancelVolume>|BCancelAsk /CancelBid |

TradeVolume >

OrderVolume >
TradeVolume >
Buy /Sell

D Indicator D Sub-alert
|:| Parameter D Alert

Figure 29. Flowchart of alert generation logic to detect layering and spoofing.

5.2.2 Testing and maintenance

The adjustable parameters presented in the flowchart must be calibrated to maximize
true positives while minimizing false positives. This optimization ensures that the gener-
ated alerts remain meaningful, thereby streamlining the analytical work and mitigating
alert fatigue among human analysts. However, depending on the specific manipulation
practice being monitored, behaviours that trigger an alert may sometimes be entirely
legitimate and explainable by prevailing market conditions. For instance, a market par-
ticipant might cancel a large volume of orders simultaneously due to rapid shifts in un-

derlying market fundamentals.
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Furthermore, isolated elements that resemble layering or spoofing may actually be part
of legitimate trading strategies. A market participant could be active simultaneously on
both the buy and sell sides of the order book if they are managing different portfolios with
distinct trading mandates. [52] Consequently, both regular and ad-hoc adjustments to
the detection parameters are necessary. This continuous calibration ensures that the
monitoring logic remains aligned with shifting long-term market dynamics, such as struc-

tural changes in market liquidity or volatility.

5.2.3 Alert assessment tools

When an alert is triggered, a human analyst must investigate it to assess its suspicious-
ness. Data visualization tools have been proven to be an important asset for analysing
order book activity [93]. Because the ID market operates continuously, the timing of order
placements and executed transactions is key to analysing market activity. With these
visualizations, the analyst can replay the trading activity and analyse the behaviour be-
hind the triggered alert. Demonstrated view of a visualization tool illustrating a simple

ask-side spoofing pattern is presented in Figure 30.

45 100
Market impact
40 80
I 60

35 I

30

I
=

Genuine buy trade  ——3»

[
=

= £
: 25 E
= 0
L”: 20 2
- =]
- -
= -20
15
-0
10
-60
5 Non-genuine | —% ®— | Non-genuine sell
sell order order cancellation 80
0 -100
17:00:00 17:00:04 17:00:08 17:00:13 1?:00:1?1__ 17:00:21 17:00:26 17:00:30 17:00:34 17:00:39
ime
s Market Best Bid Price Market Best AskPrice MP Buy Order Volume MP Sell Order Volume

Figure 30. Example visualization of MP’s order book activity representing
spoofing, based on [64][93].

In addition to the visualization of market behaviour, any information relevant to the pre-
vailing market conditions and the status of the market participant's assets is highly valu-

able when investigating potential compliance breaches. Furthermore, there must be
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clear documentation in the compliance programme’s monitoring guide detailing how

these assessment tools are utilized in practice.

5.3 Total cost of risk

The level of risk management measures can be optimized using the concept of total cost
of risk (TCOR), which is the sum of investments in risk management measures and the
potential damages incurred if a risk were to materialize [94]. In the specific context of
REMIT compliance, the cost of potential damages encompasses both direct monetary
sanctions for regulatory breaches and the indirect costs associated with reputational
harm. Although often difficult to quantify, reputational damage is usually the more signif-

icant component.

On the other hand, investment costs arise from the implementation of risk management.
However, the allocation of resources must be efficient, as disproportionate spending on
mitigation yields diminishing returns. Therefore, an organization must balance the con-
sequences of potential damages against the costs of risk management to achieve an

optimal risk level. This requires navigating the trade-off between two opposing risks:

e The risk of insufficient risk management: Failure to implement necessary

management measures, thereby exposing the market participant to damages.

e The risk of excessive risk management: The implementation of excessive

measures, resulting in unnecessary expenditures.

The optimal total cost of risk is the point where risks are in balance. [95] The relationship

between these two risks is illustrated in Figure 31.
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Figure 31. Total cost of risk, adapted from [95].
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The optimal cost position in Figure 31 is the theoretical optimum when the costs of risk
management and potential damages are valued evenly. However, in practice, the actual
optimum is defined by the risk appetite of the risk owner. Higher risk appetite shifts the
optimal cost position to the left on the graph, as the market participant is willing to accept
higher potential damages to save on management costs. Conversely, a lower risk appe-
tite moves the optimum to the right, indicating a preference for higher mitigation expendi-

ture to minimize the probability and impact of risk materialization. [94]

As a risk management measure, a monitoring solution does not directly contribute to the
primary value creation of a market participant. Consequently, because risk management
is a supportive rather than a core business function, the resources allocated to it must
remain strictly proportionate to the protective value it delivers [96]. The ALARP principle
can also be applied in this context, as the market participant seeks to fulfil its compliance
obligations without committing resources that are out of proportion to the underlying
risks. Therefore, the risk appetite of a typical PPET choosing its technical implementation

of a monitoring solution can be assumed to be relatively neutral.

5.4 Decision-making between options

In order to assess the balance between the costs of risk management and potential dam-
ages, it is necessary that the risks involved with the measures are considered and com-
pared with each other. This can be done by using a structured technique to select be-
tween options. ISO 31000 recognizes two potential techniques suitable for this assess-

ment, which are:
e Cost-benefit Analysis (CBA)
e Multi-criteria Analysis (MCA)

CBA is used to weigh the total expected costs of options in monetary terms against their
total expected benefits in order to choose the optimal one. [80] Furthermore, while the
investment and operating costs of a service provider solution, such as deployment and
license fees, are mostly fixed and quantifiable, the costs for in-house implementation
including the workload of specialists, hardware, and software, involve significant estima-
tion uncertainty. Due to this disparity in the margin of error, establishing exact monetary
values would result in false precision. Additionally, standard CBA does not take into ac-

count non-quantifiable benefits and costs.

CBA could be conducted as a semi-quantitative or fully qualitative assessment, where
the approach focuses on the relationships and trade-offs between different factors rather

than providing a single monetary figure. While this provides a more nuanced view, the
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objectivity of the evaluation may be compromised by the inherent subjectivity of such
methods. [80]

On the other hand, the chosen method, MCA, seeks to place a more formal structure on
adding qualitative factors into the evaluation. MCA uses a range of criteria transparently
to assess and compare the overall performance of the options. The assessment involves
the development of a matrix of options and criteria, which are ranked and aggregated to

provide an overall priority for each option. The step-by-step process of MCA is as follows:

Define the objective and the criteria that are relevant in achieving it.
Determine the importance of each criterion and assign weights to each.
Gain stakeholder consensus on the weighted hierarchy.

Evaluate the options with respect to the criteria.

o 0 Ddh =

Compile multiple single-criteria scores into an overall weighted multi-criteria
score.

6. Evaluate the results and assess their sensitivity to variations in criteria weights.
There are various methods for weighting and aggregating criteria scores for each option.
The chosen method, the Analytic Hierarchy Process (AHP) is one such approach, allow-
ing subjective assessments of the relative importance of different criteria to be converted
into a set of overall weights through pairwise comparisons. This is particularly useful in
cases where certain criteria, such as the output of a monetised CBA can be measured
in monetary value, while all other benefits and costs are reported in non-monetary terms.
[80]

5.5 Analytic hierarchy process

In accordance with the process of MCA, all the relevant criteria for achieving the objective
should be defined. Steps 1-4 of the process were conducted in collaboration with three
specialists from the commissioning party of this thesis to gain a practical perspective
from a market participant undergoing the implementation process of an automated mon-

itoring system.

Based on a group interview with Specialists 1 and 2 from the commissioning party, a
total of five criteria were identified: total cost of ownership (TCO), workload, digital sov-
ereignty, regulatory certainty, and adaptability [97]. These criteria can be further divided
into sub-criteria, as is done in the case of regulatory certainty and adaptability. Regula-
tory certainty consists of detection effectiveness and proportionality, while adaptability
consists of scalability and maintainability. These components form the structure of the

AHP hierarchy, which is illustrated in Figure 32.



67

Objective Intraday monitoring system for a PPET
Monetised Non-monetised
Criteria | TCO | | Workload | Digital | Regulatory certainty | | Adaptability |
sovereignty
Sub-criteria Detection | Proportionality | | Maintainability || Scalability
' effectiveness r

Options In-house solution | Service provider solution |

Figure 32. AHP hierarchy of the case, structure based on [98].

5.5.1 Criteria

TCO is the only criterion that can be monetised and therefore indirectly quantified. In this
analysis, these costs are defined to include only the direct expenditures, which are billed
by external vendors. For the service provider solution, TCO covers the initial implemen-
tation fee and recurring license costs. On the other hand, for the in-house solution, the
only monetised costs are the data infrastructure expenditures, which are allocated to the
system. This division ensures that workload is assessed as a separate criterion, covering
the internal work required for both implementation and future development. For the in-
house solution, this includes the efforts of the compliance and IT functions in order to
build the system from scratch, as well as the ongoing resources required for its continu-

ous maintenance and updates.

Digital sovereignty refers to an organization’s authority and governance over its digital
assets and compliance frameworks [99]. Given the system's role in regulatory compli-
ance and the high sensitivity of the data it processes, the chosen governance model
carries strategic value. The degree of control an organization maintains over its monitor-
ing tools directly impacts its ability to manage risks and ensure long-term operational

independence.

Regulatory certainty covers the requirements of the monitoring systems, which are de-
fined by REMIT and refined by ACER. While the only criterion directly declared in REMIT
is that the systems should be effective for detection [5], ACER acknowledges that such
a system should be reasonable and proportionate [14]. These guidelines can therefore

be adopted as sub-criteria of regulatory certainty: detection effectiveness and propor-
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tionality. Detection effectiveness is the system’s ability to identify different types of ma-
nipulation practices while minimizing false positives and maximizing true positives. Pro-
portionality, on the other hand, refers to the balance between the sophistication of the

monitoring solution and the nature, scale, and risks of the PPET’s trading activities.

Adaptability refers to the solution’s ability to meet the market participant’s needs for the
system in the long term. The new obligations for PPETs are most likely to stay, which
means that at some point the system will need modifications and maintenance in order
to keep the monitoring process running smoothly. This value is assessed in terms of the
solution’s maintainability. Many PPETs under the obligation of Article 15 engage in vari-
ous electricity markets in addition to the ID market. Therefore, the scalability of the solu-
tion is a relevant benefit for a PPET, as the participant may aim to implement market

monitoring across all markets within a single ecosystem for efficiency reasons.

5.5.2 Scale and certainty

In AHP, comparisons of the elements are conducted by assessing the importance of the
various elements under scrutiny. From the perspective of cognitive psychology, human
decision-making relies on two types of comparisons: absolute and relative. The pairwise
comparisons of AHP utilize the relative measurement, where two alternatives are evalu-
ated in pairs according to a common attribute. The scale for pairwise comparisons
ranges from 1 to 9, if element A is assigned a specific degree of importance over element
B, then element B is assigned the reciprocal value when compared to A. [98] This scale

is presented in Table 12.

Table 12. The scale for pairwise comparison, adapted from [98].

Intensity of importance Definition Description
. Two activities contribute equally to
1 Equal importance C
the objective
3 Moderate importance Experience an_d_Judgement slightly
favour one activity over another
5 Strong importance Experience and judgement strongly

favour one activity over another

An activity is favoured very strongly
7 Very strong importance | and its dominance can be demon-
strated in practice

The evidence favouring one activity
9 Extreme importance over another is of the highest possi-
ble order of affirmation

Intermediate values be-
2,4,6,8 tween the two adjacent | When compromise is needed
judgements
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When pairwise evaluations are based on subjective intuition and valuations, which is
typical with qualitative criteria, inconsistencies may arise during pairwise comparisons.
For example, if criterion A is assessed to be twice as important as criterion B, and crite-
rion B twice as important as criterion C, an ideally consistent comparison would dictate
that criterion A is four times as important as criterion C. However, if the evaluation is
inconsistent, the assessed relative importance between A and C will deviate from this

logical value of four. [98]

These inconsistencies can be quantified using the consistency index CI. To be able to
determine this index, the first step is to calculate the principal eigenvalue A,,,, of the

normalized pairwise comparison matrix:

1N Aw)
Amax - E; (13)

w; ’
where n is the number of criteria, A is the matrix of the criteria pairwise comparison, and

w is the weight of criterion i. Now the consistency index CI can be calculated with:

CI_(/lmax_n) 14

Finally, the consistency ratio CR is calculated as the ratio of CI to a random index RI:
CR = ¢l 15
- Et ( )

where RI is an average random consistency index corresponding to the elements com-
pared, derived from a sample of randomly generated reciprocal matrices using the scale
represented in Table 12. The average random consistency indices for matrices of size 1
to 10 are presented in Table 13. [98]

Table 13. Average random consistency index, modified from [98].

N‘1‘2‘3

4

5

6‘7‘8‘9‘10

RI ‘ 0 ‘ 0 ‘ 0.52 ‘ 0.89 ‘ 1.11 ‘ 1.25 ‘ 1.35 ‘ 1.40 ‘ 1.45 ‘ 1.49

A consistency ratio of less than 0.1 implies that the pairwise comparisons are consistent
and valid [98].

As can be interpreted from Table 13, the evaluation of consistency can be utilized in
pairwise comparisons where there are more than two elements. In this case, this applies
to the main criteria. To ensure robust and reliable results, the consistency of the com-
parisons was evaluated at two stages of the evaluation process: first, when the evalua-
tors independently determined the importance of each criterion and subsequently, when

establishing the final stakeholder consensus on the weighted hierarchy.
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5.5.3 Prioritizing the criteria

The pairwise comparisons and the calculations were conducted using matrices devel-
oped in a spreadsheet, with the criteria listed in the same order in both columns and
rows. The scoring was performed using the preference ranking presented in Table 12.
The comparisons, ranging from sub-criteria to alternative options, were first evaluated
independently by the author and Specialists 2 and 3 from the commissioning party. To
achieve a consensus on the final weighted hierarchy, the initial results were then dis-

cussed and finalized through a group interview to form a common view. [92]

The comparison process begins by prioritising the sub-criteria. The sub-criteria of regu-
latory certainty: detection effectiveness and proportionality reflect the guidelines that RE-
MIT and ACER impose on systems for detection. Therefore, they are evaluated to be
equally important, and the value given to both is 1. Next, the sub-criteria of adaptability:
scalability and maintainability are compared. Since the evaluation focuses on ID market
monitoring, the functionality and therefore the maintainability of the system are priori-
tised. However, because scalability remains significantly beneficial, maintainability is pri-
oritised with a moderate score of 3, resulting in a reciprocal value of 1/3 for scalability.

Pairwise comparison matrices of sub-criteria are presented in Table 14.

Table 14. Pairwise comparison matrices of sub-criteria, methodology based on [98].

Regulation certainty

Detection effectiveness

Proportionality

Detection effectiveness

1

1

Proportionality

1

1

Total 2 2
Adaptability Scalability Maintainability
Scalability 1 0.33
Maintainability 3.00 1
Total 4.00 1.33

To make the results between the different criteria comparable, they are further normal-
ized by dividing the values by the sum of their respective columns. The final sub-criteria

weights are calculated by averaging the rows of the normalized matrix. [98] The normal-

ized sub-criteria and their corresponding weight are presented in Table 15.

Table 15. Normalized sub-criteria and their weights, methodology based on [98].
Regulation certainty effDeitt(ievcetir(w)gss Proportionality Weight
Detection effectiveness 0.50 0.50 0.50
Proportionality 0.50 0.50 0.50
Adaptability Scalability Maintainability Weight
Scalability 0.25 0.25 0.25
Maintainability 0.75 0.75 0.75
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The next step is to conduct the pairwise comparison of the main criteria using the same
methodology. With the main criteria comparison being the only one with more than two
criteria, the calculation of the consistency index and the intermediate values between the
two adjacent judgements are utilized in order to adjust the views of the reviewers. The
pairwise comparison matrix of the criteria and their corresponding weights are presented
in Table 16.

Table 16. Pairwise comparison matrix of the criteria and their corresponding weights, meth-

odology based on [98].
Digital Regulatory Adapta-
TCO Workload sovereignty certainty bility Weight

TCO 1.00 3.00 5.00 0.20 4.00 0.21
Workload 0.33 1.00 3.00 0.14 3.00 0.11
Digital 0.20 0.33 1.00 0.11 0.50 0.04
sovereignty

Regulatory | 5, 7.00 9.00 1.00 7.00 0.57
certainty

Adaptability 0.25 0.33 2.00 0.14 1.00 0.06
Total 6.78 11.67 20.00 1.60 15.50 1.00

Regulatory certainty serves as the primary foundation of the monitoring system and is
therefore identified as the paramount objective and benefit, carrying over half of the total
weight (0.57) and prioritised above all other criteria. The objective is achieved through
expenditures, TCO and workload, which together cover approximately 30% of the total
weight. TCO (0.21) was slightly prioritised over a higher workload (0.11). Adaptability
(0.06) and digital sovereignty (0.04) remain the least important criteria, accounting for a

combined 10 % of the total weight.

5.5.4 Pairwise comparison of the options

Once the weights of the criteria are established, the next phase is to conduct a pairwise
comparison of the implementation options. The options are evaluated against every cri-
terion to determine their relative preference. The evaluation of expenditures, TCO and
workload revealed a clear trade-off between the two options. In terms of TCO, the in-
house solution was prioritised very strongly (7), as it avoids high implementation fees
and recurring license costs [92]. The trade-off lies in the workload, where the in-house
solution requires dedicated development resources, whereas the service provider option

was strongly prioritised (5) over in-house development.

The most important benefit, regulatory certainty, which was divided into detection effec-
tiveness and proportionality, also presents a similar trade-off. Regarding detection effec-

tiveness, while the ratio of false and true positives cannot be evaluated in advance, the
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service provider solution is most likely to offer sophisticated detection of a variety of dif-
ferent manipulation strategies out of the box. Consequently, it was assessed with a
strong priority (5). Conversely, the in-house system is most likely to be tailored to the
exact needs of the PPET, reflecting its specific risk assessment, therefore, for propor-

tionality, the in-house solution received the maximum priority (9).

The other benefits showed less variability. In terms of maintainability, the service provider
solution had a strong (5) priority over the in-house solution. While the support for the in-
house solution is readily available internally, it involves a key-person risk, whereas the
system support for an external solution is guaranteed for the duration of the license [92].
Scalability represented the most challenging criterion to assess. In other physical elec-
tricity markets, such as day-ahead and reserve markets, a critical risk of market manip-
ulation is the practice of capacity withholding. Efficiently detecting this requires deep in-
tegration with the PPET’s trading systems, as the monitoring solution must incorporate
information flows regarding physical assets and bid calculations [92]. Due to this, scala-
bility is assessed to favour the in-house solution with a slight priority (3) over the service

provider option.

Digital sovereignty was assessed to be almost fully realized with the in-house option,
earning a very strong priority (7). The in-house system inherently ensures full control
over both technologies and data. While a robust service provider option would most likely
fulfil the necessary requirements, the in-house approach guarantees that the PPET re-
tains absolute control over its data and technology stack. However, this external depend-
ency could be partially mitigated if the service provider system could be hosted on the
PPET’s own servers, which would enable the market participant to manage its own data.

The results of the pairwise comparison of options are presented in Table 17.

Table 17. Pairwise comparison of the options and their corresponding weights, methodology

based on [98].
In-house Service provider In-h_ouse Service _prowder
weight weight
TCO 7.00 0.14 0.98 0.02
Workload 0.20 5.00 0.04 0.96
Digital 7.00 0.14 0.98 0.02
sovereignty
Detection 0.20 5.00 0.04 0.96
effectiveness
Proportionality 9.00 0.1 0.99 0.01
Scalability 3.00 0.33 0.90 0.10
Maintainability 0.20 5.00 0.04 0.96
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Finally, the total weights of the options are calculated by multiplying the evaluated weight
of each option by the weight of the corresponding criterion. A higher total value indicates

a more preferred option. These values are presented in Table 18.

Table 18. Total weight calculation, methodology based on [98].

Weight In-house Service provider

TCO 0.208 0.203 0.004
Workload 0.114 0.004 0.109
Digital sover- 0.042 0.041 0.001
eignty

Detection 0.286 0.011 0.275
effectiveness

Proportionality 0.286 0.283 0.003
Scalability 0.016 0.014 0.002
Maintainability 0.048 0.002 0.046
Total priority 1,000 0.559 0.441
weight

When the total weights for the options are calculated, the in-house option is slightly pri-
oritised over the service provider option, as it receives a weight of 0.559 out of the total

(1.0), while the service provider option receives 0.441.

5.5.5 Results evaluation and sensitivity review

The final phase of the multi-criteria approach involves the evaluation of results and a
sensitivity review to explore the impacts of altering the hierarchy weightings. The final
results slightly prioritised the in-house solution over the service provider option. However,
as these results indicate, the optimal choice is not clear-cut. Because the most important
criteria and their realization across the different options have the most significant impact

on the final outcome, they must be evaluated and reviewed in more detail.

The most important criterion was determined to be regulatory certainty (0.57) followed
by TCO (0.21) and workload (0.11), which were evaluated inversely between the in-
house and service provider solutions. This reflects the fact that while a service provider
solution requires a higher financial investment, it significantly reduces the internal human
resources and technical effort required to maintain and update the monitoring system.
However, driven by the revised regulation, the market for automated monitoring solutions
tailored to the specific needs of PPETs is likely to expand, making it increasingly viable

to procure an external solution.
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When calculating the final weights of the alternative options, the sub-criteria of regulatory
certainty, along with the relative intensity of their importance in evaluating the options,
have the most significant impact on the final outcome and act as the main decisive fac-
tors. As detection effectiveness and proportionality were evaluated to be equally im-
portant, they shared the same final weight (0.23). Furthermore, as these sub-criteria fa-
voured opposite solutions, they tended to balance each other out in the final calculation
of the total priority weights. As they were weighted equally, no definitive stance reflecting

the risk appetite of the PPET was taken.

Another comparison where no clear position was taken was within another criterion with
sub-criteria, adaptability, where maintainability was still prioritised over scalability. How-
ever, if a market participant decides to monitor all markets with either one of the options,

scalability could be prioritised over maintainability for that unified approach.

These two comparisons reflect the two strategic choices that the market participant

faces:
o The risk appetite of the market participant regarding Article 15.

¢ The strategic choice of whether the monitoring of all markets should be con-

ducted within the same implementation option.

Therefore, under the current regulatory guidelines, the ultimate decision between the
options comes down to the strategy and risk appetite of the individual market participant.
One important factor steering the risk appetite is the nature of the trading mandate uti-
lized by the market participant, for example, when engaging in more aggressive and
extensive trading, such as fully automated speculative intraday trading, detection effec-
tiveness could be valued more highly as the trading strategy itself is more advanced.
Conversely, more traditional energy trading, based on physical assets would most likely

prioritise proportionality.

The second strategic choice in a market participant’s decision-making process, the con-
sideration of whether all markets it engages in should be monitored within the same
solution, is heavily influenced by the modularity of the service provider’s offering regard-
ing market coverage. If such partial coverage is available, it can significantly lower the
overall unit costs, thereby making it viable to use a hybrid approach, where certain mar-
kets would be monitored with an in-house solution while outsourcing the rest to a service

provider.
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6. CONCLUSIONS

The transition towards variable renewable energy production has transformed electricity
markets into more complex and fast-paced trading environments, enabling a platform for
market manipulation. In response, the EU has introduced REMIT Il. The most relevant
requirements regarding market manipulation of this amending regulation for a market

participant trading in the intraday market are imposed in Articles 15 and 5a.

The revised Article 15 extends the obligation to implement robust surveillance and re-
porting systems to persons professionally executing transactions (PPETSs). Furthermore,
the completely new Article 5a imposes control and documentation requirements on al-
gorithmic trading. These obligations introduce a new area of internal control for market
participants defined as PPETs. Since establishing these arrangements can be highly
resource-intensive and there is not yet a standardized approach, the implementation re-

quires careful interpretation and strategic planning.

6.1 Discussion of key findings

This thesis analysed the appropriate market manipulation monitoring framework for
PPETs within the electricity intraday market. The risks of breaching the prohibition of
market manipulation in intraday electricity trading were evaluated, and the main risks
and their identification methods were further examined. The main risks in the electricity
intraday market were found to be the practices of layering, spoofing, transmission ca-
pacity hoarding, and wash trading. While layering, spoofing, and wash trades are tradi-
tional manipulative behaviours of continuous markets, transmission capacity hoarding is

specific to the energy market.

The obligations under Article 15 are further outlined by ACER, which expects PPETs to
focus on behaviours observed in the course of their own trading activity, utilizing the
information naturally available to them. These internal arrangements must be effective
in detecting and notifying about such breaches, but also reasonable and proportionate
to the nature of the PPET’s trading activities. As the Finnish NRA does not hold the
jurisdiction to grant pre-approvals to these arrangements, it leaves it up to the individual
PPET to interpret what constitutes sufficiently effective and proportionate arrangements.
However, the latest version of the REMIT Best Practice drafted by Nord Pool compiles
comprehensive guidelines for the use of Nordic market participants and can be utilized

as an initial reference.
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The monitoring arrangements regarding operational and documentation requirements
were based on the concept of a compliance programme, focusing on the detection pillar
for monitoring activities and the response pillar for notifying authorities. This thesis ap-
plied a risk-based approach, utilizing the enterprise risk management standard 1SO
31000. This approach included developing a risk assessment framework to facilitate the
evaluation of the risk management measures for the risks arising from Articles 5 and 5a.
To implement these measures, establishing an appropriate monitoring strategy is a key
element. This strategy includes detecting potential breaches and reporting them to au-
thorities. Furthermore, these practices must be comprehensively documented for both

internal use and as evidence for regulatory authorities in the event of an inquiry.

For PPETs that are either sufficiently large or engage in algorithmic trading, the REMIT
[l-compliant monitoring arrangements should include an automated system capable of
detecting patterns of suspicious behaviour. Because the technical complexity of moni-
toring electricity markets is new to PPETS, there is an incentive to procure an automated
monitoring system from a service provider. The option to outsource the technical imple-
mentation of an automated monitoring software and procure the solution from an external
service provider was evaluated. The monitoring systems currently available on the mar-
ket, proven compliant with REMIT as they are used by European NRAs, can be too ex-
cessive for numerous PPETs. This encourages PPETSs to evaluate the development of
an in-house solution as a viable alternative. The design principles of an in-house moni-
toring system was presented using the detection of layering and spoofing as an example.
The core components of a monitoring system include the automated generation of alerts
and the investigative tools required for a human analyst to further assess those alerts.
The alert generation logic for detecting the manual deployment of these practices was

developed by combining ACER’s indicators with quantitative metrics.

To support the management's final decision on the initial implementation, an evaluation
comparing the procurement of a service provider solution and the development of an in-
house system was conducted using the Analytic Hierarchy Process (AHP). In the AHP
model, the goal of implementing an intraday monitoring solution was divided into a hier-
archy of weighted criteria and alternative options. Five main criteria were identified for
the implementation of a monitoring system: total cost of ownership, workload, digital sov-

ereignty, regulatory certainty, and adaptability.

When evaluating how well the options fulfilled these criteria, the in-house solution was
slightly prioritised with a score of 0.559 out of the total priority weight (1.0) compared to
0.441 for the service provider solution. Among the criteria, the largest weight were as-

signed to regulatory certainty, which were divided into two sub-criteria that were valued
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evenly: detection effectiveness which was evaluated to be best realized by the service
provider solution and proportionality that aligned better with the in-house option. How-
ever, this balance is driven by the PPET's risk appetite regarding Article 15 and its spe-
cific trading mandate. For example, when engaging in more aggressive and extensive
strategies, such as speculative trading, detection effectiveness might be valued higher.
Conversely, traditional electricity trading, based on physical assets, would likely prioritise
proportionality. Furthermore, the PPET faces a strategic choice regarding whether the
monitoring of all markets should be conducted within the same implementation option.
The optimal choice here depends on the modularity and pricing of the service provider
solution. If the service provider fees are structured per market covered, it makes a hybrid

approach viable.

6.2 Application of the thesis and future measures

The proposed arrangements and findings of this thesis can be applied by any market
participant defined as a PPET under REMIT Il seeking to fulfil the arrangements, systems
and procedures to ensure compliance with Articles 15 and 5a of the amending regulation.
The methods applied in this thesis followed the best documentation and guidelines avail-
able at the time of writing. Since REMIT Il is a relatively new regulation, guidelines and
best practices are most likely to evolve and refine over time. While Nord Pool’'s Best
Practice report provides a solid foundation, it emphasizes that there is no “one-size-fits-
all” solution. Consequently, monitoring arrangements depend heavily on the PPET’s own
interpretation, and the choice of technical implementation is ultimately driven by its spe-

cific trading and monitoring strategy, as well as its risk appetite.

To put the findings of this thesis into practice, a PPET is advised to conduct a compre-
hensive risk assessment tailored to the specific nature of its trading mandate and the
markets in which it engages. Beyond the scope of the ID market, the risks of breaching
the prohibition of market manipulation in other markets present an important area for
both future academic research and internal compliance assessments. Furthermore,
alongside market manipulation, Articles 3 and 4 also fall under the scope of Article 15.
Therefore, risks related to insider trading must also be evaluated. If the flow of inside
information through the market participant is significant, implementing sophisticated
monitoring to detect these breaches should be considered. Lastly, after the successful
deployment of the monitoring arrangements and the updating of the compliance pro-
gramme, the PPET should conduct a follow-up risk assessment regarding the require-
ments of Article 15. This ensures a comprehensive picture of how effectively the imple-

mented monitoring arrangements are functioning in practice.
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