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Abstract 

The past years of technological and digital development have been revolutionary. Artificial 

intelligence (AI) technologies are increasingly sophisticated, and we are currently in the middle 

of transformative societal and cultural change. Trust plays a major role in the technological 

encounters people have today. This chapter investigates trust in and by technologies. We 

portray trust in today’s technological context as a relationship encompassing both human-

technology and human-human interaction, and human trust in institutions enabling 

technologies. Review of the most recent work on robots, artificial intelligence, and extended 

realities shows the importance of both technology-design and human-related factors (e.g., 

personality variables, self-efficacy, or competence) when building trust between human and 

technology. Functionality, transparency and safety of intelligent technologies are of high 

importance when people evaluate the trustworthiness of technology in interactions with them 

or with other humans through technology. These features and perceived benevolence of 

systems can facilitate trust between humans. However, skepticism and distrust toward 

technology are common in the rapidly evolving digitalized environment. Technological futures 

call for considering an era where we are no longer only talking about human trust in 

technologies, but intelligent technologies and systems trusting each other. 
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Introduction 

We are in the middle of a remarkable technological change with increasingly ubiquitous 

computing, major leaps in the development of artificial intelligence (AI) technologies, and 

extended realities that are paving the road to the metaverse. The past years of technological and 

digital development have been revolutionary. Artificial intelligence technologies are 

increasingly sophisticated, and we are currently in the middle of a transformative societal and 

cultural change (Dwivedi et al., 2021; Kreps & Kriner, 2023; Rust & Huang, 2021). Huang, 

Rust, and Maksinovic (2019) have argued that there is an ongoing transition from the current 

cognitive-based economy to a more emotionally driven and feeling economy. Over time, AI is 

expected to play a role in tasks involving communication, interaction, and empathy that were 

previously exclusive to humans (Huang & Rust, 2018; Huang et al., 2019). 

New technologies arouse worries – and so they always have in human history. A famous 

early example are the Luddites, members of English textile industry, opposing new machinery 

which they believed would take their jobs. Nowadays the word luddite reflects more generally 

a person opposing new technology. Some technologies are indeed radically new, and they do 

transform societies, so it is understandable that they increase worry in some. Remarkable 

optimism and expectation have always been placed in new technologies that are envisioned to 

bring a brighter future. There have always been those who have dared to place more trust in 

new technologies, in developing and implementing them.  

Currently digitalization is a transformative megatrend that impacts everyday life 

profoundly. Intelligent and digital technologies – in the form of apps, platforms, and tools – 

have become our looking-glass and changed how we interact, socialize, and identify with others 

(Ellison & Vitak, 2015; Walther, 2011). These technologies have a significant impact on how 

willingly and to what extent people trust other humans, social institutions, and society in 
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general. Trust is essential in social interaction and wellbeing, but it is also fundamentally 

shaped by technologies. 

This chapter focuses on trust in emerging and intelligent technologies, such as robots, 

AI and wider extended realities and the metaverse. Trust plays a major role in the technological 

encounters people have. Trust in technologies facilitates the acceptance and usage of new 

technologies. Trust also relates to the qualities of technologies themselves: how they are 

designed, how they feel and react. Trust is a relation and in the context of technologies this 

means trust by and through technologies. Our chapter will first discuss trust as a relationship 

involving trust in technologies, trust facilitated by technologies, and trust toward institutions 

providing technologies.  We will then map essential theories helping us understand trust in 

technologies. Research evidence on trust in robots, AI and extended realities are summarized 

after this. We discuss the potential future of trust and call attention to the social psychology of 

trust which we expect to extend to involve trust between machines that have learned human 

skills in interaction. 

 

 

Trust as a relationship 

Trust is reliance and confidence people place on something. Trust as a theoretical concept 

viewed through multiple perspectives involves qualities of the trustor, trustee, and the 

interaction between them (Rotenberg, 2019). Considering the topic of trust and technologies, 

it is important to cover not only the interpersonal aspects of how humans trust each other, but, 

first and foremost, the trust people have in technologies as such (see Figure 1). This relationship 

is between human and technology (or machine). Intelligent technologies are becoming more 

capable of dialogue and assessing human behavior. The second possible relationship requiring 

trust is between humans but mediated by technology. This type of relationship is highly 

important considering how much of human communication today is mediated by technology. 
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The third relationship involves human trust in institutions or organizations, such as major 

technology companies providing advanced and intelligent technologies. The fourth relationship 

is something social psychology should consider for the future: how intelligent technologies 

trust each other. 

 

 

Figure 1. Types of trust in intelligent technologies 

 

Our starting point is that it is important to consider both psychological and sociological aspects 

of trust, while also recognizing the importance of situational factors and context of human 

behavior. In other words, there is always a wider interpersonal, societal and cultural context of 

trust. According to developmental psychology, individuals initially develop a fundamental 

sense of basic trust towards their significant others, and over time, they learn to discern the 

extent and recipients of their trust (Simpson, 2007a, b; Van Lange, 2015). From a sociological 

perspective, trust is regarded as the cohesive force that fosters unity among individuals and 

promotes positive outcomes within societies (Bjørnskov, 2012; Putnam, 2000; Rothstein & 

Uslaner, 2005; Uslaner, 2000). While the psychology of trust has mostly focused on individual 
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and social ties of individuals, sociology has been interested in trust on institutions and the ways 

in which trust is generally related to the function of societies. Both perspectives are important 

when considering technologies for investigations in social psychology and we need to consider 

how trust is built in interactions between individuals and within and between groups. 

Trust in technology involves discussion about personal differences between individuals 

and the qualities of a trustor. Do certain individuals trust technologies more than others? Are 

there any major socio-demographic background factors that explain why some individuals trust 

more than others. Experienced technology users are often likely to have a better understanding 

of the risks involved (Oksanen, Savela et al., 2020). Personality factors have been investigated 

in relation to technologies (Hancock, Billings, Schaefer et., 2011; Schaefer et al., 2016) and, 

for example, openness trait has been associated with higher trust placed on new technologies, 

such as robots and AI in experimental settings (Oksanen, Savela et al., 2020). 

  Group behavior is part of technology usage. Past decades are full of examples of how 

adaptation of technology has been accelerated by group behavior. People identify with other 

people using technologies, they are influenced by other people and their social groups. Social 

psychologists have for a long time investigated how people behave in technological 

environments (e.g., Kiesler et al., 1984; Sproull & Kiesler, 1991; McKenna & Bargh, 2000). 

They have also underlined the role of group influences and group pressure (Postmes et al., 

2001; Tanis et al., 2005). One excellent example is the rise of social media after the mid 2000s 

that had significant consequences for our everyday interactions (Keipi et al., 2017). Most 

successful was first Facebook that provided an intuitive user interface that was easy for people 

to use. More and more people joined the platform in a short period of time, and it became more 

important and valuable for people to start using the app and participate in it. This led to an 

exponential increase in Facebook users around the world. Rapid swift in usage of social media 

has ever since impacted significantly the issue related to trust (Kaakinen et al., 2020). 
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Online users tend to express trust towards their in-group online. Often, group 

identification and homophily play central roles in such process (Kaakinen et al., 2020). In some 

cases, trust is not based on online identity and closeness to other users, but rather on trust 

systems, which refer to mechanisms and practices created to build trust between users. Such 

trust systems are known in both legal and illegal marketplaces (Ert & Felischer, 2019; Nurmi 

et al., 2017). The main objective of a trust system is to foster confidence and reliability among 

participants in online platforms, websites, or applications. These systems encompass the 

implementation of measures that evaluate users' credibility, integrity, and authenticity, as well 

as the reliability of the information and services offered. Trust systems play a central role in 

online marketplaces and other digital environments where users depend on the contributions 

and transactions of others.  

 Institutional trust is perhaps one of the most widely discussed concepts within research 

literature on trust. The concept refers to trust in societally important institutions, organizations, 

and systems, such as police, political system and justice system. Sociologists consider 

institutional trust as a major factor in the overall functioning of societies (Newton, 2001; 

Uslaner, 2002). Numerous studies have consistently highlighted substantial variations in 

institutional trust across countries, emphasizing its significance as a crucial societal factor. 

(Sønderskov & Dinesen, 2016; Oksanen, Kaakinen et al., 2020). Among these, Nordic 

countries (Finland, Denmark, Iceland, Norway, Sweden) consistently exhibit the highest levels 

of trust in state institutions, and they also rank prominently in global welfare statistics 

(Marozzi, 2015). Within Europe alone, there are major differences in institutional trust, 

particularly East and South European countries ranking low (Grönlund & Setälä, 2012; OECD, 

2020; Sarracino & Mikucka, 2017). 

Institutional trust is also a very technological matter as technological infrastructures are 

handled by the states. Additionally, over the past two decades major technology companies 
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such as Microsoft, Google, Meta, and Apple, have grown their influence on people. Trust in 

technologies and trust facilitated by technologies must be understood hence also from 

institutional framework. Figure 2 shows findings based on data from the Self and Technology 

EU-6 project (PI: Atte Oksanen, https://projects.tuni.fi/selftechnology/), presenting nations 

from all of Europe; the Nordic (Finland), Central (France, Germany), West (Ireland), East 

(Poland) and South (Italy). We can see that, overall, Finland ranks higher than the other 

countries in terms of trust in people in general (generalized trust) and institutional trust. 

Generalized trust is lower in Italy, France, and Poland than in others. In all countries, 

participants express distrust on social media giants (e.g., Meta [Facebook], Alphabet [Google], 

and Twitter).  

Significant distrust toward social media giants is remarkable considering how much 

people actually use the social media platforms provided by these companies. This is perhaps 

one of the current paradoxes where people have become extremely dependent on social media, 

but at the same time, they display distrust and recognize potential risks involved in these 

services. These risks involve a rather exhausting list: misuse of private information, spread of 

misinformation, cyberhate and harassment, attempts to influence democratic elections, and the 

promotion of inter-group conflicts. The same technology that could be, in theory, used to build 

trust between people is being used for purposes that, in general, have created distrust between 

different groups of people. Often, the algorithms of social media services contribute to this 

distrust as social media giants have not built their platforms to foster trust between people but 

rather to deliver personalized content for users (Keipi et al., 2017). 

 

https://projects.tuni.fi/selftechnology/
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Figure 2. Generalized trust, institutional trust and trust on social media giants in Finland (n = 

1,541), France (n = 1,561), Germany (n = 1,529), Ireland (n = 1,112), Italy (n = 1,530), and Poland (n 

= 1,533). Trust scale from 1 (do not trust at all) to 7 (trusts completely). 

 

Culture has an influence not only on norms and values, but also on beliefs and attitudes (Brewer 

& Yuki, 2007; Inglehart & Baker, 2000; Yuki et al., 2005). Societies and cultures differ in the 

role they give to technologies and how they view technologies (Gupta et al., 2011). This in turn 

can have a significant impact on trust in technology and trust established by technology use. In 

technologically advanced societies, we are constantly surrounded by different images and 

visions of technology. Some technologies (e.g., AI) were vividly described and imagined in 

science fiction literature and movies long before their development. It is rather striking that 

Historians have traced the idea of artificial life, such as robots, back to Greek mythology 

(Mayor, 2018). Even today it is realistic to say that people have been accustomed to robots and 

artificial intelligence in films, very good examples being R2-D2 and C3PO droids in Star Wars 

or AI out of control in 2001: A Space Odyssey (1968), Matrix (1999), or Her (2013). The world 

is increasingly saturated by images of technologies, both existing and emerging (Maynard, 

2015; Savela, Turja, et al., 2021). 
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From planned behavior to self-determination 

 

The Theory of Reasoned Action (TRA; Ajzen & Fishbein, 1980) and the Theory of Planned 

Behavior (TPB; Ajzen, 1985) are widely recognized social psychological theories utilized in 

research concerning the acceptance and adoption of new technologies (e.g., Davis, 1989; 

Venkatesh et al., 2003). Both TRA and TPB emphasize the influence of specific factors on 

shaping an individual's intentions and behaviors. TRA proposes that an individual's behavioral 

intention is shaped by their attitudes and subjective norms regarding the behavior. TPB builds 

upon TRA by introducing an additional determinant of behavioral intention and behavior—

perceived behavioral control. Perceived behavioral control refers to an individual's belief in 

their capability to successfully perform the behavior. It takes into account the presence of 

facilitating or inhibiting factors that may influence the individual's control over the behavior.

 TRA and TPB serve as the foundational theories for many commonly used models of 

technology acceptance, including the Technology Acceptance Model and its extensions (Davis, 

1989; Venkatesh & Davis, 2000). The original TAM model considers system design features 

influencing both perceived usefulness and perceived ease of use, which are considered to lead 

to attitudes toward the technology. Attitudes are expected to influence the actual use of 

technology (David, 1989). Venkatesh and Davis (2000) extended the original TAM model 

including social influence and cognitive instrumental processes. 

Unified Theory of Acceptance and Use of Technology (UTAUT) aimed to synthesize 

different technology acceptance models (Venkatesh et al., 2003). It includes performance, 

effort expectancy, social influence, and facilitating conditions and considers their influence on 

behavioral intention and eventually on technology use. Further, the model considers 

moderating factors such as age, gender and user experience and voluntariness to use. 

Accordingly, the effect of effort expectancy, defined as the degree of ease of use, was stronger 
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among older and more inexperienced users, and women. The effect of performance expectancy 

was stronger for men and younger users whereas social influence was more meaningful for 

women and older users, especially when use was mandatory (Vankatesh et al., 2003).  

The theory is widely cited, but also critical voices have been aroused. Dwivedi and 

colleagues (2019) ran a meta-analysis showing that attitude was highly central to behavioral 

intentions and further use of technologies. These TAM models and their extensions remain, 

however, rather general. Although they are based on social psychological TRA and TPB, they 

remain rather superficial in their attempts to grasp attitudes, group influences and personal 

motivations.  TAM models typically focus on a narrow set of factors, but technology acceptance 

is, in actuality, influenced by a complex interplay of various variables, including individual, 

organizational, contextual, and cultural.  To that effect, TAM models and their extensions 

remain only as starting point and much more robust theories are needed to understand user 

motivation, attitudes and group influence. All these aspects are important when considering 

trust in technologies. Acceptance of technology and usage of technology are very close to issues 

related to trust. Yet, people might use technologies although they do not trust in them.  

Theory and research on self-efficacy provide an important perspective generally on 

technology usage and trust in new technologies. Bandura's (1997, 2006) theory of self-efficacy 

suggests that it relates to an individual's beliefs about their own abilities in a specific situation 

or task, rather than their actual skills. Self-efficacy influences human behavior, motivation, and 

thinking patterns, impacting how much effort and time an individual invests in achieving a 

goal. Nevertheless, individuals' perceptions of their abilities are influenced by different 

contextual factors and for these reasons self-efficacy should be measured in relation to a 

particular situation or task (Williams & Rhodes, 2016). Self-efficacy has been studied in the 

context of technology, for example use of computers (Compeau et al., 1995), the internet 

(Compeau et al., 1995), health technologies (Rahman et al., 2016) and robots (Latikka et al., 
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2019). Results of self-efficacy studies generally indicated that higher self-efficacy on usage of 

technologies leads to higher use and enjoyment and reduced anxiety of the use. These findings 

are indicative that higher self-efficacy in the use of technologies also predicts more positive 

attitudes towards technologies and higher trust in them. 

Figure 3 shows an example based on the Self and Technology EU-6 project using the 

General attitudes towards Artificial Intelligence Scale (GAAIS, Schepman & Rodway, 2022) 

items for positive AI attitudes and Technology Effects on Need Satisfaction in Life (TENS-

Life, Peters et al. 2018) scale for technological competence. TENS-Life was adapted to usage 

of new technologies within our study. We can see from the figure that in all six EU countries 

users having higher technological competence reported more positive attitudes towards AI, 

which is also indicative on their trust towards AI. Only in Ireland the difference of participants 

having high versus low technological competence was not statistically significant. This 

example underlines how perception of oneself as a competent technology user is important in 

technology attitudes, and this has a likely effect on both trust and usage of such technologies. 
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Figure 3. Positive attitudes towards AI by technological competence in Finland (n = 1,541), 

France (n = 1,561), Germany (n = 1,529), Ireland (n = 1,112), Italy (n = 1,530), and Poland (n 

= 1,533). Positive attitudes towards AI are on the 1–7 scale. 

 

Self-determination theory (SDT) provides an important social psychological 

perspective that has not been extensively used in studies on technology and trust. SDT, a theory 

developed by Deci and Ryan encompasses human development, well-being, and motivation, 

with a robust foundation in empirical research spanning several decades (Deci & Ryan, 2000; 

Ryan & Deci, 2017). According to SDT, an individual's internal driving force originates from 

the fulfillment of three essential psychological needs: relatedness, autonomy, and competence 

(Ryan & Deci, 2017; Vansteenkiste et al., 2020). Relatedness encompasses that humans have a 

need for social belonging or relatedness (Baumeister & Leary, 1995; Deci & Ryan, 2000). 

Autonomy relates to the need for individuals to experience freedom of choice and decision-

making in their actions and behaviors. Competence entails the desire to feel capable and 

effective in relation to one's choices and actions.  SDT suggests that when these three 

fundamental psychological needs are met, individuals experience satisfaction, resulting in 

enhanced intrinsic motivation and overall well-being (Ryan & Deci, 2017). The SDT 

framework has found applications in various domains, including the field of technology. As we 

saw before, competence has an association with attitudes in the context of technology. Similarly 

other psychological needs are likely to impact individual's motivation, wellbeing, and basis for 

the trust (Bergdahl et al., 2023). 

Theories of self-efficacy and self-determination have major potential as social 

psychological theories to provide deeper understanding on technology use and different social, 

behavioral, and attitudinal aspects of it. These theories are likely also to provide tools for 

improved models and prior technology acceptance models have been rather simplified. Recent 

attempts have been made to incorporate SDT into technology acceptance models. These studies 

have shown that autonomy, competence, and relatedness affect users' inclination to adopt 
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technology, as well as their perceptions of ease of use and usefulness (Lu et al., 2019; Sahin & 

Sahin, 2022). Recent studies show both cross-national and longitudinal evidence that basic 

psychological needs are linked to both positive and negative attitudes towards AI (Bergdahl et 

al., 2023). More studies are needed on the trust in technologies and the role of basic 

psychological needs in trust. 

 

 

Human trust in robots 

 

Robots are programmed activated mechanisms that have the ability of movement, 

manipulation, or positioning and hold a degree of autonomy to perform indented tasks 

(International Organization for Standardization, 2014; 2021). Robots represent a major part of 

the transformative technology that has shaped our societies, interactions, and ways of thinking 

(Hancock et al., 2021; Naneva et al., 2020). Over the last two decades, the development of 

robot technologies has been booming and expanded significantly. As a result, robots have been 

integrated into most areas of the human world, including manufacturing, healthcare, 

agriculture, and military with the goal of improving working environments, increasing safety 

and quality, and reducing costs (Graetz & Michaels, 2018). Different types of robots have also 

become part of the household, including autonomous vacuum cleaners or pet-like robots, 

adding convenience and companionship to people's lives (Broadbent, 2017). One of the 

outstanding advancements in the field of intelligent robotics is the inclusion of intelligent social 

robots into people's everyday life (Broadbent, 2017; Wang & Liu, 2018). 

Trust in robots is crucial in today’s modern world where the presence and deployment 

of robots is omnipresent and constantly evolving (Hancock et al., 2021; Kok & Soh, 2020).  

While robots are designed to make people’s lives easier, be safe, and human-friendly, trust in 

them is not given and several factors have been found to influence human’s trust in robots. 

Design of the robot plays a role, as people often make judgments about the robot’s 
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trustworthiness based on its appearance (Kok & Soh, 2020). Meta-analyses by Roesler et al. 

(2021) and Hancock et al. (2021) showed that anthropomorphizing (i.e., attributing human-like 

characteristics to non-human entities) robots has positive effects on trust. More specifically, 

studies indicate that giving human-like features, such as body-shapes or face-like 

characteristics and facial expressions to robots is beneficial to human-robot trust. However, the 

effect is positive only to a certain extent and affinity to human-like robots has shown to 

decrease when likeness nears accuracy (Kok & Soh, 2020). This is in agreement with the 

phenomenon known as uncanny valley, originally described by Masahiro Mori in 1970. He 

hypothesized that robots that appear human-like will induce affinity towards them, but the 

affinity shifts to eeriness and uncanniness as human-likeness increases but fails (Mori, 1970). 

Context and situational factors also have been shown to influence how willing people are to 

trust robots, as well as individual differences pertaining to personality, attitudes, and experience 

with robots (Hancock et al., 2021; Naneva et al., 2020).  

In research literature, the potential antecedents of trust in human-robot relationships 

have been parsed into three different categories: human-related factors, robot-related factors, 

and environmental factors (Hancock, Billings, Schaefer et al., 2011). Human-related factors 

involve users’ abilities, like their expertise and competence in using robot technology, and 

demographic characteristics such as age and gender. Overall, research suggests that younger 

people are more likely to trust robots than older individuals. Based on a sample of Hungarian 

participants, Lazányi (2019) compared differences in trust towards robots between generations 

Y (born 1977 or after, but not later than 1993) and Z (born 1996 or after, but not later than 

2012). Independent samples t-tests showed that generation Z participants had significantly 

higher trust in robots and were much more willing to engage with them than generation Y 

participants. Similar results were found earlier by Scopelliti et al. (2005) who compared 

acceptability of robotic devices in home settings between different age groups (young people 
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18–25 years, adults 40–50 years, elderly people 65–75 years). In the study, elderly people 

showed more distrust towards robotic devices than their younger counterparts. Age also has a 

dynamic interplay with experience as older individuals tend to have less experience and 

competence with new technologies and robots and might experience emotional difficulty with 

technology (Hopko et al., 2022; Scopelliti et al., 2005). However, it should be noted that as age 

varies, it might not have a consistent linear trend with how willing people are to interact with 

or trust robots (Leichtmann & Nitsch, 2020). 

In terms of gender differences, males have generally been found to trust robots more 

than females who usually express more negative attitudes and emotions towards them (Lazányi, 

2019; Matthews et al., 2019). Personality traits may also influence people’s trust in robots, 

although the research results about it have been mixed (Leichtmann & Nitsch, 2020). In the 

study by Oksanen et al. (2020), the personality trait of openness to experiences was related to 

expressing more trust towards a robot online while conscientiousness was associated with 

expressing lower trust. Neuroticism has also been found to have an association with trust in a 

social robot (Langer et al., 2019). However, other personality variables like self-efficacy or 

attitudes towards robots have been shown to have stronger effect sizes on trust than personality 

traits pertaining to the Big Five (Hancock Billings, Oleson et al., 2011; Oksanen et al., 2020). 

Human-related factors are important when it comes to forming trust towards robots, but 

according to research, robot-related factors have the strongest association with trust (Malle & 

Ullman, 2021). These consist of performance and attribute-based features like the level of 

automation and predictability of the robot, or robot type and adaptability (Hancock, Billings, 

Schaefer et al., 2011). An online study on robot design by Bernotat et al. (2021) investigated 

social judgments of a robot based on its perceived gender. The authors manipulated robot 

gender (male vs female torso) by adjusting the waist-to-hip ratio and shoulder width on two 

images of robots. Analyses of the perceived differences showed that the perceived female robot 
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evoked more affective trust among the participants and was evaluated as more communal than 

the perceived male robot (Bernotat et al., 2021). You and Robert (2023) investigated the 

influence of perceived dissimilarities between human workers and a robot co-worker on trust 

in the robot co-worker. Through two experiments, they found that dissimilarity in gender and 

in work style between a human worker and a robot co-worker had stronger negative effects on 

trust. Their results suggest that people prefer working with robot co-workers that are similar to 

them in gender and in work style. Trust in a robot co-worker further predicted a preference to 

work with a robot co-worker over a human one (You & Robert, 2023). Van Pinxteren et al. 

(2019) conducted an experimental field study to examine whether human-like appearance 

features or human-like social functioning features of a humanoid service robot were more 

effective in fostering trust towards it. The study also measured anthropomorphism and 

perceived interaction comfort with the robot. The researchers found that human-like 

appearance features elicited more anthropomorphism toward the robot than human-like social 

features and also induced more comfort in interaction with the robot (van Pinxteren et al., 

2019). 

The presence of a robot can make some people feel uneasy and perceived safety in 

coexistence with a robot is essential for long-term human-robot interaction (Akalin et al., 

2022). In addition to robot’s physical appearance, its perceived predictability, transparency, and 

performance can influence how comfortable people feel using or collaborating with a robot 

(Malle & Ullman, 2021). Robinette et al. (2017a) conducted a series of experiments to test 

whether participants chose to use a robot for guidance in a navigation task. The researchers 

manipulated the robot’s performance on the task and found that a single failure by the robot 

resulted in half of the participants choosing not to follow the robot. Poor performance of the 

robot also sharply reduced trust in the system. Similar results were demonstrated by Akalin et 

al. (2022) who conducted a mixed-subjects design experiment to investigate perceived safety 
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in human-robot interaction. Based on a sample of young adults, the researchers found that 

experience, familiarity, predictability, sense of control, transparency, and trust were key factors 

of feeling safe with a robot. Robustness of a robot was a crucial factor. Subsequently, if a robot 

does not operate correctly, users will not trust it. This type of performance trust is likely related 

to the sense of risk that is inherent to the notion that a robot is capable of completing the task 

it has been given (Malle & Ullman, 2021; Robinette et al., 2017a). 

Factors related to environment are based on team collaboration and task variables. 

These include physical contexts, cultural and communication factors and types of tasks, such 

as complexity or requirements of the task (Hancock, Billings, Schaefer et al., 2011, 2021). 

Communication has a critical role in developing trust in human-robot interaction, but one 

challenge is that robots may lack the ability to communicate with, for instance, a human 

colleague or team member (Volante et al., 2019). To that effect, Volante et al. (2019) conducted 

a simulation experiment to examine the influences of social conformity and robot 

communication on trust in robots. Student participants were assigned to four experimental 

conditions (robot communication with a positive social group; robot communication with a 

negative social group; no robot communication with a positive social group; no robot 

communication with a negative social group). According to the results, a communicating robot 

was found to elicit higher levels of trust in participants than a robot that did not communicate. 

However, the influence of a robot’s communication on trust was overcome based on social 

opinions as observers appeared to conform to the trust displayed by the positive or negative 

group they were assigned to. Conformity to a general perceived attitude may influence 

individuals’ trust in robots more than individual’s own perception (Volante et al., 2019). 

In a set of studies based on Finnish care workers, US adult population, and a trust game 

experiment, Savela, Turja et al. (2021) showed that media exposure to robots was associated 

with a higher trust towards them. Especially fact-based communication was connected to 
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higher trust in robots. Ultimately, the study results suggest that seeing, reading, or hearing about 

robots in different media outlets is likely to induce more trust towards robots. This type of 

environmental exposure may also explain cultural variation in trust and attitudes toward robots, 

as media coverage about them is highly context-based (Savela, Turja et al., 2021). To that 

effect, trust placed in robots can be overestimated. Experimental research evidence suggests 

that sometimes people misjudge robots’ abilities and overtrust them on the basis of their 

description and expect robots to do what they were designed to do (Robinette et al., 2017b; 

Ullrich et al., 2021). By contrast, trust in robots can also be underestimated (Kok & Soh, 2020) 

and bias against robots can be difficult to let go of (Ishowo-Oloko et al., 2019). Ultimately, 

trust influences the choice to use a robot (Sanders et al., 2019), and either overtrust or undertrust 

in robots can lead to problematic interactions with them, such as under-reliance, over-reliance, 

or misuse (Hancock et al., 2021). 

 

 

Trust in artificial intelligence 

AI refers to computer systems that have the ability to perform tasks that would usually require 

human intelligence. The potential of AI has been extensively discussed since the 1950s, 

coinciding with the development of modern computers. However, in recent years, this 

discussion has expanded rapidly, and the progress is considered transformative and one of the 

main pillars of the Fourth Industrial Revolution (Hecklau et al., 2016). Notably, the 

introduction of generative AI tools like ChatGPT and Stable Diffusion in 2022–2023 has 

redefined the capabilities of AI and its prospects for the near future (Peres et al., 2023). 

ChatGPT, in particular, is an emerging AI chatbot built upon OpenAI's large language models. 

Stable diffusion, on the other hand, is a deep-learning-based model capable of generating 

detailed images based on textual descriptions. These advancements specifically stem from 

developments in deep-learning algorithms, neural techniques, and computer hardware (Sarker, 
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2021). This advanced technology can learn by analyzing vast amounts of data and is already 

making its mark in various aspects of life, particularly in highly advanced societies. Its 

widespread usage and ongoing advancements have become nearly unavoidable, with AI being 

integrated into most everyday devices, systems, and technologies we rely on (Dwivedi et al., 

2021; Kennedy et al., 2023). 

AI technology can be applied widely across industries and domains, and it holds 

tremendous potential to change the way we interact, manage knowledge and society, structure 

workforce, or design jobs (Glikson & Woolley, 2020; Kaplan et al., 2023). However, even with 

its undeniable benefits, people generally feel ambivalent or reluctant to trust AI systems 

(Gillespie et al., 2023). Trust in AI is essential for its adoption, continuous use and 

development, but its advanced and complex system with lack of transparency raises suspicion, 

especially when even its own creators speak up to warn against the risks of AI (e.g., Patton, 

2023). According to Glikson and Woolley’s (2020) review of empirical research on trust in AI 

systems, representation of AI is important when people establish cognitive trust toward it. AI 

can be presented in robotic, virtual, and embedded (e.g., part of a computer or another tool) 

forms. Overall, research has found that people’s trust in robotic AI is initially low but increases 

with exposure and experience, whereas the relationship between virtual and embedded AI 

shows an opposite direction: initial trust tends to be higher but drops with added experience. 

Further, as AI is designed to perform tasks requiring human-level intelligence, its perceived 

intelligence, or capability, has been found to influence people’s level of trust in it (Glikson & 

Woolley, 2020). 

A meta-analysis by Kaplan et al. (2023) including data from 65 studies divided 

antecedents of trust in AI into human-related factors, AI-related factors, and shared contextual 

factors of the interaction. Estimation of global effect sizes found that human-related factors 

pertaining to user ability and competence are significant positive predictors of trust in AI, as 
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individuals believing in their own ability and expertise in AI use and in their task show a higher 

level of trust in the AI system. In terms of individual characteristics, innovative individuals are 

found to trust AI more likely, while loneliness is associated with lower trust in AI. A systematic 

review of literature on trust in AI systems in relation to user personality has shown that 

agreeableness, openness, and extroversion are associated with higher trust in AI systems (Riedl, 

2022). However, according to research findings, the association between extroversion and trust 

in AI is inconsistent and likely influenced by the type of AI and degree of the trait (Kaplan et 

al., 2023). Consistent with trust in other new technologies, males tend to trust AI systems more 

readily than females (Kaplan et al., 2023). However, these gender differences could be 

explained by exposure. A large-scale global study on trust in AI showed that men are more 

likely to know about AI than women and they also have more subjective knowledge about it 

(Gillespie et al., 2023). 

According to past research aggregated by the meta-analysis (Kaplan et al., 2023), 

performance and reliability of an AI system are the most important AI-related antecedents of 

trust. Perceived personality features of AI also play a role in trust, as individuals perceive a 

benevolent or rule-following system to be more trustworthy than an AI system that seems to be 

acting in a deceptive manner. AI personality is further tied to its anthropomorphism and AI 

systems that are human-centered or focused on teamwork are trusted more than AI systems that 

are more machine-like (Kaplan et al., 2023). Reputation and transparency of an AI system are 

also crucial factors in developing trust towards it, and lack of transparency in the system can 

imply deception to some users (Kaplan et al., 2023; Yang & Wibowo, 2022). Any high-quality 

system should aim for explainability and transparency, but further efforts are needed by AI 

developers to improve transparent and understandable, as well as ethical, safe, and responsible 

use of their systems (Gillespie et al., 2023; Yang & Wibowo, 2022). Some researchers challenge 

the notion that AI should be trusted, especially in the context of cybersecurity, as attacks against 
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an AI system can be difficult to detect (Taddeo et al., 2019). To that end, task-related 

antecedents of trust in AI have been found to have a negative relationship with trust, that is, 

trust in AI is lower depending on the task it is expected to perform, which was also the most 

significant contextual factors of AI trust. This is likely due to the perceived risk involved 

(Kaplan et al., 2023). An additional contextual challenge to trust in AI is that any system using 

an algorithm or model is bound to make mistakes. Such errors increase mistrust in the system’s 

performance and the decisions it makes or recommendations it gives (Venkatesh, 2022). 

However, the type of application used also matters.  

The global study by Gillespie et al. (2023) comparing data from 17 countries, found 

that people are generally less likely to trust and accept the use of AI in the context of human 

resources (e.g., as part of hiring or making decisions about promotions). Instead, AI is trusted 

more when used in healthcare (e.g., when it aids in making medical diagnosis and treatment 

plans) that benefit them directly. People are also more willing to rely on information they 

receive from AI systems than share their own information with it, particularly so when the 

information comes from recommendation systems, or trust systems that involve social media, 

personalized news, product recommendations, or applications relating to security (Gillespie et 

al., 2023). Cultural differences have also been found in trust towards AI. According to Gillespie 

et al. (2023), awareness of AI is highest in Asian countries and in Finland, and lowest in France 

and the Netherlands. Trust in AI, however, is lowest in Finland and Japan, while emerging 

economies presented by Brazil, China, India, and South Africa have highest trust. Contextually, 

Finland and Singapore report higher AI use in their work organizations than people in other 

countries (Gillespie et al., 2023), which suggests that experience with AI might contribute to 

lower trust in it in these countries. Overall, people expect that AI is regulated and includes 

external and independent surveillance, however, in their current form, these oversights are seen 

as insufficient. In their data-driven research framework, Thiebes et al. (2021) distinguish the 
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five foundational principles of achieving trustworthy AI: beneficence, non-maleficence, 

autonomy, justice, and explicability. 

 

 

Extended realities and emerging technologies 

Technologies are more and more ubiquitous in our everyday life. With the use of mobile 

devices, we are constantly online even when not actively browsing them. Thus, former 

distinctions between offline and online activities are becoming increasingly obsolete. Our 

realities are already mixed and extended by technologies. Mixed Reality (MR) is a form of 

reality that combines both real and virtual elements, creating a hybrid environment (Ohta & 

Tamura, 2014; Speicher, Hall, & Nebeling, 2019). The development of virtual reality (VR) and 

augmented reality (AR) technologies, along with the advancement of high-performance 

devices like smartphones and smart glasses, has facilitated the emergence and expansion of 

MR (Sherman & Craig, 2018; Bastug et al., 2017). Currently extended reality (XR) is the 

umbrella term referring to all immersive technologies and it covers AR, VR and MR (Kosko et 

al., 2021; Qamar, 2023).  There is a wide range of XR applications in a variety of sectors 

including health care, defense, sports, gaming, tourism, and business and sales (Qamar, 2023).   

Much recent attention on such mixed reality is directed towards the concept of the 

metaverse. The concept was coined in Neal Stephenson’s (1992) Snow Crash novel depicting 

immersive virtual reality-based internet. Currently, the metaverse is considered to be the future 

of the internet and the 3D model of the internet. The term has been hyped during the 2020s, 

and partially so because one of the biggest technology companies, Facebook, renamed itself to 

Meta and visioned a metaverse integrated immersive ecosystem (Dwivedi et al., 2023). Part of 

the development of the metaverse is tied to technologies and gadgets, but metaverse is 



 

 24 

considered to be hardware-independent and function globally also with the mobile devices we 

already have (Parisi et al., 2021; Park & Kim, 2022). 

Concepts of extended reality and the metaverse are crucial for understanding the 

development of technological trust. Metaverse is not believed to be a place one visits. Rather 

it will become an inevitable part of the world we are living in, and we will become dependent 

on the metaverse. While others see the development of the metaverse strictly as a technical 

matter and evolution of immersive technologies, there are alternative perspectives as well and 

some argue that we are already living in the metaverse: “That future has already arrived. We 

live our lives, willingly or not, within the metaverse.” (Garber, 2023). Metaverse as the 

continuation of the internet will have an impact and implications on all we do. Importantly, it 

grows the significance of online communication. It is an extension of recent social 

psychological discussions on online communities and online interactions (Keipi et al., 2017; 

Kaakinen et al, 2020; Savolainen et al., 2022).  

The future of trust might hence be in immersive technological worlds where we are less 

and less bounded by our geographical locations. The first future scenario of the metaverse is 

rather dystopic and reminds us about the Matrix film (1999), or earlier cyberpunk novels such 

as Neuromancer (Gibson, 1984) where lives could go on in virtual worlds by having avatars as 

their digital twins. In such worlds, fiction becomes reality and virtual reality exceeds the 

physical reality and the physical boundaries we have. Building trust in such a highly volatile 

game world like the metaverse is challenging in many ways. An alternative scenario considers 

the metaverse as logical continuum as different AR and VR gadgets are being developed and 

have the potential to extend our realities. However, in this scenario our realities would remain 

mixed, and technologies could just help us to extend and augment our realities and integrate 

virtual worlds into our physical worlds. These two perspectives – matrix and mixed – are not 

necessarily mutually exclusive or independent of each other, but they could also merge or occur 
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simultaneously. Matrix-like metaverse is a major issue at least in democratic nations in the 

western world as metaverse involves also major risks for excessive surveillance and collection 

of personal data. For example, Meta company has not made commitments of the use of 

sensitive data, such as, eye-tracking data of the VR glasses (Dwivedi et al., 2023). 

Trust in extended reality involves considering at least four different aspects: 1) How 

people generally trust XR technologies, 2) how humans trust each other in technological 

environments, 3) how human trust to other humans is facilitated, maintained or increased by 

technological systems, and 4) how intelligent technologies trust humans or other intelligent 

technologies (i.e. AI trust on humans and other AI entities). The first of these questions relates 

very strongly to technology acceptance in general and prior evidence we have on other 

technologies and user trust in them. Extended realities combined with independent AI agents 

could present new concerns for people. People might trust the hardware technology as such 

and learn fast how to use it, but the problem lies more in what happens in the metaverse. Our 

virtual interactions might involve an extended number of encounters with subjects that are AI-

based. At present, there is already research evidence that people are less enthusiastic about 

work-teams including several intelligent agents (Savela, Oksanen et al., 2021). Trust in 

metaverse starts to involve questions well-known from science fiction, such as how to detect a 

non-human agent and how to feel about them.  

Development of AI is also likely to change how people behave online and how they 

trust each other. Although technology has never been the core topic of social psychology 

mainstream, social psychologists have investigated technological interaction for a very long 

time already. Anonymity of computer-mediated communication drew the attention of social 

psychologists in the early 1980s (Kiesler et al., 1984). Later, in the 1990s, the role of anonymity 

was especially investigated in the social identity model of deindividuation effects (SIDE) that 

was developed (Postmes et al., 1998). According to the SIDE model, anonymity promotes a 
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shift from personal to group self (Postmes et al., 2001), and it enhances conformity to group 

norms (Postmes et al., 1998). Despite the rapid development of the internet, early research on 

the internet remains relevant, as some of its key characteristics remained stable. In addition, 

technology-mediated communication differs significantly from face-to-face communication in 

current contexts. It is very easy to identify with others online, find similar-minded others, and 

to trust others online (Kaakinen et al, 2020). Social media facilitates formation of identity 

bubbles as group identification among people is such a strong feature (Keipi et al., 2017; 

Kaakinen et al, 2020). Existing studies show that people are willing to trust their own group or 

bubble to the extent that their views become biased. Yet, the existence of AI subjects within 

future metaverse might change how much people rely on online communities. This happens 

especially if the number of AI agents is high and if their artificiality is not revealed. 

Transparency is already a major issue in emerging technologies, and it is likely to be the key 

to trust also in future. 

Trust systems could become highly important in the metaverse and future internet. 

These systems help to create and sustain trust between the users. Examples of trust systems 

are, for instance, user rating systems. Further, methods that enable the verifying and identifying 

of users could create trust between them. This is important as cybercrime and especially online 

fraud are considered as a growing problem (Norris et al., 2019; Mikkola et al., 2020; Monteith 

et al., 2021). Security and privacy issues of metaverse have been generally recognized and they 

encompass privacy, data, software, hardware, and network security (Dwivedi et al., 2023). 

There are many useful applications of metaverse and extended reality where it would be 

important to build quickly trust between participants, such situations might involve for example 

rescue operations, therapy settings and health care in general (Dwivedi et al., 2023; Park & 

Kim, 2022; Wang et al., 2022).   
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With the development of AI, we are no longer talking about human trust only. Social 

psychological research evidence on trust helps also in creating AI that is emphatic and capable 

of understanding relevance of trust for humans. According to Rust and Huang (2021) we are 

on-going swift from thinking economy to feeling economy. AI is becoming increasingly 

utilized for cognitive tasks that were traditionally performed by humans. Initially, AI has been 

applied to automate mechanical and routine tasks, resulting in the displacement of human 

workers. However, as AI technology continues to advance, there is the potential for AI systems 

to surpass human capabilities in higher-level cognitive tasks, exhibiting enhanced efficiency 

and precision. Over time, there is a possibility that AI may also assume responsibilities in areas 

such as communication, interaction, and empathy that were previously the domain of human 

involvement. Deep learning techniques are likely to be used when teaching AI agents to 

understand basics of risk and trust. Hence, we are no longer talking about only whether humans 

trust technologies or whether technologies can build trust between humans, but rather how 

intelligent technologies trust humans and whether they trust other intelligent systems or actors. 

This is our future, and it is likely that some of social psychological research in future is directed 

towards understanding how AI subjects trust others. 

 

 

Future of trust and AI 

 

Development of digital technologies has been very rapid. AI is bringing humankind to a new 

era and the internet is transforming into metaverse. Progress of technologies moves rapidly in 

every sector. Trust in technologies is highly important considering the adaptation of new 

technologies. Trust is also crucial as it is at the very core of our subjective wellbeing. Trust 

glues societies together and societies where there is distrust among people and distrust in 
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institutions do not generally do well. Technological development also brings forth unanswered 

questions about the possible worlds we engage in. We need social psychology to provide these 

answers and understand this process pertaining to trust in a technologically driven world. 

Theories of technology acceptance help us to generally understand the use of 

technologies. Meta-analyses have shown that attitudes toward new technologies are a highly 

important factor in acceptance of them. Positive attitudes towards new technologies also pave 

the road to trust in them. Social psychological theories further help to understand background 

reasons and motivations in technology use. Currently, self-efficacy theory already provides a 

much-tested framework for understanding positive attitudes towards and usage of technologies. 

Self-determination theory provides a highly promising perspective helping to understand 

human motivation and basic psychological needs behind technology usage. Further, social 

psychology has a lot to offer when considering social identities and group behaviors. 

In this chapter, we presented and reviewed the main results concerning trust in robots 

and artificial intelligence. These findings show that, overall, factors relating to the technology 

used (i.e., robot-related factors and AI-related factors) have a more significant impact on trust 

toward them than human-related factors (i.e., personality variables, self-efficacy, or 

competence). The attributes of a robot and its error-free performance induce trust towards it. 

Similarly, an AI system that is perceived to be obedient and benevolent is considered more 

trustworthy, even though these attributes do not, in actuality, influence its functionality or 

safety. iExtended reality and metaverse are general terms defining future digital technologies. 

Extended reality brings forth new questions for trust and new possibilities for future research. 

Currently the research base in this aspect is developing. Security issues are considered as highly 

important for metaverse (Dwivedi et al., 2023) and the future of trust in this system depends 

on users, metaverse itself, and also on intelligent agents functioning in the metaverse. As our 
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existing realities are being shaped by technology, the way we trust and approach the dynamics 

of trust has to evolve as well. 

Methodologically, research on trust has used a variety of methods to investigate trust in 

new technologies. Also, definitions and measures of trust vary to some extent. Most of the 

investigations have been conducted in technology studies and there are very few research 

groups globally doing social psychological research on the newest technology. Survey is the 

most common and widely used method and studies have relied on items and scales on trust. 

Such questions are typically based on widely tested and validated measures that are also easy 

for respondents to comprehend. Research in this area needs to also reflect the replication crisis. 

Furthermore, investigations into technological trust are too often based on biased and small 

samples. More research using cross-national and representative samples is needed. Some 

studies have used a trust game experiment to measure trust (Beniiche et al, 2021; Oksanen, 

Savela et al., 2020). These experiments provide one future option for investigations. Qualitative 

studies on trust in technologies generally provide additional and contextual information about 

the phenomenon. There have been also experimental studies on trust in technologies both in 

laboratory and in natural settings (Hancock et al., 2011; Kok & Soh, 2020). However, more 

research is needed on how trust is achieved and maintained in real-world environments where 

human-technology interaction occurs. In addition, trust in technology in its current form is 

unidirectional as technology’s trust in its user cannot be measured -at least as of yet. 

Understanding how smart technology adapts and responds to, or trusts, its user is a needed 

addition to human-technology trust research (Hancock et al., 2021). Another potential future 

direction is the use of large-scale social media datasets for the investigations of trust and 

technologies (Savela et al., 2021). This line of research is very promising for the future of social 

psychological research. 
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Technological change has revolutionized our everyday life during the past decades. 

Although there have been some forerunners in the field (Kiesler, 1984; McKenna & Bargh, 

2000; Postmes et al., 2001), social psychology as a field has been rather stagnant and 

investigations of technological interaction have not been at the center of the field. Currently 

social psychologists need to be awake and aware of the progress of AI and metaverse. Social 

psychology as a field has major potential for the investigations of technological trust. This 

potential needs to be implemented into action. Social psychology could have a major impact in 

analyzing and understanding trust in technologies today and in the future. 
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