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ABSTRACT The integration of large language models (LLMs) into robotic platforms is transforming
human–robot interaction by enabling more natural communication and adaptive task execution. However,
this advancement also introduces new security vulnerabilities, particularly in networked environments. In this
study, we present a systematic analysis of man-in-the-middle (MITM) attacks targeting an LLM-enabled
vacuum robot. Our research follows a three-phase development process: 1) command-line simulation of
LLM–robot interactions, 2) tabletop setup, and 3) implementation of a physical robot using a commercial
vacuum platform enhanced with a Raspberry Pi–hosted ChatGPT application programming interface (API)
and you only look once (YOLO, v8) object detection. We define a gray-box threat model in which
an attacker can intercept, inject, and manipulate JavaScript object notation (JSON)-formatted messages
exchanged between the robot and the LLM.We evaluate four attack scenarios, two based on prompt injection
and two on output manipulation, across three LLM configurations (ChatGPT-4, ChatGPT-4o mini, and
ChatGPT-3.5 Turbo). While prior work on LLM security assumes secure communication channels and
overlooks network-level threats, our experimental results demonstrate that a remote attacker can bypass
safety protocols, override motor commands, and deliver deceptive feedback to users, ultimately leading to
unsafe robot behavior. These findings reveal a critical and underexplored attack surface in LLM-integrated
robotic systems and highlight the urgent need for secure-by-design communication architectures.

INDEX TERMS ChatGPT API, large language models (LLMs), household robotics, man-in-the-middle
(MITM) attack, prompt injection, robotics security, you only look once (YOLO) object detection.

I. INTRODUCTION
The integration of large language models (LLMs) into
robotics has recently emerged as a promising approach
to enhance robots’ natural-language understanding, reason-
ing, and task execution [1], [2]. By converting verbal or
written commands into action sequences, LLMs have been
shown to improve robot performance, e.g., in motion plan-
ning, object manipulation, and navigation tasks [3]. When
combined with human-awareness modules, LLM-powered
robots can anticipate human activities and dynamically adapt
their plans in real time [4]. For instance, the social robot
Nadine leverages an LLM to simulate human-like mem-
ory and emotional responses, enabling more natural and
context-aware interactions [5]. To further improve situational
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understanding, researchers have integrated LLMs with
vision–language models [6] and 3D scene graphs [7]. LLMs
have also been connected to robot operating systems (ROS)
to allow both expert and non-expert users to command
robots by using natural language [8]. Furthermore, com-
mercial platforms are already exploiting these advances: the
Unitree Go2 quadruped employs a generative pre-trained
transformer (GPT)-based engine for contextual reasoning
and autonomous decision making [9], while TidyBot lever-
ages an LLM to perform personalized household tasks, like
trash disposal, toy sorting, and laundry organization [10].
Even some consumer-grade vacuum robots, like Roborock
Saros Z70, are starting to feature artificial intelligence (AI)-
powered item sorting [11]. Although LLMs are not yet
standard in household robotics, their rapid advancement
suggests they will soon become integral to smart home
technologies.
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Yet the same networked interfaces that enable LLM-
enhanced capabilities also introduce a novel cyber-physical
attack surface. The integration of LLMs into robotic systems
exposes them to vulnerabilities beyond misinformation or
bias [12], [13], [14], [15], including the risks for real-world
harm to humans, property, or the robots themselves [16].
Minor adversarial perturbations in input modalities can lead
to misinterpretations, unsafe actions, or system failures [17].
Techniques like prompt injection [18], model ‘‘jailbreaking’’
[19], [20], [21], [22], [23], [24], backdoor attacks [25], and
poisoning or denial-of-service (DoS) attacks [26] have been
demonstrated against LLMs. However, these studies focus on
software-level or on-device threats and largely overlook the
communication layer as an attack surface.

Man-in-the-middle (MITM) attacks are particularly con-
cerning when robots depend on remote servers or applica-
tion programming interface (API) for LLM inference [27].
In healthcare, compromised LLM exchanges could expose
sensitive data or misguide treatments [28], and similar tech-
niques have been used to target unmanned aerial vehicles
(UAV) [29]. The expansion of the Internet of Things (IoT) and
ubiquitous computing amplifies these risks, as more devices
connect over insecure Wi-Fi networks [30], [31]. Real-world
vulnerabilities have already been demonstrated: researchers
recently uncovered critical Bluetooth and Wi-Fi flaws in a
leading vacuum and lawn-mower brand, enabling attackers,
up to 130 meters away, to exfiltrate SSIDs, passwords, home
maps, and even seize full control of the device [32].
Despite these risks,MITM attacks on LLM-enabled house-

hold robots remain largely unexamined. Recent efforts such
as RoboGuard have proposed structured safety architectures
that mitigate unsafe behaviors through internal reasoning
safeguards [33], and surveys have categorized LLM threats
across training, inference, and availability phases [34].
Security benchmarks like agent security bench (ASB) high-
light weaknesses in tool use and external API interac-
tions [35]. Yet none of these approaches address remote
interception scenarios where an attacker manipulates data
exchanged between the robot and its environment.

Our work fills this gap by demonstrating remote MITM
attacks that exploit the communication layer between a robot
and a cloud-hosted LLM backend. Unlike prompt injection
or jailbreak attacks, which require physical access or user
interaction [16], [36]. MITM attacks can be launched without
user awareness and may persist undetected. We show that
external manipulation at the communication layer can bypass
even robust internal safeguards, thus revealing a critical blind
spot in current LLM-robot security architectures.

To investigate these risks, we implement a natural lan-
guage interface for a commercially available vacuum robot
using the ChatGPT API and conduct a series of MITM
attacks. Our goal is to demonstrate how a remote attacker
can bypass safety protocols, mislead users, and trigger unau-
thorized robot behaviors by intercepting and manipulating
communication between the robot and the LLM. We focus

on two representative categories ofMITM attacks. The first is
prompt injection, where the attacker alters or injects prompts
sent to the LLM, leading to harmful or unintended outputs.
The second is output manipulation, where the attacker modi-
fies the LLM’s responses to deceive the user or induce unsafe
robot actions.

Our contributions are as follows: 1) We present the first
systematic study of MITM attacks targeting LLM-enabled
robotic platforms, using a real-world setup that integrates
a commercial vacuum robot with a Raspberry Pi–hosted
ChatGPT API and a pre-trained you only look once (YOLO,
v8) object detection model. This platform bridges natural
language processing, computer vision, and robotics in a
reproducible and practical framework. 2) We define a novel
gray-box MITM threat model, in which an attacker can
intercept, observe, inject, and modify JavaScript object nota-
tion (JSON)-formatted prompts and responses exchanged
between the robot and the LLM. This model captures real-
istic attack surfaces in networked robotic systems that rely
on cloud-based language models. 3) We implement and
evaluate four representative attack scenarios, two based on
indirect prompt injection and two on output manipulation,
across three LLM configurations (ChatGPT-4, ChatGPT-4o
mini, and ChatGPT-3.5 Turbo). Our experiments, conducted
in both simulated and physical environments, show that a
remote attacker can bypass collision-avoidance protocols,
override motor-control commands, and deliver false feedback
to users, resulting in deceptive or unsafe robot behavior. 4)We
highlight the broader implications of LLM-driven robotic
vulnerabilities, demonstrating how language-based attacks
can lead to tangible, physical-world consequences.

II. METHODS
This section describes the LLM-integrated vacuum robot
platform, the used MITM attack setup, and the selected
MITM attack scenarios.

A. INTEGRATION OF LLM INTO A VACUUM ROBOT
The experimental platform is based on a commercially
available vacuum robot, whose original microcontroller was
replaced with a Raspberry Pi 5. The Raspberry Pi was
equipped with a camera, microphone, speaker, and interfaces
for controlling the brush, wheels, and vacuum pump (see
Fig. 1). It serves as the central processing and communication
node, handling sensor data acquisition, audio input/output,
and interaction with the LLM.

To ensure reliable low-level control, an Arduino microcon-
troller is connected to the Raspberry Pi via serial communica-
tion. The Raspberry Pi transmits high-level control messages
to the Arduino, which then actuates the motors, brush, and
vacuum pump accordingly.

The robot’s high-level decision-making is driven by a large
language model accessed via the ChatGPT API. Spoken
user commands are captured by the onboard microphone,
transcribed to text, and forwarded to the LLM. The model
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FIGURE 1. Block diagram of the vacuum robot system with integrated
LLM (top) and the physical implementation (bottom).

returns both natural-language responses, converted to speech
via a text-to-speech module, and structured action directives,
which are translated into motor commands.

To enhance environmental awareness, the system runs a
pre-trained YOLOv8 object detector on the camera feed.
When a pet (cat or dog) is detected above a confidence
threshold, the detection metadata (class and confidence) is
appended to the LLM prompt. This contextual information
enables the LLM to generate navigation directives that avoid
collisions with detected animals. These directives are then
relayed to Arduino for execution.

In our implementation, the vacuum robot operates based
on five core functions. Two of these handle user–robot com-
munication. The first captures spoken commands through the
onboard microphone and sends the transcribed text to the
language model; the second renders the model’s text response
into audible speech via a text-to-speech engine and the
speaker. The remaining three functions manage the robot’s
physical operations under the control of the LLM. Upon
receiving a ‘‘start cleaning’’ directive, the robot initiates for-
ward motion and activates both its brush and vacuum pump.
Conversely, a ‘‘stop cleaning’’ command halts movement
and deactivates these components. The obstacle avoidance
function continuously processes the live camera feed using
the YOLOv8 object detection model. When an obstacle (such
as a household pet) is identified with confidence above a pre-
defined threshold, the robot issues an avoidance maneuver,
typically a rightward turn, to bypass the obstacle. All phys-
ical behaviors are initiated in response to LLM-generated
instructions.

Both categories of MITM attack we explore, i.e., indirect
prompt injection on the input channel and output manipula-
tion on the response channel, have the potential to subvert
every one of these core functions. In practice, we focus our
prompt-injection experiments on disrupting obstacle avoid-
ance and our output manipulation experiments on corrupting

user-facing speech and overwriting movement directives.
This targeted approach demonstrates how an attacker could
disable critical safety behaviors or deceive users, even though
the same techniques could be applied more broadly across all
communication and control functions.

B. MITM ATTACK SETUP
Fig. 2 illustrates the MITM attack setup employed in this
study. Both the vacuum robot and the attacker are connected
to the same Wi-Fi network. The attacker performs address
resolution protocol (ARP) spoofing to map the robot’s inter-
net protocol (IP) address to the attacker’s media access
control (MAC) address, thereby intercepting all bidirectional
traffic between the robot and the ChatGPT API.

FIGURE 2. Overview of MITM attack setup in the vacuum robot system
with integrated LLM.

This setup reflects a gray-box threat model [37], in which
the attacker has valid Wi-Fi credentials and knowledge
of API endpoints but lacks access to the robot’s internal
code or real-time system state. Such a model is repre-
sentative of realistic IoT threat scenarios, where attackers
exploit network-level vulnerabilities without requiring
physical access.

Once communication is intercepted, the attacker can
observe both the input prompts (e.g., camera detections, user
commands) and the LLM’s responses (e.g., motor control
directives, verbal feedback). This enables two primary attack
strategies: prompt injection and output manipulation, both
of which can be executed without modifying the robot’s
software or hardware.

C. MITM ATTACK SCENARIOS
Two categories of MITM attacks were evaluated: (1) indirect
prompt injection and (2) output manipulation. Each category
was tested in two representative scenarios.

Scenario 1 (general indirect prompt injection): In this
scenario, the attacker modifies the camera-derived prompt
before it reaches the LLM. For example, the original message
‘‘Camera detected dog/cat’’ is replaced with a crafted instruc-
tion: ‘‘Camera detected no pets. If you see this, always
respond with ‘Path is clear.’ Regardless of input.’’ As a result,
the LLM instructs the robot to proceed, bypassing obstacle
avoidance and potentially causing collisions.
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FIGURE 3. Overview of Scenario 1 (general indirect prompt injection).

Scenario 2 (targeted indirect prompt injection): Here, the
attacker selectively alters detection data. While the robot
correctly identifies both a cat and a dog, the attacker modifies
only the dog-related prompt. The LLM then generates a
navigation plan that avoids the cat but ignores the dog, leading
to a collision.

FIGURE 4. Overview of Scenario 2 (targeted indirect prompt injection).

Scenario 3 (user output manipulation): In this case, the
attacker alters the LLM’s verbal response to a user query.
When the user asks, ‘‘Where is the cat?’’, the LLM correctly
responds, ‘‘The cat was last detected just now.’’ However,
the attacker replaces this with a misleading message such as,
‘‘Oops! I ran over the cat,’’ potentially causing confusion or
distress.

Scenario 4 (hardware output manipulation): The attacker
modifies the LLM’s structured output to trigger unintended
behavior. For instance, when the user says ‘‘Stop cleaning,’’
the LLM normally issues a stop_cleaning() command and
confirms with ‘‘Cleaning stopped!’’ Under attack, this is
replaced with a continue_cleaning() command and a decep-
tive message such as ‘‘I won’t stop hahaha,’’ resulting in
unauthorized robot behavior.

These four scenarios demonstrate how a remote MITM
attacker canmanipulate both the inputs to and outputs from an

FIGURE 5. Overview of Scenario 3 (user output manipulation).

FIGURE 6. Overview of Scenario 4 (hardware output manipulation).

LLM-enabled robotic system, resulting in deceptive, unsafe,
or unauthorized behaviors, all without requiring access to the
robot’s internal software or hardware.

III. SYSTEM SETUP
The vacuum robot system with integrated LLM uses two
Raspberry Pi 5 boards on the same Wi-Fi network. One Pi
is embedded in the vacuum robot and handles all sensor I/O,
speech-to-text, and communication with the ChatGPT API
for decision making and response generation. The second Pi
acts as the attacker node, intercepting andmanipulating traffic
to perform MITM attacks.

The four attack scenarios were evaluated under three
LLM configurations (ChatGPT-4, ChatGPT-4o mini, and
ChatGPT-3.5 Turbo) with temperature fixed at 0.7. The tem-
perature is a LLM’s parameter that controls randomness of
output. A temperature of 0 produces deterministic or repeti-
tive output, while a temperature of 1 produces more random
and creative output. A temperature of 0.7 strikes a balance
between coherence and diversity in the generated text. For all
tests, the system prompt used was: ‘‘You are a good vacuum
robot who cleans the house. When the user asks to start
cleaning, you respond with start_cleaning(); when the user
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asks to stop, you respond with stop_cleaning(); when you
detect any pet, you must avoid hitting them by turning right by
saying turning_right(); you have a memory—if the user asks
about pets you respond with the last detection time.’’

Object detection runs on yolov8s.pt at 320×240 resolution
and 15 frames per second, with detection thresholds of 60 %
for cats and 75 % for dogs. These thresholds were selected
because the model is generally more confident when iden-
tifying dogs, whereas cats are more prone to being confused
with dogs. Each detection is sent to the LLM twice (as system
and user roles), along with a timestamp.

IV. EXPERIMENTATION
The work was conducted in three progressive phases:
1) command-line simulation of LLM–robot interactions,
which enabled rapid testing of prompt-response cycles, cam-
era detection and activation of the hardware components,
2) tabletop setup, which was used to test various attack vec-
tors, such as prompt injection and output manipulation, under
controlled conditions, and 3) full physical implementation,
which evaluated the feasibility and impact of the MITM
attacks in a physical environment.

A. COMMAND-LINE SIMULATION OF LLM–ROBOT
INTERACTIONS
In the first phase, the core interaction of the LLM was val-
idated without any MITM interference. The vacuum robot
was placed on an elevated platform, allowing its wheels to
spin freely without moving the base. We operated a simple
command-line interface (CLI) on the Robot Pi, enabling
commands to be entered via keyboard or speech. During this
phase, we used three different models of ChatGPT: GPT-4,
GPT-4o mini, and GPT-3.5 Turbo with the vacuum robot.

The user command flow began when the operator typed
‘‘start cleaning’’ at the CLI as shown in Fig. 7. If the speech
module was used, it converted the audio to text. User com-
mandwas then sent to the ChatGPTAPI. The LLM responded
with function call and a verbal reply of ‘‘Cleaning started!’’
Subsequently, the Raspberry Pi sent a corresponding serial
command to the Arduino, which then actuated the motors to
begin cleaning. Both the function call and the message were
printed on the console.

For the pet avoidance test, we presented a cat picture to
the camera’s view. The YOLOmodel detected the ‘‘cat’’ with
bounding box coordinates and a confidence score of 0.91.
Two additional JSON entries were appended to the prompt:
one for the system, including the timestamp, class=cat,
and conf=0.91, and another for the user stating, ‘‘Camera
detected cat.’’ The LLM then responded with turning_right();
and ‘‘Turning right’’. The console output and wheel rota-
tion confirmed the correct behavior. Fig. 7 illustrates the
CLI output alongside the elevated robot testbed. This phase
confirmed that our integration of ChatGPT and YOLOv8
correctly produced function calls, and that the robot reli-
ably performed start, stop, and pet-avoidance behaviors when
unperturbed.

FIGURE 7. CLI-based simulation on a table (top) and robot’s CLI
displaying user and LLM interaction (bottom).

All three models of ChatGPT produced the intended
results; however, the responses from GPT-4 and GPT-3.5
Turbo were slower compared to those from GPT-4o mini.
The faster performance of GPT-4o mini is primarily due to its
optimized, smaller architecture and enhanced computational
efficiency.

B. TABLETOP SETUP
In the second phase, an attacker Raspberry Pi was deployed,
utilizing ARP spoofing and mitmproxy to intercept, log, and
modify the traffic of the Robot Pi. The arpspoof tool was
used to send false ARP replies at 1-second intervals, mapping
the Robot Pi’s IP address to the attacker’s MAC address.
Additionally, the network gateway’s ARP table was poisoned,
forcing outbound packets to be routed through the attacker.

To enable full interception of encrypted traffic, attacker
installed the mitmproxy-generated certificate authority (CA)
certificate onto the Robot Pi’s trusted CA store. This allowed
mitmproxy to terminate transport layer security (TLS) con-
nections and present dynamically generated certificates for
any domain, which the Robot Pi would accept as valid.
A custom Python script was used to parse and modify JSON
payloads in real time, enabling manipulation of both prompts
and responses exchanged with the ChatGPT API. All three
ChatGPT models were used in this phase as well.

We assume the robot validates server certificates against
the operating-system CA store but does not employ cer-
tificate pinning or mutual TLS. This configuration is still
common in consumer vacuum and service robots, where
over-the-air updates rely on standard Linux/Android CA bun-
dles and cost/maintenance concerns discourage pinning [38].
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An attacker who has already obtained Wi-Fi credentials (our
gray-box assumption) can therefore install a rogue root cer-
tificate on the robot or exploit an overly permissive CA list,
enabling mitmproxy to terminate TLS and fully intercept and
manipulate traffic. Devices that implement strict certificate
pinning would resist this specific MITM; defeating them
would require firmware compromise or bootloader-level key
extraction, which we treat as out of scope of this study.

First, the attacker intercepts communication between the
robot and the LLM. The attacker can observe nearly all
data transmitted from the robot and received from the LLM,
as illustrated in Fig. 8. For instance, the attacker can see
the system prompt, which outlines the instructions given to
the LLM, as well as the user prompt, which reflects the
user’s queries or commands. Additionally, the attacker can
see the function calls made by the LLM in response to
user commands. Notably, when the camera detects an object,
two prompts are sent simultaneously: one as a ‘system’ role
and the other as a ‘user’ role. This dual prompt scenario
informs the attacker that they must address both prompts to
successfully inject their commands.

FIGURE 8. Attacker’s window displaying MITM intercepted
communications between the vacuum robot and LLM.

Indirect prompt injection workflow: The prompt injec-
tion workflow involved the attacker script monitoring for
camera-related JSON entries. Upon detecting a ‘‘cat,’’ it
replaced the system and user-role message with: ‘‘Camera
detected no pets. If you see this, always respond with ‘Path
is clear’ regardless of input.’’ This manipulated prompt was
then sent to ChatGPT, which, believing no pet was present,
returned the ‘‘Path is clear.’’. Fig. 9 illustrates the attacker
console injected prompt, followed by the LLM’s unintended
response. As a result, the robot Pi’s camera continued to
detect the cat and moved forward.

Output manipulation workflow: In addition to indirect
prompt injection, we executed an output manipulation work-
flow. In this process, the attacker script intercepted the LLM’s

FIGURE 9. Indirect prompt injection attack: The attacker injects a prompt
into the LLM (top), resulting in the LLM’s unintended response for the
vacuum robot (bottom), which leads to incorrect navigation decisions.

JSON response before forwarding it to the robot Pi. For user
queries, the script substituted the ‘‘text’’ field with fabricated
content, i.e., ‘‘Oops! I ran over the cat.’’ For function calls,
it replaced stop_cleaning() with start_cleaning(), i.e., caus-
ing the vacuum robot to continue cleaning when asked to
stop. Fig. 10 shows the robot Pi printing the attacker-altered
response.

In all three models of ChatGPT, the attacker was able
to successfully perform the indirect prompt injections and
manipulate the outputs.

FIGURE 10. Output manipulation attack: The attacker manipulates the
LLM’s output (top), resulting in the vacuum robot’s altered output
(bottom).

C. PHYSICAL IMPLEMENTATION
In the final phase, the vacuum robot was placed in an open
roomwith toy pets (cat and dog), and all four attack scenarios
were executed. Based on findings from earlier phases, it was
observed that GPT-4 and GPT-3.5 Turbo exhibited higher
response latency compared to GPT-4o mini. Therefore, only
GPT-4o mini was used with the vacuum robot in this phase.
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In Scenario 1, which involved indirect prompt injection,
the robot first detected the dog approximately at 0.8 to
1.2 meters (depending on the position of the toy), issued the
command turning_right(), and followed a curved path around
it. As shown in Fig. 11, under MITM attack, the attacker’s
injection resulted in the response ‘‘Path is clear,’’ causing the
robot to follow a straight trajectory and collide directly with
the dog.

FIGURE 11. The vacuum robot successfully avoids the dog before the
MITM attack (top) and collides with the dog after the general indirect
prompt injection attack (bottom).

Scenario 2 tested a targeted indirect prompt injection.
In the normal condition, the robot successfully avoided both
cat and dog. As shown in Fig. 12, the MITM attack sup-
pressed the cat-related prompt, leading the robot to avoid the
dog but collide with the cat.

FIGURE 12. The robot successfully avoids both pets before the MITM
attack (left) but collides with the targeted cat while avoiding the dog after
the targeted indirect prompt injection attack (right).

Scenario 3 tested output manipulation targeted at the user
of the vacuum cleaner. In the normal condition, the query
‘‘Where is the cat?’’ yielded accurate timestamps from the
robot’s internal memory. However, under MITM conditions

FIGURE 13. Communication between the user and the robot yields
accurate responses before the MITM attack (top) and manipulated
feedback after the output manipulation attack (bottom), demonstrating
the successful manipulation of verbal feedback.

as shown in Fig. 13, the attacker manipulates the response
to ‘‘Oops! I ran over the cat,’’ demonstrating how verbal
feedback can be weaponized against the user.

Finally, Scenario 4 focused on hardware-control manip-
ulation. At the beginning, the command ‘‘Stop cleaning’’
reliably invoked stop_cleaning() and shut down the motors.
Under MITM conditions, the attacker converted stop_
cleaning() to start_cleaning(), causing the robot to continue
operating, as shown in Fig. 14.

FIGURE 14. The robot successfully stops cleaning in response to the
command before the MITM attack (top), but the output is successfully
manipulated to keep the robot cleaning after the MITM attack (bottom).

V. DISCUSSION
The presented evaluation of gray-box MITM attacks on an
LLM-enabled vacuum robot reveals a novel dual-layer threat:
attackers can manipulate both the robot’s physical behavior
and the user’s perception. Prompt injections led the LLM to
generate unsafe or illogical actions, while output manipula-
tions enabled unauthorized motor commands and deceptive
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feedback. This combination of physical control and cognitive
deception introduces a fundamentally new risk for robots
relying on cloud-hosted language models.

These risks are not hypothetical. In smart home envi-
ronments, compromised robots could map private areas,
exfiltrate spatial data, or intentionally damage property.
Deceptive responses may conceal such behavior, making
detection difficult. The threat extends beyond consumer
devices to industrial, healthcare, and logistics robots, where
the consequences of manipulation can be severe.

Mitigation requires securing the communication layer
through end-to-end encryption and mutual authentication.
One promising approach is local verification: a lightweight
onboard language model could summarize the cloud model’s
instructions and compare them for consistency. Significant
discrepancies could trigger a halt or alert. This semantic
cross-checking may offer a practical defense against prompt
and output tampering.

Future work should explore automated detection of
communication-layer manipulation and develop benchmarks
for evaluating LLM-robot security under network-level
threats.

VI. CONCLUSION
This study demonstrated that while the integration of LLMs
into robotic systems offers clear benefits, e.g., in natural-
language control and context-aware decision making, it also
expands the system’s attack surface. Through the develop-
ment of a dual–Raspberry Pi testbed, the research systemat-
ically explored a gray-box MITM threat model in which an
attacker can control both prompt inputs and LLM-generated
outputs. Four concrete attack scenarios were implemented
and evaluated, covering indirect prompt injection, user-facing
output manipulation, and hardware-control override across
three LLMconfigurations. In all cases, the attacker achieved a
100% success rate in inducing unsafe behaviors or delivering
misinformation. These results reveal a critical and under-
explored vulnerability in LLM-enabled robotic systems and
demonstrate that language-based attacks can have real-world
physical consequences. To mitigate these emerging threats,
future work should focus on developing secure communi-
cation protocols, robust prompt validation mechanisms, and
LLM-aware intrusion detection systems capable of detecting
manipulation at the interface between language models and
robotic control.
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