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Cyber threats are becoming more common, which has made it even more important to have
a solid cybersecurity education that combines theory with practice. This study looks into how well
hands-on training with Suricata, an open-source Intrusion Detection System (IDS), improves in-
dividual knowledge, skills, confidence, and interest in network security.

For this study, two Ubuntu virtual machines were used to create an experimental setup that
simulated a network environment that could be monitored. Suricata was then installed and tested
against malicious traffic generated by tools like Nmap. A pre- and post-survey method was used
to see how the participants’ knowledge, practical skills, confidence, and learning outcomes
changed. SPSS was used to analyse the quantitative data. The results show overall improve-
ments across all analysed segments, with moderate to large effect sizes, particularly in practical
skills and confidence. A small sample size (N = 7) made it difficult to establish statistical signifi-
cance, yet both quantitative results and qualitative feedback suggest that using IDS tools directly
helps with learning and makes it easier to understand how intrusion detection systems work. The
study concludes that Suricata-based experiential learning is an effective approach for introductory
cybersecurity education. Nevertheless, future research with larger samples, objective perfor-
mance measures, and more advanced scenarios is recommended to strengthen and generalize
these findings.

Keywords: Cybersecurity education, Intrusion Detection System (IDS), Suricata, Hands-on
learning, Network security
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1. INTRODUCTION

Cyber attacks are more prevalent than ever in today's modern era, since the cyber world
expands relentlessly. Cyberspace serves as a vast network, with nearly every device a
part of it. This connected network helps people to communicate, share, and access
information. Every wonderful thing comes with a trade-off network security is no
exception. It can expose individuals and organizations to several kinds of threats,
including illegal access, system disruption, data leaks, cyber assaults, and more. The
security and privacy of data and information are very serious concerns that everyone
should be aware of [1][2]. Traditional cybersecurity education usually emphasizes
theoretical education, which leaves a gap between practical and classroom knowledge
[3]. We can bridge this gap by introducing simulated real-life scenarios, which will
ultimately aid beginners in their learning process. Moreover, the positive correlation
between practical engagement and interest in network security suggests that such

training may also serve as a recruitment tool for the cybersecurity workforce [4].

A wide range of solutions are used to ensure network security, including Intrusion
Detection Systems (IDS), Intrusion Prevention Systems (IPS), firewalls, Security
Information & Event Management (SIEM), and endpoint security mechanisms [5].
Among the available IDS solutions, Suricata is adopted due to its open-source
availability, high-performance processing, and compatibility with contemporary network

environments [6].

The primary objective of this study is to evaluate whether hands-on training with Suricata
enhances participants' knowledge, skills, and interest in network security. We
hypothesize that direct engagement with IDS tools fosters deeper understanding and
retention compared to passive learning methods. This hypothesis aligns with prior
research suggesting that experiential learning improves competency in technical
domains [7]. For instance, studies on cybersecurity training frameworks have

demonstrated that practical exercises significantly enhance skill development [8].
This study is guided by the following research questions:

RQ1. How effective is Suricata in providing participants with insights into Intrusion

Detection Systems (IDS) as a cybersecurity tool?



RQ2. What impact does hands-on IDS evaluation with Suricata have on participants'

knowledge and skills, as measured through pre- and post-survey assessments?

This research contributes to the existing literature in two keyways. First, it provides
empirical evidence supporting the effectiveness of hands-on Suricata training,
addressing a gap in quantitative assessments of IDS-focused educational interventions.
Second, the study introduces a replicable methodology for evaluating the impact of

practical exercises in cybersecurity education.

To test our hypothesis, we designed an experiment involving two Ubuntu virtual
machines configured to simulate a monitored network environment. Suricata was
deployed as the IDS, and its detection capabilities were tested using malicious traffic
generated by tools like Nmap. Participants completed pre- and post-activity surveys to
measure changes in their knowledge and attitudes. The quantitative data were analysed
using SPSS, with a focus on identifying statistically significant improvements in

competency and engagement.

The remainder of this paper is organized as follows: Section 2 reviews relevant literature
on network security education and hands-on training methodologies. Section 3 details
the experimental design, including the setup, tools, and evaluation metrics. Section 4
presents the results of the survey analysis, highlighting key trends and statistical findings.
Section 5 discusses the implications of these results, comparing them with prior studies
and identifying limitations. Finally, Section 6 concludes with recommendations for future

research and practical applications.



2. LITERATURE REVIEW

The educational importance of experiential training in cybersecurity has been clearly
demonstrated, especially in improving practical skills associated with intrusion detection
and prevention. A multitude of research has examined the efficacy of experiential
learning methodologies with tools like Snort and Suricata [9]. For instance, research on
Suricata rule-writing exercises demonstrated that direct interaction with IDS
configurations significantly enhanced participants' ability to establish and modify
detection rules [10]. This aligns with broader research in technical education, which has
demonstrated that active engagement with systems enhances theoretical knowledge

through practical application [11].

Comparative assessments of IDS tools have led to the decision to use Suricata in
educational settings. Researchers observed that Snort and Suricata worked well
together, although Suricata's multi-threaded architecture and compatibility for
contemporary protocols made it ideal for high-traffic training circumstances [12].
Suricata's rule syntax is incredibly flexible, allowing students to experiment with various
methods of identifying things, ranging from simple pattern matching to more complicated
protocol analysis [13]. These technological advantages enable students to learn about
both basic and complex IDS ideas on the same platform, allowing them to achieve their

educational objectives.

Researchers have taken a few different approaches to understanding how IDS training
fits into broader cybersecurity curricula. One commonly discussed approach involves
pairing Suricata exercises with a SIEM system, allowing students to work through end-
to-end scenarios that resemble day-to-day security operations in an organization [14]. In
practice, this does more than explain how an IDS works; it shows where detection tools
sit within a wider and often imperfect security framework. Research on cyber ranges
points in a similar direction. Virtualized environments appear to provide a useful testing
ground where learners can tweak Suricata rules and configurations without the risk of
breaking a live production network [15]. These studies suggest that when IDS training is
grounded in realistic, operational scenarios, students are more likely to develop practical
skills alongside a clearer conceptual understanding, rather than treating the IDS as just

another isolated tool.

Beyond technical proficiency, the goals of hands-on IDS training also need to be

examined more carefully. Earlier studies suggest that practical exercises are often



associated with sustained interest in cybersecurity careers, especially when learners can
see the consequences of their decisions play out [16]. That point is hard to ignore in a
field already struggling with a global shortage of qualified professionals. It's easy to lose
interest in training if it seems vague or disconnected. By contrast, tools like Suricata offer
immediate feedback alerts for fire, rules succeed or fail, and mistakes become obvious
almost instantly. That kind of cause-and-effect loop can feel surprisingly satisfying in

ways that lectures or static diagrams rarely manage [17].

That said, implementing effective IDS training is rarely straightforward. Several studies
point out that Suricata’s more advanced features come with a steep learning curve.
Jumping straight into complex rule sets or detailed traffic analysis can overwhelm
beginners and may even slow learning rather than help it [18]. An approach starting with
basic rule logic and straightforward traffic patterns seems more likely to build confidence
before moving on to harder material. Practical constraints also come into play. Running
IDS infrastructure at scale can be resource-intensive, which explains why some
instructors have experimented with lighter-weight options, such as Raspberry Pi—-based
deployments for small lab environments [19]. These solutions are not perfect, but they
highlight a trade-off: training environments need to fit institutional budgets and hardware

limits without losing their instructional value.

Previous work has already laid the conceptual groundwork for hands-on cybersecurity
education and explored a range of IDS-focused exercise designs. What this study adds
is a controlled experimental setup, quantitative outcome measures, and a narrower focus
on Suricata’s role as a teaching tool. The results appear to support the value of practical
IDS training, but just as importantly, they offer a model that others could realistically
reuse or adapt. In that sense, the contribution is twofold: it strengthens the case for
experiential IDS instruction while also addressing a persistent weakness in how such

interventions are evaluated.



3. MATHODOLOGY

This chapter explains the methodological structure of the thesis. We first explain the de-
sign and process of the research, then proceed to develop the exercise using VM and
Suricata. The exercise building, learning outcomes, and assessment process used for

examining participants' improvements in knowledge and confidence are described.

3.1 Exercise design and procedure

This study used a pre- and post-survey design to measure the effectiveness of Suricata
by developing a hands-on exercise that improved the participants' experience with IDS.
It helps participants to interact with the simulated IDS environment. Figure 1 illustrates
an overview of the IDS exercise, showing the activities that a participant must complete.
It starts with setting up a virtual machine as a host for Suricata IDS, and the participant
configures it step by step. The goal was to determine how hands-on participation impacts

participants' knowledge, skills, confidence, and learning outcomes.

NIDS Testing
| Website
/
J"II
/)r
A
1
User ~wall Suricata Internet \
ViMware IDS Box \
VMware g
Threat Box
Vidware

Figure 1. Overview of the Suricata exercise

Suricata is an open-source tool that was developed by the Open Information Security
Foundation (OISF), which can perform functions like IDS, IPS, NSM, and offline PCAP
file analysis. IDS is part of this tool used for implementing the exercise. It uses a multicore
solution and processing power to detect the unauthorized traffic, as Suricata supports
multi-threading. For detecting the threats, Suricata compares it with the rules, which are

also known as signatures.



Participants of the exercise were provided with documentation that outlines all details so
that they are easier to follow along. To accomplish this exercise, participants create two
Virtual Machines (VMs), where one VM acts as an IDS and the other VM works as an
attack entity. Both VMs were configured as shown in Figure 2. Participants were allo-
cated 4 CPU cores for each virtual machine and 4 GB of memory for running the exercise

smoother.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Ubuntu
64-bit and then VMware Tools.

The virtual machine will be created with the following settings:

Name: IDS-box
Location: C:\Users'" R \ D o cuments\Virtual Machines\L..
Version: Workstation 17.5 or later

Operating System: Ubuntu 64-bit

Hard Disk: 20 GB

Memory: 4096 MB

Network Adapter: NAT

Other Devices: 4 CPU cores, CD/DVD, USB Controller, Sound Card

‘ Customize Hardware... ‘

& Power on this virtual machine after creation

< Back Finish Cancel

Figure 2. Virtual machines hardware allocation

For this exercise, the VMware Workstation was utilized, although any other virtualization
software can do the same. As VMware is well known to the people, participants are more
likely to be familiar with it. While configuring the VMs, it was suggested to the participants
that they name them to distinguish which tasks they are for. As shown in Figure 1, the

names of the VMs are “IDS box” and “Threat box.”

When the VMs are completely set up, then the participants follow the documentation,
and it suggests they install Suricata to the VM “IDS box” for capturing and analyzing the

traffic. After implementing the Suricata, participants configure the YAML file according to



the network they are in so that the Suricata can detect the anomaly. Before making any
changes to the Suricata service file, it is necessary to stop the service, and Table 1

shows where changes need to be made in the YAML file.

Table 1. Suricata YAML file configuration

vars:

address-groups:

HOME_NET: “[Use Network address of VMware where Suricata is installed.]”
#

#

pcap:

-interface: ens33

#Use the interface name of the VMware (Suricata)
#

#
af-packet:
-interface: ens33
# Use the interface name of the VMware (Suricata)
#
#
community-id: true
#Rename it as true

As the changes were made, participants were instructed to import certain rules from the
available open-source database, which have signatures of Nmap-based attacks. By im-
porting them to the Suricata rules, the “IDS box” now acquired the patterns to detect any
Nmap attack coming to the network. Prior to these changes, Suricata was unable to
capture anomalies related to Nmap, and most scanning attacks initiated with tools like
Nmap would ultimately expose vulnerabilities and open ports to attackers. After the rules

are all set, the state of the Suricata needs to be changed to active mode.

Nmap is a scanning tool alongside many others that provide the network administrators
the ability to detect loopholes in a network and examine the existing firewall and IDS
performance. However, the attackers can use the same tool for their benefit and collect
information on the victim. It is one of the tools that can gather information on a remote

host and network setting from the targeted device [20].

At this stage, participants were instructed to switch to another VM called “Threat box,”
which they had previously created. After switching to this VM, they were guided to install
Nmap using the commands provided in the documentation. Next, they ran a query com-
mand from the documentation that scans all ports and gathers information on the “IDS

box” VM network. Since Suricata is acting as an IDS on the “IDS box” VM, it is expected



to generate logs of the detected attacks. Figure 3 shows an example of the log file, which

includes detailed information such as the type of attack, priority level, and more.

x@psbox-VMware-Virtual-Platform: ~

icata/fast.log

Figure 3.Log file of Suricata

This experiment is designed to allow participants to connect with the process, gain in-
sights into configuration in a remote setting, and understand the overall procedure. Par-
ticipation in this experiment was voluntary. The advertising of this exercise was sent to
the university students and research participants by email and social messengers. Be-
fore starting the exercise, participants are required to conduct the pre-survey, which in-
cludes the privacy policy and consent form as an ethical research practice. Participants'
names were collected to keep track of the data; while analysing the data, names were

pseudonymized to ensure compliance with GDPR and university research ethics.

The whole procedure of conduct of exercise and survey given below:

1. Pre-survey: Participants answer a planned questionnaire, which is implied to
evaluate their baseline IDS knowledge, skills, and learning outcomes. The pre-
survey was collected through Microsoft Forms, which contains Likert-scale items

and multiple-choice questions.

2. Hands-on Exercise: Participants begin with setting up the VMs to conduct and
achieve the goal. To guide them through, documentation of the exercise was pro-

vided, which assisted in conducting the whole exercise without any difficulties.



3. Post-survey: After the exercise is completed by participants, they are promptly
provided with another questionnaire, which is almost identical to the previously
given pre-survey in Microsoft Forms. It is designed to measure changes to par-
ticipants' answers and targeted variables. Additional questions were added to the

post-survey survey to collect feedback from the participants.

3.2 Variable and measurement

The author constructed a set of factors based on relevant research and published studies
to assess the effects of hands-on IDS exercises. Each variable is explained in this sec-

tion along with its measurements.

3.2.1 Summary of variables and items
Table 2 provides a detailed overview of variables and survey items used in pre- and post-

training assessments, assuring methodological transparency and theoretical validity.

Table 2. Variables and pre-post exercise survey items

Variables Pre exercise survey Post exercise survey
IDS & Cyberse- K1. I can differentiate between K1. I can differentiate between
curity  Knowledge | signature-based and anomaly- | signature-based and anomaly-
based IDS. based IDS.

K2. | am familiar with common K2. I am familiar with common
network-based threats (e.g., port | network-based threats (e.g., port
scanning, DDoS attacks). scanning, DDoS attacks).

K3. What is the primary purpose K3. What is the primary pur-
of an IDS? pose of an IDS?

K4. Rate your understanding of K4. Rate your understanding
how IDS fits within a larger cyber- | of how IDS fits within a larger cy-

security framework. | bersecurity framework.

Practical Skills & PC1. | feel confident in installing PC1. | feel confident in in-

Confidence and configuring an IDS tool like Su- | stalling and configuring an IDS
ricata. tool like Suricata.

PC2. | can interpret alerts gen- PC2. | can interpret alerts
erated by an IDS. generated by an IDS.

PC3. | can confidently initiate PC3. | can confidently initiate
and manage the default open- | and manage the default open-
source rules in Suricata. source rules in Suricata.

PC4. How would you rate your PC4. How would you rate your
ability to troubleshoot an IDS con- | ability to troubleshoot an IDS con-
figuration issue? figuration issue?

Learning Out- LO1. The hands-on activities
comes helped improve my understand-

ing of IDS concepts.

LO2. The training effectively
demonstrated how IDS tools op-
erate in real environments.

LO3. Working with Suricata in-
creased my interest in network
security.
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LO4. | am more confident in
applying IDS knowledge to real-
world scenarios.

Open-ended F1. What additional topics or
Feedback skills would you like to learn in fu-
ture IDS exercises?

F2. How do you plan to con-
tinue improving your IDS skills af-
ter this exercise?

F3. Any final comments or
suggestions for improving the
IDS exercise experience?

3.2.2 IDS & Cybersecurity Knowledge

Knowledge of IDS and cybersecurity refers to the participants’ understanding of cyber-
security principles and IDS, including the identification of threats, security protocols, at-
tack types, and the purpose of IDS, among other aspects. Elements of this variable eval-
uate participants’ overall cybersecurity and IDS knowledge accurately. One study found
that cybersecurity-skilled individuals can identify malicious events and reduce mistakes
in classification better than novices, while network operations expertise is needed to ac-
curately classify cyberattacks [21]. This model highlights the assessment of enhancing

participants’ understanding of the IDS.

3.2.3 Practical Skills & Confidence

When a participant can apply the learning of the knowledge of the IDS and cybersecurity
confidently to a realistic scenario, that is known as practical skill. Practical skill means
how participants take a stand when they find any malicious traffic in their network and
whether they can identify it. In this thesis 5-point Likert-type elements were used for the
questions from PC1 to PC4, which they are required to answer before and after the
hands-on exercise. Based on the responses of the participants, practical skills and con-
fidence were assessed. It has been found that people's actions are heavily affected by
their level of self-confidence in cybersecurity, sometimes even more so regardless of

their actual cybersecurity knowledge [22].

3.2.4 Learning Outcomes

After a lesson, exercise, or program, what the people are able to learn, understand, and
execute is determined as the learning outcome. LO1-LO4 in Table 2 represents the par-
ticipants' learning outcome from the exercise by assessing their feedback. Assessing

participants’ learning outcomes was the primary goal of this thesis, as it reflects the ef-
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fectiveness of the designed exercise in achieving its educational objectives. For this rea-
son, the learning outcome items were included exclusively in the post-exercise survey.
This approach ensured that participants’ responses were based on their direct experi-
ence with the exercise and their acquired knowledge, rather than prior expectations or
assumptions. The post-exercise assessment provided a more accurate and reliable
measure of participants’ learning, understanding, and ability to apply the concepts intro-

duced during the exercise.

3.3 Data processing activity

Collection of data for this thesis was conducted using Microsoft Forms, which is an online
survey service provided by Tampere University. It helps to structure the pre- and post-
survey questionnaires and ease the extraction of the data in Microsoft Excel format. For
data analysis, IBM PSPP Statistics is utilized, where the data was imported to the soft-
ware. Before importing the data, the Microsoft Excel file was cleaned and converted to
CVS file format.

Personal data collection was carried out to determine if exercise improved participants'
skills in configuring and rule management in IDS. Improvements in participants' Suricata
IDS confidence, knowledge, and practical skills were examined. For answering research

questions from chapter 1, the collected data was used.

In this research, the minimalization rule was used when collecting personal data. Only
essential personal data were collected for mapping the data to find the effectiveness of
this research; the minimalization rule was used when collecting personal data. Only es-
sential personal data were collected for mapping the data to assess the effectiveness of
the exercise. This collection includes the names of the participants, their responses from
the pre- and post-surveys, and their open-ended feedback. Demographic information
was collected regarding participants' educational background, field of study, and prior
experience with cybersecurity. The pre- and post-surveys both collect the demographic

data to ease the correlation of the collected data from participants.

All the collected data of the participants was securely stored in the authors’ password-
protected laptop, and the files that contain data were also encrypted. The backup of the
data files is also kept in a cloud service provided by Tampere University. The participant’s
name was pseudonymized before starting the analysis, and a unique participant ID was

used for the purpose of analysing the data. The researcher had access to the raw data.

Personal data were kept as long as necessary for research and analysis of results. After

thesis submission, the pseudonymized data will be stored for three months to address
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participant questions, revisions, and follow-ups. Following the preservation period, all
personal data will be entirely erased from the laptop and backup system using secure

deletion methods to ensure it cannot be retrieved.

3.4 Data analysis

The quantitative method was adopted to carefully evaluate the data gathered from sur-
veys conducted before and after the exercise. IBM SPSS software was used to conduct
descriptive and inferential statistical tests. The central tendencies and variability of the
measured variables have been outlined using descriptive statistics such as means, me-

dians, standard deviations, and ranges.

To find out how consistent survey constructs with more than one item are with each
other, Cronbach's alpha (a) was used. It demonstrated acceptable reliability when the
reliability coefficient was above 0.7 and excellent reliability when it was above 0.9. Since
the sample size was quite small (n = 7) and Likert scales were employed, non-parametric
statistical tests were carried out. Respondents' levels of knowledge and practical skills
were compared pre- and post-exercise using the Wilcoxon signed-rank test. A standard

non-parametric formula was used to figure out the effect size.

r=+ (1)

where r represents the effect size, Z is the standardized test statistic, and n denotes the

sample size.

Medians were used to show central tendencies instead of assuming equal gaps between
response categories. This method is effective at showing how participants perceived and

what they experienced since it follows the accepted methods in non-parametric statistics.
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This chapter presents the results of the research, which was acquired by assessing the

Suricata IDS exercise on knowledge, practical skills, and learning outcomes. Table 3

depicts the descriptive statistical data for all the variables in Table 2, along with

Cronbach’s alpha for the knowledge, practical skills, and learning outcome.

Table 3. Reliability and descriptive statistical data of variables
Variable Items Cronbach’s Mean Median Std.
a Dev.

Practical PC1- 0.962 3.21 3.50 0.91
skills & Confi- | PC4
dence (Pre)

Practical PC1- 0.916 3.79 4.00 0.81
skills & Confi- | PC4
dence (Post)

IDS & Cy- K1, K2, 0.896 3.29 4.00 0.95
bersecurity K4
Knowledge
(Pre)

IDS & Cy- K1, K2, 0.944 4.00 4.00 1.00
bersecurity K4
Knowledge
(Post)

Learning LO1- 0.825 3.93 4.00 0.53
outcomes LO4
(Post)

4.1 Practical skills & confidence in managing IDS

Cronbach's alpha (a) test was performed on items from pre- and post-exercise to

observe how consistent the practical skills and confidence variables were. The pre-

exercise practical skills and confidence provide a value of a = 0.962, indicating excellent

reliability, where the PC1-PC4 (Table 2) times were taken into consideration. The post-

exercise reliability test for practical skills & confidence on items PC1-PC4 displays a

value of a = 0.916, which came short compared to the pre-exercise.

Table 4.

Descriptive statistic of practical skills & confidence variable

Measure

Pre-Training

Post-Training

Total Number (N) 7 7
Mean 3.21 3.79
Median 3.50 4.00
Standard Deviation 0.91 0.81
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| Min—Max Range | 2.0-4.0 | 2.0-4.5 |

Descriptive statistic of practical skills & confidence variable Table 4 displays an increase
in the mean score, from 3.21 in pre-training to 3.79 in post-training. The median value
also rose from 3.50 pre-training to 4.00 post-training. Although there was little drop in the

standard deviation score, it decreased in post-training by 0.10 from pre-training.

4.2 Knowledge of IDS & cybersecurity

Descriptive statistics of the IDS & cybersecurity knowledge variable indicated that the
Cronbach’s a value increased from 0.896 in pre-training to 0.944 in post-training. The
median score was unchanged, whereas the mean value increased from pre-training 3.29

to post-survey 4.00. Standard deviation was increased in post-training by 0.05 points.

In the IDS & cybersecurity knowledge variable, an item-based analysis was performed
to examine the implementation of pre- and post-training. Table 5 shows the understand-

ing difference from pre-training to post-training after the exercise was done hands-on.

Table 5. IDS & cybersecurity knowledge items-based analysis

Items Pre n (%) Post n (%) Change Interpretation

Primary  pur- 4 (57.1) 6 (85.7) +28.6% Improved con-
pose of IDS ceptual under-

standing

Suricata is 5(71.4) 7 (100) +28.6% All participants
open source & answered cor-
multi-threaded rectly

Distinguish 4 (57.1) 6 (85.7) +28.6% Improved alert
low vs high-risk interpretation
alerts

Network proto- 6 (85.7) 7 (100) +14.3% Correct under-
col detection standing

Log file visuali- 3 (42.9) 5(71.4) +28.5% Increased
zation awareness

Almost every item of the IDS & cybersecurity knowledge variable shows an increase in
responses from participants. Items such as the primary purpose of IDS, Suricata's open-
source and multi-threaded nature, the distinction between low and high-risk alerts, and
log file visualization have all shown an increase in correct responses, with the overall
increase being 28.5%. The only item with a 14.3% increase in correct responses was log

file visualization.



4.3 Learning Outcomes

For the learning outcome variable, the items were presented to the participant after the

exercise and were not included in pre-training items. The value of Cronbach’s a for these

items was calculated, and it was 0.825 (Table 3).

Table 6. Descriptive statistic of learning outcome

Measure Post-Training

Total Number (N) 7
Mean 3.93
Median 4.00
Standard Deviation 0.53

In Table 6, the measured mean for the items in the learning outcome variable was 3.93,

and the median was calculated at 4.00. The standard deviation of learning outcomes

yielded 0.53.
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5. DISCUSSION

This study evaluated the effectiveness of a practical Intrusion Detection System (IDS)
exercise utilizing Suricata, focusing on two research questions regarding insight im-
provement and learning impact. Additionally, the study evaluated the participants'
knowledge, practical skills and confidence, and learning outcomes from exercises using
Suricata IDS.

RQ1. How effective is Suricata in providing participants with insights into Intrusion De-

tection Systems (IDS) as a cybersecurity tool?

The results indicate that Suricata did an adequate job of assisting participants in under-
standing how IDS works and how its concepts work. Quantitative results from the
knowledge tests given before and after the survey (K1, K2, and K4 from Table 2) showed
that participants had an improved awareness of how IDS works and their ability to find
threats. The Wilcoxon Signed-Rank test for the knowledge scale only showed weak sta-
tistical significance, yet the large effect size (r = 0.71) suggests that the intervention had
a big effect in real life. This means that the lack of clear statistical significance is probably
due to the small sample size (N = 7) rather than the fact that there was not a meaningful
learning effect. Additionally, an item-level analysis of the multiple-choice knowledge
question (K3) showed a 28.6 percentage-point rise in correct answers, which supports
the idea that participants had a better understanding of the IDS's purpose and how it
works. More evidence for these conclusions comes from qualitative feedback. Real-life
applications and hands-on work with Suricata were consistently praised by participants
as beneficial parts of the exercise. Participants who worked directly with a professional,
open-source IDS tool were able to go beyond general explanations and see how IDS
behaved in real-life situations. This helped them better understand alerts, rules, and net-

work traffic analysis.

RQ2. What impact does hands-on IDS evaluation with Suricata have on participants'

knowledge and skills, as measured through pre- and post-survey assessments?

The results indicate that the hands-on IDS evaluation with Suricata improved both the
participants' knowledge and their ability to use what they had learned. The descriptive
statistics indicated an increase in both the mean and median scores across all measured
domains, including knowledge, practical skills, confidence, and interest in learning. The

most noticeable improvements were in the practical skills and confidence domain (PC1—
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PC4). Participants indicated that they felt more confident installing, configuring, manag-
ing rules, and fixing IDS configurations. The practical confidence scale had a moderate
to large effect size (r = 0.70), which means that people's practical skills improved in a
meaningful way. This fits with the qualitative results, which indicated that participants
often said the exercise made them feel more confident and competent. The fact that the
activity was hands-on seems to have been crucial for these gains. By interacting directly
with Suricata, participants had to figure out what alerts meant, interact with rule groups,
and diagnose configuration. This helped them learn how to carry out actions and
strengthen their skills. This hands-on approach worked well to close the gap between
theoretical understanding and practical use, which is a problem that is often seen in cy-
bersecurity education. Additionally, participants expressed strong agreement in their re-
sponses to questions about learning outcomes (LO1-L04), indicating that they found
the exercise to be helpful, interesting, and relevant. The open-ended feedback also
showed that people were more motivated and interested in continuing to learn about IDS.
This suggests that the intervention not only improved short-term skills but also encour-

aged people to stay interested in cybersecurity topics in the long term.
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6. LIMITATIONS AND FUTURE WORK

Even though this study gives insightful information about how effectively hands-on Intru-
sion Detection System (IDS) assessment with Suricata works, it does possess a few

methodological and contextual flaws.

Firstly, the sample size was relatively tiny (N = 7), and this limited number of samples
made the inferential analyses less potent statistically and made it harder to apply the
results to larger groups. As most of the participants were university students or research-
ers. Because of this, it was hard to find statistically significant differences, even though
the effect sizes were moderate to large. On top of that, the post-training survey was given
right away after the exercise was over. Therefore, the study cannot show that participants
will remember what they have learned, keep improving their skills, or see long-lasting
changes in their trust and enthusiasm. In future studies, it would be advantageous to
include delayed tests after training to see how stable and long-lasting the learning out-

comes are.

Another drawback with the study is that it neglects to look at the participants' prior
knowledge. Some people showed a lot of knowledge and confidence in the pre-training
survey. These variables could have limited how much the results improved after training,
which is called a ceiling effect. The Suricata-based activity helped reinforce ideas, yet
the level of difficulty might not have been tough enough for people who are more familiar
with IDS. The study also frequently used self-reported measures of confidence, compe-
tence, and engagement. Even though these tests are common in educational research,
they might not show real performance or technical skills. The conclusions about practical
skill acquisition are even less solid because there lack any objective performance-based

assessments, like how well tasks were completed or how well alert analyses were done.

Furthermore, the training exercise was fairly limited in scope, focusing on basic IDS con-
cepts like how to interpret alerts, operate rules, and solve basic problems. This focus
was sufficient for an introductory test, but it limits the range of cybersecurity topics. Add-
ing more difficult and situation-based challenges to the exercise, like reducing false pos-
itives and integrating with other security tools, could present a more complete picture of

how well the IDS is working and how well the participants perform.



19

7. CONCLUSION

This study illustrates that training with Suricata improves students' knowledge of intrusion
detection systems (IDS) significantly. The results indicate that using this open-source
tool in real life improves conceptual understanding, operational skills, and confidence in
using IDS technologies. The moderate to large effect sizes identified across all measured
constructs show how useful experiential learning methods are for training in technical

areas.

This thesis provided experimental evidence suggesting that hands-on evaluation of In-
trusion Detection Systems using Suricata can enhance participants’ knowledge and
awareness of IDS concepts. In addition, the results show that IDS training works effec-
tively when it includes both theoretical lessons and hands-on exercises using tools. The
result seems to boost participants' confidence, facilitate them learning new skills, and
encourage them to use IDS techniques in real-life cybersecurity situations. Even though
the study shows some positive results, it also has certain drawbacks. The sample size
was small and drawn from a specific academic population, which restricts the generali-
zability of the results. These limitations highlight areas for future improvement and
demonstrate the importance of further study with more participants and more diverse

training designs.

To summarize, this study indicates that hands-on IDS evaluation with Suricata is an ef-
fective method for improving learners' understanding, practical skills, and engagement
in cybersecurity education. As a result of providing students useful information about
how IDS works and strengthening their practical skills, the Suricata-based activity was
an effective way to teach. The results suggest that both teaching and training should
utilize real-world security tools. These results establish the groundwork for future re-

search that aims to improve and expand hands-on cybersecurity learning methods.
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