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ABSTRACT 

This research investigates the use of various medical devices in supporting patient 

self-care, with a focus on regulatory compliance in the US and EU. It explores how 

technologies like Software as a Medical Device (SaMD), connected devices such as 

infusion pumps, and autoinjectors are reshaping patient self-management. By 

examining the intersection of these innovations with medical device regulations in 

both regions, the study highlights the regulatory challenges and opportunities they 

bring. The emphasis on SaMD, infusion pumps, and autoinjectors is driven by their 

widespread adoption and their crucial role in enhancing self-care for managing 

various health conditions. 

The objective of this research is to examine the role and risks of medical 

devices, with a particular focus on Software as a Medical Device (SaMD), connected 

devices, and autoinjectors, in enabling patient self-care. This includes an emphasis 

on their regulatory compliance within the US and EU, two of the most widely 

recognized and established medical device regulations globally. The objective also 

involves analyzing how these devices intersect with relevant regulations, identifying 

challenges and opportunities in areas such as cybersecurity and interoperability, and 

advocating for a patient-centered approach to self-care that enhances safety, 

effectiveness, and regulatory compliance. The research aims to improve regulatory 

compliance and industry practices for medical devices, supporting patient-centered 

self-care and advancing healthcare delivery. A substantial part of the research focuses 

on autoinjectors, driven by the increasing use of these devices for self-administering 

a variety of medications and the lack of sufficient tools to achieve regulatory 

compliance for autoinjectors. The study results aim to support the safety, 

effectiveness, and regulatory compliance of the autoinjectors, thereby speeding up 

their approval process.  

 The research concludes by emphasizing the critical importance of a patient-

centered approach to self-care, the need for robust agile regulatory process, and the 

pivotal role of education and training in maximizing the benefits of medical devices. 

It advocates for future advancements in healthcare policy and practices to enhance 
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patient-centered self-care and evolve regulatory standards to better support patient 

needs. 
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1 INTRODUCTION 

1.1 Overview of Self-care 
This section highlights research showing that supporting self-care improves health 

outcomes and reduces the burden on healthcare systems. Promoting self-care 

strengthens community wellbeing, and advances in technology, including medical 

devices, further enable individuals to manage their health more effectively and 

independently. Self-care, a multifaceted notion encompassing diverse activities and 

behaviors tailored to nurture physical, mental, and emotional well-being, bears 

historical significance across different cultures (Yu et al, 2021; Aujla and 

Narasimhan, 2023). Ancient healing traditions such as Ayurveda (Pyles, 2018; 

Schexnaildre, 2022), Traditional Chinese Medicine (Harvie et al, 2020) and Greco-

Roman medical practices (Villas Boas et al, 2023) laid the foundational beliefs that 

underscored the value of self-care in fostering bodily equilibrium and well-being. 

These historical perspectives emphasize the relationship between self-care and well-

being, recognizing individuals' inherent ability and responsibility to maintain their 

overall health (Yu et al, 2021; Aujla and Narasimhan, 2022). 

 

Theoretical paradigms, including Orem's Self-Care Deficit Theory (LeBlanc and 

Jacelon, 2018; Khademia et al, 2020; Yayla et al, 2023; Kim and Dee, 2024) and 

Bandura's Social Cognitive Theory (Aliakbari et al, 2020; Sebastian et al, 2021; 

Lawless et al, 2021; Song et al, 2024), offer insightful perspectives into the underlying 

principles governing self-care. Orem's theory postulates that individuals possess an 

innate capacity to attend to their own needs and that engaging in self-care behaviors 

is indispensable for maintaining optimal health and well-being (Hartweg and 

Metcalfe,2022). This viewpoint underscores the significance of self-reliance and 

empowerment (Sieck et al., 2021; Seljelid et al., 2022) in the management of one's 

health, emphasizing self-care as means of proactive effort (Mills et al, 2021). 

Conversely, Bandura's theory underscores the influence of social and cognitive 

factors on health-related behaviors. It posits that individuals are more inclined to 

adopt self-care practices when they perceive themselves as capable of success and 

when they observe others demonstrating such behaviors (Goode, 2020). 
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In contemporary society, self-care has become a crucial strategy for managing 

the complexities and demands of modern life. Recognizing its role in health 

promotion and disease prevention, the World Health Organization (WHO) 

advocates for the integration of self-care into healthcare policies and practices 

(WHO, 2022). Against the backdrop of growing challenges faced by healthcare 

systems globally, including escalating costs and resource constraints (Fazal et al, 

2022; Mbau et al, 2023; Ogugua et al, 2024), the promotion of self-care continues to 

gain prominence as a cost-effective approach to enhancing population health 

outcomes and alleviating healthcare burdens (Min et al, 2023; Nemati, 2023, 

Robinson-Mbato, 2024). Mitigating healthcare burdens can be facilitated through a 

collaborative framework consistent with the World Health Organization’s definition 

of self-care (WHO, 2024), encompassing the coordinated engagement of individuals, 

families, communities, and healthcare providers. While individuals manage their 

health through lifestyle choices and disease prevention and, where relevant, disease 

management, families and communities offer support. Healthcare providers 

contribute by providing guidance, education, and resources to enhance self-care 

practices. 

 

Self-care spans a broad spectrum of activities and behaviors, each contributing 

to overall health and well-being. Physical self-care encompasses practices that cater 

to the body's physiological needs, such as maintaining proper nutrition, engaging in 

regular exercise, ensuring adequate rest (Barnett and Homany, 2022) and adhering 

to interventions such as medications and rehabilitation (Patel et al, 2023; de Santana 

Silva et al, 2024). These foundational practices serve as the cornerstone of self-care, 

laying the groundwork for optimal bodily functioning and health maintenance 

(González-González and Requena, 2023; Sawyer, 2023). Emotional self-care focuses 

on nurturing emotional well-being through activities like journaling, therapy, and 

self-expression, enhancing resilience and coping mechanisms in the face of adversity 

(Town et al, 2023; Sebastian et al, 2022). 

 

Mental self-care entails activities designed to stimulate cognitive health and well-

being, including learning new skills, engaging in creative pursuits, and practicing 

mindfulness and meditation (Truscott et al, 2023). By cultivating cognitive flexibility 

and problem-solving skills, individuals bolster their adaptability in various life 

situations (Charania and Shattell, 2023; Yaffe et al, 2024). Social self-care underscores 

the importance of fostering healthy relationships and connections with others 

through regular social interaction, seeking support from friends and family, and 
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engaging in community activities, all vital for social well-being (Torregrosa-Ruiz et 

al, 2021; Jordan, 2023). 

 

Spiritual self-care centers on activities that provide meaning, purpose, and a 

sense of transcendence, such as religious or spiritual practices, communing with 

nature, and reflecting on personal values and beliefs. Nurturing the spiritual 

dimension of life fosters inner peace and fulfillment, positively influencing overall 

well-being (Hekmati Pour et al, 2020; Azar et al, 2022).  

 

The benefits of self-care are manifold and extend across various dimensions of 

healthcare and well-being. Regular engagement in self-care practices has been 

associated with reduced stress levels, enhanced immune function, and heightened 

resilience to harsh conditions (Calder et al, 2023). By prioritizing their well-being, 

patients experience heightened energy levels, improved focus, and emotional 

equilibrium, contributing to enhanced quality of life and overall satisfaction (Brewer-

Smyth, 2022).  

 

Despite its numerous benefits, effective self-care presents challenges. Time 

constraints, competing priorities, and societal expectations may impede patients' 

ability to engage in regular self-care practices (Gowan et al, 2023). Additionally, 

socioeconomic status, access to resources, and cultural beliefs may influence one's 

inclination to prioritize self-care (Reshma et al, 2021; Mirfardi, 2023). Addressing 

these barriers demands an approach that acknowledges the diverse needs and 

circumstances of patients with different diseases and different needs. By 

surmounting obstacles to self-care and fostering supportive environments, patients 

can integrate self-care into their daily lives and derive the associated benefits 

(Dineen-Griffin et al, 2019). 

 Self-care has become an essential aspect in healthcare, reflecting the activities 

and practices individuals undertake independently to maintain their health, prevent 

illnesses, and manage existing health conditions (Matarese et al., 2018; Jiang et al., 

2021; Riegel et al., 2021; Steele & Grajo, 2023; Ferguson et al., 2024). In recent years, 

self-care has gained even greater significance with the integration of technology into 

patient management and healthcare delivery (Jin et al., 2022; Barnett & Homany, 

2022; Klug et al., 2022; Town et al., 2023; Campoli & Cummings, 2024; Burkhardt 

et al., 2024). This integration of technology has expanded the scope and ease of 

access of self-care practices, empowering individuals to take control of their health 
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and well-being. Furthermore, many studies have shown that practicing self-care can 

lead to various benefits, including improved physical and mental health, reduced 

healthcare costs, and enhanced quality of life of patients. Without self-care, the 

burden on public healthcare would be even more pronounced than it is at present 

time (Cornet et al., 2020; Miller, 2022; Nader et al., 2023; Sach et al., 2024). 

Understanding the different types of self-care and recognizing their unique features 

and challenges enables healthcare professionals to develop targeted interventions. 

These interventions are designed to improve the efficacy and outcomes of self-care 

across a range of healthcare contexts (Riegel et al., 2017; Cornet et al., 2020; Iovino 

et al., 2021; Storm et al., 2024). These interventions can include education, awareness 

campaigns to promote self-care practices (Kafaei-Atrian et al., 2022; Bressi, 2023; 

Lamonge & Baua, 2023; Cunha et al., 2024), the development of user-friendly 

technology tools to support self-care activities, the creation of support groups or 

peer networks to provide emotional and social support for individuals engaging in 

self-care (Bakogiannis et al., 2021; Lexius et al., 2023; Österman et al., 2023; Barks et 

al, 2023).  

While self-care is often endorsed as a positive and empowering concept, several 

research argue that self-care such as self-diagnosis and self-medication can lead to 

wrong diagnosis or medication error, potentially resulting in harmful outcomes (May 

et al., 2023; Morsy et al., 2023; Martínez et al., 2021). Critics of self-care practices 

point out that individuals may not have the expertise to accurately assess their health 

needs and may misinterpret symptoms, leading to delayed or incorrect treatment (Ho 

and Quick, 2018). Additionally, the widespread availability of health information on 

the internet and through technology can lead to information overload (Swar et al., 

2017; Khaleel et al., 2020; Hermanns et al., 2022; Wieczorek, 2024), causing 

individuals to make uninformed decisions about their health without proper medical 

guidance (Ho and Quick, 2018). This can potentially exacerbate health issues and 

undermine the role of healthcare professionals in providing competent and 

evidence-based care. Critics also argue that the emphasis on self-care may lead to the 

neglect of seeking professional medical support when necessary (Mudenda et al., 

2020; Martínez et al., 2021), thereby delaying correct diagnosis and care for serious 

health conditions. Therefore, while self-care has its advantages, it is essential to 

approach it with caution and ensure that individuals are equipped with the 

knowledge to make informed decisions about their health and seek professional 

medical support when needed. Some medical devices can aid in enabling self-care, 
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helping individuals monitor their health, manage conditions, and take proactive steps 

toward well-being 

1.2 Motivation 

The decision to choose medical devices for this research, particularly software as a 

medical device, connected medical devices, and autoinjectors, is based on their 

unique ability to efficiently and effectively address specific healthcare needs, thereby 

enabling patient self-care (Ebhabha et al, 2023; Puzovic, et al, 2023; Lange et al, 

2024). While there are indeed various avenues for self-care, including lifestyle 

modifications and behavioral interventions (Jeitler et al, 2022), the selection of 

software as medical device, connected medical devices and autoinjectors underscores 

their distinct advantages in promoting patient autonomy and improving health 

outcomes (Antalfy et al, 2023).  

Autoinjectors play a crucial role in enabling self-care by providing patients with 

a convenient and reliable means to administer medications (Dostal et al, 2023). This 

is particularly substantial for individuals managing chronic conditions that require 

frequent injections, such as diabetes or multiple sclerosis (Bittner, 2023). By 

simplifying the process of medication delivery, autoinjectors empower patients to 

adhere to their treatment regimens more consistently, thereby enhancing disease 

management and overall patient well-being (Dostal et al, 2023; McEneny et al, 2024). 

Connected medical devices, including software as medical devices, offer 

opportunities for personalized healthcare (Phi et al, 2023; He et al, 2023). These 

devices enable real-time monitoring of health parameters, such as blood glucose 

levels or heart rate, and facilitate remote communication with healthcare providers 

(Shukla, 2023; Tariq, 2024). Connected medical devices generate valuable patient 

data that can be shared with their healthcare professionals. This seamless data 

sharing enables healthcare professionals to monitor patient health in real-time, 

enhancing the effectiveness of self-care and enabling timely medical interventions. 

By leveraging technology to gather and analyze health data, these devices empower 

patients to take a proactive approach to their health, allowing for early detection of 

potential issues and prompt interventions (Mishra and Singh, 2023; Ayo-Farai et al, 

2023; Yadav, 2024). Moreover, the widespread use of autoinjectors and connected 

medical devices among patients managing a diverse range of chronic diseases 
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underscores their versatility and effectiveness in addressing prevalent health 

concerns. Whether it is managing diabetes, asthma, gastrointestinal disorders, cancer, 

or autoimmune disorders, these medical devices offer tailored solutions that cater to 

the specific needs of individual patients (Sharma et al, 2023). 

While lifestyle modifications and behavioral interventions undoubtedly play a 

crucial role in self-care, the integration of autoinjectors and connected medical 

devices into healthcare practices represents an approach that complements 

traditional self-care methods. These medical devices tools can empower patients to 

actively participate in their self-care journey, fostering a sense of empowerment and 

control over their health (Alten et al, 2023).  

 

The objective of this research is to examine the role and risks of medical devices, 

particularly Software as a Medical Device (SaMD), connected devices and 

autoinjectors, in facilitating patient self-care, with a focus on their regulatory 

compliance in the US and EU, which are among the most well-known and 

established medical devices regulations globally. The objective also includes 

analyzing the intersection of these devices with relevant regulations, identifying 

challenges and opportunities in areas such as cybersecurity (Staynings et al., 2023; 

Tyagi et al., 2023), data privacy (Sakib et al., 2023), and interoperability (Kouroubali 

& Katehakis, 2022; Vijayaraghavan et al., 2022; Health and Human Services 

Department, 2024), and  to support  a patient-centered approach to self-care that 

enhances safety, effectiveness, and regulatory compliance. The research aims to 

enhance regulatory compliance and industry practices for medical devices, 

supporting patient-centered self-care and improving healthcare delivery. 

 

In the realm of self-care through medical devices, a myriad of options exists to 

facilitate the well-being of patients. The scope of this research is limited to a 

particular group of medical devices that support self-care, including: 

- Symptom checkers that are seen to be software as medical devices 

(SaMD). 

- Connected medical devices such as Artificial Intelligence (AI) powered 

medical devices, infusion pumps, monitoring devices, implanted 

devices, autoinjectors, and diagnostic devices.  

- Autoinjectors, these medical devices were selected due to their 

widespread use among diverse patient populations for administering 

various medications to treat a range of conditions. 
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The selection of these medical devices for this research is due to their relevance in 

advancing patient-centered care, improving clinical outcomes, and addressing the 

regulatory challenges associated with emerging technologies in healthcare. These 

devices represent diverse aspects of self-care, from diagnostic tools to therapeutic 

interventions, and provide a comprehensive view of how medical technologies can 

be leveraged for enhanced patient autonomy and safety. 

1.3 Structure of the thesis 

 

This research consists of nine chapters. The first Chapter is reserved for the 

introduction. Chapter two, Related Work, reviews the existing literature on self-care 

and the advantages of medical devices. It begins by exploring various self-care 

practices and their benefits, before discussing the specific benefits of connected 

medical devices and autoinjectors. The challenges these devices face in healthcare 

settings are then analyzed, followed by an identification of research gaps in the 

current body of knowledge, emphasizing the need for further investigation. 

In Chapter three, the focus shifts to Regulation Associated with Medical Devices, 

providing a detailed look at the regulatory frameworks governing medical devices in 

both the European Union (EU) and the United States (US). This chapter highlights 

important regulations and their implications for medical device development and 

usage in these regions. 

Chapter four outlines the primary Research Aim and Overview, presenting the key 

objectives of the study and offering an overview of the research scope and approach. 

This sets the foundation for the subsequent chapters. 

Chapter five describes the Methods used in this research, detailing the 

methodologies applied in the various publications that support this thesis. The 

chapter highlights the contributions of four publications (I), (II), (III), and (IV) and 

how they shape the overall objectives of this research. 
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The Results of the research are presented in chapter six. It includes an analysis of 

the risks and benefits associated with medical devices such as Software as Medical 

Devices (SaMDs) and AI-powered autoinjectors. The findings from four significant 

publications are discussed: the impact of Class I SaMDs on public health, the risks 

related to connected medical devices, a framework for developing autoinjector tools, 

and the evaluation of AI-powered autoinjectors. 

Chapter seven is a Discussion on rethinking medical device regulations to enhance 

patient self-care. It addresses the need for advancing the safety and efficacy of Class 

I SaMDs, explores the risks and benefits of connected medical devices in healthcare, 

and proposes the development of a regulatory framework for autoinjector 

technology. Additionally, it highlights the role and challenges of AI-powered 

autoinjectors in modern healthcare. 

In Conclusion, Chapter eight summarizes the role of medical devices in supporting 

patient self-care, emphasizing their growing importance in healthcare. The chapter 

also suggests potential future research directions and developments in the field, 

ensuring continued innovation and improvement in medical device technology. 
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2 RELATED WORK  

2.1 Benefits of medical devices 

This section covers the benefits and challenges of medical devices, focusing on 

connected devices and autoinjectors. These devices provide significant advantages 

but also carry risks. Effective risk management is essential to reduce potential 

drawbacks. Guidance from EU MDR and US FDA medical device regulations helps 

ensure patient safety. 

2.1.1 Connected medical devices 

The rise of connected devices aligns with the shift towards a more patient-centered 

self-care approach. Connected medical devices can be used to help streamline patient 

care and enhance existing medical procedures (Al-Turjman et al, 2020; Abdellatif & 

Mohamed, 2020; Akkaş et al, 2020; Abraham et al, 2021; Awad et al, 2021; 

Krishnamoorthy et al, 2023; Balasundaram  et al, 2023; AlZu’bi, et al, 2023; Azrour 

et al, 2024; Freyer et al; 2024; Ratnakar et al., 2024). These technological innovations 

may help create a collaborative network between healthcare providers and patients, 

enabling real-time monitoring of vital health metrics, remote diagnostics, and rapid 

emergency responses (Mishra and Singh, 2023). Offering capabilities that surpass 

those of traditional medical devices or medical equipment, connected medical 

devices play a crucial role in advancing healthcare services (Awad et al, 2021). They 

potentially address the demands of overburdened health infrastructures and 

accommodate an increasingly digitally oriented population, pushing the boundaries 

of healthcare service delivery in modern healthcare (Monteiro et al, 2021; Mbunge et 

al, 2021, Osama et al, 2023). 

Moreover, these devices may facilitate the efficient retrieval, storing, and sharing 

of patient data, significantly improving the speed and accuracy of diagnosis (Akhtar 

et al, 2021). They can enable the unification of information using modern 

technology, ultimately leading the way towards a connected, data-driven healthcare 
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solution (Ba et al, 2021; Seastedt et al., 2022; Schmitt et al., 2023; Sharma et al., 2023). 

Whether it is wearable fitness trackers, insulin pumps, implantable devices or heart 

monitors, each category of these devices has specific attributes, yet the common 

feature lies in their ability to deliver reliable, real-time patient monitoring, enhancing 

preventative care measures and driving improved healthcare outcomes (Anikwe et 

al, 2022; McLoughlin and McLoughlin, 2023). Connected medical devices have 

enhanced healthcare by providing real-time access to individual health records, 

enhancing communication among healthcare professionals, and supporting clinical 

decision-making processes (Mukhtar et al, 2021; Yadav, 2024). The integration of 

wearable monitors, smart inhalers, and infusion pumps with software applications 

and health systems has transformed healthcare beyond the traditional doctor-patient 

relationship, offering more customized, immediate, and efficient patient care (Kim 

et al, 2020; Raikar et al., 2023; Phi et al, 2023). 

Additionally, these devices with smart technologies may promote patient 

engagement by enabling active participation in health management. In some cases, 

they provide instant feedback on health status, and may improve well-being and 

motivate patients to adopt healthier lifestyles (Mele et al., 2022; Ullah et al., 2023). 

This shift towards preventative healthcare is increasingly possible with connected 

devices, which help intercept health issues before they become serious problems 

(Oldenburg et al., 2020; Aziz et al., 2024).  

In summary, connected medical devices represent a significant leap forward in 

healthcare technology that can further enable patient self-care. connected medical 

devices facilitate real-time monitoring, remote diagnostics, and efficient data 

management, which are crucial for modern healthcare services delivery. These 

devices have the potential to improve patient outcomes and enhance the efficiency 

and responsiveness of healthcare services providers.  

2.1.2 Autoinjectors 

In recent years, autoinjectors have gained remarkable prominence due to their ability 

to provide a high degree of patient self-care convenience, offering numerous benefits 

for patients and healthcare providers alike (Benbadis et al, 2020; Selvaraj et al, 2023; 

Mathias et al, 2024). These devices are particularly valuable for administering 

prescribed drugs to patients with chronic conditions such as diabetes, anaphylaxis, 

multiple sclerosis and rheumatoid arthritis (Roy et al., 2021; Antalfy et al., 2023). One 
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of the key advantages of autoinjectors is their ability to provide greater control, ease, 

and convenience, allowing patients to self-administer regular and precise dosages of 

medication without the need for professional assistance (Cherniakov et al, 2021; 

Bittner and Schmidt, 2022; Schneider, 2023). 

Another key advantage of autoinjectors is their often user-friendly design, which 

simplifies drug delivery and promotes self-administration (Sahini and Banyikwa, 

2023; Guo et al, 2024). By lessening the need for traditionally trained medical staff, 

autoinjectors empower patients to manage their treatments at home (Menzella et al., 

2022). This capability is especially beneficial for patients with chronic conditions who 

require frequent injections, as it reduces the need for regular clinic visits and 

enhances their independence (Tornero Molina et al, 2021; Alten et al., 2023). 

Furthermore, autoinjectors are designed to alleviate needle-phobia by 

incorporating hidden pre-filled syringes. This feature reduces the visual discomfort 

associated with needles, making the injection process less intimidating for patients 

(Stevenson et al., 2024). Additionally, autoinjectors help obtain more accurate 

dosing, reducing the risk of medical errors and enhancing patient safety (Lin et al., 

2023).  

Autoinjectors may also offer built-in smart features that further streamline 

healthcare delivery. These features may include connectivity capabilities that allow 

tracking of dosage history, medication reminders to support patient adherence to 

medication regimens and data sharing with healthcare providers (Faisal et al, 2023; 

Bittner et al., 2024). Such functionalities enhance the monitoring of patients' 

conditions, facilitating timely interventions and adjustments to treatment plans as 

needed (Algorri et al., 2023). 

In summary, autoinjectors have enhanced the way medication is administered, 

offering a convenient and reliable solution for self-administration of drugs. Their 

user-friendly design, accurate dosing, and smart features make them a useful tool in 

enabling patient self-care.  

2.2 Challenges of medical devices 

The main challenges concerning connected medical devices and Software as a 

Medical Device revolve around interoperability, data management, security (Shojaei 
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et al., 2024) concerns and regulatory compliance. Interoperability stands as the 

primary key to ensuring seamless exchange and interpretation of data among various 

software and hardware systems, essential for the optimal functioning of connected 

devices (Sloane et al, 2021; Gibson et al, 2023; Kotha et al, 2023; Torab-Miandoab 

et al, 2023). Yet, achieving genuine interoperability remains a challenge due to issues 

such as incompatible software, divergent communication protocols, or disparities in 

data formats (Jaleel et al, 2020; Ndlovu et al, 2021; Abernethy et al, 2022; Gorrepati 

et al, 2023). Interoperability presents a further challenge necessitating 

standardization across a range of devices. Ensuring that medical devices from 

various manufacturers can seamlessly integrate and transmit data to relevant patient 

health databases is essential for the widespread adoption of this technology (Portugal 

et al., 2023; Rafique et al., 2023; Malathi et al., 2024; Dutta and Dhar, 2024). 

 

Data management is critical to ensure the usefulness and integrity of the 

information gathered by these devices. It involves the collection, storage, protection, 

and retrieval of data in a way that is both efficient and secure (Farah et al, 2024). 

Robust data management systems need to be in place to not only handle the volume 

of information generated by connected medical devices but also to ensure that the 

data remains accurate, accessible, reliable and confidential (Diène et al, 2020; Rani et 

al, 2023). Incorporating modern methods like cloud storage and edge computing 

could further enhance data access and processing (Qiu et al, 2020; Hua et al, 2023). 

 

The use of medical devices, whether connected medical devices or autoinjectors 

with connectivity features, faces challenges, particularly regarding data privacy and 

security (Bharti & Aryal, 2023; Mone & Shakhlo, 2023; Rafik et al., 2023; Abdullah 

et al., 2023; Chinnasamy et al., 2023; Parihar et al., 2024; Dargaoui et al., 2024). In 

the digital modern healthcare services, where breaches are increasingly becoming 

unavoidable reality, the security of patient sensitive health data transmitted or 

received through these devices is a significant matter (Youssef, 2022; Mejía-Granda 

et al, 2024; Tariq, 2024; Bajpayi et al, 2024). Cybersecurity threats like data tampering 

can harm the integrity and privacy of data, causing serious problems for both patients 

and healthcare providers (Ray, 2021; Jawad et al, 2024; Nowrozy et al, 2024). An 

additional issue is the potential exploitation of software vulnerabilities in these 

devices. Connected medical devices and autoinjectors can be subject to malicious 

hacking attempts, with the intent of disrupting their functionality (Brass et al, 2023; 

Sonko et al, 2024). Developers and healthcare providers must adopt robust 

cybersecurity measures to protect this information from unauthorized access or 
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breaches (Thyagarajan et al., 2024; Bhaskar et al., 2024; Singh and Kaunert, 2024; Liu 

et al., 2024). 

 

Regulatory compliance is a critical aspect in the lifecycle of connected medical 

devices and autoinjectors (Colloud et al, 2023). This is because it ensures that these 

devices meet necessary standards, thereby guaranteeing their safety, efficacy, and 

security (Menshenin et al, 2023). Connected medical devices and autoinjectors, due 

to their inherent complexity and integration with computer systems, must comply 

with a host of regulations and guidance (Neadle, 2023). These span areas such as 

data protection and privacy, cybersecurity, standards and in several cases, specific 

regulations for wireless communication and the Internet of Things (Salama et al, 

2023; Lone et al, 2023; Värri, 2023; Rehman et al, 2024). These devices have the 

capability to transfer data to smart phones and other patient databases making it 

crucial to safeguard sensitive health information during both transmission and 

storage to maintain patient trust and comply with regulations such as the United 

States of America (US) Health Insurance Portability and Accountability Act 

(HIPAA) and the European Union (EU) General Data Protection Regulation 

(GDPR) (Bincoletto & Guarda , 2021; Georgiadis et al, 2022; Gajwani et al., 2023;  

Chernik & Stoia, 2023; Singh et al., 2024; Patil et al., 2024; Singh and Singh, 2024; 

Pavithran et al., 2024). Manufacturers must thoroughly understand, adhere to, and 

stay updated with these regulations, guidance and standards to ensure the legitimacy 

of their devices, patient safety, and overall market success (Tobin and Walsh, 2023; 

Memić et al., 2023; McDermott et al., 2024; Aaron et al., 2024). 
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3 REGULATION ASSOCIATED WITH MEDICAL 
DEVICES 

3.1 EU medical device regulation  

On the 26th of May 2020, the Medical Device Regulation 2027/745 (MDR) was 

supposed to officially take effect, marking a significant shift from the previous 

regulatory framework encompassed by two distinct directives: the Medical Devices 

Directive 93/42/EEC (MDD) and the Active Implantable Medical Devices 

Directive 90/385/EEC (AIMDD) (Official Journal of the European Union, 2020). 

This transition represented a pivotal development in the regulatory landscape for 

medical devices within the European Union. Due to pandemic, the official effect 

date was postponed to 26th of May 2021 (Official Journal of the European Union, 

2020).   The introduction of the MDR was designed to enhance patient safety and 

ensure a higher level of quality and innovation in medical device manufacturing and 

distribution. By consolidating the requirements previously spread across the MDD 

and AIMDD, the MDR aims to streamline the regulatory process, making it more 

transparent and stringent (Shatrov and Blankart, 2022). This change impacts all 

stakeholders involved, from manufacturers to healthcare providers, necessitating an 

understanding of the new regulations and their implications for the design, approval, 

and postmarket surveillance of medical devices (Bretthauer et al., 2023). 

Medical device is defined by the EU medical device regulation 2017/745 (MDR) 

in Article 2 as “‘medical device’ means any instrument, apparatus, appliance, 

software, implant, reagent, material or other article intended by the manufacturer to 

be used, alone or in combination, for human beings for one or more of the following 

specific medical purposes: 

− diagnosis, prevention, monitoring, prediction, prognosis, treatment or 

alleviation of disease, 
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− diagnosis, monitoring, treatment, alleviation of, or compensation for, an 

injury or disability, 

− investigation, replacement or modification of the anatomy or of a 

physiological or pathological process or state, 

− providing information by means of in vitro examination of specimens 

derived from the human body, including organ, blood and tissue donations, 

and which does not achieve its principal intended action by pharmacological, 

immunological or metabolic means, in or on the human body, but which 

may be assisted in its function by such means. 

The following products shall also be deemed to be medical devices: 

− devices for the control or support of conception; 

− products specifically intended for the cleaning, disinfection or sterilization 

of devices as referred to in Article 1(4) and of those referred to in the first 

paragraph of this point.” (MDR, 2017). 

The EU Medical Device Regulation establishes a framework to ensure the 

safety and efficacy of medical devices within the European Union, affecting all stages 

of a device's lifecycle from design and manufacture, as per annex I chapter II of 

MDR, to post-market surveillance as per article 83 of MDR (MDR, 2017). To market 

a medical device in the EU, manufacturers must undergo a conformity assessment 

procedure demonstrating compliance with the annex IX, X or XI of the MDR 

(MDR, 2017). This process varies by the device's risk class, with lower-risk devices 

often being self-certified by the manufacturer and higher-risk devices requiring 

assessment by a Notified Body as per section (60) of MDR (MDR, 2017), Notified 

Body is an independent conformity assessment organization designated by an EU 

member state as per section (42) of MDR (MDR, 2017). Upon successful conformity 

assessment, manufacturers can affix the CE mark to their device, indicating 

compliance with EU legislation and permitting its market distribution throughout 

the EU as per annex IV and annex V of MDR (MDR, 2017). 

Devices are classified into four classes (I, IIa, IIb, and III) based on their 

intended purpose and inherent risks, considering factors like the device's duration of 

use, invasive nature, and whether it is active or non-active as per annex VIII of MDR 
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(MDR, 2017) and MDCG 2021-24 guidance of Medical Device Coordination Group 

(MDCG) (2021). Higher classification levels correspond to higher risk and more 

stringent regulatory controls as per article 55 of MDR (MDR, 2017). Post-market 

surveillance requires manufacturers to actively monitor the performance and safety 

of their devices once they are on the market, collecting and analyzing data on their 

quality, performance, and safety throughout their lifecycle, and taking action if 

necessary to ensure continued compliance and protecting public health laid down in 

article 83 through article 100 of MDR (MDR, 2017). 

The mention of risk 243 times in the MDR highlights its strong emphasis on 

managing risks associated with medical devices to ensure their safety and proper 

functioning within the EU market (MDR, 2017). This indicates that risk management 

must be a continuous process, compelling manufacturers to create, apply, and sustain 

a strategy for identifying and analyzing risks related to their devices. As result, MDR 

requires implementing risk management system as per section 3 of annex I of MDR 

(MDR, 2017). They must additionally assess and take measures to address these risks, 

continuously evaluating the effectiveness of the risk measures. The objective is to 

minimize risks to the greatest extent feasible, while maintaining a favorable balance 

between the device's benefits and risks as outlined in Section 2 of Annex I of the 

MDR. (MDR, 2017). 

In the EU, as per annex VII of MDR, Notified Bodies assess the compliance of 

medium and high-risk devices. Notified Bodies are responsible for ensuring that 

medical devices meet the stringent safety, quality, and performance requirements 

outlined in the MDR. This includes reviewing the technical documentation, 

conducting audits of the manufacturers' quality management systems, and, where 

necessary, carrying out product-specific assessments or inspections. By issuing CE 

Certificates of Conformity, Notified Bodies serve as a critical checkpoint, ensuring 

that only medical devices that comply with the relevant regulations are allowed to 

access the European market. Their role is to facilitate market access and to safeguard 

public health by ensuring that medical devices used within the EU perform as they 

are intended, and these devices are safe and effective (MDR, 2017). 

Due to the complexities of implementing the MDR, the Medical Device 

Coordination Group (MDCG) (European Commission, 2024a) has emerged as a 
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critical entity in tackling key challenges within the medical device sector. This 

includes oversight of Notified Bodies, standardization, market surveillance, 

international relations, embracing new technologies, and conducting clinical 

investigations, among others (European Commission, 2024a). Organized into 13 

focused subgroups, the MDCG delves into specific regulatory areas, from Notified 

Body oversight and setting standards to clinical investigations and the integration of 

new technologies (European Commission, 2024a). These subgroups consist of 

experts nominated by EU Member States and representatives from European 

associations, all operating under the guidance of the EU Commission (European 

Commission, 2024a). Their mission is to offer recommendations, develop guidance, 

and promote the uniform enforcement and harmonization of regulatory standards 

throughout the EU (European Commission, 2024a). The efforts of MDCG are 

aimed at ensuring the smooth and efficient enforcement of MDR, which is 

instrumental in elevating patient safety and the effectiveness functioning of the EU's 

medical devices marketplace (European Commission, 2024a).  

The MDCG is actively releasing guidance documents aimed at assisting medical 

device manufacturers in navigating the complexities of implementing the MDR to 

achieve CE marking for their products. This includes a range of topics such as the 

Clinical Evaluation Assessment Report (CEAR), focusing on medical devices' 

clinical evaluation, template and guidance for manufacturers to compile their Post-

market Clinical Follow-up (PMCF), templates to aid manufacturers in preparing their 

PMCF evaluation report, the qualification and classification of software as medical 

devices under MDR, questions and answers, requirements relating to notified bodies 

and Information on demonstrating equivalence with another medical device. The 

MDCG guidance documents are part of an effort to provide clear, actionable 

information to ensure compliance and facilitate the successful introduction of 

medical devices to the market under the new regulatory framework. All MDCG 

endorsed documents and other guidance are made publicly available in the European 

Commission website (European Commission, 2024b). 

Similar to the US, in Europe there are various medical devices that can be used 

in combination with a drug. According to the British Standards Institution (BSI), 

regulation of drug-device combination products within the EU is governed by a 

framework that ensures the safety, quality, and efficacy of these innovative healthcare 
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solutions. These products, which integrate drugs, devices, and/or biological 

components, are subject to a nuanced regulatory approach due to their complex 

nature (British Standards Institution, 2021). The regulatory oversight of such 

products involves two key pieces of legislation: the MDR and the Directive 

2001/83/EC and Regulation (EC) No 726/2004. Like the US, the classification and 

subsequent regulatory pathway of a combination product hinges on its primary mode 

of action (PMOA) (British Standards Institution, 2021). If the PMOA is through the 

drug component, it is regulated as a medicinal product and the device will require 

notified body opinion rather than CE mark (British Standards Institution, 2021).  

Whereas if the device component is PMOA, it falls under the MDR (British 

Standards Institution, 2021). Determining the PMOA is critical for guiding the 

regulatory process, which may involve oversight by the European Medicines Agency 

(EMA) or national competent authorities, depending on the product's classification 

(British Standards Institution, 2021). Combination products must adhere to stringent 

standards for quality, safety, effectiveness of the medical device and efficacy of the 

drug (British Standards Institution, 2021). This entails meeting pharmacopeial 

standards and proving clinical efficacy for drug components, and demonstrating 

safety, performance and effectiveness for device components, often through CE 

marking or notified body opinion. Clinical evaluation, encompassing both the drug 

and device aspects, is mandatory, with trials designed to assess the combined action 

of the components (British Standards Institution, 2021).  

Medical devices, including software as medical devices and connected medical 

devices, are required to adhere to the EU Data Act based on the Regulation (EU) 

2023/2854 (Official Journal of the European Union, 2023) due to their capability to 

store and share patients' data (Jendle et al., 2024). The EU Data Act, a proposed 

legislation, aims to regulate the use and protection of data across the European 

Union. In the context of medical devices that store patient data, this act would likely 

impose stringent requirements regarding data privacy, security, and interoperability. 

Medical devices, such as those with built-in data storage capabilities, would need to 

comply with this regulation to ensure the safe and ethical handling of sensitive 

patient information. Additionally, manufacturers would need to ensure that these 

devices are interoperable with existing healthcare systems to facilitate seamless data 

sharing while maintaining privacy and security standards. This regulation is 

anticipated to become mandatory by September 12, 2025, at the latest (Official 
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Journal of the European Union, 2023). The compliance with the EU Data Act can 

be demonstrated by following applicable EU harmonized standards such as ISO 

14971 Risk Management for Medical Devices or acceptable state of the art standards 

such as ISO/IEEE 11073 Health Informatics Medical Device Communication, and 

IEC 62304: Medical Device Software, Software Life Cycle Processes.  The IEEE 

11073 Health Informatics series can be used to contribute to compliance with the 

EU Data Act by establishing communication protocols and data exchange formats 

for personal health devices and healthcare systems, promoting smooth interaction. 

This standardization improves interoperability, providing healthcare professionals 

with extensive health information to make informed decisions in patient care (Guo 

et al., 2023). 

In terms of cybersecurity that remains a concern for the European Union (EU), 

the EU adopted its first cybersecurity certification scheme (European Union Agency 

for Cybersecurity (ENISA), 2024). This new scheme addresses the growing concerns 

about the security of devices that rely heavily on digital technologies. This includes 

Artificial Intelligence (AI) embedded in connected devices and AI-enabled 

autoinjectors, which present new cybersecurity challenges due to their ability to 

process and adapt large volumes of patient data.  Since 2023, a standardization 

request to the European Standardization Organizations has aimed to develop 

guidelines for ensuring the safety and trustworthiness of artificial intelligence (AI). 

This initiative focuses on addressing ethical and technical challenges, promoting 

transparency, accountability, and security in AI systems, and aligning AI technologies 

with European values and regulatory standards (European Commission, 2023). 

Furthermore, on May 30, 2024, the European AI Office hosted its inaugural webinar 

on the risk management logic of the AI Act and related standards, which is related 

to connected medical devices and AI-enabled autoinjectors (European Commission, 

2024c). The session provided insights into the AI Act’s regulatory framework, it 

helped to learn about essential elements for developing risk assessments for these 

devices, explored strategies of regulatory changes, and evaluated whether 

international standards (2023), such as the recent ISO/IEC 42001 Information 

technology - Artificial intelligence - Management System, met or aligned the AI Act’s 

risk management requirements for connected medical technologies (European 

Commission, 2024c). The concept of trustworthiness is viewed as a fundamental 

element in artificial intelligence systems in ISO/IEC 42001, representing progress 
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towards establishing transparent and reliable AI technologies across global markets. 

Additionally, the IEEE (Institute of Electrical and Electronics Engineers) (IEEE, 

2024) has taken a step towards this trustworthiness concept by starting to develop a 

standard aimed at certifying AI systems that align with the EU AI Act and Ethical 

Guidelines. This initiative seeks to enhance the credibility and ethical use of AI 

technologies worldwide. 

3.2 US medical device regulation 

A medical device is defined as (FDA, 2022a) “An instrument, apparatus, implement, 

machine, contrivance, implant, in vitro reagent, or other similar or related article, 

including a component part, or accessory which is: 

(A) recognized in the official National Formulary, or the United States 

Pharmacopoeia, or any supplement to them, 

(B) intended for use in the diagnosis of disease or other conditions, or in the cure, 

mitigation, treatment, or prevention of disease, in man or other animals, or 

(C) intended to affect the structure or any function of the body of man or other 

animals, and which does not achieve its primary intended purposes through chemical 

action within or on the body of man or other animals and which is not dependent 

upon being metabolized for the achievement of its primary intended purposes. The 

term "device" does not include software functions excluded pursuant to section 

520(o)(1) (E).”  “Certain CDS software functions are excluded from the definition 

of device by section 520(o)(1)(E) of the FD&C Act if the software functions meet 

all of the following four criteria: 

(1) not intended to acquire, process, or analyze a medical image or a signal from an 

in vitro diagnostic device or a pattern or signal from a signal acquisition system 

(section 520(o)(1)(E) of the FD&C Act); 

(2) intended for the purpose of displaying, analyzing, or printing medical information 

about a patient or other medical information (such as peer-reviewed clinical studies 

and clinical practice guidelines) (section 520(o)(1)(E)(i) of the FD&C Act); 



 

35 

(3) intended for the purpose of supporting or providing recommendations to a 

health care professional about prevention, diagnosis, or treatment of a disease or 

condition (section 520(o)(1)(E)(ii) of the FD&C Act); and 

(4) intended for the purpose of enabling such health care professional to 

independently review the basis for such recommendations that such software 

presents so that it is not the intent that such health care professional rely primarily 

on any of such recommendations to make a clinical diagnosis or treatment decision 

regarding an individual patient (section 520(o)(1)(E)(iii) of the FD&C Act) (FDA, 

2022a).” 

Medical devices encompass a broad range of products from simple tools like 

tongue depressors to complex devices such as programmable pacemakers and 

artificial pancreas systems, including in vitro diagnostic (IVD) products and certain 

radiation-emitting products used medically (FDA, 2022b). To determine if a product 

is regulated as a medical device by the FDA, one must first verify if it meets the 

definition under Section 201(h) of the Food, Drug, and Cosmetic Act, focusing on 

its intended use and whether it is designed for diagnosing, treating, preventing 

disease, or affecting the body's structure or body’s functions (FDA, 2022b). If the 

product qualifies as medical device, the next step involves determining the 

appropriate product classification, which can be done through the FDA Product 

Classification Database, searching for similar devices with market authorization, or 

by reviewing device listing information for marketed devices (FDA, 2022b).  

The FDA plays a crucial role in regulating medical devices intended for patient 

self-care. This is achieved through a tiered classification system that aligns the level 

of regulatory control with the devices intended use and associated risks with these 

devices. Devices are categorized into three classes: Class I (low-risk), Class II 

(moderate-risk), and Class III (high-risk) (Piermatteo, 2020). The FDA also 

categorizes medical devices with identical intended use and classification under 

product codes composed of three distinct random letters (Piermatteo, 2020). 

Class I devices are considered low-risk and are thus subject to minimal regulatory 

control. Often, they do not require premarket notification, commonly known as a 

510(k) (Piermatteo, 2020). The 510(k) process involves demonstrating that a device 

is substantially equivalent to another legally marketed device in the US, a less 

demanding pathway compared to the premarket approval (PMA) process, which is 

reserved for higher-risk devices (Piermatteo, 2020). Devices classified as Class II, 
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presenting moderate risks, usually require a 510(k) notification or clearance. In 

certain cases, they may also need to adhere to specific performance standards 

(Piermatteo, 2020). The 510(k) clearance for Class II devices involves a detailed 

review of technical information including design, materials, and performance testing 

(FDA, 2019b). 

Class III devices, which fall under the highest risk category, typically necessitate 

the PMA process. This process is more rigorous than the 510(k) and involves an 

extensive review to ensure the devices’ safety, performance and effectiveness. PMA 

applications must be supported by valid scientific evidence, often including clinical 

trial data (Piermatteo, 2020; FDA, 2019c). Additionally, the FDA has established the 

De Novo pathway for low to moderate risk devices that lack a comparable market 

presence. This pathway provides a regulatory avenue for novel devices that are 

ineligible for clearance through the 510(k)-process due to their unique nature 

(Piermatteo, 2020). 

The FDA's Humanitarian Device Exemption (HDE) serves as a regulatory 

avenue within the United States, facilitating the distribution of medical devices 

designed to manage or diagnose illnesses and conditions impacting less than 8,000 

people nationwide each year (FDA, 2022d). This special exemption underscores the 

FDA's commitment to ensuring individuals suffering from uncommon diseases or 

conditions gain access to necessary medical devices, despite the potentially limited 

commercial appeal that may not support the extensive costs associated with the 

conventional premarket approval (PMA) process for device manufacturers (FDA, 

2022c). An HDE application bears resemblance to a PMA application but differs 

significantly as it does not necessitate proof of the device's effectiveness (FDA, 

2019d). The requirement here is for the device to show safety and probable benefit, 

with the latter criterion being notably more lenient than the effectiveness standard 

applied to PMAs (FDA, 2019d). Securing approval via the HDE route permits the 

clinical application of the device, albeit with certain limitations, including a 

prohibition on profiting from the device beyond recouping expenses related to 

research, development, manufacturing, and distribution (FDA, 2019d). This 

exemption plays a pivotal role in encouraging innovation and offering sophisticated 

medical solutions to patients with rare conditions, who might otherwise lack feasible 

treatment alternatives due to the financial impracticality of creating devices for such 

narrowly defined populations (FDA, 2019d). 
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Autoinjectors and pen injectors, utilized commonly for self-administration of 

medications such as insulin or epinephrine, are typically categorized as Class II 

devices if they are not sold as integral part of the drug which FDA consider to be 

“General use injectors are regulated under the 510(k) premarket notification 

process” (FDA, 2013). These devices must undergo a 510(k)-submission process, 

demonstrating safety and efficacy equivalent to existing market products (FDA, 

2013). The EpiPen, a well-known epinephrine autoinjector, serves as a prime 

example of this process, having to establish through its 510(k) submission that it was 

safe and effective for emergency treatment of allergic reactions (FDA, 2017a).  

In the realm of connected devices, which transmit patient health data, the 

classification can vary from Class I to Class III, depending on the device's 

functionality and risk profile (FDA, 2024a; 2024b; 2024c). For instance, Bluetooth-

enabled blood glucose monitoring systems are often classified as Class II, 

necessitating a 510(k) clearance due to their complex nature and heightened risk 

compared to standard glucose meters (FDA, 2017b). There exist other non-invasive 

connected devices that are available for remote patient monitoring, and their 

classification is determined by their intended medical purpose and patient risk. These 

devices were useful during the COVID-19 pandemic, and they are classified as Class 

II (FDA, 2023a). In contrast, connected devices used for general wellness, like 

wearables, usually fall under Class I or class II (FDA, 2019a), whereas devices 

monitoring vital signs for medical purposes could be Class II or III (Gerke et al., 

2020). The Apple Watch's heart monitoring feature using Electrocardiograph 

software for over the counter required a De Novo classification, which was classified 

as class II medical device, as it presented a novel feature not substantially equivalent 

to existing devices (FDA, 2018a). 

Manufacturers must comply with the Quality System Regulation (QSR), 

encompassing diverse elements of medical device such as production, design 

controls, human factor engineering, packaging, labelling, sterilization and complaint 

files (FDA, 2024d), as well as cybersecurity (FDA, 2023b). Additionally, post-market 

surveillance is mandatory, requiring manufacturers to track the performance of 

devices and report any adverse events to maintain ongoing safety and effectiveness 

of devices (2018b), including considering cybersecurity measures for devices 

connected to the internet (FDA, 2016a). 
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The FDA is actively working towards harmonizing its Quality System Regulation 

(QSR) with ISO 13485 (International Organization for Standardization (ISO), 2018), 

a set of guidelines for quality management systems specifically designed for medical 

device manufacturers. ISO 13485 serves as an internationally recognized framework, 

enabling manufacturers to meet regulatory requirements across various jurisdictions, 

including the European Union, Canada, Japan, and other countries (International 

Organization for Standardization, 2016). This effort towards harmonization aims to 

streamline compliance processes for medical device manufacturers, facilitating 

smoother market entry and operations across global markets (FDA, 2024e). 

The FDA encourages medical device manufacturers to stay updated with its 

latest guidance concerning the alignment of ISO 13485 with QSR, now referred to 

as the Quality Management System Regulation (QMSR) (FDA, 2024e). This initiative 

is expected to culminate on 2nd of February 2026, marking a significant milestone in 

the FDA's approach to global regulatory alignment (FDA, 2024e). By adhering to 

the consensus FDA recognized standards (FDA, 2023c), manufacturers will ensure 

compliance with FDA regulations and align with international good practices, 

enhancing the quality, effectiveness and safety of medical devices in the  

US and worldwide (International Organization for Standardization, 2016). This 

move is indicative of the FDA's commitment to promoting innovation, ensuring 

patient safety, and supporting the medical device industry's ability to operate 

efficiently on a global scale (FDA, 2024e). 

 

Autoinjectors and pen injectors, commonly used for administering various drug 

such insulin, fall under both drug and medical device regulations. Defined as 

combination products regulation (FDA, 2017c), the regulation of these combination 

products is a vital responsibility of the FDA. Due to the complex field of 

combination products, the FDA provides various guidance for medical and 

pharmaceutical organizations (FDA, 2023d). One of the existing guidance from the 

FDA provides an overview of premarket review principles for combination 

products, which are defined as products composed of any mix of drugs, devices, 

and/or biological products (FDA, 2022c). It emphasizes the amendments from the 

21st Century Cures Act aimed at enhancing the clarity, predictability, efficiency, and 

consistency of the regulatory process (FDA, 2022c). The assignment of drugs, 

devices, and/or biological products to an FDA center is based on their Primary 

Mode of Action (PMOA) and the manufacturer of medical devices uncertain about 
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product classification or center assignment can seek formal determination through a 

Request for Designation (RFD) or informal feedback via a Pre-RFD (FDA, 2022c). 

 

The FDA outlines the necessity for legal manufacturers to identify their products 

as combination products when seeking FDA action and describes the interaction 

process between  legal manufacturers and the FDA, highlighting the facilitating role 

of the Office of Combination Products (OCP) in ensuring efficient manufacturer-

FDA communication (FDA, 2022c). The regulatory framework for combination 

products integrates requirements applicable to drugs, devices, and biological 

products, with special considerations to address their unique aspects (FDA, 2022c). 

Premarket review typically involves a single application to streamline the regulatory 

process, focusing on the safety and effectiveness of the combination product as a 

whole (FDA, 2022c). For device-led, drug-led (where the drug is PMOA), and 

biologic-led (where the biologic is PMOA) combination products, several pathways 

are available for market authorization, including Premarket Approval Applications 

(PMA), De Novo Classification Requests, Premarket Notification (510(k)) 

Submissions, New Drug Applications (NDA), Abbreviated New Drug Applications 

(ANDA), and Biologics License Applications (BLAs) under sections 351(a) and 

351(k) of the Public Health Service Act (FDA, 2022c). The selection of the 

appropriate pathway depends on the product's PMOA, with detailed considerations 

and examples provided to guide the determination process for device-led, drug-led 

or biologic-led combination products (FDA, 2022c). The FDA provides in its 

existing guidance specific examples illustrating the determination process for device-

led, drug-led or biologic-led combination products, demonstrating how different 

scenarios may require different regulatory pathways based on the product's 

characteristics and intended use (FDA, 2022c). These examples underscore the 

FDA's commitment to a risk-based approach in regulating combination products, 

ensuring their safety and effectiveness while fostering innovation in the healthcare 

sector (FDA, 2022c).  

Risks associated with AI are major concern for the US FDA too. To address 

this, BS AAMI 34971:2023, created by British Standards Institution and the US 

Association for the Advancement of Medical Instrumentation (AAMI), provides 

guidance on applying ISO 14971 to medical technologies that use Artificial 

Intelligence (AI) and machine learning (BSI, 2023). This document supplements ISO 

14971 by highlighting the specific risks and hazards associated with AI in medical 

devices, offering strategies for risk mitigation, and providing practical examples 
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(British Standards Institution, 2023). It is designed for medical device manufacturers, 

AI software developers, and regulatory bodies to improve safety, accelerate 

innovation, and enhance risk management (British Standards Institution., 2023). 

Additionally, when completed, the ISO TS 24971-2 will provide guidance on 

applying ISO 14971 to medical technologies using machine learning (ML).It will 

serve as an enhanced version of BSI 34971 once completed, focusing on unique risks 

like data management and algorithm bias (International Organization for 

Standardization, 2024). It complements ISO 14971 with additional strategies for 

managing these elevated risks throughout the device lifecycle, without changing the 

core risk management process (International Organization for Standardization, 

2024). In addition, FDA (2023), issued a final guidance that outlines the FDA’s 

recommendations for cybersecurity in device design, labeling, and premarket 

submissions. It aims to ensure consistency, streamline reviews, and enhance the 

resilience of medical devices against cybersecurity threats, replacing the 2014 

guidance on the same topic FDA (2023). The National Institute of Standards and 

Technology (NIST) (NIST, 2020) has supported the US FDA’s cybersecurity 

initiatives for connected medical devices by releasing the AI Risk Management 

Framework (AI RMF) on January 26, 2023. This framework provides guidelines to 

address the risks that AI usage may present and enhance trustworthiness including 

connected medical devices through their design, development, and evaluation 

(NIST, 2020). Developed with extensive public input, it aligns with existing risk 

management efforts and is supported by the NIST AI RMF Playbook (NIST, 2020). 

Additionally, due to the complexity of AI-powered medical devices, the FDA has 

issued a draft to provide guidance on these technologies that look at Artificial 

Intelligence-Enabled Device Software Functions: Lifecycle Management and 

Marketing Submission Recommendations (FDA, 2025a). 

Software can be divided into components that are called software bill of 

materials (SBOM) (Radanliev et al., 2024). The concept of SBOM is crucial for 

software security and supply chain risk management, detailing the components of 

software used in various applications (Cybersecurity and Infrastructure Security 

Agency (CISA), 2024), including patient self-care devices. Although SBOMs have 

evolved since 2018 through collaborative efforts, CISA is enhancing their adoption 

by advancing new tools, technologies, and use cases (Cybersecurity and 

Infrastructure Security Agency (CISA), 2024). CISA facilitates SBOM development 
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through community engagement and international coordination, promoting its use 

to ensure transparency and security technologies (Cybersecurity and Infrastructure 

Security Agency (CISA), 2024). The initiatives of CISA is further supported by The 

US Office of the National Cyber Director’s new Technical Report, "Back to the 

Building Blocks: A Path Toward Secure and Measurable Software", it emphasizes on 

the need for foundational safeguards against vulnerabilities in the software supply 

chain and highlights the importance of adopting memory-safe programming 

languages to enhance cybersecurity (The White House, 2024). 

Since the FDA encourages the mitigation of risk by design, the FDA’s design 

control regulation, outlined in section 820.30 of the Quality System Regulation 

(QSR), mandates that manufacturers establish and maintain procedures to control 

the design of medical devices. By integrating the Primary Functions identified in ISO 

11608-1:2022 into the design control process, manufacturers can create a Design 

History File (DHF) that complies with FDA requirements. This DHF would serve 

as a record of the design, development, and testing processes, providing the 

necessary documentation to support regulatory submissions. Furthermore, the 

documentation related to autoinjectors is a crucial component of the Common 

Technical Document (CTD) required for combination product (drug and device) 

(FDA, 2023d) application filings to the FDA. The CTD is a standardized format for 

submitting information to regulatory authorities, facilitating the review and approval 

process. The autoinjector, as part of the container closure system, must be 

thoroughly documented in the CTD. By developing autoinjectors using an FDA-

qualified MDDT, pharmaceutical companies can streamline the regulatory 

submission process, avoiding the need to establish new DHFs for each application. 

This approach not only enhances regulatory compliance but also accelerates the 

approval process, ensuring that patients have quicker access to safe and effective 

autoinjectors. 

3.3 Research gap  

Research on using medical devices that promote self-care has shown encouraging 

results in improving patient outcomes and making healthcare more efficient. The 

potential risks associated with self-declared class I medical devices and connected 
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medical devices, as well as the effectiveness of current monitoring and regulations in 

managing these risks, have been gaining increasing attention within the healthcare 

industry. However, a specific research gap exists in understanding the nuanced 

interplay between evolving technologies, regulatory oversight, and the mitigation of 

risks associated with these devices. Current literature lacks studies that delve into the 

real-world implications of regulatory frameworks on ensuring the safety and efficacy 

of these devices, particularly in the context of rapid technological advancements. 

Additionally, there is a dearth of research regarding the practical challenges faced by 

manufacturers, regulatory bodies, and healthcare providers in effectively navigating 

this complex landscape. It has been observed that some SaMD are being used 

without fully considering the evolving medical device regulations, which are designed 

to ensure continuous monitoring of their safety and effectiveness. This gap raises 

concerns about the absence of mechanisms to ensure compliance with these 

changing regulations. 

The speed at which regulatory compliance of autoinjectors can be achieved 

represents a critical aspect of ensuring timely access to these medical devices. Despite 

efforts to streamline regulatory processes, research has yet to fully explore innovative 

strategies and best practices that could expedite the approval and market entry of 

autoinjectors. The existing literature predominantly focuses on the regulatory 

requirements themselves, rather than the practical implications of compliance 

timelines on patient care and healthcare system dynamics. A notable research gap 

lies in identifying key barriers, potential facilitators, and novel approaches that could 

enhance the efficiency of regulatory compliance procedures for autoinjectors, 

ultimately benefiting both industry stakeholders and patients. 

Additionally, the emergence of Artificial Intelligence (AI) in healthcare has 

introduced a new dimension to the design and functionality of medical devices, 

including autoinjectors. While traditional autoinjectors have proven efficacy, the 

integration of AI-powered features raises questions concerning the associated risks 

and benefits. However, there hasn’t been much discussion in academic circles about 

comparing the risks and benefits of traditional autoinjectors versus AI-powered 

ones. Research in this area is essential to inform stakeholders about the ethical, 

safety, and usability considerations inherent in AI-driven medical technologies. 

Existing gaps in literature underscore the need for investigations that explore the 
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potential advantages of AI integration in autoinjectors, while also addressing 

concerns related to data privacy and patients’ safety. Overall, the research gaps 

presented in this section highlight areas where further exploration and research are 

warranted to advance medical devices knowledge and enhance regulatory 

compliance which in return can further support patient self-care 
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4 RESEARCH AIM AND OVERVIEW 

The research aims to enhance regulatory compliance and safety in patient self-

care by thoroughly evaluating Software as a Medical Device (SaMD), connected 

devices, and autoinjectors. This research investigates the impact of symptom 

checkers (SaMD) on public health, assesses the adequacy of current regulatory and 

monitoring practices, reviews and assesses the risks associated with connected 

medical devices and autoinjectors. This research touches a diverse range of 

stakeholders, including patients, healthcare providers, regulatory agencies, and 

medical device manufacturers. The aim of the research is supported by studying the 

following three research questions (RQs): 

Research Question (RQ1): What are the potential risks associated with self-declared 

class I medical devices and connected medical devices, and how well are current 

monitoring and regulations managing these risks? 

Research Question (RQ2): How can the process of achieving regulatory compliance 

for autoinjectors be expedited? 

Research Question (RQ3): What are the risks and benefits of traditional 

autoinjectors compared to those powered by Artificial Intelligence, and how can 

these risks be mitigated? In the following, the publications are presented in terms of 

the research questions they address and summarized in Table 1. 
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Table 1.  Research questions (RQs) coupled with the contributions of Publications (I), (II), (III) and (IV). 

Enhancing Regulatory Compliance and Safety in Patient Self-Care: An Approach to Symptom 
Checkers, Connected Devices, Autoinjectors and AI-Powered Autoinjectors. 

RQ1 Publication (I) 

•Analyze the potential public health risks associated with symptom checkers classified as Class 
I SaMDs. 

•Investigate whether current monitoring mechanisms for these self-declared symptom checkers 
are adequate to ensure their continuous safe use. 

 

Publication (II) 

• Analyze risks associated with connected medical devices, including cybersecurity threats, data 
privacy issues, and technical failures. 

•Evaluate the effectiveness of existing regulatory frameworks and compliance strategies in 
managing these risks and improving patient safety. 

RQ2 Publication (III) 

• Highlight the lack of a specific Medical Device Development Tool (MDDT) for 
autoinjectors.  

• Develop MDDT framework for the development of autoinjectors using the new Primary 
Functions outlined in ISO 11608-1:2022. 

• Improve the development and regulatory review of autoinjectors and expedite combination 
products (drug & device) approval. 

RQ3 Publication (IV) 

• Investigate the risks associated with AI-powered autoinjectors by analyzing FDA MAUDE 
database reports on device-related events and problems. 

•Examine the effectiveness of current risk management practices and regulations in mitigating 
these risks. 

• Propose a framework to address identified risks and can be used to improve the safety and 
effectiveness of AI-powered autoinjectors. 
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The research consists of four publications (I), (II), (III) and (IV) that focus on 

different topics that can enhance patient self-care in terms of medical devices. Table 

1 presents the focus topics of the publications. These topics are then discussed 

briefly in the following paragraphs of the publication (I), publication (II), publication 

(III) and publication (IV): 

Publication (I), titled “Impact of Class I Software as Medical Devices (SaMDs) on Public 

Health” addresses symptom checker (SaMD), that are provided by various health 

organizations. Ten symptom checkers were assessed and analyzed for their intended 

use.  

Publication (II), titled “An Overview About Connected Medical Devices and Their Risks” 

addresses connected medical devices like monitoring devices, infusion pumps, 

implanted devices, and diagnostic devices. These devices offer many benefits that 

support patients in their self-care tasks, but also pose significant risks, particularly 

around cybersecurity. These wireless devices are vulnerable to cyber threats that can 

compromise sensitive patient data and disrupt device functionality, exposing patients 

to data breaches, and potentially life-threatening. Beyond cybersecurity, connected 

devices also carry risks of programming errors, compatibility issues, and inadequate 

staff training (Anurogo et al, 2023), which can lead to medication errors and other 

safety concerns. It is crucial that manufacturers, healthcare professionals and patients 

are made fully aware of these risks and can take proactive steps to mitigate them 

through robust security measures, training, and rigorous monitoring. Ensuring the 

safe and effective use of connected medical devices requires prioritizing patients’ 

needs and providing education about the associated risks. 

Publication (III), titled "Establishing a Framework for Designing a Qualified Medical 

Device Development Tool for Autoinjectors," aims to create a structured approach for 

developing a reliable Medical Device Development Tool (MDDT) specifically 

tailored for autoinjectors. This framework identifies key components of 

autoinjectors and aligns them with the Primary Functions outlined in the latest 

version of ISO 11608:2022 to ensure the proper functioning of autoinjectors. By 

utilizing this MDDT, manufacturers of autoinjectors can streamline their 

development processes to meet FDA regulations and facilitate quicker submission 

of drug applications. Ultimately, this will enhance patient access to effective 
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treatments and empower patients to manage their health conditions conveniently 

from the comfort of their homes. 

Publication (IV), titled “Risks and benefits associated with the primary functions of 

artificial intelligence powered autoinjectors” delves into the integration of artificial 

intelligence (AI) into autoinjectors. AI powered autoinjectors hold promise for 

improving accuracy, personalization, and overall effectiveness in administering 

various medications. In a similar way as in the Publication (II), the AI-powered 

autoinjectors also introduce new risks that need careful consideration, particularly 

related to cybersecurity and software failures. This publication (IV) provides 

recommendations such as adapting existing regulations, developing guidelines for AI 

algorithms, establishing data governance standards, ensuring interoperability, 

implementing continuous monitoring, emphasizing human factors, and fostering 

stakeholder collaboration to support the safe and effective development of AI-

powered autoinjectors, ultimately leading to improved patient outcomes and a more 

patient-centered to self-care.  
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5 METHODS 

The methods used in this research are mixed. The methodological choices for this 

research are presented in this section for each publication that supports the topic of 

this research.  

 

5.1 Publication (I) 
 

The publication (I) follows a structured methodological approach to assessing the 

regulatory compliance, risk management, and accuracy of Class I Software as Medical 

Devices (SaMDs) used as symptom checkers in the European Union (EU). Symptom 

checkers are digital tools, typically accessed via websites or mobile apps, that allow 

individuals to enter their health symptoms and receive guidance on possible causes 

and the urgency of seeking care. Unlike diagnostic devices, which provide clinically 

validated results, symptom checkers offer informational support and help users make 

informed decisions about self-care and professional consultation. This assessment 

focuses on understanding the potential public health risks posed by these low-risk, 

self-certified devices, especially as they undergo changes in software functionality. 

The study is rooted in the regulatory transition from the Medical Device Directive 

(MDD) to the more stringent Medical Device Regulation (MDR) and investigates 

whether these devices adhere to necessary standards for safety and accuracy. 

 

The selected three main criteria for evaluating the ten SaMDs currently available 

in the EU market: CE marking, compliance with the EN ISO 14971 risk 

management standard, and device accuracy. CE marking serves as a basic measure 

of regulatory compliance, indicating that a device meets EU health and safety 

requirements. Since medical devices CE marking is required for market entry in the 

EU, this first criterion allows to confirm if each SaMD adheres to regulatory 

expectations under either MDD or MDR. This step involves a verification process, 
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examining each manufacturer’s website for visible CE mark indications, with results 

recorded as “yes” for compliant or “no” for non-compliant.  

 

The second criterion, compliance with the EN ISO 14971 standard, is a vital 

measure of each SaMD’s risk management practices. This international standard is 

central to evaluating and mitigating risks across a device's lifecycle, a critical 

consideration for any medical device that could affect patients or public health.  

 

Accuracy, the third criterion, is critical for determining the reliability of the 

symptom checkers in assessing health conditions. To evaluate this, each 

manufacturer’s website was checked for the accuracy disclosures, recording specific 

accuracy rates where available. For manufacturers that did not provide this 

information, “no” was marked, indicating a lack of transparency regarding accuracy. 

Device accuracy is particularly relevant in the context of public health; symptom 

checkers that produce inaccurate results could mislead users.  

 

The motivation to select these methods is driven by the necessity to evaluate the 

potential risks associated with Class I Software as a Medical Device (SaMD), which 

are often self-certified and do not undergo the same level of oversight from notified 

bodies as higher-risk devices. Since Class I symptom checkers are designed to offer 

health-related insights, any gaps in regulatory compliance, risk management, or 

accuracy could result in misinformed health decisions and pose broader public health 

risks. It is crucial to address this issue, as Class I symptom checkers for conditions 

like COVID-19 may yield inaccurate results, potentially contributing to the spread 

of the disease. 

 

The comparison of CE marking status, EN ISO 14971 compliance, and accuracy 

disclosures for each device is provided in tabular format. The tabulated presentation 

facilitates a comparison, revealing gaps in transparency and consistency among Class 

I SaMDs. Such a structured assessment highlights potential weaknesses in regulatory 

compliance, reliability, emphasizing the need for more stringent oversight 

mechanisms in low-risk SaMDs to prevent public health risks. 
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5.2 Publication (II) 
 

In the publication (II), a systematic literature review is employed to explore the 

benefits and risks of connected medical devices in healthcare. This method is 

motivated by the need to consolidate current knowledge regarding the technological, 

regulatory, and practical challenges these devices present, particularly as they become 

more embedded in healthcare practices. The systematic review approach allows for 

an in-depth synthesis of existing literature, focusing on key risk areas like 

cybersecurity, data privacy, technical failures, interoperability, and regulatory 

compliance, with the goal of providing a balanced perspective on the trade-offs 

between their potential advantages and the critical risks to patient safety and data 

security. 

 

To reinforce the systematic review, the study also integrates material from the 

U.S. FDA’s Manufacturer and User Facility Device Experience (MAUDE) and recall 

databases. This material provides real-world evidence on device malfunctions, user-

related issues, and software vulnerabilities in connected medical devices. The goal of 

publication (II) is to help patients and healthcare professionals better understand the 

risks of using connected devices. 

 

Through this combined methodology, publication (II) categorizes the risks 

associated with connected medical devices, with a particular emphasis on 

cybersecurity vulnerabilities. Given that cyberattacks on medical devices pose severe 

risks to both patient safety and privacy, the study highlights the necessity of 

comprehensive cybersecurity strategies. Similarly, it addresses the importance of 

robust data privacy measures, technical reliability, and regulatory adherence as 

foundational principles for the safe deployment of connected medical devices. By 

supplementing the literature review with FDA data, the study not only provides a 

theoretical overview but also illustrates the real-world impact of these devices, 

contributing to a more informed and proactive healthcare industry approach. 

5.3 Publication (III) 

In publication (III), a structured approach is established to address the lack of a 

Medical Device Development Tool (MDDT) specifically designed for autoinjectors. 

This need for a targeted MDDT arises from the growing demand for self-
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administered medical devices, which gained additional significance during the 

COVID-19 pandemic as healthcare access became restricted. As the market for 

autoinjectors is projected to expand rapidly by 2030, there is a pressing need for 

standardization to ensure product quality, safety, and regulatory compliance. 

Without a dedicated MDDT, manufacturers risk producing devices with variable 

quality and performance, potentially affecting patient safety and the efficiency of 

regulatory approvals. This motivation underlies the research, as it seeks to provide a 

structured method to develop a qualified MDDT framework that standardizes 

autoinjector development. 

      The method in publication (III) is built upon a detailed analysis of three critical 

sources: existing FDA-approved MDDTs, FDA design control regulations, and the 

Primary Functions defined in ISO 11608-1:2022. The selection of these sources is 

warranted, as each provides essential criteria for developing a framework for 

autoinjector development. FDA-approved MDDTs serve as a benchmark, offering 

insights into tools that have already met stringent regulatory standards across other 

medical device categories. Publication (III) aims to understand key components of 

effective MDDTs, even if not yet applied to autoinjectors. FDA design controls 

further support this approach by setting structured processes for device safety, 

effectiveness, and regulatory compliance, ensuring that autoinjectors meet the 

requirements needed for FDA approval. 

         Central to this research are the Primary Functions outlined in ISO 11608-

1:2022, which define core performance metrics critical to autoinjector functionality, 

including Holding Force, Cap Removal Force, Activation Force, Extended Needle 

Length, Injection Time, Dose Accuracy, and Needle Guard Lockout. These 

functions guide the design and testing phases, ensuring that each autoinjector 

component operates safely and reliably. This integration of Primary Functions 

ensures the method is not only comprehensive but also aligned with current 

standards that meet both patient safety and regulatory expectations. 

         The methodological approach is structured in four steps to systematically 

implement these standards: selecting an appropriate syringe type based on drug 

characteristics, identifying critical autoinjector components, validating these 

components against the Primary Functions, and completing extensive 

documentation for the Design History File (DHF). This four-step process ensures 

adherence to each stage of FDA regulatory requirements, while aligning with the 
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ISO 11608-1:2022 standards. By structuring the research method this way, the 

framework becomes a practical tool for autoinjector manufacturers, helping them to 

produce standardized, reliable devices that support consistent regulatory approvals. 

5.4 Publication (IV) 

The publication (IV) employs a data-driven approach to analyze the limitations of 

traditional autoinjectors and assess the potential benefits and challenges of 

integrating artificial intelligence (AI) into these devices. The primary research 

method involves an analysis of adverse event data from the FDA’s MAUDE 

(Manufacturer and User Facility Device Experience) database. This database, which 

includes reports from patients, healthcare providers, and device manufacturers, 

provides a substantial dataset for identifying recurring issues in autoinjectors, such 

as mechanical malfunctions and patient-related dosing problems. The choice of 

MAUDE as the primary data source is motivated by several factors that highlight its 

relevance to this research. 

The MAUDE database was chosen because it includes all reportable complaints, 

including adverse events, related to medical devices sold and used in both the U.S. 

and the EU. FDA considers an event that occurs in a foreign country reportable 

under the MDR regulation if it involves a device that has been cleared or approved 

in the US or a device similar to a device marketed by the manufacturer that has been 

cleared or approved in the US (FDA, 2016b). In contrast, the European Union 

operates its own regulatory system, EUDAMED, which manages adverse event 

reports for devices marketed within the EU only as per EU MDR section 44. The 

MAUDE database offers a rich, detailed dataset that captures real-world, historical 

data on medical device performance. This data includes records of malfunctions and 

patient problems across a wide range of autoinjector brands and models, giving the 

researchers a view of common issues and failure patterns. The data ensures that the 

analysis is supported by statistical findings, allowing for the identification of high-

risk areas that could benefit from AI integration. Furthermore, because the MAUDE 

data is gathered as part of mandatory FDA reporting requirements, it holds 

regulatory relevance to this research, making it a suitable resource for a study that 

explores how AI-powered autoinjectors could meet or enhance regulatory practices. 

By using MAUDE, the research aligns its findings with FDA priorities, addressing 

real-world safety concerns that regulatory bodies actively monitor. 
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The selection of MAUDE data also enables a detailed exploration of specific 

types of device malfunctions and dosing issues commonly reported with non-AI 

autoinjectors. This method identifies key device failures, including breakage, 

mechanical jams, and dosing inaccuracies, facilitating a focused analysis of areas 

where AI could offer improvements. These insights are crucial for establishing how 

AI could directly impact functional reliability and patient safety. By highlighting 

recurring issues in traditional devices, the research sets a solid foundation for 

understanding which AI functionalities, such as real-time monitoring, error 

detection, and dose adjustment, would be most beneficial. 

The data-driven analysis also enables a comparative approach, as the research can 

assess the limitations of traditional autoinjectors and propose specific AI-driven 

solutions. By utilizing data on mechanical failures and patient-related issues as a 

foundation, a risk management framework can be designed to address both 

traditional risks, such as device malfunctions, and emerging software-related risks 

introduced by AI, including cybersecurity vulnerabilities. The selection of MAUDE 

database analysis as the core research method is strategically motivated by the rich, 

regulatory-relevant data it provides, its ability to reveal specific, high-risk failure 

patterns in autoinjectors, and its utility in informing a comparative analysis to identify 

potential benefits of AI integration. This approach not only identifies key areas 

where AI could improve safety and functionality but also lays the groundwork for 

developing a comprehensive risk management framework for future AI-powered 

autoinjector. 
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6 RESULTS  

6.1 Publications (I): Impact of Class I Software as Medical 
Devices (SaMDs) on Public Health 

The publication (I) titled “Impact of Class I Software as Medical Devices (SaMDs) 

on Public Health” discusses risk associated with SaMD”. The results of this 

publication (I) are presented in Table 2. Ensuring the safety of medical devices is 

paramount under both the EU medical devices directive (MDD) and the EU medical 

device regulation (MDR), and adherence to ISO 14971, specific for Application of 

risk management to medical devices, is crucial to demonstrate compliance with such 

safety. The criteria used to assess the compliance of the SaMD MDD and or MDR 

include the name of the SaMD classified as Class I under MDD, possession of a CE 

mark, a statement confirming compliance with safety standards as demonstrated by 

adherence to ISO 14971, and the accuracy of the devices 

Table 2: Ten symptom checkers SaMDs examples in the EU market (source: Machal, 2022). 

 

 

Symptom checkers SaMDs   CE mark EN ISO 14971 Accuracy 

Infermedica                 Yes                No 93% 

Symptoma  Yes No No 

 Quin  Yes No No 

 My digital doctor  Yes No No 

Ada  Yes No No 

Docline  Yes No 93% 

Nubentos  Yes No No 

Apimedic  Yes No No 

Omaolo  Yes No No 

Duodecim  Yes   Yes  No 
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The study assessed ten symptom checkers classified as Class I Software as 

Medical Devices (SaMDs) currently available on the EU market. The results show 

that all ten SaMDs have CE marking under the Medical Device Directive (MDD), 

indicating compliance with the EU medical devices safety compliance requirements. 

However, only one of the ten manufacturers explicitly stated compliance with the 

EN ISO 14971 standard, which governs risk management for medical devices. 

Regarding accuracy, just two of the ten manufacturers disclosed information, both 

claiming an accuracy rate of 93%. The remaining eight devices provided no 

information about their accuracy. These findings highlight significant variations in 

adherence to safety standards and transparency across the evaluated symptom 

checkers SaMD. 

6.2 Publications (II): An Overview About Connected Medical 
Devices and Their Risks 

The results in publication (II) reveal several risks associated with connected medical 

devices, despite their potential to enhance patient care. Key risks include 

cybersecurity vulnerabilities, data privacy concerns, technical failures, 

interoperability challenges, user errors, and regulatory compliance issues. 

Cybersecurity emerged as a major concern, with connected devices being susceptible 

to cyberattacks that could result in unauthorized access to sensitive patient data or 

even control over the devices. This can lead to critical consequences, such as 

incorrect medication dosages or delayed treatments. Many connected devices were 

found to lack robust cybersecurity measures, making them particularly vulnerable. 

Data privacy is another critical issue, as connected devices generate and transmit 

large amounts of sensitive health information. If this data is compromised, patients 

could face severe repercussions. Technical failures in these devices, such as software 

malfunctions, also pose, in some cases even life-threatening risks, including the 

potential for incorrect medication administration. 

Interoperability challenges were identified, as many connected medical devices 

may not communicate effectively with each other or with healthcare systems, leading 

to fragmented patient data. This can hinder healthcare providers from obtaining a 
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view of a patient's health. User errors were also noted as a risk, particularly when 

healthcare professionals or patients are not adequately trained to use the devices or 

interpret the data correctly. 

Regulatory compliance was highlighted as a significant concern, with the study 

noting that achieving compliance can be difficult due to varying regulatory 

environments. Failure to comply with these regulations can lead to legal and financial 

penalties and compromise patient safety. 

Finally, the publication (II) examined the use of software in connected medical 

devices for controlling medication dosages, noting that while software can enhance 

precision, it also introduces risks, such as programming errors or cyberattacks, which 

could lead to incorrect dosages. These risks have, in some cases, led to device recalls. 

Incorporating mechanical manual dosage controls, where feasible, was suggested as 

a way to enhance safety, although this may not be practical for all devices. 

6.3 Publications (III): Framework for creating a qualified 
medical device development tool of autoinjectors 

The results in publication (III) show that only 14 Medical Device Development 

Tools (MDDTs) have received FDA approval. These approved MDDTs have 

demonstrated suitability across a wide range of FDA-defined product areas, 

including Biostability, Orthopedic, MR Safety Labeling, Toxicology, 

Biocompatibility, Plastic Surgery, Dermatology, Imaging, Ophthalmology, Active 

Implanted Medical Devices, Cybersecurity, Automated Insulin Dosing, Neurology, 

and Cardiology. Notably, autoinjectors were not included in the list of approved 

product areas.  The 14 FDA-approved MDDTs span a diverse array of applications 

within the medical device landscape as follow (FDA, 2024f): 

• Biostability: Tools in this category assess the stability of materials used in 

medical devices over time, ensuring they do not degrade or cause adverse 

reactions. 

• Orthopedic: MDDTs for orthopedic applications evaluate the performance 

and safety of devices such as joint replacements and spinal implants. 
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• MR Safety Labeling: These tools ensure that devices are safe for use in 

magnetic resonance imaging (MRI) environments, preventing interference 

or hazards during scans. 

• Toxicology: MDDTs in toxicology help assess the potential toxic effects of 

materials and chemicals used in medical devices. 

• Biocompatibility: Tools in this category evaluate whether materials are 

compatible with human tissues, reducing the risk of immune responses or 

other adverse effects. 

• Plastic Surgery and Dermatology: MDDTs ensure the safety and 

effectiveness of devices used in aesthetic and reconstructive procedures. 

• Imaging: These tools are used to evaluate devices involved in diagnostic 

imaging, ensuring clarity and accuracy in medical imaging. 

• Ophthalmology: MDDTs for ophthalmology assess devices used in eye care, 

including lenses and surgical instruments. 

• Active Implanted Medical Devices: This category includes tools that evaluate 

devices such as pacemakers and neurostimulators, ensuring their reliability 

and safety when implanted in the body. 

• Cybersecurity: With the increasing connectivity of medical devices, MDDTs 

in cybersecurity assess the resilience of devices against cyber threats, 

ensuring patient data and device functionality are secure. 

• Automated Insulin Dosing: These tools evaluate the performance of 

automated insulin delivery systems, ensuring precise and safe administration 

of insulin to diabetic patients. 

• Neurology: MDDTs for neurology assess devices used in the treatment and 

management of neurological conditions, such as deep brain stimulators and 

neurodiagnostic devices. 

• Cardiology: Tools in this category evaluate the safety and efficacy of devices 

used in cardiac care, including stents, pacemakers, and diagnostic equipment. 

 

The primary functions of autoinjectors have been identified through recent 

literature review studies focusing on this device category. These essential functions 

are critical for ensuring the safety and effectiveness of autoinjectors, include Holding 

Force, Cap Removal Force, Activation Force, and Extended Needle Length. 

• Holding Force: The amount of force required to hold the device in place 

during use, ensuring stability and accurate delivery of the medication. 
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• Cap Removal Force: The force needed to remove the protective cap from 

the autoinjector, which should be sufficient to prevent accidental activation 

while still being manageable for the user. 

• Activation Force: The force required to activate the autoinjector, initiating 

the delivery of medication. This should be designed to be easily manageable 

by the intended user population. 

• Extended Needle Length: The length of the needle that extends from the 

device during use, which must be appropriate to ensure proper delivery of 

the medication into the correct tissue layer. 

These primary functions are critical in ensuring that autoinjectors are safe, effective, 

and user-friendly. Despite the absence of FDA-approved MDDTs specifically for 

autoinjectors, manufacturers of autoinjectors need to understand and address these 

primary functions for the development and regulatory approval of these devices. 

6.4 Publications (IV): Risks and benefits associated with the 
primary functions of autoinjectors 

The results of publication (IV) yield a total of 500 medical device reporting events 

that were initially reported for autoinjectors using the KZH product code. However, 

upon closer examination, 276 events were excluded due to their association with 

ACCU-CHEK® LINKASSIST events, as ACCU-CHEK® LINKASSIST is not an 

autoinjector which were deemed unrelated to autoinjectors. Consequently, out of the 

remaining 224 events, a further 30 were found to be unrelated to autoinjectors, 

leaving 194 events confirmed to be related to autoinjectors based on device brand 

names and event descriptions. Interestingly, none of the remaining 194 autoinjectors 

were found to have artificial intelligence (AI) capabilities.  

The results regarding the event types, device problems, and patient problems 

associated with these autoinjectors are provided in Figures 1, 2, and 3, respectively 

in publication (IV).  
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Figure 1. Reported event type of autoinjectors with product code KZH in MAUDE from January 1, 

2008, to September 30, 2023. 
Source: publication IV, 2023 

 
Figure 2. Reported device problems of autoinjectors with product code KZH in MAUDE from January 

1, 2008, to September 30, 2023. 
Source: publication IV, 2023 
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Figure 3. Reported patient problems of autoinjectors with product code KZH in MAUDE from January 

1, 2008, to September 30, 2023. 
Source: publication IV, 2023 

These figures 1, 2, and 3 offer a visual representation of the distribution and 

nature of reported issues concerning autoinjectors using the KZH product code in 

the MAUDE database from January 1, 2008, to September 30, 2023. Figure 2 in 

publication (IV) illustrates the reported event types, providing insights into the types 

of incidents associated with these autoinjectors. Figure 3 in publication (IV) presents 

the reported device problems, shedding light on the specific technical issues or 

malfunctions experienced with these devices. Finally, Figure 4 in publication (IV) 

outlines the reported patient problems, indicating the adverse effects or 

complications encountered by patients using autoinjectors with the KZH product 

code. Overall, these results contribute to a better understanding of the safety and 

performance concerns surrounding autoinjectors, informing potential areas for 

improvement in device design, manufacturing, and usage protocols to enhance 

patient safety and therapeutic outcomes. 
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7 DISCUSSION 

The research on enhancing regulatory compliance and safety in patient self-care is 

based on four publications, which collectively address three predefined research 

questions (RQ1, RQ2, and RQ3) concerning the risks associated with selected 

medical devices and their regulatory compliance. Chapter 7 presents the discussion 

related to each research question as follows: RQ1 in Section 7.1 and 7.2 RQ2 in 

Section 7.3, and RQ3 in Section 7.4. 

7.1 Assessing the Risks of Self-Declared Class I and 
Connected Medical Devices: An Evaluation of Current 
Monitoring and Regulations. 

 

The publication (I) provides a focused critique on the utilization of Symptom 

Checkers as Class I Software as Medical Devices (SaMDs) within the European 

medical devices regulatory compliance landscape, underscoring their pivotal role in 

shaping self-care and public health outcomes, especially against the setting of the 

COVID-19 pandemic. This publication (I) critically evaluates the existing EU 

regulatory monitoring process, identifying significant gaps that could potentially 

aggravate public health risks. Class I SaMDs, despite being categorized as low-risk 

under European medical devices directive, these medical devices can inherit a 

considerable impact on patient self-care and patient safety. The publication (I) 

highlights a pressing concern where these digital tools might inaccurately reassure 

users of not having COVID-19 symptoms, thereby risking asymptomatic 

transmission and complicating pandemic control efforts. This concern, when 

compared with previous literature on self-care, such as self-diagnosis, highlights the 

potential for incorrect diagnoses that can result in harmful outcomes (; Martínez et 

al., 2021; May et al., 2023; Morsy et al., 2023). Critics of self-care practices argue that 

individuals may lack the expertise to accurately assess their health needs, potentially 

misinterpreting symptoms and leading to delayed or incorrect treatment (Ho and 
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Quick, 2018). This research revealed that in this situation, the misuse of symptom-

checker tools arises not from user or patient error or lack of training, but from 

inherent risks within the symptom-checker tools themselves. These risks were not 

detected concerning their capability and reliability in detecting COVID-19. These 

tools were unfortunately approved by medical device manufacturers without 

considering the types of diseases that cannot be fully detected by symptom-checkers, 

highlighting the failure of EU competent authorities in monitoring Class I medical 

devices and being agile to respond to such unexpected circumstance. 

In supporting for a re-evaluation of the risk classification of Class I SaMDs 

under the Medical Device Regulation (MDR) 2017/745, the study calls for a 

classification upgrade that necessitates involvement from notified bodies to ensure 

higher accuracy and reliability of symptom-checking SaMDs. This reclassification is 

considered pivotal for reinforcing public health measures and strengthening patient 

safety. It resonates with discussions in the literature review regarding the necessity 

of integrating technology into healthcare through a regulated, evidence-based 

approach to enhance self-care and patient outcomes (Iacob & Simonelli, 2020; 

Shatrov et al, 2022; Memić et al, 2023; Selvaraj et al, 2023; Tobin & Walsh, 2023; 

McDermott and Kearney, 2024).  

The publication (I) further delves into the self-declaration process for Class I 

SaMDs, shedding light on the current monitoring mechanisms' inadequacies and the 

potential for significant oversights that could compromise public health integrity. 

This critique mirrors concerns raised in literature review (May et al., 2023; Morsy et 

al., 2023; Martínez et al., 2021; Badidi et al, 2023) regarding the potential risks 

inherent in self-care, such as the risk of incorrect diagnoses. It underscores the 

importance of implementing stringent regulatory oversight and effectively managing 

digital health tools like symptom checkers to safeguard patient safety and promote 

the success of self-care initiatives while ensuring public safety. 

Furthermore, the study delves into the ever-changing landscape of SaMDs, 

highlighting how updates or modifications may inadvertently increase their risk 

profile without undergoing the necessary regulatory scrutiny. This situation 

underlines the importance of having a flexible regulatory framework capable of 

adapting to the swift progress in digital health technologies. It aligns with the 

perspective outlined in medical device regulation literature (Shatrov and Blankart, 

2022; Bretthauer et al., 2023), which emphasizes the importance of streamlining the 
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regulatory process to enhance transparency and stringency. This highlights the 

necessity for healthcare technologies and regulatory standards to advance 

concurrently, ensuring patient safety and facilitating efficient self-care practices. The 

investigation into compliance practices among manufacturers of symptom checker 

devices reveals a worrying trend of limited transparency regarding device accuracy 

and risk management practices. This opacity complicates regulatory oversight and 

poses direct risks to patient safety and public health, highlighting a critical gap 

between regulatory expectations and manufacturer disclosures. 

During the COVID-19 pandemic, Finnish hospitals advised patients to avoid 

coming to the hospital for non-essential health services that can be managed 

remotely. Instead, patients were required to assess their health by using patient 

Omaolo Symptom Checker. Omaolo was published as a web-based software. That 

is considered to be a Software as Medical Device (SaMD) of class I low-risk medical 

device according to the EU medical device directive (Figure 4). Omaolo was 

reassessed again under the EU medical device regulation that replaced the EU 

medical device directive. It was determined that this service is a medical device of 

class IIa low-medium risk which is in a higher risk class than the previously marketed 

same SaMD when the COVID-19 pandemic started in the year 2019.  

 
Figure 4. Change in Omaolo medical device CE mark with notified body number 0593 

Source: DigiFinland, 2025 
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Omaolo empowers users to make decisions about their health, reducing unnecessary 

doctor visits and easing the burden on healthcare services. The classification of 

Omaolo as class IIa is subject to argumentation although this device classification 

was approved by the EU notified body identified by number 0598 (Figure 4). This is 

a positive step toward compliance, placing responsibility in the hands of the 

manufacturer, who best understands the intended use of their devices.  Nevertheless, 

the classification rules of the EU medical device regulation Annex VIII, rule 11 states 

that “Software intended to provide information which is used to take decisions with 

diagnosis or therapeutic purposes is classified as class IIa, except if such decisions 

have an impact that may cause: 

▪ Death or an irreversible deterioration of a person's state of health, in which 

case it is in class III” 

Therefore, if any symptom checker has the potential to contribute to or cause death, 

it must be classified as a Class III medical device. 

7.2 Supporting patient self-care: developing a regulatory 
framework for autoinjector technology 

The publication (II) resonated with numerous studies (Weinstein et al, 2018; Tully et 

al, 2020; Jain et al, 2021; Rafiei et al, 2021; Spataru et al, 2022; Al-Atawi et al, 2023; 

Freyer et al, 2024) that recognize the integration of connected medical devices into 

healthcare as a highly transformative advancement in modern medicine and patient 

self-care. Connected medical devices support patient self-care by empowering 

individuals to manage their health conditions more effectively and independently. 

These devices, which are capable of wireless communication with other systems and 

networks, offer patients additional control over their healthcare, providing real-time 

monitoring, data collection, and personalized insights that may help them to make 

informed decisions about their health. As the adoption of connected medical devices 

continues to grow, their potential to enhance patient self-care becomes increasingly 

evident. The publication (II) explores how connected medical devices are 

transforming patient self-care, the benefits they offer, the associated risks, and the 

measures needed to ensure their safe and effective use. 
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  Connected medical devices enable patients to actively participate in their own 

healthcare by providing tools that monitor vital signs, track chronic conditions, and 

even manage medication dosages. Wearable devices like smartwatches and fitness 

trackers have become ubiquitous in patient self-care, offering continuous monitoring 

of heart rate, physical activity, sleep patterns, and other health metrics. These devices 

not only provide real-time feedback to the user but also allow for the automatic 

sharing of data with healthcare providers, ensuring that any significant changes in a 

patient’s condition are promptly addressed. For instance, a patient with hypertension 

can use a connected blood pressure monitor to track their readings daily. If the 

device detects a spike in blood pressure, it could alert the patient and their healthcare 

provider, prompting timely intervention. 

  One of the most significant advantages of connected medical devices in patient 

self-care is their ability to support the management of chronic conditions. Chronic 

diseases, such as diabetes, asthma, and heart disease, require continuous monitoring 

and management, which can be challenging for patients to maintain on their own. 

Connected devices simplify this process by automating many aspects of care. For 

example, diabetic patients can use connected glucose monitors that track blood sugar 

levels and communicate directly with insulin pumps to adjust insulin delivery as 

needed. This automation reduces the burden on patients, minimizes the risk of 

human error, and ensures more consistent management of the condition. 

 

  The role of connected medical devices in patient self-care has been particularly 

highlighted during the COVID-19 pandemic. With the need to minimize in-person 

visits to healthcare facilities, these devices have allowed patients to monitor their 

health remotely, reducing the risk of exposure to the virus while still receiving the 

care they need. Telemedicine, powered by connected medical devices, has enabled 

patients to consult with their healthcare providers, receive diagnoses, and manage 

their treatments without leaving their homes. This has been especially beneficial for 

patients with mobility issues or those living in remote areas where access to 

healthcare services may be limited. 

 

  In addition to improving chronic disease management, connected medical 

devices also empower patients by providing them with personalized health insights. 

These devices collect vast amounts of data over time, allowing for an understanding 

of an individual’s health. For example, a smartwatch that tracks physical activity, 
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sleep patterns, monitoring heart rate and detecting irregular rhythms, can help a 

patient identify lifestyle factors that may be affecting their overall health. 

Furthermore, the ability to visualize trends and patterns in their health data can 

motivate patients to take proactive steps in managing their well-being, such as 

increasing physical activity or adhering more closely to their medication regimen. 

 

    However, while connected medical devices offer significant benefits for patient 

self-care, they also present certain risks that must be carefully managed. 

Cybersecurity is a primary concern, as these devices are vulnerable to hacking and 

unauthorized access (Rafik et al., 2023; Abdullah et al., 2023; Chinnasamy et al., 2023; 

Parihar et al, 2024, Dargaoui et al, 2024). A breach of a connected medical device 

could result in the theft of sensitive personal health information or, in more severe 

cases, the manipulation of the device software itself. For instance, a hacker could 

potentially alter the settings of an insulin pump, leading to dangerous levels of insulin 

being administered. To mitigate these risks, manufacturers must implement robust 

security measures, such as encryption, secure authentication, and regular software 

updates. Patients, too, must be educated on the importance of maintaining the 

security of their devices, including using strong passwords and being cautious about 

sharing their data. 

 

    Data privacy is another critical issue associated with connected medical devices 

in patient self-care (Thyagarajan et al., 2024; Bhaskar et al., 2024; Singh and Kaunert, 

2024, Liu et al., 2024). These devices generate and transmit large amounts of personal 

health data, which must be protected to ensure patient confidentiality. Unauthorized 

access to this data could lead to identity theft, discrimination, or other forms of harm. 

To safeguard patient privacy, data from connected medical devices should be 

anonymized for secondary use and encrypted, and access should be restricted to 

authorized individuals only. Additionally, patients should have control over their 

data, including the ability to decide who can access it and for what purposes. 

 

    Technical failures in connected medical devices also pose a risk to patient 

safety. Like any technology, these devices are not immune to malfunctions, which 

can have serious consequences if not addressed promptly. For example, a 

malfunctioning blood glucose monitor could provide inaccurate readings, leading a 

patient to administer an incorrect dose of insulin. To reduce the risk of such 

incidents, it is essential that devices undergo rigorous testing and quality control 

during the manufacturing process. Furthermore, patients should be trained to 
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recognize the signs of a malfunction and know what steps to take in such an event, 

such as contacting their healthcare provider or switching to a backup device. 

 

    Interoperability is another challenge in the use of connected medical devices 

for patient self-care (Reegu et al., 2021; Khasawneh et al., 2023; Portugal et al., 2023; 

Rafique et al., 2023; Malathi et al., 2024; Dutta and Dhar, 2024). With the wide range 

of devices available, ensuring that they can communicate effectively with each other 

and with other healthcare systems is crucial. For instance, a patient’s glucose monitor 

should be able to share data seamlessly with their insulin pump and electronic health 

record (EHR) system. However, differences in communication protocols, data 

formats, and software can create barriers to effective interoperability. To overcome 

this challenge, industry-wide standards for interoperability (Reegu et al., 2021) need 

to be established and adopted by all device manufacturers. This would ensure that 

patients can use different devices together without any issues, enhancing the overall 

effectiveness of their self-care efforts. 

 

    Moreover, the reliability of data generated by connected medical devices is 

paramount for patient self-care. Patients rely on the accuracy of these devices to 

make critical decisions about their health, such as adjusting medication dosages or 

seeking medical attention. Inaccurate data can lead to incorrect decisions, potentially 

putting patients at risk. Therefore, manufacturers must prioritize the accuracy and 

consistency of the data their devices produce. This includes ensuring that devices are 

properly calibrated, regularly updated, and tested under various conditions to verify 

their performance. Additionally, patients should be educated on how to use their 

devices correctly to minimize the risk of user error, which can also affect data 

reliability. 

 

   User error is a significant factor that can undermine the effectiveness of 

connected medical devices in patient self-care. Without proper training and support, 

patients may struggle to use their devices correctly or interpret the data they generate. 

For example, a patient may incorrectly enter data into a device, leading to inaccurate 

readings or inappropriate adjustments in treatment. To address this issue, 

manufacturers should design devices with user-friendly interfaces and provide clear 

instructions and training materials. Healthcare providers also play a crucial role in 

ensuring that patients are adequately trained and comfortable using their devices. 

Regular check-ins and support can help patients navigate any challenges they 

encounter and ensure that they are using their devices to their full potential. 
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   Regulatory compliance is another important consideration in the use of 

connected medical devices for patient self-care. These devices are subject to strict 

regulations to ensure their safety, efficacy, and reliability. However, navigating the 

complex regulatory landscape can be challenging for manufacturers, especially when 

dealing with multiple regulatory authorities across different regions. Compliance 

with regulations such as the U.S. Food and Drug Administration (FDA) guidelines 

or the European Union’s Medical Device Regulation (MDR) is essential to bring 

these devices to market and ensure they meet the necessary safety standards. 

Moreover, adeptly navigating the intricate regulatory compliance landscape is crucial 

for avoiding legal and financial repercussions in the event of non-compliance with 

the requirements of US HIPAA and EU GDPR (Arido et al, 2020; Lee et al., 2021; 

Kouroubali & Katehakis, 2022; Singh et al., 2024; Patil et al., 2024; Singh and Singh, 

2024; Pavithran et al., 2024; Lincke, 2024). For patients, understanding that their 

devices are regulated and meet high safety standards can provide peace of mind when 

using them for self-care. 

 

The control of medication dosage is a critical function of many connected 

medical devices used in patient self-care. Devices such as insulin pumps and infusion 

pumps are designed to administer precise doses of medication based on real-time 

data. This level of automation is particularly beneficial for patients who require 

regular and precise dosing, as it reduces the burden of manual administration and 

minimizes the risk of human error. However, the reliance on software to manage 

medication dosages also introduces potential risks, such as software errors, 

programming bugs, or cyberattacks that could compromise the accuracy of the 

dosage. To mitigate these risks, some devices are equipped with mechanical manual 

dose controls, which allow patients or healthcare providers to manually adjust the 

dosage if necessary. While this adds an extra layer of safety, it can also increase the 

complexity and cost of the device. 

 

Manufacturers must carefully balance the need for safety with the usability and 

affordability of connected medical devices. In some cases, the added safety provided 

by mechanical controls may be justified, especially for high-risk patients. However, 

in other situations, enhancing the software’s reliability and security may be a more 

effective solution. Regardless of the approach, the goal should always be to provide 

patients with devices that are safe, reliable, and easy to use in self-care. 



 

69 

7.3 Advancing Patient Self-Care: Roles and Challenges of AI-
Powered Autoinjectors in Modern Healthcare 

The publication (III) highlights the critical role that autoinjectors play in enhancing 

patient self-care in terms of self-injection or self-administration of drug, particularly 

in the context of chronic disease management and emergency treatment. As medical 

devices designed for self-administration, autoinjectors offer patients the ability to 

manage their own treatments with convenience, precision, and autonomy. This 

capability is especially important in situations where access to healthcare facilities is 

limited, such as remote locations or during the Covid-19 pandemic. However, 

despite their growing significance in patient self-care, the absence of a dedicated 

Medical Device Development Tool (MDDT) for autoinjectors presents a gap in the 

regulatory landscape. This gap could lead to inconsistencies in the quality, safety, and 

regulatory compliance of these devices, ultimately impacting patient safety and 

treatment efficacy. 

The publication (III) aims to bridge this gap by proposing a structured 

framework for the development of a specific MDDT tailored for autoinjectors. This 

framework leverages the Primary Functions outlined in the recently introduced ISO 

11608-1:2022 standard, titled “Needle-based injection systems for medical use. 

Requirements and test methods. Part 1: Needle-based injection systems.” These 

Primary Functions are crucial for ensuring the safety and effectiveness of needle-

based injection systems, including autoinjectors. By utilizing these functions, the 

proposed MDDT framework seeks to enhance regulatory compliance, ensure the 

development of safe and effective autoinjectors, and accelerate the approval process 

by the FDA. The growing market for autoinjectors (Fortune Business Insight, 2024) 

underscores their importance in healthcare, with advancements being made in their 

design and functionality.  

The publication (III) highlights the importance of aligning the proposed 

MDDT framework with the FDA’s design controls and regulations, which are crucial 

for ensuring that medical devices are designed to meet their intended use, 

performance specifications, and regulatory requirements. The proposed MDDT 

framework involves four key steps: identifying the appropriate syringe for drug 

filling, determining the critical components of the autoinjector, validating the proper 
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function of these components against the Primary Functions outlined in ISO 11608-

1:2022, and recording the technical documentations of all the product design and 

development processes pertaining to a finished autoinjector in the DHF. This 

framework provides a clear structure for manufacturers to develop autoinjectors that 

meet regulatory standards and ensure patient safety. The creation of a single DHF 

document, as part of the MDDT, would support the container closure system 

section of the CTD, simplifying the regulatory submission process for 

pharmaceutical companies. The categorization of autoinjectors as devices for 

subcutaneous or intramuscular self-injection is directly related to the Primary 

Functions identified in the publication (III). The proposed Product Area for 

autoinjectors, characterized as a Non-clinical Assessment Model, emphasizes the 

importance of evaluating these devices in a non-clinical context, focusing on their 

fundamental functions and performance parameters. This approach allows for an 

assessment of autoinjectors, ensuring that they meet the necessary standards for self-

administration in real-world clinical applications. As of January 2024, the total 

number of Medical Device Development Tools (MDDTs) has increased from 14 to 

18 (FDA, 2025b). The newly added MDDT categories cover a range of product 

areas, showcasing their diverse applications in clinical and diagnostic practices (FDA, 

2025b). In plastic surgery, wound care, and dermatology, the focus remains on 

Clinical Outcome Assessments, while Ophthalmology similarly emphasizes these 

assessments to evaluate device effectiveness and patient outcomes (FDA, 2025b). In 

Cardiology and Patient Monitoring, the tools demonstrate broader utility, 

encompassing both Biomarker Tests and other unspecified categories, highlighting 

the versatility of MDDT applications (FDA, 2025b). However, no MDDT tools 

have yet been dedicated specifically to autoinjectors. 

The publication (IV) aligns with the connected devices discussed in 

Publication (II), with a specific focus on Artificial Intelligence (AI) powered 

autoinjectors. Publication (IV) highlights the transformative impact of integrating AI 

into the healthcare sector, particularly in the development of AI-powered 

autoinjectors. These devices are emerging as a critical innovation in patient self-care, 

offering enhanced accuracy, personalized treatment, and potentially improved 

compliance with regulatory standards. However, the introduction of AI into 

autoinjector technology brings with it a new set of challenges that must be carefully 

managed to ensure both the safety and effectiveness of these devices. The 
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publication (IV) delves into the critical aspects of AI-powered autoinjectors, 

examining their importance in patient self-care, the potential risks they present, and 

the necessary regulatory frameworks that can be developed to mitigate these risks. 

Based on publication (III), autoinjectors have long been used for the 

administration of medications in conditions such as diabetes, rheumatoid arthritis, 

multiple sclerosis, and severe allergies. Traditional mechanical autoinjectors have 

simplified the process of self-injection, allowing patients to manage their treatments 

independently. However, despite their convenience, these devices are not without 

problems, as evidenced by the high incidence of malfunctions, injuries, and dosage 

errors reported in various studies and regulatory databases. The advent of AI 

presents an opportunity to overcome many of the limitations inherent in traditional 

autoinjectors. AI-powered autoinjectors are designed to enhance the precision of 

drug delivery, reduce the likelihood of human error, and provide personalized 

treatment regimens that adjust to the individual needs of patients. By incorporating 

real-time data analysis and feedback mechanisms, these devices can potentially 

monitor a patient's condition, predict potential complications, and adjust dosages 

accordingly. This not only improves the efficacy of treatment but also enhances 

patient safety by minimizing the risks associated with incorrect dosages. 

The publication (IV) highlights risks associated with traditional 

autoinjectors, based on an analysis of data from the United States Food and Drug 

Administration (FDA) Manufacturer and User Facility Device Experience 

(MAUDE) database. The study, which analyzed 500 medical device reporting events 

related to autoinjectors, identified a predominant occurrence of malfunctions (73%) 

and injuries (25%) among reported events. Device problems such as breakage, 

defects, and mechanical jams accounted for 45% of incidents, while 10% of the 

problems were related to patient issues, particularly missed or underdoses. These 

findings accentuate the importance of rigorous quality control and reliability testing 

in the manufacturing process of autoinjectors. The high incidence of device 

malfunctions and patient injuries (25% + 75%) 98% suggest that the current designs 

of mechanical autoinjectors are not sufficiently robust to meet the demands of 

consistent, reliable drug delivery. This is particularly concerning given that these 

devices are used for critical, life-sustaining medications. The failure to deliver the 

correct dose can have severe consequences for patient health, potentially leading to 
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under-treatment or overdosing. AI-powered autoinjectors are positioned to address 

many of the issues identified with traditional devices. The integration of AI may 

allow for more sophisticated monitoring and control systems within the autoinjector, 

enabling real-time adjustments to dosage and delivery methods. This can be 

particularly beneficial in managing conditions where precise drug administration is 

crucial, such as diabetes or autoimmune diseases. 

One of the primary benefits of AI in autoinjectors is its potential ability to 

provide personalized treatment. AI algorithms can analyze data from various 

sources, including patient history, real-time monitoring, and environmental factors, 

to determine the optimal dosage and timing for each injection. This personalized 

approach can significantly improve treatment outcomes, particularly for patients 

with complex medical needs or those who require frequent adjustments to their 

medication regimen. Moreover, AI-powered autoinjectors might help enhance 

patient adherence to treatment plans. Many patients struggle with the regularity and 

precision required for self-administered injections, leading to missed doses or 

incorrect administration. By automating the process and providing clear, data-driven 

instructions, AI may reduce the burden on patients, making it easier for them to 

adhere to their prescribed treatment regimens. 

While the benefits of AI-powered autoinjectors are clear, their introduction 

also raises significant regulatory challenges.  Autoinjectors can be considered high-

risk drug delivery systems, especially when used for life-sustaining medications, 

making their regulatory oversight crucial. One of the regulatory challenges is 

compliance with the EU AI Act (European Commission, 2023), which requires 

adherence to safety, transparency, and accountability standards for high-risk AI 

systems. Under this act, the European Commission mandates a risk-based 

classification of AI systems, compelling organizations to implement comprehensive 

risk management strategies. These include ensuring data quality, transparency in 

decision-making, and human oversight. For medical devices, this means AI-powered 

systems must meet rigorous performance standards, undergo proper validation, and 

be traceable. Developers must also ensure that users are informed about AI 

involvement, and systems must be continuously monitored and updated to mitigate 

emerging risks.  The European Union’s AI Act, effective from August 2024, includes 

a transition period extending until August 2026 (European Commission, 2024). 
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Harmonized standards, planned for publication in the EU's Official Journal, will 

provide a framework for legal conformity for AI systems. These standards, guided 

by the European Commission and developed by organizations such as CEN and 

CENELEC, aim to address critical risks to health, safety, and fundamental rights 

(European Commission, 2024d). Despite initial delays due to the complexity of 

defining both broad and specific requirements, the standards are expected to 

establish actionable product-oriented measures (European Commission, 2024d). 

The proposed standards need to emphasize on clarity, adaptability to technological 

advancements, and cohesiveness across various AI dimensions (European 

Commission, 2024d). These standards aim to balance horizontal requirements for 

diverse AI systems with sector-specific guidelines, addressing unique challenges such 

as generative AI technologies. Clear compliance criteria will foster trust and safety in 

AI deployment, particularly in critical sectors like health (European Commission, 

2024d).  As the 2026 deadline approaches, collaboration among stakeholders is 

essential to ensure timely and effective standardization, underscoring the EU’s 

commitment to safe, ethical, and innovative AI development (European 

Commission, 2024d). 

The publication (IV) emphasizes the need for a risk management framework 

to address the unique risks posed by AI, particularly in the areas of cybersecurity and 

software reliability. The integration of AI into medical devices introduces new 

vulnerabilities that must be carefully managed to ensure patient safety. Cybersecurity 

is a major concern for AI-powered autoinjectors. These devices, which often rely on 

wireless communication and cloud-based data storage, are vulnerable to hacking and 

data breaches. A compromised autoinjector could lead to incorrect dosages being 

administered, with potentially catastrophic consequences for the patient. Therefore, 

it is essential that AI-powered autoinjectors incorporate robust cybersecurity 

measures to protect against unauthorized access and ensure the integrity of the 

device’s function. In addition to cybersecurity, the reliability of the AI algorithms 

used in these devices is a critical issue. AI systems are inherently complex and can 

behave unpredictably in certain situations, especially if they encounter scenarios that 

were not anticipated during the design and testing phases. To mitigate these risks, 

the publication (IV) advocates for the implementation of rigorous testing protocols 

and validation processes for AI algorithms. These should include thorough 

simulations and real-world testing to ensure that the AI behaves reliably under all 
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possible conditions. The publication (IV) also highlights the importance of post-

market surveillance in identifying and addressing potential issues with AI-powered 

autoinjectors. Continuous monitoring of these devices after they have been released 

into the market is essential for detecting any emerging problems and implementing 

corrective actions before they can harm patients. This requires robust data collection 

and analysis that can quickly identify trends and anomalies in the performance of AI-

powered autoinjectors. 

To effectively manage the risks associated with AI-powered autoinjectors, it is crucial 

to develop and adhere to relevant standards and guidelines. The publication (IV) 

references several key standards, including ISO 14971 for risk management, IEC 

62304 for software lifecycle processes, and various cybersecurity guidelines from the 

National Institute of Standards and Technology (NIST) and other regulatory bodies. 

These standards provide a framework for manufacturers to design, develop, and 

maintain AI-powered autoinjectors in a way that minimizes risks and ensures patient 

safety. For instance, ISO 14971 emphasizes the importance of risk management 

throughout the lifecycle of a medical device, from design and development to post-

market surveillance. This standard provides a systematic approach to identifying 

potential hazards, assessing the risks associated with these hazards, and 

implementing controls to mitigate those risks. By following ISO 14971, 

manufacturers cannot fully ensure that they have thoroughly considered and 

addressed the potential risks associated with their AI-powered autoinjectors. 

However, this not sufficient to address the risks of AI under the EU AI Act, the 

reason is that autoinjectors are of risk class IIa/IIb, they are considered to be of 

High-risk AI systems and they require additional regulatory scrutiny and compliance 

measures beyond those covered by ISO 14971 (Värri,2025). Similarly, IEC 62304 

outlines the processes that should be followed during the software development 

lifecycle, including requirements for software risk management, verification, and 

validation. Given the critical role that software plays in AI-powered autoinjectors, 

adherence to IEC 62304 is essential for ensuring that the software is reliable and 

functions as intended. In addition to these standards, the publication (IV) advocates 

for the development of specific guidelines for AI algorithm validation. These 

guidelines should outline the testing protocols needed to assess the safety, efficacy, 

and reliability of AI algorithms in real-world scenarios. This is particularly important 

for AI-powered autoinjectors, where the accuracy of the algorithm directly impacts 
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the safety and effectiveness of the device. Recognizing the significance of AI-driven 

medical devices, the FDA seeks to establish a clear regulatory framework that 

ensures patient safety while fostering innovation. This framework can be used to 

guide developers on approval requirements, post-market modifications, and 

compliance with FDA regulations (FDA, 2025a). In similar fashion, the Team-NB 

Position Paper (Team-NB, 2024 and 2025) on the EU AI Act expresses strong 

support for the Act’s goal of ensuring safe and trustworthy AI, especially in critical 

areas like healthcare. However, it raises concerns about potential overlap and 

duplication with existing regulations for medical devices, namely the Medical Device 

Regulation (MDR). Team-NB (Team-NB, 2025) highlights the need to clearly define 

the roles and responsibilities of economic operators under the AI Act to avoid 

confusion with MDR obligations. Team-NB (Team-NB, 2025) also question the AI 

Act’s risk classification of certain medical AI systems, suggesting it may not always 

align with established risk assessments. Additionally, Team-NB (Team-NB, 2025) 

warns that adding AI-specific assessments could strain Notified Bodies, potentially 

causing delays without adequate coordination and resources. Harmonizing the AI 

Act with existing medical device regulations is recommended to prevent duplication 

of conformity assessments, along with providing clear guidance on incorporating AI-

specific requirements within the current regulatory framework (Team-NB, 2025). As 

the AI Act entered into force in 2024 and the rules for high-risk AI systems - 

embedded into regulated products - have an extended transition period until 2 

August 2027 (European Commission, 2025), there are challenges like ensuring 

compatibility between standards, balancing diverse stakeholder views, and making 

standards practical for healthcare (Värri, 2025). The European Union currently 

favors the development of horizontal AI standards rather than sector-specific ones 

(Värri, 2025). This approach underscores the critical need to involve medical device 

experts in the standardization process to ensure that the resulting standards are both 

relevant and practical for application within the healthcare sector (Värri,2025). 

The rapid pace of technological advancement in AI presents a challenge for 

traditional regulatory frameworks, which are often slow to adapt to new 

developments. To keep pace with innovation, the publication (IV) suggests the need 

for agile regulatory frameworks that can quickly respond to emerging technologies 

while maintaining rigorous safety standards. Agile regulatory frameworks should 

include mechanisms for expedited review and approval of AI-powered autoinjectors 



 

76 
 

that demonstrate substantial clinical benefits. However, this expedited process 

should not come at the expense of safety. Instead, it should be accompanied by 

enhanced post-market surveillance and a commitment to continuous improvement 

based on real-world data or need to revise existing regulations. For example, to 

address the urgent need to revise the MDR 2017/745, the European parliament 

(2024) finds it necessary to tackle ongoing implementation challenges and improve 

transparency, regulatory processes, and access to medical devices. Moreover, these 

frameworks should encourage collaboration between regulators, manufacturers, 

healthcare providers, and patients. By fostering open communication and knowledge 

sharing, stakeholders can work together to address the challenges posed by AI in 

healthcare and develop solutions that benefit all parties involved. 

7.4 Limitations and Contribution of the research  

In relation to RQ1, one limitation of the publication I is its focus on specific cases 

of symptom checkers, without broader consideration of other Class I SaMDs that 

may also pose significant risks. Compared to existing literature, this study aligns with 

previous research on the risks of self-diagnosis in digital health (May et al., 2023; 

Morsy et al., 2023; Martínez et al., 2021). However, its novelty lies in its regulatory 

critique, emphasizing the failure of EU competent authorities to adapt regulations in 

response to the rapidly evolving digital health landscape. Other studies (Iacob & 

Simonelli, 2020; Shatrov et al., 2022) have encouraged stricter oversight of digital 

health tools, but this study is among the first to call for the reclassification of 

symptom checkers under the EU MDR explicitly.  

While Publication II discusses the importance of encryption, authentication, 

and software updates, it does not provide empirical data on how well manufacturers 

are currently implementing these security measures. One of the key contributions of 

this publication is its discussion on cybersecurity vulnerabilities, which are often 

overlooked in traditional medical device risk assessments. The research highlights 

the potential for hacking, data breaches, and software manipulation, citing cases 

where malicious actors could alter device functions, such as insulin pump settings, 

with potentially fatal consequences. Another contribution to the research is its 

analysis of interoperability risk. It highlights how the lack of standardization among 
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various medical devices and electronic health record (EHR) systems creates obstacles 

to smooth data sharing. This aligns with prior research (Reegu et al., 2021; 

Khasawneh et al., 2023) emphasizing the need for industry-wide standards. In one 

hand this research acknowledges the problem, in other hand it does not propose 

concrete regulatory or technical solutions to address interoperability challenges. 

Compared to existing literature, this study builds on previous work 

(Weinstein et al., 2018; Tully et al., 2020) by incorporating a broader perspective on 

patient self-care, examining how connected devices facilitate proactive health 

management. Its novelty lies in its holistic approach, while many studies focus on 

isolated risks such as cybersecurity (Rafik et al., 2023; Abdullah et al., 2023) or data 

privacy (Thyagarajan et al., 2024; Singh & Kaunert, 2024), this research integrates 

multiple risk dimensions and discusses their interplay in the regulatory context. 

However, there are notable limitations. The study does not provide a comparative 

analysis of regulatory frameworks across different regions, such as the U.S. FDA’s 

approach versus the EU MDR and other regions. Additionally, while the study 

discusses the importance of regulatory compliance, it does not assess the extent to 

which manufacturers adhere to compliance requirements in practice.  

In relation to RQ2, one limitation of the research is that it presents a 

theoretical framework without including real-world data or case studies to illustrate 

its practical implementation. Although it references existing standards and FDA 

approved Medical Device Development Tools (MDDTs), the absence of concrete 

examples from actual autoinjector development projects leaves the framework’s real-

world applicability uncertain. Furthermore, the research does not explore the 

financial and operational challenges manufacturers may face when adopting the 

proposed framework, such as the costs of redesigning processes, training staff, or 

overcoming resistance from stakeholders. These aspects could potentially impact the 

feasibility of the framework in real-world settings. Additionally, while the research is 

focused on FDA regulatory requirements, this narrows its utility for manufacturers 

targeting international markets. The framework’s applicability to other regulatory 

systems, such as those from the European Medicines Agency (EMA), remains 

unexplored, limiting its global relevance.  
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Despite these limitations, the research makes contributions to the field, 

particularly in the development of autoinjectors and their regulatory processes. One 

of the study’s key contributions is being the first to propose a structured Medical 

Device Development Tool (MDDT) framework specifically tailored to 

autoinjectors, an approach that has not been considered by any other studies. This 

framework addresses a critical gap in the regulatory landscape, as no dedicated 

MDDT currently exists for these devices. The study provides a clear, step-by-step 

process that helps standardize development practices, minimize redundancy in 

regulatory submissions, and streamline the approval process. This approach includes 

selecting appropriate syringes, identifying critical components, validating these 

components against ISO standards, and maintaining comprehensive documentation, 

ultimately improving the safety, reliability, and efficiency of autoinjector 

development. Furthermore, the research introduces a novel application of the ISO 

11608-1:2022 standard, offering a device-specific MDDT framework that combines 

regulatory documentation processes with ISO Primary Functions in a clear and 

structured manner. This unique focus sets the study apart from previous research, 

which has not fully integrated these aspects into a single framework for autoinjectors. 

The proposed framework also contributes to enhancing traceability and 

accountability in the development process by providing manufacturers with a 

structured approach to documenting and validating their design and development 

activities. This not only improves regulatory compliance but also ensures that 

autoinjectors are developed with patient safety in mind. By filling a critical regulatory 

gap and offering a more standardized development process, the research contributes 

significantly to improving the overall quality and efficiency of autoinjector 

manufacturing and approval. 

In relation to RQ 3, the research has several limitations. One key limitation 

is the narrow scope of risk analysis, as the study primarily relies on data from the 

FDA MAUDE database, which focuses on device malfunctions and injuries but does 

not provide devices with AI-specific risks. These AI-related concerns, such as 

algorithmic failures, data privacy issues, and cybersecurity vulnerabilities, remain 

underexplored in the research. A deeper investigation into these aspects could offer 

a more complete understanding of the risks associated with AI-powered 

autoinjectors. Additionally, while the research proposes a risk management 

framework, it lacks practical details on how healthcare providers, patients, and other 
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stakeholders can be better trained or informed to manage these devices. Real-world 

case studies or more detailed guidance on the practical application of the framework 

would have strengthened the research’s relevance in clinical settings. 

Another limitation is the study’s limited exploration of how existing 

regulatory frameworks, such as the EU AI Act, are being effectively enforced or 

adapted to address the specific challenges posed by AI-powered medical devices. 

While the publication acknowledges the importance of these frameworks, it does not 

provide a thorough assessment of their real-world applicability or whether they 

adequately meet the emerging needs of AI technology in healthcare. Moreover, the 

rapid pace of AI innovation is another challenge not fully addressed, as the study 

could have explored how regulatory processes need to evolve to keep up with 

technological advancements. 

Despite these limitations, the research makes contributions to the field of 

medical devices regulatory compliance. It provides a focus on the intersection of AI 

technology and autoinjectors, an area that has not been extensively studied in the 

existing literature (Cherniakov et al, 2021; Tornero Molina et al, 2021; Bittner and 

Schmidt, 2022; Menzella et al., 2022; Schneider, 2023; Alten et al., 2023; Sahini and 

Banyikwa, 2023; Guo et al, 2024). By analyzing both the risks and the regulatory 

challenges posed by AI-powered autoinjectors, research offers additional 

contribution compared to previous research that has either focused solely on 

traditional autoinjectors or explored AI in healthcare more broadly (Algorri et al., 

2023; Faisal et al, 2023; Bittner et al., 2024). The research’s emphasis on developing 

a comprehensive risk management framework, which includes rigorous validation, 

cybersecurity measures, and post-market surveillance, is an additional contribution 

to the field of medical devices regulatory compliance. This framework is particularly 

relevant for manufacturers, regulators, and healthcare providers working to mitigate 

the risks associated with AI-powered medical devices. 

Furthermore, the study makes a contribution to ongoing discussions about the 

integration of AI in healthcare by proposing a balanced approach to addressing both 

the safety concerns and the potential benefits of AI in patient self-care. The research 

lays the groundwork for future studies and provides a foundation for developing 

more robust and adaptive regulatory frameworks, which will be crucial as AI 
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technology continues to evolve. While there are gaps in the research that need further 

exploration, particularly regarding the practical application of its proposed 

framework and the enforcement of regulations, its contributions could be considered 

valuable in advancing the safe and effective use of AI-powered autoinjectors in 

modern healthcare. 

7.5 Future directions  

Future research should focus on optimizing agile regulatory frameworks to balance 

patient safety with faster access to drugs and medical devices. This involves 

investigating how these frameworks can be enhanced to better support patient-

centered care while promoting self-care practices that empower individuals to 

manage their health more effectively. Additionally, examining the effectiveness of 

emerging medical devices in supporting self-care, particularly for chronic disease 

management and preventive health, is crucial. This includes studying how 

technology-driven solutions like AI and digital health platforms can improve patient 

engagement and overall healthcare delivery. 

 

Another important area for future research is the navigation of regulatory 

challenges in medical device innovation. Analyzing the barriers and opportunities 

within the current regulatory landscape can help align standards with technological 

advancements, ensuring patient safety while fostering innovation. It is also essential 

to explore best practices for streamlining the approval and commercialization 

processes for new medical technologies. 

 

Collaboration between healthcare providers, policymakers, technology 

developers, and patients will be crucial in driving healthcare innovation. Research 

should explore strategies for enhancing these partnerships to accelerate the adoption 

of new technologies and improve healthcare outcomes. Additionally, investigating 

how patient empowerment and self-care practices influence health management will 

provide valuable insights. This includes examining the psychological and behavioral 

factors that impact patient engagement and conducting longitudinal studies to assess 

the long-term benefits of self-care practices facilitated by medical devices and digital 

tools. 
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Lastly, the impact of digital transformation on healthcare service efficiency 

warrants further investigation. Research should focus on how digital technologies 

can streamline workflows, reduce costs, and enhance patient satisfaction. However, 

it is also important to address potential risks and ethical considerations related to 

increased reliance on digital tools, including privacy concerns and disparities in 

access. Overall, these research directions aim to address key challenges and leverage 

opportunities to improve healthcare outcomes in a rapidly evolving digital landscape. 
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8 CONCLUSION 

This thesis examined the integration of four categories of medical devices 

(symptom‑checkers SaMD, connected medical devices, autoinjectors, and 

AI‑powered autoinjectors) into patient self‑care, identifying regulatory compliance 

and risk management as essential to ensuring patients safety. EU competent 

authorities should adopt monitoring mechanism and change‑assessment procedures 

for Class I self‑declared devices, requiring manufacturers to document and report 

every modification to detect shifts in risk classification and ensure proper 

monitoring. 

Connected medical devices can improve treatment effectiveness by collecting and 

analyzing patient data, but their growing connectivity also raises the risk of 

cyberattacks. Vulnerabilities in these devices can be exploited to steal sensitive 

information or directly harm patients. To leverage their benefits safely, healthcare 

providers and users must prioritize robust cybersecurity measures, ongoing 

monitoring, and user training. 

Autoinjectors enable a wide range of self-administered drugs but currently lack a 

dedicated Medical Device Development Tool. A proposed framework, serving as a 

Non-clinical Assessment Model, helps reduce redundant testing and supports 

regulatory compliance through verified design. This approach streamlines drug-

device approval processes and patient self-care by ensuring access to safe and 

effective treatments for independent use. 

AI-powered autoinjectors, sharing similar functions with traditional ones, can offer 

improved dose precision, data tracking, prompt corrective measures, and efficacy of 

the treatment. However, they introduce new risks such as cybersecurity threats and 

software failures, requiring robust quality controls and risk management. A proposed 

framework of AI-powered autoinjectors supports safe design, user training, and 

ongoing post-market surveillance to address evolving risks.  

Regulatory compliance and risk management are essential for promoting patient self-

care through medical devices. The proposed frameworks offer a key to simplify 

regulatory approval processes for devices that support self-care while ensuring 

patients’ safety. Furthermore, flexible regulatory approaches are necessary to keep 

up with the fast development of AI-powered medical devices. 
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Abstract. There exist numerous low-risk class I SaMDs with CE marking under 
European Medical Device Directives (MDD). However, if the manufacturers will 

make any significant change to these class I SaMDs, the manufacturers shall comply 

with Medical Device Regulation (MDR) 2017/745 classifications. Class I SaMDs 
are self-declared without the need for notified body involvement. It is unclear how 

these devices are monitored if they will undergo any significant changes. Significant 
change may shift existing low-risk class I SaMDs to higher risk classification.  In 

another hand, it is not clear if all class I SaMDs that are certified under MDD are 

registered with relevant EU Competent Authorities. Class I SaMDs may have an 
impact on public health if they are not known and monitored by European competent 

authorities.   

Keywords. SaMDs, Risk, Public Threat. 

1. Introduction 

All manufacturers of medical devices are required to have CE mark certificates prior to 

marketing their devices in the European Union (EU) as per article 17 of MDD [1] and 

article 20 of MDR [2]. Medical devices CE mark certificates with high risk are gained 

through an organization called Notified Body (NB) as per article 11 of MDD [1] and 56 

of MDR [2]. NB is designed by an EU Competent Authority (CA) to issue CE mark 

certificates for medical devices as per article 11 of MDD and article 35 of MDR [2]. 

Class I medical devices do not require the involvement of NB to issue a CE mark 

certificate as per the second paragraph on page 2 of MDD [1] and section (60) on page 8 

of MDR [2].  

Symptom checkers software are eHealth (online) care services that fall into the 

category of SaMDs under article 1 section 2 (a) MDD [1] and article 2 section (1) of 

MDR [2]. Symptom checkers are classified as class I medical devices.  The focus of this 

paper is on eHealth care services symptom checkers that are certified as class I under 

MDD [1]. 

Research questions of this paper include 1) what risk is imposed by symptom 

checkers class I on public health if they will undergo a significant change 2) is the current 

monitoring of self-declared symptom checkers class I medical devices sufficient. The 

goal of this paper is to assess the potential risk on public health of several existing 

symptom checkers class I SaMDs that are currently used in the EU market.   
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2. Methods  

The material of this research consists of assessing ten examples of existing symptom 

checkers SaMDs that are currently in the EU market (see table 1). The assessment criteria 

are CE mark, compliance with European Norms (EN) ISO 14971 standard, and device 

accuracy. CE mark is used by medical device manufacturers to communicate to CA and 

the public that their devices conform with MDD [1] or MDR [2]. EN ISO 14971 standard 

is used by medical device manufacturers to demonstrate the application of risk 

management through the entire life cycle of their devices. The accuracy of the medical 

device is a piece of important information that needs to be communicated to users. 

The assessment criteria are entered as yes or no in table 1. CE mark and accuracy 

are verified through the websites of each manufacturer. Yes, refers to the criteria being 

indicated on the manufacturer’s website and no refers to the criteria not being indicated 

on the manufacturer’s website. The accuracy criterion is documented in table 1 if it is 

indicated by the manufacturer. If the accuracy criterion is not indicated by the 

manufacturer the indication record in table 1 is documented as “no”. 

 

3. Results 

Table 1 shows the result as follows. All the selected ten software as SaMDs were 

indicated to bear CE marking under MDD. Only one manufacturer indicated the use of 

EN ISO 14971. Two out of ten manufacturers disclosed the accuracy of their devices. 

Table 1.  Ten symptom checkers SaMDs examples that are currently in the EU market.  

Symptom checkers SaMDs   CE mark EN ISO 14971 Accuracy 

Infermedica [3]                Yes                No 93% 

Symptoma [4] Yes No No 

 Quin [5] Yes No No 

 My digital doctor [6] Yes No No 

Ada [7] Yes No No 

Docline [8] Yes No 93% 

Nubentos [9] Yes No No 

Apimedic [10] Yes No No 

Omaolo [11] Yes No No 

Duodecim [12] Yes   Yes  No 

4. Discussion 

MDR [2] replaces MDD. Manufacturers are allowed to continue to market their medical 

devices with valid CE mark certificates that were issued under MDD until 27 May 2025 
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as per section 4 of article 120 of MDR [2]. However, if the medical devices undergo any 

significant change, the manufacturers will be forced to comply with section 3 of article 

120 of MDR [2].  

According to annex I of both MDD and MDR, manufacturers of medical devices 

must ensure the safety of their medical devices. This safety is demonstrated by using the 

EN ISO 14971 standard that represents the application of risk management to medical 

devices. From table 1, one out of 10 manufacturers indicated using EN ISO 14971. 

Furthermore, according to annex I section 12.1a of MDD manufacturers must validate 

the software according to the state of art. The state of the art implies using the latest 

standards in the software development lifecycle, risk management, validation, and 

verification. The requirements laid down in annex I section 12.1a of MDD is not 

followed by the manufacturer of Duodecim [12]. The reason is that Duodecim [12] refers 

to EN ISO 14971:2012 and current standard that represents state of the art is EN ISO 

14971:2019+A11:2021 and not EN ISO 14971:2012. Additionally, the manufacturer of 

Duodecim refers to Valvira [12] the wrong name of the Finnish competent authority. The 

current name of CA responsible for medical devices is FIMEA in Finland [14]. Referring 

to old EN ISO 14971:2012 and wrong CA suggests that the manufacturer of Duodecim 

is not serious about the potential risk their medical device might cause to the public. 

FIMEA should act against the manufacturer of Duodecim to enforce the correct 

implementation of MDD. The lack of such actions shows that CA does not have full 

monitoring of class I medical devices. 

It was understood that the symptom checkers [3, 4, 5, 6, 7, 8, 9, 10, 11, 12] help 

patients to estimate their current state of health and take actions based on the assessment 

outcome of these SaMDs. Eight out of ten manufacturers in table 1 provide no indication 

about their medical devices’ outcome accuracy. Two out of ten manufacturers in table 1 

indicate that their medical devices are 93% accurate. When European Commission 

permitted a grace period to use class I SaMDs under MDD, there was no indication that 

the world will experience COVID-19 crises. All the selected SaMDs in this paper offer 

COVID-19 symptom checkers. The issue here is that the two medical devices in table 1 

with an accuracy of 93% have to be considered as inaccurate. Inaccurate results of 7% 

may cause a public health threat. This public threat can be attributed for example to 

spreading viruses such as COVID-19. Symptom checkers encompass a risk that 

contracting COVID-19 cannot be guaranteed by the result of the software as it was 

proven that people can contract COVID-19 without showing any known symptoms of 

this virus [15]. In such a situation a patient can spread the virus to other people that may 

encounter serious deterioration in their state of health. Following MDR classification 

rule 11, symptom checkers SaMDs in this case are classified as class IIb. 

The risk activities are important aspects to address the public health impact of 

SaMDs accuracy and changes while adhering to state of the art. It is important that 

manufacturers follow and indicate the use of latest EN ISO 14971:2019+A11:2021. The 

compliance with EN ISO 14971:2019+A11:2021 may force the manufacturers to modify 

device software that can be regarded as a significant change. As result, the manufacturers 

are required to comply with stringent MDR [2] where the risk is mentioned 248 times in 

comparison to MDD [1] where the risk is mentioned only 56 times. Furthermore, 

according to a study published in 2021 [16] “all software functionalities that classify as 

class I devices under FDA regulation are classified as at least class IIa devices under 

MDR”. The inaccuracy and significant change [16, 17] are enough to shift the 

classification of SaMDs from low-risk class I to higher risk class IIa, or class IIb or class 

III. It is not clear how the EU CAs will monitor and assess changes of class I SaMDs that 

M.L. Machal / Impact of Class I Software as Medical Devices (SaMDs) on Public Health 35



are currently certified under MDD. Especially, if the manufacturers will not report these 

changes to applicable CAs. 

5. Conclusion 

Current class I SaMDs that are self-certified by the manufacturers under MDD shall 

comply with MDR if they will undergo a significant change. Significant change will 

force class I SaMDs manufacturers to comply with stringent requirements of MDR. 

Changes to class I SaMDs that cannot be captured represent a real public threat in EU 

states. Current class I SaMDs symptom checkers will be re-classified to a higher risk 

class under MDR. EU CAs are urged to establish the mechanism of monitoring and 

assessing changes of class I SaMDs that are currently certified under MDD. The 

mechanism of monitoring and assessing the changes of class I SaMDs will ensure that 

all changes are reported by manufacturers duly to CAs.  
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An Overview About Connected Medical 

Devices and Their Risks 
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Abstract. Connected medical devices may send and receive orders from other 
devices or networks, such as the internet. A connected medical device is often 

equipped with wireless connection, allowing it to interface with other devices or 

computers. Connected medical devices are becoming more popular in healthcare 
settings because they provide a variety of advantages, such as quicker patient 

monitoring and more efficient healthcare delivery.  Connected medical devices may 
help doctors make educated treatment decisions, enhance patient outcomes, and 

lower costs.  The usage of connected medical devices is especially beneficial for 

patients who reside in rural or distant locations, have mobility limitations that make 
traveling to a healthcare center difficult, or during the COVID-19 epidemic. 

Monitoring devices, infusion pumps, implanted devices, autoinjectors, and 

diagnostic devices are among the connected medical devices. Smartwatches or 
fitness trackers that monitor heart rate and activity levels, blood glucose meters that 

can upload data to a patient's electronic medical record, and implanted devices that 

can be monitored remotely by healthcare practitioners are examples of connected 
medical devices too. Yet, connected medical devices also carry risks that might 

jeopardize patient privacy and the integrity of medical records. 

Keywords. Connected Devices, Risk, Patients. 

1. Introduction 

A connected medical device is one that can connect to other devices or networks, such 

as the internet, to exchange, transfer, or receive commands from other devices or the 

device's user [1, 2, 3]. A connected medical device is often equipped with wireless 

connection, allowing it to interface with other devices or computers [4, 5]. Connected 

medical devices are becoming more popular in healthcare settings because they provide 

a variety of advantages, such as quicker patient monitoring and more efficient healthcare 

delivery [6]. Connected medical devices have the potential to improve healthcare 

delivery by offering real data and insights that assist healthcare professionals in making 

informed treatment choices, improving patient outcomes, and lowering costs [7]. 

Connected medical devices are also being utilized to enable telemedicine to monitor 

patients with chronic illnesses like diabetes or heart disease, allowing healthcare 

professionals to check their health state and intervene as needed [8]. The usage of  
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connected medical devices is especially beneficial for patients who reside in rural or 

distant locations, have mobility limitations that make traveling to a healthcare center 

difficult, or during the COVID-19 epidemic. Monitoring devices, infusion pumps, 

implanted devices, autoinjectors, and diagnostic devices are among the connected 

medical devices. Smartwatches or fitness trackers that monitor heart rate and activity 

levels, blood glucose meters that can upload data to a patient's electronic medical record, 

and implanted devices that can be monitored remotely by healthcare practitioners are 

examples of connected medical devices too [9].   

2. Methods 

This paper is a systematic review of several literatures related to connected medical 

devices. The supporting material originated from the US FDA Manufacturer and User 

Facility Device Experience and recall records. The aim of this paper is to increase 

people’s understanding of the risks posed by connected medical devices. 

3. Risk associated with connected medical devices 

While connected medical devices provide several potential benefits, they also pose a 

number of risks that must be carefully managed in order to maintain patients' safety and 

privacy. Cybersecurity concerns, data privacy, technical failure, interoperability, user 

error, and regulatory compliance are all well-known risks associated with connected 

medical devices [10, 11]. Cyberattacks on connected medical devices may jeopardize 

patient privacy and safety. Hackers may obtain access to patient data or take control of 

medical devices, putting patients at danger. Unauthorized access to sensitive patient data 

is one of the key cybersecurity risks in connected medical devices. Connected medical 

devices collect and send massive quantities of sensitive patient data, such as health 

records, test results, and prescription doses, which may be exploited by cybercriminals. 

Hackers might obtain a copy of this data, steal it, or modify it in order to harm patients. 

Another risk is the possibility of unauthorized access to the device's software, which 

might result in device failure or inappropriate medicine administration. Malware, such 

as viruses or ransomware, might infiltrate connected medical devices, causing software 

faults or device failure. This failure may lead to erroneous dosage, therapy delays, or 

other significant consequences. Poor or obsolete security measures may significantly 

raise the risk of cyberattacks on medical devices that are connected. Many devices were 

not created with cybersecurity in mind from the start, and as a result, they lack basic 

security protections. As a result, they may be more exposed to cyberattacks, which may 

have significant implications on patients health. 

Another risk with connected medical devices is data privacy. These devices create 

a large quantity of personal health data, which must be properly handled in order to 

safeguard patient privacy. If this data is misused or comes into the wrong hands, the 

repercussions for patients might be severe [11, 12]. Technical failure is a typical problem 

that may occur in any connected medical devices which can have major ramifications for 

patient safety. A faulty insulin pump, for example, might give the incorrect dosage of 

insulin, possibly resulting in a life-threatening condition [13, 14]. The technological 

failure is also related to the interoperability of the connected medical devices with other 

devices or networks. With so many different types of connected medical devices on the 
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market, it may be difficult to verify that these devices can interact with one another as 

intended. This may result in data silos, preventing healthcare practitioners from obtaining 

an accurate picture of a patient's health state. Even if the connected medical devices are 

or will be free of cybersecurity and technical fault and can interact with one another, the 

data created, exchanged, and stored by these devices must be reliable. In an ideal world, 

connected medical devices would consistently and precisely operate to assure patient 

safety and enable therapeutic effectiveness. The device's interoperability or failure might 

be attributed to user error. To utilize connected medical devices and analyze the data they 

create, healthcare practitioners and patients must be effectively trained. If they are not 

adequately trained, they may misunderstand data or operate the device incorrectly, 

putting patients at danger. 

Regulatory compliance risk is related to failing to comply with applicable 

regulation, standards and guidance. Adherence to applicable standards and guidelines 

regulating the safe and effective use of connected medical devices is often used to 

establish compliance. Compliance with regulations may be difficult and vary around the 

world, and failure to comply with applicable regulations can result in legal and financial 

penalties. 

4. Connected medical device and the control of medicine dosage 

As part of dosage control, numerous connected medical devices are equipped with 

software that regulates the amount of medication administered to a patient. Software may 

be used by healthcare professionals (doctor or nurse) and/or patients to enter dosage 

instructions. These instructions are then automatically sent to a dispensing medical 

device, which measures and administers the appropriate amount of medicine. Special 

software used in connected medical devices can be classified as a medical device under 

EU and US medical device regulations. The use of software to manage dose has been 

shown to introduce potential risks and weaknesses that might compromise the device's 

accuracy and safety. Programming errors, bugs, and cyberattacks may all lead to failures 

or wrong doses in software. Software error already forced several companies to perform 

a recall of their devices from the market [15, 16, 17]. If the failure risk results in 

permanent injury or death of patients, requiring medical device manufacturers to add 

mechanical control dosage is an obligation rather than a suggestion. Mechanical manual 

dose control is a way of managing the dosage of medication administered by a connected 

medical device, such as an infusion pump, that does not rely exclusively on software 

controls. The use of mechanical manual dosage control can offer an additional degree of 

safety and security for patients who utilize connected medical devices. 

Not all connected medical devices can use mechanical manual dose control. 

Mechanical manual control can increase the size and weight of the connected medical 

devices, which can affect its usability, portability, production and maintenance costs. 

Therefore, manufacturers must carefully balance the pros and cons of mechanical manual 

dose control in connected medical devices to determine if it is suitable for their product. 

5. Conclusion 

Connected medical devices improve patient outcomes and treatment efficiency through 

the collection and analysis of the data. Cyberattacks are expected to increase as 
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connected medical devices become more integrated and networked. Cybercriminals may 

utilize the connected medical devices’ inherited vulnerability to misuse patient data or 

harm patients. Healthcare professionals and patients may use these devices safely and 

effectively to improve patient outcomes by prioritizing cybersecurity, training, and 

monitoring. 
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Objectives: Autoinjectors are pivotal for precise self-administration of medications
across a wide range of medical conditions. Nevertheless, the absence of a
dedicated Medical Device Development Tool (MDDT) for autoinjectors
represents a gap that may result in variations in the quality and regulatory
compliance of autoinjectors as components of combination products. This
research aim is to utilize the recently introduced Primary Functions outlined in
ISO 11608-1:2022 with the title “Needle-based injection systems for medical
use. Requirements and test methods. Part 1: Needle-based injection systems” to
create a comprehensive MDDT framework tailored specifically for autoinjectors.
Methods: To support the creation of the framework, the analysis of the FDA
MDDTs that were already approved, FDA’s design controls regulations, FDA’s
guidance related to autoinjectors, and the Primary functions outlined in ISO
11608-1:2022 were utilized.
Results: The research identifies the Primary Functions in autoinjector to be
Holding Force, Cap Removal Force, Activation Force, Extended Needle Length,
Injection Time, Dose Accuracy and Needle Guard Lockout. Leveraging these
Primary Functions and the FDA’s MDDT approach, the research aims to bridge
the gap by proposing a structured framework for the development of a specific
MDDT tailored to autoinjectors.
Conclusion: This study presents a MDDT framework tailored to the development
of autoinjectors for drug delivery. This framework provides a structured
methodology to support predictability and effectiveness of the autoinjector
development and support regulatory review process, thereby expediting FDA
approval for autoinjectors as part of combination product.

KEYWORDS

autoinjectors, medical device development tool, primary functions, framework, remote

treatments

Introduction

Autoinjectors are defined as devices designed to administer a pre-measured dose of

medication through self-injection usually subcutaneously or intramuscularly (1).

Autoinjectors gained and continue to gain prominence due to their convenience, precision,

and ease of use. These devices cater to a diverse range of medical conditions, from chronic

diseases to emergency treatments, underscoring their significance in patient care (2–8). By

enabling remote or self-administration of treatments, autoinjectors confer a distinct

advantage, especially in situations resembling the Covid-19 pandemic, where patient hospital

visits are restricted or minimized. Forecasts indicate a substantial increase of the

autoinjectors market, projecting a surge from 2.88 billion to 12.67 billion by the year 2030

(9). Autoinjectors development has experienced significant progress, leading to the

emergence of innovative solutions that enhance patient care and treatment efficacy (10–12).
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The FDA’s Medical Device Development Tool (MDDT) has

emerged as a pivotal resource that revolutionizes the development

and evaluation of various medical devices (13). The FDA’s MDDT

serves as an indispensable basis for the development of various

medical devices. MDDT is a method, material, or measurement

used to develop and evaluate the safety, effectiveness and

performance of a medical device (13). This tool needs to be

scientifically substantiated and may be qualified for use in device

evaluation and support regulatory decision-making (13). By

offering a standardized approach, the MDDT ensures consistency

in development practices, resulting in improved device quality and

patient safety. Autoinjectors, as integral components of

combination products, necessitate dedicated attention because of

their crucial in delivering medications safely and effectively. Yet,

there is no MDDT that is used for autoinjectors. The lack of a

dedicated MDDT for autoinjector can result in variability in

combination product quality, safety, and regulatory compliance.

This research employed the newly introduced Primary Functions

outlined in ISO 11608-1:2022 (14) to develop a framework for

creating a proficient MDDT tool. This Framework can serve as

guidance for autoinjector manufacturers regarding the MDDT

requirements for autoinjectors.

Material and methods

The material of this research is the pre-existing MDDTs that

have been approved by the FDA (13), in conjunction with the

Primary Functions of autoinjectors (14), the FDA’s design

controls regulations and the FDA’s guidance related to

autoinjectors. ISO 11608-1:2022 defined Primary Functions as

those functions that are essential for ensuring the autoinjector’s

safety and effectiveness (14). Notably, no research has

investigated the recently introduced Primary Functions outlined

in ISO 11608-1:2022 concerning the MDDT for autoinjectors. By

assessing the Primary Functions of autoinjectors, a structured

framework can be created to establish a qualified MDDT tailored

specifically for autoinjectors.

Results

A mere 14 MDDTs have received FDA approval (13). These

approved MDDTs have been found suitable for deployment

across range of the FDA’s defined Product Areas, encompassing

Biostability, Orthopedic, MR Safety Labeling, Toxicology,

Biocompatibility, Plastic Surgery, Dermatology, Imaging,

Ophthalmology, Active implanted medical devices, Cybersecurity,

Automated Insulin Dosing, Neurology, and Cardiology (13). Yet,

autoinjectors were not included in the list of approved product

areas (13).

The Primary Functions of autoinjectors were concluded from

recent literature review studies focusing on autoinjectors (15). These

identified Primary Functions, crucial for guaranteeing the safety

and effectiveness of autoinjectors, entail Holding Force, Cap

Removal Force, Activation Force, Extended Needle Length,

Injection Time, Dose Accuracy and Needle Guard Lockout.

Discussion

As of May 30, 2022, the FDA recognized ISO 11608-1:2022

(16) and encouraged autoinjector manufacturers to adopt these

ISO standards to demonstrate conformity with FDA

requirements and testing methods pertaining to Needle-based

injection systems for medical devices such as autoinjectors. These

requirements and testing methods are based on the recently

introduced Primary Functions outlined in ISO 11608-1:2022.

Hence, these testing methods must ensure the accurate

functioning of Holding Force, Cap Removal Force, Activation

Force, Extended Needle Length, Injection Time, Dose Accuracy,

and Needle Guard Lockout. The Primary Functions that have

been identified in this research are open to discussion and

require consensus between the FDA and the drug applicants in

order to validate the proposed Primary Functions.

Considering the objectives of the MDDT which aims to

streamline the processes encompassing design, manufacturing,

testing, transporting, storing and regulatory approval for medical

devices, manufacturers must focus on the critical components

that ensures proper function of the autoinjectors. In cases where

these components will not be designed or manufactured

correctly, the Primary Functions of the autoinjector can be

compromised, potentially resulting in the device’s failure to

administer medication effectively. Consequently, this failure can

pose risks to both patients and healthcare professionals utilizing

the autoinjector. Following the design control process (17–19)

outlined in the FDA’s medical device regulation section 820.30

(20) and integrating each Primary Functions of the autoinjector,

manufacturers will be able to create a Design History File (DHF)

that is compliant with the FDA requirements (20–22).

Autoinjectors documentations are part of the Common

Technical Documentation (CTD) (23) that is required to be

submitted to support the drug application filling to the FDA.

Autoinjectors part belongs to the container closure system of the

CTD (23). Pharmaceutical companies introducing new drugs via

TABLE 1 Framework for creating MDDT by using primary functions and
critical components of autoinjector.

Qualified MDDT Framework

1. Prefilled
drug
syringe

2. Critical
components

3. Primary
functions as
per ISO
11608-
1:2022

4. Design,
manufacturing,

testing,
transporting,

storing
Type of
syringe, drug
viscosity, drug
flow rate, drug
volume

Follow design
control process as
per 21CFR 820.30

Holding force Document evidence in
DHF as per 21CFR
820.30

Cap removal
force

Activation force

Extended needle
length

Injection time

Dose accuracy

Needle guard
lockout
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autoinjectors that is produced using MDDT are spared the need to

commence efforts from scratch to establish a new DHF that is

used for container closure system in CTD. The framework in

Table 1 can serve as a guiding framework for autoinjector

manufacturers, aiding them in developing a qualified MDDT by

aligning Primary Functions and critical components of autoinjector.

Autoinjectors represent needle-based injection systems

comprising prefilled syringes filled with drugs (24, 25). The critical

components of the autoinjector are determined by the viscosity,

flow rate and volume of the drug (26–28). The proposed

framework involves four sequential steps. The process consists of

four key steps. First step, manufacturers of the autoinjector identify

the appropriate syringe for drug filling, taking into account factors

like drug viscosity, flow rate, and volume, as these factors impact

the autoinjector’s Primary Functions. Second step, the critical

components of the autoinjector need to be identified as they must

adhere to the design control process specified in the FDA’s

regulations and guidance documents (21–29). Third step, Primary

Functions outlined in ISO 11608-1:2022 are employed to validate

the correct operation of the identified critical components. Lastly,

the fourth step revolves around recording document evidence of

various aspects of design, production, testing, transportation, and

storage, which collectively comprise the Design History File (DHF)

(20) for the autoinjector. The result of MDDT is the creation of a

singular DHF document that can be utilized to support the section

of container closure systems within the drug application’s common

technical documentation to the FDA (23). Consequently,

pharmaceutical companies will only need to provide to the FDA

DHF substantiation that the autoinjector is manufactured using an

FDA qualified MDDT. Additionally, a design verification report

must be submitted to demonstrate the critical components conform

with the Primary Functions in Table 1 as per ISO 11608-1:2022 (14).

The categorization of autoinjectors for subcutaneous or

intramuscular self-injection is rooted in the identified Primary

Functions that dictate their proper function. As a result, the

suggested Product Area (13) associated with autoinjectors can be

characterized as a Non-clinical Assessment Model (13). This

classification underscores the significance of evaluating these

devices within a non-clinical context, focusing on their

fundamental functions and performance parameters to ensure

they meet the required standards for self-administration (14).

This approach allows for a comprehensive assessment of

autoinjectors’ functionality, safety, and effectiveness, setting the

stage for their successful use in real-world clinical applications.

Conclusion

By identifying critical components of an autoinjector based on

factors like viscosity, flow rate and volume of the drug,

manufacturers can ensure the precise functioning of autoinjectors.

In the lack of MDDT dedicated for autoinjectors, the guidance

offered by the framework illustrated in Table 1 represents a

valuable tool for creating a thorough MDDT customized for

autoinjectors, ultimately seeking qualification from the FDA. The

MDDT’s as Non-clinical Assessment Model (13) value lies in its

ability to eliminate redundancy for pharmaceutical companies

introducing existing or new drugs through autoinjectors.

Manufacturers can demonstrate compliance by submitting relevant

design verification reports that are deemed acceptable by the FDA,

showing their commitment to ensuring the proper functionality of

autoinjectors for a range of drugs. This will have the dual effect of

accelerating time-to-market for pharmaceutical companies and

affording patients’ seamless access to treatments that empower

them to manage their health conditions with ease, circumventing

the necessity of frequent hospital visits.
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Risks and benefits associated
with the primary functions of
artificial intelligence powered
autoinjectors
Marlon Luca Machal*

Faculty of Medicine and Health Technology, Tampere University, Tampere, Finland

Objectives: This research aims to present and assess the Primary Functions of
autoinjectors introduced in ISO 11608-1:2022. Investigate the risks in current
autoinjector technology, identify and assess risks and benefits associated with
Artificial Intelligence (AI) powered autoinjectors, and propose a framework for
mitigating these risks. ISO 11608-1:2022 is a standard that specifies
requirements and test methods for needle-based injection systems intended
to deliver drugs, focusing on design and function to ensure patient safety and
product effectiveness. ‘KZH’ is an FDA product code used to classify
autoinjectors, for regulatory purposes, ensuring they meet defined safety and
efficacy standards before being marketed.
Method: A comprehensive analysis of autoinjectors problems is conducted
using data from the United States Food and Drug Administration (FDA)
database. This database records medical device reporting events, including
those related to autoinjectors, reported by various sources. The analysis
focuses on events associated with the product code KZH, covering data from
January 1, 2008, to September 30, 2023. This research employs statistical
frequency analysis and incorporates pertinent the FDA, United Kingdom,
European Commission regulations, and ISO standards.
Results: 500 medical device reporting events are assessed for autoinjectors
under the KZH code. Ultimately, 188 of these events are confirmed to be
associated with autoinjectors, all 500 medical devices were seen to lack AI
capabilities. An analysis of these events for traditional mechanical
autoinjectors revealed a predominant occurrence of malfunctions (72%) and
injuries (26%) among event types. Device problems, such as breakage, defects,
jams, and others, accounted for 45% of incidents, while 10% are attributed to
patient problems, particularly missed and underdoses.
Conclusion: Traditional autoinjectors are designed to assist patients in
medication administration, underscoring the need for quality control, reliability,
and design enhancements. AI autoinjectors, sharing this goal, bring additional
cybersecurity and software risks, requiring a comprehensive risk management
framework that includes standards, tools, training, and ongoing monitoring.
The integration of AI promises to improve functionality, enable real-time
monitoring, and facilitate remote clinical trials, timely interventions, and
tailored medical treatments.
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1 Introduction

Autoinjectors have gained widespread popularity for the

treatment of diverse conditions including diabetes, rheumatoid

arthritis, multiple sclerosis, and allergies (1). Artificial intelligence

(AI) has a transformative impact across various industries,

including healthcare, and its integration into autoinjectors has

shown significant promise (1–7). AI-powered autoinjectors are

expected to offer notable advantages such as improved accuracy

in delivering drug and the ability to personalize treatments based

on individual patient needs (8). However, these advantages also

introduce new risks or can potentially impact existing known

risks related to autoinjectors’ problems of administering the drug,

necessitating careful consideration.

The updated ISO 11608-1:2022 (9) standard introduced the

concept of Primary Functions, which are defined as essential

functions that, if they fail to operate correctly, can directly lead

to either failure to deliver the drug accurately or cause harm to

the patients (9). These Primary Functions are critical for the safe

and effective proper function of AI-powered autoinjectors (10–

12), and any failure of these functions can have serious

consequences for patients. In accordance with ISO 11608-1:2022

(9), the Primary Functions of autoinjectors include facilitating

suitable autoinjector Holding force, Cap Removal Force, ensuring

a suitable Activation Force, providing an appropriate Extended

Needle Length, achieving an optimal Injection Time, ensuring

precise Dose Accuracy, and incorporating Needle Guard Lockout

for enhanced safety.

This research aims to thoroughly examine the potential risks

and benefits associated with AI-powered autoinjectors and

provide guidance to manufacturers of autoinjectors and

regulatory bodies to address the newly introduced Primary

Functions. By identifying and understanding the risks associated

with AI powered autoinjectors, it is possible to develop

framework for their mitigation. The aim is to provide a

framework that can help to minimize the impact of these risks

on the Primary Functions of AI-powered autoinjectors, ensuring

their proper functioning while maximizing patients’ safety.

To gain insight into risks associated with autoinjectors,

valuable information can be extracted from the United States

Food and Drug Administration (FDA) Manufacturer and User

Facility Device Experience (MAUDE) database (13), which

contains records of various device and patient problems related

to autoinjectors reported by manufacturers, patients, consumers,

and healthcare professionals. The analysis of these reported

device and patient problems provides insights into the realm of

AI-driven autoinjectors. These insights can be used to improve

the safety, usability, and overall reliability of autoinjectors,

particularly those powered by AI technology.

By addressing the potential risks associated with AI-powered

autoinjectors and implementing effective risk management tools

for risk mitigation, this research paves the way for the adoption

of AI-powered autoinjectors. This can lead to improved patient

outcomes, increased accessibility to personalized treatment, and

enhanced overall health care delivery.

2 Method and materials

To assess the prevailing device and patient problems of

autoinjectors, a comprehensive analysis was performed using

the data acquired from the MAUDE database of the FDA

(13). This database contains records of medical device

reporting events related to device and patient problems

associated with autoinjectors reported by manufacturers,

patients, consumers, and healthcare professionals. The FDA

specifically categorizes autoinjectors under the product code

KZH (14). Consequently, the assessment focused on the device

and patient problems of medical devices associated with the

product code KZH (Figure 1). By leveraging this product code,

all pertinent device and patient problems of autoinjector were

extracted from the medical device reporting events records

reported in the MAUDE database. The collection of data

spanned a substantial period from January 1, 2008, to

September 30, 2023 (Figure 1).

The collected medical device reporting events data contains

these datasets: web address, report number, event date, event

type, manufacturer, date received, product code, brand name,

device problem, patient problem, PMA/PMN number, exemption

number, number of events and event text. The data analysis is

focused on reported event related to event type, device problem,

patient problem, brand name and event text. The choice of this

database stems from the FDA’s requirement for mandatory

reporting by medical device manufacturers. They are obliged to

report any adverse events or problems associated with their

medical devices, irrespective of whether these adverse events or

problems occur within the US or outside of the US. This

requirement extends to devices available for sale in the US or

those that have obtained clearance for sale in the US. The FDA’s

regulatory requirements for this reporting is set out in the

Medical Device Reporting Regulation, as outlined in the FDA 21

CFR Part 803 (16).

In this research statistical frequency analysis is employed,

excel 365 version 2309 that is compatible with Microsoft Excel

97-2003 Worksheet (.xls) was used to generate distribution in

percentage. The selection of the frequency analysis helps to

understand the distribution of data and identify patterns or

anomalies among reported event related to event type, device

problem, and patient problem. Distribution analysis is used to

examine the frequency of event types, device problem, and

patient problem expressed as percentages. The material utilized

in this paper comprised relevant regulations and guidance from

the FDA, FDA, United Kingdom, European Commission as

well as ISO standards.

3 Results

A total of 500 medical device reporting events are reported for

autoinjectors using KZH code. Upon reviewing medical device

reporting events associated with brand names, it becomes evident

to exclude 276 out of 500. This exclusion is due to their
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association with ACCU-CHEK® LINKASSIST events, which are

unrelated to autoinjectors. Out of 224 (500 - 276 = 224)

remaining medical device reporting events that are examined, 30

additional events are excluded because they are unrelated to

autoinjectors. As a result, the remaining count of medical device

reporting events associated with autoinjectors is 194 (224 - 30 =

194). Ultimately, 194 events are confirmed to be related to the

autoinjectors based on device brand names and text events. None

of these remaining 188 autoinjector have the AI capabilities. The

results of the event type, device problem and patient problem are

presented in Figures 2–4.

4 Discussion

4.1 Risk associated with autoinjectors and AI
powered autoinjectors

The findings indicated that none of the autoinjectors

examined in this study possess AI capabilities. AI-powered

autoinjectors can be used in similar fashion like existing

traditional mechanical autoinjectors to administer appropriate

dose and need to adhere to Primary Functions as per ISO

11608-1:2022 (6). The results in Figures 2–4 provide valuable

insights into the safety and effectiveness of autoinjectors. These

results encompass data above 2% The results of the event types

(Figure 2) show the prevalence of injury of 25% among

reported events, which highlights the importance of monitoring

and addressing injuries experienced by patients. These injuries

may include local skin reactions, pain at the injection site, or

other discomforts that can impact patient overall treatment

outcomes (17, 18). Furthermore, the substantial prevalence of

malfunctions, accounting for 73% of events, accentuates the

need for stringent quality control measures and robust device

reliability testing throughout the manufacturing process.

The results of the device problems (Figure 3) reveal several

critical issues that need attention. Break of 11%, defective device

of 10%, mechanical jams of 6%, defective components of 4%,

physical resistance/sticking of 4%, leak/splash of 2%, dull, blunt

of 2%, defective device, mechanical jam of 2% and mechanical

problem 2% count to a total of (11 + 10 + 6+ 4 + 4 + 2+ 2 + 2 +

2 + 2) % = 45%. The total of 45% are related to mechanical issues

that pose a substantial risk to patient safety that can result in

patients being not able to administer the required prescribed

drug, emphasizing the need for improved device design and

materials. Therapeutic or diagnostic output failure of 7%, failure

to deliver of 4%, output problem of 3%, user device problem of

2% and misfire of 2% that counts to (7 + 4+ 3 + 2+ 2) % = 18%

FIGURE 1

Medical device reporting events search using product code KZH (15) to cover the period of January 1, 2008–September 30, 2023.
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can directly affect the delivery of drug, potentially compromising

treatment effectiveness. Empty or no information reported with

3% and adverse event without identified device or use problem

count for 2% do not provide any insight into the reported device

problems. This underscores the importance of enhancing

reporting and data collection to achieve a more comprehensive

understanding of problems related to the device.

Patient problems results (Figure 4) show significant proportion

of events that counts to 42% had no known impact on patients.

However, it’s essential to remember that even minor issues that

FIGURE 2

Reported event type of autoinjectors with product code KZH in MAUDE from January 1, 2008, to September 30, 2023.

FIGURE 3

Reported device problems of autoinjectors with product code KZH in MAUDE from January 1, 2008, to September 30, 2023.
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have no impact on patient when they accumulated over time can

lead to reduced treatment efficacy, discomfort, and patients’

adherence to administer the drug. Insufficient information counts

to 16% which highlights the need for improved reporting and

data collection to gain a more comprehensive understanding of

patient problems. Additionally, the occurrence of missed of 7%,

and underdose of 3% that count to (7 + 3) % = 10%. A 10% of

miss and underdose raises concerns related to the delivered dose

accuracy which is a Primary Function that affects the overall

effectiveness of patients’ treatment outcomes. This issue stems

from the inability of the autoinjectors to provide the correct

dosage, thereby compromising the efficacy of the drugs.

The pain results, which account for only 3% related to extended

needle length which is a Primary Function, may appear relatively

low, and it is anticipated that patients may experience some

degree of discomfort from needle penetration into the skin for

drug delivery. However, if the pain reaches an unbearable level, it

becomes necessary for the manufacturer of the autoinjectors to

investigate the underlying reasons for such heightened

discomfort. Addressing patient concerns should involve

improvements in device design and enhanced patient training on

the use of the autoinjector. No consequences or impact to

patient count to 2% and no clinical signs, symptoms or

condition count to 14% which can mean that the use of the

autoinjectors didn’t result in any harm or negative effects on

the patients.

Overall, the analysis of MAUDE medical device reporting

events related to traditional mechanical autoinjectors highlights a

significant occurrence of malfunctions comprising 73% of all

events (Figure 2). Additionally, incidents such as break, defective

device, mechanical jams, defective components, physical

resistance/sticking, leak/splash and dull, blunt, defective device,

mechanical jam and mechanical problem that count to 45%.

(Figure 3), while 9.58% of cases involve missed and underdoses

(Figure 3). These findings underscore the critical necessity for

autoinjector manufacturers to prioritize the enhancement of their

autoinjectors designs. It is strongly recommended that they focus

on aligning their designs with the FDA’s design controls

requirements specified in 21 CFR 820.30 (19) and adhere to the

guidance provided by ISO 13485 (20), with particular attention

to clause 7.3 concerning design and development.

AI failures can significantly impact the design and functionality

of autoinjectors, both in their physical and software aspects. The

interplay between AI failures and autoinjector design features is

crucial for ensuring patient safety and the effectiveness of these

devices. Understanding this relationship is vital for developing AI

System (AI and autoinjector) that can withstand failures and for

creating autoinjectors that prioritize patient well-being. By

identifying potential failure points and integrating robust design

features, engineers can mitigate risks and enhance the reliability

of both AI technology and autoinjector devices. AI-powered

autoinjectors, like any medical devices incorporating AI

technology, encompass cybersecurity and software risks in

addition to the conventional risks of malfunction, injury, device

problems, and patient problems identified in the traditional

mechanical autoinjectors. These additional cybersecurity and

software risks necessitate implementation of risk management

process as per ISO 14971 (21), ISO/TR 24971 (22), TIR105 (23)

and IEC 62304 (24) to ensure patient safety by mitigating the

potential risks associated with cybersecurity breaches and

potential software failures. Ensuring the safety and intended use

of AI- powered autoinjectors relies on effective management of

the risks associated with the Primary Functions underlined in

ISO 11608-1:2022 (9).

FIGURE 4

Reported patient problems of autoinjectors with product code KZH in MAUDE from January 1, 2008, to September 30, 2023.
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4.2 Mitigating risks associated with
AI-powered autoinjectors

ISO 14971 (21), ISO/TR 24971 (22), TIR105 (23) and IEC 62304

(24), IEC 80001-1 (25), NIST SP 800-53 (26), NISTIR 8259A (27),

UL 2900-1 (28), AAMI TIR57 (29), AAMI TIR97 (30) standards,

and FDA Post-Market Management of Cybersecurity in Medical

Devices (31) are important in the context of addressing

cybersecurity and software risks in medical devices that use

software and wireless connections. Moreover, specific regulatory

requirements may be applied in different countries (32–37), which

should also be considered during the development and use of AI-

powered autoinjectors. Table 1 provides a framework for the

Primary Functions that require rigorous risk management in the

context of autoinjectors. ISO 14971 clause 7 risk control (21),

AAMI TIR105 clause 6 risk control (23) and IEC 62304 clause 7

Software risk management process (24) emphasizes the

importance of risk control through inherent safety by design,

manufacturing, and user information. For AI-powered

autoinjectors, risk management incorporates cybersecurity

considerations and adheres to recognized standards (21–31).

Ensuring the success of the Primary Functions of an AI-powered

autoinjector involves a thorough assessment of cybersecurity

vulnerabilities and potential software failures at multiple stages of

its lifecycle (21–29), including design (19, 20, 30), manufacturing

(19), informing user (40–43), and postproduction processes (31–

33, 38, 39). The success of the Primary Functions of an

autoinjector can be ensured by establishing a comprehensive risk

management framework (Table 1) for the autoinjector’s entire

lifecycle. It is vital to use the conventional risk management tools

such as Failure Mode and Effects Analysis (FMEA) and Fault Tree

Analysis (FTA) to ensure the robustness of the design, and

Process Failure Mode and Effects Analysis (PFMEA) to overcome

the manufacturing challenges (44–47). The conventional

autoinjector risk management tools like FMEA, FTA, and PFMEA

can serve as valuable mechanism for addressing both the identified

device problems (Figure 3) and potential problems that may arise

as a result of cybersecurity breaches, software failure, poor design,

manufacturing challenges, insufficient user training, and

inadequate IFU for AI-powered autoinjectors. The device

problems and patient problems can become apparent during the

postproduction phase when the AI-powered autoinjectors are used

in large scale by patients. These problems are collected through

known PMS (31–33, 38, 39) activities and used to assess risk

control measure effectiveness, identify new risks and improve the

AI-powered autoinjectors.

4.3 Benefits of the AI-powered
autoinjectors

The integration of artificial intelligence into autoinjectors has the

capacity to improve the Primary Functions of these devices by

effectively tackling PMS issues stemming from event types, device

problems and patient problems. This is especially pertinent to

issues related to insufficient information, missed dose and

underdose events. This AI integration can be crucial in

safeguarding patients’ lives, particularly when using autoinjector

with medications that necessitate immediate and significant

impacts on the patient if the dosage is not administered correctly.

The risk of dose inaccuracy, whether due to underdosing or

overdosing, can accumulate over years of using non-AI-powered

autoinjectors, posing a significant health hazard. Such inaccuracies

in dosage can result in patients not receiving the full prescribed

dose, ultimately affecting the efficacy of the treatment. AI-powered

autoinjectors present effective solutions by offering real-time

monitoring and enables timely interventions, detect irregularities,

reducing pain by enhancing injection-site using personalized

approaches and adjust the injections to prevent harm (8, 17, 18).

With the FDA’s increasing support for remote clinical trials,

enabling participants to engage from their homes through

telemedicine, digital health tools, and remote monitoring (48, 49),

there is an opportunity to incorporate AI-powered autoinjectors

into these trials. This integration has the potential to significantly

TABLE 1 Risk management framework for autoinjector’s primary functions.

Primary
Functions

Cybersecurity breaches & potential software
failures

Design Manufacturing Informing
users

Postproduction

ISO 14971 clause 7 risk control (21)

AAMI TIR105 clause 6 risk control (23)

Holding Force (21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)

Cap Removal Force (21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)

Activation Force (21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)

Extended Needle
Length

(21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)

Injection Time (21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)

Dose Accuracy (21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)

Needle Guard Lockout (21–29) DFMEA,
FTA

PFMEA Training & IFU PMS (31–33, 38, 39)
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reduce the need for unnecessary hospital or clinical site visits. The AI

capabilities of autoinjectors enable accurate data tracking, ensure

prompt corrective measures, and increase patient safety (50–52).

Furthermore, they can provide instructions to patients through an

application on smart phones or tablets, empowering them to

manage their treatments more effectively, revolutionizing patient

care, and elevating their healthcare experience (53–55).

5 Recommendations

Given the challenges associated with AI-powered autoinjectors,

the following recommendations can be proposed.

1. Adaptation of existing regulations: Modify current regulations

governing medical devices to incorporate specific provisions

for AI-powered autoinjectors. This may involve updating

definitions, classification criteria, and testing requirements to

address the unique characteristics and functionalities of AI-

driven devices. One approach to strengthen existing

regulations is by advocating for the update of ISO 11608-1 or

the introduction of a new series specifically tailored to AI-

powered autoinjectors.

2. Guidelines for AI algorithm validation: Develop comprehensive

guidelines for validating the AI algorithms embedded in

autoinjectors. These guidelines should outline rigorous testing

protocols to assess the safety, efficacy, and reliability of AI

algorithms in real-world scenarios. Incorporating principles of

transparency, interpretability, and reproducibility will be essential.

3. Data governance and privacy standards: Establish robust data

governance and privacy standards to govern the collection,

storage, and utilization of patient data by AI-powered

autoinjectors. Ensure compliance with existing data

protection regulations and promote transparency regarding

data usage to build patient trust and confidence.

4. Interoperability and compatibility requirements: Define

interoperability and compatibility requirements to facilitate

seamless integration of AI-powered autoinjectors with existing

healthcare infrastructure and electronic medical records

systems. Standardized data formats and communication

protocols should be mandated to enable secure data exchange

and interoperability across different platforms.

5. Continuous monitoring and surveillance: Implement

mechanisms for continuous monitoring and surveillance of

AI-powered autoinjectors post-market to detect and address

any potential safety issues or performance degradation over

time. Utilize real-world data analytics and feedback

mechanisms to ensure timely intervention and risk mitigation.

6. Human factors and user interface design: Emphasize the

importance of human factors and user interface design in the

regulatory evaluation of AI-powered autoinjectors. Ensure

that devices are intuitive, user-friendly, and accessible to

individuals with diverse abilities to enhance usability and

reduce the risk of user errors.

7. Collaboration and stakeholder engagement: Foster

collaboration and engagement among regulators, industry

stakeholders, healthcare providers, and patient advocacy

groups to facilitate knowledge sharing, consensus building,

and alignment of regulatory priorities. Establish platforms for

ongoing dialogue and exchange of best practices to promote

innovation while safeguarding patient safety.

8. Agile regulatory frameworks: Develop agile regulatory

frameworks capable of adapting to rapid technological

advancements in AI. Implement mechanisms for expedited

review and approval of AI-powered autoinjectors that

demonstrate substantial clinical benefits while maintaining

rigorous safety standards.

6 Conclusion

Traditional mechanical autoinjectors and AI-powered

autoinjectors share same newly introduced Primary Functions in

ISO 11608-1:2022. The reason is that their common objective is to

enable patients in administering prescribed drug in alignment with

these defined Primary Functions. The analysis of event types, device

problems, and patient problems associated with traditional

mechanical autoinjectors (Figures 2–4) underscores the necessity for

strict quality control and robust device reliability testing during

manufacturing. It highlights the importance of enhancing device

design and materials, as well as addressing the issue of insufficient

information by improving reporting and data collection processes.

The identified malfunctions, injuries, device and patient problems

associated with traditional mechanical autoinjectors can serve as

insight when developing AI-powered autoinjectors.

AI-driven autoinjectors, similar to all medical devices

incorporating AI technology, encompass cybersecurity and

software-related risks in addition to the conventional risks such

as malfunctions, injuries, device issues, and patient problems

identified in traditional mechanical autoinjectors. Ensuring the

success of the Primary Functions of an AI-powered autoinjector

involves a thorough assessment of cybersecurity breaches and

potential software failures at multiple stages of its lifecycle,

including design, manufacturing, user information management,

and postproduction processes.

The Risk management framework for autoinjector’s primary

functions is introduced aiming to offer guidance to mitigate risks

of AI powered autoinjectors in selecting suitable standards to

address cybersecurity risks, design, manufacturing concerns and

issues that can be captured during PMS. It underscores the

importance of using risk management tools, adequately

informing users through training and IFU. Furthermore, the

framework includes a postproduction phase to gain insights into

new risks and assess the effectiveness of risk control measures

when AI-powered autoinjectors are widely used by patients.

These insights are gathered through established PMS activities,

contributing to the enhancement of AI-powered autoinjectors.

The integration of AI into autoinjectors holds great potential for

enhancing their Primary Functions, particularly addressing issues

identified through PMS, such as malfunctions, injuries, device and

patient problems. This is especially crucial when dealing with drugs

requiring immediate or precise dose administration, as inaccuracies
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in dosage, whether underdosing or overdosing, can accumulate over

time and pose significant health risks. AI-powered autoinjectors

provide the capability for real-time monitoring, making them

suitable for use in remote clinical trials. They can facilitate timely

interventions, reduce pain, and offer personalized approaches,

thereby mitigating harm and ensuring patient safety. As AI

continues to advance, the imperative to protect patient safety and

enhance treatment outcomes remains of utmost importance. AI-

powered autoinjectors represent a leap forward in achieving these

goals, promising a future where healthcare is more effective,

efficient, and patient-centered.

Efforts to strengthen regulations for AI-powered autoinjectors

include updating existing regulations like ISO 11608-1 or

introducing new series tailored to these devices. Additionally,

comprehensive guidelines for AI algorithm validation, robust data

governance, interoperability standards, continuous monitoring, user-

friendly design, stakeholder collaboration, and agile regulatory

frameworks are essential for ensuring safety and efficacy in their usage.
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