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1 Introduction

Cyber attacks have become more sophisticated in recent years, including advanced persistent
threat attacks and ransomware attacks targeting specific organizations. Cyber attacks are typically
carried out using custom-made attack tools, distributed denial-of-service as a service [32, 97], or
ransomware as a service [49, 224]. Distributed denial-of-service as a service and ransomware as
a service allow cyber attacks to be carried out by individuals without expert knowledge about
malware and botnets. Therefore, the relationship between clients and groups behind cyber attacks
has become complicated, making it challenging to deal with cyber attacks. The use of various types
of threat information related to cyber attacks, often referred to as cyber threat intelligence (CTI), is
necessary. Therefore, recent trends in the cyber security field are the management and sharing of
various types of CTI and the cross-analysis of multiple types of CTI to deal with sophisticated and
complex cyber attacks.

There are various types of CTI, including security reports published by security vendors and
information from public databases such as vulnerability notes. One type of CTI is indicators of
compromise (IoCs), which are traces of cyber attacks (e.g., IP addresses, domain names). IoCs
is often included in various types of CTI reports. By focusing on IoCs, it is possible to analyze
the relationship with a specific cyber-attack. Since extracted IoCs can be easily collated, they are
widely used in the analysis of cyber attacks. However, a simple collation of IoCs is insufficient for
dealing with sophisticated and complex cyber attacks. CTI often refers to information observed
passively. In contrast, threat hunting is defined as the active collection of information, such as signs
of attacks [47, 50, 96].

Comparison with related surveys. With the rapid development of CTI-related techniques
and tools, it is helpful to review and organize their development and suggest directions for future
research. Several CTI surveys have been conducted (Table 1). Skopik et al. [203] reviewed tools
and frameworks for sharing information on cyber attacks and approaches used by organizations
and summarized the problems involved. Wagner et al. [228] summarized research on the technical
challenges of CTI sharing. Tang et al. [215] summarized research that is useful for preparing
for advanced persistent threat attacks. Tounsi et al. [221] defined CTI and summarized its use
in organizations and associated problems. Sun et al. [212] surveyed data-driven research that is
useful during an incident response and summarized the incident types and datasets used in the
literature. Goel et al. [72] summarized a small number of studies on CTL Sun et al. [211] provided a
taxonomy for CTI and discussed the associated research challenges. Nour et al. [159] provided an
approach-based taxonomy for threat hunting and standardization activities for enterprise networks.

Although existing reviews cover a wide range of topics, from CTI frameworks and sharing
methods to CTI concerning specific cyber attacks, they do not provide a comprehensive cross-
sectional survey of the integration of CTI from various sources. In actual security operations,
the effective application of CTI information requires a cross-analysis of multiple information
sources to gain deeper insights into cyber attacks. Moreover, there is a large number of CTI-related
research areas, such as CTI extraction and dataset generation, analysis of the relationships and
inconsistencies among CTI types, clustering of CTI types, automatic CTI labeling, and development
of systems for incident response. Therefore, it is crucial to conduct a broad survey that covers the
cross-analysis of CTI from various sources.

In this article, we survey CTI-related studies and describe research trends in the cross-analysis
of various CTI sources. The main focus of our survey is the analysis of research trends, not the
description of CTI, such as shared CTI formats and frameworks. There are several challenges in
automating CTI cross-analysis, such as accounting for the differences between unstructured and
structured information sources and ensuring the reliability of information. Most cases are thus
analyzed manually by security operators. Unstructured information sources include security reports
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Table 1. Comparison of Surveys on CTI

Article Year | Number of Survey Target Targeted Cyber Attacks Tageted Data Source Open Issues | Measurement
References | CTI Research Info Sharing (Not Limited) Surface Web Dark Web Study

Skopik etal. [203] | 2016 74 - v v v - - -
Tounsi et al. [221] 2018 125 v - v v - -

Wagner et al. [228] | 2019 102 - v v v V(1 Reference) - -
Sun et al. [212] 2019 152 v - v v - v -
Goel et al. [72] 2022 17 v - v - - - -
Tang et al. [215] 2022 121 v ' ~ (Only APT attacks) v - v -
Sun et al. [211] 2023 123 v v v v V(9 References) v -
Nour et al. [159] 2023 215 - v 2 (Only APT attacks) v - v -
Our Research - 231 v v v v V(26 References) v v

(a) Check marks (v'), triangles (), and hyphens (-) indicate that the survey satisfies the conditions, partially satisfies the
conditions, and does not satisfy the conditions, respectively.

and social network site posts, which use natural language, and structured information sources
include public databases that use a structured language, such as XML or JSON.

In addition to describing various CTI sources, we analyze research trends based on taxonomies
for research purpose, research approach, and research datasets.

Taxonomy for research purpose. We classify research on the cross-analysis of various types
of CTI into four categories, namely extraction of IoCs and their relationships, threat hunting,
analysis of inconsistencies, and other. The taxonomy indicates a shift in research objectives from
IoC extraction to information consistency analysis and threat hunting. It also indicates a shift
in research approach from using graph structures such as ontologies to graph convolutional
networks (GCNs).

Taxonomy for research approaches. We summarize studies that use convolutional neural
networks (CNNs) and long short-term memory (LSTM). Many methods that use CNNs or
LSTM extract IoCs or other data from unstructured data and transform them into a structured
dataset. There are also many studies that use graph structures, such as ontology and knowledge
graphs. Many CTI studies use graph structure analysis methods, such as GCNs. Many studies
that use these methods require the identification of relationships and inconsistencies between
information. The datasets thus often combine information from multiple sources.

Taxonomy for research datasets. Since there is no standard dataset for CTI research, re-
searchers often create their own datasets via crawling or other means. Therefore, the number of
information source types (e.g., security reports, public databases), total number of sources, and
number of vendors included in each source differ among studies, which makes it difficult to compare
research results. We present a taxonomy for datasets to show the trends in datasets used in CTI
studies. We show that many studies use a large number of information source types and a large
total number of information sources, but few studies use a large number of vendors included in
each source. This is because increasing the number of vendors would increase crawling effort
and differences in the definitions of terms, such as malware families. However, since security
operators often obtain information from security reports and other sources from many vendors, it
is considered desirable to include many vendors in a research dataset.

Our survey indicates that there are issues related to datasets used in CTI research. Although the
total number of datasets and types of information source are evaluated in each study, the number
of vendors included in the datasets is rarely considered. Vendor include different numbers and
types of IoC in their security reports and there are differences in the match rate of IoCs with
vulnerability information databases and other sources. Evaluation results thus depend on which
vendors are included in the dataset. Therefore, to obtain more insights from datasets, we conducted
a measurement study to provide a detailed description of collected datasets.

Results of measurement study. The results of the measurement study confirm that the number
and types of IoC included in security reports differ by vendor. We also confirmed that the match
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Table 2. Examples of CTI Sources®

Security Report, Web Blog, News Sites, X (formerly Twitter)[236],
Unstructured Data Forum Sites (Surface Web)[166, 183, 204, 207, 208],
Underground Sites (Dark Web)[54], Other social networking service (SNS)
Alert Log, System Log, Other Log Data,
Database of Vulnerability Information[107, 155],
Database of Exploit Information[162], Database by product vendors[139, 223],
Information described in a shared format such as STIX[22]/TAXII[217]

Structured Data

("‘)Only example references are shown for a given information source.

rate of JoCs among the vendors also differs significantly. Therefore, CTI research should carefully
consider which vendors to include in the dataset. It is also necessary to consider the total number
of reports and other information sources included in the dataset for evaluation and obtaining
extraction results. It has been assumed that the inclusion of a higher total number of datasets and
information sources leads to a more valuable dataset; however, there could be cases where the
extraction results would be more easily utilized in security operations if the number of report
vendors were limited. Thus, detailed evaluations of various datasets have not been conducted, with
each study evaluating its own dataset. Future research should consider the dependence of datasets
on the evaluation results.
The primary contributions are summarized as follows:

— We provide a comprehensive introduction to CTI-related research and introduce taxonomies
for research purpose, approaches, and datasets.

— We provide an extensive review of over 200 studies on CTI published from 2001 to 2025. Our
analysis focuses on the trends of representative research.

— To the best of our knowledge, this is the first study to conduct a measurement study on a
dataset to obtain insights for constructing a well-balanced dataset.

— We identify open issues and challenges that need to be addressed in future studies.

The rest of this article is organized as follows: Section 2 describes various types of CTI in detail.
Section 3 introduces the methodology of our survey and measurement study. Sections 4 and 5
present the results of the survey and measurement study, respectively. Section 6 discusses the
challenges and directions for future study and Section 7 concludes this article.

2 Preliminaries

Security vendors publish security reports that provide details of observed security incidents and the
results of the analysis of collected malware samples. Some security vendors provide more detailed
observations and analysis results as a commercial service. The information provided by security
vendors can be used as CTI. Public databases, such as vulnerability information databases [107, 155]
and the Exploit Database (ExploitDB) [162], and open source intelligence (OSINT) information,
such as cyber-security-related postings on various social network sites, can also be used as CTIL.
Table 2 shows an example of CTI categorized into unstructured and structured data. Detailed
descriptions of the various types of CTI are given below.

2.1 Online Security Reports

Many security vendors regularly publish security reports on the latest trends in cyber attacks
observed using their security appliances, analysis results of malware samples showing signs of an
outbreak, and information on attack groups actively conducting attack campaigns. Security reports
by some security vendors include alerts about new discovered vulnerabilities or information on
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observed cyber attacks. A major advantage of using security reports is that they are published
by security vendors so the information is highly reliable and does not need to be fact-checked.
The challenge is that the information is typically unstructured (i.e., written in natural language;
note that in some cases, observation information is structured in tables and summarized in the
report). Therefore, it is difficult to automate the extraction of information from security reports
issued by multiple sources. Analysts must thus manually interpret the information in security
reports.

2.2 Commercial Cyber Threat Intelligence Services

Security vendors also provide commercial CTI services. In many cases, these commercial services
provide more detailed cyber attack analysis results and observation information with a higher
update frequency than security reports available for free. However, in many cases, the content
of the CTI provided by such services is only disclosed to subscribers. The degree of overlap of
information provided among multiple services and its usefulness in actual security operations
should be considered [34]. Many CTI research used information from public security reports and
commercial CTI services as datasets; however, it is sometimes unclear whether the CTI used in
these studies was free or purchased. Note that the terms CTI report and CTI dataset could be used
to refer to freely available or commercial CTI reports and databases in different studies.

2.3 Public Databases

Public databases are maintained to share vulnerability information and exploit codes among or-
ganizations. Significant databases include the National Vulnerability Database (NVD) [155],
Japan Vulnerability Notes (JVN) [107], and ExploitDB [162]. NVD, maintained by the National
Institute of Standards and Technology, adds common vulnerabilities and exposures (CVE)
numbers to identify vulnerabilities and compiles more detailed information about each vulnerabil-
ity. JVN, managed by the Japan Computer Emergency Response Team Coordination Center and
Information-technology Promotion Agency, summarizes vulnerabilities that have a high impact in
Japan. ExploitDB is constantly updated with exploit codes for various vulnerabilities. There are also
cases in which vulnerabilities related to a company’s software products are disclosed as a database
(Microsoft Build [139]) and cases in which detection rules for a company’s security appliances
are disclosed as a database (Threat Encyclopedia, Trend Micro [223]). The information in public
databases aids in the analysis of vulnerabilities and attacker tools based on traces of observed cyber
attacks. Most of the information in public databases can be obtained in JSON format, enabling easy
automation of the cyber attack analysis process.

2.4 Open Source Intelligence Information

In some cases, posts on X (formerly Twitter) [236] and forum sites on the Surface Web (such
as Reddit [183], Pastebin [166], and Slashdot [204]) contain information about the discovery of
unknown vulnerabilities in software products or newly observed cyber attacks. While these postings
are helpful in quickly detecting cyber attacks and taking countermeasures, their reliability is
unknown and it is thus necessary to fact-check the information by cross-checking it with other
information sources. Many of these postings are unstructured information (i.e., written in natural
language), which makes manual fact-checking difficult. Information from news sites that post
articles on cyber security, which requires less fact-checking, is also helpful for analyzing cyber
attacks. However, in many cases, the first reports of the discovery of unknown vulnerabilities are
posted by individuals on sites such as X (formerly Twitter). Such reports are considered helpful as
they alert the community of signs of cyber attacks (information that triggers analysis).
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Fig. 1. Overview.

Table 3. Keywords Used to Find CTI Studies

Cyber Security, Threat Intelligence,
Threat Hunting, IoC, Modeling,
Security Reports, Vulnerability, Audit,
CVE, STIX, OpenlOC, Exploit,
Hacking, Dark Web,

Darknet, Underground, Market, Forum

Keyword

2.5 Dark Web Information

The Dark Web contains information not available on the Surface Web, such as cyber attack tools
and targets. In many cases, a browser that supports the Tor network [133, 220], which enables
anonymous communication, is required for accessing sites on the Dark Web. These sites allow users
to buy and sell illegal goods and exchange information related to crime. Crawling sites on the Dark
Web presents technical challenges different from those for crawling sites on the Surface Web [63].

3 Methodology

In this section, we describe the methodology of our survey and measurement study.

3.1 Overview

Figure 1 shows an overview of our work. First, we searched for and collected online CTI-related
studies, taking into account the diversity of CTI datasets. Then, we analyzed these studies in terms
of research datasets, purpose, and approaches. We then conducted a measurement study on the
research datasets to gain deeper insights from the CTI studies. Finally, we summarized the open
issues derived from the results of this analysis and compiled a list of challenges and suggestions for
future research directions.

3.2 Methodology of Survey

In this article, we present the results of the survey of CTI-related studies. We searched Google
Scholar and IEEE Explorer using the keywords shown in Table 3. Relevant references in the
found studies were also included in the analysis. We focused on a wide range of studies that used
CTI datasets. The CTI sources used in this survey are listed in Table 2. From an examination of
the contents of the CTI-related studies, we determined that the following aspects are important:
the datasets used, the research objectives, and the approaches used. Regarding datasets, many
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Fig. 2. Overview of surface web crawler.

CTI-related studies independently crawl the web and collect datasets. Many studies argue for
the originality of the datasets. Regarding research purpose, IoC extraction was initially the focus.
Research purpose has become more diversified as actual security operations often require not
only simple IoC extraction but also the relationships among IoCs. Regarding research approaches,
machine learning methods, especially those based on graph structures, are commonly applied,
mainly due to the spread of machine learning methods for natural language processing (NLP).

3.3 Methodology of Measurement Study

In this article, we present the results of the measurement study on a CTI dataset. This dataset is a
proprietary dataset collected by the authors using a crawler. The technical details of the crawler are
shown in Figure 2. The dataset includes information from security reports published by 17 security
vendors, information from two public databases, and market and forum sites on the Dark Web. In
this measurement study, it was possible to understand the differences in the type and total number
of IoCs for each information source. The match rate of IoCs between two information sources is
discussed. The results indicate that the analysis of the relationships and inconsistencies between
IoCs is affected by the sites included as information sources.

3.3.1 Data Crawling on Surface Web. Regarding datasets in CTI research, researchers may have
independently crawled security reports published on the Surface Web, used paid versions of CTI
services, or used datasets provided by research partners. Open source software such as Beautiful
Soup [23], a Python library for pulling data out of HTML and XML files, can be used for crawling.
However, some sites try to prohibit crawling via a robots.txt file. It is thus necessary to refer
to robots.txt files when crawling. Regarding copyrights, we use the current law in Japan as an
example. The copyright law in Japan was revised in 2018, allowing the use of public information for
information analysis [48]. Although this amendment is considered to have made it possible to use
public information for research that falls under the category of information analysis concerning
the crawling of public information, many unclear points, such as the crawling of information on
the Dark Web, require caution.

3.3.2 Data Crawling on Dark Web. Crawling sites on the Dark Web presents technical challenges
different from those for crawling sites on the Surface Web. For example, sites adopt different
image authentication methods, and completely avoiding bot detection is difficult. Even sites with
numerous users often abruptly close down. When building a crawler to collect information on the
Dark Web, it is essential to avoid downloading illegal content. Datasets comprising CTI from the
Dark Web have been published [53, 55]. DDIR [55] contains vector data for use in machine learning
for labeling illegal sites; however, it does not include CTI data. Dark Web Archives [53] includes
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HTML and image files collected from the Dark Web between 2013 and 2015. Furumoto et al. [63]
reported the following four technical challenges of crawling on the Dark Web.

Frequent Closures of Dark Web Sites. Market and forum sites on the Dark Web commonly
experience closures and relocations, with even popular sites rarely lasting more than 2 years. For
example, EmpireMarket is down and there is a high probability that it will not be revived [31].

Anti-crawling Measures on Dark Web Sites. Numerous sites on the Dark Web have built-in
protection against crawling, such as distributed denial-of-service protection and image authen-
tication. Two types of authentication are often used: one that uses an image and one that uses a
CAPTCHA (which asks a user to enter the character string shown in an image). Because many
sites require users to login to view products, login and image authentication support are required
when crawling.

Tor Communication Speed. The communication speed of Tor used for Dark Web crawling
is very slow because Tor’s communication requires triple encryption/decryption and randomly
passes through onion routers installed worldwide.

Dangers of Illegal Downloading. The Dark Web presents a risk of being charged with down-
loading illegal content, such as child pornography. The collection of information on the Dark Web
should thus avoid illegal downloads.

4 Survey on Threat Intelligence Research
4.1 Datasets for Cyber Threat Intelligence Research

In this section, we present the detailed taxonomy for datasets. As discussed in Sections 4.2 and 4.3,
a dataset depends on the research purpose and approach. For example, as discussed in Section 4.3.1,
if the purpose of the research is to extract IoCs from unstructured information sources using a
CNN, the dataset will be an unstructured information source. When graph structures are used to
determine relationships and inconsistencies among multiple information sources, as discussed in
Section 4.3.4, the dataset will combine multiple types of information source (e.g., security reports,
postings on social network sites, public databases). In CTI research, standard datasets are not
publicly available. In most cases, researchers prepare their own dataset for experiments. Therefore,
it is often difficult to verify published results or determine their practicality for actual security
operations. For example, many security operators use reports from multiple security vendors (e.g.,
10 to 20 companies) daily. In many studies, one to three vendors are often included in a single
information source. However, different security vendors often have different naming rules for
malware families and reporting trends (e.g., some vendors focus on new attack campaigns and
others specialize in a detailed analysis of specific malware families). Therefore, there are cases in
which evaluation results do not enable security operators to evaluate whether a method is practical.
This is due to issues such as the accuracy problem when the number of vendors is increased, as
described above, burden of crawling, and copyright laws. In this section, we present the trends in
the datasets used in CTI and describe related issues. Sections 4.1.1 to 4.1.5 review studies with a
focus on datasets. Sections 3.3.1 and 3.3.2 provide an overview of dataset generation by crawling
(which is essential for CTI research), copyright laws, and other considerations.

4.1.1 Security Reports. Many CTI studies use security reports. Studies that used security reports
as a dataset and employed CNN/LSTM or ontology/GCNs approaches are discussed in Section 4.3.
Some studies have linked information in security reports to security incidents [93, 201] and au-
tomatically extracted IoCs [7, 35, 71, 127, 135, 170, 177, 182, 200, 206, 237, 246, 261]. Some studies
have used security reports as a dataset and employed a topic model approach [150, 151, 165]. The
purpose of these studies is to cluster security reports using topic models. Some studies have used
cyber kill chain models [8, 94, 240] to extract information about each attack phase given in security
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reports [20, 111, 218]. One study used the diamond model [41] to extract information on targeted
attacks from security reports [98].

4.1.2  Vulnerability Information. Many studies use vulnerability information (e.g., CVEs) be-
cause such information is added to NVD. Datasets for a given period can be downloaded as JSON
feeds, making it possible to prepare datasets for a given research purpose. Although vulnerability
information databases are widely used, they have some issues, such as human error in registra-
tion and out-of-date information (e.g., registered references). Many studies use machine learning
techniques to automatically estimate the risk level (e.g., Common Vulnerability Scoring System
score) [73, 77, 115, 152] and classification labels (e.g., Common Weakness Enumeration) [5, 15] or
execute collation regarding inconsistencies with other information sources [59, 148]. Some studies
have extracted information related to software vulnerabilities from information on the web, such
as that on X (formerly Twitter) [106, 149, 176]. Other studies have linked vulnerability information
with information such as audit logs to improve the efficiency of security operations [76, 156, 173].
There is also research on automatically assigning labels to critical vulnerability concepts [231, 248]
and predicting the time until a vulnerability can be exploited [103, 247].

4.1.3  Open Source Intelligence Information and Log Data. Many studies use OSINT information.
Studies that used OSINT information as a dataset and employed CNN/LSTM or ontology/GCNs
approaches are discussed in Section 4.3. Some studies have extracted information about cyber attack
trends and vulnerabilities from data collected on X (formerly Twitter) [134, 143, 153, 187]. Some
studies have linked information collected on X (formerly Twitter) to security incidents [6, 12, 110,
136, 186, 226] and others have implemented security incident detection systems [44, 193, 222]. Some
studies have automatically extracted IoCs [262]. Other studies have extracted CTI from log data,
such as alert and audit logs [13, 21, 42, 79, 81, 84, 86, 87, 114, 121, 128, 144, 158, 168, 242, 252, 264].

4.1.4 Dark Web. Nunes et al. [160] proposed a machine learning method for extracting CTI
from data collected from the Dark Web and Deep Web. However, their method was evaluated
using sample data. The implementation of a crawler to collect data from the Dark Web and Deep
Web and the evaluation of their method using the collected data were left for future work. To
prevent damage caused by intimate partner surveillance, Tseng et al. [227] gathered intelligence
on monitoring tools used by attackers in online underground forums on the Surface Web. Yuan
et al. [251], using an existing dataset [53], proposed a method for extracting slang used in cyber-
security-related text in underground communication. Cascavilla et al. [43] systematically organized
documents issued by law enforcement agencies regarding the Surface Web and Dark Web. Pastrana
et al. [167] investigated the monitoring of an underground forum site using existing datasets. Some
studies have used topic modeling to search for hacker assets using information from underground
forum sites [1, 25-27, 83, 129, 130, 190-192] and other studies have determined trending topics
relevant to CTI [10, 14, 28, 90, 123, 145, 188, 189, 233]. Some studies have targeted Chinese-language
underground forums [225, 257].

4.1.5 Industrial Control Systems (ICSs) and Cyber Physical Systems (CPS). Industrial automation
has seen tremendous development in recent years. Legacy ICSs have transformed into CPS within
the larger umbrella of Industry 4.0 [82]. ICSs are important control components in manufacturing
and energy generation [209], making them targets for malicious actors. An ICS can include multiple
types of control system. Such ICSs, such as Supervisory Control and Data Acquisition systems and
distributed control systems [209], can be very complex.

Current control systems are not closed systems running on closed networks, as done in the
past [117], nor do they use as many fieldbus protocols [154]. There have been some developments
in the utilization of standard Ethernet networks for industrial communications [100, 245]. Many
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Fig. 3. Research trends in cross-analysis of CTI.

control systems are connected to networks that allow outside access to utilize information from
sources such as sensors and cloud services [195].

CPS integrate computing and physical processes [117]. Connected embedded computers are
used to monitor physical processes [116]. The vast amount of different types of data over large
networks brings challenges such as data handling, where data must be securely stored and securely
transferred over various network mediums, such as wireless [109]. The frequent interaction between
devices, high network traffic, and broad deployment (i.e., in industry and transportation) makes
CPS an attractive target for cyber attacks [11].

The shift to modern embedded system networks requires preparation for attacks against ICSs
and especially CPS. Many products comprising a modern ICS include Internet-of-Things devices
connected to the outside via networks. In some cases, vulnerabilities in such devices can be exploited
by attackers. There is a tendency to consider defensive measures on the safe side when considering
ICS security because damage to ICS products is much more significant than that to information
technology products. The need for practical CTI as a countermeasure against cyber attacks on ICSs
is increasing [40, 205] and thus research on CTI for ICSs has increased. There have been studies on
the automatic classification of security topics related to ICSs [108], the monitoring of threats related
to ICSs over a network [39], and the detection of threats related to ICSs that protects privacy [113].

One study used deep learning to automatically collect and analyze CTI related to maritime ecosys-
tems [172] and another study systematically summarized the CTI for robotics cyber security [239].
There have been studies that use federated learning and the ICS MITRE ATT&CK framework [142]
to execute threat hunting related to ICSs [2, 16, 99, 120, 147]. Studies have been conducted on
threat models and frameworks for ICSs [18, 19, 112], honeypots based on CTI data [78, 131, 184],
and threat detection systems based on CTI [60, 174, 210]. These studies implemented an analyt-
ical system that correlates documents related to cyber attacks on cyber-physical system critical
infrastructure [146, 197].

4.2 Purpose of Cyber Threat Intelligence Research

This section summarizes research on the cross-analysis of various types of CTI from the viewpoint
of the extraction purpose. Based on the type of extracted information, we classify the studies
into four categories, namely extraction of IoCs and their relationships, threat hunting, analysis of
inconsistencies, and other.

Figure 3 shows the changes in research trends obtained in a time-series cross-analysis of various
types of CTI. We found that studies with the goal of IoC extraction dominated CTI research from
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2016 to around 2018. Since 2019, research has focus on detecting attack patterns from extracted
IoCs and system logs, identifying inconsistencies between published information sources, and other
topics. From 2020 to 2021, graph-based deep learning techniques were applied to construct learning
models that are more efficient than conventional models. In 2022, research with a more multifaceted
perspective, such as extracting non-IoC information from CTI, understanding security-related
trends, and verifying the extracted data in a natural environment, started to emerge.

There has also been an increase in research that analyzes OSINT information, such as news
articles and social network site posts, rather than only CTI information sources, such as security
reports and vulnerability information. Studies have also investigated the construction of CTI
analysis systems that better match the reality of security operators’ security incident response
operations and other unresolved issues.

We present the details of representative studies of the above four categories. Note that we only
highlight high-quality studies that have been published in well-known, top-level conferences
and journals. This selection was conducted due to the large number of studies we collected (more
than 200).

4.2.1 Extraction of Indicators of Compromise or Their Relationships. Zhu et al. [263] developed a
generic system that can extract both IoCs and their roles in an attack from unstructured security
reports. They leveraged a neural network with 1 hidden layer and 50 hidden nodes as a multi-
class classifier to discover IoCs and then categorized them into four campaign stages, namely
baiting, exploitation, installation, and C&C. After applying their system to 14,155 online security
articles, they collected 24,653 IoCs and classified 20,774 of them into their corresponding stages.
These extracted roles enabled security specialists to obtain new insights into malware delivery
campaigns.

Liao et al. [125] proposed an approach called iACE for automating the IoC extraction process.
iACE first generates dependency graphs from security articles and mines those graphs using a
direct product kernel to produce kernel matrices for training a logistic regression classifier. This
results in the construction of a classification model with high accuracy.

Satvat et al. [196] automatically extracted the full picture of attack behaviors from CTI reports
in the form of a provenance graph. They used several well-known NLP techniques to summarize
text in CTI reports and then created graphs with semantic role labeling and causal inference. A
large-scale experiment demonstrated that the provenance graphs are useful for threat hunting.

Husari et al. [92] designed a context-aware analysis method that accurately identifies attack
patterns from CTI reports for the timely implementation of cyber defense actions. They combined
NLP and information retrieval to extract threat actions and then mapped them to construct a
complete attack pattern. Evaluation tests showed that their method can achieve more than 82%
precision and recall in a variety of measures.

Li et al. [124] developed a system called AttacKG for automating the extraction of structured
attack behavior graphs from CTI reports and determining the adopted attack techniques. They
proposed a revised graph alignment algorithm to enhance the attack behavior graphs into technique
knowledge graphs that contain the identified attack techniques.

Zhao et al. [256] proposed a framework called HINTI for modeling the interdependent relation-
ships among heterogeneous IoCs to quantify their relevance. They first designed a multi-granular
attention-based IoC recognition method to improve the accuracy of IoC extraction and then used a
heterogeneous information network to implement the modeling of the interdependent relationships
among IoCs.

Granadillo et al. [74] presented an enriched CTI platform that discovers and composes IoCs from
various types of OSINT data. The platform also handles the extension of the types of import files
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and shares information with security specialists via a visualization of the composed IoCs. Their
platform uses a dynamic heuristic-based analysis to calculate the threat score of each processed
IoC.

4.2.2 Threat Hunting. Milajerdi et al. [140] designed a system for identifying the steps of a
successful attack campaign based on the relationships among the indicators described in CTI open
standards. They used a similarity metric to determine the alignment between a graph constructed
using CTI correlations and a provenance graph constructed using kernel audit log records to hunt
for the cyber threat.

Wei et al. [232] determined the similar parts between provenance data and known attack behaviors
using a graph pattern matching method implemented using a graph neural network. The graph
neural network contains two networks to transform information on IoCs and determine the
relationships between IoCs. They also developed a robust method for cyber threat hunting.

Gao et al. [66] proposed a system that can leverage open source CTI to speed up cyber threat
hunting. Their system first uses NLP techniques to identify IoCs and their relations and creates a
behavior threat graph. The system then automatically generates a threat behavior query language
query from the constructed graphs and matches the query with system auditing records using a
fuzzy search mode. A security analyst can incorporate their domain knowledge by modifying the
synthesized query.

4.2.3 Inconsistency Identification. Most studies on the cross-analysis of CTI have assumed that all
information contained in CTI data is reliable and trustworthy. However, there have been instances
of incorrect information being identified, even in security reports and public databases published
and managed by security vendors. Such cases may occur when the referenced information is
updated after publication or when errors are made during the report drafting process.

Dong et al. [59] proposed a system called VIEM for automating the detection of inconsistent
information between the fully standardized NVD database and unstructured CVE descriptions
and their referenced vulnerability reports. VIEM customizes deep-learning-based named entity
recognition and relation extraction to discover previously unknown software names and versions
from the unstructured vulnerability reports. After applying VIEM to the full dataset, they treated
NVD as the standard and detected inconsistencies between NVD and CVE entries.

Jo et al. [104] proposed a systemic approach for identifying semantic inconsistencies from
unstructured OSINT data such as news, blogs, and Antivirus Vendor (AV) reports. They first
constructed a support vector machine classifier to select the security-related text and constructed a
malware graph using several NLP techniques. They then normalized the format of the nodes and
linked similar nodes in each malware graph. Finally, they detected inconsistencies between nodes
of the same type in the connected malware graphs.

4.24 Other. Jo et al. [105] developed a CTI system for extracting descriptive or static CTI data,
which are represented by any combination of letter and number, other than IoCs from unstructured
text using NLP techniques and then constructed a graph to determine the semantic relationships
between these CTI data. Finally, they provided a search Application Programming Interface
(API) interface to allow security practitioners to create their own applications for threat analysis.

Wu et al. [235] conducted an empirical study to determine the trends in security issues. They
compared the security categories extracted from three online sources, namely news, security blog,
and websites. They developed a semi-automated classification to categorize the security issues by
leveraging a term extraction method and open card sorting instead of applying topics generated
using Latent Dirichlet Allocation. The categories were manually classified by three researchers
who had expertise in cyber security.
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4.3 Trends in Approaches Used in Cyber Threat Intelligence Research

In this section, we present a taxonomy for approaches used in CTI-related research. As mentioned
in Section 4.2, IoC extraction was initially the primary purpose of CTI-related research. Since then,
the number of studies with various research objectives, such as analysis of relationships among
extracted IoCs, has increased. The approaches used in CTI research can be categorized based on
the research purpose. The approach covered in this section is NLP using neural networks. This
approach includes recurrent neural networks (RNNs), LSTM (an RNN variant), and CNNs. As
discussed in Section 2, many sources of CTI include unstructured information. Therefore, many
studies have used LSTM or a CNN as a model for learning unstructured sources of CTI. Machine
learning methods that do not use neural networks, such as support vector machines, are beyond
the scope of this section. In Section 4.3.1, we present the taxonomy of approaches that use CNNs
and LSTM. In Section 4.3.4, we present the taxonomy of approaches that use graph structures such
as ontologies and CNNs.

4.3.1 Approaches Based on CNNs and LSTM. In this section, we review research on the extraction
of IoCs from unstructured documents using NLP methods. Methods based on neural networks are
increasingly used to process complex unstructured documents in cyber security. Table 5 shows
studies that used CNNs and LSTM for extracting IoCs from unstructured documents. This type
of research aims at extracting information, such as IoCs, from unstructured datasets and convert
them into XML, JSON format, or other information. Unstructured datasets are difficult to process
automatically; in most cases, security operators have to process them manually. Therefore, many
researchers use neural network methods to automate the processing of unstructured datasets. NLP
methods based on transfer models such as BERT [57] have been proposed [4, 57, 178, 179, 259].

4.3.2 Approaches Based on CNNs. Many studies have used CNNs to accurately extract IoCs
from complex unstructured datasets [51, 56, 175, 241, 255, 258]. Some studies have used CNNs for
managing vulnerabilities [77, 152] and threat hunting [196]. Other studies have used CNNs on
generate CTI datasets from unstructured datasets [122, 244] and classify vulnerabilities [73].

4.3.3 Approaches Based on LSTM. Many studies have used LSTM to extract IoCs from unstruc-
tured datasets and maintain information about the time series of unstructured datasets. Studies
have used security reports [45, 51, 105, 122, 194, 229, 234, 256, 258, 260, 265], information from X
(formerly Twitter) [85, 230, 241], and information from underground forums [14, 233] as datasets.
Some studies have integrated security operations with social media information [85, 241, 255].

4.3.4 Approaches Based on Graph Structures. Table 4 lists studies that used graph structures.
Most of these studies aimed at analyzing the relationships and inconsistencies among CTI types.
Therefore, both unstructured and structured datasets were used.

4.3.5 Approaches Based on Ontology and Knowledge Graphs. Ontology and knowledge graphs
are commonly used in cyber security. In cyber security, it is important not only to extract IoCs
such as IP addresses and domains but also to link related topics by attack group or attack campaign.
Some cyber security researchers have generated ontologies [17, 30, 37, 75, 132, 161, 163, 171,
180, 214]. The generated ontologies have been used for incident response [24, 91, 92, 164, 185]
and the implementation of ontology-based systems [70]. Some cyber security researchers have
generated knowledge graphs [36, 102, 250]. The generated knowledge graphs have been used for
incident response [95, 243] and the implementation of knowledge-graph-based systems [51, 157].
An ontology that can be used for security risk management, by making it compatible with the STIX
format, has also been proposed [137].
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Table 4. Trends in Graph Structures in CTl Research

Unstructured Dataset Structured Dataset Approach
Security X(formerly Forum || CVE/ STIX Log || Ontology®™ GCN Reference
Report  Twitter) NVD Data
v v [37, 92, 132, 234]
[67, 140, 256]
v v (124, 196, 232]
[68, 194]
v v v [51, 181]
v v [36, 70, 243]
v v |[T118, 119, 216, 230]
v v v [106]
v v [24, 75, 161]
v [17]
v v [185]
v v v [137]
[33, 69, 157]
v v [38, 141, 213]
[3, 80, 253]
P [30, 171, 180]
(163, 164, 214]
v v [95, 102]

@Studies that use ontology or knowledge graphs are included.

Table 5. Trends in CNN and LSTM in CTI Research

Unstructured Dataset Structured Dataset Approach
Security X(formerly Forum || CVE STIX Log || CNN RNN/ Reference
Report Twitter) NVD Data LSTM
v v [56]
v v (14, 233]
v v v [51, 122, 258]
v v [196, 244]
[234, 256, 260]
v v [194, 229, 265]
[45, 105]
v v [85, 230]
v v v [255]
v v v [73,77]
v v [152]
v v v [241]
v [175]

4.3.6 Approaches Based on GCNs. GCNs have been used to analyze information extracted
from unstructured datasets such as detecting relationships and inconsistencies among extracted
IoCs. Using GCNs makes it possible to find complex relationships that conventional ontology
and knowledge graph methods cannot handle. However, there are cases in which ontologies
and knowledge graphs are useful (e.g., [51, 92]). Many cyber security studies have used GCNs
(e.g., [105, 196, 256]) for analyzing inconsistencies and other purposes. These studies are detailed
in Section 4.2. GCN-based studies have focused on detecting relationships and inconsistencies in
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datasets between multiple sources of information, such as security reports and public databases.
Therefore, the datasets used in these studies (Table 4) often include both unstructured and structured
information sources.

4.3.7 Approaches Based on Large Language Models. Large Language Models (LLMs), such as
BERT, GPT, and other transformer-based architectures, have recently gained increasing attention in
the field of CTL Their ability to capture deep semantic meaning and contextual relationships from un-
structured text makes them particularly well suited for a variety of CTI tasks, including threat entity
extraction, attack pattern recognition, knowledge graph construction, and narrative summarization.

Several recent studies have demonstrated the feasibility and effectiveness of LLMs in this domain.
Gao et al. [65] proposed an automated pipeline for open source CTI collection, combining rule-
based and statistical NLP to support intelligence gathering. This foundational work influenced
later efforts in integrating LLMs. Gao et al. [64] extended the automated pipeline with ThreatKG, a
system that leverages LLMs to generate structured CTI knowledge graphs from unstructured OSINT
data. Hu et al. [88] proposed LLM-TIKG, a framework for constructing CTI knowledge graphs
by fine-tuning LLMs. Their method demonstrates how LLMs can automatically extract entities
and relationships from unstructured CTI text to build structured knowledge bases. Alam et al. [9]
proposed CTIBench, a dedicated benchmark for evaluating LLMs in various CTI-related tasks,
including IoC classification and summarization. Xu et al. [238] proposed IntelEX, an LLM-based
framework that extracts attacker-level insights by analyzing textual CTI sources. Ji et al. [101]
proposed SevenLLM, an evaluation suite for the reasoning capabilities of LLMs in CTI contexts.
Shafee et al. [198] evaluated LLM-based chatbots in OSINT-driven CTL Dong et al. [58] developed
ChatloT, a retrieval-augmented-generation-powered security assistant that combines Internet-of-
Things-specific threat databases with LLM reasoning.

In addition to the works mentioned above, Siracusano et al. [202] introduced “Time for aCTIon”,
a system that leverages LLMs for automated analysis and extraction of structured cyber threat
intelligence from unstructured threat reports. Their approach demonstrates how LLMs can be
fine-tuned or prompted to identify key CTI elements, including indicators of compromise (IoCs),
tactics, and threat actor references. Unlike rule-based tools such as CyObstract, which rely on
pre-defined patterns or grammars, LLMs in this setting exhibit greater flexibility in adapting to
diverse writing styles and report formats.

These studies exemplify the transition of CTI research toward advanced LLM-driven automation
and interpretation. Compared to earlier CNN- or graph-neural-network-based models, LLMs
show greater flexibility in handling diverse data modalities and unstructured narratives, thereby
enhancing both the scale and depth of intelligence extraction. As shown in Table 6, we classified
the research purposes of CTI articles using LLMs into the following three categories.

— Enhancing the accuracy of traditional CTI tasks [46, 61, 62, 64, 88, 89, 202, 238, 254]
— Benchmarking LLMs on CTI-specific tasks [9, 29, 101, 138, 169, 219, 249]
— Developing LLM-based interactive systems to support security operations [58, 126, 198]

Notably, some of these studies, such as Gao et al. [65] and Alam et al. [9], have released benchmark
or annotated datasets (e.g., OSCTIL, CTIBench), which are valuable public resources for reproducible
research and evaluation.

5 Measurement Study on loC Extraction Results for Surface Web and Dark Web
Datasets

5.1 Scope of Measurement Study

As outlined in Section 1, this review defines IoCs as technical artifacts such as IP addresses, do-
main names, and file hashes, which are commonly used to detect malicious activity. From the
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Table 6. Classification of Research Purposes of CTI Articles Using LLMs®

Article Year | Enhancing the accuracy of | Benchmarking LLMs on | Developing LLM-based interactive
traditional CTI tasks CTI-specific tasks systems to support operations

Giuseppe Siracusano et al. [202] | 2023 v

Gao et al. [64] 2024 v

Hu, Yuelin, et al. [88] 2024 v

Yutong Cheng et al. [46] 2024 v

Liangyi Huang et al. [89] 2024 v

Yongheng Zhang et al. [254] 2024 v

Romy Fieblinger et al. [62] 2024 v

Reza Fayyazi et al. [61] 2024 v

Xu, Ming, et al. [238] 2024 v

Samaneh Shafee, et al. [198] 2024 v

Ji, Hangyuan, et al. [101] 2024 v

Wei Peng et al. [169] 2024 v

Dipkamal Bhusal et al. [29] 2024 v

Norbert Tihanyi et al. [219] 2024 v

Xiaoqun Liu et al. [126] 2025 v

Dong, Ye, et al. [58] 2025 v

Alam, Md Tanvirul, et al. [9] 2025 v

Javier Yong et al. [249] 2025 v

Emanuele Mezzi et al. [138] 2025 v

(@)There are three research purposes for CTI articles using LLMs. The check marks (v') indicate the research purpose of
the article.

results of the surveys conducted in this review, we found that there are issues related to datasets
with respect to current research on CTIL. That is, although the total number of datasets and types
of information sources have been evaluated in studies, the number of vendors included in the
datasets has rarely been considered. Vendors likely include different numbers and types of IoC
in their security reports and there are differences in the match rate of IoCs with vulnerabil-
ity information databases or other sources. Evaluation results thus depend on which vendors
are included in the dataset. Therefore, this section provides a detailed description of collected
datasets.

5.2 loC Extraction Results for Surface Web Datasets

Table 7 lists the total number of issues for security reports issued by various vendors and the
corresponding IoC extraction results. These security reports are for the same period, but as shown
in the table, there are differences in the total number of issues. The tendencies of IoCs included in
the security reports are also different. Some security reports contain many IoCs, whereas others
contain many specific types of IoC. Some vendors include a tabular list of IoCs related to cyber
attacks in their security reports. The number of CVEs included in security reports also varies
significantly among vendors. Security reports from vendors that include many CVEs are considered
to be easier to match with vulnerability databases.

Table 8 lists the total number of issues in two public databases and the corresponding IoC
extraction results. NVD contains vulnerability-related information, whereas ExploitDB contains
exploit-code-related information. Since many IoCs are included in each database, these databases
are used in many CTlI-related studies. NVD, but not ExploitDB, has JSON feeds. As described
in Section 4.1.2, many researchers use vulnerability-information databases, some use the IoCs
shown in Table 8, and others use descriptions of vulnerabilities. Many studies have verified the
consistency of described information by matching them with other information sources, such as
security reports. As mentioned above, ExploitDB is less commonly used than NVD because of the
burden of constructing the dataset. However, information from ExploitDB is frequently used in
security operations, as there are cases in which vulnerabilities are exploited when exploit code is
uploaded to ExploitDB.
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Table 7. Collected Security Reports and Corresponding loC Extraction Results®
IoC Extraction

Security Report Total IPv4 FQDN Email URL Filename Hash CVE
Vendor A 70,682 363 1,414 544 813 970 8,722 2,668
Vendor B 155,430 || 15,227 19,668 365 2,675 15,209 38,374 4,621
Vendor C 49,320 3,525 8,569 698 3,404 5,199 10,196 1,003
Vendor D 16,620 11 650 171 323 48 2,647 43
Vendor E 38,073 354 1,992 18 1,073 839 1,150 711
Vendor F 14,321 2,278 5,371 36 1,064 488 1,114 71
Vendor G 3,185 63 465 11 314 244 364 52
Vendor H 8,978 189 439 5 291 575 1,300 2,059
Vendor I 20,648 326 934 962 368 1,314 2,836 842
Vendor ] 3,825 230 259 13 43 98 74 12
Vendor K 4,063 5 596 34 89 30 931 0
Vendor L 8,001 680 1,067 51 269 1,028 1,219 101
Vendor M 2,8334 1,782 4,421 185 2,045 5,261 2,118 506
Vendor N 5,679 66 449 4 179 128 630 12
Vendor O 90,918 1,909 311 257 144 410 3,996 60,421
Vendor P 10,628 301 1,276 20 312 632 2,314 27
Vendor Q 41,997 847 3,643 232 1,336 2,253 6,014 378

<a>Seculrity reports issued between January 1, 2016, and February 4, 2022, are included in each collection. “Total”
indicates the number of reports collected. We used Cyobstract [52] as the IoC extraction tool.

Table 8. Collected Public Database Information and Corresponding loC Extraction Results®

IoC Extraction
Public Total IPva FQODN Email URL Filename Hash CVE
Database
NVD[155] 2,453,237 || 146,440 757,269 183,180 740,275 82,661 14,882 224,204
ExploitsDB[162] 532,799 11,661 131,947 14,520 106,532 78,320 12,341 29,873

(@Information released between January 1, 2016, and February 4, 2022, is included in each collection. “Total” indicates the
number of reports collected. We used Cyobstract [52] as the IoC-extraction tool.

5.3 loC Extraction Results for Dark Web Datasets

Table 9 shows various properties of information collected from market and forum sites on the Dark
Web. Three market sites and one forum site are included. Their description languages and collection
periods are shown in the table. For the market sites, “Number of Goods” indicates the number of
cyber-security-related products collected and “Number of Sales Vendors” indicates the number
of sellers of those products. For the forum sites, “Number of Threads/Comments” indicates the
number of cyber-security-related threads and comments and “Number of Contributors” indicates
the number of thread moderators and commenters. Table 10 lists the total number of issues for four
Dark Web sites and the corresponding IoC extraction results. For the forum sites, [oC extraction was
performed on each collected comment. As shown in Table 10, the IoCs included in the information
collected from the market sites are unbalanced, with large numbers of FQDNs, URLs, and file names.
Those collected from the forum site are more balanced. As described above, there is a large amount
of attacker-side information on cyber attacks on Dark Web sites. However, it is difficult to correlate
the information with that on Surface Web sites by simple IoC matching. It is also important to take
into account the tendencies of the information contained on Dark Web sites. For forum sites, IoCs
related to CVEs are included. However, in many cases, they are not comments on unpublished
vulnerability information; instead, they include quotes from NVD information.
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Table 9. Collected Information from Market and Forum Sites on Dark Web

Name Language Lifetime Number of Number of
Goods Sales Vendors
ASAP® English | March 2020 to January 2021 4,252 40
DarkMarket | English June 2019 to January 2021 9,380 131
DarkFox English April 2020 to January 2021 2,622 55
Name Language Lifetime Number of Number of
Threads/Comments | Contributors”
Dread English February 2018 to March 2021 189,260 / 673,481 62,203

@Formerly ASEAN Market.
(®)Total number of thread creators and commenters.

Table 10. Collected Dark Web Information and Corresponding loC Extraction Results®

IoC Extraction
Dark web Site Total || IPv4 FQDN Email URL Filename Hash CVE
Category
ASAP Market 4,252 13 1,270 0 45 369 2 0
DarkMarket Market 9,380 63 1,881 1 678 149 65 2
DarkFox Market 2,622 12 194 8 85 182 2 0
Dread Forum 673,481 721 60,671 6,517 29,347 8,882 748 61

(Dnformation released between January 1, 2016, and February 4, 2022, is included in each collection. “Total” indicates the
number of reports collected. We used cyobstract [52] as the IoC extraction tool.

Table 11. Top 10 Combinations with Highest Number of loC Matches

Sources [ IoC key [ Number of matched IoCs

NVD, ExploitsDB CVE 24,339
NVD, Vendor O CVE 24,130
NVD, ExploitsDB File name 9,904
NVD, Vendor D CVE 4,104
NVD, ExploitsDB FODN 4,034
NVD, ExploitsDB URL 3,689
Vendor D, Vendor O CVE 2,967
NVD, Vendor E CVE 2,419
Vendor E, Vendor O CVE 2,254
NVD, Vendor G CVE 2,039

5.4 loC Match Rate Between Two Information Sources

Table 11 lists combinations of information sources and IoC keys in order of the highest number of
extracted IoC matches. IoCs related to CVEs on many sites have a large amount of overlap with
NVD. Some vendors, such as Vendor D and Vendor O, also have a considerable amount of overlap
with NVD. By focusing on IoCs related to CVEs on these sites, it is considered easier to extract
related cases for different vendors. Figure 4 shows the percentage of matching IoCs between NVD
and various security reports. These IoCs include CVEs and all IoCs listed in Table 7. Although some
vendors, such as Vendor A, Vendor E, Vendor H and Vendor O, have a high percentage of matching
IoCs with NVD, many have less than 10%. This is because the degree to which vendors cite NVD
vulnerability information in their reports varies from vendor to vendor. The results suggest that the
evaluation results vary depending on which vendors are included in the dataset when evaluating
the relationships or inconsistencies of IoCs between NVD and security reports.
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Fig. 4. Percentage of loCs matching with NVD.

5.5 Guidelines for CTI Datasets

In the measurement study, we gathered data from two types of information source and examined
the data by extracting and matching IoCs. Please note that although a public release of our dataset
is restricted due to copyright and legal considerations, we plan to share it with trusted academic
collaborators under appropriate agreements. Detailed information regarding dataset availability
will be provided on our dedicated dataset sharing website [199]. As presented in Sections 5.2, 5.3,
and 5.4, we identified three types of characteristics and insights from the collected data.

First, there is a significant bias in the number of each type of IoC. Some datasets from the Dark
web do not include all types of IoC. For instance, the DarkFox dataset has no IPv6 or file path IoCs.
Second, certain types of IoC show strong variations across datasets. For instance, the number of
file path IoCs is 19,491 in ExploitDB but only 381 in NVD. Third, there is a substantial number of
duplicate IoCs across datasets. For example, there is an overlap of 24,339 IoCs between NVD and
ExploitDB.

Such biases and overlaps could significantly impact the results of experimental evaluations in CTI
research. Therefore, to ensure a balance among the different types of IoC, it is essential to construct
public datasets based on the insights gained from our measurement study. A well-balanced dataset
is a critical tool for future work in CTI research.

To construct a well-balanced dataset, the following points should be considered.

(1) When using a dataset from a security report, it should be considered that vendors include
different numbers and types of IoC, as shown in Table 7. For example, studies that aim at
extracting IoCs and those that aim at extracting attack techniques require different types of
IoC.

(2) Many studies match a security report dataset with vulnerability information or ExploitDB.
As shown in Table 7, the number of CVEs included in security reports varies widely among
vendors. Furthermore, as shown in Table 10, the number of matched IoCs in security reports
and various databases also varies widely. Therefore, for a practical evaluation, the bias among
the original datasets should be considered when constructing the experimental dataset.

(3) When using a Dark Web dataset, it should be assumed that the types of IoC included are
very different from those in a Surface Web dataset, as shown in Table 9. Regarding the time
series of cyber attacks, Dark Web datasets contain more information before a cyber attack
occurs, whereas Surface Web datasets contain more observed information after the cyber
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attack occurs. Therefore, when merging data from the Surface Web and the Dark Web, it
should be considered whether the IoCs that can be merged are included in the first place.

6 Open Issues and Suggestions for Future Research

In this section, we present the main open issues in CTI research.

6.1 Datasets

Datasets play a crucial role in CTI research and significantly impact the performance of proposed
methods. As described in Section 4.1, the total number of datasets and the types of information
sources vary significantly across different works and there is a lack of standardized criteria for
determining the type and number of vendors included in datasets. In most cases, CTI research relies
on datasets originally collected for a specific purpose. These datasets are not made available to the
broader research community. Consequently, it is extremely challenging for other researchers to
reproduce previous work and make comparisons under the same conditions.

To address this gap, there is an urgent need for large, representative, and publicly accessible
datasets that encompass the diversity of information sources and vendors in this field. Furthermore,
the structure and content of data differ significantly among various types of information source. For
example, vulnerability information is often described using CVEs and is typically structured in JSON
format, whereas Dark Web data describe underground business transactions and are often available
in HTML format. Therefore, the creation of public datasets tailored to specific information sources,
such as the Dark Web, should be considered. To gain deeper insights into the development of public
datasets, we conducted a measurement study. The insights obtained from this measurement study
are presented in Section 5.

6.2 Purpose

Given the potential to gain insights into future research directions from the research purpose, we
analyzed the objectives of previous works over time. As shown in Section 4.2, we observed that IoC
extraction continues to dominate the field of CTI research. However, there has been a shift in focus
toward areas such as threat hunting, inconsistency analysis, and identification of security-related
trends. Considering that the ultimate goal of CTI research is to expedite the analysis process and
alleviate the workload of security specialists and technicians, the current objectives may not fully
meet these requirements.

Therefore, two open issues need to be addressed in future work. First, to enhance the understand-
ing of extracted information, it is crucial to create an overview of an attack campaign, which cannot
be obtained solely through IoC extraction. For example, one should consider what techniques were
employed in the attack campaign, who the attackers were, and when they conducted the campaign.
Second, to facilitate security operations, the usefulness and effectiveness of extracted information
should be verified based on user studies involving security operators. These studies can assess how
helpful this extracted information is and how it can facilitate their analysis process.

6.3 Approach

The effective automation of the extraction of CTI-related information has been a primary concern in
CTIresearch. As described in Section 4.3, a wide array of data mining methods have been developed
for this purpose. These methods span the spectrum from traditional machine learning techniques,
such as the k-means method and random forest, to deep learning approaches such as CNNs and
LSTM. Notably, many recent CTI-related studies have adopted graph-structure-based analysis
methods, such as GCNs, ontologies, and knowledge graphs. The information in CTI-related datasets
often exhibits significant relationships and consistency, making it suitable for representation as a
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graph. Regardless of the specific method employed, the primary goal is to achieve high accuracy in
information extraction, often without consideration of other relevant indicators.

Given the vast volume of CTI-related information on the web, it is essential to address the
challenge of efficiently processing large-scale datasets in a scalable manner. Furthermore, the
structure of datasets is complex and the number of vendors and types of information source can
change rapidly during new attack campaigns. Future research should focus on developing robust
methods capable of handling such dynamic scenarios.

6.4 Consideration of Cognitive Biases in Dataset Construction

The focus of this review is the technical and structural characteristics of CTI datasets (e.g., coverage,
source diversity, and statistical balance). It is also important to acknowledge the role of cognitive
biases and logical fallacies in shaping how such datasets are constructed and interpreted. For
instance, confirmation bias (the tendency to seek or interpret evidence in a way that confirms
existing beliefs) can affect labeling decisions or the selection of data sources. Similarly, anchoring
bias may lead analysts to overemphasize initial reports or high-profile incidents and illusory
correlation may cause the misinterpretation of unrelated events as causally linked.
In the context of CTI, such biases may manifest in subtle ways:

— Overrepresentation of threats from well-known actors, with emerging or underreported
threats ignored.

— Biased inclusion criteria based on historical datasets or vendor preferences.

— Overfitting of analytical models to anecdotal or outlier cases.

To mitigate these risks, we suggest incorporating bias-aware practices, such as:

— Engaging diverse annotators and applying inter-rater reliability checks.

— Introducing “blind labeling” protocols where contextual details are hidden during annotation.
— Documenting data curation decisions with transparent justifications.

— Periodically reviewing assumptions embedded in taxonomy and label design.

Although our review does not empirically evaluate these aspects, we believe that incorporating
bias analysis into future CTI research will enhance the objectivity and trustworthiness of CTI
systems. We hope that this brief discussion will encourage further interdisciplinary work in this
area.

6.5 Dataset Accessibility and Traffic Light Protocol Considerations

Although our review focuses on publicly available CTI datasets, it is important to recognize that a
large portion of actionable CTI is exchanged through restricted channels governed by the Traffic
Light Protocol (TLP). TLP is a widely used information sharing framework that assigns sensitivity
labels to control how far information may be distributed. In this review, we intentionally excluded
TLP-classified datasets, as they are not publicly accessible and are often subject to non-disclosure
agreements or trust-based sharing rules. We relied solely on TLP: CLEAR or unclassified sources,
such as published vendor reports, community-shared OSINT, and web-crawled data. Nevertheless,
the absence of TLP-sensitive intelligence in academic research may lead to important gaps in
representativeness. High-fidelity threat data, such as zero-day IoCs or advanced persistent threat
tactics, may circulate exclusively within closed groups (e.g., Information Sharing and Analysis
Centers, computer emergency response teams), and thus would be missing in public benchmarks.
To address this issue, we propose two future research directions:

— TLP-aware metadata annotations: Even if raw data cannot be shared, researchers could
develop standards to label the inferred sensitivity level (e.g., “likely TLP: AMBER”) of dataset
components. This could help benchmark the coverage vs. sensitivity tradeoff in dataset design.
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— Trusted research partnerships: Institutions could establish secure collaboration models with
information sharing groups, enabling academic researchers to access TLP-classified data under
ethical and contractual safeguards (e.g., Memorandums of Understanding, audit protocols).

We hope that this discussion will provide a foundation for future efforts to align research-oriented
CTI datasets with the realities of operational intelligence sharing.

6.6 Geographical and Source Diversity Considerations

In constructing CTI datasets, a common tendency is to rely heavily on reports published by
major cyber security vendors. These reports are often easily accessible, regularly updated, and
structured in ways that facilitate parsing and annotation. However, this vendor-centric approach
may introduce source and regional biases. For instance, CTI from independent researchers, open
source communities, computer emergency response teams, and non-commercial collectives is often
underrepresented in research datasets, despite offering valuable, sometimes more ground-level per-
spectives. Examples include contributions from the SANS Internet Storm Center, national computer
emergency response team blogs, or open CTI efforts in underrepresented regions. Moreover, the
dominance of English-language reports and vendors headquartered in North America and Europe
could limit the linguistic and geographical representativeness of threat coverage. Regional advanced
persistent threat activity, nation-specific malware campaigns, or indigenous response strategies
may go unnoticed in the research literature, which is primarily based on Western sources.
To address this gap, future research could explore:

— Inclusion of non-English CTI sources (e.g., Chinese, Russian, Arabic) using multilingual NLP
pipelines.

— Development of source diversity metrics to assess the balance of vendor vs. non-vendor
coverage.

— Engagement with community-driven intelligence platforms and regional computer security
incident response teams for localized threat perspectives.

Although our review focuses on vendor-based, English-language public reports, we acknowledge
that this as a limitation and highlight the need for greater diversity in data sourcing as an important
open issue for future CTI dataset design and evaluation.

7 Conclusion

We described research trends toward the realization of the cross-analysis of various types of CTL
In addition to the further development of the approaches and systems reviewed here, it is expected
that these approaches and systems will be adopted to solve open issues, such as the construction
and evaluation of CTI provision and analysis systems that are more in line with the reality of
security operators’ security incident response operations.
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