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This thesis examines how cybersecurity incident response capabilities can be improved in the
Finnish financial sector by analyzing governance, communication, and skills coordination during
cyber incidents. The study was motivated by the Nordea 2024 distributed denial-of-service at-
tacks, which revealed challenges in resilience and communication despite the sector’s high cy-
bersecurity maturity. The main research question addresses how the Finnish financial sector can
improve its incident response capabilities.

The study employs a qualitative, descriptive case study strategy based on a systematic litera-
ture review, document analysis, and six expert interviews. The theoretical foundation draws from
cybersecurity governance frameworks, including ISO/IEC standards, NIST SP 800-61r3, and the
European Cybersecurity Skills Framework.

Findings indicate that while preventative measures are advanced, communication rigidity,
fragmented accountability, and limited integration of learning processes hinder agile incident re-
sponse. The thesis highlights that effective incident response requires continuous learning, adap-
tive situational awareness, and clear role coordination. The study contributes by contextualizing
the ECSF within financial-sector cybersecurity and by offering a novel framework for aligning
competencies with governance structures to strengthen organizational resilience.

Keywords: cybersecurity, financial sector, incident response, resilience, governance,
European Cybersecurity Skills Framework
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kyyksia voidaan parantaa Suomen finanssialalla. Aihetta tutkitaan analysoimalla hallintoa, vies-
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paatutkimuskysymys kasittelee sita, miten Suomen finanssiala voisi parantaa kyvykkyyksiaan
reagoida kyberturvapoikkeamiin.

Tutkimuksessa kaytetaan laadullista, kuvailevaa tapaustutkimusstrategiaa, joka perustuu sys-
temaattiseen kirjallisuuskatsaukseen, dokumenttianalyysiin ja kuuteen asiantuntijahaastatteluun.
Teoreettinen perusta rakentuu kyberturvallisuuden hallintokehyksiin, mukaan lukien 1ISO/IEC-
standardeihin, NIST SP 800-61-r3 -viitekehykseen ja eurooppalaiseen kyberturvallisuuden osaa-
miskehykseen.

Tulokset osoittavat, ettd vaikka ennaltaehkaisevat toimenpiteet ovat edistyneita, viestinnan
jaykkyys, hajanaiset vastuut ja rajoittunut oppimisprosessien integrointi hidastavat ketteraa rea-
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1. INTRODUCTION

This chapter introduces the research topic, the background and motivation behind the
research. The research questions related to this topic and the purpose of the research

are discussed, and finally, the thesis structure is presented.

1.1 Background and motivation

Cybersecurity in the financial sector is fundamentally different from other industries. The
financial sector is part of critical infrastructure, which makes it an attractive target for
cyberattacks (Didenko, 2020). For this reason, the industry operates under heavy regu-
latory oversight from both international and national bodies, which enforce security and

resilience measures.

The European financial sector operates under a complex regulatory landscape, with mul-
tiple authorities issuing guidance and oversight on cybersecurity. Key actors include the
European Banking Authority (EBA), which sets industry-wide guidelines with strict stand-
ards and reporting requirements (EBA, 2019), and the European Central Bank (ECB),
which oversees cybersecurity testing through frameworks such as TIBER-EU (Threat
Intelligence-based Ethical Red Teaming) to strengthen institutions’ resilience through
simulated attacks (European Central Bank, 2023). Additionally, the European Union
Agency for Cybersecurity (ENISA) provides coordination, threat intelligence, and support

for implementing EU-wide directives such as DORA (Digital Operational Resilience Act).

Nationally, Finland’s cybersecurity landscape in the financial sector is shaped by Trafi-
com’s National Cyber Security Centre and Financial Supervisory Authority (FIN-FSA),
which guide, assist, and supervise organizations with implementing cybersecurity best
practices in the industry. In Finland, the financial sector has previously been reported to
be the third most advanced industry in terms of cybersecurity, after telecommunications
and ICT and software (Huoltovarmuuskeskus, 2022). However, the pressure on the al-
ready targeted industry has grown. Internationally cybersecurity attacks, especially de-
nial-of-service attacks have increased both in size and volume over the past few years
(de Neira et al., 2023). National Cybersecurity Centre of Finland has reported that the
amount of denial-of-service attacks has grown in Finland, however prolonged attacks

disruptive to organizations are still rare (Kyberturvallisuuskeskus, 2024a).



In September 2024, Nordea experienced a prolonged denial-of-service attack, disrupting
banking services across multiple regions. Nordea reported that the attack generated up
to 15 million service requests per second (Toivonen, 2024). While this is a considerable
amount, it is not unprecedented (de Neira et al., 2023). According to Nordea, other major
Nordic banks, such as SEB and Swedbank, were also targeted at the same time and this
attack was intended to disrupt the entire Nordic finance sector (Malminen, 2024). Nota-
bly, the attack coincided with a scheduled maintenance of Nordea’s IT systems
(Malminen & Kinnunen, 2024), which could raise questions about whether it exploited

existing vulnerabilities.

Nordea claimed that this was part of a broader, organized attack targeted toward the
entire Nordic financial sector, with indications that a state actor could be involved. Cy-
bersecurity experts have found it exceptional that Nordea itself publicly suggested a pos-
sible state-sponsored attack. (Toivonen, 2024) Targets of cybersecurity attacks typically
avoid attributing blame without definitive proof. However, it must be noted that Nordea’s
communication is not entirely impartial, as maintaining customer trust and reputation is
crucial for its business. Another unique feature of the case is that Danish news media
claimed Nordea had not conducted appropriate disaster recovery testing in decades and
still relied on outdated systems and hardware that failed to recover as expected. Nordea
denied these claims. (Vento, 2024)

Most cybersecurity guidelines focus on prevention measures instead of reaction and re-
covery. This is understandable, as it is much harder to mitigate denial-of-service attacks
once they are launched (Zargar et al., 2013) and the best way in general to prevent
damages is to prevent the attack from happening in the first place (de Neira et al., 2023).
In this regularly stress-tested, heavily supervised, and regulated environment, the
Nordea incident seems unusual. In theory, it should not have happened. But the question
is whether cybersecurity can be designed in a resilient and sustainable way. Cyber resil-
ience refers to the ability to absorb, adapt to, and recover from cyber disruptions while
maintaining continuity of critical functions (Dupont, 2019; Petrenko, 2019). It is enabled
by governance, preparedness, learning, and organizational culture (Petrenko, 2019). Cy-
bersecurity research deems cybersecurity risks unavoidable (Uddin et al., 2020) and
cyber resilience research even aims for cybersecurity as an industry to evolve into resil-
ience where it is able to maintain organizational continuity during cyber events (Bjoérck et
al., 2015).

This thesis examines how organizations in the Finnish financial sector could improve
their incident response capabilities using Nordea’s September 2024 incident as a de-

scriptive case. By analyzing the regulatory environment, best practices, and challenges



faced during an attack, the study aims to contribute to a more resilient cybersecurity
approach for Finnish financial institutions utilizing information and knowledge manage-

ment perspectives and processes.

1.2 Research questions and objectives

The purpose of this study is to explore the current state of incident response in the Finn-
ish financial sector and examine how incident response should be implemented when a

cyberattack successfully disrupts business operations.

The financial sector is heavily regulated, with multiple frameworks, guidelines, and leg-
islation designed to guide cybersecurity efforts (Calliess & Baumgarten, 2020; European
Commission, 2025). However, these frameworks primarily emphasize preventive
measures, focusing on identification and protection (ISO/IEC 27001, 2023). While such
measures are essential, cybersecurity frameworks and cybersecurity research increas-
ingly recognizes that not all attacks can be prevented, and incidents are inevitable
(Naseer et al., 2024). This is when the ability to respond and recover effectively becomes

crucial.

This study aims to address the existing gap by shifting the focus from prevention to re-
sponse and recovery. By applying information and knowledge management practices,
the research will aim to develop an incident response process model tailored to the spe-
cific needs of the Finnish financial sector. The goal is to enhance organizational resili-
ence and improve existing incident response processes to avoid incidents like the

Nordea case.

To better define the scope of the study, the research topic definition has been narrowed

down, as illustrated below in Figure 1.

Incident Responce Process Development

Role Clarity and
Governance in Incident
Response

Figure 1: Scope and focus of the research



Figure 1 illustrates the progressive narrowing of this study’s focus, which starts from the
broad domain of cybersecurity in the financial sector and arrives at a specific emphasis
on role clarity and governance in incident response. The narrowing reflects the re-
search’s pragmatic aim of producing practically applicable insights. This gradual specifi-
cation reflects both the complexity of the topic and the necessity of defining clear bound-
aries for the research. Rather than concentrating on a single attack type, this study fo-
cuses on disruption to business operations, acknowledging that various forms of cyberat-
tacks may lead to similar challenges in response and recovery. In addition, given the
rapid evolution of attack and defense technologies, and the fact that successful attacks
often exploit unknown vulnerabilities, it is not appropriate to focus on individual, currently
known attack methods from a resilience perspective. The emphasis is on organizational

resilience, rather than technical aspects of attack vectors.

In order to capture the full scope of roles and responsibilities involved in incident re-
sponse, the research adopts a broader role-based perspective, drawing on the European
Cybersecurity Skills Framework (ECSF) to identify the key professional roles and com-
petencies required for effective response. While larger financial institutions such as
Nordea provide illustrative context, the study does not limit its scope to them, and insights

are intended to be relevant across the Finnish financial sector.

EU-level regulations such as DORA and NIS2 will be examined to understand the regu-
latory requirements and guidance shaping incident response responsibilities. The study
remains focused on processes, governance structures, and role coordination during and
after incidents and does not focus on specific technical implementations or tooling. While
incident prevention remains a background consideration, the core interest lies in the re-

sponse and recovery phases, where cyber resilience is most directly tested.
The main research question is:

¢ How could the Finnish financial sector improve its incident response capabilities?
The sub-research questions are:

o What is the current state of incident response practices in the Finnish financial

sector?

¢ How do current practices differ from existing frameworks or best practice in inci-

dent response?

e How could the European Cybersecurity Skills Framework be used to identify and

address skills gaps in incident response?



This study follows a qualitative empirical research approach to explore how the incident
response capabilities of the Finnish financial sector could be improved. The purpose is
to study the current state of incident response practices in the Finnish financial sector,
how the practices differ from existing frameworks or best practices and how the Euro-
pean Cybersecurity Skills Framework could be used to identify and address possible

skills gaps in incident response.

A descriptive case study strategy is used to gain in-depth insights into real-world cyber-
security incident response processes and practices. The theoretical background for the
empirical research will be based on systematic literature review collecting the most rele-
vant cybersecurity research of the financial sector, the most widely used frameworks,
best practices, and standards as well as the most prominent regulations affecting cyber-

security in the Finnish financial sector.

Data will be collected through semi-structured interviews with cybersecurity profession-
als with experience in the financial sector and incident response. In addition, a document
analysis on incident reports and news articles of the Nordea incident will be conducted.
The interviews will provide professional insight into incident response processes, while
document analysis will help contextualize these findings within existing practices and

cases.

For data analysis, thematic analysis will be applied to identify key patterns and strategies
used in reaction and recovery efforts. This approach ensures a comprehensive under-
standing of how leadership influences cybersecurity resilience beyond prevention-fo-

cused measures.

1.3 Research structure

The first chapter of the thesis introduces the research topic, its significance and the mo-
tivation behind the research. The research questions and the objectives are discussed.
The second chapter discusses the research methodology of the empirical research. The
methodological choices will be presented, including research design, strategy and time
horizon. The methodology for a systematic literature review for the theoretical back-
ground is presented. The methodology is presented before the theoretical chapters be-
cause these choices are relevant to the literature material, which partly become empirical
data through standards and regulations, among other things. The data collection and

data analysis relevant to the empirical part of the study are presented in later chapters.

The third chapter begins the theoretical background behind the research, which has been

collected with systematic literature review. The third chapter focuses on cybersecurity in



the financial sector, exploring relevant research on the cybersecurity landscape and in-
frastructure, challenges, and the regulatory environment of the financial sector. The aim
is to define what the state of cybersecurity in the financial sector is, what are the common
challenges and how the regulatory and supervisory environment expects financial insti-

tutions to answer them.

The fourth chapter continues the theoretical background by discussing cybersecurity
governance and frameworks. Governance models, frameworks and standards are ana-
lyzed to understand how cybersecurity is managed, governed and what the tools for im-
plementing cybersecurity best practices are. Frameworks and standards are evaluated
based on how they help the financial sector standardize these guidelines and enhance
incident response. The European Cybersecurity Skills Framework roles are introduced

and analyzed in terms of how they will contribute to incident response.

The fifth chapter discusses incident response in the financial sector. The principles of
how incident response is managed and should be managed are discussed, the most
relevant standards, and the current state of recovery and business continuity are ana-
lyzed. Lastly, the roles, coordination and governance in incident response are explored

and how incident response can be enhanced by integrating role frameworks.

The sixth chapter introduces the data collection and analysis methodology for the empir-
ical research. The chapter discusses how document data has been collected and semi-
structured interviews have been conducted. Data analysis approach is introduced with
examples of how data is coded and themes are derived. The results of the empirical
study are presented in the seventh chapter where document data and interview data are

presented separately.

Chapter eight focuses on the discussion, comparison, and combination of the results.
The discussion takes into account the connection of the results to the theoretical chap-
ters of the literature review. The final, ninth chapter is the conclusion of the study with

key findings, evaluation of the study, and suggestions for future research.



2. RESEARCH METHODOLOGY

This chapter explains the research design, framework and methodological choices be-
hind them. The choices have been made based on the objectives of the research and
what it aims to achieve. Methodological choices are also selected to serve the research
questions presented and are based on the available data sources and on the intended
contribution to both academic knowledge and practical application. According to Puusa
et al. (2020), the success of a study depends on the internal coherence and balance
between its different components. This chapter presents the overall research framework

by outlining the methodological choices made.

2.1 Research design

This study follows the scientific framework proposed by Saunders et al. (2019) to struc-
ture the research design systematically. The framework provides a logical and layered
approach to research that helps align philosophical assumptions, methodological
choices, and data collection techniques with the research objectives. Following Eriksson
& Kovalainen (2008), understanding and explicitly articulating philosophical assumptions
enhances transparency by revealing how knowledge is produced, what kind of
knowledge it represents, and how it relates to existing bodies of knowledge. This reflec-
tion is especially important in qualitative research, where the researcher’s interpretive
role inevitably shapes the construction of meaning (Eriksson & Kovalainen, 2008; Puusa
et al., 2020).

The chosen research philosophical stance for this study is pragmatism, as it provides
the most suitable foundation for exploring and improving cybersecurity incident response
within the Finnish financial sector. Pragmatism acknowledges that reality is complex and
that knowledge is constructed based on the research context and the practical useful-
ness of findings (Saunders et al., 2019). It emphasizes problem-solving and actionable
usefulness of knowledge rather than commitment to any single ontological or epistemo-
logical position (Farjoun et al., 2015; Saunders et al., 2019). Its central principle is that
knowledge should be valued according to its consequences in action, meaning what it

enables actors to do in complex real-world situations (Farjoun et al., 2015).

This research seeks not only to understand how incident response currently functions
and identify possible gaps between frameworks and best practices, but also to generate

actionable insights to improve incident response capabilities. As Goldkuhl (2012) notes,



pragmatism extends interpretivist thinking by emphasizing practical application of under-
standing in real-world contexts. While interpretivism focuses on generating deep insights
into social meanings and experiences, pragmatism builds on this by valuing knowledge
for its capacity to improve practice. Consequently, pragmatism therefore provides a fit-
ting philosophical stance for a study that bridges theoretical understanding with applied

problem-solving.

Moreover, pragmatism avoids rigid dualism between objectivity and subjectivity or be-
tween theory and practice (Farjoun et al., 2015). This flexibility is crucial for research in
cybersecurity, where phenomena are socio-technical and constantly evolving (Walton et
al., 2021). This approach allows the study to combine theoretical frameworks such as
ISO standards and incident response models with empirical data from interviews and
documents, producing knowledge that is simultaneously analytical and actionable. Prag-
matism thus accommodates both the descriptive aim to depict how incident response is
organized, and the prescriptive aim to identify how it could be improved (Farjoun et al.,
2015; Goldkuhl, 2012).

Alternative philosophical orientations were considered. Constructivism was considered
appropriate since the study acknowledges that understanding of cybersecurity practices
is socially and contextually constructed (Eriksson & Kovalainen, 2008). Nevertheless,
constructivism does not sufficiently emphasize the instrumental value of knowledge in
improving practice. Pragmatism, in contrast, integrates these interpretive and construc-
tivist insights while focusing on their practical consequences, making it the most suitable
philosophy for a study situated at the intersection of theory and operational practice in
cybersecurity (Goldkuhl, 2012; Saunders et al., 2019).

The study adopts an abductive approach to theory development and reasoning, which
aligns with the pragmatist philosophy emphasizing iterative inquiry and learning from
practice (Farjoun et al., 2015; Goldkuhl, 2012). Abduction bridges deduction and induc-
tion. While deduction tests theory and induction builds theory from observation, abduc-
tion moves iteratively between empirical findings and theoretical concepts to refine both
(Eriksson & Kovalainen, 2008; Saunders et al., 2019). It is particularly suited for explor-
atory research where existing frameworks provide partial but incomplete explanations of

real-world practices.

In this study, abduction was operationalized through repeated movement between data
and theory. The initial framework was based on a systematic literature review, which

guided interpretation, but empirical findings prompted theoretical refinement. This pro-



cess reflects the pragmatist view of inquiry as adaptive sensemaking, where understand-
ing evolves through interaction between ideas and experience (Goldkuhl, 2012). Abduc-
tive reasoning also supports reflection on anomalies rather than their dismissal, enabling
theory development grounded in the practical complexities of incident response (Farjoun
et al., 2015). Consequently, abduction ensures methodological coherence by combining
theoretical grounding with openness to emergent insights, producing knowledge that is

both explanatory and actionable.

2.2 Research strategy

This study employs a descriptive case study research strategy to explore and explain
how incident response and recovery are organized in the Finnish financial sector. Case
study research is particularly appropriate when the research questions are descriptive
and context-sensitive, focusing on what is happening and how it unfolds in a real-life
context (Eriksson & Kovalainen, 2008; Yin, 2018). The aim of this study is to examine
the Nordea DDoS attacks of autumn 2024 and the organizational response to them,
which requires a detailed and holistic understanding of an event embedded within com-

plex organizational, regulatory, and societal structures.

Case study research should be understood as a research strategy rather than a method,
emphasizing rich, multi-source data and analytical depth over variable control or statisti-
cal generalization (Eriksson & Kovalainen, 2008). The descriptive orientation is suitable
because the study does not attempt to build or test theory but to produce a comprehen-
sive, empirically grounded account that reveals patterns, contradictions, and lessons rel-
evant to improving incident response capabilities (Flyvbjerg, 2006). As Flyvbjerg (2006)
argues, well-selected descriptive cases can yield transferable and practice-relevant in-

sights even without formal generalization.

The case study approach is also consistent with the pragmatist philosophy underpinning
this research (Saunders et al., 2019). Pragmatism values a situated, actionable under-
standing and recognizes that complex real-world phenomena such as cyber incidents
cannot be captured by universal values (Farjoun et al., 2015; Goldkuhl, 2012). Instead,
knowledge develops iteratively through engagement with practice and context. The case
study allows this iterative movement between theory and data, which is also character-

istic of abductive reasoning.

In this research, the Nordea incident forms a bounded and information-rich case through
which sectoral practices, communication, and regulatory interactions are examined. Ac-

cess to internal organizational data was not feasible, thus the study relies on triangulated
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data sources to ensure credibility (Puusa et al., 2020; Saunders et al., 2019). This strat-
egy reflects the pragmatist commitment to linking micro-level actions with macro-level
structures, showing how individual, organizational, and sectoral processes co-evolved

during crisis management (Farjoun et al., 2015).

2.3 Research methodology

Methodology refers to the organizing principles that guide how research questions are
approached and how knowledge is produced in practice (Eriksson & Kovalainen, 2008).
The methodological choices of this study are grounded in the research purpose which is
to describe, compare, and develop incident response practices, and in the pragmatist
philosophy, which emphasizes problem-solving and methodological flexibility (Farjoun et
al., 2015; Goldkuhl, 2012). Consequently, this study employs a multi-method qualitative
methodology, integrating document analysis and expert interviews to produce a compre-
hensive, context-rich understanding of cybersecurity incident response in the Finnish fi-

nancial sector.

A multi-method qualitative design was selected to capture the multifaceted nature of or-
ganizational incident response, which cannot be adequately understood through a single
data source. Document analysis and expert interviews complement one another by
providing distinct yet interrelated perspectives on the phenomenon. Document data,
such as standards, media articles, and public reports offer insight into official narratives,
institutional framing, and sector-level expectations, while expert interviews reveal practi-
tioners’ situated interpretations, reasoning, and tacit knowledge that are often absent

from formal documentation (Eriksson & Kovalainen, 2008; Puusa et al., 2020; Yin, 2018).

Such triangulation enhances credibility by allowing cross-verification of findings and the
identification of convergences or discrepancies between different forms of evidence
(Shenton, 2004). The approach also supports iterative theorizing, as empirical insights
from interviews can refine interpretations drawn from documents and vice versa. This
methodological pluralism reflects the pragmatist view that complex problems are best
studied through multiple, context-sensitive lenses rather than through a single methodo-
logical tradition (Farjoun et al., 2015; Goldkuhl, 2012). In combining document analysis
with expert interviews, the study gains both contextual breadth and interpretive depth,
producing a more comprehensive and credible account of incident response in the Finn-

ish financial sector.
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2.4 Time horizon

This study adopts a cross-sectional time horizon, i.e. data are collected and analyzed for
a bounded period to capture the situation as it appears rather than its evolution over time
(Flyvbjerg, 2006; Saunders et al., 2019). A cross-sectional design matches the descrip-
tive and current state focus of the research questions, exploring what incident response
practices are and how they operate now in the Finnish financial sector, rather than testing
temporal change or causal trajectories (Eriksson & Kovalainen, 2008; Maier et al., 2023).
It is also coherent with a descriptive case study strategy that seeks a rich, situated un-

derstanding of real-life contexts to inform practice (Yin, 2018).

Methodologically, a cross-sectional horizon supports the study’s pragmatist aim of pro-
ducing actionable knowledge for present decision-making in a complex socio-technical
domain (Farjoun et al., 2015; Walton et al., 2021). The Nordea 2024 DDoS incident pro-
vides a bounded, information-rich snapshot that enables triangulation of expert inter-
views with documentary sources to characterize incident response capabilities at a spe-
cific moment of practical relevance (Saunders et al., 2019). This offers a credible base-
line of current practices and gaps that can guide immediate improvements and scaffold

subsequent studies (Maier et al., 2023).

A longitudinal horizon would be appropriate for analyzing role evolution or regulatory
effects over time, which would require repeated organizational access and multiple
waves of data to observe change mechanisms (Eriksson & Kovalainen, 2008; Saunders
et al., 2019). Given access constraints and the thesis scope, such a design would be

impracticable here and misaligned with the present research questions.

The cross-sectional horizon is also compatible with abductive reasoning since iterative
movement between data and theory refines explanations without necessitating repeated
measurements (Eriksson & Kovalainen, 2008; Saunders et al., 2019). Choosing a cross-
sectional design is a methodologically coherent decision that aligns the research ques-
tions, strategy, philosophy, and practical constraints while delivering a rigorous, context-

rich baseline of incident response practices.

2.5 Systematic literature review

Theory plays a central role in qualitative research, as its aim is to understand the per-
spective of the research subjects, which requires close contact with them (Puusa et al.,
2020). For this reason, the theoretical framework for this study is compiled using a sys-
tematic literature review, as this allows for a sufficient understanding of the operating

environment for expert interviews and the context for analyzing documents describing
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the studied incident. A systematic literature review also enables careful examination of
concepts, which is important in qualitative research where they are key building blocks,

upon which empirical research later in this study is based on (Puusa et al., 2020).

Yin (2018) emphasizes that descriptive case studies must be guided by a theoretical
framework. The theoretical background is defined through a systematic literature review
following Fink’s (2005) model for structured literature reviews. The purpose is to utilize a
systematic literature review to construct a comprehensive understanding of a phenome-
non, as it synthesizes and condenses existing research and expert knowledge into a
structured overview (Salminen, 2011). Theoretical framework also helps to determine
empirical data collection. The results will aid with defining key concepts of the study and
the relationships between them to the subsequent qualitative research and data analysis

(Tuomi, 2018). The process is illustrated in Figure 2.

Formulation of research questions

Selection of data sources

Selection of search terms and queries

Screening and exclusion inclusion and exclusion criteria

Quality assessment and exclusion based on quality

Data extraction from included sources

Synthesis of results

Figure 2: Fink’s model for structured literature review

The formulation of research questions was introduced in Chapter 1.2. Data for the liter-
ature review was collected from various sources. The legislation and regulations regard-
ing cybersecurity and the financial sector were collected from the official websites of the
European Union and the websites of the different institutions of the EU that offered guide-
lines and recommendations. In addition, publications from EU institutions discussing the
current state of cybersecurity in the financial sector were selected. Reports of the na-
tional state of cybersecurity in Finland were selected from reliable organizations such as
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Traficom’s National Cybersecurity Centre and FIN-FSA. Frameworks and standards

were collected from the websites of the organizations that had developed them.

The research articles discussing and evaluating how frameworks were implemented in
the cybersecurity of the financial sector, what the current state of cybersecurity and inci-
dent response are, were collected from the database Andor, owned and managed by
Tampere University as well as from Google Scholar and a few from Scopus Al. The focus
was on peer-reviewed journals. The data sources included both financial and cyberse-

curity journals to assess both perspectives on the sector.

The search terms included cybersecurity, financial sector, incident response, business
continuity, crisis response, and cybersecurity governance. The different inflections of the
search terms were taken into account with the search commands. The search terms
were used in order to construct appropriate search queries to the databases. In addition
to the searches on databases, the bibliography of selected articles was manually
searched in order to find relevant sources. The searches were done from March 2025 to
April 2025. The publication date was limited to 2020-2025 because cybersecurity is
evolving rapidly and knowledge becomes outdated very quickly. The language of the

selected articles was solely English.

Articles that seemed to answer the research questions were selected based on titles and
abstracts. Some articles were excluded in the reading phase, because on closer inspec-
tion, they did not address relevant topics for the research. The purpose of this selection
process was to find research that discussed the current state of cybersecurity and inci-
dent response in the financial sector. The challenges, threats, and the implementation of

frameworks as well as compliance with regulations were also analyzed in the articles.

In total 24 research articles were chosen for the systematic literature review. All the cho-
sen articles were collected to a concise table to support transparency and the replicability
of the literature review. Bibliographical details, transparency of the selection logic and
information supporting quality assessment and search traceability are reported in the

table. The table can be found in Appendix A.

During the reading phase of articles, irrelevant ones were pruned. The themes of the
articles needed to contribute to the theoretical groundwork for the empirical research or
answer the research questions. Notes from the articles were written and sorted by

themes and by outlined chapters and topics.
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3.CYBERSECURITY IN THE FINANCIAL SECTOR

The financial sector has distinct cybersecurity challenges due to its role as critical infra-
structure, its heavy regulatory burden, and its reliance on both modern and legacy sys-
tems. As a highly targeted industry, financial institutions must navigate an evolving threat

landscape while ensuring compliance with complex regulations.

This chapter discusses the significance of the financial sector, the threat landscape and
challenges, and discusses how the regulatory environment and supervisory guidelines

take into account both the high expectations of the industry and the complex challenges.

3.1 The financial sector as critical infrastructure

The financial sector is classified as critical infrastructure both in Europe and globally.
Disruptions in this domain can cause widespread economic and societal consequences,
making its resilience a national and international priority (Calliess & Baumgarten, 2020).
Didenko (2020) notes that the financial sector has been prioritized for regulatory attention
because of its central role in maintaining public trust and its deep interconnection with
the broader economy. It has always been a primary target due to the critical nature of
the information they handle (Didenko, 2020).

The European Union has classified both banking and financial infrastructure as critical
infrastructure through the Directive on the Resilience of Critical Entities and requires its
member states to adopt the regular risk assessment as part of national strategy (Euro-
pean Commission, 2024). In Finland, no national critical infrastructure, critical sector or
operators were defined in legislation before 2025, when the legislation for the national

implementation of this EU directive was finalized (Ministry of the Interior, 2025).

The National Emergency Supply Agency is responsible for planning and operational ac-
tivities related to maintaining and developing Finland’s security of supply. It has been
defined that the role of the financial sector is to ensure that the services essential to the
functioning of the society continue to operate in all circumstances, manage the business
continuity of its own organization, and monitor the overall security of supply and resili-
ence of the sector. The financial sector is responsible for ensuring the availability of prod-
ucts and services in the event of disruptions and exceptions. (Huoltovarmuuskeskus,
2025) This definition highlights the high expectations for continuity and trust for the sec-

tor. The Finnish financial sector is broad and consists of banks, investment funds, finance
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companies, security brokers, life, pensions and non-life insurance companies (Finanssi-
ala Ry, 2024).

Over the past two decades, the financial sector has become deeply dependent on tech-
nology for all its operations and services (Calliess and Baumgarten, 2020). For example,
the number of transactions makes the operations of the sector infeasible without auto-
mated processing, networking and telecommunication (Varga et al., 2021). Digital infra-
structure is the backbone of financial activity from trading platforms to customer inter-
faces. This is why also digital infrastructure is covered by the EU directive on the resili-

ence of critical entities (European Commission, 2024).

As Uddin et al. (2020) observe, this increasing reliance on digital systems has signifi-
cantly exposed the sector to systemic risks. The highly connected nature of financial
networks means that a localized cyber incident could propagate through interdependent
systems with cascading effects. This is also noted by Carilo (2023), as cybersecurity
failures in the financial sector do not remain isolated incidents but they pose real threats
to the economy as a whole. The sector can be seen as a vital enabler of the functioning
of other sectors (Calliess & Baumgarten, 2020). Cyberattacks exploiting existing vulner-
abilities in financial institutions can potentially escalate into systemic cyber risks, threat-
ening the stability of the entire financial system (Carilo, 2023). Scholars argue that the
financial sector suffers from systemic cyber risk due to its complexity, interconnected-

ness and centrality in economic infrastructure (Uddin et al., 2020).

In addition to the financial sector’'s dependence on information technology, people are
increasingly dependent on financial services in their daily lives (Varga et al., 2021). In
Finland, the most popular method of strong authentication is bank IDs. In this case, the
user is dependent on the functioning of financial services to access Finnish e-govern-

ment services (Suomi.fi, 2025).

In response to its role as critical infrastructure, the financial sector has made significant
investments in cybersecurity. The financial sector takes cybersecurity very seriously,
which is particularly evident in the large cyber technology investments in the sector (Ud-
din et al., 2020). According to some assessments, such as ENISA’s, the sector has re-
sponded well to requirements and threats and is well developed in terms of cybersecurity
maturity. Only the telecoms sector is assessed as more mature among the critical sectors
in terms of cybersecurity. (ENISA, 2024) The rise of cyber incidents in the sector has
made financial institutions increasingly outsource their IT infrastructure to third-party ser-

vice providers (Clausmeier, 2023)
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Activity in the Finnish financial sector is subject to authorization, so only applicants who
meet the minimum regulatory requirements will be allowed to operate in the sector. In
order to obtain a license, the operator must demonstrate operational risk management,
meaning cybersecurity management is also examined before the start of operations. Cy-
bersecurity management is assessed by an independent third-party conducting a cyber-

security audit. (Finanssivalvonta, 2020)

After authorization is granted, the operator becomes subject to supervision by the Finan-
cial Supervisory Authority and is subject to continuous supervision. This supervision in-
cludes assessing cybersecurity implementation, conducting audits, and evaluating out-
sourcing. Cybersecurity must also be considered in situations where services are dis-
continued. A plan for the termination or transfer of services is often required at the stage

of applying for authorization to start operations. (Finanssivalvonta, 2020)

3.2 Cybersecurity threat landscape and challenges

The cybersecurity threat landscape facing the financial sector is uniquely complex,
shaped by interconnectivity, structural vulnerabilities, and evolving attack vectors. As a
critical infrastructure, the financial sector not only faces frequent and sophisticated
cyberattacks but also bears the risk that even localized incidents may trigger systemic
consequences (Uddin et al., 2020). The European Union Agency for Cybersecurity
(ENISA) has reported that cyber activity targeting financial entities increased notably
during the first half of 2024. This trend is attributed to several factors such as geopolitical
instability, matured incident detection and reporting, new legislation, and increased me-
dia attention to financial cyber incidents (European Union Agency for Cybersecurity,
2025). However, the number of reported incidents does not correspond to the number of

attacks. Rather, it can signal heightened capacity for visibility and accountability.

ENISA’s latest observations show that banks are the most frequently affected, while ac-
counting for 46% of reported incidents. The dominant attack vector was distributed de-
nial-of-service, representing half of all incidents, and remaining the most reported threat
across all quarters in the period of January 2023 to June 2024. (European Union Agency
for Cybersecurity., 2025) This pattern aligns with the findings of Varga et al. (2021),
which identify the two primary cyber targets in the finance sector as the technical infra-
structure of the markets and the human and organizational actors within them. The num-
ber of incidents was reported to rise significantly in 2024 (European Union Agency for
Cybersecurity, 2025).
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Beyond the frequency of attacks, the structural vulnerabilities of the sector make it espe-
cially susceptible to cascading effects. Carilo (2023) emphasizes that the tightly woven
digital networks that enable modern financial operations create opportunities for sys-
temic disruptions. A single disruption in a network can disrupt entire financial system.
(Uddin et al., 2020) This vulnerability amplifies the global impact potential of cybersecu-
rity incidents, meaning localized incident can quickly have international impacts (Carilo,
2023). This challenge of interconnectivity is also recognized by the National Emergency
Supply Agency of Finland which has identified it as one of the main challenges for finan-
cial preparedness, the dependence on structures outside Finland. It has also compli-
cated incident and crisis management, making it multidimensional and difficult (Huolto-

varmuuskeskus, 2025).

Complicating the sector’s resilience is the inherent uncertainty of estimating impact and
likelihood of cyber risk. Unlike traditional business risks, cyber risks are by nature related
to hidden vulnerabilities, unpredictable behavior, and potential for both direct operational
damage and indirect reputational loss. Financial institutions often base their security in-
vestments on anticipated risk, yet the unpredictable nature of modern threats compli-
cates resource allocation. Paradoxically, investments in cyber technologies can broaden

attack surfaces, as no technology is without vulnerabilities (Uddin et al., 2020).

Reputational risk is perhaps the most severe consequence of cyber incidents in the fi-
nancial sector. According to Varga et al. (2021), trust is fundamental to the functioning
of financial systems, and a single breach can set off a negative sentiment and distrust
that are difficult to contain. Erosion of customer trust may lead to depositor runs, liquidity
shortages, and forced liquidation of assets before maturity, which in turn may destabilize
markets and institutions (Uddin et al., 2020). This dynamic is more acute in finance than
in other sectors, such as the healthcare sector, due to the instantaneous nature of capital

flight and public reaction.

Despite the sector’s high regulatory burden and technical investments, significant gaps
remain in its ability to predict, detect, and adapt to evolving threats. Varga et al. (2021)
note that many institutions still do not conduct real-time intrusion detection or gather
threat intelligence themselves, delegating that responsibility to authorities or third parties.
Moreover, many actors fail to analyze adversaries’ motives or investigate the root causes
of attacks. As Peihani (2022) argues that financial cybersecurity efforts have historically
focused on narrow compliance goals, such as securing payment card data without fully

addressing broader risks like supply chain vulnerabilities or third-party risks.
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This challenge is also recognized in research by Darem et al. (2023) which highlights
that outsourcing and vendor dependence introduce new vulnerabilities that financial in-
stitutions struggle with. Despite the existence of frameworks and guidelines, many or-
ganizations fail to enforce consistent cybersecurity standards across their supply chains
(Darem et al., 2023). This leaves them vulnerable to indirect attacks through vendors
and partners which are also recognized as a challenge in the research by Clausmeier
(2023) as the finance sector is increasingly reliant on digital service outsourcing. ECB
has found vulnerabilities in sector’s IT sourcing strategies as supply chains remain com-
plex, increasing the effort needed from finance sector organizations to monitor them.
Additionally, concentration to a limited number of service providers in the industry has
remained high, while dependency on outsourcing continues to rise. (ECB, 2025) The
outsourcing of critical services being concentrated to a limited number of service provid-
ers may challenge operational resilience of organizations should one key provider be-

come unavailable.

Fragmentation of regulatory frameworks further complicates the implementation of cy-
bersecurity measures. Didenko (2020) argues that regulatory inconsistencies across ju-
risdictions hinder the implementation of harmonized cybersecurity policies, especially for
financial institutions operating internationally. However, some argue that compliance-
driven nature of cybersecurity in the finance sector limits flexibility and innovation, as
organizations focus on audits rather than real-time threat mitigation (Peihani, 2022). Alt-
hough EU regulation aims to reduce fragmentation within Europe, global alignment re-

mains incomplete.

Figure 3 illustrates the complexity of the cybersecurity threat landscape in the financial
sector by summarizing its key components sorted into different categories: threats, driv-
ers, vulnerabilities, and impacts. The threats reflect the types of cyberattacks frequently
observed in ENISA’s reports and recent literature (European Union Agency for Cyberse-
curity., 2025; Varga et al., 2021). These threats are intensified by external drivers largely
outside of the sector’s control, including geopolitical instability, rapid digitalization, and
media sensitivity to incidents in the finance sector. Together, these factors increase both
the frequency and perceived severity of attacks. At the same time, the sector’s inherent
vulnerabilities, such as interconnectivity, third-party dependencies, and complex tech-
nical infrastructures make it particularly challenging to defend against these threats, as
also emphasized by Uddin et al. (2020), Carilo (2023), and ECB (2025). These structural
characteristics expose institutions not only to direct risks but also to cascading effects

across the financial system. The resulting impacts go beyond operational disruption, en-
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compassing reputational damage, economic instability, and systemic risk, which are es-
pecially severe in finance due to the sector’s reliance on trust and its critical role in
broader societal functions. Figure 3 provides a synthesis of how these dimensions inter-

act to shape the sector’s unique cyber risk environment.
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Figure 3: Cybersecurity Threat Landscape of the Finance Sector

Financial institutions face a wide range of expectations from both internal and external
stakeholders, and as threats become more sophisticated, the demands for compliance,
transparency, and resilience increase (van der Kleij et al., 2022). However, while aca-
demic research often encourages disclosure of cyber incidents in order to foster trust
(Uddin et al., 2020), there is also debate about whether transparency might also attract
adversaries (Walton et al., 2021). The financial sector must now balance the pressures
of compliance, the pace of digital innovation, and the necessity of building real-time re-

silience in a globalized threat landscape.

3.3 Regulatory environment and supervisory guidelines

Regulatory oversight of cybersecurity in the financial sector has intensified significantly
as regulators and supervisory agencies have recognized cyber threats to be the most
critical risk to the financial sector (van der Kleij et al., 2022). Of all industries, finance is
arguably subject to the most comprehensive and advanced regulations related to cyber-
security (Didenko, 2020). Consequently, multiple European and national authorities are

involved in governing and guiding the cybersecurity practices of financial institutions.
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In the European Union, cybersecurity in the financial sector is supervised and guided by
a multi-level network of authorities. The European System of Financial Supervision cre-
ates a network around the most notable supervisors which are the three European Su-
pervisory Authorities (ESAs), the European Systemic Risk Board (ESRB) and the na-
tional competent authorities (NCAs) (European Central Bank, 2022). One of the persis-
tent challenges of this structure is the coordination between multiple supervisory and
regulatory bodies, which may lead to fragmentation or conflicting obligations across ju-

risdictions (Calliess & Baumgarten, 2020).

The European Systemic Risk Board supervises the financial system and collects relevant
information on systemic risks, issues recommendations, and coordinates cooperation
between authorities working closely with the European Central Bank (ECB) and the Eu-
ropean Banking Authority (EBA) (European Central Bank, 2022). It guides information
sharing, crisis management and the development of cyber resilience in the critical infra-
structure sectors (European Systemic Risk Board., 2024). These supervisory authorities
had an important role in providing guidelines for the financial sector that addressed cy-

bersecurity prior to more advanced legislation such as NIS2 and DORA (Carilo, 2023).

The most important regulations for the cybersecurity of the sector are the NIS2 directive,
the newly enacted regulation Digital Operational Resilience Act (DORA), guidelines from
both EBA and other European authorities as well as the national legislation supervised

by FIN-FSA for the Finnish finance sector.

Finanssiala Ry, the organization representing the interests of financial actors such as
banks and insurance companies, has concluded that there is no need for further national
legislation in Finland when it comes to cybersecurity of the financial sector (Finanssiala
Ry, 2021). In Finland, national legislation mainly focuses on risk management practices
with a notable focus on preventive measures. The most significant national instruments
governing cybersecurity and incident response that include the Act on Arrangements for
Ensuring Security of Supply in the Financial Sector (666/2022), as well as the FIN-FSA

Regulation on the Principles of Contingency Planning for Credit Institutions.

The Digital Operational Resilience Act (DORA) is a regulation created in 2022 to en-
hance the digital regulation of the financial sector in the EU. DORA became applicable
on January 2025 (Digital Operational Resilience Act (DORA), 2022). In Finland, the im-
plementation of the act is supervised by FIN-FSA (Finanssivalvonta, 2025). DORA im-
poses requirements on how financial institutions should manage cyber risks and sets

guidelines for financial institutions and third-party contractors. It also sets requirements
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for protecting, detecting, containing, recovering and restoring operational capabilities af-
ter cyber incidents. Many of the areas covered by DORA were previously solely recom-
mendations or part of best practices. (Carilo, 2023). The most important areas DORA

aims to cover are depicted in Figure 4.

ICT Risk
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Oversight of Critical
Third-Party
Providers

ICT Third-Party Risk
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Digital Operational
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Information Sharing

ICT-Related
Incidents

Figure 4: Topics covered by DORA (Adapted from EIOPA, 2022).

DORA has been seen as a major step forward in mainstreaming cybersecurity in corpo-
rate governance since it strengthens regulatory requirements for cybersecurity and is the
most advanced legislative instrument of the EU in the field of cybersecurity in the finan-
cial sector (Carilo, 2023). It marks a shift towards cyber resilience as under it, organiza-
tions must ensure they can withstand, respond to, and recover from ICT-related disrup-

tions and threats (Calliess & Baumgarten, 2020).

DORA follows risk-based approach, where requirements are calibrated to the size, com-
plexity, and risk profile of the institution. The scope of it includes all entities regardless of
their criticality for the sector. It also applies to less traditional organizations such as credit
rating agencies, trade repositories and e-money organizations. (Clausmeier, 2023)
DORA also significantly advances the integration of cybersecurity into corporate govern-
ance, requiring management actively oversee ICT risk management and resilience plan-
ning (Calliess & Baumgarten, 2020). However, some elements, such as technical stand-
ards for incident reporting deadlines, still need to be developed by the ESAs (Clausmeier,
2023).
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NIS2 directive is an EU directive guiding cybersecurity strategies in 18 different critical
infrastructure industries in the European Union and it aims to guide member states with
defining national cybersecurity strategies. NIS2 aims to improve EU-wide cooperation
with clear rules and stronger enforcement tools. It requires member states to enhance
their cybersecurity readiness. (Kyberturvallisuuskeskus, 2024b) Before DORA, it was the
main instrument governing cybersecurity in critical infrastructure, including the finance
sector (Didenko, 2020). The financial sector is considered essential services under the
directive, making it subject to specific risk management and incident reporting obligations
(Calliess & Baumgarten, 2020).

NIS2 also regulates some aspects of third-party providers and aims to place the suppliers
under EU supervision when serving financial institutions. NIS2 requires organizations to
have appropriate and proportionate technical and organizational measures to combat
cybersecurity risks. (Carilo, 2023) NIS2 requires organizations to implement risk analysis
and information system security policies, incident handling procedures, business conti-
nuity and crisis management, supply chain cybersecurity, policies for evaluating effec-
tiveness of cybersecurity measures and use encryption and multi-factor authentication.
It also makes incident reporting mandatory meaning significant incidents must be re-
ported to national CSIRTs or other competent authorities. The notification must be made
within 24 hours, update of the situation within 72 hours and the final report must be de-
livered within one month. Significant incidents mean they cause substantial operational
disruption or financial loss or otherwise impact other entities. NIS2 enhances cooperation
between member states via the CSIRT’s network and the European Cyber Crises Liaison
Organization Network (EU-CyCLONe). (European Union, 2022)

NIS2 also enforces accountability by holding top management directly accountable for
cybersecurity failures. Management bodies in organizations must approve cybersecurity
practices and oversee cybersecurity risk management. NIS2 also allows for the imposi-
tion of fines and penalties for non-compliance. National authorities are empowered to
conduct audits, issue binding instructions and impose administrative fines for organiza-
tions. The national authorities are usually sector-specific. (European Union, 2022) In Fin-
land, FIN-FSA is the national authority guiding and supervising the finance sector (Ky-

berturvallisuuskeskus, 2025).

The European Central Bank’s TIBER-EU framework (Threat Intelligence-Based Ethical
Red Teaming) complements DORA by offering a structured way to test resilience through
simulated real-life cyberattacks in a controlled way (European Central Bank, 2023).
These exercises involve external ethical hackers, internal blue teams unaware of the

test, and detailed threat intelligence tailored to the target entity (European Central Bank,
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2023). The Finnish adaptation, TIBER-FI, is coordinated by the Bank of Finland and in-
cludes local governance adjustments, stakeholder cooperation, and reporting protocols
(Bank of Finland, 2025).

Other instruments supporting cyber resilience include EBA guidelines on ICT and secu-
rity risk management, which provide detailed requirements for governance, controls, out-
sourcing, and incident management (Didenko, 2020). These guidelines are part of the
ESAs’ wider rule-making portfolio, which often fills in operational-level detail for regula-
tions like NIS2 and DORA.

Despite the presence of extensive regulatory frameworks, research suggests that frag-
mentation, compliance-driven cultures, and resource limitations still hinder the sector’s
overall cybersecurity posture. Uddin et al. (2020) note that the effectiveness of guidelines
related to non-technical controls, such as awareness training or strategic planning, re-
main unclear. This may be because recommendations are mainly based on opinions of
different IT experts and industry professionals. Researchers call for more evidence-

based guidelines for financial institutions from regulators. (Uddin et al., 2020)
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4. CYBERSECURITY GOVERNANCE AND FRAME-
WORKS

This chapter explores the existing governance models and structures in cybersecurity.
The most significant cybersecurity standards and frameworks are discussed, and the

European Cybersecurity Skills Framework is introduced.

4.1 Cybersecurity governance models

Cybersecurity is no longer a purely technical concern as it has become a strategic ne-
cessity that directly affects the stability, reputation, and resilience of financial institutions.
As the digitalization of financial services accelerates and the complexity of cyber threats
grows, the need for clear and well-structured cybersecurity governance becomes more
pressing. The ECB emphasizes that institutions must establish appropriate governance
frameworks that define roles, responsibilities, and control mechanisms for ICT and out-
sourcing (ECB, 2025). Regardless of the internal allocation of responsibilities, the man-
agement body retains ultimate accountability under DORA (EIOPA, 2022). Clear defini-
tions and contractual agreements are therefore not only regulatory expectations but key

enablers of accountability and incident coordination.

Unlike operational management or technical incident response, cybersecurity govern-
ance focuses on the decision-making structures, responsibilities, policies, and resource
allocation that define how an organization protects itself and reacts to evolving threats
(Cortez & Dekker, 2022). Governance not only defines the decision-making but also de-
termines the organization’s capacity to coordinate response during disruptions. As
Akinsulire & Ohakawa (2024) emphasize, governance-level deficiencies such as frag-
mented accountability and unclear leadership directly weaken the ability to execute co-
ordinated incident response. This highlights that improving incident response capabilities
requires embedding them within a broader governance structure, rather than treating

them as technical or operational issues.

Cybersecurity governance refers to the structures, policies, and processes that ensure
organization’s cybersecurity efforts align with its business objectives, risk tolerance, and
regulatory requirements. Governance models define who is responsible for cybersecurity
decisions and how those decisions are made, monitored and improved over time. This

includes accountability on all levels and the clear delegation of roles. (Cortez & Dekker,
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2022). A well-designed governance model ensures that incident response, security in-
vestments, personnel training, and technology adoption are not isolated activities but

part of coordinated strategic decision-making processes.

Despite advances in governance through regulations such as DORA, challenges remain.
As ENISA (2024) has observed, many financial institutions still lack robust governance
for cybersecurity risk assessment. Similarly, Varga et al. (2021) note that although cyber
situational awareness is often treated systematically, there is insufficient integration be-
tween threat analysis and strategic decision-making. This suggests that cybersecurity
governance is still maturing and that institutions need to move beyond technical fixes

toward strategic resilience planning.

These findings illustrate that while regulatory progress has enhanced formal governance
structures, practical deficiencies persist in linking strategic decision-making with tech-
nical implementation. This gap mirrors Akinsulire & Ohakawa's (2024) empirical findings,
where institutions with unclear governance experienced delayed and inconsistent inci-
dent response, often compounded by a lack of alignment between IT and business ob-

jectives.

Cybersecurity governance is also critical in shaping technology-related decisions.
Adetunji & Chinonso (2025) emphasize that the integration of rising technologies such
as artificial intelligence and machine learning in cybersecurity must be strategically
guided. Governance determines whether these technologies are deployed in alignment
with the institution’s risk tolerance, as the same capabilities are increasingly used by
adversaries (Adetunji & Chinonso, 2025).

Governance is critical for cultivating a cybersecurity-aware organizational culture. Em-
ployee negligence and poor security hygiene are among the most common vulnerabili-
ties in the financial sector (Varga et al., 2021). Governance must therefore ensure that
responsibilities are distributed not only across technical teams but among all units. As
Adetunji & Chinonso (2025) argue, fostering a culture of security awareness among em-
ployees, customers, and stakeholders is essential to minimizing human-centric vulnera-

bilities and reducing long-term risk.

As Weickert et al. (2023) argue, cybersecurity governance is embedded within an organ-
ization’s cultural and behavioral context. Governance mechanisms and formal policies
alone are insufficient unless they are internalized through culture, shared understanding,
and incentives. Integrating behavioral dimensions into governance design can therefore
help bridge the persistent last mile problem between strategic intent and operational

practice. Frameworks such as NIST CSF, ISO standards, and the ECSF offer practical
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tools for this integration by clarifying behavioral, organizational, and technical competen-

cies.

Cybersecurity governance should not be viewed as a compliance burden but as a stra-
tegic investment directly influencing financial stability and operational resilience. Institu-
tions with low security maturity face expected annual losses more than five times higher
than those with mature governance models (Adetunji & Chinonso, 2025). This means

robust governance is not only a regulatory necessity but also a business necessity.

4.2 Cybersecurity frameworks and standards

Cybersecurity frameworks offer established best practices and well-regarded methodol-
ogy. They support the implementation of regulations and legislation. Even though they
are voluntary they have had a critical role in standardizing cybersecurity practices in the
financial sector, as the sector has relied on well-established cybersecurity frameworks

to mitigate risks and ensure regulatory compliance (Olutimehin, 2025).

Among the most widely adopted frameworks are ISO/IEC 27001 and ISO/IEC 27002
standards, and the National Institute of Standards and Technology Cybersecurity Frame-
work (NIST CSF). The National Institute of Standards and Technology (NIST) is an insti-
tute in the United States that provides cybersecurity guidance across all industries, and
its frameworks are widely used even in the European financial sector. The Cybersecurity
Framework (CSF) is designed to guide organizations in cybersecurity management and
implementation by presenting the desired outcomes of the organization by managing
and mitigating cyber risks (National Institute of Standards and Technology, 2024). The
CSF consists of six core functions, which promote organizational cybersecurity. The CSF
was updated by NIST in 2024 to add the sixth core function, Govern. The functions are

displayed in Figure 5.



27

\

/

Respond

Figure 5: The NIST Cybersecurity Framework 2.0 (Adapted from National Institute
of Standards and Technology, 2024)

Governing consists of leading and strategically guiding cybersecurity in organizations.
It contains the responsibilities of management, cybersecurity policies, risk management
strategies and fulfilling the needs of stakeholders. These can be achieved through strong
governance and compliance as well as with clear divisions of responsibilities. Identifying
means recognizing the cybersecurity risks and threats, organization’s own resources,
processes and relevant stakeholders. Identifying focuses on what needs to be protected
in the organizations, and this realization can be built with resource mapping, risk assess-
ment and analyzing business processes and dependencies. Protecting means imple-
menting protective measures in order to protect the organization from recognized threats
by preventing damage or limiting disruptions and impacts of risks. The measures include
for example access management, awareness and training programs, data encryption

and technical protection. (National Institute of Standards and Technology, 2024)

Detect means detecting security breaches and anomalies as quickly as possible. Suspi-
cious activity and incidents can be detected with logging, anomaly analysis or with con-
tinuous monitoring practices. Responding means reacting to anomalies and attacks in
an efficient way, and it includes incident response plans, communication and situational
awareness. Recover means the ability to restore systems and operations in an orderly
manner after a disruption. It includes recovery plans, backups, continuity solutions and
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communication with stakeholders. (National Institute of Standards and Technology,
2024)

While NIST CSF offers comprehensive guidance, its voluntary nature may limit con-
sistent implementation across the financial sector. Goodwin (2022) argues that this lack
of enforceability contributes to uneven preparedness and accountability which is an issue
partially addressed in the EU through regulations such as DORA. NIST CSF emphasizes
a risk-based approach, which is critical for financial institutions in maintaining an adaptive

and resilient cybersecurity posture (Akinsulire & Ohakawa, 2024)

Another limitation is that it provides a clear structure for managing risks and scholars
argue that these frameworks largely remain reactive rather than adaptive (Adetunji &
Chinonso, 2025). To effectively enhance incident response, financial institutions must
move beyond compliance-based application toward continuous learning and improve-
ment, which is also consistent with the resilience-oriented Govern area of NIST CSF 2.0

(National Institute of Standards and Technology, 2024).

The framework’s Respond and Recovery functions closely align with the incident re-
sponse processes identified as critical for resilience in the financial sector. Goodwin
(2022) shows that these functions have helped institutions strengthen response coordi-
nation and recovery planning during large-scale disruptions. NIST is considered more
adaptable and user-friendly than ISO 27001 which makes it attractive for organizations
seeking a practical, risk-based approach rather than compliance-oriented documentation
(Goodwin, 2022). Akinsulire & Ohakawa (2024) conceptualize governance as composed
of four interdependent pillars which are IT governance, risk management, compliance,
and internal controls. Frameworks such as NIST CSF and ISO standards operationalize

these pillars by translating strategic oversight into measurable controls.

The International Organization for Standardization (ISO) has collaborated closely with
the International Electrotechnical Commission (IEC) to establish significant cybersecurity
standards ISO/IEC 27001 and ISO/IEC 27002. In addition, the ISO 22301 standard is
examined because it provides requirements for developing security, resilience and busi-
ness continuity which are all relevant to this study as the focus is the incident response

aspect of cybersecurity.

ISO 27001 sets the requirements for Information Security Management Systems (ISMS)
to systematically manage cybersecurity risks. The ISMS requirements consist of ten

main sections introduced in Table 1.
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Table 1: 1SO 27001 ISMS requirements

Section Description

Context Understanding the internal and external
environment of organizations and the

needs of stakeholders

Leadership Commitment of top management, cyber-

security policies, definition of responsibili-

ties
Planning Risk management, setting objectives
Support The necessary resources, competences,

awareness, communication and docu-

mentation

Operation Implementation of risk management

measures and conftrols

Performance evaluation Monitoring, measuring, auditing and man-

agement reviews

Improvement Reaction to nonconformity, continuous

improvement and corrective actions

ISO 27001 also introduces 114 controls divided into four categories: organizational, peo-
ple, physical and technological controls. Organizational controls focus on for example
cybersecurity policies, dividing roles and responsibilities and managing cybersecurity
procurement whereas people controls focus on cybersecurity awareness and education,
physical controls focus on physical access control and hardware protection, and finally
technological controls focus on encryption, digital access control, and for example fire-
walls and intrusion detection systems. Organizational and technological controls form
the most of the controls. (ISO/IEC 27001, 2023) Organizations can assess the imple-
mentation of these controls based on their risk assessment and risk management prac-

tices. The consensus is that not all of them need to be implemented, but any deviations
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should be justifiable. The ISO 27001 offers a holistic approach to cybersecurity combin-

ing both technical and organizational methods.

Unlike 1ISO 27001, ISO 27002 is not a certifiable standard but an indicative standard,
which complements the ISO 27001 controls by explaining and delving into them deeper,
and how they should be implemented. The standard provides practical guidance on im-
plementation of the controls. It defines the objective, guidance and attribute table for
each control specifying control type, information security properties, cybersecurity con-

cepts, operational capabilities and security domains. (ISO/IEC 27002, 2022)

In the 2022 version of the ISO 27002, the number of controls was reduced from 144 to
93, but the four categories remained the same. Some controls removed handled assets,
protecting application services transactions and technical review of application after op-
erating platform changes. They were considered to be included in the other controls or
were otherwise considered obsolete. Interestingly, in 2022 controls were also added,
and the additions include controls which take into account threat intelligence, business
continuity and information management among other things. Both of these discussed
standards have the status of a Finnish national standard making them particularly im-

portant for the Finnish financial sector.

There are concerns about whether compliance-based security models are truly effective
in preventing sophisticated cyberattacks even though financial institutions have invested
heavily in compliance, risk management, and incident response strategies. Despite their
value in establishing consistency, both ISO and NIST frameworks have been criticized
for being overly compliance-oriented and insufficiently dynamic in addressing fast-evolv-
ing threats (Adetunji & Chinonso, 2025).

Research suggests that financial institutions certified under ISO 27001 experience fewer
cybersecurity incidents and enhanced regulatory alignment because the framework
mandates structured documentation and incident response planning (Olutimehin, 2025).
Institutions are not audited in the same way for compliance with frameworks, such as
NIST CSF. However, critics argue that rigid compliance structures of ISO standards can
lead to excessive bureaucracy where institutions focus more on meeting audit require-
ments rather than actively improving their cybersecurity posture (Olutimehin, 2025). It
should be also noted that these frameworks and standards do not provide sector-specific
guidance, which may affect their effectiveness in addressing threats unique to the fi-
nance sector. However, the ECB often refers to standards in its sector-specific and risk-
specific guidelines, so knowledge of the standards provides a basis for cybersecurity
(ECB, 2025).
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4.3 European Cybersecurity Skills framework

The European Union agency for Cybersecurity, ENISA, is an agency dedicated to en-
hancing cybersecurity across the entire European Union. Its purpose is to guide and
support the member states, EU institutions and organizations in the EU to develop and
improve their cybersecurity. (European Union Agency for Cybersecurity, 2022) Unlike
the institutions such as European Central Bank or European Banking Authority, it is not
a supervisory body. It guides the cybersecurity efforts of the EU through frameworks and

guidelines but does not actively supervise regulatory compliance in cybersecurity.

ENISA’s framework, the European Cybersecurity Skills Framework (ECSF) is a tool to
build an understanding of the cybersecurity professional role profiles that determine what
kind of skills and competences in cybersecurity are needed. The purpose of the frame-
work is to support identifying the different responsibilities and tasks of cybersecurity pro-
fessionals as well as the required knowledge, competences, and skills of them. The roles

of the framework are introduced in Figure 6. (ENISA, 2022) It is targeted at both cyber-

security professionals and non-cybersecurity experts who need a comprehensive view

o

of the industry and its needs.
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Figure 6: Overview of cyber security profiles (European Union Agency for Cyberse-
curity., 2022a)
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The framework enhances common terminology and understanding regarding what is ex-
pected of cybersecurity professionals. This tool, among other things, helps the cyberse-
curity industry with its skills shortage issues since it aids with the identification of what
competences and skills are needed in the industry. (European Union Agency for Cyber-
security, 2022a) While governance frameworks define accountability and structure, their
practical implementation depends on the human capabilities executing them. The ECSF
provides a bridge between institutional governance and individual competencies by de-
fining knowledge, skills, and roles necessary to operationalize cybersecurity and incident
response strategies. It also supports the development of a cybersecurity culture within
organizations by aligning training, role definitions, and expectations (Weickert et al.,
2023).

The framework identifies 12 distinct roles as seen in Figure 6 that represent the most
important requirements for a professional cybersecurity environment, so that key cyber-
security tasks, and missions are shared and taken care of. The 12 roles are typically
required roles that are applied within organizations. (European Union Agency for Cyber-

security, 2022a) The key skills and main tasks are introduced in Table 2.

Table 2: Responsibilities of the cyber security roles (Adapted from (European Union
Agency for Cybersecurity, 2022b)

Main tasks
Define and lead cyberse-
curity strategy, align with
business, manage risk and
resources

Role
Chief Information Security
Officer

Key skills
Cyber strategy, leadership,
risk management, ISMS

Cyber Incident Responder

Threat detection, log anal-
ysis, communication under
pressure

Monitor systems, handle
and report incidents, re-
store operations

Cyber Legal, Policy and
Compliance officer

Legal expertise, data pro-
tection, regulatory compli-
ance

Ensure legal compliance,
assess privacy risks, ad-
vise on governance

Cyber Threat Specialist

Threat analysis, TTP track-
ing, intelligence reporting

Collect and analyze threat
data, report intelligence,
guide mitigation

assessment, impartial re-
porting

Cybersecurity Architect Secure design, system | Design secure systems,
modelling, architecture | define architecture, ensure
planning security integration

Cybersecurity Auditor Auditing methods, control | Evaluate systems, verify

compliance, report findings
and recommendations

Cybersecurity Educator

Pedagogy, awareness
building, curriculum devel-
opment

Train staff, develop learn-
ing materials, promote cy-
bersecurity culture
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Cybersecurity Implementer

Secure configuration, sys-
tem hardening, trouble-
shooting

Deploy and maintain solu-
tions, patch vulnerabilities,
support users

Cybersecurity Researcher

Innovation, scientific analy-
sis, R&D leadership

Conduct cybersecurity re-
search, publish findings,
develop new solutions

Cybersecurity Risk Man-
ager

Risk analysis, mitigation
planning, business align-
ment

Identify risks, plan mitiga-
tion, communicate with
stakeholders

Digital Forensics Investiga-
tor

Evidence handling, integ-
rity preservation, reporting

Collect and analyze digital
evidence, support investi-
gations

Penetration Tester

Ethical hacking, exploit dis-
covery, creative thinking

Simulate attacks, identify
vulnerabilities, report and

suggest fixes

Table 2 summarizes the key skills and main tasks of the roles in the organizations which
ENISA introduces in its documentation and user guide of the framework. Analyzing the
roles and their different responsibilities, it can be concluded that the most important role
for incident response is Cyber Incident Responder. This role is at the front line of incident
response, reacting to attacks and breaches, responsible for containment and eradica-
tion, and ensuring business continuity. In the finance sector, this role is responsible for
the continuous access to financial services where access to them has a real monetary
value. This role can also be responsible for the CSIRT and SOC cooperation and collab-

oration.

There is limited research available on the implementation of ECSF. Before ECSF, there
were multiple international efforts to develop effective cybersecurity skills frameworks,
but they are not based on standards and do not address the specifications and structures
of the national markets. The 12 profiles have been analyzed based on the EN 16234-
1:2019 e-Competence Framework standard. (Polemi & Kioskli, 2023)

The main reason for the cybersecurity skills gap is the lack of common terminologies and
taxonomies which the ECSF provides. The profiles hold main labels, as seen in Table 2,
but each profile also holds synonymous labels found in the market reflecting the same
capabilities which are merged in the role. The profiles can be considered to consist of
components that connect the marketing needs with the training offer (Polemi & Kioskli,
2023). These can be seen as the key skills and main tasks columns in Table 2. Key skills
are the training offer and learning perspective of what the role needs to know and be
able to do, which includes skills, knowledge and competences. The main tasks are the
marketing needs and workplace perspective of the missions, deliverables, and tasks of
the role. (Polemi & Kioskli, 2023)
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5.INCIDENT RESPONSE IN FINANCIAL CYBER-
SECURITY

Incident response is the organized reaction and approach of an organization to cyber
incidents. This includes response and recovery from cyber incidents. The aim of incident
response is to minimize damage, reduce recovery time, losses, and costs as well as

prevent future incidents.

This chapter discusses how incident response is implemented in financial cybersecurity,
how it works as a process, how recovery and business continuity are ensured through it,
and the governance and coordination behind the process, which involves multiple inter-
nal and external stakeholders in the financial sector. In this thesis, incident response is
viewed both as a structured process and as a set of organizational capabilities that ena-

ble these phases and support overall resilience.

5.1 Principles of incident response

Incident response in cybersecurity refers to the structured and coordinated actions or-
ganizations take to address unexpected cyber incidents (Naseer et al., 2024). It encom-
passes both technical and organizational processes, management practices, and the
capabilities that enable timely and effective reactions (Shin & Lowry, 2020). Incident re-
sponse capabilities refer to those organizational, procedural, and technical functions,
such as situational awareness, coordination, recovery, and learning, that allow the inci-

dent response process to be carried out effectively.

While incident response is often integrated into cybersecurity frameworks and standards,
its success depends on detailed preparation in advance and continuous, iterative im-
provement and learning from incidents (Garcia-Perez et al., 2023). This need for iteration
echoes He et al. (2022), who emphasizes that moving from linear to agile response cy-
cles enables feedback loops between phases and supports rapid restoration of critical
assets. Agile incident response refers to this non-linear, adaptive execution of incident
response phases. For the financial sector, the significance is amplified, as it is frequently
targeted, while being expected to maintain the continuity of its services (van der Kleij et
al., 2022).

Financial institutions typically organize and structure their incident response through
dedicated teams such as Security Operations Centers (SOC), Cyber Security Incident
Response Teams (CSIRT), or Cyber Defense Centers (van der Kleij et al., 2022). These
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teams can also be referred to more simply as Incident Response (IR) teams (Naseer et
al., 2024). These teams are responsible for triaging, investigating, containing, and esca-
lating incidents. The level of outsourcing of these teams to third parties differs in the
financial sector. (van der Kleij et al., 2022). Collaboration between analytical and opera-
tional units remains a limiting factor as Naseer et al. (2024) observe that redesigning
workflows between analytics and response teams could significantly improve situational

awareness and containment effectiveness.

Effective coordination between such units and top management is essential, as leader-
ship involvement has shown to directly correlate with higher levels of cyber risk manage-
ment maturity and detection capabilities (ENISA, 2024). From the perspective of the Eu-
ropean Cybersecurity Skills Framework, this underlines the importance of leadership
roles where technical expertise as well as decision-making, governance, and communi-

cation competences are required.

ENISA has further highlighted the maturity gap in European CSIRTs, where alignment
with internationally recognized practices remains low. The average EU score of 10 out
of 100 in relevant indicators demonstrate that despite being well-integrated into interna-
tional networks, structured certification and maturity remain limited. (ENISA, 2024) This
contrasts with the dynamic capability perspective of Naseer et al. (2024), where mature
institutions integrate sensing, seizing, and reconfiguring processes to adapt to rapidly

changing attack conditions.

Several international standards and frameworks define principles and best practices for
incident response. ISO/IEC 27035 is a three-part standard for information security inci-
dent management. It consists of principles of incident management, guidelines to plan
and prepare for incident management, and for incident response operations. (ISO/IEC
27035, 2016) It has relevant and effective measures for the finance sector since incident
response planning is considered the most effective and important organizational coun-
termeasure for banking and financial services as it helps to ensure a timely and effective
response to cybersecurity incidents (Darem et al., 2023). The standard introduces five-

stage incident management process presented in Figure 7.
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Figure 7: 1SO 27035 Incident Management Process

The first stage of the incident management process in Figure 7, planning and prepara-
tion, is executed before incidents and the objective is for organizations to recognize the
business environment they operate in, their own technical capabilities, processes and
operations. Organizations need to plan how the operations should be protected, which
responsibilities and roles need to be distributed, and what kind of training incident man-
agement requires for personnel. Detection and reporting contain the processes where
anomalies are detected and how organizations detect them. These can contain log sys-
tems, alerting systems, and for example user notifications for logging in. Assessment
and decision define the process by which organizations define which incidents are worth

further investigation. Not all incidents are breaches or threats.

Assessment consists of severity, impact and extent of the incident which guides the de-
cision of the organizations whether to react and in what way. This will lead to the re-
sponse stage in the event of an attack. Organizations must have planned measures on
how to respond based on the risk assessment. Response includes isolation, removal,
recovery and communication with internal and external parties. The final stage is lessons
learned consisting of post-incident analysis, reporting incidents, and responding to them
to enable organizations to improve their incident management processes and develop
their practices such as training and organizational capabilities. When interpreted strictly
sequentially, these stages can limit the agility of incident response, even though the

standard itself does not explicitly require a linear implementation (Shin & Lowry, 2020).

ISO 27035 instructs to construct an incident response plan which is documented plan for
roles, processes and communication strategies in the event of an incident managing to
disrupt operations. It also instructs to set up incident response teams, exercises, audit-
ing, testing, and communication and coordination efforts with stakeholders. The opera-
tive actions in incident management the standard covers are classification and prioritiza-
tion of events, technical investigation, coordination with internal departments such as

legal and HR, restoration of the situation and recovery of services, and informing external
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parties such as CERT and authorities. (ISO/IEC 27035, 2016) While the standard’s ap-
proach to informing external parties is for them to be carried out when appropriate, in the
financial sector this is absolutely essential. European frameworks and regulations em-
phasize threat intelligence sharing, and particularly in the financial sector, active com-

munication.

Such linear models have also received criticism for discouraging real-time adaptation
and learning, suggesting that incident response should incorporate iterative reviews
even during ongoing crises rather than postponing analysis to post-incident phases (He
et al., 2022). This shift from sequential execution to iterative adjustment is captured by
the concept of agile incident response. Existing literature suggest incident response de-
velopment should include predictive capability, automation, and continuous learning
(Adetunji & Chinonso, 2025; He et al., 2022; Naseer et al., 2024)

Similarly, NIST among other notable institutions has contributed to incident response
practices by developing Computer Security Handling Guide, referred to also as NIST SP
800-61r3. This was superseded by Incident Response Recommendations and Consid-
eration for Cybersecurity Risk Management in 2025. The older framework consisted of
preparation, detection, containment, eradication, recovery, and post-incident activity.
The new model emphasizes a life cycle approach aligned with the NIST Cybersecurity
Framework emphasizing continuous improvement and iterative processes. Compared to
ISO 27035, this perspective stresses adaptability and integration into broader organiza-
tional processes. It also highlights that incident response capabilities are not isolated

technical functions but are embedded in wider governance and improvement activities.
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Figure 8: NIST Incident Response Life Cycle Model (Computer Security Division,
2024)

In the model displayed in Figure 8, the preparation activities are not part of the incident
process itself. These activities can be recognized by NIST CSF. The preparation activi-
ties, govern, identify, and protect support incident response by developing and maintain-
ing the wider organizational cybersecurity management. Incident response consists of
detection, response, and recovery. All the incident response activity connects to improve-
ment, also referred to as identification, which then enhances the supporting preparation
activities. Improvement refers to need for continuous improvement which is achieved as
all the activities provide lessons learned which are then analyzed, prioritized and used

to improve all of the activities. (Computer Security Division, 2024)

Combining the adaptive life cycle logic of NIST with the procedural clarity of ISO 27035
could help financial institutions balance accountability with agility, as also advocated by
Garcia-Perez et al. (2023), who link resilience to continuous learning and governance-
level oversight. Cyber resilience can be understood as an organizational outcome that is
enabled when incident response capabilities are both well-defined and enacted in an
agile manner (Garcia-Perez et al., 2023). While ISO and NIST provide structured ap-
proaches, scholars increasingly argue that traditional, linear frameworks are insufficient
for managing fast-evolving cyber threats (He et al., 2022; Naseer et al., 2024), as they

lack the agility required in modern financial environments.

The literature suggests that the dynamic and evolving modern threat landscape requires
a heightened level of cybersecurity awareness and more sophisticated incident response
capabilities that can be enacted in an agile manner by financial organizations (Adetunji
& Chinonso, 2025; He et al., 2022; Naseer et al., 2024). Incident response is not limited
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to technical mitigation and structured reaction but increasingly relies on accurate situa-
tional awareness. Cyber Threat Intelligence (CTI) provides contextual information on ad-
versaries’ tactics, techniques, and procedures, thereby enabling more precise detection,
faster containment, and improved prioritization of threats (Schlette et al., 2021). Integrat-
ing CTI into incident response processes can improve detection accuracy, provide
shorter reaction times, and more effective containment strategies (van der Kleij et al.,
2022). However, CTl is still underutilized in many organizations, often loosely integrated
into response processes (Schlette et al., 2021). It can be interpreted to be part of building
continuous improvement through analytics in the incident response frameworks and
standards, but its ambiguous role can complicate design and implementation. Integrating
threat intelligence and situational awareness into models not only strengthens detection
accuracy but also contributes to the pervasive-learning capability described by Naseer
et al. (2024), where threat profiling becomes continuous feedback mechanisms for adap-
tive defense. Incident response as a structured process is carried out through specific
incident response capabilities, such as situational awareness, communication, coordina-
tion, recovery, and embedded learning (Naseer et al., 2024; van der Kleij et al., 2022),
which must be enacted in an agile manner to cope with complex, evolving incidents.
When these capabilities and agile practices are in place, they contribute to the broader

organizational and sector resilience of the finance sector (He et al., 2022).

5.2 Recovery and business continuity in the financial sector

Business continuity in the financial sector is crucial, as both the national economy and
critical infrastructure rely on its effectiveness (lusan et al., 2020). As lusan et al. (2020)
note, the efficiency of integrated risk-management systems remains a permanent chal-
lenge, particularly when cyber and operational risks converge in critical infrastructure
such as banking. Although financial institutions are often perceived as resilient due to
their capabilities for continuous service, they are not invulnerable to threats (Carilo,
2023). Recovery and business continuity planning are not only a best practice but also

a legal obligation.

The most important standard supporting this is the ISO 22301 standard for security and
resilience, specifically business continuity. While not a cybersecurity standard, it com-
plements ISO 27035 by offering a holistic approach to organizational resilience. It guides
organizations with developing Business Continuity Management System (BCMS) with
similar components to the ISMS displayed in Table 1. However, the scope gives a more

comprehensive view of the entire business aiming to recognize the critical operations,
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manage risks and incidents, recover from them as quickly as possible and continue op-
erations despite disruptions. The standard sets out practical measures, including Busi-
ness Impact Analysis to recognize critical operation and how they can be recovered, risk
assessment to recognize which threats can disrupt operations, Recovery Time Objective
and Recovery Point Objective to define tolerances for outages and data loss, continuity
plans, exercises and testing. Whereas ISO 27035 focuses on incident detection and re-
sponse, ISO 22301 broadens the perspective to ensure that essential financial services

can continue despite disruptions.

Leo (2020) argues that business-continuity standards like ISO 22301 should evolve to-
ward operational-resilience thinking, emphasizing adaptability, third-party dependency
management, and systemic awareness, which is an argument reinforced by ECB (2025)
requirements for proactive recovery planning and cross-providers testing. Operational
resilience enabled financial institutions to recover from disruptive events (Leo, 2020) and
in Finland, The FIN-FSA oversees the recovery and business continuity of the most im-

portant financial institutions under the supervision of the ECB.

These institutions include Nordea Bank Abp, OP Group, Municipality Finance Plc, and
the Finnish branch of Danske Bank A/S (Finanssivalvonta, 2025). Due to the rise of
cyberattacks, ECB has taken special notice of identifying and addressing resilience gaps
in the event of cyber and other disruptions. Their yearly stress test in January 2024 in-
cluded a hypothetical scenario in which all the bank’s precautions failed, and a cyber-
attack caused severe disruptions to its most significant databases and systems. This
stress test particularly assessed the ability to respond to and recover from disruptions,
not the ability to prevent them. (Finanssivalvonta, 2024) The results of these tests pro-
vide an indication of what is required in practice from financial institutions for a successful
recovery. Figure 9 displays the interpretation of the reported requirements for success.
The results recognized two vital capacities, crisis management and recovery manage-

ment.
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Figure 9: Crisis Management and Recovery Management Capacity of Financial In-
stitutions

To succeed in recovery and maintain business continuity, institutions had to demonstrate
their capacities illustrated in Figure 9. Crisis management capacity was needed from
institutions, and it consisted of four different components. Institutions needed to have
crisis action plans, internal crisis management procedures, and business continuity plans
to activate during a crisis situation. Institutions had to communicate with all their external
stakeholders, including customers, service providers, and law enforcement authorities.
Institutions also had to analyze the disruptive impact of the crisis situation and implement
mitigation measures such as emergency solutions to maintain operational continuity for
the time required to restore the full operational capacity of its IT systems. (Finanssival-
vonta, 2024) These capacities aligned with ISO 22301 and 27035, but it is noteworthy
that cooperation with other financial institutions is not mentioned, even though the ECB
emphasizes the role of collaboration in the development of incident response. On the
other hand, it can be included in the recovery plans or communication strategies with

external stakeholders.

The other necessary capacity was recovery management capacity which was needed in
order to succeed in maintaining operations during testing. Efficient recovery manage-

ment required the institutions to deploy a recovery plan and backups, restore operations,
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and utilize lessons learned to update plans. (Finanssivalvonta, 2024) These capabilities
can be assumed to occur at the same time and intermittently with the crisis management
capacities. In the context of this thesis, these crisis and recovery management capacities
are understood as part of the broader incident response capabilities that support organ-
izational resilience in the financial sector. A permanent challenge for the management of
institutions is the efficiency of an integrated risk management system even if it were in
place. All aspects of the organizations should be taken into account both in terms of
organizational functions and management. (lusan et al., 2020) The iterative nature of
these capacities echoes He et al. (2022) and Naseer et al. (2024), who both argue that

agile post-incident processes shorten recovery cycles and reinforce learning.

5.3 Roles, coordination, and governance in incident response

Incident response in the financial sector is not solely a technical process but also an
exercise in organizational governance and coordination. Akinsulire & Ohakawa (2024)
argue that fragmented accountability at the governance level weakens coordination
which underscores that clear role definition is as critical as technical competence. Multi-
ple actors, inside and outside the organization, must work together to ensure that re-
sponse is effective, timely, and aligned with regulatory requirements (van der Kleij et al.,
2022). Governance, coordination, and role clarity are therefore integral components of

incident response capabilities rather than separate from the technical process.

The European Union has established the Systemic Cyber Incident Coordination Frame-
work (EU-SCICF) to strengthen cross-border crisis coordination. The framework facili-
tates communication and coordination among the EU authorities and cooperation with
key stakeholders at the international level when cyber incidents threaten the stability of
the financial sector. (EU-SCICF, 2021) Designed for serious, large-scale cyber incidents
and attacks, it is particularly relevant for the financial sector and other critical infrastruc-
ture where a single cyber-attack can cause systemic disruption across Europe and its
member states. The main objectives of EU-SCICF are to enable common and rapid sit-
uational awareness of cyber threats across the EU and it aims to support decision-mak-
ing and coordination between the EU and the private sector, and to ensure a coherent
and coordinated response to systemic cyber disruptions. It has been established to com-
plement, not replace national approaches and strategies. (EU-SCICF, 2021) The SCICF
thus operationalizes Leo’s (2020) concept of sector-wide operational resilience by insti-

tutionalizing cross-border learning and coordinated situational awareness.

EU-SCICF is most suited for systemic disruptions, such as massive DDoS attacks or

cyberattacks on EU-wide payment systems or other attacks affecting several member
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states in terms of scale and severity, requiring joint coordination. The framework consists
of two different modes, non-crisis mode and crisis mode. During non-crisis mode the
focus is on preparation and maintaining preparedness. Organizations develop and main-
tain documents, protocols, taxonomy and plans for crisis situations. (EU-SCICF, 2021)
This dual-mode design reflects He et al. (2022) call for iterative adaptation as prepared-
ness activities during non-crisis phases feed directly into real-time response improve-

ment during crises.

They also exercise and test their procedures to ensure preparedness. Preparedness
planning is maintained to establish an ad hoc team for crisis management. During crisis
mode, the actors support each other, information sharing and crisis coordination are ac-
tivated so that relevant and accurate information is exchanged among all stakeholders.
(EU-SCICF, 2021)

Within financial institutions, coordination occurs three interconnected layers. The tech-
nical layers with SOCs and CSIRTs which are responsible for detection, containment,
and forensic analysis (van der Kleij et al., 2022). This role is well-noted in standards and
frameworks as presented in Table 3 below. Roles highlighting cooperation, compliance,
and communication are also present functioning on an operational level. In addition, the
strategic role of management in incident response has been recognized. The conver-
gence between standards and legislation illustrates that effective incident response re-
quires both vertical coordination, which links management and technical layers, and hor-
izontal collaboration of teams, which He et al. (2022) identify as the principal advantage

of agile approaches to incident response.

Table 3: Summary of Incident Response Roles in standards and frameworks

ISO/IEC 27035 NIST SP 800-61r3 | DORA & NIS2

Coordination Incident Coordinator | Team Leader Documentation of
communication and

schedule

Technical Incident Responder | Technical Special- | Risk Management

ists and Assessment
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Communication Communication Of- | Legal & Compli- | Reporting obliga-
and Cooperation ficer ance, Public Af- | tions to authorities
fairs and stakeholders
Management Management and | Management liai- | Management  re-
Decision makers son sponsibility and in-
volvement

The European Cybersecurity Skills Framework provides a useful lens for clarifying and
developing the competences needed for incident response as it contains relevant profiles
such as the Cyber Incident Responder for containment and eradication activities and the
Cyber Threat Analyst for intelligence of prioritization and decision-making. However, it
should be noted that ECSF does not take communication and cooperation into account
with the same degree of precision as standards and legislation which focus on incident
response and on the finance sector. The challenge is its universal interpretation codes
do not take into account the important characteristics of the financial sector. Incorporat-
ing ECSF profiles into financial-sector organizations could address the behavioral gaps
noted by Weickert et al. (2023), ensuring that habitual response routines and communi-
cation practices reinforce, rather than hinder, coordinated action. This further underlines
that human roles and competences are central to shaping incident response capabilities

in practice.




45

6. DATA COLLECTION AND ANALYSIS

This chapter introduces the data collection techniques of document data and expert in-
terview data for empirical research. The inclusion criteria, datasets, and formulation of
the interviews are presented. The thematic analysis approach is demonstrated using of

examples that draw upon data.

6.1 Document data collection

The data collection in this study will combine document analysis and semi-structured
interviews. These techniques will complement each other by providing both experiential
insights from professionals and contextual understanding from official documents, re-
ports and guidelines. These methods support triangulation and enhance the reliability of
the findings (Shenton, 2004). Documents are never purely non-reactive because their
production contexts and rhetorical functions matter (Karppinen & Moe, 2012). Pairing
documents analysis with interviews makes those contexts visible and strengthens valid-
ity. This also ensures that the material reflects diverse perspectives and contexts
(Billups, 2021).

Document analysis is used to examine the incident response of financial sector through
news articles, standards, and public reports for the descriptive case study. Public narra-
tives such as news coverage provide insight into how incidents are framed, communi-
cated, and interpreted by stakeholders, thereby offering a complementary perspective to
formal standards. According to Karppinen & Moe (2012), documents should be treated
as artefacts with inscribed texts rather than neutral accounts. Therefore, the analysis
focuses on how incident response is constructed and framed in public disclosures, rather

than only on the factual contexts of the texts.

The purpose of this method is to provide a deeper institutional and contextual under-
standing of the environment in which cybersecurity professionals operate. This approach
recognizes that, even in a highly regulated sector such as finance, standards and regu-
lations do not just describe practice, they actively shape it by defining legitimate problem
framings and acceptable responses (Karppinen & Moe, 2012). News articles construct
the incident response process, communication, and the roles and different views on in-

cident response in the financial sector.

Analyzing these documents ensures that the study aligns with industry standards and

compliance frameworks. Treating documents as social products rather than as objective
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sources (Karppinen & Moe, 2012) allows the analysis to capture how meanings and in-
stitutional priorities around cyber incidents are produced and circulated within the sector.
This will also help to verify whether expert perspectives reflect broader industry practices
and expectations. This method is particularly useful since access to internal processes
is limited, as it allows the research to draw on publicly available, yet authoritative, mate-

rials to support both descriptive accuracy and analytical depth.

The document dataset consists primarily of publicly available news articles, public re-
ports and decisions by FIN-FSA, and relevant international standards. These documents
were selected to provide contextual background, illustrate public disclosure, and support
the formulation of interview questions. The selection criteria were predefined to ensure
transparency and reproducibility of the document analysis process. Purposeful sampling
was applied, as suggested by Billups (2021), to ensure that documents were selected
for their information richness and relevance to the research questions, particularly their
potential to provide insight into the Nordea incident and related incident response prac-

tices.

The inclusion criteria were defined to ensure that the selected documents were relevant
to the research context. Only documents published in English or one of the Nordic lan-
guages, Finnish, Swedish, Norwegian or Danish, were considered. The time frame for
the article data collection was limited to documents published between September 2024
and December 2024, corresponding to the time period during which the events relevant
to the case occurred and the media discussion was the busiest. The publication date of
other documents, such as standards, was not relevant to the descriptive case re-

searched.

Documents were excluded if they only referenced articles that were already included in
the data and were completely identical in content, which is common in news reporting.
Following Karppinen & Moe’s (2012) caution that media texts are not entirely objective,
attention was paid to their production context, origin, and rhetorical purpose to mitigate
bias and reactivity during selection. Access to documents behind paywalls was obtained
through institutional access. Expert comments, opinion pieces and analyses were also
selected when published in reliable media, the expert was named by the media and had

appropriate expertise to provide insight to the case.

A predefined set of search terms and keywords were used to identify relevant docu-
ments. Boolean search logic was applied where possible to increase precision. The que-

ries included combinations of “Nordea”, “Nordea palvelunestohydkkays”, “Nordea ddos”,

“Nordea disruption” and “Nordea &verbelastningsattack”. In most cases searching
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“Nordea” during the selected timeframe provided documents discussing the case. The
search terms were adjusted slightly depending on the platform or language used. The
word for denial-of-service attack was translated into the language used by the local me-
dia.

Documents were collected from publicly accessible news outlets and databases in Nor-
dic countries. These included national newspapers, online media archives, and profes-

sional news platforms. The main sources are provided in Table 4.

Table 4: Data sources of news article document data

Country Media Description Number of docu-
ments
Finland Yle Uutiset National public | 34
broadcaster

Helsingin Sanomat | Largest daily news- | 16

paper

Tivi IT and tech-fo-| 14
cused news site

[lta-Sanomat Popular tabloid | 8
newspaper

Tekniikka ja Talous | Technology and | 3
business news

Other Nordea, Official an- | 10
nouncements
Sweden Aftonbladet Popular tabloid | 10
newspaper
SecurityUser Cybersecurity fo- | 1
cused news site
Norway Aftenposten Leading daily | 1
newspaper
Denmark Finanswatch Finance  focused | 2
news site

The newspapers were accessed through online portals and ePress. All sources were
selected based on credibility, regional relevance, and accessibility. In total 99 news arti-

cles were chosen for document analysis. As Table 4 shows, most of the news articles



48

were collected from Finland, where the largest number of sources discussing the case
were available and where the research and research questions focus. However, foreign

documents provide valuable comparisons.

In addition to media articles, the document data included formally approved standards
and FIN-FSA’s public reports and decisions. International ISO standards, which are also
recognized as Finnish national standards, were included not only as theoretical reference
points but also as empirical documents. These documents represent normative frame-
works that guide institutional practices and serve as benchmarks for evaluating real-
world procedures. Their role as theoretical constructs and practical governance tools
makes them relevant for assessing alignment between institutional expectations and ac-
tual responses (Tuomi, 2018). Risk reports also published by selected Finnish financial
institutions were included in the dataset. These reports provided insight into how banks
publicly communicate their cybersecurity preparedness, roles, and recovery frameworks.
They offered a structured view of the formal, institutional environment in which the stud-

ied incident response took place.

Each document was recorded in a structured format using a metadata table in Excel and
Zotero. The use of predefined search terms, selection criteria, and metadata templates
followed Billups (2021) recommendation that qualitative data collection tools should be
designed, piloted, and refined before fieldwork to ensure consistency and transparency
throughout the study. The metadata table is included in Appendix B for reference. This
table supported both the systematic documentation of the material and the later stages

of analysis.

6.2 Semi-structured interviews

Semi-structured interviews were selected as a qualitative data collection method to com-
plement the document data and enable an in-depth exploration of expert perspectives
on incident response practices in the financial sector. This format combines a predeter-
mined themes and set of open-ended questions with the flexibility to probe emerging
topics which allows the researcher to adapt to the backgrounds of interviewees and to
the direction of each conversation (Hirsjarvi & Hurme, 2022; Patton, 2023). Such flexibil-
ity makes semi-structured interviews particularly appropriate for investigating complex
and dynamic environments where experiences, meanings, and institutional contexts in-
tersect (Flick, 2021; Galletta, 2013).
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Patton (2023) and Flick (2021) emphasize that semi-structured interviews are designed
to understand participants’ interpretations of events and the reasoning behind their ac-
tions, while the semi-structured format offers sufficient structured for comparability
across participants and enough openness to pursue unanticipated insights. According to
Saunders et al. (2019), this balance between structure and flexibility strengthens the
credibility of findings by ensuring consistency while still encouraging elaboration. In this
study, the semi-structured format allowed participants to discuss institutional practices
freely while maintaining alignment with the predefined research themes derived from re-

search questions, theoretical framework, and document data.

The interview guide was designed to follow Galletta's (2013) three-stage model of semi-
structured interview flow. The opening should include establishment of trust and comfort
with general and broad questions while a middle phase deepens discussion through tar-
geted probing, clarifying questions, and tailored questions for participants’ backgrounds.
The concluding phase invites reflection and possible contradiction, and additional
thoughts or final points from each participant. Recommendations by Hair (2023) and Flick
(2021) for forming interview questions were taken into account as they guide how ques-
tions can be formed to guide the discussion while remaining open to interpretation. The
main themes and subtopics were drawn from the theoretical framework and document
data, ensuring that the interviews built upon prior findings rather than duplicating them.

The interview guide is available in Appendix C.

The interview questions were not distributed in advance, although participants were in-
formed of the themes prior to the meeting. Providing themes in advance was considered
beneficial for directing attention to specific areas within the broad scope of incident re-
sponse, while withholding detailed questions preserved the spontaneity and authenticity
of the discussion (Puusa et al., 2020). This approach aligns with Flick’'s (2021) and Pat-
ton’s (2023) recommendation to avoid over-structuring interviews, as doing so can con-

strain the emergence of new insights.

Interviews were conducted individually via Microsoft Teams due to flexibility and remote
access. Literature suggests that online semi-structured interviews provide comparable
depth and richness to in-person discussions, although they may take slightly longer to
conduct (Hair, 2023; Saunders et al., 2019). Each interview lasted between 30-60
minutes and was recorded with informed consent. Participants were informed that re-
cordings would be used solely for transcription and analytical purposes and would be
deleted once no longer needed for the research. In total, 155 minutes of interview mate-
rial were obtained. When permission to record was not granted, detailed notes were

taken.
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To ensure data quality, questions were tailored to each participant’s expertise while
maintaining comparability across interviews. Probing questions and purposeful pauses
were used to encourage elaboration and reflection, a technique recommended by
Hyvarinen et al. (2021) and Galletta (2013) to enhance narrative depth and contextual
richness. The interviews were designed to explore incident response at a general level,
rather than evaluating individual organizations or the Nordea incident. Establishing a re-
laxed and open atmosphere was prioritized to build trust and reduce desirability bias
(Puusa et al., 2020). This could be a challenge in sensitive discussions, where cyberse-

curity is involved when going into detail.

Although no formal ethical review was required, ethical principles were observed
throughout the research process. The study followed the guidelines outlined by Eriksson
& Kovalainen (2008) and TENK (2019), including ensuring voluntary participation, in-
formed consent, confidentiality, and protection of informants. Participation was entirely
voluntary, and informed consent was obtained in writing and verbally before each inter-
view. Participants were given genuine opportunities to decline without consequences,
and no compensation or incentives were offered that might be interpreted as undue pres-
sure or inducement to participate. Participants were informed of the study’s purpose, the

use of data, and their right to withdraw at any time.

Anonymity and confidentiality were safeguarded by avoiding the collection of personal
identifiers. Participants were interviewed as individual experts in their field rather than
representatives of their organizations. Their perspectives reflect personal expertise and
experience related to the themes of the study, and do not represent the official stance of
their employer. No personal information was collected, and identities of the participants
and the research material were kept confidential. As Eriksson & Kovalainen (2008)
stress, protecting informants’ identities is a central obligation in qualitative inquiry. Audio
files were securely stored and deleted after transcription and analysis, following the data
protection recommendation of TENK (2019). If this study would have had beneficiaries,
such as external financers, all participants would have been informed as is ethically ap-
propriate (Eriksson & Kovalainen, 2008; TENK, 2019). However, this study was con-

ducted as an independent study without any external funding or assignment.

Informed consent includes relevant information of the study such as the research pur-
pose, basic procedures, and the roles of interviewees and the researcher (Eriksson &
Kovalainen, 2008). This information was provided via email upon contact and at the be-
ginning of the interviews. Informed consent for recording was obtained both via email
and before recording interviews. Informed consent includes also the information on the

use of data as Eriksson & Kovalainen (2008) point out, and participants were informed
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that the recording would only be used for transcription and analysis of the research ma-
terial, it would be treated confidentially and deleted as soon as the transcription and

necessary analysis have been completed.

The research also considered the relational context of the interviews. In some cases,
participants were known to the researcher in advance. While this may have created a
more relaxed interview atmosphere, it was also acknowledged that pre-existing relation-
ships can shape how openly or critically interviewees share their views (TENK, 2019). In
this study, interviews were generally characterized by a safe, respectful tone, allowing

for both open and occasionally in-depth discussion of the topics.

The initial aim was to interview six experts with different backgrounds. Participants were
identified by combining the researcher’s networks, participant recommendations, and
approaching relevant organizations. This approach was used to ensure that interviewees
possessed relevant expertise in cybersecurity and the finance sector. Semi-structured
interviews are especially effective when respondents are selected for their information-
rich perspectives rather than representativeness (Patton, 2023). Six participants were
interviewed, representing a diverse range of professional backgrounds, which was
deemed sufficient to capture the variation required to support the document data. The
number of interviews was assessed according to the principle of data saturation, mean-
ing the point at which no new significant insights emerged (Saunders et al., 2019; Tuomi,
2018) The saturation threshold was reached after six interviews, as responses began to
converge around consistent themes related to research topics. In total six professionals
were interviewed, displayed in Table 5. The professionals had diverse backgrounds
which gave versatile perspectives on the themes. For some interviewees, experience is

only an estimate based on the interview discussion.

Table 5: Interviewees and their background information

Code Background Experience
11 Academia 20+ years
12 Consulting <5 years

13 Financial Institution 30+ years
14 Financial Institution 10+in years
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15 Financial Institution 15+ years

16 Supervisory Authority 10-20 years

6.3 Data analysis

The objective of data analysis is to identify issues that are pertinent to the research ques-
tions in both data sets (Tuomi, 2018). This allows conclusions about the phenomenon
under study (Puusa et al., 2020). Data analysis of the research material will use thematic
analysis as the primary approach for analysis. Thematic analysis is widely used and
flexible method for identifying patterns, themes, and meanings within qualitative data
(Saunders et al., 2019).

To enhance analytic rigor, reflexivity and transparency were emphasized throughout the
analytical process. As Flick (2021) and Patton (2023) argue, qualitative interpretation is
inevitably shaped by the researcher’s prior understanding and assumptions. Therefore,
reflexive notetaking and journaling were used to document analytical decisions. This
practice increases the dependability of qualitative research by allowing others to trace
how interpretations were derived (Saunders et al., 2019). Reflexivity also aligns with
Braun & Clarke’s (2006) reflexive thematic analysis approach, where the researcher’s

subjectivity is considered a resource for insight rather than a limitation.

A theme represents a meaningful pattern that captures something important about the
data in relation to the research questions (Braun, 2022). Given the exploratory nature of
this research, thematic analysis could offer a structured yet adaptable approach to iden-
tifying key insights from expert interviews and document material. The analysis technique
fits the data collection techniques as well. The aim is not to test predefined hypotheses,
but to allow themes to emerge from the data in a systematic yet flexible manner. (Saun-
ders et al., 2019) This makes thematic analysis appropriate for handling complex, con-
text-dependent material, such as expert reflection and institutional documents relating to

cybersecurity roles and practices.

Initially, during the analysis, the areas of interest in the research were identified and
grouped into categories. The categories are also combined to form broader categories
from the subcategories that describe the material. (Tuomi, 2018) More precisely, the
analysis will follow a six-phase model by Braun & Clarke (2006) for thematic analysis
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1. Familiarization with the data
2. Generating initial codes

3. Searching for themes

4. Reviewing themes

5. Defining and naming themes
6. Producing results

The structured approach ensures rigor and transparency in the analytical process, while
still allowing space for inductive insights to emerge from the empirical material. Following
Saunders et al. (2019), the coding process was both data-driven and theory-informed,
meaning that some codes emerged inductively from the data, while others were guided
by sensitizing concepts identified in the literature and frameworks such as ISO 27035.
As Morgan (2022) emphasizes, such a hybrid approach supports analytical depth by
connecting empirical findings to conceptual understanding. In line with Billups (2021),
iterative revising of earlier codes ensured internal consistency and that the list of codes

remained aligned with the research objectives.

The first themes will be derived from document data, and recurring ideas or concepts will
be coded and clustered under overarching categories that relate to the research objec-
tives. The thematic analysis supports both depth and breadth in interpreting how incident
response roles are constructed and practiced in the financial sector. The model by Braun
and Clarke (2006) was first implemented on the document data so that the themes found
in it could be used to design the interview questions and thus obtain additional material
on themes important to the study in the form of expert interviews. The analysis process
can be described as continuous, repeated, and circular dialogue with the data and pre-
existing knowledge to create understanding and build a set of meanings for it (Tuomi,
2018). To improve trustworthiness, an explicit trail was maintained throughout the anal-
ysis, documenting coding decisions, category definitions, and theme revisions (Saunders
et al., 2019). This systematic documentation enhances confirmability by allowing the an-

alytic reasoning to be followed step by step.

The interviews were held via Microsoft Teams and recorded. The recording was exported
for transcription and coding. Familiarization with the material was achieved through re-
peated readings and note-taking of both datasets. Swedish, Norwegian, and Danish ma-
terial was carefully translated into English using back-translation and parallel automation

tools to ensure translation accuracy. This was followed by generating initial codes based
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on recurring ideas and meaningful units of data. To ensure interpretive accuracy, coded

material was revisited at different stages and compared with earlier notes.

Coding was conducted manually and supported by tabular documentation to ensure
traceability of interpretation. The codes were derived from sentences or short paragraphs
in the data that presented distinct ideas, insightful findings, or relevant viewpoints to the
research questions. There are no clear guidelines for coding in qualitative research, but
the five important tasks of coding presented by Tuomi (2018) were taken into account
during the coding process. The codes function as written notes as they structure what
the researcher believes the material addresses, they serve as an aid in describing the
text and as a tool for testing the structure of the material, and can be used to search for

and review different parts of the material, i.e. they serve as an address (Tuomi, 2018).

For example, the sentence mentioned in D10, which was also discussed or mentioned
in other documents was coded as “Management involved in crisis management and in-
cident response”. The incident was so exceptional that it required much broader involve-

ment from management and visible cooperation with authorities.

“The Economics Affairs Committee of the Parliament has summoned Nordea to a

hearing on the problems of the online bank”

This was categorized under the broader theme of Leadership and the role of manage-
ment, which sought to clarify the role of management in the incident and the division of

responsibilities with authorities.

Another instance in the same document was coded as “Unclear role of regulation” under
the broader theme of Regulation and responsibilities. The incident sparked much debate

about the role of legislation and authorities in preventing such situations.

“Banks in Finland are supervised by the Financial Supervisory Authority, but the
legislation on basic banking services is very general in terms of availability and
quality, which makes it difficult to assess the adequacy of the availability of these

services, Jussi Terho of FSA told Yle yesterday”

The next excerpt from D70 was coded as “Emphasizing unprecedentedness and scale”
which was repeated several times when Nordea communicated the reasons for the pro-
longed incident. This is why it was organized under the broader theme of Significance of

communication, as this communication style sought to maintain customer confidence.

“The Head of Personal Banking at Nordea, Sara Mella, emphasizes that the scale

and volume of the attacks are unprecedented”
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The following excerpt was coded from D87 was coded as “technical details of the attack”,
which belonged to the subtheme “defensive and infrastructural weakness”, which be-

longed to the main theme Technological and structural challenges.

“It is unusual that a large portion of service requests have come from within the

Nordic countries, which has made it difficult to combat them.”

These themes emerged across multiple documents and highlighted their importance in
incident response of financial sector and enabled the discussion of the research ques-
tions. Providing clear examples of coding decisions strengthens the transparency of
qualitative analysis (Braun, 2022; Saunders et al., 2019). These excerpts demonstrate
how textual meaning was transformed into analytic categories and how interpretation
remained anchored in the data rather than imposed from theoretical assumptions. This
same process was applied to transcribed interview data. Table 6 provides a detailed

coding example of this for the main theme of organizational resilience to increase trans-

parency.
Table 6: Coding Example Table from Interview Data
Raw Excerpt Initial Codes Subtheme Main Theme
“‘Companies must | - Third-party risk | Outsourcing man- | Organizational re-
have crisis man- identification agement and third- | silience and inci-

agement plans in
place in case, for
example a cloud
service provider ex-
periences security
issues”

- Multi-vendor co- | Party coordination | dent response

operation

“In a multi-vendor
environment, coop-
eration must be es-
tablished before in-
cidents occur”

‘It does not make | - Balancing out- | Balancing in-house | Organizational re-
sense to keep fo- sourcing and outsourced ca- | silience and inci-
rensic experts in- pability decisions dent response
house, as they have
work once or twice
a year, and their
skills need to be
maintained”

- Cost-benefit of
external exper-
tise
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“Outsourcing must
be balanced. What
makes sense to buy
from outside, and
what should be kept

in-house.”

“The most im-|- Reliance on | Strategic depend- | Organizational re-
portant area for de- third parties ency and risk visibil- | silience and inci-
velopment right ity dent response

now is the use of
third parties and the

identification of
risks involved in
this”

As patterns began to emerge in the dataset, similar codes were grouped into candidate
themes. During the reviewing phase, themes were assessed against the full data set to
ensure internal consistency and external distinctiveness. Preliminary themes were first
constructed based on the document data, but all the themes were validated and later
refined also using the data from the interviews. The definitions and names of the themes
were refined through iterative comparison with both datasets and the theoretical frame-
works to ensure analytic fit (Braun, 2022). As Saunders et al. (2019) highlight, iterative

validation enhances coherence between data, research questions, and emerging theory.

To strengthen transparency and reliability, each theme is supported by example codes
and excerpts in Chapter 7. The coding framework was iteratively validated by comparing
new codes with earlier ones and reflecting how well they fit the theme structure. Partic-
ular attention was paid to ensure that the codes were not overly descriptive but analyti-
cally meaningful so that latent patterns were reflected rather than only surface level con-
tent (Braun, 2022). Patton (2023) notes that qualitative rigor depends on moving beyond
description to interpretation, connecting individual expressions to wider organizational
and cultural patterns. Following Flick (2021), reflective questioning was used to test
whether each theme contributed to new conceptual understanding rather than repetition

of content.

Analysis of standards also provided normative reference points, allowing comparisons
between actual practices and ideal models, especially regarding role clarity and incident
handling structures. Thematic analysis served both as an interpretative and organizing
tool, enabling systematic exploration of how incident response capabilities succeed, fail,

and are demonstrated in the Finnish financial sector.
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The quantification of data can enhance the value of qualitative research when the data
set is sufficiently large to offer diverse perspectives on data interpretation and additional
information about the results (Tuomi, 2018). This does not always apply in qualitative
research when the data sets are too small, but the document data in the study was suit-
able for quantification. While the purpose of thematic analysis is primarily interpretive,
presenting limited frequency counts can enhance transparency and provide an overview
of data coverage (Saunders et al., 2019; Tuomi, 2018). Such quantification does not
imply statistical inference but helps illustrate which issues appeared most frequently

across the data and therefore warranted further interpretive attention.

Table 7 displays the quantification of the themes in document data. Main themes were
derived from the subthemes and their codes and the frequency with which they appeared

in the document data.

Table 7: Quantification of Document Data Themes

Main Theme Subtheme Example Codes | Frequency
Leadership and the | Leadership taking | Leadership visi- | 25
role of management | responsibility bility during crisis
Responsibility and | Clarifying who is | 7
accountability responsible
Significance of com- | Incident communi- | Customer reas- | 24
munication cations to the public | surance
Customer trust and | Customer frustra- | 17
reactions tion
Regulation and re- | Regulation expecta- | Cooperation with | 15
sponsibilities tions and oversight | FSA
Skills and ECSF | Competence man- | Unclear division | 10
Roles agement of responsibilities
Technological and | Defensive and infra- | Technical details | 34
structural chal- | structural weak- | of the attack
lenges nesses
Organizational resil- | Evolving operational | Geopolitical ten- | 23
ience and incident | environment sions
response
Recovery from ser- | Lessons learned | 20
vice disruptions and improvement
actions
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7.EMPIRICAL ANALYSIS RESULTS

This chapter presents the results of the empirical analysis. The phenomenon is investi-
gated through two complementary data sources, document data and interview data, in-
troduced in Chapter 6. The analysis follows the thematic analysis approach as detailed
in Chapter 6.3.

7.1 Document analysis

The document analysis revealed six central themes that reflect how incident response is
shaped, governed, and challenged in the Finnish financial sector. These themes were
developed through thematic analysis of institutional reports, relevant standards, and
news articles about Nordea’s DDoS attacks in September 2024. Each theme captures
recurring patterns across multiple sources, linking empirical observations with theoretical

and regulatory frameworks introduced earlier in the study.

7.1.1 Leadership and the role of management

The first theme, Leadership and the role of management, describes how incident re-
sponse during the Nordea case was framed as a leadership responsibility in organiza-
tional representation and public communication. Document data depict Nordea’s senior
executives as the primary public face of the incident as they express regret for service
disruptions and provide reassurance to affected customers. In these accounts, manage-
ment’s role appears predominantly communicative and outward facing, whereas stand-
ards and regulations assign senior management a broader coordinating and accountable
function. Frameworks such as DORA underline that responsibility remains with the insti-
tution and its senior management despite outsourcing and complex supply chains (Di-
rective (EU) 2022/2555, 2022).

Parliamentary hearings further reinforced the expectation that major incidents require
visible leadership engagement. Document data show that Nordea representatives ap-
peared before both the Parliamentary Supervisory Council of the Bank of Finland and
the Economic Affairs Committee, alongside several authorities including FIN-FSA, the
Bank of Finland, and the National Cyber Security Centre. Media reports characterized
this multi-party hearing as highly visible and institutionally significant, framing it as evi-
dence that the incident was being addressed at the national level rather than as a purely

technical disturbance.
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“The Committee on Economic Affairs hear from Minister of Economic Affairs Wille
Rydman (ps.) and representatives from the Ministry of Finance, the Bank of Fin-
land, the Financial Supervisory Authority (FIN-FSA), the Financial Stability Au-
thority, National Cyber Security Centre, Finnish Security and Intelligence Service
(SUPO) and Nordea.” (D11)

Document data indicate that senior management played a central and highly visible role
throughout the incident, particularly in public communication. Media coverage empha-
sized that Nordea’s executives reassured customers, explained the rationale for limited
disclosure to avoid assisting attackers, and highlighted that professionals were actively
working to maintain service continuity. Unlike in many international cases, no cyberse-
curity or information security officers appeared publicly in Finland. Instead, leadership
assumed responsibility for external messaging and representation. Coverage also pre-
sented the incident as part of a broader pattern of attacks on Nordic banks, yet Nordea’s
prolonged disruption in Finland received heightened attention. This framing positioned
leadership not only as operationally accountable but also as responsible for reputational
stewardship during the incident, especially as executives and public officials portrayed

the attack as coordinated and international in scale (D43).

The documents also describe cooperation between Nordea and relevant authorities
(D38). FIN-FSA emphasized that its role is supervisory rather than communicative, not-
ing that any shortcomings would be reflected in its decisions under the Act on the Open-
ness of Government Activities (D10, D57). The National Bureau of Investigation reported
initiating a preliminary investigation into suspected telecommunications interference with
international implications, which highlights coordination with domestic and international
bodies (D57). Similarly, the National Cyber Security Centre commented that most attacks
against banks do not become public or cause visible disruptions. These statements col-
lectively reflect an institutional emphasis on legal compliance and investigative roles ra-

ther than public-facing crisis communication.

Taken together, the document data suggest that leadership and management were po-
sitioned as formally accountable but primarily communicative actors. Senior executives
and authorities appeared visibly engaged, while the operational and coordinating as-
pects of management defined in frameworks such as DORA and ISO 27035 remained

largely implicit.
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7.1.2 Significance of communication

The second theme, Significance of communication, reflects a consistent perception in
the document data that Nordea’s public messaging during the incident was limited, am-
biguous, and often insufficient for customers seeking clarity. Rather than presenting a
steady flow of verified information, updates were described in media coverage as scat-
tered and general, which contributed to uncertainty among users. This theme therefore
illustrates the tension between institutional risk-management considerations, particularly
avoiding disclosures that could aid attackers, and public expectations for clear and timely

communication during service disruptions.

“Serious online banking problems that have been going on for more than a week
have infuriated many of Nordea’s Finnish customers. The malfunctioning online
bank has caused people all sorts of problems, and several have said they are
considering switching banks. Nordea’s communication about the issues has been
scarce. Customers have vented their anger on Nordea’s social media channels,

among others.” (D4)

Documents indicate that Nordea acknowledged the importance of clear communication
to prevent customer uncertainty (D32). However, throughout September, updates re-
mained limited. Nordea first informed Finnish media on 20 September that the continuing
disruptions were caused by DDoS attacks combined with system updates (D48, D16).
At this point, daily problems had been reported for more than a week and earlier issues
already noted at the beginning of the month (D57). Although Nordea published disruption
notices on its website, it declined to comment publicly despite extensive media attention.
In contrast, Swedish media received earlier and more detailed statements on 16 and 19
September. Nordea informed Aftonbladet via email that login problems were caused by
denial-of-service attacks coinciding with maintenance work, apologized for the disrup-

tions, and stated that efforts to resolve them were ongoing (D22, D23, D24).

During the first weeks, media coverage repeatedly described the communication as
scarce and ambiguous (D4, D10). Initial explanations attributed the disruptions solely to
maintenance work (D17, D26, D27), and the unstable situation resulted in altering reports
that problems had been fixed and then reappeared (D26, D27). Some customers stated
that they received no information beyond what was reported in the media (D18), and
several outlets argued that general statements about occasional disruptions did not meet
reasonable expectations for customer communication (D61). Nordea responded that dis-
ruption notices were posted on affected platforms such as login pages (D32), although

critics noted that these pages were often inaccessible during outages (D61). Nordea
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justified its limited detail by emphasizing the need to avoid revealing defensive measures
to attackers (D60).

Documents also highlight cross-country differences in tone and messaging. A Finnish
press release on 23 September included an additional reassurance that customers’ as-
sets and information were safe, a statement absent from English-language versions
(D37, D39). The Finnish version was signed by the Head of Personal Banking, whereas
the English version was issued by the Chief Security Officer (D37). Across communica-
tions, Nordea repeatedly stressed that customer assets were not at risk, that most at-
tacks had been repelled, and that the scale of the attack was unprecedented. Messaging
emphasized the short-term nature of the disruptions, their linkage to maintenance and
countermeasures, and that other Nordic banks were also targeted. The incident never-
theless received more attention in Finland than in other Nordic countries, even though
problems reportedly continued in Sweden into December (D20). Nordea emphasized
that 90 percent of malicious traffic had been blocked and that, across six weeks, total

service unavailability amounted to 12 hours (D48).

By late October, Nordea’s communication style shifted toward acknowledging the per-
sistence of the attacks and the need for Nordic cooperation (D40). In response to criti-
cism, Nordea maintained that any perceived ambiguity was necessary to avoid disclos-
ing operational impacts to attackers (D48). At the same time, Nordea reported a dramatic
increase in the volume of denial-of-service attacks. From 20 during the first half of the
year to 360 in October alone (D12). Mid-October statements also suggested that a state
actor might be responsible, arguing that the scale of resources involved made it unlikely
that an individual perpetrator was behind the attack (D3, D32, D80). This unusual attrib-
ution drew considerable media attention, though it was later presented more cautiously.
Investigative authorities and the chair of the Parliamentary Supervisory Council publicly
described the attacks as unprecedented in scope, intensity, and duration, and consistent
with an organized effort (D11, D57). In Danish media, Nordea’s country manager com-
mented that while no attribution would be made, previous attacks against the financial
sector had been linked to Russia (D32). Subsequent Nordea communications no longer

made direct accusations.

7.1.3 Regulation and responsibilities

The third theme, Regulation and responsibilities, captures how document data char-
acterized ambiguities in legislation, supervisory expectations, and accountability for ser-

vice disruptions. Comments from authorities highlighted that although financial institu-
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tions are supervised, legal standards for service continuity remain vague, making it diffi-
cult to determine whether the incident constituted a breach of regulatory requirements.
The case occurred before DORA entered into force, but documents described how fi-
nancial regulations, including cybersecurity requirements, often evolve during long-term
IT system projects, such as Nordea’s multi-decade core banking renewal, creating chal-

lenges in maintaining compliance with shifting EU legislation (D50).

Documents also criticized the fragmentation of cybersecurity regulations. While NIS2
applies directly to critical sectors, Finland does not have a comprehensive cybersecurity
law covering all organizations, and the rapid increase in regulation can complicate un-
derstanding of legal obligations (D73). At the same time, loT-related vulnerabilities raised
questions about manufacturer responsibility since compromised Nordic devices were
used in the attacks, and experts argued that ambiguous security standards make it diffi-
cult even for specialists to assess product security, enabling manufacturers to avoid in-
vesting in safeguards (D52). This was linked to the expectation that future EU standards

would help correct these gaps.

During the incident, media repeatedly asked FIN-FSA how many disruptions banks are
allowed to have. FIN-FSA stated that there is no strict legal limit, but recurring problems
are addressed through continuous supervision and inspections (D27). Even prior to
DORA, institutions were already required to notify FIN-FSA about disruptions, but the
authority emphasized that it does not publicly comment on incidents because any
short-comings would appear in its formal decisions (D10, D57). Documents noted that
hundreds of online banking failures occur annually and that neither Finnish nor EU leg-
islation defines an acceptable reliability threshold for online or mobile banking services,
making intervention difficult (D84). Banking was repeatedly described in documents as
a trust business, suggesting that market incentives naturally discourage prolonged dis-

ruptions.

Documents also highlighted gaps in regulatory expectations for adjacent services such
as electronic identification. Traficom oversees elD services, yet there is no statutory re-
quirement for their availability, and Finnish legislation defines a right to basic banking
services without specifying quality or continuity levels (D84). FIN-FSA representatives
noted that, in the absence of legal benchmarks for acceptable reliability, assessing
whether service degradation warrants supervisory intervention is challenging. Although
calls for clearer legislation were acknowledged, experts emphasized that defining such
obligations in law would be difficult in practice. The overall picture presented in the doc-
uments is therefore one in which authorities require systems to be reliable and secure,

but without concrete metrics against which reliability can be assessed.
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FIN-FSA'’s investigation found no regulatory breaches or shortcomings in Nordea’s prac-
tices, yet media reactions were strong. Although no customer funds or data were com-
promised, the service disruptions caused practical issues such as overdue payments
(D18), and customers and experts publicly demanded greater responsibility from Nordea
despite the institution operating within legal boundaries (D4, D18). Customers could file
compensation claims, and Nordea reported receiving between 10 and 20 claims per day,
which rose to over 500 by early October, and stated it would compensate for direct fi-
nancial losses resulting from unavailability (D60, D64). Documents also noted that com-
pensation is limited under law unless gross negligence occurred, which was not the case
(D74).

The data further showed divided views on the seriousness of the situation. Some media
reported that the disruptions significantly affected daily life (D18), while Nordea and rep-
resentatives of the Bank of Finland noted that customers had not been unable to access
banking services for an entire week (D25, D28). Nordea also commented that authorities
were, ironically, relieved the attack targeted Nordea rather than a smaller bank, since a

less-resourced institution might have faced outages lasting days (D48).

FSA can address recurring disruptions with warning and penalties. In 2023 it imposed
several administrative penalties on S-Bank, including a €7.6 million fine for failing to ad-
dress a vulnerability that enabled a significant theft and for a serious system weakness
allowing users to access other customers’ accounts (D84). This context reinforced the
view that enforcement is possible, but only when clear legal obligations are breached.
The media coverage does not directly indicate the severity of the incident, as this incident

did not receive nearly as much attention as the Nordea incident did.

In addition, documents noted that Finland updated its national cybersecurity strategy in
autumn 2024, indicating institutional recognition of these regulatory gaps and the need
for more coherent guidance (D73). While this development was portrayed positively,
commentators emphasized that the continuous expansion of cybersecurity legislation
also increases complexity for organizations attempting to interpret and implement over-
lapping requirements (D73). This creates a dual challenge, insufficient clarity alongside
regulatory expansion, which was presented as a structural factor contributing to uncer-

tainty about responsibilities during large-scale disruptions.

7.1.4 Skills and ECSF roles

The fourth theme, Skills and role clarity (ECSF), focuses on the institutional capacity

to manage cyber incidents from a human capital perspective. While Nordea described
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structured training programs and internal coordination models (D1, D2), there was little
evidence of systematic alignment with European Cybersecurity Skills Framework
(ECSF) or comparable competence models. This gap may hinder efforts to clearly as-
sign, develop, and evaluate the roles involved in incident response. The lack of clarity of
roles might also hamper communication and reduce trust when organizational commu-
nication is inconsistent and different parties communicate about the incident in different

ways.

Across the Nordic region, documents identified a striking diversity of personnel speaking
on behalf of Nordea. In Finland, the people responsible for giving statements included
for example the two different Head of Personal Banking and Head of Communication,
and the Head of Business Banking. In Sweden, Nordea’s press contact was a Senior
Communication Partner (D20, D23, D24), representative of Nordea’s communications
(D56) and a Senior Press Secretary (D21) and later statements were given by the CEO
(D80). In Denmark, the incident was communicated by the country manager (D32) and
in Norway by the Senior Communications Partner (D78) and the Chief Communicator
(D80). The English announcements on Nordea’s website were attributed to the Chief
Security Officer (D37). However, these same statements were attributed to the Head of
Personal Banking in the Finnish version. At the end of October, the President and Group
Chief Executive Officer also commented the situation to media (D40). In addition to all
this, Nordea’'s communications department provided situation updates to the media
(D57).

While some degree of country-specific variation is expected in a multinational group, the
number and diversity of roles involved in communication was unusually large. This frag-
mentation may have contributed to inconsistencies in tone, level of detail, and explana-
tions provided to different audiences. Notably, no cybersecurity specialists appeared
publicly in Finland, despite this being where the disruptions were most severe and where
criticism of communication was strongest. As a result, individuals without technical ex-
pertise responded to questions about attack methods, defensive measures, and the in-
terpretation of the disruptions (D24, D56). The lack of visible technical leadership stands
in contrast with ECSF recommendations, which distinguish between communication
roles, operational response roles, and strategic cybersecurity leadership. The document
data suggest that these distinctions were not fully reflected in Nordea’s public-facing

structure during the incident.

During the incident, media covered that cybersecurity competencies within Finnish or-

ganizations have broader concerns. Human error and insufficient cybersecurity aware-
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ness among staff were repeatedly described as major risks, particularly given the in-
crease in cyberattacks targeting Finnish organizations over the past year (D36). Cyber-
security responsibilities remain disproportionately located within IT departments, and
that embedding security awareness across organizational levels remains a challenge.
This aligns with literature suggesting that human factors and organizational culture are

central to incident preparedness.

The data also included a noteworthy example of evolving competence needs. Nordea
was recruiting an expert in RACF security systems during September, despite having
outsourced mainframe maintenance to IBM in 2019 under a €470 million contract (D56).
This example illustrates a documented trend in which organizations seek to rebuild or
reinforce in-house expertise in highly specialized areas that remain mission-critical dur-
ing incidents. In the context of ECSF, this aligns with the need to maintain a balance
between internal capability and outsourced functions, which is an issue that was visible

throughout the communications and governance aspects of the Nordea incident.

7.1.5 Technological and structural challenges

The fifth theme, Technological and structural challenges, emerged from recurring ref-
erences to vulnerabilities related to legacy infrastructure, system complexity, and recov-
ery readiness in the Finnish financial sector. The data described the difficulties associ-
ated with defending a highly integrated, decades-old IT environment against modern

large-scale cyberattacks.

Across documents, Nordea emphasized that it routinely repels cyberattacks without cus-
tomer impact and that DDoS attacks are a known threat type (D28, D38). However, the
institution stressed that the 2024 DDoS attacks differed from ordinary incidents due to
their continually evolving patterns, large botnet involvement, and atypical distribution
across Nordic IP addresses, which complicated detection and mitigation (D3, D32, D70).
Nordea stated that the attackers changed methods throughout the incident and that the
campaign displayed elements the bank had “never seen before.” This interpretation was
reinforced by the Parliamentary Supervisory Council, whose chair described the attack
as exceptional on a European scale (D42). Yet some commentators questioned the un-
precedented framing (D49), noting that publicly reported attack volumes did not exceed
the largest DDoS attacks documented globally in Cloudflare’s 2024 reports (Cloudflare,
2025). These contrasting views highlight how limited disclosure during incidents can hin-

der accurate comparison and feed uncertainty about institutional preparedness.
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“Attackers used Finnish household appliances. Exceptionally, these attacks have
come from Nordic IP addresses, which has made it difficult to combat. [The Head
of Personal Banking] tells Turun Sanomat, that in practice the attackers have now
exploited Finnish and Nordic devices and appliances connected to the network

with weak protection.” (D3)

Concerns about preparedness were also reflected in external expert commentary. HiQ,
a company specialized in DDoS defense, argued that Nordea “was not ready for the
attack,” despite limited access to technical details (D48). Their CIO noted that while at-
tack volume alone is not the primary challenge, diverse attack vectors and distributed
sources across Nordic networks make filtering more difficult. He further suggested that
reliance on traffic-blocking strategies such as geoblocking is increasingly outdated. At
the same time, commentators acknowledged that only partial information is publicly avail-
able, and assessments are therefore necessarily constrained. Nevertheless, compari-
sons with Cloudflare’s capacity up to 200 million requests per second (D49), far above
Nordea’s peak, indicate that scalable cloud-based mitigation could have reduced reli-
ance on in-house defenses. Several documents noted that banks relying on private data
centers face structural limitations since traffic filtering is more complex and less scalable

than in cloud-native infrastructures (D92).

The incident also drew attention to structural characteristics of Nordea’s IT environment.
As a result of decades of mergers and acquisitions, Nordea’s architecture consists of
multiple layers of legacy systems, including IBM mainframes dating to the 1980s (D45,
D50). These systems are renowned for reliability and security but are difficult to modern-
ize, costly to update, and challenging to integrate with contemporary real-time payment
and digital banking services (D45). Nordea has undertaken several large-scale renewal
programs aimed at replacing or modernizing its core systems. One extensive reform
launched in 2006 was discontinued after significant cost and schedule overruns (D56).
A subsequent billion-euro project begun in the late 2010s aimed to unify fragmented
systems into a modern digital platform; however, integration challenges have delayed
completion, and the program was still underway in late 2024 (D56). These long-term
transitions require phased migrations and iterative testing, increasing the likelihood of

temporary mismatches between old and new components.

Documents noted that recent system upgrades were among the largest in Nordea’s his-
tory and involved transferring data between platforms, which can cause temporary ac-
count visibility issues (D45, D54). Nordea denied that the disruptions were directly
caused by system upgrades (D54, D56) and stated that occasional malfunctions were

the combined result of extensive DDoS attacks and reinforced defensive measures.
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However, several sources suggested that legacy infrastructure inherently increases vul-
nerability by creating points of friction where modern applications interface with older
systems (D45, D56). This aligns with FIN-FSA’s assessment that disruption causes are
manifold in such complex environments, and that while DDoS attacks cannot be fully
prevented by any single operator, planned system changes must be rigorously tested to

avoid jeopardizing critical services (D27, D42).

Criticism also emerged from Danish media, which reported on a leaked document from
2020 claiming that Nordea had outdated hardware and shortcomings in disaster recovery
testing, including an inability to perform failover tests for several years (D9). The docu-
ment alleged that Nordea avoided failover testing due to risk of data loss and that a
Danish data center had not been tested for scenarios such as power cuts. Nordea denied
these claims and announced the data center in question was closed in 2021. The Danish
country manager further noted that failover testing had indeed been lacking “a few years
back” but stated that improvements had since been made (D9). FIN-FSA found no defi-
ciencies in Nordea’s contingency planning or supervisory compliance (D8, D42), and
therefore the allegations were not substantiated from a regulatory standpoint. However,
the leaked report contributed to public debate about the adequacy of resilience testing

in legacy-heavy environments.

Despite the controversies, the broader narrative across documents stressed the inherent
complexity of the financial sector’s IT infrastructure. Financial institutions rely on systems
that must maintain high reliability, strict security, and real-time processing capabilities.
This operational environment constrains rapid re-engineering and creates long timelines
for modernization. Through this lens, Nordea’s ongoing system renewal, described as
one of the largest banking transformations in Europe since the financial crisis, illustrates
the structural burden placed on major institutions attempting to reconcile decades-old
architecture with contemporary cyber resilience requirements (D45, D56). The incident
also highlighted sector-wide challenges, such as that banks continue to rely on main-
frames for core processing, yet modern applications, cloud-based services, and interna-
tional interoperability demand flexible, modular solutions that legacy systems are not

designed to provide.

7.1.6 Organizational resilience and incident response

The sixth theme, Organizational resilience and incident response, reflects how the

documents portrayed Nordea’s and the wider sector’s ability to withstand, adapt to, and
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recover from disruptive cyber events. This theme connects structural preparedness, pro-
cedural capacity, and contextual pressures that shape incident response in a rapidly

changing threat landscape.

Document data revealed mixed perceptions of Nordea’s preparedness. Experts ques-
tioned the technical explanations given publicly, and outlets noted that Nordea had ex-
perienced recurring mobile and online banking disruptions on most days over several
weeks (D33). At the same time, Nordea consistently framed its response as evidence of
resilience, repeatedly emphasizing ongoing investment in defense capabilities and the

iterative strengthening of systems as attacks evolve (D37).

The disruptions affected not only online banking but also Nordea’s authentication appli-
cation (D13). Because bank credentials are the dominant method of strong authentica-
tion in Finland, customers were temporarily unable to access unrelated essential ser-
vices such as government platforms. From a resilience perspective, this reflected a sys-
tem-level single point of failure rather than a Nordea-specific technical limitation. Docu-
ment data highlighted that authentication via the Mobile Certificate requires prior activa-
tion using bank credentials, making it unusable once disruptions began and unavailable
to many users due to operator constraints. Customer support channels were also im-

paired, as chat services required online-bank authentication (D18).

Additional issues, such as disappearing account balances (D40), missing investment
views (D64), sporadic card payment problems, ATM malfunctions, and difficulties in third-
party service authentication (D57), illustrated how multiple interdependent services were
affected. Not all issues occurred simultaneously as some were linked to DDoS activity
and others to concurrent system updates, particularly in October. Nevertheless, the inci-
dent demonstrated that disruptions in one component of the digital banking ecosystem
can cascade across essential public and private services, challenging assumptions

about financial-sector resilience.

Nordea and external commentators also framed the incident as a catalyst for strength-
ening resilience. Nordea highlighted that its defense mechanisms had become “even
more robust” as a result of the attacks (D32), and even critical voices acknowledged that
the event would likely lead to improved defenses (D48). Nordea stated that thousands
of updates and modifications are deployed annually, most invisible to customers, and
that large-scale changes may occasionally require interruptions (D60). Nonetheless,
docu-ments also noted that service disruptions continued after the attack period, sug-

gesting that the incident occurred amid broader infrastructural strain.
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Sector-wide data contextualized Nordea’s situation by showing that nearly half of Finnish
companies had experienced serious cyberattacks within the past year (D36). While this
survey did not focus on the finance sector specifically, it reflected a shift in the operating
environment, including greater public concern and increased integration of cybersecurity
into organizational strategies. Yet only half of surveyed companies reported having an
action plan for cyberattacks (D36), underlining the unevenness of preparedness even as

societal expectations rise.

Multiple documents linked the attacks to heightened geopolitical tensions, including Fin-
land’s NATO membership (D43), the war in Ukraine (D49, D92), and the broader in-
crease in politically motivated cyber activity. Experts reported a dramatic surge in DDoS
attacks across Europe in late 2024, with more than 900 attacks per week and an 86%
annual increase (D51). In Finland the rise was lower but still significant at 23% (D51).
Cloudflare’s reporting indicated that DDoS attack strength has increased seventyfold
during the war in Ukraine (D49), framing the Nordea incident within a wider shift from

opportunistic disruption toward politically meaningful cyber operations.

Nordea repeatedly described the attack as intended to “undermine social peace” and
create instability (D41). Members of Parliament similarly stated that the scale and per-
sistence suggested state involvement. Although the group RootDos publicly claimed re-
sponsibility, experts doubted the attribution and suggested the justification offered was
likely a cover story (D82). According to the National Bureau of Investigation, if state in-
volvement were proven, the criteria for terrorist intent, such as serious societal fear or
significant damage to critical infrastructure, could be met for the first time in Finland
(D41). This reframing marks a significant shift because DDoS attacks have historically
been characterized as digital vandalism, usually temporary and low-impact, but the
Nordea incident revealed their increasing relevance as tools for geopolitical signaling

and systemic disruption.

Although several major Nordic banks, including SEB, Danske Bank, Swedbank, and OP,
were targeted during the same campaign, Nordea experienced the most prolonged and
visible disruptions. Document data suggested contrasting interpretations. Nordea at-
tributed the differential impact to its position as the largest Nordic bank and therefore the
most attractive target (D32), while some experts questioned whether Nordea’s existing
system fragilities amplified the effects. The observation that the strongest attacks were
reported in Sweden, despite lower public attention than in Finland, reinforces the need
to evaluate resilience not solely through media visibility but through structural prepared-

ness and recovery capability across institutions (D92).
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Cybersecurity experts also cautioned that it is inherently difficult to assess an individual
organization’s resilience from the outside. They noted that given the volume of attacks
targeting Finnish entities, the relative scarcity of large-scale disruptions indicates strong
baseline resilience in the country (D92). However, Nordea faced recurring issues
throughout 2024 and early 2025 (D46, D96), which may have shaped public perceptions

and heightened scrutiny during the autumn incident.

7.2 Results of interviews

The interviews provided rich and diverse insights into incident response in the Finnish
financial sector. The findings are presented corresponding to the themes identified in the
document analysis. During the interviews, in addition to questions related to the themes,
interviewees were asked preliminary questions about their work history and, for example,
a general description of cybersecurity in the financial sector. The interviewees’ descrip-
tions of the financial sector were found to be very similar to one another, and consistent
with the results of the literature review. The responses emphasized the high level of
cybersecurity, heavy regulation of the sector, and the criticality of trust and business

continuity.

“The financial sector is somewhat sensitive sector as it is highly dependent on
information technology and is an obvious target for cyber-attacks, so they have
been taking these issues seriously for many years. 15 years ago, when | con-
ducted interviews there, it was clear they were all among the most progressive

large companies.” (11)

“Yes, in the financial sector, for example, cyber maturity and preparedness are at
a much higher level [than in other sectors]. The financial sector is definitely one of

the most mature | have seen.” (12)

“One special trait that makes it different from a lot of other industries is that the
financial sector is highly regulated. Also since this is a trust-based business, if
customer data leaks somewhere else, it's unpleasant and embarrassing. But if it

leaks here, it could mean the end of business in the worst case.” (13)

“One special trait is that is a fairly well-regulated sector. There are a lot of national

and EU-level regulation, as well as regulation within the industry itself.” (14)

“l would say that in the financial sector, we are at a very mature level when it
comes to information security in general and incident response has a long history
with securing assets. | don’t know how it compares to all other sectors, but among

traditional industries, we are definitely at the most mature level.” (15)
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I6 also pointed out that there is much more IT expertise in the sector than is commonly
understood. Many large organizations in the finance sector are large |IT organizations
themselves. The number of personnel can be very large. However, based on the inter-
views, it should be noted how much variation there is within the sector. It is not just a
matter of size and personnel, but also of business model, revenue, resources, and even
industry whether the company operates in banking, insurance, or pensions for example.
Organizations vary greatly in nature, which can make assessing and comparing their

cybersecurity capabilities rather difficult.

7.2.1 Leadership and role of management

Leadership was consistently emphasized as critical to effective incident response. Aca-
demic and consultancy perspectives underline that top management must take account-
ability, both in public communication and in ensuring organizational structures remain
functional during crises. The responses noted that management involvement depends
on the size of the incident, in which case escalation plans play an important role as they
should guide when management should be involved. The role of the management was

described primarily as communicative, responsible for informing relevant parties.

“The upper management must be in line with the incident response team’s guide-
lines and their plans. But they also have to keep everything together, so they have
their own ways of operating and must be clear as possible, especially in their
communication role. And that also means ensuring that communication works in-

ternally and externally.” (12)

Perspectives from financial sector confirmed that responsibilities are typically well de-
fined in incident response. Incident response teams conduct the technical work while
managers act as intermediaries, supporting communication with upper management and
protecting the technical teams’ ability to focus and work in peace. This can be enhanced
by interpreter roles that are needed between top management and technical teams to
act as a link between them, understanding both sides, and helping management to gain

an overview of situations (I3).

“Let’s say that (management support and role) stays far enough away from the
situation and trust that the team will do the best they can, but then of course if
there are big business decisions to be made, management is needed at the oper-

ational level to make those decisions.” (15)
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“It is important to respect incident management and crisis structures so that line
management does not get confused in such situations. In my opinion, one im-
portant thing that reflects the maturity of an organization quite well is whether the

incident management team is given trust and peace to work.” (14)

Respondents emphasized that senior leadership involvement is not needed in all situa-
tions, as management’s role is mainly communicative and becomes critical in situations
requiring cross-unit coordination. Responsibilities within the organization can be divided
into major and minor incident management teams in some organizations (14). However,
risks remain if managers deviate from established crisis planning, potentially undermin-
ing trust and operational effectiveness (14). DORA has reinforced management account-
ability by explicitly defining responsibilities. However, it has also increased complexity,
as the responsibilities to keep multiple parties informed have increased and become
more specific. This is not considered a challenge but rather a matter of prioritization, as
it requires diverting personnel from maintaining normal operations during incidents to
complete time-consuming reporting templates. Overall, the interviews highlighted the
need for escalation plans clarifying when senior management must be involved and en-

suring they are aligned with pre-defined incident response plans.

7.2.2 Significance of communication

Communication emerged as both a technical and a reputational imperative. Respond-
ents noted that financial institutions operate based on trust where customer confidence
can erode quickly if communication is inadequate or ambiguous (11, 13). Internal, exter-
nal, and regulatory communications were deemed important. In internal communication,

keeping relevant parties informed is essential for effective incident response (12).

Interviewees highlighted the importance of pre-defined communication guidelines and
exercises, determining who communicates with the media and stakeholders in different
scenarios. The size and severity of the incident affect who is managing communication
with stakeholders, for example communications, Chief Information Security Officer or

even Chief Executive Officer.

“We have pretty clear roles and processes for [communications] which we have
practiced. It depends a bit on the case whether there is a representative of com-
munications talking with the media or does CISO give a statement. Or does even
CIO or CEO need to give a statement.” (15)

“We are part of market infrastructure, so we don’t have direct personal customers,

but we have template check list in incident response which we then go through:
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external communication, internal communication, and if there are customer effects

then it is always communicated. That is always case-by-case.” (14)

The need to balance openness and discretion was also mentioned, warning against both
under-communication and unnecessary disclosure. Communication strategies seem
case-dependent. Sometimes incidents are reported as technical disruptions, sometimes
suspicion of cyber incident is communicated immediately but it depends on the situation
at hand (14). Overall, the communication of the finance sector was described as good
(I1). Interviews also revealed criticism of communication in the financial sector, for ex-
ample in cases of fraud or phishing attacks, which is perceived to describe incidents in
a way that blames its customers and avoids accountability. Several interviewees noted
that communication responsibilities usually rest with senior management or communica-

tion professionals rather than technical experts.

Stakeholder trust was identified as fragile yet crucial for business continuity. Attempts to
conceal incidents could have severe reputational consequences, while transparency
when paired with timely and accurate updates was seen as essential. Effective internal
communication and control of the information flow can also prevent information leakage
from the inside to the outside, which can be particularly damaging to reputation and trust
(12).

7.2.3 Regulation and responsibilities

The regulatory environment was described both as a driver for resilience and a source
of burden. All respondents acknowledged the sector’s high degree of regulation, several
even used it to describe the significance of cybersecurity and incident response in the
finance sector. Several interviews noted that Finland was already ahead of many re-
quirements of DORA and already following the industry best practices (I3, 14). The rea-
son for this was most of the requirements in DORA had previously been implemented
from ECB guidelines or from the sector’s best practices. DORA made previous recom-

mendations into mandatory regulations from the perspective of the finance sector.

“Well, there haven’t been that many new developments. It's more a matter of basic
principles, | would say, that if we had done things according to best practices, then
they should have been done that way before at some level. However, our coop-
eration with our European colleagues has become closer because we have the

same concerns.” (13)
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DORA introduced few genuinely new practices. However, it improved the overall cyber-
security by making recommendations mandatory, which affected especially smaller or-
ganizations. It was assessed that this was also influenced by Finnish legislation, which
defined the finance sector critical to security of supply, resulting in broader development
of the sector rather than focusing solely on banking (I3). It was also recognized that
DORA has increased cooperation within the industry, as organizations discuss how they
have interpreted its various requirements (13). However, reporting duties were updated
and identified as resource-intensive, occasionally diverting attention from incident han-
dling itself (14). Views on regulation diverged as some respondents argued regulations
were essential in ensuring preparedness of the sector and mandating investment in re-
silience as they act as a driving force for cybersecurity development in the sector, while
others noted ambiguities in interpretation and overlapping obligations that overcompli-

cated compliance.

“l can’t say whether there are any shortcomings in the regulations. It feels that the
financial sector is heavily regulated, and let’s just say that perhaps there is no lack

of regulations specifically on the reporting side.” (15)

“Regulations are driving organizations to consider cybersecurity but on the other
hand, the clarity of regulations is sometimes a challenge, as is how they actually

achieve their objectives.” (12)

The supervisory authority interviewed also mentioned this perspective as their role is to
supervise what has been done, not how it has been done. The interviews mention that
the regulations are not very specific, which is good in the sense that they are not unnec-
essarily detailed, difficult to implement, or require unreasonable investments. On the
other hand, they may not necessarily achieve their objectives, as organizations can show
that they comply with them and thus prove that their cybersecurity is on a sufficient level,

but this does not necessarily improve cybersecurity in practice (12).

Smaller organizations were speculated to struggle more with regulatory demands (I1).
Despite these challenges, the consensus was that regulation ultimately strengthens re-
silience by enforcing a baseline of preparedness and ensuring management engage-
ment, as well as harmonizing the application of best practices in the sector. The overlap
between regulations is also a challenge from both the academic and supervisory per-
spective (1, 16). This can make it difficult to assess what constitutes as enough, as reg-

ulations are not intended to be overly strict and watertight either.
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7.2.4 Skills and ECSF roles

The interviews revealed generally strong recognition of skill requirements in incident re-
sponse, though some gaps exist. Larger financial institutions maintain internal SOCs and
CERT functions. However, highly specialized forensic expertise is often outsourced, as

maintaining such skills in-house is not feasible given the rarity of large incidents (14, 15).

“If very advanced forensic experience is needed, it doesn’t make sense for us to
have it in-house, because those guys don’t really have that kind of work more than
once or twice a year. So that they can even keep their skills up to date, it makes

sense to buy this kind of work as outsourced.” (14)

Respondents emphasized the necessity of technical expertise in incident response (14,
15), particularly for understanding system architecture and having developed situational
awareness of cybersecurity. At the same time, management and communication skills
were viewed as equally important to support incident response. Training was described
as proactive and continuous, with staff trained even with tailored courses as soon as skill
gaps were identified (15). As the sector is well-resourced, it enables rapid and efficient
response to recognized training needs (15, 16). This is likely most feasible in large, well-

resourced organizations.

“[The finance sector] develops skills very actively. | would argue that the financial
sector has more resources and interest in developing its own personnel and ex-
pertise in-house. However, quite a few actors rely on external actors when it

comes to incident response.” (15)

Roles identified aligned with Table 3 summary of roles and responsibilities appearing in
widely used standards and frameworks. In addition, the special role of forensic experts
in serious incidents was noted, which is described in more detail in ECSF framework.
The Supervisory Authority also recognized that the small size of Finland limits the exper-
tise available and partly explains the lack of specific expertise. An example of this was
operational risk management experts who have advanced IT skills and knowledge, and

in addition, expertise in cybersecurity risks.

The supervisory authority also recognized that the finance sector has strong and ad-
vanced IT skills. However, relying too heavily on outsourced expertise can create chal-
lenges for continuity management (12, 16). The use of project-based consulting services
can pose challenges for the development of sustainable long-term cybersecurity and in-
cident response. This issue was not recognized as a concern among interviewees with

well-developed internal capabilities.
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7.2.5 Technological and structural challenges

All interviewees consistently pointed out legacy systems, system complexity, and exten-
sive outsourcing as the primary technological and structural challenges. Respondents
from financial institutions noted that some systems are only understood by a handful of
individuals, creating possible single points of failure and complicating recovery. This can

also lead to tacit knowledge to accumulate.

“Challenges in incident response in the sector include, for example, technology
debt, lifecycle management, and strong ownership through the (supply) chain,

which are certainly pain points for many.” (13)

“Perhaps the most common challenges relate to finding the right owner of the

asset. For example, who knows best about a server’s operations.” (15)

“The complexity of the systems and the fact that many organizations have a lot of
legacy systems of all kinds can make it difficult to form an overall picture of the
situation. Especially in large organizations, it can be difficult to keep track of the

big picture when, for example, a lot of system integrations have been made.” (14)

The diversity of IT infrastructures and multinational operations were also mentioned as
barriers to coherent recovery. It was also noted that failures should be interpreted as
process breakdown rather than individual mistakes or technical failures, given the com-
plexity of organizational networks. Large incidents could be better described as logistics
issues than purely technical issues as large recovery operations just might need exten-

sive amount of personnel (13).

“Actually, almost always, the biggest technical challenge is posed by third parties
and the outsourcing of services. Identification of risks is important and has previ-

ously led to incidents in the sector.” (12)

Outsourcing was identified as both necessity and vulnerability. While external vendors
provide essential services, resilience depends on visibility into the supply chain, robust-
ness of contracts, and clear division of responsibilities (12, 16). The supervisory authority
also underlined that everything else can be outsourced, except responsibility. Exercises
and simulations were regarded as crucial for testing these complex interdependencies

before real incidents occur.
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7.2.6 Organizational resilience and incident response

Organizational resilience was framed as both a cultural and structural capability (11, I3).
Respondents highlighted the importance of embedding resilience into everyday prac-
tices, ensuring it is not treated as a one-time project (11, 13, 14). Resilience was described
as supported by documentation, scenario planning, and sector-wide exercises. Important
factors in developing resilience included mapping and understanding the organizational
IT infrastructure, support and maintenance management, contract management, and

managing how resilience requirements apply to service providers (I3).

Several respondents mentioned that resilience cannot rely on technical measures but
requires management commitment, investment, and integration into the broader risk
management system of the organization. Exercises and simulations were repeatedly em-
phasized as critical for revealing weak points and ensuring that roles and processes re-

main functional under pressure.

“Good instructions and clear roles (support resilience). Everyone know what their
responsibilities are and we’ve practiced different scenarios. We are involved in
attack exercises, and we also try to include business to them. Also, involvement
in industry-specific exercises is important. Incident response is a process and
well-done IT in practice. It could be exaggerated like this that information security

is just well-done IT.” (15)

Sector-wide cooperation during incident response was described as particularly ad-
vanced in Finland, with information-sharing networks, including informal messaging
groups, enabling rapid coordination and mutual support during incidents (I3, 14, 15). This
collaborative culture was seen as a major contributor to resilience, ensuring that even
competitors act as partners in cybersecurity crises. There is room for further develop-
ment, as there have been attempts for years to create a formal channel for sharing threat

information (I3).

“It would benefit the whole sector if there was somewhere we could exchange
threat information with each other. There is all sorts of problems with it as not one
company can host for all others and there is not yet an authority for it and there

are some bureaucratic challenges involved.” (13)

The supervisory authority mentioned that unexpectedness is the greatest challenge of
incident response in the sector, meaning situations that have not been prepared for or
that are far beyond expected scale. Scenario analyses must be adequate. They are re-

quired, but their adequacy is not assessed, which means that the organizations’ analyses
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may in reality be only superficial. The sector needs an understanding of what organiza-

tions are prepared for and where gaps remain.

Several interviews also highlighted outsourcing as a challenge for the sector when it
comes to resilience and continuity management. For example, the supervisory authority
noted that organizations should have more carefully planned supply chain management
that takes better account of what happens if the service is discontinued or the supplier
decides to pay contract penalties rather than comply with agreements, as outsourcing
brings both good and bad outcomes. One of the greatest challenges in resilience and

continuity management was identified to identify their own single points of failure (I1).
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8. DISCUSSION

This chapters answers the research questions using empirical results from both results
with literature. The chapter examined where the datasets support, contradict, and ex-

pand each other as well as the literature explored through systematic literature review.

8.1 Current state of incident response practices in the Finnish
financial sector

The Finnish financial sector demonstrates a high degree of cybersecurity maturity, yet
the empirical findings reveal that incident response capabilities remain unevenly distrib-
uted and partly constrained by structural, communicative, and regulatory factors. This
highlights that maturity at the systemic level does not automatically translate into organ-

izational resilience.

Both empirical datasets converge on the view that Finland’s financial institutions possess
advanced prevention and detection capabilities, supported by extensive regulatory over-
sights and well-resourced ICT infrastructures. This is also supported by FIN-FSA’s public
documents, according to which it has rarely had to issue decisions on cybersecurity in
the financial sector in recent years. However, the Nordea case and interview insights
indicate that response and recovery processes are still challenged by fragmented com-
munication, legacy systems, and limited learning integration, confirming earlier research
suggesting that even a mature sector may struggle to operationalize resilience in practice
(Bjorck et al., 2015; He et al., 2022). These challenges are interpreted as weaknesses

in specific incident response capabilities rather than as a lack of technical maturity.

Communication practices further illuminate this gap between technical and organiza-
tional maturity. Documents highlighted fragmented and sometimes contradictory mes-
saging during the Nordea incident, while interview data stressed the importance of pre-
defined communication roles and internal control of information flow. This contradiction
reflects what Varga et al. (2021) identify as the sector’s central paradox, high technical
competence coexisting with weak external transparency. The reluctance to disclose de-
tails was justified by the risk of aiding attackers, yet such discretion was perceived by
the public as evasiveness, undermining trust which is a backbone of the financial market
(Uddin et al., 2020). The comparison therefore extends the literature by showing that
communication failures during cyber incidents can erode confidence more severely than
the incident itself, particularly in highly digitalized banking environments where service

continuity is equated with societal stability. These findings underline that communication
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is not merely an external PR function but a core incident response capability that directly

influences perceived resilience.

Technological and structural challenges persist despite advanced preparedness. Both
datasets underscored the burden of legacy core-banking systems and complex supplier
networks, which amplify recovery difficulty and blur accountability. The literature similarly
associates such technical debt with resilience vulnerabilities (Carilo, 2023; Darem et al.,
2023). Interviewees described difficulty in maintaining situational awareness across mul-
tiple integrated platforms and emphasized that outsourcing, while necessary, introduces
dependencies that complicate incident coordination. The supervisory authority confirmed
that everything can be outsourced except responsibility, reinforcing ECB (2025) guid-
ance on contractual accountability. This alignment with prior research demonstrates that
resilience increasingly depends not only on technological defenses but on incident re-
sponse capabilities related to supply-chain governance and institutional learning from

breakdowns.

Resilience culture in Finnish finance appears strong but unevenly embedded. Interviews
described active participation in national and sector-wide exercises, informal threat-in-
formation exchange networks in the sector, and proactive training. Yet both data sources
reveal that scenario analyses often underestimate unexpected, large-scale or prolonged
incidents that fall beyond tested boundaries. The Nordea case thus illustrates that learn-
ing integration was limited. In practice, this also limits the development of embedded

learning as an incident response capability.

The Finnish financial sector exhibits a paradoxical combination of formal maturity and
limited adaptive capability. Governance structures, regulatory compliance, and technical
defenses are highly developed, yet cultural and procedural agility in incident response
remain limited. Finnish financial institutions demonstrate high preventive maturity but un-
even operational agility in incident response. Structural dependencies, communication
fragmentation, and limited learning integration constrain the sector’s overall incident re-

sponse capabilities, and consequently, their resilience.

8.2 Comparison with frameworks and best practices

The comparison between the empirical findings and existing cybersecurity frameworks
and standards reveals that Finnish financial institutions largely adhere to the spirit of
international best practices but fall short of implementing them in the systematic and
accountable manner envisioned by those frameworks. While interviewees consistently

emphasized that DORA does not change anything substantial because the sector largely
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already follows international best practices, the document data demonstrates that the
practical application of these standards remains uneven, especially in communication,
accountability, and post-incident learning. This gap invites a critical reflection on whether
adherence to formal frameworks equates to genuine resilience in practice, or whether

resilience depends on how incident response capabilities are enacted in real incidents.

According to the NIST CSF and ISO/IEC 27035, effective incident response encom-
passes preparation, detection, analysis, containment, eradication, recovery, and post-
incident activity. Evidence from both datasets shows that Finnish financial institutions
perform strongly in the preventive and detection phases. Interview data emphasized ex-
tensive monitoring capabilities, active participation in national exercises, and integration
of threat intelligence into routine operations. These findings support previous research
suggesting that Nordic financial entities demonstrate advanced detection maturity and
inter-organizational cooperation (European Union Agency for Cybersecurity., 2025).
However, the later stages of the incident response life cycle, particularly response, re-
covery, and post-incident learning, appear less consistent with the frameworks’ intent,
which raises the question of whether compliance-driven maturity adequately translates
into agile and effective incident response when confronted with complex incidents (Com-

puter Security Division, 2024).

The Nordea incident illustrates this misalignment clearly. While service continuity was
sometimes restored quickly, the public communication was delayed, fragmented, and
largely defensive in tone. This diverges from industry best practices and the necessary
capabilities recognized by FSA which are essential for recovery and business continuity
(Finanssivalvonta, 2024). Most frameworks stress stakeholder communication, account-
ability, and timely dissemination of verified information as integral to response effective-
ness. The absence of a named accountable security officer in Finland contracts sharply
with best practices and with Nordea’s Swedish operations, where incident briefings were
more detailed. This gap suggests that formal alignment with framework requirements
may serve symbolic legitimacy more than functional resilience, reflecting what Varga et
al. (2021) describes as a tendency in the sector to prioritize reputation management over
knowledge sharing during crises. The comparison suggests that while frameworks for-
mally recognize communication and accountability as integral to incident response,
these capabilities were not fully realized in practice, which weakened the contribution of

incident response to overall resilience.

In terms of governance, ISO 27035, DORA, and NIST SP 800-61r3 emphasize the need
for clear leadership structures and defined responsibilities during incidents. Interview

confirmed that escalation mechanisms and internal playbooks exist, yet these are often
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treated as compliance artifacts rather than dynamic operational tools. This interpretation
supports Cortez & Dekker’s (2022) argument that financial institutions frequently reduce
governance frameworks to checklists, limiting their potential as mechanisms for organi-
zational learning and agile incident response. This contrasts with some of the perspec-
tives from the interviews, where structured processes and checklists were seen as an

enabler for effective incident response when used dynamically.

Regulatory frameworks such as DORA, the EBA ICT guidelines, and the ECB’s expec-
tations have further institutionalized incident response in the Finnish financial sector.
However, these regulations appear to reinforce procedural compliance rather than adap-
tive capability. Interviewees repeatedly stated that the requirements were already mostly
met before DORA, suggesting that Finnish institutions perceive regulations as confirma-
tion of their existing practices. Yet the Nordea case exposes limitations of this perception.
While compliance metrics were fulfilled, the response lacked the clarity, accountability,
and cross-border coordination that DORA aims to enforce. Although DORA was not yet
in force during the Nordea incident, the interviewees emphasized that the sector already
followed many of its forthcoming requirements through existing best practices, excluding
new procedural elements such as reporting timelines. This contradiction between formal
alignment and operational gaps reflects Peihani’s (2022) notion of being secure on paper
but not necessarily resilient in practice. In other words, regulations have helped stand-
ardize the existence of incident response processes but not necessarily the agility and

effectiveness of incident response capabilities in dynamic conditions.

From a theoretical perspective, the findings both confirm and extend prior studied on the
relationship between institutional maturity and adaptive response. Consistent with He et
al. (2022), the data suggests that high technical preparedness can coexist with limited
strategic flexibility and lack of agility in incident response processes. However, this study
extends on the discussion by providing sector-specific evidence from Finland that even
when frameworks are embedded at the policy level, their interpretive application varies

depending on organizational culture and perceived reputational risk.

While Finnish financial institutions appear aligned with the principles of leading cyberse-
curity frameworks, their current arrangement may prove insufficient in unprecedented or
large-scale situations. The implementation of them might often prioritize compliance vis-
ibility over the adaptive and communicative dimensions of incident response. The
Nordea incident underscored that even highly mature organizations may falter in trans-
parency, accountability, adaptability areas central to best practice. This research con-
tributes to the literature by highlighting that framework adherence does not guarantee

resilience, rather, the effectiveness of incident response depends on how frameworks
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are internalized and enacted through concrete incident response capabilities and agile

practice in real incidents.

8.3 The Role of the European Cybersecurity Skills Framework

The European Cybersecurity Skills Framework (ECSF) provides a comprehensive struc-
ture for defining cybersecurity roles and competencies across organizations. Although it
has not yet been widely adopted in the Finnish financial sector, the findings suggest that
it could serve a valuable tool for clarifying responsibilities, managing outsourcing rela-

tionships, and improving communication and accountability in incident response.

Both document and interview data indicate that roles in the Finnish financial sector are
currently defined through standards and regulations rather than through the ECSF. They
are currently more in line with the roles presented in Table 3 in Chapter 5. This observa-
tion aligns with assessment of ECSF (Polemi & Kioskli, 2023), which note that the frame-
work’s uptake has been limited across sectors despite its potential to harmonize compe-

tence requirements.

Across both datasets, ECSF was not explicitly recognized as a guiding structure. Inter-
view data revealed that incident response roles are already well established within finan-
cial institutions, typically reflecting regulatory expectations and industry best practices.
During the Nordea incident, several executives commented publicly on the situation, yet
no clear technical or security took visible responsibility. This pattern contrasts with the
ECSF’s approach, which emphasizes clear role definition and accountability chains ex-
tending from technical experts to strategic management. This also contradicts with the
interview data results suggest that the Chief Information Security Officer often has a
communicative role. However, the ECSF does not precisely define the communicative
role and responsibility for stakeholder communication (European Union Agency for Cy-
bersecurity., 2022b), which can be considered a major limitation especially in terms of
its utilization in incidents similar to the Nordea incident. Clarifying these responsibilities

would directly strengthen communication as an incident response capability.

On the other hand, it should be noted that there were discrepancies in the interview data
about communication responsibility. Some emphasized the role of the CISO, some of
senior management, and some of communication professionals. Consistent in the inter-
view data was that roles and responsibilities should be clearly defined and exercised
beforehand. Document data suggests that technical details cannot be completely ig-
nored in cybersecurity communication, especially when ambiguity has already led to mis-

trust and narrative has been captured by the media. By contextualizing existing ECSF
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roles such as the Cybersecurity Manager or Cyber Incident Coordinator, financial insti-
tutions could adapt the framework to incorporate communication accountability and
stakeholder engagement. This adaptation would address one of the key deficiencies ob-
served in the case date, the absence of visible, technically component spokespersons

capable of rebuilding trust during high-profile incidents.

Interview data confirmed that while institutions maintain skilled internal teams, special-
ized areas such as digital forensics are almost always outsourced due to their infrequent
use and high expertise requirements. In addition, it must be taken into account that even
though all participants had highly skilled internal incident response teams, they do not

represent the entire finance sector which has been criticized for heavy outsourcing.

This finding however expands on the repeated perspective in the literature, where fi-
nance sector is criticized for excessive outsourcing (Clausmeier, 2023; Darem et al.,
2023). Outsourcing can be a strategic decision in competence management, as long as
risk management is also involved. This reliance on external providers highlights an area
where the ECSF could support outsourcing management by offering a shared vocabu-
lary for defining required competencies and responsibilities across organizational bound-
aries. This could enhance contract management of outsourcing, which is an important
development area identified by the ECB (ECB, 2025), and would support more coherent

governance in incident response capabilities.

The ECSF’s role-based structure could help bridge the gap between internal and exter-
nal expertise. Interviewees expressed concern that outsourcing complicates responsibil-
ity allocation and coordination during incidents. Current contracts often specify service
levels and reporting requirements but do not necessarily ensure skill comparability or
situational understanding between the institution and the vendor (ECB, 2025). By align-
ing contractual expectations with ECSF-defined roles, financial institutions could poten-
tially improve transparency and reduce ambiguity in external collaboration. This would
also respond to concerns raised in literature about fragmented accountability in incident
management (Darem et al., 2023; He et al., 2022). The empirical findings thus extend
the existing literature by illustrating that frameworks like the ECSF can contribute not

only to training or recruitment but also to strategic governance of outsourced capabilities.

The empirical findings indicate cultural and institutional barriers to the framework’s ad-
aptation. Because Finnish financial institutions already operate within dense regulatory
structures, there is limited perceived need for another framework. Several interviewees
viewed new instruments as redundant unless they add clear operational value. This

skepticism aligns with prior observations that ECSF’s uptake depends on its ability to
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integrate with existing standards rather than replace them (ENISA, 2023). The findings
therefore suggest that ECSF’s relevance in the financial sector lies not in redefining roles
but in improving the alignment of skills, responsibilities, and communication across inter-
nal and outsourced actors. Table 8 provides summary of ECSF role alignment with ex-
isting roles across frameworks and as they are observed in Finnish practice. Green sig-
nifies the roles is well represented in both theory and practice and that the frameworks
and the Finnish financial sector share a common understanding of what the role does
and where it fits in the incident response. These areas ECSF roles would reinforce with-
out changing existing practice. Yellow signifies that role is present but interpreted differ-
ently in practice and not consistently defined. Red signifies that the role is not formally

integrated in other frameworks or definitions.

Table 8: ECSF Role Alignment with Existing Incident Response Roles

ECSF Role ISO/IEC 27395 NIST SP 800- DORA & NIS2 Observed in
61r3 Finnish Prac-
tice
Cyber Inci- | Incident Re- Technical Spe- Incident Docu- @ Internal SOC /
dent Re- | sponder cialists mentation Outsourced
sponder
Cybersecurity | Incident Coor- Team Leader | Risk Manage- | Internal
Manager dinator ment and As-
sessment
CIsO Management Management Management Communica-
and decision- | liaison responsibility tive
making
Cybersecurity | Communica- Legal & Com- Reporting to Partial /shared
Legal, Policy | tion Officer pliance, Public authorities responsibility
and Compli- Affairs across roles
ance Officer
Digital Foren- | - Technical Spe- - Outsourced
sics Investi- cialists expertise
gator

While ECSF is not currently visible in Finnish financial institutions’ incident response
practices, the findings demonstrate several potential applications that could address the
sector’s identified challenges. The framework could provide a structured basis for man-

aging outsourced expertise, enhance transparency in role definition and accountability,
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and support the development of more integrated communication practices during inci-
dents. By linking technical roles to management responsibilities, the ECSF could
strengthen both coordination and the credibility of incident response efforts. The results
thus extend the literature by showing that frameworks like the ECSF, although designed
primarily for workforce development, can also function as governance tools to enhance
cross-sector consistency, outsourcing management, and stakeholder trust in the context

of financial cybersecurity.

8.4 Improving incident response capabilities

The findings of this study indicate that while the Finnish financial sector demonstrate high
technical maturity in prevention and detection, both datasets reveal that true resilience
requires incident response capabilities that are enacted in adaptive and communicative
ways. Similar to observations by He et al. (2022), the main challenge lies not in technical

readiness but in the ability to dynamically manage prolonged and complex incidents.

Although frameworks such as ISO/IEC 27035 provide a strong procedural base, the em-
pirical evidence suggests that their application in Finland remains largely sequential. This
aligns with previous studies arguing that incident response frameworks risk becoming
static when organizations interpret them as compliance checklists (Cortez and Dekker,
2022), which limits the potential for agile incident response. In practice, the Nordea inci-
dent revealed that these stages might overlap as new information can emerge while re-
covery is still ongoing, and communication to stakeholders must evolve continuously as

the situation develops.

Interviewees similarly noted that during active incidents, several response functions such
as technical containment, coordination with suppliers, and communication occur simul-
taneously and require repeated reassessment. On the other hand, the interview data
repeatedly emphasized how structured and rehearsed processes, as well as clear roles
and responsibilities, are key to successful incident response. Adaptability and scalability
must therefore be incorporated into processes without disrupting existing roles, respon-
sibilities, and incident response structures, so that structured playbooks can support ra-

ther than constrain agile incident response.

Consistent with He et al. (2022), this study provides empirical evidence that limited inte-
gration of learning and situational awareness during an ongoing incident leads to ineffi-
ciencies and credibility challenges. Frameworks might treat lessons learned as post-in-
cident reflection rather than a continuous feedback process, leaving improvement

phases retrospective rather than adaptive and agile.
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Both empirical datasets indicate that current scenario-based preparedness does not suf-
ficiently account for evolving, unpredictable threats. Interviewees acknowledged that ex-
ercises focus on known threat types, while literature highlights the need to integrate ge-
opolitical and systemic risks into planning (Naseer et al., 2024). This gap demonstrates
that scenario analysis must evolve into a continuous capability for adaptive situational

awareness.

Naseer et al. (2024) argue that effective response depends on real-time sensemaking
and dynamic threat profiling. The Nordea case supports this, showing that while technical
detection functioned effectively, understanding of attacker intent and methods lagged
behind the evolving situation. This finding underscores that preparedness for unprece-
dented incidents requires flexible processes, cross-unit cooperation, and adaptive situa-

tional awareness rather than new technologies alone.

Both datasets and previous studies (Uddin et al., 2020) underline that communication
should function as a continuous operational component, not a post-incident PR. The
Nordea incident exemplified how limited transparency can erode trust, echoing FIN-
FSA’s (Finanssivalvonta, 2024) emphasis on communication as a core recovery capa-
bility. Integrating technical expertise into public communication could therefore

strengthen both credibility and coordination during crises.

Despite routine post-incident reviews, learning integration remains inconsistent. Echoing
Carilo (2023) and He et al. (2023), the findings reveal that lessons learned often fail to
become lessons applied. Embedding real-time documentation of decisions and hypoth-
eses during incidents could ensure that contextual insights inform future playbooks and
governance metrics. Expanding recovery metrics beyond technical restoration to include
indicators such as customer sentiment or time-to-credible-update would align learning
objectives with the realities of reputational resilience. The Nordea case, where services
were restored swiftly but confidence lagged, illustrates the importance of this broader

conception of recovery.

Among existing frameworks NIST SP 800-61r3 most closely represent adaptability
through its iterative structure. However, it lacks explicit emphasis on communication,
which is critical for the financial sector. Table 9 below synthesizes these findings by
aligning identified improvement capabilities with NIST SP 800-61r3 and crisis and recov-

ery management capabilities recognized by FIN-FSA.
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Capability | Detection Response and | Recovery Learning Preparation
Area and Analy- | Mitigation and Resto- | and Im-| and Govern-

sis ration provement | ance
NIST SP | Detect Respond Recover Lessons Preparation
800-61r3 Learned
Crisis and | Analysis of | Mitigation Deployment | Updating | Crisis and
Recovery | Disruptive Measures of Recovery | plans ac- | Recovery
Manage- Impact Manage- cording to | Manage-
ment Ca- ment and | lessons ment plans
pabilities Restoring learned

Operations

Identified | Adaptive Integrated and | Scalable Embed- Collabora-
Improve- | Situational | Transparent and Collab- | ded Learn- | tive govern-
ment Ca- | Awareness | Communica- | orative Re- | ing ance
pabilities tions covery
In summary, the five improvement capabilities, adaptive situational awareness, inte-

grated and transparent communication, scalable and collaborative recovery, embedded
learning, and collaborative governance, represent interdependent incident response ca-
pabilities through which Finnish financial institutions can strengthen incident response.
Together, they shift the focus from procedural compliance toward resilience based on
agile incident response. Each capability directly addresses a specific weakness identified
in empirical findings and extends existing models. Adaptive situational awareness ad-
vances traditional detection phases in NIST and ISO frameworks by introducing contin-
uous sensemaking and feedback loops that mitigate delays in understanding attack in-

tent and reduce fragmented communication between technical and executive teams.

Integrated and transparent communication complements technical response phases by
embedding communicative competence and accountability into operations, countering
the delayed and inconsistent public messaging observed in the Nordea incident. Scala-
ble and collaborative recovery expands recovery concepts in existing models by empha-
sizing inter-organizational cooperation and flexible resource mobilization, tackling the
uneven recovery coordination exposed in the findings. Embedded learning reframes the
lessons learned stage as a concurrent rather than retrospective process, ensuring that
ongoing documentation and reflection inform real-time adjustments instead of post-inci-
dent reports alone. Finally, collaborative governance redefines compliance-oriented

leadership structures into participatory and cross-sector governance models, addressing
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the fragmentation of accountability and oversight between outsourced, national, and

cross-border actors.
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9. CONCLUSION

This chapter concludes this study by providing key findings, evaluation of the study, and
proposes further research suggestions for the future, which may delve deeper into vari-
ous organizations in the financial sector, technical methods of incident response, and

the recovery from certain types of cyber threats.

9.1 Key findings

This study provides new empirical insight how the Finnish financial sector can strengthen
its incident response capabilities through adaptive governance, integrated communica-
tion, and embedded learning. From a managerial perspective, the findings highlight that
resilience is not solely a technical achievement but a strategic and organizational one.
Managers must view incident response as a continuous learning cycle that integrates
iterative feedback between detection, response, recovery, and communication functions,
as argued in previous literature (He et al., 2022; Naseer et al., 2024). In particular, em-
bedding technically competent spokespersons and clarifying accountability across inter-
nal and outsourced teams can directly enhance stakeholder trust and recovery speed,
which are two areas where even mature financial institutions still face challenges. The

key findings are summarized in Table 10.

Table 10: Summary of Capability Development Directions

Capability Area

Current Gap

Improvement Direction

Adaptive Situa-
tional Awareness

Integrated and
Transparent Com-
munication

Scalable and Col-
laborative Recov-

ery

Incident response func-
tions are fragmented and
not sufficiently iterative.

Communication is decou-
pled from technical opera-
tions, causing inconsistent
internal and external re-
porting.

Recovery remains siloed
and difficult to scale across
units and providers.

Embed continuous feedback and
sensemaking across all incident
response phases.

Embed communication roles and
protocols in operational cycles and
appoint technically competent
spokespersons.

Develop modular recovery play-
books and conduct joint recovery
exercises with internal and exter-
nal partners.
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Embedded Learn- Lessons learned remain | Integrate learning mechanisms

ing retrospective. into every function of incident re-
sponse, not limited to post-inci-
dent reflection.

Collaborative Outsourcing fragments re- | Align internal and external roles
Governance sponsibility and weakens | and establish joint response proto-
coordination. cols and accountability chains.

The significance of this research lies in its contextual and methodological contributions.
By combining document analysis of the Nordea DDoS attack with expert interview, this
study demonstrates that even in one of Europe’s most advanced financial systems, re-
silience gaps persist between formal compliance and adaptive capability. This extends
existing literature (Carilo, 2023) by revealing that regulatory maturity does not guarantee
organizational agility. The results underscore that resilience emerges from independent
managerial processes such as leadership, communication, and governance, rather than

from regulatory conformity alone.

Novelty arises from integrating the European Cybersecurity skills framework (ECSF) into
the discussion of incident response governance. The framework’s role-based taxonomy,
rarely applied in this context, offers a practical mechanism for aligning internal compe-
tences with outsourced capabilities, thereby addressing of the sector’'s most persistent
vulnerabilities, fragmented accountability, especially prevalent in unprecedented and
prolonged incidents. Unexpectedly, the study found that Finland’s high cybersecurity ma-
turity in the finance sector coexists with communication rigidity, which illustrates how
reputation management can inadvertently weaken real-time transparency and under-
mine public trust. Consistent with previous research, the findings reframe incident re-
sponse as a socio-technical management function where continuous adaptation, inter-
organizational collaboration, and transparent communication form the foundation of sus-

tainable cyber resilience in the financial sector.

Based on the findings, cyber security in Finland is highly developed and mature, and
many practices in the financial sector are advanced in terms of both technology and
internal cooperation within sector. Many sectors could learn a lot from the practices of
institutions in the Finish financial sector. However, as part of critical infrastructure, main-
taining and developing financial sector cyber resilience requires continuous effort. The
European operational environment is changing, and in Finland in particular, organiza-
tions need to adapt their incident response capabilities across all areas in order to re-

spond to changes in the threat landscape more flexibly and proactively.
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9.2 Evaluation of the study

The quality and trustworthiness of this research were considered throughout the project
rather than evaluated only at its end, following Eriksson & Kovalainen's (2008) view that
continuous reflexive evaluation strengthens research integrity. The objective of the
study, to explore how the Finnish financial sector could enhance its incident response
capabilities and to identify strengths and weaknesses in current practices, was largely

achieved.

The research design combined document analysis and semi-structured expert inter-
views, allowing both institutional and experiential perspectives to emerge. According to
Patton (2023) and Flick (2021), methodological triangulation enhances analytic depth
and credibility. In this study, it enabled a balanced understanding that considered both
public evidence and insider reflections on the sector. The Nordea DDoS incident, as the
descriptive case, met Patton's (2023) criterion of significance because it was both unique

in the Finnish context and illustrative of broader European challenges.

Completeness was pursued by clearly defining the case boundaries and by including
material that both supported and questioned the emerging interpretations. As Eriksson
& Kovalainen (2008) stress, a convincing case study must display sufficient, and even
contradictory evidence, so that readers can form an independent judgment. Evidence
from news articles highlighting communication gaps was therefore analyzed alongside
interview material emphasizing structural maturity. This duality contributed to a more nu-

anced and credible picture of the sector’s resilience.

The study’s trustworthiness can be assessed through Lincoln and Guba’s (1985) four
criteria. Credibility was enhanced by prolonged engagement with the data, transparent
documentation of coding decisions, and clear logical links between observations and

thematic categories (Saunders et al., 2019).

Transferability was addressed by providing rich contextual description, enabling possi-
bility for readers to evaluate the applicability of findings to other financial or possibly
critical infrastructure contexts. Confirmability was supported by maintaining an audit trail
that connects interpretations to the original data, reducing the influence of researcher
subjectivity. Dependability was ensured through a traceable and well-documented ana-

Iytic process, consistent with the standards proposed by Eriksson & Kovalainen (2008).

Nevertheless, limitations must be acknowledged. As Puusa et al. (2020) note, interviews
reveal participants’ reconstructed perceptions rather than objective reality, which means
reactivity and interpretation bias can occur through wording or researcher influence. The

small number of interviews limits breadth, although the purpose of qualitative inquiry is
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depth rather than statistical representativeness (Patton, 2023). The exclusive focus on
written documents may omit non-textual discursive cues, which future research could
address by including audiovisual or observational data, as recommended by Karppinen
and Moe (2012). Finally, as Maier et al. (2023) note, methodological coherence between

data, questions, and conclusions was continuously reviewed to avoid over-interpretation.

Ethical considerations guided the study in line with Eriksson & Kovalainen (2008) and
the Menlo principles (Macnish & van der Ham, 2020). Participants gave informed consent
and were interviewed voluntarily with full awareness of the study’s aims. Confidentiality
was maintained, and quotations were anonymized to prevent reputational harm. Only
publicly available materials were used for document analysis, respecting transparency
and data-protection norms. The principle of beneficence directed the research purpose
which is to contribute to improving incident response capabilities while avoiding potential
harm to the institutions studied. As Macnish & van der Ham (2020) argue, ethical reflec-
tion in cybersecurity research must extend beyond data collection to include interpreta-

tion and publication, and these obligations were observed throughout.

9.3 Suggestions for future research

This study has provided valuable insights into incident response capabilities in the Finn-
ish financial sector and revealed several promising directions for further research, which
remain unexplored due to the scope and limitations of this work. These topics are closely
related to the findings and could significantly deepen the understanding of how the finan-

cial sector can enhance its resilience and preparedness against cyber incidents.

It is still too early to assess the real impact of the Digital Operational Resilience Act
(DORA), which came only into effect in early 2025. Since no large-scale incidents have
occurred under DORA so far, there is limited empirical evidence on its effectiveness or
limitations in practice. Moreover, supervisory authorities focus primarily on whether insti-
tutions comply with the requirements rather than how they are implemented. Future stud-
ies could therefore investigate how DORA shapes organizational behavior, prepared-

ness, and the quality of incident response over time.

There is also a clear need to develop and validate process models for incident response
and structured approaches to information sharing. The findings of this research suggest
that many incident response challenges stem from process-related shortcomings rather
than technical issues. The technical incident response capabilities in the field appear to

be undeniably advanced, while communication with stakeholders, for example, remains
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contentious and divides opinion sharply. A more detailed comparison of incident re-
sponse processes between various financial organizations could help identify best prac-
tices and sector-specific challenges as the current focus is largely on banking, even
though the sector is diverse with different customers, structures, processes, and needs.
Furthermore, international comparisons would provide valuable context for understand-
ing how Finnish practices align with or differ from those in other EU countries. Such
comparative studies could highlight both strengths and areas for improvement in Fin-

land’s incident response capabilities.

Although information exchange and networking among cyber security professionals in
the sector is smooth and effective, attempts to develop official channels for sharing threat
information have been ongoing for some time now. To refine this process, platform, and
its practices, information and knowledge management can offer methods and processes
that could be further researched and developed for testing in practice. Information and
knowledge management could offer methods for effective, structured, and refined infor-

mation sharing.

Another important direction for research involves developing methods to measure and
monitor cyber resilience. As resilience becomes a strategic priority, organizations need
clear metrics and tools to track their progress. Future research could explore how simu-
lations, exercises, and collaborative information sharing can be measured in ways that

systematically improve cyber resilience.

There also seems to be limited research available on the effectiveness of the European
Cybersecurity Skills Framework (ECSF) and on how it has been applied in practice, mak-
ing it difficult to evaluate its potential usefulness in the financial sector. Future work could
assess whether adopting ECSF roles and skill profiles would make training and recruit-

ment more effective and aligned with real operational needs.
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APPENDIX C: INTERVIEW GUIDE

Theme

Main question

Follow-up/Variant

Leadership and the role of

management

How should organizational
leadership be involved in

managing cyber incidents?

What kinds of roles
and responsibilities
have you had in your

work?

How should responsibilities
be divided during an inci-
dent?

How do financial sector
actors cooperate with

each other?

Significance of communica-

tion

How does the Finnish finan-

cial sector communicate
cyber disruptions exter-
nally?

Have you participated
in crisis communica-
tion planning in your

work?

How can stakeholder trust
be maintained and sup-

ported during incidents?

What role does com-
munication have in in-

cident response?

How internal and external

How to enable flow of

guidance on incident re-

sponse to be?

communication could be | information?
enhanced during cyber inci-
dents?
Regulation and responsibili- | How clear do you consider | How does DORA affect
ties the current regulation and | your work?




Does Finnish and European
regulations support organi-
zations to develop their inci-

dent response activities?

Are there any gaps or ambi-
guities in regulation or su-
pervision that could affect
the management of inci-

dents?

Skills and ECSF roles

How well do you think finan-
cial sector organizations are
identifying and developing
cybersecurity skills, espe-
cially in terms of incident re-

sponse?

Have you identified skills
gaps or development ar-

eas?

Can you assess the or-
ganization’s own ex-
pertise at a sufficient

level?

Could a model such as the
European  Cybersecurity
Skills Framework help to
structure and develop

skills?

What kinds of roles
and skills are needed

in incident response?

Technological and structural

challenges

What are the main technical
or structural factors that can
make it difficult to respond
to disruptions?

How do you assess the

technical and infrastructural




capabilities of the Finnish fi-
nancial sector for incident

response?

How should organizations

test recovery procedures?

How to ensure that de-
velopment measures

are permanent?

Organizational resilience and

incident response

How would you describe the
financial sector’s ability to
recover from large-scale

cyber disruptions?

What are the biggest
challenges in incident

response?

What factors support or un-
dermine organizational re-

silience?

What is the incident
process like in the fi-

nancial sector?

Other

What would be the most im-
portant area for develop-
ment to strengthen incident
response capabilities in the

Finnish financial sector?

Is there anything else you
would like to raise on this

topic?




