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The European Union’s General Data Protection Regulation (GDPR) is perhaps the
most significant data protection regulation framework that has, and continues to,
shape organisational practices. Compliance to GDPR’s provisions requires
investments into data protection measures and failure to do so has been seen to
result in massive financial penalties. At the same time, cyber insurance market has
grown rapidly, in part due to organisations seeking protection to risks associated
with data breaches and regulatory violations. This makes GDPR and cyber
insurance timely, interesting, and a relevant topic of research.

The goal of the study is to examine how GDPR and cyber insurance are
interconnected, and in what ways could cyber insurance have an impact on GDPR
enforcement. The main theory of this study is the Responsive Regulation Theory,
and though the lens of this theory the relationship between cyber insurance (private
actor) and GDPR enforcement (regulator) is analysed.

This study was conducted as a qualitative study where data was collected through
semi-structured interviews with three Finnish cyber insurance experts. The interview
data was analysed through thematic analysis and the results of it were compared to
the theoretical framework of the study.

Results of the study show that insurers can be seen to play a role, albeit an
indirect one, in promoting GDPR compliance. While insurance companies’ role as
quasi-regulators is limited to the lower levels of the regulatory pyramid, education
and persuasion, they are able to influence organisational behaviour through
coverage, pricing, and by guiding organisations. Insurance driven regulation
enforcement arguably complements formal regulation but the effectiveness of it is
somewhat diminished by factors such as the cyclical nature of the cyber insurance
market.
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1 Introduction

1.1 Background and Significance of the Study

Within the last decade data protection has emerged as one the most significant regulatory
challenges facing organisations globally. The introduction of the General Data Protection
Regulation (GDPR) in 2018 started a dramatic in the way which citizens’ personal data is
protected, processed, and regulated in the European Union and beyond (Voigt & Von Dem
Bussche, 2017, pp. 1-7). With maximum fines up to 20 million euros or 4% of global annual
turnover, GDPR has forced organisations to abide by strict data protection measures or face
heavy financial sanctions. The risks of not abiding by the regulation have already been
materialized in cases such as the 746 million euro fine imposed on Amazon in 2021, and the

405 million euro fine levied against Meta (Irish Data Protection Commission, 2022).

According to Munich Re (2024), the global cyber insurance market had reached USD 14
billion by the end of 2023 and is forecasted to grow to USD 29 billion by 2027, making it
the fastest growing subsector of the insurance market. The growth reflects organisations’
increasing recognition of cyber risks and the need for risk transfer mechanisms that are not
available through traditional insurance products. However, the relationship between cyber
insurance and regulatory compliance presents new challenges, particularly regarding the
insurability of regulatory fines. While some jurisdictions permit or at least do not outright
prohibit the insurance of GDPR fines, most explicitly ban it, creating a fragmented approach
to risk management across the European Union. Additionally, in most jurisdictions where
GDPR fines are not insurable, some parts of the costs are, for example the cost of legal help
and fees to cover financial damage of third parties (A Guide to the Insurability of GDPR

Fines across Europe, 2020).

Data processing in GDPR is defined as the gathering or use of personal data on behalf of the
data controller by the data processor, based on an agreement. Here the data processor is
usually external to the organisation, a third-party. Article 6 sets out the only legal bases for

this type of operation; consent, contract, legal obligation, vital interests, public task, or



legitimate interests (Article 6, Regulation 2016/679). These data processing operations have
become increasingly more difficult to navigate with multiple layers of processors, cloud
services, and internal data transfers, and each of these present compliance challenges for
organisations as the GDPR mandates organisations to ensure their customers’ data is
protected at every step in which data is being processed (Kuner et al., 2020, pp. 151-153).
It is however important to mention at this point that GDPR is only applicable if personal
data is involved. Article 4 defines personal data as ‘any information relating to an identified
or identifiable natural person’. Identified person refers to anyone who, directly or indirectly,
can be identified by the use of identifiers, such as name, location data, or even genetic or
social identity (Article 4, Regulation 2016/679). From now on in this thesis data always
refers to personal data unless otherwise stated. The heavy fines have prompted the insurance
industry to develop sophisticated risk assessment methodologies and specialised coverage
options, effectively creating a parallel system of oversight alongside regulatory authorities
to vet their to-be customers in order to minimize their chances of ending up in a situation in

which their insured organisation has violated the GDPR (Talesh, 2018).

At the same time, cyber threats have also become more advanced, and this evolvement has
led to fast increase in cyber-attacks. Major cyber incidents between 2021 and 2022 rose by
15%, highlighting the challenges organisations face when it comes to data protection
(European Union Agency for Cybersecurity, 2024). One of the most harmful are ransomware
attacks, which have increased by 300% since 2015 (Health-ISAC & AHA, 2024), in which
the company is often demanded to pay a ransom to regain access to their data. A prime
example how serious such attacks can be is the Vastaamo data breach in which patients’
personal information was stolen and extortion efforts used in hopes of getting 40 bitcoins,
worth some 450 000 euros at the time (Veli-Pekka, 2020). The breach however did not
require high level understanding of cybersecurity as the company had poor or non-existent
measures in place to protect their customers’ data. The Finnish DPA, Tietosuojavaltuutettu,
which is the head of managing anything related to GDPR in Finland, fined Vastaamo over
600 000 euros for violations of GDPR articles (Administrative Fine Imposed on
Psychotherapy Centre Vastaamo for Data Protection Violations, 2021). Due to these
evolving threats and wanting to avoid a similar fate, many organisations have opted for risk
management strategies that combine regulatory compliance with insurance products

(McKinsey & Company, 2024).



The intersection of insurance mechanisms and regulatory enforcement raises fundamental
questions about the effectiveness of data protection regulation. Insurance companies have
emerged as potential quasi-regulators by influencing organisations’ behaviour through
underwriting requirements and pricing practices (Talesh, 2018). This is in line with studies
that explore ‘regulatory intermediaries’ and the role they play in shaping compliance
behaviour (Abbott et al., 2017). The case of insurance industry being involved in regulatory
compliance represents a form of ‘private governance’ that can either complement or

undermine the more traditional regulatory approaches (Ben-Shahar & Logue, 2012).

The role of insurance in regulatory compliance has historical precedents in other domains.
A good example of this is environmental regulation, which has long struggled to find balance
with the intersection between insurance requirements and regulatory enforcement (He,
2017). Studies in this field suggest that insurance can serve as a compliance motivator as
well as a potential moral hazard, depending on how insurance products are structured and
regulated (Driesen, 2006). The previous studies on environmental regulation provide
valuable insights for understanding the potential effect of cyber insurance on GDPR

compliance.

Regulatory enforcement strategies are still being developed despite GDPR being in effect
for over six years, which underlines the need to better understand how various compliance
pressures interact. Data Protection Authorities (DPAs) across Europe have had varying
approaches to how they wield their regulatory powers, ranging from collaborative
engagement (education and persuasion) to strict penalisation (European Data Protection
Board., 2024). Varying approaches and the lack of a clear, unanimous, message from the
regulators leaves organisations guessing what the result of a particular provision violation
is. This is particularly evident in cases that span across multiple jurisdictions and has
resulted in slow processing times and inefficiency in collaboration between the national
agencies. The various approaches combined with diverse insurance practices influence
organisational behaviour but it is difficult to quantify the impact (Irish Data Protection

Commission, 2022).

This study explores how cyber insurance could impact the effectiveness of regulation

enforcement in Europe and in organizations subject to the GDPR. Its significance lies in



applying the principles of Responsive Regulation Theory (RRT) to the enforcement of the
GDPR. RRT as a theory is mainly about how a well-maintained relationship between a
regulator and a regulated entity during violation investigation and enforcement process
ought to result in increased cooperation in the future. In addition, the regulated entity would
as a result strive to achieve a level of compliance that the lawmakers intended instead of
mere ‘ticking the boxes’ level of compliance (Ayres & Braithwaite, 1992, pp. 4-7). As
organisations attempt to deal with the dual pressures of regulatory compliance and risk
management, understanding the intersection becomes important for policymaker, regulators
and practitioners alike. My hope is that the findings of this study could inform both
regulatory approaches and insurance practitioners about the Responsive Regulation Theory
framework and the ways it could be useful in the cross section of GDPR and cyber insurance.
I also hope to inspire further research on the topic that may lead to more effective data
protection frameworks in the future that hopefully make use of some form of responsive

regulatory tools.

GDPR is categorised as a reflexive regulatory framework that puts emphasis on internal
compliance mechanisms, self-regulation and accountability by organisations themselves.
While this approach is argued to foster organisational learning, the effectiveness of
enforcement remains unclear, particularly in cases of non-compliance or so-called strategic
under-compliance (Macenaite, 2017). Due to these challenges of reflexive regulation, in this
study the application of Responsive Regulation Theory to GDPR enforcement is explored.
The goal is to find out whether an enforcement pyramid could be a more effective
compliance framework. The justification for this perspective is that the role of insurers as
potential actors within the regulatory landscape has increased through risk assessments,
policy exclusions, and premium adjustments that affect data protection standards in

organisations that seek cyber insurance (Talesh, 2018).

Additionally, the study attempts to address the research gap regarding the role of private
governance mechanisms in data protection regulation, which in this case is the potential for
insurers to act as quasi-regulators. While there are many studies that examine traditional
regulatory approaches and compliance mechanism, such as Understanding Compliance with
Laws and Regulations: A Mechanism-Based Approach (Bottoms, 2019) and New dimensions
in regulatory compliance — building the bridge to better compliance (Stuat, 2012), the



influence of insurance practices on regulatory effectiveness remains understudied. Given the
increasing importance of cyber insurance in organisational risk management strategies, this

gap could be deemed crucial to fill.

1.2 Research Motivation and Objectives

The intersection of cyber insurance and GDPR is a multifaceted and evolving domain that
warrants academic exploration. While existing studies have examined GDPR compliance
mechanisms (Rodrigues et al., 2016) and the growth of cyber insurance markets (Woods &
Simpson, 2017) separately, a research gap remains in understanding how these two forces
interact within the responsive regulation framework and how GDPR fits into that framework.
Thus, this study is motivated by the need to understand how insurance mechanisms could
influence regulatory effectiveness in this domain and how they might be optimally integrated

into data protection governance practices.

The primary research question guiding this study is:

“How does cyber insurance influence the effectiveness of responsive regulation in GDPR

enforcement?”

The following sub-questions aim to expand on this main research question:

1. How do insurers' compliance requirements interact with GDPR enforcement

under the regulatory pyramid of Responsive Regulation Theory?

2. What role do could insurance companies play as third-party regulators in the

context of data protection?

3. How does the insurability or non-insurability of GDPR fines affect the

effectiveness of escalating regulatory responses?



With these questions in mind, the research objectives of this study are threefold. First, the
study aims to analyse the interaction between insurance-based compliance pressures and
traditional regulatory enforcement mechanisms. This includes the examination of how
insurance requirements influence organisational decision-making regarding data protection
and how these requirements align with or diverge from regulatory objectives (Bamberger &

Mulligan, 2015).

Second, this study seeks to evaluate the role of insurance companies as potential third-party
regulators within the responsive regulation framework. This includes analysing cyber
insurers’ risk assessment practices, policy requirements, and pricing decision and how these
create additional compliance pressures on organisations. It is important to understand this
dynamic in order to develop effective regulatory strategies that account for the influence of,

or the lack of it, private governance mechanisms (Talesh, 2018).

Third, this study aims find out how policymakers, regulators, and insurance practitioners
could integrate insurance mechanisms into data protection regulatory frameworks. These
recommendations will be based on the empirical evidence gathered from expert interviews
and analysed through the lends of responsive regulatory theory. The goal is not to develop
or provide a full-fledged framework or anything of the sort, but rather ideas about on the
ways to develop data protection frameworks in the future and some concrete
recommendations on specific issues which are based on the expert analysis and existing

literature.

As for the scope of the study, the focus is on organisations that are required to follow GDPR
regulations, meaning every organisation that handles personal data of European citizens, and
have some sort of cyber insurance. Although the national Data Protection Authorities (DPAs)
seemingly wield their powers differently depending on the jurisdiction, it still makes the
most sense to group all of them together when evaluating them within the framework. The
ways in which DPAs work are also becoming more uniform in the future with the adaptation
of a new EU wide law that aims to improve cooperation between the national DPAs. The

new law is likely to come in to effect in 2025 (Council of the eu, 2024).
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1.3 Research Methodology and Data

Defining the research design of one’s research early on is essential to have a clearer view of
the research process ahead. Thus, the research methodology as well as data collection and

analysis methods will be introduced here.

This study's research philosophy is constructivism, which posits that knowledge is socially
constructed through complex interpretive processes and contextual interactions (Saunders et
al., 2023, pp. 148—149). Constructivism can be justified as this study seeks to explore the
nuanced interpretations of GDPR compliance and cyber insurance through multiple
stakeholder perspectives, recognizing that regulatory understanding and risk perception are
fundamentally subjective and emergent phenomena. When we acknowledge this dynamic,
that is socially mediated nature of organisational knowledge surrounding regulatory
compliance, this philosophical stance provides a framework for investigating how different
actors construct meaning within the complex relationship of regulatory mechanisms and

insurance strategies.

An abductive research approach combines thematic interviews and qualitative analysis to
examine the evolving intersection between GDPR compliance and cyber insurance. The
choice reflects the study’s goal to explore and theorise potential links between DPAs,
insurance mechanisms, and responsive regulation. Abductive approach fits into this thesis
rather naturally as it is meant for uncovering underlying relationships that may not yet be
fully understood or anticipated within existing literature (Saunders et al., 2023, pp. 155—
156). While the study is grounded in RRT, the study also integrates insights from interviews
to refine and extend the theoretical assumptions. Thus, this approach allow flexibility in

identifying insights of the potential regulatory role of cyber insurance.

The interview method utilised in this thesis is a semi-structured one which is a combination
of a questionnaire interview and an unconstructed interview. Semi-structured interviews are
often referred to as thematic interviews which is the term we will be using for the rest of the
study. As an interview method it lacks the precise from and order of questions which is found
in structured interviews, but it is not completely free of form as in-depths interviews are.

(Saunders et al., 2023, pp. 443—444) The choice to conduct thematic interviews is based on
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the flexibility it provides in terms of being able to delve into specific questions that bring
out interesting points which could be left out in a heavily structured interview or
questionnaire. On the other hand, the comparison and analysis of in-depth interviews could
become problematic from the thesis research objective point of view. Additionally, the
chosen methods make it possible to ask impromptu detailed questions in the middle of the
interview to gather sufficiently varied and appropriate interview data. This methodological
approach acknowledges that the relationship between insurance and regulation is not simply
mechanical but involves social and organisational dynamics. The qualitative framework,
particularly through expert interviews, allows for the examination of these dynamics while

maintaining scientific rigor through systematic data collection and analysis procedures.

The purpose of the interviews is to collect qualitative from responses of industry
professionals. Such qualitative datasets are known by their depth and complexity which
presents the opportunity to conduct comprehensive analysis that can lead contextually
appropriate and well-grounded explanations (Saunders et al., 2023, pp. 653—654). The data
analysis method employed will be thematic analysis, as also in the case of thematic interview,
is structed yet adaptable and it is a practical approach to the analysis of qualitative data. The
main object of thematic analysis is to identify key themes and pattens within the data and
use these themes to address the research questions. The terminology can be derived from
three sources: terms used by the interviewees, terms collected from other data, or terms
grounded in theory and existing literature. The data will be reviewed, and segments will be
classified according to these terms, which will form the basis for the themes. This analysis
methods supports both inductive and deductive methods, allowing for greater flexibility for
researchers (Saunders et al., 2023, pp. 651-670). In this thesis both interviewee-derived

terms and those grounded in theory will be incorporated.

1.4 Key Concepts and Previous Literature

As noted earlier, while Responsive Regulation Theory and its intersection with GDPR
enforcement is an interesting topic, there seems to be a gap in research around the topic.

This does not however imply a complete absence of studies, rather, there have been some
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noteworthy studies regarding regulation practices and GDPR compliance, that could prove
beneficial to this study also as it is beneficial to see how similar concepts have been applied
elsewhere. Studies covering the interaction between regulation and compliance also exists,
although in other domain than the one in this thesis as well as studies on Responsive

Regulation Theory applications, which we will cover in chapter 2.

Van der Heijden (2020) provides a review of the academic literature on responsive regulation
and highlights its application approaches. The findings show the potential of responsive
regulation in enhancing compliance by fostering a regulatory environment that is both firm
and flexible. This research proves valuable insights about the practical application of the
RRT, showcasing how a more balanced approach can lead to more effective regulatory

outcomes.

(Kourula et al., 2019) propose a role-based framework to understand intermediaries in
regulatory programs. The study stresses the complexity of intermediary roles, ranging from
facilitators to enforcers. These results seem relevant to cyber insurance industry’s
involvement in GDPR compliance, where insurers not only assess risks but also shape
organisational behaviour through policies and requirements, essentially acting as both

advisors and enforcers.

Biener et al. (2015) examine the challenges of insuring cyber risks, with the focus on factors
that impact the ability of insurers to offer cyber insurance. The identified key obstacles
include high uncertainty and rapid evolution of cyber threats, which makes risk assessment
and setting appropriate premiums difficult. The role of risk management practices in
mitigating exposure to risks is also explored, with the emphasis that organisations with
strong cybersecurity are more likely to secure coverage. The results of the study are also of
use for this study as risk management practices and the transparency around the topic are

the building blocks for securing coverage and as such a cornerstone for GDPR compliance.

Pichlak & Gaczot (2023) analyse the practices of national Data Protection Authorities
through the lens of reflexive regulation, which is another form of responsive regulation.
They find that continuous dialogue and guidance lead to better long-term compliance

outcomes, whereas simple ‘compliance checks’ provide short-term results but lack the depth
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of engagement required for long-term results. This is an interesting finding that we can keep
in mind when we begin to analyse cyber insurance and GDPR enforcement interaction

through the lens of Responsive Regulation Theory.

Bottoms (2019) explores how legal and regulatory compliance seems to occur through four
principal mechanisms: instrumental compliance, normative compliance, situational
compliance, and compliance based on habit or routine. The study also discusses the
interaction between these mechanisms and what effects that could produce. What we can
learn from this study is that identifying the mechanisms through which compliance occurs
is the key for understanding the ways organisations comply with regulations such as the
GDPR. The study also references and compares its framework to existing once that could
end up helpful in later parts of this study as we attempt to understand what affects the level

of compliance efforts of organisations.

To conclude, there are vast number of studies on regulation, and a handful on RRT. Similarly,
there are numerous studies on cyber insurance as well as quite a few on GDPR.
Unfortunately, I was not able to find specific research related to cyber insurance and RRT
intersection, which this thesis hopes to resolve. In this study several concepts are mentioned

frequently so it will be beneficial for the reader to familiarise themselves with the following:

Responsive Regulation Theory (RRT): An approach to regulation developed by Ayres and
Braithwaite (1992) that focuses on proportional and adaptive enforcement. To do this the
theory proposes a graduated model, in most cases visualised as regulatory pyramid, where
regulators are able to escalate measures in response to how regulated organisations behave.
The argued benefits of this approach are greater flexibility in enforcement, increased
voluntary compliance, and increased cooperation between regulators and the regulated

organisations.

GDPR Enforcement Mechanisms: Included in GDPR is a comprehensive enforcement
framework that equips the national Data Protection Authorities (DPAs) with investigative
powers, corrective measures, and administrative fines. It operates on a two-tiered system
where a flat amount or a percentage of global annual turnover is used, whichever is higher.

The maximum penalties for tier 1 violation being €10 million or 2% of global annual
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turnover, and for tier 2 violation €20 million or 4% of global annual turnover. In addition,
the GDPR establishes a cooperative mechanism trough the European Data Protection Board
(EDPB) that aims to guarantee consistent application across member states. Lastly, the right
for individuals affected by GDPR violation to seek compensation through national courts is
included in the mechanisms (EDPB Guidelines 04/2022 on the calculation of administrative

fines).

Cyber Insurance: A risk transfer mechanism that has evolved from basic data breach
coverage to comprehensive policies covering various digital risks, including regulatory
defence and penalties. It encompasses risk assessment, preventive measures, and varying
coverage terms based on regional requirements, level of risk exposure, the type of industry,
and the size of the organisation. Preventive measures often involve risk management
services the likes of vulnerability assessments and incident response support. Typically
covered expenses include business interruption, legal fees, data recovery, and public
relations efforts. As cyber threats evolve it has become difficult, and is likely to become even
more challenging, to accurately assess risks and set premiums which raises questions of its

sustainability in the long term (EIOPA Report on Cyber Insurance, 2023).

Insurance as a Regulatory Tool: A private governance function where insurers act as
‘quasi-regulators’ through their underwriting requirements and risk management guidelines,
complementing traditional regulatory approaches while operating within specific market
conditions and framework designs. In this context, insurance fulfils two roles: a mechanism
for transferring financial risk, and a means to enforce adherence to regulatory standards.
Regulators incentivise organisations to implement effective risk management practices as a
byproduct of requiring organisations to maintain insurance policies. This has been prominent
in health and environmental protection sectors where adequate coverage ensures fair
compensation for victims of accidents. The goal of integrating insurance into regulatory
frameworks is to create a balance between promoting operational stability for organisation

and protecting public interests (Ben-Shahar & Logue, 2012).

GDPR Compliance Drivers: The key factors influencing organisational behaviour
regarding data protection, encompassing regulatory pressures (enforcement actions, fines),

market pressures (reputation, customer trust), operational pressures (business continuity,
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efficiency), and insurance requirements (policy conditions, premium incentives).
Furthermore, the global trend over the past years has been privacy protection and similar
regulations to GDPR have been enacted in other jurisdictions, such as the California
Consumer Privacy Act. These encourage organisations to adopt GDPR-compliant practices
to maintain market access internationally. Lastly, operational efficiency is also a key driver
as the end result of GDPR compliance often is a streamlined data management practice that

leads to better organisational processes (Talesh, 2018; Balawejder et al., 2019).

Fine Insurability: In the context of GDPR, fine insurability refers to the potential for an
organisation to purchase insurance that includes coverage against financial penalties arising
from non-compliance with GDPR provisions. The insurability of the fines however remains
a complex issue as insurers generally exclude coverage for fines resulting from regulatory
breaches or because the jurisdiction in which they operate outright bans such coverage terms.
The way in which laws are interpretated is also a point of discussion as some law experts
argue that fines should in theory be able to be insured. Nonetheless, insurers may offer to
coverage indirect costs, such as legal fees and reputational damages. Whether fines are
insurable or not however affects organisational risk management strategies and compliance

motivation (A Guide to the Insurability of GDPR Fines across Europe, 2020).

1.5 Theoretical framework and structure of the study

The primary theoretical framework of this study is Responsive Regulation Theory (RRT)
and it is used to examine interaction between cyber insurance mechanisms and GDPR
enforcement. First introduced by Ayres and Braithwaite (1992), RRT offers a way to analyse
the various types of regulatory pressures and how regulatory actors influence compliance
behaviour of organisations. What makes RRT suitable for this study is its emphasis on
graduated enforcement strategies, meaning that enforcement actions escalate in severity

depending on the level of non-compliance by the regulated entity.

The core principle of RRT is that regulatory effectiveness depends on the ability to escalate

from persuasion to more punitive measures, when necessary, while also maintaining the
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ability to de-escalate in response to improvement in compliance. The regulatory pyramid of
RRT is used to conceptualise this process. The base of the pyramid consists of soft measures
(education and persuasion) and at every step on the way to the top the measures become
harsher, peaking at the top with the most severe sanctions available (de facto closure). It is
argued that the ‘weakness’ of the strategies at the base of the pyramid is covered by the
strength of strategies at the top of the pyramid. The ‘tougher’ measures signals to
stakeholders the ability to escalate issues to the higher levels of the pyramid which is
believed to encouraged collaborative problem-solving at the lower levels (Ayres &
Braithwaite, 1992). In the context of GDPR enforcement, the pyramid structure aligns with
the range of powers available DPAs, from issuing guidance and warnings to substantial fines.

The regulatory pyramid is examined more closely in Chapter 2.1.2.

Responsive Regulatory
Regulation Effectiveness
Theory
( \\
| | Compliance
Regulation Tripartism behaviour
Pyramid -

|

| 4
|

|

|

Figure 1: Theoretical Framework

Another important element of RRT is the concept of tripartism, which means to recognise
the role of third parties in the regulatory landscape and is according to Braithwaite what

RRT is all about. It is argued that regulation, as a transaction between the state and business,
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has its limitations, and without the presence of one or more third parties in the regulatory
framework, it is vulnerable to corruption by financial influence (Ayres & Braithwaite, 1992).
In the context of GDPR enforcement, tripartism is about integrating the key stakeholders:
regulators (national DPAs), organisations (data controllers and processors) and third parties
(insurance companies). Insurance companies can be argued to emerge as significant third-
party actors by creating compliance pressure through underwriting requirements, risk
assessment, and pricing decisions. Tripartism thus suggests that regulatory outcomes are not
solely shaped by one-to-one interaction between regulators and regulated entities but also

by third parties that can influence compliance behaviour (Parker, 2013).

As illustrated by Figure 1, this thesis’ theoretical framework combines insurance
mechanisms with the responsive regulation model. The framework diagram shows how
traditional regulatory pressures and insurance-based governance interact to shape
organisational compliance. The end result is a more layered approach to regulation, one in

which different pressures reinforce each other to foster compliance.

By applying RRT to the GDPR and cyber insurance context we come across several
important theoretical considerations. First off, insurance mechanisms can either reinforce or
undermine the escalatory logic of the regulatory pyramid. For example, insurers’ risk
assessment practices could complement the regulatory efforts by increasing incentives of
organisations for compliance, but at the same time insurance coverage might also make
organisations less worried about the impact of regulatory sanctions (McKinsey & Company;

2021, Schwarcz, 2010).

Secondly, insurers as third-party regulators change the dynamics of regulatory relationship.
Insurance companies bring their own compliance requirements and monitoring capabilities,
effectively creating a parallel system of oversight alongside traditional regulatory
enforcement. This parallel system may enhance regulatory effectiveness by providing
additional compliance pressures, but it may also create conflicts or redundancies that need

to be managed (Klein, 2012).

Lastly, we need to understand compliance behaviour as it offers insights into how

organisation respond to regulatory frameworks, the incentives that drive compliance, and
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the factors influencing organisations’ decision-making in relation to compliance efforts. By
examining the components of compliance behaviour, such as awareness, motivation, and
capacity, allows us to understand how organisations navigate regulatory environments
(Iscenko et al., 2016). Within the study’s context, investigating compliance behaviour helps
to assess the effectiveness of the regulatory framework and help to identify potential areas

for improvement.

This thesis will consist of 5 chapters. The first theoretical chapter covers regulatory
frameworks as a tool and focuses on two key frameworks and what has been achieved with
them before going over GDPR structure. The chapter also covers the Responsive Regulatory
Theory and GDPR, focusing on enforcement mechanisms, such as the regulatory pyramid,
escalation and de-escalation, and reviewing literature on regulatory effectiveness. In
addition, insurance as a governance tool and the role of insurance in fostering compliance
are examined. The second theoretical chapter discuss the evolution of the cyber insurance
market, interaction of RRT and cyber insurance, and the debate surrounding the insurability
of GDPR fines, and what could be cyber insurance’s role as a third party in achieving GDPR
compliance. The empirical chapter outlines research design, detailing the expert interview
approach in-depth. Following this, the empirical findings are analysed, examining the
interaction between insurance strategies and regulatory pressures. Lastly, chapter five hopes
to provide findings on the effects of cyber insurance in achieving GDPR compliance and

suggesting avenues for further research.
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2 Theoretical frameworks

2.1 Regulatory Frameworks: An Overview

This section aims to provide a general summary of regulatory frameworks, their main
objectives, evolution, key examples, and the challenges organisations face in achieving
compliance. Regulatory frameworks are designed to make sure that organisations adhere to
legal and ethical stands, and by doing so promote market integrity and protect stakeholders.
Over time these frameworks have evolved in response to financial crises, technological

advancements, and in anticipation of future risks (Baldwin et al, 2011).

(Baldwin et al., 2011, pp. 13-34) defines regulatory framework as a system of rules,
practices, and processes established by governing bodies to ensure compliance with
financial, operational, and ethical standards. The aim of these frameworks is said to be to
create transparency, accountability, and stability within industries by providing guidelines
that organisations must follow in order to mitigate risks and promote fair competition. It is
also argued that regulatory frameworks are essential for maintaining public trust and
fostering sustainable economic growth by addressing issues such as financial

mismanagement, data breaches, and systemic risks.

Regulatory frameworks have evolved over time, often due to mishaps such as major
financial crises or corporate scandals, but also due to changes in economic and technological
environments. Early on regulatory efforts were mainly focused on basic financial reporting
and transparency requirements, whereas modern frameworks include intricate risk
management practices and compliance mechanisms (Leuz & Wysocki, 2016). Notable
milestones in the history of regulatory practices include the introduction of financial
reporting standards after the Great Depression, the implementation of the Sarbanes Oxley
Act as a response to corporate scandals such as Enron, and the adoption of Basel Accords to
strengthen global financial stability following the financial crisis of 2008 (Levi-Faur et al.,
2021). In recent years the quick advancement of technology and globalisation have led to
the emergence of new type of regulatory challenges that have prompted frameworks such as

the GDPR to address data privacy concerns and cybersecurity threats. Organisations ought
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to adapt to these ever-evolving regulations if they are to remain compliant and avoid

financial as well as reputational risks (Kuner et al., 2020).

2.1.1 Key Regulatory Frameworks

Before diving into GDPR, the main regulatory framework subject to further examination in
this study, we will cover the Sarbanes-Oxley Act (SOX) and Basel III, and Solvency II,
which are landmark regulation frameworks and examine what the impact of these regulatory

frameworks has been and the challenges in achieving the goals of regulators.

SOX, that came into effect in 2002 in the United States, was introduced as a response to a
series of high-profile scandals, like those involving Enron and WorldCom. The goal of SOX
is to improve corporate governance, financial transparency, and protect investors from
fraudulent financial practices. The legislation has strict requirements on publicly traded
companies with the focus on internal controls, financial reporting accuracy, and

accountability of corporate executives (Coates, 2007).

They key provision SOX is Section 404, which mandates that companies to establish and
maintain sufficient internal controls over financial reporting that is subject to independent
audits (Coates, 2007). While this provision has been key in improving financial integrity it
has also been criticised for substantial compliance costs that in particular affect smaller firms
(Kamar et al., 2007). In spite of this, empirical studies suggest that SOX has contributed to
increased investor confidence and improved the reliability of financial statements (Hirschey
et al., 2010). The act also introduced the Public Company Accounting Oversight Board
(PCAOB) whose objective is to supervise the auditing of public companies and confirm
companies comply with the accounting standards. PCAOB was a significant shift in
regulatory as it reduced self-regulation within the accounting field and increased

accountability (Coates, 2007).

Basel III is a comprehensive regulatory framework developed by the Basel Committee on
Banking Supervision as a response to the global financial crisis that emerged in 2008. Its

primary objectives include strengthening financial institutions’ capital adequacy, improve
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risk management practices, and promoting financial system stability (Basel Committee on
Banking Supervision, 2017). Basel III is an addition to the previous Basel I and Basel II
frameworks that added obligations for available capital, leverage ratios, and liquidity
standards. The regulation’s core requirement is for banks to uphold higher capital buffers, in
particular for common equity tier 1 (CET1) capital, that is used to absorb potential losses
and reduce the likelihood of financial distress (Basel Committee on Banking Supervision,
2017). Basel III also introduced the Liquidity Coverage Ratio (LCR) and the Net Stable
Funding Ratio (NSFR) to make sure that banks hold sufficient high-quality liquid assets to
withstand short-term liquidity shocks (Basel Committee on Banking Supervision, 2017).
The framework however has been criticised by arguing that it may inadvertently incentivise
risk-taking behaviour and encourage banks to seek regulatory loopholes due to complicated

and time-consuming risk-weighted assets calculations (Stiefmiiller & Symon, 2024).

A sort of counterpart to Basel III in the insurance sector is the Solvency II directive that
came into effect in 2016. It is similar to the Basel III in the sense that it also employs a risk-
based framework for insurance companies operating in the EU. The aim of the directive is
to make sure insurers at all times hold sufficient capital to cover their risks. This as a result
is argued to enhance consumer protection and make the insurance market more stable. The
directive is built around three pillars that are quantitative capital requirements, qualitative
requirements that are composed of governance and supervisory reviews, and transparency
through disclosure. Much like Basel 111, the directive was shift to a more dynamic and risk-
sensitive approach that focuses on internal risk models as well as organisation wide
governance measures. The main benefit of Solvency II is the improved resilience across the
European insurance market. However, some critics of the directive have reported that the
demands of it could burden smaller insurers disproportionately (Kloppenburg & Wawrosz,,

2023).

2.1.2 Challenges in Regulatory Compliance

The dynamic and evolving nature of regulatory frameworks is one of the main challenges
an organisation faces. Due to regulations being continuously updated in response to
emerging risks, technological advancements, and shifting market conditions, organisations
are forced to frequently adjust their compliance strategies to align with new requirements

introduced under the frameworks. Healy & Palepu argue this constant change necessitates
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ongoing investments in monitoring regulatory changes and adapting internal processes
accordingly, which can strain resources and lead to operational inefficiencies (Palepu &

Healy, 2003).

The financial burden that comes with regulatory compliance is another major challenge.
Compliance efforts often require sizable investments in personnel, technology, and advisory
services (Aguilera & Cuervo-Cazurra, 2004). This is particularly challenging for small and
medium-sized who have difficulty allocating the necessary resources to meet compliance
requirements, which limits their competitiveness. Compliance costs are considered to
include internal control systems, regular audits, and maintaining documentation to

demonstrate adherence to regulatory standards.

What makes complying with regulation even more burdensome is the global nature of
regulatory compliance. Organisation operating across multiple jurisdictions must deal with
differing regulatory requirements, which may in some cases be in conflict or overlap (Black,
2001). For example, an organisation may need to adhere to SOX standards in the United
States while also complying with GDPR in the European Union. The fragmentation of
regulatory frameworks leads to organisations often in need of tailored strategies on how to
approach compliance management across their operational areas. This fragmentation is
viewed as regulatory risk from the viewpoint of organisations and is an inherent challenge
in compliance (Landoll, 2020) as the consequences of non-compliance can be severe as we

have seen in the case of GPDR fines.

Technological advancements and digital transformation have further complicated regulatory
compliance. According to Arping & Sautner the increasing reliance on digital platforms and
data-driven business models has led to heightened regulatory scrutiny in areas such as
cybersecurity, data privacy and consumer protection. Organisations are required to ensure
that their information systems are secure, and up to standards such as the GDPR. The fast
pace of technological innovation that shows no signs of stopping, particularly in the digital
world, makes it a necessity for organisation to continuously adapt and investment in

measures to mitigate these new regulatory risks (Arping & Sautner, 2010).
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Additionally, regulatory compliance often introduces operational inefficiency as
organisation are obliged to spend a considerable amount of time and effort on reporting,
documentation, and internal controls, which can strain the organisations’ resources and
detract from core business activities. Eldirge & Kealey argue that bureaucratic inefficiencies
and rigid compliance structures could hinder innovation and responsiveness of an
organisation to market changes. The challenge of balancing between compliance obligation
and operational efficiency remains persistent for most organisations (Eldridge & Kealey,

2005).

Lastly, meeting the regulatory compliance standards often requires a cultural shift within
organisations. It is argued that ensuring compliance is not solely a responsibility of
compliance departments; rather it requires a collective effort from all employees.
Continuous training, effective communication, and fostering a mindset that values ethical
business practices are listed as the key tools in achieving the cultural shift. Failing to embed

compliance into corporate cultures on the other hand risks internal resistance and inadvertent

breaches (Romano, 2004).

2.1.3 GDPR: Objectives and Structure

The General Data Protection Regulation is data protection regulation was created with the
goal of harmonising data privacy laws across the European Union, and by doing so
strengthen the rights of individuals over their personal data which, as previously mentioned,
refers to any data that can be used to identify a person (European Union, 2016). The law
came into effect on May 25", 2018, and has since significantly influenced organisational
practices concerning data collection, processing, and storage. The regulation’s global
outreach makes it an important framework for any organisation that processes the personal
data of EU citizens (Kuner et al., 2020). The objectives and structure of the legislation are
covered next, with the focus on the articles and obligations on organisations relevant to the

context of this study, cyber insurance.

The main objective of the legislation is to enhance protection of individuals’ fundamental

rights and freedoms, and most importantly the right to have their personal data protected
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(Article 1, Regulation 2016/679). To achieve this, the legislation rests on three key principles;
fair and lawful processing, purpose limitation, data minimisation and data retention. Fair
and lawful processing requires personal data to be processed transparently and in accordance
with specification under the law. Purpose limitation outlines that personal data should only
be collected for specified and legitimate purposes and must not be processed any further if
it is not compatible with original purposes of data processing. Data minimisation and
retention provisions require organisations to make sure their collected data is relevant and
limited to what is required for the intended purposes, and that it is only stored only for as

long as is needed to (Chapter 2 & 4, Regulation 2016/679).

What the law intends and what it accomplishes when it comes to data minimisation and
retention however has received some criticism. Keane (2021) argues that while the intent of
the legislation is rather clear, to reduce the amount of data organisations gather, the wording
of the law is too vague, leaving gaps that organisations are able to exploit. For example, it
is said to be rather trivial to come up with ways to justify collection of personal data that is
not a core requirement for the organisation to able to operate. Usually, this data collection is
disguised as being a requirement for improving services or business models in the future.
Thus, the impact of GDPR on data minimisation is not as great as it could be and has led to
some experts hope for a more stringent oversight to ensure that organisations would not be
able to exploit these loopholes. The effect of industry lobbyist is argued to be one of the
reasons for this, and groups such as the European Digital Rights claim that the addition of
concepts such as ‘risk-based approach’ in favour of more precise wording is a consequence

of lobbying.

Several GDPR provisions are relevant to the field of cyber insurance. Article 32 mandates
organisations to implement appropriate security measures to protect personal data, which
aligns closely with the objectives of cyber insurance policies that cover data breaches and
cyber incidents (Article 32, Regulation 2016/679). Article 33 requires data controllers to
notify supervisory authorities of a personal data breach within 72 hours, which emphasises
the need for incident response plans. Cyber insurance policies often include such plans and
their role in mitigating financial as well as reputational risks is growing (Paul, 2019; Article
33, Regulation 2016/679). In addition, Article 82 outlines the right for individuals to seek

compensation for both material and non-material damages that result from GDPR violations.
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Whether cyber insurance cover parts of these or none depends largely on the jurisdiction and

how the local laws are interpretated (Article 82, Regulation 2016/679).

GDPR is composed of several core components that define its regulatory approach. The key
stakeholders within the regulatory framework are data controllers, data processors, and
supervisory authorities (European Data Protection Board, 2020). Data controllers are the
ones who decides in which way and for what purpose personal data is processed whereas
data processors hold and process data on the behalf of a data controller. Supervisory
authorities are designated by each member state to oversee GDPR application within their
jurisdiction (Chapter 2 & 4, Regulation 2016/679). This is not to be confused with the Data
Protection Authority (DPA), although in some countries, such as Finland, the same agency
(Tietosuojavaltuutettu) serves as both. The regulation also provides individuals with
improved rights, of which perhaps the most important are the rights to access, rectify, and
erase their personal data. Additionally, citizen have right to data portability and objection

(Article 15,16 & 17, Regulation 2016/679).

The GDPR composes of 99 articles, but it would be wrong to think of it as only as a sum of
those, as it is embedded in the broader legal structure that spans from European Union
treaties all the way down to national laws and guidance of local regulatory bodies. The
foundation for GDPR can be found in the treaties of the union, which are a higher-ranking
law than regular legal acts and thus all legal acts are interpreted to be in line with the treaties.
The important treaty is the Treaty of Lisbon and its Charter of Fundamental Rights (CFR)
that declares protection of personal data as an enforceable human right that requires fair
processing, purpose limitations and oversight by regulatory bodies (Charter of Fundamental
Rights of the European Union, 2012, Article 8). Additionally, Article 16 created the legal
groundwork for GDPR legislation as it reinforced the obligations of the member states to
ensure data protection (Charter of Fundamental Rights of the European Union, 2012, Article
16). These two provisions are important to consider when we move forward to the GDPR
enforcement mechanisms as it can be clearly seen from the treaties that data protection is
meant to be both a fundamental right of citizens as well as a regulatory obligation (Kuner,

2020).
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2.1.4 GDPR Enforcement Mechanisms and Challenges

The goals of GDPR and its structure was covered extensively in chapter 2.1.3, whereas the
focus here is on the mechanisms in place used to enforce its provisions as well as in

investigating the challenges of enforcing the legislation.

One of the cornerstones of GDPR is accountability which compels organisations to
implement strong governance measures to ensure compliance. This requires organisations
to keep comprehensive records of their data processing activities, perform Data Protection
Impact Assessments (DPIAs) for high-risk operations, and appoint Data Protection Officers
(DPOs) when necessary. The aim is to create a culture of accountability and proactive

compliance within organisations through the legislation (Kuner et al., 2020).

Alongside accountability, one of the requirements of GDPR is the obligation for an
organisation to report to a supervisory authority within 72 hours of becoming aware of a
personal data breach and, in specific cases, inform the individuals affected. (Article 33,
legislation 2016/679). The purpose of this requirement is to enhance transparency and seek
to mitigate potential harm to individuals, while encouraging organisations to strengthen their

data protection practices to avoid breaches (Kuner et al., 2020).

The regulation also imposes strict rules on cross-border data transfers to ensure that personal
data is protected properly when it is transferred outside the EU. Organisations must rely on
mechanisms such as the adequacy decisions, standard contractual clauses, or binding
corporate rules to facilitate such transfers, ensuring that data remains secure regardless of

geographic locations (Chapter V, legislation 2016/679).

The enforcement of GDPR is primarily performed by the national Data Protection
Authorities (DPAs) in each EU member state. The DPAs are responsible for monitoring
compliance, investigating complaints, and imposing administrative fines. GDPR empowers
DPAs to impose substantial fines for non-compliance, with penalties tiered based on the
severity of the violation. As previously mentioned, maximum penalties can reach up to 20
million euros or 4% of global annual turnover, depending on which is higher (Kuner et al.,
2020). Notable examples of enforcement include major fines levied against companies like

Meta and Google for data breaches (CMS, 2025).
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DPAs possess extensive investigating powers, including the ability to conduct audits, access
information, and issue orders to suspend data processing activities. These tools ensure that
organisations are held accountable for their data protection practices (Article 58, legislation
2016/679. To address cross-border data processing, GDPR established the European Data
Protection Board (EDPB) whose purpose is to increase cooperation among DPAs and
ensures consistent enforcement across the EU. However, there have been multiple cases
where a similar offense has resulted in different administrative outcomes and more
importantly the cooperation in cross-border cases has turned out to be more burdensome
than what the lawmakers hoped for (Kuner et al., 2017). For example, in cases such as
Google v. CNIL (2019) where the French DPA fined google 50 million euro for lack of
transparency and lack of valid consent for processing personal data for advertising purposes.
In this case the main issue was whether GDPR applied globally or only within the EU when
it comes to search engines, and in particular the GDPR’s provision of ‘right to be forgotten’.
It was ultimately ruled that removal of links to personal information upon request within the
EU is mandatory, but Google is not required to do so globally (Google LLC v. CNIL, C-
507/17, 2019). In light of these cases the EU Council has announced plans to unify the
regulation process in the following year to combat this issue (Council of the EU, 2024).
These types of issues and actions taken by EDPB highlight its important role in resolving

disputes and issuing binding decisions in cases around GDPR.

In addition to administrative enforcement, GDPR provides judicial remedies for data
subjects and organisations who may contest DPA decisions. Individuals can also bring claim
for compensation were they to suffer material or non-material damage as a result of GDPR
violations. The aim of the provision is to improve individual citizens rights as well as make
organisations more accountable for their actions with personal data. Furthermore, GDPR
enables private enforcement through legal actions initiated by individuals or advocacy
groups, strengthening the role of civil society in promoting transparency and compliance

(Chapter VIII, legislation 2016/679).

These stringent requirements and enforcement mechanisms necessitate substantial
investments in compliance programs. Organisations must allocate resources to enhance data
protection practices, implement technological safeguards, and ensure employee training.

Non-compliance not only risks financial penalties but also reputational damage, making
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GDPR adherence a critical priority for businesses operating in or targeting the EU market

(Voigt & Von Dem Bussche, 2017).

Importantly GDPR’s far-reaching impact is not limited to the EU but extends globally, as
organisations outside the EU that process data of EU citizens are also subject to the
regulation (Chapter I, legislation 2016/679). This extraterritorial reach has compelled
multinational corporations to adapt their operations to meet GDPR standards. Thus, GDPR
can be seen as a benchmark for data protection worldwide, as it has influenced legislation
also in other parts of the world, such as the California Consumer Privacy Act (CCPA)
(Ryngaert & Taylor, 2020).

Despite its strict nature, both in wording of the law and its requirements, GDPR enforcement
has had its own challenges. Organisations often face difficulties in interpretating certain
provisions, particularly those related to lawful bases for processing and the balancing of
individual rights against legitimate business interests (Smirnova & Travieso-Morales, 2024).
The ambiguous wording of the law such as ‘undue delay’ and ‘risk to rights’ have become
problematic as unlike lawmakers who aimed for strictness, some organisations have taken
much liberty in interpreting the provisions of the law. Organisations with the resources and
motivation, mostly the tech giants and social media platforms, have continuously tried to
find loopholes in the wording of the law (Saqr, 2022). One of the more egregious examples
of this is Facebook notifying its users of a data breach two months after it had happened and
claiming it had acted in compliance with the provision that requires organisation to report
breaches within 72 hours. The argument they used was that organisations have unlimited
time to investigate a breach and the three-day notification countdown starts when an

organisation deems the breach reportable under GDPR laws (GDPR.eu, 2019).

Additionally, the complicated nature of cross-border enforcement and the varying
approaches of national DPAs sometimes create inconsistencies, complicating compliance
efforts (Daigle & Khan, 2020). An example of the inconsistency in interpretation of the
legislation is the case of Belgian DPA ruling the Transparency and Consent Framework, a
framework used by content creators and advertisers, to be non-compliant with GDPR despite
the framework being developed by Interactive Advertising Bureau Europe with the help of

regulators and data protection agencies (Saqr, 2022).
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While there have been multiple high-profile cases where some of the largest technology
companies in the world were fined millions of euros, the effect of these sanctions is up to
debate despite receiving much attention in the news. It is argued that the fines are not
anywhere large enough to make tech giants consider changing their practices (Saqr, 2022).
In addition, enforcing the legislation remains a slow and resource hungry process that in
some of the more complex cases takes years to complete as application of the law itself has
turned out to be tricky. On top of this, the lack of sufficient resources and the large number

of cases filed every year add to this growing backlog of cases to be solved (Saqr, 2022).

2.2 Responsive Regulation Theory

2.2.1 Introduction

Responsive Regulation Theory (RRT), developed by Ian Ayres and John Braithwaite in their
foundational work Responsive Regulation: Transcending the Deregulation Debate (1992),
offers a framework for understanding regulatory approaches in industries where compliance
requirements are multifaceted. At its core, RRT argues that regulators should adopt a flexible
approach to enforcement, where initial efforts focus on persuasion and collaboration, and
only escalating to punitive measure if necessary (Ayres & Braithwaite, 1992, pp. 3-8). This
theory emerged to oppose the binary views on regulation, between tight control and
complete deregulation, proposing that a responsive approach could be more effective in

ensuring compliance while promoting healthy industry-regulator relationships.

Within data protection and cyber insurance context, RRT offers a view through which
regulatory bodies, such as the European Union, can enforce its policies, in this case the
GDPR. RRT promotes a system wherein regulators can adjust their responses based on the
behaviour and responses of regulated entities, encouraging balance between regulatory
oversight and the autonomy of organisations (Van Der Heijden, 2020). This balance is of
great importance in areas such as data protection, where strict compliance requirements and

practical considerations of operational flexibility are to be balanced out.
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2.2.2 Core Principles

The core principles of RRT revolve around the concept of graduated enforcement approach,
in which regulators have the ability escalate or de-escalate, and a ‘pyramid of regulatory
strategies’ which is a hierarchical model emphasising the importance of building trust and
reciprocity between regulators and the industries they operate in (Ayres & Braithwaite, 1992,

pp. 19-25).

One of RRT’s defining concepts is the regulatory pyramid that visually showcases a
sequence of escalating actions to combat non-compliance, starting from persuasion at the
base and moving up in severity with fines or license revocation at the top. According to
Ayres and Braithwaite (1992), the regulatory pyramid allows for a dynamic, proportional
response where regulators first attempt cooperative approaches but retain the authority to
impose harsher penalties when necessary. The model thus serves as a guideline, advocating
regulators to pursue compliance in collaboration with organisations while reserving stronger

enforcement measures for those who repeatedly fail to act in compliance.

The pyramid structure is particularly relevant in fields where organisations vary in both
capacity and willingness to comply with regulations, such as data privacy. While most
organisations have no malicious intent to disregard regulations, and many even do far more
than what is required, regulators do need tools to correct organisations’ actions so that they

are in line with the current regulations (Francesco, 2010).

The hypothetical regulatory pyramid in GDPR context (Figure 3) encapsulates the theory’s
philosophy of escalating enforcement within the thesis’ context. Beginning with persuasion,
regulators reserve severe sanctions for cases where compliance efforts have failed. This
hierarchy enables regulators to respond proportionately, fostering a cooperative regulatory

environment (Ayres & Braithwaite, 1992, pp. 35-39).
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Figure 2: Assumption of the regulated organisation (adapted from
https://johnbraithwaite.com/responsive-regulation/)
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Figure 3: Regulatory Pyramid in Responsive Regulation Theory (adapted from Article 58.2
Regulation 2016/679)
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As seen in figure 3, another central principle of RRT is that regulatory enforcement should
be both responsive and adaptable. Ayres and Braithwaite (1992, pp. 40-45) argue that one-
size-fits-all regulatory models often fall short in effectively promoting compliance across
diverse organisations. Instead, they propose that regulators should adopt a ‘graduated
approach’ in which interventions escalate on the basis of compliance actions taken by
regulated organisations. The graduated approach also recognises the fact that failure comply
is not always intentional but maybe caused by limited resources or poor organisational
structure. By starting from persuasion and education the regulators can help organisations
struggling with these issues to come up with solutions before having to resort to more
punitive measures. It is argued that this approach not only enhances compliance but also

encourages companies to self-regulate in anticipation of potential regulatory measures.

In addition to the enforcement pyramid, Ayres & Braithwaite (1992) also introduced the
complementary pyramid that includes the different types of actors regulators commonly
encounter (figure 2). The model is also referred to as the pyramid of motivational postures
and its emphasis on the fact that organisations differ from one another not only in their
compliance levels but also in their attitudes towards regulation and adhering to compliance
requirements. ‘Leaning citizens’ at the base are the most willing to listen to regulators’
suggestions and are keen on increasing their compliance to required level. ‘Virtuous citizens’
are similar to the first group but may occasionally have lapses in compliance and thus require
intervention from regulators. However, these lapses rarely if at all are intentional. Higher up
‘rational actors’ are more motivated by deterrence strategies than education and persuasion
but are still manageable for regulators. ‘Irrational actors’ are beyond manageable for
regulators and the only viable solution is incapacitation which is often done through license

revocation.

The fourth and last of the key principles is the relationship between regulators and the
regulated. Ayres and Braithwaite argue that building trust and reciprocity is fundamental for
long-term success in compliance, as over the top punishments can put a strain on the
relationship and in the worst-case drive companies towards hostile compliance tactics.
(Ayres & Braithwaite, 1992, pp. 90-100). RRT advocates for a regulatory style that
combines authority with empathy, hoping to create a system in which both parties work

together towards common goals of regulatory compliance and operational efficiency. The
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theory argues that the more rigid the regulation of an industry, the more relevant this
regulation style is, where compliance is not just a legal demand but a strategic alignment

with regulatory expectations (Van Der Heijden, 2020).

These four principles are the core of Responsive Regulation Theory and together they look
to provides a balanced framework for understanding regulatory landscape in sectors like
cyber insurance and data protection, where compliance requires both adherence to

legislation and cooperation with regulatory bodies.

2.2.3 Applications of Responsive Regulation Theory

Responsive Regulation Theory has been applied in various regulatory contexts where
balance of enforcement and cooperation is key. This section discusses applications of the
theory in fields of environmental protection, workplace safety, and financial regulation,
showcasing how its principles have been implemented in practice. Practical examples of the
theory could be of help in understanding how it could be applied to the topic at hand, the

intersection of GDPR enforcement and cyber insurance.

One of the earliest, if not the first, and the most notable applications of RRT is in the field
of environmental regulation, where a responsive framework has enabled agencies to manage
pollution created by corporations. Here the regulators are agencies, such as the U.S.
Environmental Protection Agency (EPA), that have used the tiered pyramid structure to
encourage environmental compliance. EPA initiatives often start with educational outreach
such as pollution prevention programs, and voluntary compliance programs to get
companies to adopt cleaner practices. It is only when organisations fail to comply with the
regulations do the agencies escalate to fines or operational restrictions (Gunningham et al.,
1998, pp. 499-516). This approach has led to collaborative progress in environmental

protection while maintaining enforcement tools to address more serious violations.

RRT has also been applied to corporate and financial regulation. The Australian Securities
and Investment Commission’s (ASIC) regulatory strategy employs the core tenets of RRT.

Its regulatory pyramid categorises regulatees into compliant, opportunists, and outright
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offenders, which mirrors the structure of Ayres and Braithwaite (1992). The theory has also
put into action, for example in 2018 ASIC escalated its response to systemic misconduct in
the banking sector after its softer regulatory tools, guidance and enforceable undertakings,
did not stop the misconducts. In 2019, the commission moved up the regulatory pyramid by
adopting a policy which it called ‘Why Not Litigate?’ in which the commission changed it
stance from litigation being the last resort to litigation being the default for serious violations.
ASIC has also frequently used the before mentioned enforceable undertakings as a
regulatory tool for capacity-building rather than for deterrence. For instance, ASIC urges
organisations to reform their internal governance structures and requires them to appoint

independent compliance monitors (Ivec & Braithwaite, 2015).

New Zealand’s Workplace Health and Safety Strategy to 2015 brings application of RRT to
the field of workplace safety. The strategy states that regulators have to consider employer
behaviour when contemplating on intervention, and it also combines persuasion with the
threat of punish which a core principle of RRT. A practical example of the strategy in action
is the crackdown on forestry sector in 2013 which was conducted due to high fatality rates
in the sector. At the beginning the focus was on collaboration and education which included
the introduction of industry-wide safety guidelines. As the voluntary compliance methods
did not solve the issue, tens of prohibition notices were issued alongside prosecution of
repeat offenders. This demonstrates RRT’s graduated intervention principle (Workplace

Health and Safety Strategy for New Zealand to 2015, 2015).

2.2.4 Responsive Regulation and GDPR Enforcement

The General Data Protection Regulation (GDPR) has introduced a novel regulatory
framework in the European Union, with elements of reflexive regulation evident in its design.
However, these reflexive mechanisms differ significantly from the principles of RRT
discussed earlier in this thesis. This section explores the reflexive regulatory approach
embedded in GDPR, compares it with RRT, and evaluates its limitations in promoting a

responsive enforcement strategy.
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The emphasis of GDPR is on self-regulation and meta-regulation, which are hallmarks of
reflexive regulation. These reflexive approaches encourage self-observation, learning, and
adaptation within regulated entities, in hopes of creating a system where regulations oversee
the self-regulatory processes of organizations rather than impose direct rules (Pichlak &
Gaczot, 2023). Under GDPR, data controllers are required to adopt a risk-based approach,
exemplified by instruments like Data Protection Impact Assessments (DPIAs, Article 35
Regulation 2016/679) and the designation of Data Protection Officers (DPOs, Articles 37—
39 Regulation 2016/679), who foster compliance within organisations (Pichlak & Gaczot,
2023, pp. 268-270).

National supervisory authorities (Data Protection Authorities) are tasked with meta-
regulation, which includes overseeing and approving industry codes of conduct (Article 40
Regulation 2016/679) and certification schemes (Article 42 Regulation 2016/679). These
mechanisms, however, are more procedural than responsive as DPAs are not required to
escalate enforcement based on organisation’s behaviour. Instead, the regulatory pyramid of
GDPR (Article 58.2 Regulation 2016/679) provides DPAs the tools showcased in Figure 2.
While the pyramid theoretically aligns with RRT, its application is inconsistent across
members states as DPAs operate to some extent independently and thus retain discretion in

how they enforce compliance (Pichlak & Gaczot, 2023, pp. 275-276).

In contrast to RRT, GDPR’s reflexive approach focuses on enabling organisations to regulate
themselves with DPAs acting as overseers rather than active enforcers. While this allows for
flexibility, it does not include the dynamic of escalation and de-escalation, which are central
to RRT. For example, Poland’s DPA relies on informal resolution mechanisms in which most
cases are resolved through communication rather than formal decisions (Pichlak & Gaczot,
2023, p. 277). While useful for minor violations, it potentially lacks the responsiveness

required to address systemic non-compliance in an effective manner.
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2.3 Insurance Theory

2.3.1 Insurance as a Governance Mechanism

Insurance fundamentally is a financial mechanism to transfer risk. Insurers assist
organisations in mitigating the possible financial consequences of uncertainty by pooling
risks and spreading potential losses across policyholders. In addition to economic function
of it, insurance also incentivises policyholders to reduce their own risks through pricing and

coverage requirement that reflect the underlying levels of risk (Talesh, 2018).

While insurance has traditionally been seen as mere a financial tool for risk transfer, within
the last two decades its usefulness as a tool for governance and regulatory compliance has
gained recognition. Studies have shown that by influencing risk management strategies and
compliance practices, insurers play an important role in shaping corporate behaviour (Doyle
& Ericson, 2004, p. 135-140). Some also argue that through underwriting standards, pricing
models, and loss prevention requirements, insurers have de facto established regulatory
standards that could even substitute for a formal legal framework (Balleisen & Moss, 2010,
p. 1-12). This chapter attempts to explorer the ways in which insurance functions as a
governance mechanism, with the focus around cybersecurity and data protection, and
investigate what implications it has for compliance, risk management, and organisational

behaviour.

Theories on governmental governance and societies’ response to risk are the basis on which
the concept of insurance as a tool for governance stems from. Barry et al. (2016) liken
insurance to a mode of liberal governance where the state is not the sole exerciser of power,
but it is distributed across the different organisations and institutions that manage risk. In
their framework, insurers are the ‘centres of calculation’ that have expertise and knowledge
about risks and thus are able to set moral and ethical standards to policyholders (Barry et al.,
2016) Insurers set the conditions for coverage that incentivise policyholders’ behaviour
either by offering lower premiums or imposing contractual obligations of compliance. This
is in line with Heimer’s (1985) concept of ‘regulation by contract’, where insurers enforce
risks standards not by law but through private legal arrangements. Unlike state-based

regulatory mechanisms that rely on legislation and enforcement of it, insurers exert influence
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through pricing, exclusion, and coverage limits, but also by rewarding compliance. In cyber
insurance this is often in the form of requiring baseline technical as well as governance
controls such as proper data storage, employee training, and incident response protocols
(Eling & Schnell, 2016). In a sense, insurance is an intermediary between regulatory
authorities and private organisations by reinforcing compliance incentives without direct

government intervention.

The most powerful governance tool of insurers is the classification of risk that is done
through the underwriting process. During it insurers gather relevant information of to be
cyber insurance policyholder that includes its IT capabilities, access control mechanism
evaluation, and history of breaches. Analysing the information insurers are able to place
organisations into appropriate risk categories that in turn set the baseline for the pricing and
scope of the offered coverage. As noted by Barry et al. (2016), classification of risk is more
than a technical process as it is normative. It sets the standard for what is ‘acceptable’ or
‘insurable’ behaviour. For example, when no universal regulatory framework existed that
would have governed risk standards, insurers would set the guidelines for ‘best practices’
through their underwriting process. Organisations that would lack multifactor authentication
or had poor data storage practices may have been deemed uninsurable or faced significantly

higher premiums (Talesh, 2018).

A second tool of governance that insurers have is the use of contractual obligations and
rewards that encourage organisations to increase their loss prevention measures. This is often
done by requiring policyholders to adopt specific cybersecurity measures before they can be
eligible for coverage. Such measures include third-party audits, employee training, or being
compliant with standardised frameworks such as NIST or the ISO 27001. Failing to meet
these requirements results in reduced coverage or denial of it. As organisations adopt these
measurers, they come what Barry et al. (2016) call ‘agents of prevention’, that not only
manage risk but actively attempt to avoid. Acting this way insurers are able to user their
market position to enforce compliance and insert risk management standards into

organisations.

Thirdly, insurers govern through ongoing surveillance of their policyholders and by sharing

information. Most of the cyber insurance policies have a requirement of periodic updates
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about their risk profile, cyber indents, or possible new exposures. Additionally, by gathering
aggregated claims data from all policyholders’ insurers are able to identify emerging threats
and can share this information with their client by sending risk alerts or by revising
underwriting standards (Talesh, 2018). This type of feedback loop can be argued to shape

organisational behaviour over time.

Another way to analyse insurance’s role is by doing it through the lens of principal-agent
theory, where the relationship between insurer (principal) and policyholder (agent) can be
studied. The insurers’ goal is to minimise information asymmetry, which is a core issue in
insurance, by careful assessment of risky policyholder profiles and imposing requirements
(Fields & Tirtiroglu, 1991). Moral hazard is always a possibility as long as insurance is
present, and to combat this insurer have implement mechanisms such as deductibles, co-
payments, and exclusions. The idea behind these is that they would encourage policyholders
to maintain their risk levels (Ben-Shahar & Logue, 2012). At the same time these measures

show how insurance serves as both an enable and regulator of risk-taking behaviour.

In addition, insurers are also said to be risk monitors and information intermediaries on top
of being risk absorbers. Through various measures such as underwriting, audits, requiring
adherence to standards, insurers are able to reduce information asymmetry between
themselves and their clients while also signalling to the market that these practices are what
they expect from organisations. The risk monitoring goes beyond individual contracts as
insures have access to aggregated claim data that when analysed properly provides useful

data not only for insurers themselves but also to their clients (Barry et al., 2016).

From the perspective of governance, the principal-agent model highlights the duality of
insurance as enabler of risk-taking behaviour as well as being a regulator of it. In the cyber
insurance context this is rather apparent: cyber insurance coverage protects organisations for
huge financial losses but in order to be eligible for said coverage organisations must meet
the cybersecurity standards of insurers. In this we the relationship between insurers and
policyholders is not purely financial but also a form of private governance that complements

formal regulation.
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2.3.2 Role of Insurance in Compliance

Insurance does more than transfer risk, as by offering financial safeguards it incentivises
adherence to best practice and regulatory standards. This relationship between insurance and
compliance makes insurance a possible too for shaping organisational behaviour (Talesh,
2018). In the context of the GDPR, compliance with regulation not only minimises potential
fines but also enhances the insurability of an organisation’s risks. Thus, insurers through
underwriting practices can act as indirect regulators, effectively guiding business to better

risk management practices (Farrugia et al., 2022).

Insurance companies operate within a tightly regulated framework, where governments and
international bodies overlook processes to ensure market stability, consumer protection, and
systemic risk mitigation (Klein, 2012). Regulations such as the Solvency II in the European
Union govern the financials of insurers, guaranteeing they have sufficient reserves to cover
claims. These regulations interact with sector-specific compliance requirements, such as

GDPR, which imposes strict requirements on organisations to handle personal data with care.

In the context of GDPR, insurers and regulators share overlapping interests in making sure
organisations’ cybersecurity measurers meet the current standards. For example, an
organisation failing to comply with GDPR not only risks regulatory penalties but also higher
premiums or exclusions in its cyber insurance policy. This intersection shows how insurance
could function as a quasi-regulatory mechanism by bridging regulatory gaps (McKinsey &
Company, 2021; Talesh, 2018).

To foster compliance and reducing the likelihood of costly claims among its policyholders,
insurers have conditions the insured must meet to maintain coverage. These often include at
least the following: baseline security measures, incident response plans, ongoing audits and
certifications. First, baseline security measures include but are not limited to implementation
and maintaining of minimum cybersecurity standards such as firewalls and conducting
regular vulnerability assessments. Second, incident response plans that are mandated by
many insurers should be maintained and regularly updated. These plans align with GDPR
requirement of timely reporting of data breach within 72 hours. Lastly, some insurers require
certification such as the ISO or IEC 27001 to make sure organisations are committed to

compliance and risk exposure reduction in long term (Hui et al., 2019)
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Underwriting, a process where insurers assess risk and determine coverage terms, plays an
important role by enforcing compliance indirectly. Insurers evaluate the cybersecurity
capabilities of prospective policyholders, identifying vulnerabilities that could be the cause
of regulatory breaches or data losses. Organisations that fail to meet the required safeguards
may face higher premiums, limited coverage, or outright denial of insurance (Talesh, 2018).
For example, a company that lacks robust encryption protocols or employee training on data
protection is likely to be deemed high-risk by underwriters. On the contrary, companies that
demonstrate adherence to GDPR requirements, including regular data audits and secure data
processing systems, are viewed as lower-risk and rewarded accordingly (Romanosky et al.,
2019). By working this way, insurers effectively turn regulatory principles, that especially
in the case of GDPR are at times abstract, into standardised practices. This makes it easier
for organisations to follow what kind of behaviour is rewarded and what is not. Insurers also
have the upper hand compared to regulators in the sense that they can quickly change their
requirements for coverage when new threats emerge. This gives insurers a tool to shape

compliance even in environments such as data protection that change rapidly.

Interaction of insurance and compliance also creates difficult situation from the perspective
of regulators. A notable example is the inclusion of ‘regulatory liability coverage’ in some
cyber insurance policies, which explicitly addresses penalties and costs associated with
GDPR violations, although in many jurisdictions these types of policies are not allowed in
practice. While such coverage may seem to undermine regulatory objectives, it could also
motivate organisations to invest in compliance measures, knowing that failure to do so could
result in policy exclusion or premium increases (A Guide to the Insurability of GDPR Fines
across Europe, 2020; Peretto, 2019). This tension arises from the dual role of insurance as

both risk enabler and as a regulator of organisational behaviour.
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3 GDPR and Cyber Insurance Context

3.1 Cyber Insurance Market and Compliance Incentives

The cyber insurance market has emerged as a critical component of organisational risk
management strategies in response to the increasing frequency and severity of cyberattacks.
Its growth has been fuelled by the recognition that traditional insurance products often fail
to address the unique challenges posed by cyber risks (Biener et al., 2015). This subchapter
explores the key characteristics, trends, and challenges of cyber insurance market, and the

role it has in fostering compliance incentives.

Cyber insurance has evolved quickly over the past two decades, transitioning from a niche
product to a core element of corporate risk management. Policies typically cover financial
losses that occur as a result of data breaches, ransomware attacks, and business interruptions
caused by cyber incidents. However, coverage often extends beyond direct financial losses
to include third-party liabilities, regulatory penalties, and the costs of legal defence and crisis
management. This comprehensive approach underlines the strategic importance of cyber

insurance by addressing both operational and compliance-related risks (Kopp et al., 2017).

The implementation of GDPR has had a measurable impact on cyber insurance market.
GDPR’s requirements for data protection and breach notification have heightened
organisations’ exposure to financial and reputational risks, driving demand for policies that
offer tailored coverage for the multiple types of risks they face. While some insurers
explicitly exclude coverage for GDPR fines, others have adapted their offerings to address
indirect compliance costs, such as legal consultations and reputational damage mitigation

(Freehills, 2019).

Several trends have shaped the cyber insurance industry in recent years. Firstly, the growing
sophistication of cyberattacks has led to an increase in claims, prompting insurers to adopt
stricter underwriting practices. Risk assessments now often include comprehensive
evaluations of an organisation’s cybersecurity measures, incident response plans, and

employee training programs (Balawejder et al., 2019). This proactive approach aligns with
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GDPR’s emphasis on accountability incentivises insured organisations to enhance their

compliance and risk management frameworks (Kuner et al., 2020).

Secondly, the range of products and services has expanded over the years. Beyond traditional
indemnity coverage, more and more policies now include value-added services such as
cybersecurity training, real-time threat monitoring, and access to incident response teams
(Balawejder et al., 2019). These services not only help organisations mitigate their exposure
to cyber risks but also reinforce their ability to meet GDPR’s technical and organisational

requirements for data protection and lawful processing.

Thirdly, collaboration between insurers and regulators is increasing. Regulatory bodies have
increasingly recognised the potential of cyber insurance to promote compliance with data
protection laws. For instance, insurers’ risk assessments and policy conditions often reflect
regulatory priorities, thereby encouraging organisations to align their practices with legal
standards. This dynamic has positioned cyber insurance as a complementary mechanism to
regulatory enforcement, creating a more holistic approach to risk management (Freehills,

2019).

Despite the growth and diversification, the cyber insurance market faces several challenges
that affect its ability to support GDPR compliance. One major issue the lack of
standardisation in policy terms and conditions, which can create uncertainty for
organisations seeking coverage. Discrepancies in the treatment of regulatory penalties, as
well as variations in definitions of cyber incidents, further complicate the purchasing process

and limit the comparability of policies (Romanosky et al., 2019).

Additionally, it has become increasingly difficult to accurately price cyber risks. The rapidly
evolving threats combined with the limited availability of historical claims data have made
it challenging for insurers to assess exposure and set premiums. This uncertainty is made
even more complicated by the fact that cyber incidents often have cascading effects across
multiple organisations and industries. The problem of silent cyber risk also exists, where

cyber losses are covered under other non-cyber policies (Romanosky et al., 2019).

Partly due to these challenges the cyber insurance market is cyclical, alternating between

so-called ‘soft’ and ‘hard’ market phases that affect both the pricing and underwriting
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standards of insurers. Hard market conditions are characterised by increased number of
claims and severity of losses and leads insurers to increase premiums and to require more
from insured companies, such as higher standards of cybersecurity to gain access to
insurance. On the flip side, during soft market cycle prices are low and insurers must lower
their underwriting requirements because if they do not, the potential customer is likely to
choose an alternative insurer who is willing to do so (Woods & Simpson, 2017). It is
important to understand this cyclical nature of the cyber insurance market, as it potentially
has broader implications for the overall cybersecurity standards of organisations if
organisations consciously lower their cybersecurity efforts during soft market periods

knowing that they will be able acquire insurance anyways.

Insurance can incentivise organisations, as Biener argues that cyber insurance could act
indirectly as a regulatory mechanism by offering lower premiums or requiring organisations
to adopt modern cybersecurity practices to qualify for coverage (Biener et al., 2015). Risk
assessment practices of insurers include security audits, compliance assessments and
actuarial models to adjust premiums based on the organisations’ cybersecurity. It has also
been found out in some studies that organisations that have implemented measures such as
multi-factor authentication (MFA) and incident response plans are likely to receive better

policy terms than those who do not (Pal et al., 2021).

Outside of providing financial coverage, insurers also play a more active role in promoting
compliance frameworks. Number of cyber policies have incorporated requirements for
adherence to cybersecurity standards such as ISO 27001 and GDPR provisions (Woods &
Simpson, 2017). It is argued that as insurers integrate these standards into their underwriting
criteria, they effectively function as quasi-regulators, shaping corporate cybersecurity

strategies.

The potential for insurers to offer compliance incentives quite clearly exists, however
several limiting factors and valid points of criticisms exist. Firstly, a key is moral hazard
which occurs when the presence of insurance reduces the incentive for the insured to prevent
losses. For example, a company with cyber insurance might invest less in robust
cybersecurity measures, relying instead on insurance to cover potential losses. To mitigate

this, insurers often include deductibles, co-payments, or specific coverage exclusions that
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encourage proactive risk management (Biener et al., 2015). This is made worse by adverse
selection which refers to a scenario where high-risk individuals or entities are more likely to
purchase insurance, leading to an imbalance in the insurer's risk pool. In the case of cyber
insurance, businesses with poor cybersecurity practices or a history of data breaches may

seek coverage more actively than those with strong protections (Eling & Schnell, 2016).

In addition, as noted earlier the lack of standardised underwriting practices affect the ability
to effectively change organisations’ cybersecurity practices among stakeholders. As of now,
conditions vary greatly among insurers which makes it difficult for organisations to compare
offers and assess the true value of proposed coverage. Surveys also show that cyber
insurance for some organisations seems to serve as a financial safety net and does not

enhance regulatory compliance as intended (Marotta et al., 2017).

3.2 Responsive Regulation and Cyber Insurance

An important part of the Responsive Regulation Theory is the idea of regulatory pluralism,
meaning that the government, regulatory bodies and private actors work together to further
enhance compliance oversight (Ayres & Braithwaite, 1992). In the context of GDPR
enforcement and in accordance with the theory, cyber insurance companies can be argued to
act as private regulators and enforce what the theory calls as ‘soft regulation’ by requiring
certain standards of cybersecurity as a condition for insurability. These standards are often
composed of measures such as encryption and multi-factor authentication that echo the
principles set in GDPR. This type of enforcement is the base layer of the regulatory pyramid,

a sort of compliance pathway that occurs before governmental intervention.

As covered in chapter 2, the regulatory pyramid is used to conceptualise the enforcement
mechanism hierarchy that ranges from self-regulation to punitive measures at the top (Ayres
& Braitwaite, 1992). Cyber insurance complements the pyramid by introducing financial
incentive aspects to it which in most cases means lower prices as a reward. On the other
hand, organisations that fail to meet insurers’ requirements could face higher fees and get

only limited coverage. This way insurers could ‘penalise’ organisations that do not have up
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to date cybersecurity standards. Such market-based enforcement makes insurers the
regulatory intermediary in the RRT framework that are argued to bridge the gap between

voluntary compliance and formal regulation.

Studies such Talesh (2018) are in support of this as they have demonstrated that
organisations are keen to implement cyber security measures recommended to them by
insurers. The motivation to do so stems not only from risk reduction but also from wanting
better terms for coverage. The study suggests that insurers are able to impact organisations
behaviour in a way that is very similar to the regulatory goals of GDPR although the insurers

motivation is driven by managing underwriting risks.

There are however clear limitations to insurers acting as quasi-regulators. The requirements
set by insurers are not made with the goal of enforcing any sort of legal compliance but
rather to manage their exposure to claims payouts. Thus, the normative objectives of
regulation and actuarial practices differ in their intentions although the end results often
complement each other. While GDPR enforcement is based on its principles of
accountability and fundamental rights of the individuals, insurers are far more likely to focus
on technical controls and risk factors that are quantifiable. Due to this, insurers should be
seen as a complementary mechanism in the RRT framework and not as a substitute for

formal regulation.

Another challenge is the previously mentioned cyclical nature of the cyber insurance market
that alters between ‘hard’ periods where premiums are high and coverage limited, and ‘soft’
periods where competitive pricing practices lower fees and requirements loosen up. From
the perspective of insures being quasi-regulators, the soft market periods are argued to
weaken their role in being able to enforce compliance (Eling & Schnell, 2016). This research
result is similar to what is called regulatory arbitrage, which argues that organisations are
likely to employ compliance measurers that are the least demanding in hopes of reducing

their overall compliance costs (Braithwaite, 2008).

It should also be noted that formal sanctions, including heavy fines, are not the sole deterrent
factor for organisations. Research shows that reputational harm, loss of customer trusts, and

market consequences, such as lower sales, are sometimes the better, or at least on par with
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regulatory fines as deterrence tools (Johnson, 2022; Yun, 2024). Cyber insurance can be
argued to support this deterrence by requiring organisations to employ measures that reduce
the chances of a breach happening and as a result reduce the possible reputational damages.
In this way insurers would fit the roles of both formal and informal enforcement that the

RRT framework envisions.

3.3 Fine Insurability Debate

To understand the debate around fine insurability it is important to first understand the
concept of insurability, the conditions under which risks can be transferred to an insurer.
Berliner’s (1982) framework of insurability sets out nine criteria of insurability: randomness,
maximum possible loss, average loss per occurrence, average period of time between two
losses, insurance premium, moral hazard, public policy, legal restrictions, and cover limits.
The idea of the criteria is to assess whether a risk is both practically and economically
insurable from both the perspective of insurer and insured. The framework is based on the
assumption that if even one of the criteria is not satisfied, the risk is uninsurable. A risk is
satisfied if it is objectively insurable, meaning the risk is viable for an insurer to cover under
normal market conditions, and subjectively insurable if a rational insurer wants to
underwrite it. Although the list is not meant to be an exhaustive list for assessing insurability
of every risk, it can be used to effectively measure insurability of most risks (Biener et al.,

2015).

Risks that challenge the framework are often highly uncertain in nature, have a risk for moral
hazard, or there is not enough historical data to accurately calculate premiums, for example
environmental catastrophes or pandemics. Over time new types of risks have also emerged,
most notably cyber threats over the past decade. Cyber threats in particular have suffered
from the lack of historical data, leading to insurers paying out more claims than anticipated
as the conditions for quoted premiums by insurers to be efficient economically are unlikely
to be met. This type of inefficiency is argued to lead to higher premiums and lower market
capacity (Skeoch & loannidis, 2023). While the insurance market has continuously adapted

to changes, more and more new types of risks emerge as both financial and regulatory
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landscapes have become increasingly complex. Regarding GDPR, a debate over the

insurability of administrative fines has emerged that has warranted a closer look.

The GDPR fines can be massive as previously mentioned, with the record of 1.2 billion euro
fine on Meta in 2023. Additionally of the top ten highest fines seven are over 100 million
euro. As the figure 3 shows, most of the fines are in relation to unlawful data processing
practices and the highest fines are also of this type (CMS, 2025). The severity of these fines
is noticeable, but it remains to be seen whether it has any impact on the organisations. As
argued by Lund & Surin in their empirical study of corporate crime and punishment in the
United States, large corporations such as Meta or Google, who in large part have been on
receiving end of the highest fines, have the capacity to pay the fines without it affecting their
bottom line and they may see fines ‘just as another cost of doing business’ (Lund & Sarin,
2020).
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The insurability of fines, particularly in the context of GDPR violations, remains a
controversial issue within the cyber insurance landscape. This debate crosses legal, ethical,
and economic considerations, and is important for understanding the broader implications
of GDPR enforcement. While cyber insurance offers financial protection against various
cyber-related risks, the question of whether it should extend to regulatory fines has been of

great debate and analysis (A Guide to the Insurability of GDPR Fines across Europe, 2020).

The main argument against fine insurability is that by allowing it, their intended deterrent
effect may be diluted. Based on this claim, the insurability of fines in many jurisdictions of
the European Union hinges on public policy considerations and specifically, weather
permitting insurance for fines would undermine regulatory objectives (Marano & Siri, 2017,
pp. 40-42) Here public policy considerations refer to the legal principles ethical standards
of a society and are used as a guide when debating which risks are insurable. For example,
in some EU countries, fines arising from intentional or grossly negligent behaviour are
explicitly uninsurable, whereas fines due to inadvertent breaches may, in some cases, be
covered. Such countries include Germany, Spain and Italy, whereas in Finland, fines are
generally uninsurable (A Guide to the Insurability of GDPR Fines across Europe, 2020).
These variations reflect broader regulatory attitudes toward balancing deterrence with

realism of economics.

From an ethical standpoint, critics such as Max Schrems who is an Austrian privacy activist,
argue that GDPR fines could encourage complacency among organisations. If companies
could transfer the financial burden of penalties on insurers, they may lack sufficient
motivation to proactively better their compliance measures. This could in turn undermine
the broader goals of GDPR that attempts to foster a culture of accountability in data
protection (Keane, 2021).

Conversely, supporters of fine insurability emphasise the complexity of GDPR compliance.
Given the ever-evolving nature of cyber threats and the stringent demands of the regulation,
even well-prepared organisations can fall shorts unexpectedly. Insurance for fines, it is
argued, provides a safety net that enables businesses to recover quicker from compliance

failures, ultimately supporting resilience rather than reckless behaviour. Moreover, insurers
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often impose strict underwriting criteria, which could incentivise insured organisation to

adopt better risk management practices to secure coverage (Peretto, 2019).

In practice, the insurability of GDPR fines varies greatly across jurisdictions. Some cyber
insurance policies explicitly exclude coverage for regulatory fines, while some offer limited
coverage, depending on local legal permissibility. For instance, insurers may frame coverage
as contingent liability, covering indirect costs such as legal fees or reputational damage
rather than the fines themselves (A Guide to the Insurability of GDPR Fines across Europe,
2020). The industry’s cautious approach reflects the uncertainty surrounding its implications
for compliance behaviour. Insurers must navigate a fine line between supporting their
client’s risk management needs and avoiding potential accusations of enabling non-
compliance. This has led to an increasing emphasis on risk assessment and loss prevention
services, such as compliance audits and incident response planning, as part of cyber

insurance offerings (Eling & Schnell, 2016).

Regulators, insurers, and organisations hold conflicting views on the issue. Regulators
typically resist insurability, arguing that it weakens the deterrence mechanism (Guidelines
on the Application of Administrative Fines under the GDPR, 2020). Insurers, while mindful
of regulatory concerns, seek to balance their client’s needs with their own risk exposure.
Organisations, particularly SMEs, often advocate for fine insurability, viewing it as a critical

safeguard in an increasingly complicated compliance landscape (Baranoff et al., 2009).
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4 Empirical Research

4.1 Expert Interviews and Key Themes

The empirical data for this thesis consists of three qualitative thematic interviews. The
choice to use half structured thematic interviews is based on the possibilities it offers to gain

further insight on any of the interview questions during the interview.

The interviews for this thesis were conducted one-to-one online without other persons being
present on a particular platform that allowed the interviews to be recorded. The length of the
interviews ranged from 30 to 60 minutes. The ability to record the interviews allowed for
the researcher to fully focus on the interview and ask follow-up questions if needed. The
recorded interviews were transcribed the day after, which hopefully has minimised the
chances for misunderstandings to occur as the content of the interviews were still fresh in

mind.

It is important to declare here that the interviews were conducted in Finnish, and the thematic
analysis was based on the transcribed Finnish text. The results of the analysis are then
presented here in English. The choice for this was based on practicalities, conducting the
interviews in Finnish was thought to have a higher chance of attracting participants but also
to ensure comfort and depth in responses that might be lacking if the interviews were to be
carried out in English. Thematic analysis relies on the interpretation of meaning and patterns
which does not require verbatim translation (Nowell et al., 2017). As a result, the validity of

the findings was not compromised.

Interviewees are all insurance experts working at different companies, and their work is
related to cyber insurance. Due to the nature of the subject and to keep the study reasonable
in scope, it was thought that cyber insurance experts could provide the most valuable insights
as opposed to GDPR regulators or other regulatory professionals such as compliance experts
at insurance companies. The experts answered the questions to the best of their ability but
without going into specifics related to the company they are working at. This is not a problem

for this study as none of the interview questions nor research questions require information
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of that sort. Interviewees agreed to have their academic background, job title, and overview
of the work they do to be presented in this thesis as long as it is anonymised. Such a summary
of each expert is done to improve the reliability of the study as the reader now has the
opportunity to assess the competence of the interviewees regarding the topic of discussion.
Names of the experts are however not going be revealed, but instead are referred by letters
from A to C. Similarly, the names of the insurance companies are also not revealed for
privacy reasons and revealing the names would not benefit the study or its credibility in any

meaningful way. Next the participating experts are introduced:

Expert A works in a Finnish insurance company as cyber insurance product owner, with the
title of development manager. His work consists of everything related to cyber insurance
ranging from documentation and insurance policies to partner services. He has a few years
of experience in the insurance industry but a much longer work history working on
cybersecurity related topics. These provide him with both technical expertise and an

understanding of the insurance perspective on cyber risk.

Expert B currently works as a senior cyber insurance specialist in the Finnish branch of a
global insurance broker. His responsibilities cover cyber insurance broking, underwriting,
and risk management, with experience in both product development and client advisory. He
has over 15 years of professional background in insurance and risk management, including
several years specifically dedicated to cyber risks. Earlier in his career, he also worked in
the field of security systems and operational risk, which has given him a broad perspective

on both technical and insurance-related aspects of cyber risk.

Expert C is an underwriter specialising in cyber insurance working at the Finnish office of
an European MGU. He has a few years of experience in this position, and his work consists
of evaluating and pricing cyber risks of various companies, ranging from SMEs to large
publicly traded companies as well as negotiating with insurance brokers about the contents

and price of insurance contracts.

As mentioned previously, thematic interviews are the primary method for gathering the
empirical data for this study. This allowed for some topics to be discussed more in depth as

well as gave the opportunity for the interviewees themselves to bring up points of interest
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outside the questions presented by the researcher. The structure of the questions was as
follows: introduction and establishing context, GDPR and cyber insurance products, role of
insurers in responsive regulation, fine insurability and its implications, and concluding
questions. The purpose of the questions was to find out whether the concepts of the earlier
theoretical parts of the thesis apply in the real world and to gain insight into areas that

existing literature could not answer outright. Questions can be found in Appendix 1.

The analysis of the empirical data draws structure and guidelines from the theory but leaves
room for differing and novel point of views. Similarly, the theory guided the process of
constructing the interview questions so it can be said that the theory has affected the
formation of the data. All the questions were presented for all three interviewees in the same
order; however some were quickly glossed over if the question was already answered during
the discussion of a previous one. Given the nature of the thematic interview, the discussion

flowed freely, which helped bringing up perspectives that were missing from the questions.

Interviews were conducted one-to-one and given that all interviewees were cyber insurance
specialists, the answers to the questions were rather similar for the most part. The recordings
of the interviews were transcribed word to word, after which it was attempted to find
similarities between the answers and construct the data by identifying themes from it. The
next chapter analyses the empirical data, and it is divided thematically, similarly to the
questionnaire structure used for the interviews. By presenting the data this way the answers
of all interviewees can be grouped and relevant information regarding the research questions
can be brought into the light. The thematic grouping also gives the interview data structure

and helps the reader to follow along as the study attempts to answer the research questions.

4.2 Findings from Expert Interviews

4.2.1 Organisational Challenges in GDPR Compliance
The difficulty of managing personal data in a cloud-based infrastructure was pointed as a
key challenge by experts A and B for organisations attempting to adhere to GDPR’s

provisions. Tracking the data has become difficult and it is often not straightforward to say



53

who is processing it and how. This is problematic as GDPR Article 5 demands transparent
data processing and makes the data controller liable for it (Article 5, Regulation 2016/679).
Organisations’ reliance on third-party cloud services was said to diminish the visibility and
control over their own data which makes it not only technically difficult to comply with the
regulation but also becomes a governance headache. While the legislation requires
organisations to take action, the demands are often impractical to fulfil as the reality of
modern data infrastructure is that it has become dispersed and tricky to navigate. This clearly
seems like a regulatory challenge of GDPR as it assumes that organisations are able to
control their own data to a meaningful degree whereas in reality this is often not the case

according to the experts.

Organisational capacity was also said to be a deciding factor in managing the complexity of
the data, as according to the experts larger companies are more like to have the knowledge
and resources to have their data processes under control whereas smaller companies are
more likely to be unaware of how and where their data is stored and processed. Additionally,
the sector in which the organisation operates in was pointed out to have a big impact, as for
example healthcare providers deal with vastly larger amounts of personal data than factories
that produce everyday goods. Existing research echoes this sentiment and has shown that
small and medium sized enterprises have struggled disproportionately with GDPR due to

lack of knowledge and financial resources (Saqr, 2022).

Another theme regarding the question of challenges in achieving GDPR compliance is the
unpredictability of human behaviour. Both expert A and B noted that within the same
organisation two employees can have totally different assumptions and habits when handling
data. A concrete example of this behaviour was given: some employees store local copies of
personal data despite company policies directing to only store those on secure cloud servers.
This type of behaviour is not only non-compliant but also speaks of inadequate training or
staffs’ resistance to change their habits to fit modern criteria. In either case, GDPR
compliance seems to have similar challenges to other regulations and the need for
continuous training exists. Expert C highlighted the impossibility of an organisation to
always guarantee absolute compliance of all its employees. Thus, he argued that
enforcement frameworks should take the inevitability of lapses into account more than they

currently do. Additionally, the experts brought up the cost of enforcing proper data handling
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throughout the organisation and how impractical it is in many cases as those are one of the

first to be cut if a need for it arises.

In addition, GDPR and compliance to its provisions is not something that occurs naturally

and as interviewee A put it:

“Information security is not inherent to people or organisations...as long as the
implementation of information security is not included in everything that is done, as the
starting point of any business activity, we will have shortcomings in implementation. Not
only the legal requirements should be fulfilled, but also the requirements of the business

activity and its risks.”

While GDPR recital 78 includes the requirement for proactive and systemic approach for
storing personal data, including the need to align privacy with the core business of the
organisation (privacy by default), the reality is quite far from that according to the experts,
as for most people privacy and data protection is an afterthought, if even thought about at
all. This helps us to understand why despite by robust planning and thorough compliance
efforts gaps in meeting the legislation’s criteria persists. Even though post-hoc controls exist
in abundance, they cannot fully compensate for not including data privacy at the core of
business activity planning. Responsive regulation theory also holds the same view, for
regulation to be effective it needs to be internalised rather than externally imposed on (Ayres
& Braithwaite, 1992). Interviewee A’s critique could thus be said to point out the
organisations’ inability to anticipate regulatory changes. Additionally, expert C brought up
the critique covered in earlier chapters that GDPR provisions are written too broadly which
leaves it up to the organisations to find the necessary technical details to put them into action.
This disconnect between regulatory objectives and the reality of day-to-day operations of an
organisation makes it difficult to comply with the regulation and could lead to compliance

fatigue according to the experts.

The final theme regarding GDPR challenges is the perceived ineffectiveness of GDPR’s goal
to minimise personal data processing and storage. All experts noted that GDPR should do
more to prevent excessive data collection as it currently does not, and large organisations

have found and continue to find ways to collect data that is unnecessary. The experts are not
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alone in their criticism as studies have debated about the effective versus symbolic nature of
GDPR enforcement. As mentioned previously, article 5 mandates purpose limitation and
minimisation but lacks precise wording and leaves too much room for interpretation. It can
be argued that this is by design as GDPR was one of the most lobbied legislations ever (Saqr,
2022).

4.2.2 GDPR’s Impact on Cyber Insurance Design, Underwriting, and Risk
Assessment

The general consensus of the interviewees was that GDPR’s impact on the development and
pricing of cyber insurance products does not amount to much. While cyber insurance itself
as insurance products predates GDPR, it was noted that it seems that the legislation
accelerated both awareness and demand. Expert B noted that in Finland the legislation
created a sense of urgency among some of the insurers as they felt that they needed to launch
cyber insurance products fast to not to lose customers to other insurers that could provide
such services. Thus, GDPR seemed to be more of a market trigger to drive up the demand
rather than being a design factor. After the initial ‘fear’ of the legislation settled, other risks
such as ransomware attacks have become the main concern for both clients and insurers.
Similarly expert C explained that the expectation was that GDPR related claims would be
widespread. This fear however did not materialise. The practical influence of GDPR on
cyber insurance pricing is further limited as due to insurance practices in Finland
administrative fines are not covered. This is not unique to Finland as regulatory

consequences are not insurable by design in most European jurisdictions.

The interviews suggest that data protection is part of the considered aspects in the
underwriting process, but it does not dominate product design. This is line with a study by
Biener et al (2015) in which it was argued that cyber insurance products are at large shaped
by tangible loss scenarios, for example data breaches and business interpretations, rather
than by exposure to regulatory fines. Expert B stated that in the underwriting process the
focus is on the volume and type of data as these are the factors that have an impact on the
risk profile of an organisation. Expert C added that the size of the organisation is also a factor

and explained that usually with smaller organisation the focus is on broader IT security
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measures whereas bigger organisations that hold and process large amount of data are looked
into more carefully. It thus seems that while GDPR has brought up the importance of privacy
and risks related to it, the direct impact on influence on insurance pricing is more nuanced
than a dominating factor. This is likely to be the case in every jurisdiction where

administrative fines are not insurable.

In similar fashion it was noted that while risks related to GDPR such as fines and breach
response are considered, the biggest concern of their clients remains the cost of data breaches.
This includes forensics, containment of the breach, and possible reputational damage. Thus,
the underwriting focus is on operational threat factors rather than legal exposure.
Interestingly the threat of litigation seems to be downplayed which likely stems for a low
volume of such cases. It was pointed out that while data breaches do occur, even large ones
that affects tens of thousands, the legal consequences of those in Finland are often minimal,
aside from GDPR fines. If this is the case, GDPR as a deterrent force does not seem to
translate into financial liability for organisations. Voight & Von dem Bussche (2017) came
to a similar conclusion when analysing the enforcement tools of the legislation, noting that
when enforcement remains selective or limited in scope, GDPR’s power as deterrent falls
apart quickly. Expert C also pointed out that in jurisdictions such as Finland where class
action lawsuits basically do not exist, the insurer’s liability risk is greatly reduced in

comparison to countries like the US.

As mentioned in earlier chapters, compliance efforts are often thought to be too burdensome
and the ‘pain of compliance’ is argued to outweigh the possible threat of non-compliance,
be it fines or other regulatory measures. Similar phenomenon can be found in the experts’
answers as it seems that GDPR enforcement mechanisms are not seen as severe enough by
organisations to change corporate risk behaviour or insurance demand by any meaningful
way. This could explain why GDPR specific clauses are not common in insurance contracts
as organisations prioritise other types of coverage for threats that are deemed more likely to
occur or are quantifiable. As noted earlier, for most people cyber security is not something
that is thought about often nor is it understood well, which makes it more likely to be

forgotten about.
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The final note on the topic centred around third-party liability which prompted discussion
with expert A about the definition of ‘actual harm’. To give context, third-party liability
coverage is often included in cyber insurance, but the tricky part is meeting the legal liability
under current laws. Thus, generally minor or harms without direct financial consequences
do not qualify. This led to discussion on how ‘real harm’ could be defined in any meaningful

way in the context of privacy breaches. Expert A explains:

“A single instance of, for example, pain and ache does not normally fall into this category,
but these will be compensated to a third party if the injured party can demonstrate that the

’

data breach has resulted in some actual [financial] damage.’

According to the expert it is done on a case-by-case basis, looking at whether or not financial
consequences due to harm can be demonstrated. This difficulty to define harm is not unheard
of in GDPR context as courts across the EU have had differing interpretations of immaterial
harm (Kuner et al., 2020). Cautious approach to these liabilities is likely caused by the
uncertainty they uphold, which then leads to different interpretations around the union.
Experts B and C echoed this sentiment and stated that while GDPR liabilities are written
into policies, operational recovery costs and business interruption are the main drivers of

claims.

4.2.3 Insurance as a Catalyst for Compliance

Emerging as a third theme from the interview data is the possible duality of insurance as
both a safeguard and compliance driver within the regulatory environment of GDPR. The
interview data suggests that while insurance companies cannot formally enforce legal
compliance, the cybersecurity standards required by insurance companies align with the
overarching objectives of GDPR. This alignment is however not that straightforward as the
scope, consistency, and authority of insurance as a possible governance mechanism is not

clear.

According to the interviewees, while GDPR compliance is not something that is questioned

as insurers take for granted that their clients follow the law, cybersecurity requirements for
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insured organisations is a form of indirect compliance vetting by insurance companies.
Commonly these requirements include incident response plans, access controls, and
organisation wide practices such as employee training and risk management. These closely
align with the GDPR’s principles of data protection by design and by default (Article 25,
Regulation 2016/679). Expert B noted that:

“Although these are not compliance requirements per se, they are strongly aligned with the
objectives of the GDPR. Therefore, clients often feel that they are also being helped to

1

comply with regulations.’

In addition, expert C noted that the focus of insurers is on the practical controls such as
requiring multi-factor authentication rather than the somewhat abstract regulatory principles
set by the GDPR. In his view this turns insurers’ requirements into a sort of practical
compliance checklist for organisations even though the requirements are based on

underwriting logic rather than any sort of formal compliance enforcement.

This dynamic is the essence of private governance that we explored earlier in the theoretical
parts of this study that emphasises the importance of including non-state actors, such as
insurers, into regulatory landscape. It was argued by the theory that insurance in this context
could thus act as a meta-regulation; a level of regulation that influences organisational
behaviour by either incentivising or discouraging specific actions. According to expert C
this is not just theoretical as per him cyber security questionnaires or requirements translate
the intentions of lawmakers into operational measures that are more tangible for
organisations to act upon. This could be helpful as the interviewed experts all expressed the
view that the requirements of GDPR are at times somewhat abstract in their wording. As a
result of this, insurers could shape organisations’ compliance strategies as a byproduct of
having up-to-date data protection as a condition for coverage. Although this would be done
primarily from the risk management point of view, it functions similarly to regulatory

pressure.

It was interesting that despite all this, it was stressed by the interviewees that formal
regulatory and insurance driven compliance are not comparable. This is due to the fact that

DPAs and other regulatory authorities have the legal legitimacy as well as tools to issue
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sanctions and investigate wrongdoings. Insurers lack these enforcement powers and cannot
require compliance outside of what is stated in the contract. Expert C explained that while
insurance questionnaires and regulatory audits deal with the same subject matters, the
difference is that regulators speak at the level of general principles whereas insurers
operationalise these principles into concrete requirements. Interviewee A added on to this by
stating: “If not everybody demands [compliance], then basically no one demands it — to put
it bluntly”. Meaning that as compliance requirements are scattered across the cyber
insurance landscape and a universal framework does not exist, then the overall level of
compliance is reduced. This is likely the key limiting factor of insurance as a tool for
governance as is insurers are not able to demand more than what the market accepts and are

constrained by competition from other insurers.

This competitive dynamic was brought up by experts B and C who noted that insurers may
be forced to relax some of their conditions for coverage in competitive markets in order to
secure or retain clients, even more so if the client in question is a major one. In expert C’s
opinion this creates a situation where demanding too much drives clients away which forces
organisations to adopt more lenient attitude than they maybe would prefer in an ideal
situation. This is in line with the theory of responsive regulation where a concern is raised
about the commodification of compliance and the potential it creates for ‘regulatory
arbitrage’ in private governance models (Braithwaite, 2008). This regulatory arbitrage
describes a situation in which insurers have the incentive to issue contracts with fewer
conditions for coverage in order to acquire a larger market share. In turn their capacity to act

as a catalyst for compliance decreases.

Yet, the experts argued that one advantage insurers can be said to have over legislators is
adaptability. Whereas legislative process is slow and reactive in nature, insurers are able to
adjust their risk assessment and coverage terms rather quickly as new threats emerge and
more data comes available. For example, after the NotPetya attacks of 2017, that were
targeted on Ukrainian organisations but spread globally, insurers such as Zurich began
excluding ‘state-sponsored’ or ‘act-of-war’ cyberattacks from cyber policies. Expert C added
on to this by noting that the competitiveness of cyber insurance market pushes insurers to
experiment with new types of coverage and exclusions to stay ahead of others. This supports

the argument brought up earlier that the ability to respond quickly to changes is the key to
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the governance capacity of insurers as they could act as ‘fast responders’ in environments

such as cyber insurance where threats emerge quickly.

While adaptability can be an advantage the experts expressed concern about the difficulty
of'executing it. Although it allows insurers to fill the gaps of governance left by slow changes
to legislation or by the letter of the law being ambiguous, it lacks the means to reach the
stability and predictability of what legal frameworks offer. Expert B stated that if compliance
requirements vary immensely between insurers, it might give organisations the impression
that compliance requirements are negotiable contract terms rather than the industry standard.

This would according to him undermine the potential of insurers acting as quasi-regulators.

4.2.4 GDPR Fines

There is a consensus among many of the regulators and insurers that GDPR fines should be
excluded from coverage and that is reflected both in the letter of the law and insurance
practices. The interviewed experts echo this sentiment by seeing it as a reliable deterrent and
should thus remain as it is. It was noted that the accountability of a single worker diminishes,
particularly in large organisations, and the likelihood of action against the guidelines
increases if meaningful sanctions against it do not exist. It was then argued that if fines were
to be excluded from coverage the effectiveness of enforcement would suffer. According to

expert A removing such a seemingly well-working deterrent would be a fundamental error.

Expert A’s analogy to ransomware payments illustrates this point well. He drew a parallel
between the insurability of GDPR fines and the practice of insuring ransomware payments.
In jurisdictions such as some of the states of U.S., where ransom payments are in many cases
insured, the criminals behind those attacks have the incentive to target mainly those
organisations that they know to be insured with such coverage, namely the police and other
critical infrastructure like hospitals. The argument is that this creates a vicious cycle that
incentives the attackers rather than deters them. Thus, expert A concludes that if fines were
to be insured, they could become just another cost of doing business, and that would water

down the intended preventive function of the law.
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Incentives are also distorted by how organisations often decide on compliance investments
based on cost-benefit analysis. All of the experts stated that while most organisation do
aspire to act responsibly, the reality is that financial calculations largely determine the scale
in which investments into compliance are made. Quite often the choice between a cheaper
solution that covers the legal baseline and a more robust systems boils down to cost. This
phenomenon that compliance is treated through the lens of financial optimisation rather than
as a commitment to data protection is a real cause for concern. Ayres and Braithwaite (1992)
in their theory of Responsive Regulation also give a word of caution regarding it: if regulated
organisations treat rules as mere checklists rather than ethical obligations, compliance

becomes performative, minimalistic, and reactive rather than proactive.

There is however more nuance to this as expert B noted how some cyber insurance policies
include clauses such as ‘failure to comply with legislation’. While it may be rare in practice,
he noted such clauses could make some organisations treat insurance as a partial substitute
for investments into compliance. According to him this is not likely to become a problem as
many policyholders may not even realise such clauses exist. However, the possibility of
organisations becoming less attentive to compliance requirements exists if organisations

assume that insurance covers at least some of the costs of failing to comply with the law.

Expert C went further and stated that if fines would be made insurable by law, insurers might
be tempted to offer such coverage in order to attract clients and that could change the market
dynamics. According to him this could lead to a “race to the bottom” where organisation
purchase coverage rather than invest into their compliance. At the same time this could
destabilise the market if huge claims payouts would occur and as a result premiums would
rise. This adds onto expert A’s concern about deterrence effect of fines and how insuring

fines could undermine the stability of insurance market.

It was however argued by the expert B that whether fines are insurable or not does not
necessarily alter organisations behaviour in the big picture. He stated that in his experience
organisations are keener on avoiding reputational consequences and broader operational
risks rather than just trying to avoid financial penalties. Similarly expert C argued that
financial penalties are not the sole, or maybe not even the deciding deterrent factor.

According to them the reputational damages and other consequences of a major GDPR
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violation, such as loss of customer trust, would still be enough of a deterrent for most
organisations. Thus, it was argued that even if regulatory fines were to be insured the

deterrent function of GDPR cannot ever be fully neutralised.
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5 Conclusion

5.1 Answering the Research Questions

The introduction chapter of this study laid out three research questions with the goal of
exploring how GDPR enforcement and cyber insurance interact within the Responsive
Regulation Theory framework. The main research question was “How does cyber insurance
influence the effectiveness of responsive regulation in GDPR enforcement?” and the

following three sub-questions attempted to answer it:

1. How do insurers' compliance requirements interact with GDPR enforcement under

the regulatory pyramid of Responsive Regulation Theory?

2. What role could insurance companies play as third-party regulators in the context of

data protection?

3. How does the insurability or non-insurability of GDPR fines affect the effectiveness

of escalating regulatory responses?

The first research question was central to the thesis as it would be almost impossible to
justify the research design if insurer’s compliance requirements were found to not have any
interaction or alignment with GDPR enforcement within the framework (regulatory pyramid)

of Responsive Regulation.

Fortunately, by examining existing literature, GDPR legislation, and analysing the expert
interviews, it seems that the research question is relevant and interesting enough to warrant
research about it. The GDPR (EU, 2016/679) mandates organisations to employ data
protection measures. Similarly, cyber insurance policies often require up to date risk
management and cybersecurity practices. Such include multi-factor authentication, data
encryption, incident response plans, and constant system monitoring (Eling & Schnell,

2016). Even though these requirements are not an exact match for what GDPR mandates,
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there is overlap in many areas and the goals of both are similar, which lets us examine the

alignment between insurance driven compliance and objectives of regulatory enforcement.

Within the RRT framework both regulators and insurers operate along the lower levels of
the pyramid which means their enforcement tools consist of persuasion, education, and in
some cases deterrence. GDPR does this by offering guidance, performing audits, and by
sending warnings or orders to comply before escalating further to administrative fines
(Kuner et al., 2020). Insurers mirror this practice by incentivising compliance by offering
premium deductions through their underwriting conditions and by excluding coverage for
non-compliant customers (Balawejder et al., 2019). Interviewing the experts further
supported this as they noted that in most cases GDPR principles can be found in insurers’
requirements even though the perspective is different. Insurers frame them from a risk

reduction point of view, whereas as regulators see it as protecting individuals’ rights.

This thus suggests that insurers’ requirements are not in isolation but rather seem to interact
and reinforce that of GDPR’s. Insurers however cannot substitute for GDPR as they lack the
means to enforce legal compliance. They can however indirectly guide organisations
towards it by having modern cybersecurity standards as a condition for coverage. These
findings support the idea that insures have a role within the RRT framework and this lays

the foundation for exploring what potential there is for insurers to act as quasi-regulators.

The second question was conditional to the first as it only could be answered if cyber
insurance and GDPR enforcement could be fitted into the theory’s framework. As it became
clear that this is in fact the case, the next step was to ponder what possibilities if any exist
for insurers to act as third-party or quasi-regulators in the context of personal data protection,
which in an essential part of GDPR legislation. The question was first inspired by the theory
and existing literature that backed up the possibility of insurance companies acting as third-
party regulators, for example through the practice called ‘regulation by contract’ (Heimer,
1985). In this context insurers could include cybersecurity and compliance standards into
their underwriting criteria and thus incentivise robust data protection measurers among their

policyholders.
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It was found out that for the most part GDPR and cyber insurers’ practices have same the
goal of increasing the cybersecurity standards of all organisations. This is in line with logic
of Responsive Regulation, where both private and public actors can act in complementary
roles that promote compliance (Gunningham et al., 1998). The interest for such behaviour
on the side of insurers comes from wanting to reduce the number of cyber incidents which
leads to lower claims payouts. For regulators and lawmakers, the aim is to protect the rights
of individuals by reducing data protection violations. The possibility of cyber insurers acting
as quasi-regulators is thus acknowledged, but the potential impact of it is difficult to grasp

due to market dynamics.

The cyclical nature of the cyber insurance market, changing between hard and soft market
conditions, is likely the most recognisable barrier for quasi-regulators to be impactful
(Romanosky et al., 2019). While insurers in theory can raise the required level of
cybersecurity in order to be eligible for coverage, it is often not economically feasible as
other insurers might offer coverage without extensive survey on the organisation’s
cybersecurity status. Thus, it seems that the potential for insurers to act as quasi-regulators
is in practice limited to the lowest level of responsive regulation pyramid, i.e. persuasion
and education. This was somewhat unexpected as the literature surrounding the subject
suggested that the avenues for more profound co-operation between regulators and insurance

companies exists.

The empirical findings further suggest that while the theory and the academic literature
based on it might be true, it has not been explored yet in the context of GDPR and judging
from the answers of the interviewees we can deduce that it is not being actively explored, or
at least they were not aware of it. One possible reason for this is the relative novelty of cyber
insurance sector compared to more matured and established lines of coverage, e.g. property
or liability insurance where loss prevention and compliance conditions are more
institutionalised (Biener et al., 2015). Additionally, the fast-paced environment of
cybersecurity makes it more difficult for insurers to look to standardise and enforce

conditions without major risks to their operations (Eling & Schnell, 2016).

However, the potential for quasi-regulators to become relevant in the future remains. Given

the right market conditions, regulatory incentives, or a framework that covers the issue,
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insurers could have the chance to play a more significant role in evolving the compliance
standards of organisations. For example, industry wide standards backed by regulatory
endorsement could help to mitigate the currently existing competitive disadvantages for
insurers that demand higher levels of cybersecurity as a criterion for coverage. Such a
change would move insurers capability to influence up the regulatory pyramid towards more
directive measures. This however remains speculative for now due to current industry
practices and lack of a suitable framework. The role of insurers thus, at least for now, seems

to lie in persuasion, education, and raising awareness.

The third research question was based on existing literature on insurability of fines and the
fact that GDPR enforcement relies heavily on the escalatory nature of regulatory responses
of which fines are some of the toughest measures. Within the RRT framework fines are
designed to be both punitive and deterrent. Currently, the effectiveness of the GDPR fines
in large part rely on the organisation directly bearing the financial consequences of non-
compliance. If given a chance to transfer this to a third party via insurance, the deterrent
effect could diminish and make it difficult for regulators to escalate enforcement in any

meaningful way (Talesh, 2018).

The academic literature on the topic is rather polarised. While some advocates have argued
that a limited form of fine coverage could improve compliance as it would free up
organisations resources towards prevention and remediation instead of being burdened by a
single, potentially substantial, fine (Barry et al., 2016). Those opposing have argued that
insurability of fines risks a moral hazard that leads to organisations taking fewer precautions

as the financial risks of being non-compliant is externalised (Ben-Shahar & Logue, 2012).

Insight from the expert interviews align more closely with the opposing view. All three
experts strongly opposed to GDPR fines being insurable due to moral hazard but also due to
the industry norms in Finland where fines are generally not insured at all. In the Finnish
insurance context this is part of the so called ‘good insurance practice’ principle that
excludes administrative fines from coverage. On the other hand, this enhances the deterrent

function of GDPR fines, but it also limits insurers’ role within the regulatory pyramid.
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While advocates for insurability of GDPR fines were found in academic discourse and in
publications of insurance experts, the interviewees for the thesis were all adamant in their
stance of not wanting it to become common practice to insure GDPR fines, and more broadly
most were mostly against insurability of any sort of fines. It was however mentioned that if
it would become legal for GDPR fines to be insured broadly, there was no doubt in the
interviewees mind that there would be willing insurance companies on the market the very
moment. This is not surprising as insurance contracts already include the fines given that the
jurisdiction the organisation operates in allows them to be insured. This outcome was not
unexpected and echoed the academic literature on the topic, but the hearing the experts’

opinions and reasoning made the research question worth putting into this thesis.

Before moving onto study limitations and evaluation, the empirical findings are summarised
here. Additionally, and perhaps more importantly, how these results support tie in with the
theoretical assumptions of the study is evaluated. Figure 4 shows how the theoretical parts

and empirical findings of the study come together.

For the most part the empirical findings validate the theory’s proposition that insurance
mechanisms could function as a quasi-regulatory force that then influences organisations’
compliance behaviour. Expert interviews as well as analysis of insurance science literature
shows that underwriting criteria and contract requirements as compliance invectives
function similar to the lower tiers of the RRT’s regulatory pyramid. However, the findings
also show the limitations of applying the theory in practice. Whereas RRT assumes that the
relationship between regulators and regulated entities is cooperative, the reality seems to be
that insurance-drive compliance operates in isolation from formal regulatory processes. This
in turn weakens the potential for insurance to be fully embedded into the ideal RRT
framework. Lastly, the empirical findings refine the theoretical assumption of insurance both
complementing as well as hindering formal regulation. Within the GDPR context, insurance
promotes better cybersecurity standards while also insuring regulatory fines, however only

if permitted by the law.



Responsive Regulation Theory (RRT)

e Graduated enforcement: persuasion ->

punishment

e Responsive and proportional regulatory
measures

e Cooperation between regulator and regulated
(Tripartism)

Empirical findings

e Insurers’ requirements and GDPR principles
overlap

o Insurers operate mainly at lower pyramid
levels (persuasion, guidance)

e Limited formal cooperation with regulators

68

Insurance as Governance (RRT in market context)

Risk assessment and underwriting as compliance
incentives

Policy requirements mirror those of regulators
Premium pricing incentive/deterrent
Quasi-regulatory potential (‘regulation by
contract’)

Summary of theoretical assumptions and empirical
findings

Insurance mechanisms embody RRT logic
Cooperation and tripartism remain potential
future developments

Regulatory pyramid applicable, but insurers
confined to lower levels

Figure 5: Theory linked to empirical findings

5.2 Limitations and Areas for Further Research

The study’s application of RRT to GDPR enforcement was a conscious decision to highlight

the role of cyber insurance within the regulatory pyramid in order to explore its potential as

quasi-regulator. This decision however has its drawback in that the theory was not developed

for insurance products in mind and is mainly meant to account for broader regulatory shifts,

which might result in loss of insights that some other theory could have captured.

Furthermore, alternative theories are not considered in the study that could complement RRT

in capturing compliance behaviour incentives. The choice to limit the study to one theory

was done to keep the thesis length manageable for master’s level study.

While the study narrows in on the role of cyber insurance as a compliance incentive for

organisations, the examination of insurer’s internal process regarding underwriting risks
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related to GDPR non-compliance is rather minimal. This however turned out not be an issue
as the empirical findings tell us that insurers do not consider GDPR risk as a separate risk
category, rather what could be labelled as ‘GDPR risks’ are incorporated in other risks that
insurers take into account. Lastly, the study does not differentiate between industries which
means that variations in insurance coverage and regulatory responses in different sectors are
not accounted for. Given the fact that amount of personal data varies greatly among

industries this could be an avenue for future study on the topic. (Woods & Simpson, 2017).

Given the limitations of the study, there are some other potentials area for future research in
addition to the sector analysis. Firstly, as GDPR legislation as well as cyber insurance as a
product are both rather new concepts, longitudinal studies could shed light into how the
relationship evolves. Long-term research could be able to capture the shifts in how
organisations approach compliance and the development processes of new insurance
products targeted on mitigating data protection related risks. Responsive Regulation Theory
is meant for such studies and could maybe be better utilised there. Secondly, it could be
worthwhile to study insurer behaviour as well as policy design, as the results might provide
insights on how insurance products are being developed in response to changing legislation,

in this case the GDPR.

5.3 Study Evaluation

It is commonplace to critically evaluate both the credibility and importance of study at the
end of it, and so is the case also in this thesis. Introduction chapter highlighted the
importance of the topic by underlining the fact that while research on both Responsive
Regulation Theory and cyber insurance exists separately, there is a clear research gap in
understanding how they interact. The topic of this thesis can also be said to be timely as both

GDPR and cyber insurance are rather new and ever evolving.

In evaluation of a study the deciding factor is whether the researcher what was intended and
promised has been researched extensively enough. By Saunders et. al (2023), a study can be

said to be valid when the tools and methods are appropriate and consistent with the study’s
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objectives. In the case of qualitative studies this can often be challenging as the researcher
is required to constantly reflect on his choices and consider the impact of them (Lim, 2025).
One way to do it is by utilising structural validity which assess whether study’s goals are
met and whether the concepts, data sources, and analytical methods used are appropriate

within the study’s context (Saunders et. al (2023); Lim (2025).

The concepts of this study all arise from existing literature. The theoretical chapters focused
on the main theoretical framework of the study, the Responsive Regulation Theory, as well
as cyber insurance and GDPR legislation as phenomena. The literature on which the chapters
were based on can all be labelled as generally reliable sources within their respective fields
of study. Thus, it can be said that the theoretical parts of this thesis are credible to a degree

that is expected from a master’s thesis.

Evaluation of a qualitative study calls for a different perspective than the one commonly
utilised in evaluating quantitative studies. Instead of attempting to evaluate the validity and
reliability of the study in the typical way, the emphasis here is on the transparency and
overall consistency of the research process. Consistency is often referred to as how well the
research goals, data gathering methods, and analysis align and work together to create a
coherent and trustworthy picture of what was studied. In this study consistency is assessed
by examining the purpose of research, the researcher’s level of commitment, data gathering,
the selection of informants, the analysis process, and the duration of the research (Eriksson

& Kovalainen, 2008).

Starting from research focus and purpose, both were clearly defined. The aim was to
examine the intersection of GDPR enforcement and cyber insurance through the lens of
Responsive Regulation Theory. This guided the selection of research methods of which
abductive approach was selected to align with the nature of the topic. Second, the
researcher’s own role and level of commitment are acknowledged as no matter how much
desired, complete objective is practically impossible to attain. Researcher commitment to
choosing the study topic was based on personal interest GDPR and familiarity with the

Responsive Regulation Theory.
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Third, gathering of data, the selection of informants, and the analysis process are presented
here. Empirical part of the study consists of three interviews of insurance experts. Their
answers provided valuable data that was analysed in the empirical chapter by a qualitative
method that resulted in plentiful and detailed information of the researched phenomenon
that is needed for a qualitative study (Tuomi & Sarajérvi, 2019). The chosen analysis method
for the empirical data was thematic analysis, which was used to structure the themes arising
from the data into subchapters. The titles for the subchapters were drawn from both
theoretical chapters as wells as themes of the empirical data. Dividing the data thematically
made it easier to analyse it and as a result made it easier to answer the research questions. A
more in-depth argument for the use of thematic interviews and the grounds for it being

reliable was presented in chapter 4.1.

As the questions for the interviews drew heavily from the existing literature and theory, it
was no surprise that all of the themes emerging from the interviews were covered in the
theorical part of the study, with some minor exceptions. Given this, the study’s empirical
findings aligned closely with the existing theory, rather than contradict them. However, in
line with abductive approach adopted to this study, the empirical part contextualised the
ideas presented earlier instead of testing those theories in purely deductive manner (Saunders
et al., 2023). The opinions of the interviewed experts were all subjective, based on their own
experiences and understanding of the phenomena discussed. As interpretivism dictates, this
study attempted to understand the research problem in-depth. This was achieved by
interviewing experts with varying backgrounds that currently work in similar positions
related to cyber insurance (Saunders et al., 2023). Although only three were interviewed, the
resulting empirical data was plentiful and helped to tie the theoretical and empirical parts of
the study together. Based on what was presented there it can be said that the empirical parts

of the study are trustworthy and consistent.

Lastly, the study duration. The study as a whole took around 11 months to complete from
start to finish which is a couple months more than expected but still within a reasonable
timeframe. The interviews for the empirical parts of the study were conducted in a span of
three months which meant that the gap between each interview was not too long which
meant the contents of the interviews stayed fresh in mind throughout the process. The

slightly longer than expected time period allowed for pauses in the writing process,



72

particularly during the theoretical chapters, that ultimately helped the study process as there
was enough time to ponder and revise each part without needing to hurry and potentially

miss important details.

Based on what was presented here the study ought to be declared as reliable and successful
in its execution as it was able to answer the three research questions as well as provide
insights for readers of a timely phenomenon that is inherently interdisciplinary as it

encompasses both regulatory theory and insurance theory aspects.
5.4 Concluding Remarks

This thesis has examined the intersection of cyber insurance and GDPR legislation through
the lens of Responsive Regulation Theory. RRT served as the main theory that was used to
shape the theoretical framework for the study with the goal of finding out how cyber
insurance interacts with the theory’s principal of escalation. The research problem was
tackled by combining insights from regulation, risk transfer, and private governance theories
and by contextualising the insights with the empirical findings from interviewing insurance
experts. Based on the conclusions of the analysis, this study argues that cyber insurance
definitely shares the goals of GDPR legislation in the lower levels of the regulation pyramid
and can act as a quasi-regulator when it comes to education and persuasion. Insurance being
a broader mechanism in GDPR enforcement however does not seem likely for now, but the
possibility for that to happen remains. Closer cooperation between insurers, regulators, and
organisations would more than likely benefit all parties involved, the question of how it

should be addressed remains to be solved.
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APPENDIX 1

Interview template
1. Introduction Questions
These questions introduce the interviewee and establish context:

1. Could you briefly describe your professional role and experience in relation to GDPR
and/or cyber insurance?

2. From your perspective, what are the most significant challenges organizations face
in achieving GDPR compliance?

3. How familiar are you with the concept of Responsive Regulation? (if you are not,
please check the Appendix for a quick summary on the theory) Do you think it is
relevant to GDPR enforcement and cyber insurance?

2. Questions for Insurance Experts
A. GDPR and Cyber Insurance Products
4. How has GDPR influenced the design and pricing of cyber insurance products?

5. What GDPR-related risks (e.g., fines, breach response, litigation) are most
significant when underwriting cyber insurance policies?

6. How do insurers assess an organization's GDPR compliance practices when
determining eligibility or pricing for coverage?

B. Role of Insurers in Responsive Regulation

7. To what extent do insurers act as de facto regulators by influencing organizations'
data protection and cybersecurity practices?

8. Under the regulatory pyramid, how do insurers' compliance requirements interact
with GDPR enforcement mechanisms (e.g., fines, audits)?

9. Do you believe insurers’ involvement strengthens or weakens the goals of
Responsive Regulation in improving GDPR compliance?

C. Fine Insurability and Its Implications

10. From your perspective, how does excluding GDPR fines from coverage affect
organizations' incentive to comply?

11. Could including GDPR fines in coverage undermine the escalating enforcement
responses central to Responsive Regulation, or does it provide necessary financial
support for businesses?
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3. Concluding Questions

12.

13.

14.

15.

What do you see as the most critical factors influencing organizations’” GDPR
compliance decisions?

In your opinion, how could collaboration between regulators and insurers be
improved to better promote GDPR compliance?

Do you believe that the interaction between cyber insurance and GDPR enforcement
aligns with the goals of Responsive Regulation? Why or why not?

Is there anything else you’d like to add about GDPR enforcement, cyber insurance,
or Responsive Regulation Theory?
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