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Abstract—This paper investigates secure transmission in the
uplink of a cloud radio access network (C-RAN) system incor-
porating rate-splitting multiple access (RSMA), non-orthogonal
multiple access (NOMA), and space-division multiple access
(SDMA). We derive closed-form expressions for the secrecy spec-
tral efficiency (SSE) under Rician fading channels with imperfect
channel state information. The security performance is compre-
hensively analyzed across diverse system parameters, including
the density of access points, user distribution, line-of-sight (LoS)
component intensity, and multiple access schemes. Numerical
results corroborate the theoretical analysis and demonstrate that
RSMA achieves superior SSE performance compared to con-
ventional NOMA and SDMA schemes, particularly in scenarios
characterized by severe inter-user interference and strong LoS
components.

Index Terms—Cloud radio access network, rate-splitting mul-
tiple access, secrecy performance analysis.

I. INTRODUCTION

OWing to its capability to provide uniformly high-quality
service while significantly enhancing the spectral and

energy efficiencies, cloud radio access network (C-RAN) has
emerged as a promising technology for future communications
[1]. Previous studies on C-RAN systems have predominantly
focused on space-division multiple access (SDMA), which
employs multi-user precoding and reception based on current
channel state information (CSI) to suppress inter-user interfer-
ence (IUI) [2]. However, SDMA’s effectiveness is substantially
constrained by CSI accuracy, resulting in degraded perfor-
mance in environments characterized by high interference
levels.

To address these limitations, non-orthogonal multiple access
(NOMA) has emerged as an alternative approach that achieves
enhanced spectral efficiency (SE) compared to SDMA by man-
aging interference through successive interference cancellation
(SIC) at the receiver [3]. However, NOMA’s effectiveness is
contingent upon specific conditions, including channel align-
ment and substantial disparities in channel gains. The inherent
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challenges of IUI management in both SDMA and NOMA
have motivated the development of rate-splitting multiple
access (RSMA) [4]. RSMA implements a message-splitting
strategy wherein each user’s data is partitioned into multiple
independent streams, which are independently encoded and
reconstructed via SIC at the receiver. By virtue of its adaptive
interference management capabilities and operational flexibil-
ity, RSMA presents a more robust transmission framework
compared to conventional multiple access schemes, making it
particularly suitable for C-RAN deployments.

The inherent broadcast nature of wireless channels renders
C-RAN systems vulnerable to eavesdropping attacks, necessi-
tating the implementation of physical layer security techniques
to ensure secure transmission regardless of eavesdroppers’
(Eves) capabilities [5]. While existing literature [6–8] has
extensively investigated secure transmission in SDMA-based
C-RAN systems, the potential security advantages of RSMA
remain largely unexplored. Given RSMA’s demonstrated supe-
riority in spectral efficiency through enhanced inter-user inter-
ference management, its application to security enhancement
in C-RAN systems warrants investigation. Our previous work
[9] established RSMA’s superior SSE performance in downlink
C-RAN systems with imperfect channel state information
compared to SDMA. However, that analysis excluded NOMA
comparisons and uplink scenarios. The security of uplink
transmission is particularly critical due to users’ hardware
constraints, specifically limited antenna configurations and
transmission power, which may compromise the confidential-
ity of information transmission to access points (APs).

To the best of our knowledge, no prior work has investigated
the SSE of an uplink C-RAN system with RSMA, nor has
there been a comprehensive comparison of RSMA, NOMA,
and SDMA in terms of SSE. This gap in the existing literature
underscores the need for a detailed analysis of these multiple
access schemes in the context of secure uplink transmissions.
This work addresses the aforementioned research gaps by
analyzing the SSE in the uplink of C-RAN systems employ-
ing RSMA, NOMA, and SDMA. The analysis incorporates
practical considerations of imperfect CSI and derives closed-
form SSE expressions under correlated Rician fading channels.



Through extensive numerical evaluations, we demonstrate
that RSMA exhibits superior secrecy performance compared
to conventional NOMA and SDMA schemes across diverse
system configurations. This performance advantage becomes
particularly pronounced in scenarios characterized by high
LoS probability and intense inter-user interference, thereby
providing valuable insights for the design of secure multiple
access systems.

II. SYSTEM MODEL

In this work, we study the uplink transmission of a C-RAN
system, wherein M APs, each deployed with N antennas,
collaboratively serve K single-antenna users through RSMA,
SDMA, and NOMA techniques. Under the NOMA paradigm,
the K users are partitioned into J clusters, with each cluster
comprising T users, satisfying K = JT . For notational clarity,
we denote the t-th user in the j-th cluster as user jt. Moreover,
the system incorporates a malicious Eve, equipped with L
antennas, aiming to intercept legitimate user transmissions.
The sets of APs, users, clusters, and users within each cluster
are represented by M = {1, . . . ,M}, K = {1, . . . ,K},
J = {1, . . . , J}, and T = {1, . . . , T}, respectively.

A. System Model
We employ the correlated Ricean fading channel model

to characterize the channel responses [10]. As a result, the
wireless channel between AP m and user k is depicted as

gmk ∈ CN ∼ NC

(
eiθ

P
mk

√
βmkKmkḡmk, βmkR̃mk

)
, (1)

where ḡmk represents the LoS component of gmk and βmk =
ζmk

Kmk+1 is the effective channel fading, where ζmk is the large-
scale fading coefficient. Additionally, θPmk signifies the LoS
phase shift, Kmk represents the Ricean factor, and R̃mk means
the spatial correlation matrix at AP m. In addition, the channel
vector between Eve and user k is given as

gk,e ∈ CL ∼ NC

(
eiθ

P
k,e

√
βk,eKk,eḡk,e, βk,eR̃k,e

)
, (2)

where βk,e=
ζk,e

Kk,e+1 with ζk,e and Kk,e representing the large-
scale fading coefficient and Ricean factor. ḡk,e, θPk,e and R̃k,e

respectively denote the LoS component, LoS phase shift, and
spatial correlation matrix of Eve to user k.

By applying the above modeling approach, we can respec-
tively establish the channel vectors from user jt to AP m and
to Eve, resulting in

gmjt∈CN ∼NC

(
eiθ

P
mjt

√
βmjtKmjtḡmjt, βmjtR̃mjt

)
, (3)

and
gjt,e ∈ CL ∼ NC

(
eiθ

P
jt,e

√
βjt,eKjt,eḡjt,e, βjt,eR̃jt,e

)
, (4)

where the parameters in (3) and (4) have the same meanings
as those in (1) and (2).

B. Channel Estimation for RSMA and SDMA
Denote ϕk∈Cτp as the unit-variance pilot assigned to user

k, satisfying ΦH
k′ϕk = 0,∀k′ /∈Pk and ϕH

k′ϕk = 1,∀k′ ∈Pk,
where Pk represents the set of user indices that reuse ϕk

1.

1It is assumed that Eve has access to the pilots of the users and employs
MMSE estimation to estimate gk,e,∀k∈K. This assumption reflects a worst-
case scenario, enhancing Eve’s decoding capabilities.

Since channel estimation is a well-established and standard-
ized topic in C-RAN systems [4, 10], detailed derivations are
omitted for brevity. Instead, we directly present the MMSE
estimates of gmk and ĝk,e in the form of lemmas.

Lemma 1: The MMSE estimations of gmk and gk,e are
Gaussian distributed and take the form of

ĝmk∼NC

(
eiθ

P
mk

√
βmkKmkḡmk︸ ︷︷ ︸

h̄mk

, τpρpRmkΨ
−1
mkR

H
mk︸ ︷︷ ︸

Qmk

)
,

(5)
and

ĝk,e∼NC

(
eiθ

P
k,e

√
βk,eKk,eḡk,e︸ ︷︷ ︸

h̄k,e

, τpρpRk,eΨ
−1
k,eR

H
k,e︸ ︷︷ ︸

Qk,e

)
,

(6)
where ρp is the training power, σ2 is the power of the additive
white Gaussian noise (AWGN), Ψmk = τpρp

∑
k′∈Pk

Rmk′+

σ2IN , Rmk = βmkR̃mk, Ψk,e= τpρp
∑

k′∈Pk
Rk′,e+σ2IL,

and Rk,e=βk,eR̃k,e.

C. Channel Estimation for NOMA

NOMA enables users within the same cluster to share the
same pilot, denoted as φj ∈CJ . As a result, only J mutually
orthogonal pilots are required for NOMA systems. Following
a similar approach to Section II-B, we present the MMSE
estimations of gmjt and gjt,e as in Lemma 2.

Lemma 2: The MMSE estimations of gmjt and gjt,e follow
a Gaussian distribution and are given as

ĝmjt∼NC

(
ejθ

P
mjt

√
βmjtKmjtḡmjt︸ ︷︷ ︸

h̄mjt

, τpρpRmjtΨ
−1
mjtR

H
mjt︸ ︷︷ ︸

Qmjt

)
,

(7)
and

ĝjt,e∼NC

(
eiθ

P
jt,e

√
βjt,eKjt,eḡjt,e︸ ︷︷ ︸

h̄jt,e

, JρpRjt,eΨ
−1
jt,eR

H
jt,e︸ ︷︷ ︸

Qjt,e

)
,

(8)
where Ψmjt = Jρp

∑
t∈T Rmjt+σ2IN , Rmjt = βmjtR̃mjt,

Ψ jt,e=Jρp
∑

t∈T Rjt,e+σ2IL and Rjt,e=βjt,eR̃jt,e.

III. UPLINK DATA TRANSMISSION

In this section, we establish the received data signals at the
APs, CPU, and Eve under different multiple access protocols2.

A. Data Transmission for RSMA

In the context of RSMA, user k splits its message wk into
two components, wk1 and wk2, which are then independently
encoded into two uncorrelated streams, sk1 and sk2, with unit
variance. To control the transmission power for these streams,
user k employs two power control coefficients, ξk1 and ξk2,
satisfying ξk1+ ξk2 ⩽ 1. Assuming all users simultaneously
transmit their data streams to the APs under a maximum power

2To maintain clarity in the paper’s organization, the theoretical analysis
framework for SDMA is omitted in Sections III and IV, as SDMA can be
regarded as a special case of RSMA where no rate splitting or SIC is applied.



constraint ρu, the superimposed data signal received at AP m
can be expressed as

ym =
√
ρu
∑
k∈K

gmk

(√
ξk1sk1 +

√
ξk2sk2

)
+ nm, (9)

where nm∼NC (0N , IN ) is the AWGN. To detect the desired
message, AP m first employs ĝH

mk to decouple ym and then
forwards the decoupled αmkĝ

H
mkym to the central processing

unit for further detection, where αmk is the weighting factor.
Hence, the aggregated received signal at the CPU is given as

rk =
√
ρu
∑

m∈M
αmkĝ

H
mkgmk

(√
ξk1sk1 +

√
ξk2sk2

)
+
√
ρu

∑
k′∈K\{k}

∑
m∈M

αmkĝ
H
mkgmk′

(√
ξk′1sk′1+

√
ξk′2sk′2

)
+
∑

m∈M
αmkĝ

H
mknm. (10)

Similarly, the received data signal at Eve is expressed as

rk,e =
√
ρuĝ

H
k,egk,e

(√
ξk1sk1 +

√
ξk2sk2

)
+ ĝH

k,ene

+
√
ρu

∑
k′∈K\{k}

ĝH
k,egk′,e

(√
ξk′1sk′1 +

√
ξk′2sk′2

)
,

(11)
where ne ∼ NC (0L, IL) denotes the AWGN at Eve.

B. Data Transmission for NOMA

Denote qjt as the data stream of user jt and ηjt as the
corresponding power control coefficient, the aggregated signal
received at AP m is represented as

xm =
√
ρu
∑
j∈J

∑
t∈T

√
ηjtgmjtqjt +wm, (12)

where wm ∼ NC (0N , IN ) signifies the AWGN. Using the
decoding method adopted in RSMA, the superposition of all
data signals received at the CPU can be expressed as
zjt =

√
ρuηjt

∑
m∈M

αmjtĝ
H
mjtgmjtqjt +

∑
m∈M

αmjtĝ
H
mjtwm

+
√
ρu

∑
j′∈J\{j}

∑
t∈T

√
ηj′t′

∑
m∈M

αmjtĝ
H
mjtgmj′t′qj′t′

+
√
ρu

∑
t′∈T \{t}

√
ηjt′

∑
m∈M

αmjtĝ
H
mjtgmjt′qjt′ , (13)

where αmjt is the weighting factor. In a similar vein, the
received data signal at Eve is given as
zjt,e=

√
ρuηjtĝ

H
jt,egmjtqjt+

√
ρu

∑
t′∈T \{t}

√
ηjt′ ĝ

H
jt,egjt′,eqjt′

+
√
ρu

∑
j′∈J\{j}

∑
t∈T

√
ηj′t′ ĝ

H
jt,egj′t′,eqj′t′ + ĝH

jt,ewe,

(14)
where we ∼ NC (0L, IL) denotes the AWGN.

IV. CLOSED-FORM SECRECY SPECTRAL EFFICIENCY
ANALYSIS

In this section, we derive tight closed-form formulas for
the achievable legitimate, leakage, and secrecy SEs for both
RSMA and NOMA protocols by employing the use-and-then-
forget (UatF) bounding technique [2].

A. Legitimate, Leakage, and Secrecy SEs for RSMA

RSMA allows the implementation of SIC to cancel the data
streams of users k′ with k′<k. By applying the UatF bound
technique to (10), the first stream decoded at the CPU for user
k is given as (15). We can treat the last five terms on the right-
hand side (RHS) of (15) as effective noise and prove that they
are uncorrelated with the desired signal. Once the first stream
of user k is decoded, the second part of user k’s received signal
is written as (16). Similarly, the last three terms on the RHS of
(16) can be treated as effective noise, which are uncorrelated
with the desired signal. Next, by applying the worst-case
Gaussian argument [2], the achievable signal-to-interference-
plus-noise ratios (SINRs) for user k when decoding sk1 and
sk2 based on (15) and (16) are formulated as (17) and (18),
respectively. After computing all expected values in (17) and
(18), Proposition 1 provides the closed-form expression for
the legitimate SE of user k.

Proposition 1: Assuming RSMA, the closed-form legitimate
SE of user k is given by RRS

k = RRS
k1 + RRS

k2 , where RRS
k1

and RRS
k2 are the legitimate SEs regarding the first and second

streams of user k, respectively shown as

RRS
k1 =

τc−τp
τc

log2

(
1 +

ξk1α
H
k γkkγ

H
kkαk

αH
k Φk1αk

)
, (19)

RRS
k2 =

τc−τp
τc

log2

(
1 +

ξk2α
H
k γkkγ

H
kkαk

αH
k Φk2αk

)
, (20)

where τc represents the length of the coherence interval, αk=
[α1k, ..., αMk]

T ∈CM , γkk=[γ1kk, ..., γMkk]
T ∈CM , ∆kk′ =

diag {δ1kk′ , ..., δMkk′}∈CM×M , Φk2=Φk1−ξk2γkkγ
H
kk, and

Φk1=
∑

k′∈K,k′>k

(ξk′1+ξk′2)
(
∆kk′+γkk′γH

kk′

)
+ 1

ρu
diag {γkk}

+
∑

k′∈K,k′⩽k

(ξk′1 + ξk′2)∆kk′ + ξk2γkkγ
H
kk, (21)

γmkk′ =Tr
[
ei(θ

P
mk′−θP

mk)h̄mk′h̄
H
mk+

∣∣φH
k′φk

∣∣QmkR
−1
mkRmk′

]
,

(22)

δmkk′ =Tr [QmkRmk′ ]+h̄
H
mkRmk′h̄mk+h̄

H
mk′Qmkh̄mk′ .

(23)
Turning our attention to Eve, we assume that it operates as

a typical user with limited demodulation capabilities, which
prevent it from canceling any interference [11]. Consequently,
SIC cannot be applied to (11). Using the same methodology
employed in deriving the legitimate SE for user k, Proposition
2 provides the closed-form expressions for the leakage SE
when Eve intercepts the data signal of user k.

Proposition 2: Assuming RSMA, the closed-form leakage
SE formula when Eve wiretaps the data stream of user k is
written as RRS

k,e =RRS
k1,e+RRS

k2,e, where RRS
k1,e and RRS

k2,e are
the leakage SEs regarding the first and second data streams of
user k, as shown in (24) and (25), respectively, where

γkk′,e=Tr
[
ei(θ

P
k′,e−θP

k,e)h̄k′,eh̄
H
k,e+

∣∣φH
k′φk

∣∣Qk,eR
−1
k,eRk′,e

]
,

(26)

δkk′,e=Tr
[
Qk,eRk′,e

]
+h̄

H
k,eRk′,eh̄k,e+h̄

H
k′,eQk,eh̄k′,e.

(27)
Based on Propositions 1 and 2, the SSE of user k is given



rk1 =
√
ρuξk1

∑
m∈M

αmkE
{
ĝH
mkgmk

}
sk1 +

√
ρuξk2

∑
m∈M

αmkĝ
H
mkgmksk2

+
√
ρuξk1

∑
m∈M

αmk

(
ĝH
mkgmk − E

{
ĝH
mkgmk

})
sk1 +

√
ρu

∑
k′∈K,k′>k

∑
m∈M

αmkĝ
H
mkgmk′

(√
ξk′1sk′1 +

√
ξk′2sk′2

)
+
√
ρu

∑
k′∈K,k′<k

∑
m∈M

αmk

(
ĝH
mkgmk′ − E

{
ĝH
mkgmk′

})(√
ξk′1sk′1 +

√
ξk′2sk′2

)
+
∑

m∈M
αmkĝ

H
mknm. (15)

rk2 =
√
ρuξk2

∑
m∈M

αmkE
{
ĝH
mkgmk

}
sk2 +

√
ρu

∑
k′∈K,k′>k

∑
m∈M

αmkĝ
H
mkgmk′

(√
ξk′1sk′1 +

√
ξk′2sk′2

)
+
√
ρu

∑
k′∈K,k′⩽k

∑
m∈M

αmk

(
ĝH
mkgmk′ − E

{
ĝH
mkgmk′

})(√
ξk′1sk′1 +

√
ξk′2sk′2

)
+
∑

m∈M
αmkĝ

H
mknm. (16)

SINRk1 =

ξk1

∣∣∣∣ ∑
m∈M

αmkE
{
ĝH
mkgmk

}∣∣∣∣2
ξk1Var

{ ∑
m∈M

αmkĝ
H
mkgmk

}
+ ξk2E


∣∣∣∣∣ ∑
m∈M

αmkĝ
H
mkgmk

∣∣∣∣∣
2
+

1

ρu
E


∣∣∣∣∣ ∑
m∈M

αmkĝ
H
mknm

∣∣∣∣∣
2


+
∑

k′∈K,k′<k

(ξk′1 + ξk′2)Var

{ ∑
m∈M

αmkĝ
H
mkgmk′

}
+

∑
k′∈K,k′>k

(ξk′1 + ξk′2)E


∣∣∣∣∣ ∑
m∈M

αmkĝ
H
mkgmk′

∣∣∣∣∣
2




.

(17)

SINRk2 =

ξk2

∣∣∣∣E{ ∑
m∈M

αmkĝ
H
mkgmk

}∣∣∣∣2
∑

k′∈K,k′⩽k

(ξk′1 + ξk′2)Var

{ ∑
m∈M

αmkĝ
H
mkgmk′

}
+

1

ρu
E


∣∣∣∣∣ ∑
m∈M

αmkĝ
H
mknm

∣∣∣∣∣
2


+
∑

k′∈K,k′>k

(ξk′1 + ξk′2)E


∣∣∣∣∣ ∑
m∈M

αmkĝ
H
mkgmk′

∣∣∣∣∣
2




. (18)

RRS
k1,e =

τc−τp
τc

log2

1 +
ξk1γ

2
kk,e∑

k′∈K,k′>k

(ξk′1 + ξk′2)
(
δkk′,e + γ2

kk′,e

)
+

∑
k′∈K,k′⩽k

(ξk′1 + ξk′2) δkk′,e + ξk2γ2
kk,e +

1
ρu
γkk,e

 ,

(24)

RRS
k2,e =

τc−τp
τc

log2

1 +
ξk2γ

2
kk,e∑

k′∈K,k′>k

(ξk′1 + ξk′2)
(
δkk′,e + γ2

kk′,e

)
+

∑
k′∈K,k′⩽k

(ξk′1 + ξk′2) δkk′,e + ξk1γ2
kk,e +

1
ρu
γkk,e

 .

(25)

as RRS
k,s = max

(
0,RRS

k −RRS
k,e

)
.

B. Legitimate, Leakage, and Secrecy SEs for NOMA

For uplink NOMA, the decoding order prioritizes the user
with superior channel conditions over the one with inferior
channel propagation. By applying SIC and UatF bounding
techniques to (13), we obtain (28). Similarly, under the worst-
case Gaussian assumption, the achievable SINR for user jt
when decoding qjt based on (28) is given by (29). After
evaluating all expected values in (29), Proposition 3 establishes
the legitimate SE of user k.

Proposition 3: Assuming NOMA, the closed-form legiti-
mate SE formula of user jt is expressed as

RNO
jt = τc−J

τc
log2

(
1 +

ηjtα
H
jtγjt,jtγ

H
jt,jtαjt

αH
jtΦjtαjt

)
, (30)

where αjt = [α1jt, ..., αMjt]
T ∈ CM , γjt,jt = [γ1jt,jt, ...,

γMjt,jt]
T ∈CM , ∆jt,j′t′ =diag {δ1jt,j′t′ , ..., δMjt,j′t′}, and

Φjt,j′t′ =
∑

k′∈T ,t′>t

ηjt′
(
∆jt,jt′ + γjt,jt′γ

H
jt,jt′

)
+

∑
t′∈T ,t′⩽t

ηjt′∆jt,jt′ +
1
ρu
diag

{
γjt,jt

}
+

∑
j′∈J\{j}

∑
t∈T

ηj′t′
(
∆jt,j′t′ + γjt,j′t′γ

H
jt,j′t′

)
, (31)

γmjt,j′t′ = Tr
[
ei(θ

P
mj′t′−θP

mjt)h̄mj′t′h̄
H
mjt

]
+Tr

[∣∣φH
j′φj

∣∣QmjtR
−1
mjtRmj′t′

]
. (32)

and
δmjt,j′t′ = Tr

[
QmjtRmj′t′

]
+ h̄

H
mjtRmj′t′h̄mjt

+ h̄
H
mj′t′Qmjth̄mj′t′ . (33)



zjt =
√
ρuηjt

∑
m∈M

αmjtE
{
ĝH
mjtgmjt

}
qjt +

√
ρuηjt

∑
m∈M

αmjt

(
ĝH
mjtgmjt − E

{
ĝH
mjtgmjt

})
qjt

+
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+
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√
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m∈M

αmjtĝ
H
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}
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√
ρu

∑
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∑
t∈T

√
ηj′t′E
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m∈M

αmjtĝ
H
mjtgmj′t′

}
qj′t′ . (28)

SINRjt =
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. (29)

RNO
jt,e=

τc−J
τc

log2

1+
ηjtγ

2
jt,jt,e∑

t′∈T \{t}
ηjt′

(
δjt,jt′,e+γ2

jt,jt′,e

)
+

∑
j′∈J\{j}

∑
t′∈T

ηj′t′
(
δjt,j′t′,e+γ2

jt,j′t′,e

)
+ηjtδjt,jt,e +

1
ρu
γjt,jt,e

 .

(34)

By applying a similar approach used to derive the legitimate
SE of user jt, Proposition 4 presents a closed-form expression
for the leakage SE when Eve wiretaps the signal of user jt.

Proposition 4: Assuming NOMA, the closed-form leakage
SE formula when Eve wiretaps the data stream of user jt is
written as (34), where

γjt,j′t′,e = Tr
[
ei(θ

P
j′t′,e−θP

jt,e)h̄j′t′,eh̄
H
jt,e

]
+Tr

[∣∣φH
j′φj

∣∣Qjt,eR
−1
jt,eRj′t′,e

]
, (35)

and
δjt,j′t′,e = Tr

[
Qjt,eRj′t′,e

]
+ h̄

H
jt,eRj′t′,eh̄jt,e

+ h̄
H
j′t′,eQjt,eh̄j′t′,e. (36)

Based on Propositions 3 and 4, the SSE of user jt under
NOMA is given as RNO

jt,s = max
(
0,RNO

jt −RNO
jt,e

)
.

V. SIMULATION RESULTS AND DISCUSSIONS

This section presents comprehensive simulations to evalu-
ate and compare the SSEs of RSMA, SDMA, and NOMA
protocols.

A. Parameter Setups

In our work, all the APs and users are uniformly distributed
throughout an urban area measuring 1000×1000 m2, with the
Eve centrally located within this region. The large-scale fading
coefficients between the APs and users, as well as between Eve
and users, are generated using the COST 231 Walfish-Ikegami
model at a carrier frequency of 1900 MHz [12]. The LoS
probabilities, Ricean factors, and spatial correlation matrices
are modeled in accordance with [12, (37)] and [10, (46)].

We employ a benchmark with full power control and unitary
receiver combination for performance evaluation, i.e., ξk1 =

ξk2=
1
2 , ηjt=1, and αmjt=

1√
M

. Unless otherwise specified,
the simulation parameters are set as follows: ρu = ρp = 20
dBm, σ2=−96 dBm, τp=J= K

4 , and τ=100.

B. Performance Evaluation with FPC-URC

Fig. 1 plots the cumulative distribution functions (CDFs)
of per-user SSEs for RSMA, SDMA, and NOMA schemes,
obtained from 1000 independent channel realizations. The
results clearly show that RSMA achieves a superior SSE
compared to both NOMA and SDMA, which can be attributed
to its enhanced interference management capabilities. As
the number of users increases from 9 to 12, a noticeable
decline in SSE is observed, with a higher proportion of
users experiencing zero SSE. This highlights the increased
vulnerability of systems with a larger user number to security
risks. Furthermore, the accuracy of the derived closed-form
SSE expressions is validated in Fig. 1 by comparing them with
Monte-Carlo simulation results. The close agreement between
the theoretical and simulated SSE values for both K = 9 and
K = 12 confirms the tightness of the UatF SSE bounds.

Fig. 2 presents the sum SSEs for K ranging from 6 to 30
under varying pilot lengths and fading channel conditions. The
sum SSEs are shown to increase with K, with the performance
gap between RSMA and NOMA/SDMA widening as K
grows, particularly when τp = J = 3. This highlights RSMA’s
robustness against pilot contamination, making it well-suited
for scenarios with a larger number of users. Additionally, Fig.
2 demonstrates that NOMA’s SSE advantage over SDMA is
strongly influenced by the number of NOMA clusters. While
extending the pilot reduces pilot contamination, the increased
pilot overhead in such cases significantly diminishes the SSE,
narrowing the SSE disparity between NOMA and SDMA. As



Fig. 1. CDFs of per-user SSEs for RSMA,
NOMA, and SDMA protocols. In this simulation,
M=36, N=4, L=4, τp= K

3
.

Fig. 2. Sum SSEs for RSMA, NOMA, and
SDMA protocols versus the number of users under
different fading channels and lengths of pilots. In
this simulation, M=36, N=4, and L=4.

Fig. 3. Sum SSEs for RSMA, NOMA, and SDMA
protocols versus the number of APs under pure
and mixed LoS assumptions. In this simulation,
K = 15, N=4, and L=4.

expected, NOMA with J = 3 outperforms SDMA across all
considered K values. Notably, under Rayleigh fading chan-
nels, RSMA’s performance is comparable to that of NOMA,
with both outperforming SDMA by a small margin. This is
due to the interference caused by imperfect SIC, which is
more pronounced in environments without LoS components,
such as Rayleigh fading channels, where the interference is
exacerbated by the stochastic nature of the wireless channel.

Fig. 3 explores the impact of varying LoS probabilities on
the SSE gains of RSMA over NOMA and SDMA. A channel
model with a 100% LoS probability (distance-dependent) is
used as a benchmark for comparison with our assumed channel
model, which posits that all AP-user and user-Eve pairs have
LoS paths. As shown in Fig. 3, the sum SSEs for all schemes
increase monotonically with the number of APs, albeit with
diminishing returns. This trend arises because increasing AP
density reduces the propagation loss between APs and users,
while also providing more macro-diversity gains, both of
which contribute to improved secrecy performance. Although
RSMA consistently outperforms NOMA and SDMA under the
assumed channel conditions, its relative advantage is dimin-
ished when considering the 100% LoS probability channel
model. This suggests that RSMA is particularly well-suited
for systems operating in environments with rich LoS paths,
aligning with the conclusions drawn from Fig. 2. Interestingly,
Fig. 3 also reveals that a 100% LoS probability environment
does not necessarily lead to a higher sum SSE, as the enhanced
wiretapping capability of Eve in such scenarios offsets the
secrecy gains.

VI. CONCLUSION

This paper investigated the achievable SSE in the uplink of
a C-RAN system implementing RSMA, NOMA, and SDMA
protocols. Accounting for correlated Rician fading channels
and imperfect channel state information, we derived closed-
form SSE expressions and performed extensive evaluations
based on these theoretical results. Numerical simulations re-
veal that RSMA, leveraging its adaptive IUI management
strategy, demonstrates superior secure transmission capabil-
ities compared to NOMA and SDMA. Moreover, the SSE
performance advantage of RSMA becomes particularly pro-

nounced in propagation environments characterized by robust
LoS components and severe pilot contamination scenarios.
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