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ABSTRACT
In today's society, the demand for cybersecurity experts is increasing, as digital information systems are widely spread and
targeted by malicious actors. This means that cybersecurity education should be effective in increasing students' knowledge,
skills, self�efficacy, and the ability to adapt and apply knowledge in rapidly evolving situations. Offering hands�on training with
real�world�like scenarios and exercises, for example, in the form of Capture the Flag (CTF) games, is one component in teaching
students the needed skills. In this study, we measure and compare the effectiveness of cybersecurity teaching with the gamified
CTF scenario in the Brno University of Technology Cyber Arena (BUTCA). We measure the effectiveness of the CTF scenario
with pre� and post�surveys among university students in Finland and Czechia, and examine effectiveness among different
student groups. We also study student satisfaction and the perceived meaningfulness of the learning for different scenario
elements, such as instructions, tasks, and gamification elements. The CTFs increased knowledge and skill variables, self�efficacy
variables, and interest variables. CTFs can have positive effects on learning�related variables despite varying student's base skills
or level of knowledge, but different types of students may benefit in different ways. Student satisfaction and perceived
meaningfulness of learning with CTF were also high across different student groups.

1 | Introduction

In today's society, digital information systems and their
security are extremely important. Practically everyone is
using networks and online services, regardless of age or
education. Thus, cybersecurity knowledge and skills are the
basis for security in modern society, and also the need for
cybersecurity specialists is growing [1]. Effective cyberse-
curity teaching must be developed, fitted to the needs of
many types of students, who can then securely use and
develop digital information systems.

To respond to the need for cybersecurity experts, various actors,
such as universities and companies, offer education and train-
ing. The knowledge and skill needs are wide, as security experts
should be able to counter and mitigate attacks that are con-
stantly changing and evolving. This means that in addition to
knowledge and skills, we should facilitate the growth of self�
efficacy and the ability to apply knowledge in real�life situa-
tions. In cybersecurity teaching, it is important to combine
theoretical knowledge with practical exercises and hands�on
training in real�life situations to build students' self�efficacy and
confidence in their skills [2]. There are various ways to integrate
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practical exercises into cybersecurity curricula. For example,
different kinds of virtual machine, network, and sandbox en-
vironment can be used. In addition, a recent trend has been the
utilization of gamification or game�based learning in cyberse-
curity teaching [3�5]. Gamified exercises can be, for example,
Capture the Flag (CTF) games, where students solve different
cybersecurity exercises and can compete against time or each
other [6�8].

One possibility to offer an interactive environment for students
to test their theoretical knowledge in practice is a cyber range
(CR) [9]. The CR creates simulated scenarios (e.g., CTF games)
for students to test and practice their cybersecurity skills. Ga-
mification elements, such as points and leaderboards, can be
added to learning scenarios in a CR to improve student's en-
gagement, motivation, and interest [10]. In the isolated CR
environment, students can safely practice their skills in various
real�life scenarios such as security attacks and defense
situations.

In this study, we measure and compare the effectiveness of
cybersecurity teaching with the gamified CTF scenario im-
plemented in the Brno University of Technology Cyber Arena
(BUTCA). By effectiveness, we mean positive changes in stu-
dents' knowledge, skills, self�efficacy, attitude, behavior, or
interest in cybersecurity topics, further studies or a career [11].
We measure the effectiveness of CTF scenario among university
students in two different countries, Finland and Czechia, and
examine differences of effectiveness according to the students'
gender or their having or not having information security as
their major. We also study student satisfaction and the per-
ceived meaningfulness of learning for different scenario ele-
ments, such as instructions, tasks, and gamification elements.

The research questions of this study are:

1. What is the effectiveness of CTF scenarios in cybersecurity
teaching and learning among university students?

2. Is there a difference in effectiveness in different countries?

3. Is there a difference in effectiveness between genders in
the same country or between countries?

4. Is there a difference in effectiveness between information
security major students and non�information security
major students?

This article is organized as follows: Section 2 presents the lit-
erature review, Section 3 introduces the BUT Cyber Arena
platform and the CTF scenario, Section 4 describes the research
method, Section 5 contains the effectiveness comparison,
Section 6 examines the satisfaction and meaningfulness of
learning, Section 7 presents correlations, Section 8 presents
a discussion, and Section 9 concludes the study.

2 | Games, Gamification, and CTFs in
Cybersecurity Teaching

Gamification in learning means adding game elements, such as
challenge, control, environment, game fiction, human interaction,

or immersion, to facilitate learning [12]. Game�based learning,
in turn, means redesigning the learning task to make it more
effective for learning than the nongame task [13]. In the cy-
bersecurity context, gamification can mean integrating game
elements such as leaderboards, points, badges, and levels into
virtual environments [2].

When the learning activity is gamified, it can also become
a hands�on activity, thus also active learning, as it requires
students to solve problems and try different solutions. Active
learning has benefits for cybersecurity learning [5]. Learning�
by�doing is crucial for human learning [2] and is especially
important in a cybersecurity context along with theoretical
knowledge to build students' self�efficacy and belief in their
skills.

Various research studies have reported positive results for
game elements in cybersecurity teaching. For example, Pirta�
Dreimane et al. [3] introduced CAPE, a cybersecurity escape
room game that combines virtualized infrastructure and
physical environment. Their evaluation showed positive
results in students' performance and interest in cybersecurity.
Kulsrestha et al. [4] analyzed player interaction data and
conducted a survey study to understand the user experience
of Firewall, which is a serious cybersecurity game. They
found the game to be effective in increasing knowledge and it
was considered high in affect. Malone et al. [5] developed
Riposte, a framework for exploring gamified active learning
exercises. They found that gamification of challenges engaged
the students, but there were also problems when some stu-
dents were unable to see how learning objectives and game
goals were connected.

Similarly to cybersecurity games and gamification, the effec-
tiveness of CTF and other effects on learning in different set-
tings has been studied. For example, in some studies, CTFs have
been used to replace traditional practical exercises in cyberse-
curity courses. An example of a relevant study is Beltran et al.
[6], where the effects of CTFs used as computer security labs
were examined. The study found that students perceived the
CTF labs as more interactive, collaborative, useful, and moti-
vating compared to the individual virtualized exercises. In
addition, the lab grading improved. Similarly, Cole [7] com-
pared CTF exercises with traditional exercises and found that
CTFs were more effective in increasing student motivation
while achieving comparable learning outcomes. Additionally,
Vykopal et al. [14] studied the suitability of CTF as a homework
assignment for university cybersecurity courses. They con-
cluded that CTFs are suitable for replacing homework assign-
ments in cybersecurity courses, as they are enjoyable and
preferred by students. However, if CTFs are used for assess-
ment, the game format and scoring should be carefully
considered.

The CTF effectiveness in skill increase has been studied by
Chothia and Novakovic [8], who assessed the effectiveness of
CTF by comparing the number of flags submitted with the
marks for the written responses of the students. They found that
the ability to acquire flags is highly correlated with student
overall scores, thus assessing students' understanding of course
topics. However, there was less correlation with deeper
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understanding as, according to them, the ability to complete the
task does not necessarily mean deep understanding of the topic.
Similarly, CTF effectiveness was measured by self�confidence,
enjoyment, and increase in skill and knowledge by Leune and
Petrilli [15]. They completed pre� and post�questionnaires and
found that the students improved self�confidence and developed
stronger practical skills by participating in the CTF. However,
participation in the CTF did not clearly improve the under-
standing of theoretical concepts. Thus, recent research suggests
that CTFs have the potential to increase student self�confidence
and motivation, as well as improve their cybersecurity skills.
But there are also indications that for deep learning, relying
solely on CTFs is not enough.

3 | Learning Environment and CTF Scenario

To teach and learn cybersecurity using CTF, we utilized the
Brno University of Technology Cyber Arena (BUTCA) platform,
which provides an interactive environment for designing and
implementing CTF scenarios. BUTCA is a cyber range platform,
offering several features for cybersecurity education:

� The learning environment is fully accessible through the
web browser without the need to install proprietary
software.

� All necessary tools and assets for learning are virtualized
and deployed in sandboxes, thus users do not have to run
virtual machines on their devices.

� Teachers have access to the monitoring interface to super-
vise student learning environments during lessons and have
access to their results.

� CTF scenarios can be adjusted prior, during, and after
learning (e.g., modification based on student feedback).

The BUTCA learning environment and its phases are shown
and described in Figure 1. In addition, the user interface of the
CTF scenario from the student's perspective is attached in
Appendix A in Figures A1 and A2.

To investigate the impact of CTF�based learning, we developed
a gamified training scenario �Dream Vacation� (DV) focused on
web application security. Each scenario in our learning en-
vironment is divided into introduction, practical tasks, sum-
mary, and final test. The CTF scenario was linearly divided into
nine tasks of various difficulties and topics, which are detailed
in Table 1. The questions of the final test were related to
practical tasks and their purpose was to verify the acquired
knowledge. Upon completion, students were shown the eva-
luation of their performance and asked to complete a post�
survey. The results are further discussed in Sections 5.1 and 5.2.

The �Dream Vacation� scenario has nine tasks described in
Table 1, instructions, and gamification elements. The instruc-
tions consist of general CTF environment and user interface
(UI) instructions, task instructions, links to external materials,

FIGURE 1 | 1. The teacher designs a Capture the Flag (CTF) sce-
nario in the BUTCA platform; 2. The CTF is then deployed for active
learning; 3. Students complete a pre�survey and run the CTF, in which
they solve practical tasks and complete the scenario with a final test and
post�survey; 4. During active learning, students have access to a sandbox
environment with virtual machines.

TABLE 1 | Dream vacation CTF tasks.

Task Difficulty Content

T1 Beginner Geolocation in the interactive map system

T2 Easy Identification and encoding of Base64 string

T3 Medium Extracting and cracking SHA�256 hash

T4 Medium Scanning web server (reconnaissance)

T5 Medium Scanning content management system

T6 High Analysis of HTTP POST requests

T7 Medium Dumping and extracting GIT repository

T8 High Validation bypass and reverse shell

T9 Easy Lateral movement on web server

Abbreviation: CTF, Capture the Flag.
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and hints, which students can use if they get stuck. The gami-
fication elements of the scenario are story, task points, score
penalties for using hints, scoreboard, and a time limit for
completing the scenario as a whole. Individual tasks do not
have time limits.

4 | Methods

The students of Tampere University (TAU) and Brno University
of Technology (BUT) participated in the CTF scenario during
their cybersecurity studies. Students at both universities par-
ticipated in the same �Dream Vacation� CTF and responded to
the same surveys, but in different languages. TAU students used
English language CTF and surveys, while BUT students used
the same CTF and survey, but in the Czech language.

We measured the CTF effectiveness by pre� and post�surveys.
Students completed the pre�survey before taking the CTF sce-
nario and the post�survey after the CTF. The post�survey was
divided into two parts. The first post�survey was filled right after
finishing the CTF, and the second post�survey after 2 weeks.
The second post�survey measured change in two behavior
variables (sSBI and sLWB), which could not be asked imme-
diately after playing. Unfortunately, the number of participants
in the second post�survey was lower than in the first one (see
Table 3 in Section 4.3). Students were rewarded with course
points for participating in the CTF and surveys.

Participation in CTFs and all surveys was voluntary in both
TAU and BUT. All measurements were self�reported and
measured the students' own experiences. In TAU, participation
was offered as a voluntary course exercise in two cybersecurity
courses in the spring semesters of 2023 and 2024. In BUT,
participation was offered as a voluntary course exercise in the
cybersecurity course, and data was collected in the autumn
semester 2023. Due to voluntary exercise, participation in vol-
untary surveys, and the limited amount of available students,
voluntary response sampling was used. In analysis, we used
data only from students who had responded to the pre�survey
and the first post�survey.

In TAU, a total of 58 students participated in the CTF. However,
not all of them participated in the surveys. Some also responded
only pre� or post�survey. For the analysis, we extracted a total of
36 full response pairs for the pre�survey and the first post�survey
in TAU. In BUT, 54 students participated in the CTF. We ex-
tracted a total of 40 full response pairs for the pre�survey and
the first post�survey. For the second post�survey, the partici-
pation numbers were lower in both universities (see Table 3 in
Section 4.3). The lower number of participants affected by the
variables sSBI and sLWB, and the decreased number of parti-
cipants are shown in Tables 5�7. For these two variables, the
data comes from students who responded to all three surveys.

In this study, we have analyzed differences between male and
female students, although the absolute number of female stu-
dents is low for the CTF (9 in TAU, 7 in BUT). However, the
percentages of female students of all CTF students are 25% in
TAU and 17.5% in BUT. This is in line with the percentage of
women who have new computer science degrees (18%) [16].

This justifies studying women as their own group. For teaching
and learning research, it is important that the perspectives of
female students are also studied, although their low numbers
affect the statistical analysis.

4.1 | Measurement Model and Variables

We used the model from [11] with adaptation to the CTF
teaching and learning context. It is based on the knowledge�
attitude�behavior (KAB) model [17] and is complemented by
adding components of self�efficacy, interest, normative beliefs,
and teaching. The measured variables and their relations are
presented in Figure 2.

The survey scales and measurement items were adapted from
previous research when possible (see Table 2). Some of the
scales were constructed based on the tasks and content of the
CTF. Career, research, and further study interests were mea-
sured with a self�developed scale. Teaching�related variables
and change of interest in learning cybersecurity in general were
measured in the post�survey only and the rest of the variables in
both pre� and post�surveys.

Teaching variables: We measured overall CTF satisfaction
(sCSat) and meaningfulness of learning (sCML) for overall ex-
perience, individual CTF tasks, instructions (general, task, links
to outside materials, and hints), properties (user interface, con-
sole interface), and gamification elements (story, task points,
penalties, scoreboard, timelimit). In addition, we examine the
satisfaction and meaningfulness of learning separately for
instructions, gamification elements, and CTF tasks. For this, we
divided the related items from sCSat and sCML into the sub�
variables cSat , cSat , sCSat , sCML , sCMLi g t i g , and sCML t .

To measure the motivational effect (sCME) of CTFs, we used
the Attention, Relevance, Confidence, Satisfaction (ARCS)
model by Keller [24]. We shortened Keller's original Instruc-
tional Materials Motivation Survey based on the Reduced
Instructional Materials Motivation Survey (RIMMS) validated
by Loorbach et al. [23]. We modified the scale items to fit the
CTF context.

Knowledge variables: The items for CTF content knowledge
(sCK) and CTF task skills (sCTS) were based on the CTF tasks
and content. We asked students to assess their knowledge and
skills regarding various CTF related concepts and skills (such as
dictonary attack, using reverse shell, etc.) before participating in
the CTF and after playing the CTF.

Self�efficacy variables: Self�efficacy is important in the
learning context. In addition, self�efficacy plays a role in the
behavior and intentions of security behavior [18, 25]. General
self�efficacy is related to people's belief in their ability to cope
with different situations [19]. On the other hand, specific self�
efficacy related to cybersecurity skills is important for interest
and pursuing a career in cybersecurity [20]. We measured
general self�efficacy (sGSE) with the New General Self�Efficacy
Scale [19] and cybersecurity�specific self�efficacy (sCSE) with
the scale developed by Wee et al. [20]. CTF task self�efficacy
(sCtSE) measures self�efficacy, which is directly related to the
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skills the CTF teaches, and its items were based on the CTF task
skills. Students responded all self�efficacy questions before and
after the CTF.

Behavior, attitude, and normative beliefs variables: The
KAB model [17] suggests that knowledge affects attitude and
attitude controls behavior. However, the KAB model cannot
alone explain the behavioral change and has been supple-
mented by adding, for example, normative beliefs and behav-
ioral intentions [18, 26]. Normative beliefs mean perceived
social pressure to behave as expected [18]. Pressure is caused by
important peers, such as other students, teachers, colleagues,
and authorities.

To measure whether CTFs influenced students' security atti-
tudes or behavior, we measured cybersecurity attitude (sATT)
with SA�6 scale [21] and security behavior intentions (sSBI)
using the Security Behavior Intention Scale (SeBIS) [22]. The
measurement scale for normative beliefs (sNB) was adapted
from Bulgurcu et al. [18]. We also measured the security
behavior performed last week (sLWB) using recalled security
action items from [21]. These questions were responded in pre�
and post�surveys.

Interest variables: We measured CTF content interest (sCI)
for CTF tasks and content. To measure whether the CTF had an
effect on students' future plans, we developed items to map
students' interest for further cybersecurity studies (sFSI), cy-
bersecurity career (sCarI), and cybersecurity research (sResI).
Students responded these questions before and after the CTF.
To measure whether CTF tasks, instructions, properties, and
gamification elements had caused an interest change in learn-
ing cybersecurity in general, we used the sICCT variable in the

post�survey. In addition, we examined the interest change in
learning cybersecurity in general separately for instructions,
gamification elements, and CTF tasks. For this, we divide the
related items from sICCT into the sub�variables
sICCT, sICCTi g, and sICCT t.

4.2 | Measurements

We examined the reliability of the scales with Guttmann's
lambda 2 instead of Cronbach's alpha, as sLWB is not tau�
equivalent. We calculated lambdas separately for all scales in
pre� and post�surveys in both countries. The lambdas were
above the threshold of 0.7 for all scales except for sLWB. This
was expected, as sLWB is measuring whether students
remember doing certain not related security actions last week,
so they are not measuring the same latent variable. The lamb-
das for this variable were: BUT pre and post 0.584 and 0.247;
TAU pre and post 0.682 and 0.698.

To measure differences between pre� and post�surveys, we first
compared variables in pre� and post�surveys among the same
students in both countries. We examined eight groups for CTF
scenario: all TAU students, all BUT students, TAU male stu-
dents, BUT male students, TAU female students, BUT female
students, TAU information security (InfoSec) major students,
TAU non�InfoSec major students. It was not possible to com-
pare InfoSec major and nonmajor students for BUT, as all BUT
participants were major students. As the data were not normal
and the female groups for the CTF scenario were small, we used
the nonparametric Wilcoxon signed rank test for these com-
parisons. The results are presented in Sections 5.1 and 5.2 and
in Tables 5�7.

FIGURE 2 | Measured variables and their relations. Variables marked with * also have sub�variables for CTF tasks, gamification elements, and
instructions. CTF, Capture the Flag.
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Student satisfaction and perceived meaningfulness of learning,
also for different scenario elements, such as instructions, tasks,
and gamification elements, were examined and compared in
different groups. The results are presented in Section 6 (Table 8)
and in Appendix C (Tables C7�C9).

We also examine the correlations between variables. We cal-
culated two�tailed Spearman correlations for all TAU, all BUT,
male student, female student, TAU Infosec major, and TAU
non�InfoSec major groups. We did not examine correlations
separately for the TAU male and TAU female student groups or
the BUT male student and BUT female student groups, as the
number of female participants in this detailed examination
would have been too low for some variables. Thus, in the cor-
relation examination, the male and female student groups have
students from both universities. The results are presented in
Section 7 and in Appendix D (Figures D3�D8).

All statistics were performed using IBM SPSS Statistics version
29.0.1.0 (171).

4.3 | Participants

A total of 40 BUT students and 36 TAU students played the CTF
scenario (Table 3). All BUT students have cybersecurity as their
major. In TAU, 40% of students have cybersecurity as their
major. In BUT, 17.5% of students are women, while in TAU,
25% of students are women. Most of the students are between

20 and 29 years old and have completed the upper secondary
school. In TAU, 44% of students also have a bachelor's or
master's degree.

In BUT, the CTF scenario was part of students' regular practical
lessons and BUT students had experienced other CTFs before
participating. In TAU, the CTF was offered as a voluntary ex-
ercise in two different cybersecurity courses. For many TAU
students, the scenario was their first CTF experience.

In addition, the TAU and BUT groups differ in terms of whether
the students had information on cybersecurity as their major.
Table 4 shows the difference.

5 | Effectiveness Comparison

5.1 | Tampere University (TAU) Students

Comparison between pre� and post�survey: At Tampere
University, the students reported statistically significantly
higher post� than pre�values in CTF content knowledge, CTF
task skills, cybersecurity self�efficacy, CTF task skills self�
efficacy, and further study interest (Table 5). The post�values
were also higher for all other variables except normative beliefs,
CTF content interest, and security behavior intentions, but the
differences were not significant.

Female students reported significantly higher post� than pre�
values in CTF content knowledge, CTF task skills, and CTF task
skills self�efficacy (Table 5). For the rest of the variables, post�
values were lower for all variables except further study interest
and attitude, but the differences were not significant. Male
students reported significantly higher post� than pre�values in
CTF content knowledge, CTF task skills, cybersecurity self�
efficacy, CTF task skills self�efficacy, further study interest, and
career interest. For the rest of the variables, the post�values
were higher for all variables except normative beliefs, attitude,
and security behavior intentions, but the differences were not
significant.

InfoSec major students reported significantly higher post� than
pre�values in CTF task skills, cybersecurity self�efficacy, CTF

TABLE 3 | Participants (the second post�survey participants are
stated in brackets).

BUT TAU

N

Total 40 (19) 36 (20)

Male students 33 (17) 27 (15)

Female students 7 (2) 9 (5)

Age

Under 20 1 �

20�29 39 25

30�39 � 8

40�49 � 3

Major

Information security 40 15

ICT � 13

Engineering � 3

Other � 5

Highest previous education

Upper secondary school 38 18

Vocational education 1 1

Bachelor's degree 1 11

Master's degree � 5

TABLE 4 | Is information security or cybersecurity your major or
main focus of your work?

Yes No Total

TAU Men 12 15 27

Women 3 6 9

Total 15 21 36

BUT Men 33 � 33

Women 7 � 7

Total 40 � 40

Total Men 45 15 60

Women 10 6 16

Total 55 21 76
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task skills self�efficacy, further study interest, and career
interest (Table 6). For the rest of the variables, the post�values
were higher for all variables except normative beliefs, CTF
content interest, and security behavior intentions, but the dif-
ferences were not significant. Non�InfoSec major students re-
ported significantly higher post� than pre�values in CTF content
knowledge, CTF task skills, and CTF task skills self�efficacy. For

the rest of the variables, post�values were higher for all variables
except normative beliefs, general self�efficacy, CTF content
interest, security behavior intentions, and last week's behavior,
but the differences were not significant.

Comparison between male and female students: In the
pre�survey values, male students reported significantly higher

TABLE 5 | Comparison of post� and pre�values, TAU, All, Male, and Female students.

All students N = 6 Male students N = 27 Female students N = 9
z p Effect size z p Effect size z p Effect size

sCK CTF content knowledge �4.34 < 0.001 0.72 �3.82 < 0.001 0.73 �2.12 0.034 0.71

sCTS CTF task skills �4.62 < 0.001 0.77 �4.13 < 0.001 0.79 �2.21 0.027 0.74

sNB Normative beliefs �1.14 0.253 0.19 �0.43 0.670 0.08 �1.29 0.197 0.43

sGSE General self�efficacy �0.60 0.551 0.10 �1.17 0.242 0.23 �0.63 0.527 0.21

sCSE Cybersecurity self�efficacy �2.06 0.039 0.34 �2.46 0.014 0.47 �1.00 0.317 0.33

sCtSE CTF task self�efficacy �4.55 < 0.001 0.76 �4.02 < 0.001 0.77 �2.23 0.026 0.74

sCI CTF content interest �0.17 0.867 0.03 �0.68 0.499 0.13 �1.19 0.234 0.40

sFSI Further study interest �3.39 < 0.001 0.57 �3.31 < 0.001 0.64 �0.38 0.705 0.13

sCarI Career interest �1.85 0.064 0.31 �2.70 0.007 0.52 �1.13 0.194 0.38

sResI Research interest �0.76 0.449 0.13 �1.51 0.132 0.29 �0.82 0.414 0.27

sATT Cybersecurity attitude �0.13 0.895 0.02 �0.32 0.748 0.06 �0.76 0.450 0.25

All students N = 20 Male students N = 15 Female students N = 5

z p Effect size z p Effect size z p Effect size

sSBI Security behavior intentions �0.72 0.470 0.17 �0.75 0.453 0.20 0.00 1.000 0.00

sLWB Last week's behavior �0.58 0.564 0.13 �1.00 0.317 0.27 0.00 1.000 0.00

Note: Statistically significant differences in green.

TABLE 6 | Comparison of post� and pre�values, TAU, InfoSec major, and non�InfoSec major students.

InfoSec major N = 15 Non�InfoSec major N = 21
z p Effect size z p Effect size

sCK CTF content knowledge �1.63 0.102 0.42 �3.99 < 0.001 0.87

sCTS CTF task skills �2.53 0.011 0.65 �3.92 < 0.001 0.85

sNB Normative beliefs �1.32 0.187 0.34 �0.11 0.914 0.02

sGSE General self�efficacy �1.58 0.114 0.41 0.00 1.000 0.00

sCSE Cybersecurity self�efficacy �2.46 0.014 0.64 �1.41 0.157 0.31

sCtSE CTF task self�efficacy �2.68 0.007 0.69 �3.74 < 0.001 0.82

sCI CTF content interest �0.25 0.803 0.06 0.00 1.000 0.00

sFSI Further study interest �2.70 0.007 0.70 �1.79 0.074 0.39

sCarI Career interest �2.11 0.035 0.55 �0.47 0.638 0.10

sResI Research interest �1.34 0.180 0.35 �0.11 0.914 0.02

sATT Cybersecurity attitude �0.17 0.862 0.04 �0.06 0.952 0.01

InfoSec major N = 9 Non�InfoSec major N = 10

z p Effect size z p Effect size

sSBI Security behavior intentions �0.28 0.783 0.07 �0.82 0.414 0.18

sLWB Last week's behavior �1.00 0.317 0.26 0.00 1.000 0.00

Note: Statistically significant differences in green.
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values in general self�efficacy than female students
(Appendix B, Table B1). For post�survey values, male students
reported higher post�values in the motivational effect of CTF,
CTF satisfaction, CTF meaningfulness of learning, general self�
efficacy, and CTF task self�efficacy than female students.

In terms of gain, male students had a significantly higher gain
in career interest than female students. The female students had
a higher gain than the male students in attitude and security
behavior intentions, but the differences were not significant. In
all other variables, male students' gains were higher, but the
differences were not significant.

Comparison between InfoSec major and non�InfoSec
major students: In the pre�survey, the InfoSec major stu-
dents reported significantly higher values in CTF content
knowledge, cybersecurity self�efficacy, CTF task self�efficacy,
CTF content interest, further study interest and career interest
than the non�InfoSec major students (Appendix B, Table B2). In
the post�survey, InfoSec major students reported higher post�
values in cybersecurity self�efficacy, CTF task self�efficacy, CTF
content interest, further study interest, career interest, research
interest, motivational effect of CTF, and CTF meaningfulness of
learning than non�InfoSec students.

Regarding gain, non�InfoSec major students had significantly
higher gain in CTF content knowledge and CTF task skills than
InfoSec major students. InfoSec major students had signifi-
cantly higher gain than non�InfoSec major students in further
study interest. Non�InfoSec major students also had higher
gains in normative beliefs, CTF task self�efficacy, and CTF
content interest, but the differences were not significant. In all
other variables, despite the tie in security behavior intentions,
the gains of InfoSec major students were higher, but the dif-
ferences were not significant.

5.2 | Brno University of Technology (BUT)
Students

Comparison between pre and post survey: At Brno Uni-
versity of Technology, the students reported statistically signif-
icantly higher post� than pre�values in CTF content knowledge,
cybersecurity self�efficacy, CTF task self�efficacy, CTF content
interest, career interest, and research interest (Table 7). The
post�values were higher also for all other variables except nor-
mative beliefs, general self�efficacy, and security behavior
intentions, but the differences were not significant.

In the female student group, there were no significant differ-
ences in the pre� and post�values in any variables. However,
female student post�values were higher for all variables except
general self�efficacy, career interest, and security behavior
intentions. In the male student group, the statistically signifi-
cant differences were the same as in all student groups. For
other variables, the differences were not significant, and the
post�values were higher for all except normative beliefs, general
self�efficacy, and security behavior intentions.

Comparison between male and female students: There
were no significant differences between male and female stu-
dents in the pre�survey (Appendix B, Table B3). In the post�
survey, female students reported significantly higher values than
male students on how CTF affected interest in cybersecurity.

In addition, there were no statistically significant differences in
gain. The female students had a higher gain than the male
students in CTF content knowledge, normative beliefs, general
self�efficacy, CTF task self�efficacy, content interest, attitude,
and last week's behavior but the differences were not signifi-
cant. In the rest of the variables, the gains of male students were
higher, but the differences were not significant.

TABLE 7 | Comparison of post� and pre�values, BUT, All, Male, and Female students.

All students N = 40 Male students N = 33 Female students N = 7
z p Effect size z p Effect size z p Effect size

sCK CTF content knowledge �3.78 < 0.001 0.60 �3.42 < 0.001 0.60 �1.63 0.102 0.62

sCTS CTF task skills �1.64 0.102 0.26 �1.50 0.133 0.26 �0.82 0.414 0.31

sNB Normative beliefs �1.22 0.222 0.19 �1.11 0.268 0.19 0.00 1.000 0.00

sGSE General self�efficacy �0.22 0.826 0.03 �0.27 0.791 0.05 0.00 1.000 0.00

sCSE Cybersecurity self�efficacy �3.37 < 0.001 0.53 �3.02 0.003 0.53 �1.60 0.109 0.61

sCtSE CTF task self�efficacy �3.41 < 0.001 0.54 �2.92 0.004 0.51 �1.91 0.056 0.72

sCI CTF content interest �2.51 0.012 0.40 �2.39 0.017 0.42 �0.82 0.414 0.31

sFSI Further study interest �1.21 0.195 0.19 �1.30 0.194 0.23 �0.37 0.715 0.14

sCarI Career interest �2.24 0.025 0.35 �2.60 0.009 0.45 �0.11 0.914 0.04

sResI Research interest �2.22 0.027 0.35 �2.05 0.041 0.36 �0.82 0.414 0.31

sATT Cybersecurity attitude �1.24 0.216 0.20 �0.46 0.648 0.08 �1.84 0.066 0.70

All students N = 19 Male students N = 17 Female students N = 2

z p Effect size z p Effect size z p Effect size

sSBI Security behavior intentions �1.14 0.254 0.26 �0.96 0.337 0.23 �1.00 0.317 0.71

sLWB Last week's behavior �1.73 0.083 0.40 �1.41 0.157 0.34 �1.00 0.317 0.71

Note: Statistically significant differences in green.
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5.3 | Comparison between TAU and BUT
Students

In the pre� and post�survey, BUT students reported statistically
significantly higher values than TAU students in CTF content
knowledge, CTF task skills, cybersecurity self�efficacy, and CTF
task self�efficacy (Appendix B, Table B4, upper part).

TAU students had a statistically significantly higher gain than
BUT students in CTF task skills. BUT students had a signifi-
cantly higher gain in cybersecurity self�efficacy and CTF con-
tent interest. TAU students had higher gains in CTF content
knowledge, general self�efficacy, CTF task self�efficacy, further
study interest, and security behavior intentions, but these dif-
ferences were not significant. BUT students had higher gains in
normative beliefs, career interest, research interest, attitude,
and last week's behavior. However, these differences were not
significant.

Information security major: When TAU students are filtered
to only InfoSec major students, in the pre�survey, TAU InfoSec
major students reported significantly higher values than BUT
students in CTF content interest and career interest (Appendix B,
Table B4, lower part). BUT students reported significantly higher
values than TAU InfoSec major students in CTF task skills. In
post�survey, TAU InfoSec major students reported significantly
higher values than BUT students in further study interest, career
interest, and CTF motivational effect. BUT students reported
significantly higher values than TAU InfoSec major students in
CTF content knowledge and CTF task skills.

In gain, the only statistically significant difference was in fur-
ther study interest, where TAU InfoSec major students reported
a higher value than BUT students. TAU InfoSec major students
also had higher gains in CTF task skills, general self�efficacy,
CTF task self�efficacy, career interest, and security behavior
intentions, but these were not significant. In other variables,
BUT students had higher gains, but these were not significant.

Male students: In the pre�survey, BUT male students reported
statistically significantly higher values than TAU male students
in CTF content knowledge, CTF task skills, cybersecurity self�
efficacy, and CTF task self�efficacy (Appendix B, Table B5). In
post�survey, BUT male students reported significantly higher
values than TAU male students in CTF content knowledge,
CTF task skills, and cybersecurity self�efficacy.

TAU male students had a statistically significantly higher gain
in CTF task skills and further study interest than BUT male
students. TAU male students had higher gains than BUT male
students in CTF content knowledge, normative beliefs, general
self�efficacy, and security behavior intentions, but these differ-
ences were not statistically significant. BUT male students had
higher gains than TAU male students in cybersecurity self�
efficacy, content interest, career interest, research interest,
attitude, and last week's behavior. However, these differences
were not statistically significant.

Female students: In the pre�survey, BUT female students re-
ported statistically significantly higher values than TAU female
students in CTF content knowledge and CTF task skills

(Appendix B, Table B6). In the post�survey, BUT female stu-
dents reported significantly higher values than TAU female
students in CTF motivational effect, CTF satisfaction, CTF
meaningfulness of learning, and how CTF affected cyberse-
curity interest in general.

There were no statistically significant differences in gain
between BUT and TAU female students in any of the measured
variables. TAU female students had higher gains than BUT
female students in CTF content knowledge, CTF task skills, and
security behavior intentions, but these differences were not
significant. BUT female students had higher gains than TAU
female students in the rest of the variables except general self�
efficacy, where the gain was equal. However, none of these
differences were statistically significant.

6 | Satisfaction, Meaningfulness of Learning, and
General Interest in Learning Cybersecurity

In the post�survey, students rated the CTF tasks and various
other CTF features regarding satisfaction, meaningfulness to
learning, and how the tasks and features affected the student's
interest in learning cybersecurity in general.

Satisfaction: For the CTF scenario, overall satisfaction was
high. In BUT, 29 students (72%) were very or extremely satis-
fied. Further, in BUT, as a percentage, satisfaction is equal
between genders, as 24 male students (73%) were very or ex-
tremely satisfied and 5 female students (72%) were very or ex-
tremely satisfied.

In TAU, 18 students (50%) were very or extremely satisfied.
However, in TAU, more male students were satisfied than
female students, as 17 male students (63%) and 1 female student
(11%) were very or extremely satisfied.

Meaningfulness of learning: The perceived meaningfulness
of learning was also high. In BUT, 24 students (60%) rated the
CTF as very or extremely meaningful for learning. Furthermore,
in BUT, a percentage of female students found the CTF more
meaningful for learning than male students. Specifically, 19
male students (58%) and 5 female students (72%) rated the CTF
as very or extremely meaningful for learning.

In TAU, 20 students (56%) rated the CTF very or extremely
meaningful for learning. In TAU, more male students experi-
enced the CTF as meaningful for learning than female students,
as 18 male students (67%) and 2 female students (22%) rated the
CTF as very or extremely meaningful for learning.

Interest in learning cybersecurity in general: Overall, stu-
dents experienced that the CTF positively affected their interest
in learning cybersecurity in general. None of the students in
both countries reported a decrease in interest. In BUT, 30 stu-
dents (75%) reported an increase in interest, and the remaining
10 students (25%) reported no change. All 7 female students
(100%) and 23 male students (70%) reported a positive increase.

In TAU, 21 students (58%) reported an increase in interest and
the rest 15 students (42%) no change. Regarding female
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students, 4 of them (44%) reported an increase and 5 (56%) no
change. Regarding male students, 17 of them (63%) reported an
increase and 10 (37%) no change.

6.1 | CTF Tasks, Instructions, and Gamification
Elements

We examined sub�variables of sCSat, sCML and sICCT to form a
more detailed view of satisfaction, meaningfulness of learning,
and interest in learning cyberseciurity in general regarding CTF
tasks, instructions, and gamification elements in different
groups.

Satisfaction: Among both TAU and BUT students, satisfaction
was significantly higher for the CTF tasks than for the gamifica-
tion elements and instructions. There was no significant difference
between the gamification elements and the instructions (Table 8).

Meaningfulness for learning: Among TAU students, CTF
tasks were considered significantly more meaningful for
learning than instructions or gamification elements. In addi-
tion, instructions were considered significantly more mean-
ingful for learning than gamification elements.

Among BUT students, instructions were considered signifi-
cantly more meaningful for learning than gamification ele-
ments. There were no significant differences between the CTF
tasks and instructions, or the CTF tasks and the gamification
elements (Table 8).

Interest in learning cybersecurity in general: Among TAU
students, the CTF tasks were considered significantly more
important for interest in learning cybersecurity in general than the
instructions or the gamification elements. In addition, instructions
were considered significantly more important for the interest in
learning cybersecurity in general than gamification elements.

Among BUT students, instructions were considered signifi-
cantly more important for interest in learning cybersecurity in
general than gamification elements. Furthermore, CTF tasks
were considered significantly more important for the interest in
learning cybersecurity in general than gamification elements.
There were no significant differences between the CTF tasks
and the instructions (Table 8).

Comparison between all male and female students: Male
students were significantly more satisfied with instructions and
CTF tasks than female students (Appendix C, Table C1).

Comparison between male and female students, TAU: In
TAU, male students were significantly more satisfied with the
instructions and CTF tasks than female students. Male students
also considered them significantly more meaningful for learn-
ing than female students. Furthermore, male students con-
sidered the CTF tasks significantly more important to their
interest in learning cybersecurity in general than female stu-
dents (Appendix C, Table C1).

Comparison between male and female students, BUT: In
BUT, female students considered instructions significantly

more important to their interest in learning cybersecurity in
general than male students (Appendix C, Table C1).

Comparison between InfoSec major and nonmajor stu-
dents, TAU: In TAU, InfoSec major students were significantly
more satisfied with CTF tasks than nonmajor students. InfoSec
major students also considered instructions significantly more
important for interest in learning cybersecurity in general than
nonmajor students (Appendix C, Table C2).

Comparison between all TAU and BUT students: BUT
students considered the meaningfulness of learning from

TABLE 8 | Instructions, gamification elements, and tasks in sCSat,
sCML, and sICCT.

TAU (N = 36) z p Effect size

Satisfaction sCSat

sCSat i vs. sCSat g �0.28 0.779 0.05

sCSat i vs. sCSat t �2.77 0.006 0.46

sCSat g vs. sCSat t �3.08 0.002 0.51

Meaningfulness for
learning sCML

sCML i vs. sCML g �3.94 <0.001 0.66

sCML i vs. sCML t �2.48 0.013 0.41

sCML g vs. sCML t �4.20 <0.001 0.70

Interest in learning
cybersecurity

in general sICCT

sICCT i vs. sICCT g �3.34 <0.001 0.56

sICCT i vs. sICCT t �2.94 0.003 0.49

sICCT g vs sICCT t �4.06 <0.001 0.68

BUT (N = 40) z p Effect size

Satisfaction sCSat

sCSat i vs. sCSat g �0.73 0.466 0.12

sCSat i vs. sCSat t �3.32 <0.001 0.52

sCSat g vs. sCSat t �2.92 0.003 0.46

Meaningfulness for
learning sCML

sCML i vs. sCML g �2.04 0.042 0.32

sCML i vs. sCML t �0.37 0.712 0.06

sCML g vs. sCML t �1.39 0.166 0.22

Interest in learning
cybersecurity

in general sICCT

sICCT i vs. sICCT g �2.40 0.016 0.38

sICCT i vs. sICCT t �1.67 0.096 0.26

sICCT g vs. sICCT t �2.72 0.007 0.43

Note: i instructions, g gamification elements, t tasks. Statistically significant
differences in green.
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gamification elements significantly higher than TAU students
(Appendix C, Table C3).

Comparison between TAU male and BUT male students:
BUT male students considered the meaningfulness of learning
from gamification elements significantly higher than TAU male
students (Appendix C, Table C3).

Comparison between TAU female and BUT female stu-
dents: BUT female students were statistically significantly more
satisfied with instructions and gamification elements than TAU
female students. BUT female students also considered instruc-
tions statistically significantly more meaningful for learning than
TAU female students. Further, BUT female students considered
instructions and CTF tasks statistically significantly more
important to their interest in learning cybersecurity in general
than TAU female students (Appendix C, Table C3).

7 | Correlations Between Measured Variables

We examined the correlations between the variables for differ-
ent groups. The tables are presented in Appendix D. All cor-
relations discussed here are statistically significant positive
correlations. Based on the tables, there is variation among dif-
ferent groups in how variables correlate. In general, the statis-
tically significant correlations between variables in the TAU
and BUT groups are more similar than the correlations between
variables in the female and male student groups. In the male
group, more variables have statistically significant correlations
than in the female group.

As an example of differences between TAU and BUT (Appendix D,
Figures D1 and D2), TAU students had a moderate positive cor-
relation between security behavior intentions and general self�
efficacy, last week behavior, and CTF motivational effect. However,
among BUT students, security behavior intentions had a moderate
positive correlation with research interest and interest in learning
cybersecurity in general. Furthermore, among BUT students, CTF
satisfaction, CTF meaningfulness of learning and interest in
learning cybersecurity positively correlated with more variables in
general than among TAU students. This may reflect the difference
between the TAU and BUT students, as all BUT students studied
cybersecurity as their major.

As an example of differences between male and female students
(Appendix D, Figures D3 and D4), male students who report
higher values in career interest also report higher values in 10
variables, such as CTF content knowledge, cybersecurity self�
efficacy, CTF content interest, etc. In contrast, for female stu-
dents, only two variables (further study interest and research
interest) had a positive correlation with career interest. In this
case, both male and female groups had major and nonmajor
students, so that kind of difference cannot explain these results.
Thus, it seems that among male students, some CTF content�
related variables (such as knowledge and interest) were asso-
ciated with their career interest, but this was not the case
among female students.

As an example of differences between InfoSec major and non�
InfoSec major students (Appendix D, Figures D5 and D6), non�

InfoSec major students who report higher values in further
study interest also report higher values in CTF content
knowledge and CTF task skills. For InfoSec major students,
there was no correlation between further study interest and
CTF content knowledge or CTF task skills. This may reflect the
general difference in further study interest between these
groups, as for InfoSec major students, the interest for further
studies was higher than for non�InfoSec major students, thus
the knowledge and skills related to CTF content are less
important for their interest for studying more.

There are also differences between male and female students
when CTF satisfaction, meaningfulness of learning, and interest
change in learning cybersecurity in general are examined in
their sub�variables regarding instructions, gamification ele-
ments, and tasks. For example, for female students, CTF con-
tent knowledge and CTF task skills have a positive correlation
with almost all sub�variables for CTF satisfaction, CTF mean-
ingfulness of learning, and interest change in learning cyber-
security in general, but for male students, the correlation with
CTF content knowledge only exists with interest change in
learning cybersecurity in general's gamification elements sub�
variable. Thus, for female students, having higher CTF content
knowledge and skills also means higher satisfaction and per-
ceived meaningfulness of learning regarding CTF tasks and
instructions.

8 | Discussion

8.1 | Effectiveness

As seen in Section 5 (Tables 5 and 7), the CTFs had significant
effects on knowledge and skill variables, self�efficacy variables
and interest variables in expected way�post�values being higher.
The effect sizes for statistically significant differences range from
moderate (0.3) to large (0.8). However, the results vary between
different groups of students. In earlier CTF research, skill
increase has also been reported, such as in [8] and [15].

In our pre� and post�survey comparison, no statistically signif-
icant decrease was observed in any of the variables in any of the
groups. However, there was a nonsignificant decrease (e.g., in
normative beliefs and security behavior intentions). Thus, in
terms of such behavior�related variables, this CTF did not have
effectiveness. This is an expected result, as the CTF tasks were
not aiming for behavioral or awareness�related changes.
Instead, they were designed to teach web application penetra-
tion testing skills in practice, which they succeeded in.

In addition to the increase in the variables of knowledge, skill,
self�efficacy and interest, Section 6 shows that the satisfaction of
the CTF was high, the CTF was perceived meaningful for
learning, and the CTF even succeeded in increasing interest in
learning cybersecurity in general. Earlier research has also
found that students perceive CTFs as useful, motivating, and
enjoyable [6, 7, 14]. Thus, we can confirm the CTF effectiveness
in teaching and learning cybersecurity. However, our research
revealed differences between male and female students, infor-
mation security major and nonmajor students, and in different
countries. The possibility of these kinds of difference in student
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groups should be considered when planning teaching with
CTFs, as they might have an impact on how well the CTF is
able to achieve the learning goals.

8.2 | Effect of Skill Level

BUT students appeared to be a more homogeneous group re-
garding their cybersecurity skills than TAU students (see 4.3).
All students in the BUT group had information security as their
major, in contrast to 40% at TAU. In addition, BUT students had
regular practical cybersecurity exercises in their curriculum, but
for TAU, the amount of practical exercises depends more on the
student's own interest. The difference is also visible in the pre�
survey comparison with all TAU students, where BUT students
had significantly higher values in knowledge, skills, and self�
efficacy variables than TAU students (Appendix B, Table B4).
When the pre�level difference was taken into account, after the
CTF, the TAU students had a higher increase in skills, and the
BUT students in cybersecurity self�efficacy and content interest.

We also compared TAU and BUT students by filtering out non�
InfoSec major TAU students. In this comparison, BUT students
had higher skills in the pre�survey, but TAU InfoSec major
students had higher values in content interest and career
interest. When the pre�level difference was taken into account,
after the CTF, TAU InfoSec major students had a higher
increase in further study interest. In addition, TAU InfoSec
major students reported a higher motivational effect in post�
survey than BUT students.

In addition, among TAU students, whether the student had an
information security major or not affected the results. For ex-
ample, TAU InfoSec major students reported significantly
higher motivational effect than BUT students in post�survey,
but the higher motivational effect was not statistically signifi-
cant when the TAU group also contained non�InfoSec major
students. Furthermore, when only majoring students were in
the TAU group, there was no difference in skill between TAU
and BUT students in post�survey despite their pre�level differ-
ence; instead, there was higher further study interest and
a motivational effect among TAU students compared to BUT.

Thus, the results of the comparison between TAU and BUT
students indicate that even for students with different levels of
knowledge or skill, CTFs can have effectiveness in learning�
related variables. When lower�skilled students increased their
skills and interest in studying more, higher�skilled students
gained in self�efficacy and content interest. Lower�skilled TAU
InfoSec major students also reported a higher motivational
effect than higher�skilled BUT students. Thus, these results also
indicate that for TAU InfoSec�major students, the difficulty
level of the CTF was appropriate to induce more effectiveness
regarding their further study interest and motivation than for
higher�skilled BUT students.

Additionally, earlier research has implied that tailoring the CTF
according to students' needs can affect outcomes. For example,
Karagiannis and Magkos [28] measured CTF�based learning by
first assessing the students' interests and needs, and then
designing CTF tasks to enhance the learning experience. In their

research, knowledge and skills increased, as well as confidence
and students were highly engaged. In another study, tailoring the
CTF experience according to learners' needs improved under-
standing, confidence, and motivation [29]. It is important that
the teacher is aware of the students' skill level and learning needs
while designing CTF tasks as outcomes may vary with differently
skilled students, and research indicates that it is possible to shape
the outcomes by tailoring the tasks accordingly.

8.3 | Effect of Gender

In the TAU post�survey, male students reported significantly higher
values in general self�efficacy, CTF task self�efficacy, CTF satisfac-
tion, and CTF meaningfulness of learning than female students.
However, when taking pre�levels into account, male students had
significantly higher career interest than female students. Among
BUT students, the only difference between male and female stu-
dents appeared in the post�survey, where female students had
a significantly higher value in the change of general interest in
learning cybersecurity. There were no significant differences
between BUT male and female students in pre�survey, or in gain.

Thus, the differences between female and male students seem
to be smaller in BUT than in TAU. A possible explanation is the
homogeneity of the BUT group, as mentioned in Section 8.2.
Possibly differences between InfoSec major and non�InfoSec
major students are more important than differences between
male students and female students. The majority of nonmajor
students in the TAU female group may also explain some of the
post�survey differences between TAU female and BUT female
students in motivational effect, CTF satisfaction, and mean-
ingfulness of learning variables.

Earlier research has found implications for gender�based dif-
ferences in cybersecurity learning. Francis et al. [30] studied
differences in learning between men and women regarding, for
example, motivation, self�efficacy, and performance in the CTF
context. The CTF had a positive impact on self�efficacy for both
genders, but there were also gender�based differences in moti-
vational aspects, self�belief, and conceptual understanding.
Thus, the educational outcomes of the CTF were different
between men and women, and researchers suggested consid-
ering them when designing CTFs.

In the presented research, some indications for possible differ-
ences between male and female students were found in the
correlation study (Appendix D). All students from BUT and
TAU are included. Therefore, the male group has 25% of non�
InfoSec major students and the female group 38%. For female
students, having higher CTF content knowledge and skills was
associated with higher satisfaction and perceived meaningful-
ness of learning regarding the CTF tasks and instructions, but
for male students, this association did not exist. A similar dif-
ference was also observed in the motivational effect: among
female students, there were moderate positive correlations with
knowledge and skills, but male students did not have a corre-
lation between these variables. These results suggest that for
female students, CTF knowledge and skills are associated with
the experience of CTF satisfaction, meaningfulness of learning,
and motivation.
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On the other hand, the correlations also show that there are
differences between male and female students in how the CTF
content is associated with the career interest variable. For female
students, such correlations did not exist, but for male students
there were weak to moderate statistically significant correlations
between career interest and CTF content�related variables, such
as knowledge, task self�efficacy, and content interest. These
results indicate that there might be differences between men and
women regarding what kind of effect the teaching has or can it;
for example, promote career interest. However, we cannot dis-
tinguish how much these results are also affected by the major
subject. Thus, more research is needed where the effect of having
information security as a major could be controlled to obtain
information related to possible different responses and effects in
cybersecurity teaching between genders. Inasmuch as there is a
growing interest in educating more female experts for careers in
cybersecurity, it would be valuable to determine whether there
are different responses for teaching.

8.4 | Effects of Tasks, Instructions, and
Gamification Elements

CTF tasks and instructions were valued higher than gamifica-
tion elements in terms of satisfaction, meaningfulness of
learning, and interest in learning cybersecurity in general
among all participants. BUT students considered the gamifica-
tion elements' meaningfulness of learning higher than TAU
students (Table C3). The comparison of male students had the
same result, while for female students, there were more dif-
ferences between TAU and BUT. For example, BUT female
students were more satisfied with instructions and gamification
elements than TAU female students. The differences between
TAU and BUT female students are probably related to the fact
that all BUT female students had cybersecurity as their major,
but in TAU, only one�third.

However, in general, the gamification elements had higher values
among BUT students than among TAU students. As the gamifi-
cation elements of this study are �competitive� (scoreboards,
penalties, time�limits, etc.), it could be affected by differences in
the CTF setting. In BUT, CTFs were part of students' regular
exercises, and the setting was more �test�like� than in TAU, where
many students were experiencing the CTF for the first time and
competitive elements such as the CTF score were not emphasized.
However, one of the reasons for the higher appreciation of ga-
mification elements among BUT students might be their higher
skill level compared to TAU students. Maybe entertainment and
competitive features have higher emphasis among students, for
whom tasks are easier due to their better initial skill level. How-
ever, according to earlier research, gamification preferences may
also be influenced by factors such as learning style [31] and per-
sonality traits [32], which were not considered in this study.

In TAU, there were differences between InfoSec and non�
InfoSec major students. InfoSec major students were more
satisfied in CTF tasks than nonmajor students, and major stu-
dents also considered instructions more important for interest
in learning cybersecurity in general than nonmajor students.
Thus, whether the student is a cybersecurity major student or
not seems to have an effect on the CTF experience. In light of

the results in Section 8.2, the level of difficulty has been
appropriate to support motivation among TAU InfoSec major
students, which can affect a higher appreciation of the CTF
tasks and instructions.

Among BUT students, satisfaction, meaningfulness of learning,
and interest in learning cybersecurity in general related to CTF
instructions, gamification elements, and tasks had more corre-
lations than among TAU students with other measured vari-
ables, such as CTF task skills or CTF task self�efficacy
(Appendix D). The results are similar to those for TAU In-
foSec major students. For example, in BUT, students reporting
higher values in the CTF task meaningfulness of learning also
report higher values in nine variables, such as further study
interest, career interest, research interest, motivational effect,
etc. However, in the TAU InfoSec major group, CTF task
meaningfulness of learning had a positive correlation with four
variables: CTF task self�efficacy, CTF content interest, further
study interest, and CTF motivational effect. Thus, among BUT
students, either the CTF content had more effect than among
TAU students regarding other measured variables, or these
variables had more effect on BUT students' CTF experience
than among TAU students. Maybe BUT students' higher skill
level explains the association between task meaningfulness and
career and research interest, which were not found among TAU
InfoSec major students. The fact that BUT students had more
experience with CTFs during their studies than TAU students
can also partially explain this result.

8.5 | Summary of the Key Results

� The CTF had a statistically significant increase in knowl-
edge variables, self�efficacy variables, and interest variables
among all students.

� Lower�skilled students increased their skills and interest in
studying more than higher�skilled students, while the latter
gained self�efficacy and content interest. Lower�skilled
students also experienced a higher motivational effect of
the CTF than higher�skilled students.

� Student satisfaction with CTF was high and it was con-
sidered meaningful for learning. The CTF also succeeded in
increasing students' interest in learning cybersecurity.

� The appreciation of the gamification elements of the CTF
was higher among higher�skilled students.

� Differences between male and female students were
observed in correlations between variables (e.g., related to
career interest). This may indicate that there may be an
opportunity to find gender�related ways to enhance the
effects of CTF�based teaching. However, this would require
more research with a larger number of female students.

8.6 | Limitations

The participating students were students from cybersecurity
courses in two universities. This limits the generalizability of
the results to other institutions. However, since the participat-
ing universities were in different countries and the results were
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similar in both, the results may be generalizable among uni-
versity cybersecurity students. As another limitation, voluntary�
based sampling may have caused bias in the results, as students
who have more interest in the subjects tend to participate more.
However, extra course points were offered as a reward for
participating, to encourage all students to participate.

An important limitation of our results is that they are based
solely on surveys. For example, the knowledge and skill levels
of the students were not tested separately in relation to the
content of the CTF. As valuable as it would have been, the CTF
player data were not used to complement the survey results
because the survey anonymity had to be preserved.

Another limitation of the presented study is the low number of
female participants. Although in percentages, the amount of
female participants corresponds to the percentage of women
accomplishing computer science degrees, it does not change the
fact that, for statistics, the numbers are low. In addition, due to
the low number, it was not possible to form separate groups for
TAU female InfoSec major students and non�InfoSec major
students. The results concerning female participants are not
generalizable and reflect only the experiences of this particular
group who participated in this study.

9 | Conclusion

In this study, we examined the CTF as a learning tool by
making several comparisons between a large number of
properties that students at two universities had self�evaluated
before and after playing a CTF game. The CTFs turned out to
have effects on knowledge and skill variables, self�efficacy
variables, and interest variables in such a way that the post�
values were significantly higher. However, the CTFs did not
have an impact on normative beliefs, attitudes, or behavior
variables. The results also show that CTF is a popular learning
tool among students. The satisfaction with CTF was high and
was considered meaningful for learning. Furthermore, CTF
succeeded in increasing interest in learning cybersecurity in
general.

According to our results, CTFs can have effects on learning
related variables despite the base skill or knowledge level of
students, but different types of students may benefit in different
ways. In our study, lower�skilled students increased their skills
and interest in studying more than higher�skilled students,
while the latter gained in self�efficacy and content interest. The
appropriate difficulty level in relation to the student skill level
also impacted the experienced motivational effect of the CTF.

In one of the universities, the differences between male and
female students seemed greater than in the other. However, it is
possible that, instead of gender, the reason is that all students in
the latter had InfoSec as their major, while the majority in the
first one did not. However, differences between male and
female students indicate that there may be an opportunity to
find gender�related ways to enhance the effects of CTF�based
teaching. For example, improving the effect of promoting career
interest would be beneficial, as long as there is a general interest
in educating more female cybersecurity experts.

Given that the students were satisfied, had a positive experience
with the CTF, found learning meaningful, and reported an
increase in knowledge and skills, we can conclude that the CTF
had a positive learning effect. However, this study shows that
different students may benefit in different ways, for example,
students with high pre�level skills may not increase their skills
as much as lower�skilled students, but interest or self�efficacy
instead. Thus, for motivational reasons and if the goal is to learn
new skills, the teacher should ensure that the level of the tasks
is �hard enough� for this goal.
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Appendix A

Learning environment

The interactive environment of the CA platform is built on a user interface
that provides the user with all the components of the scenario. Each
learning or training scenario contains a set of practical challenges in the
form of tasks that users progressively solve. If virtual machines are assigned
to the scenario within the defined topology, users can access them through a
web browser. Each scenario starts with an introduction followed by indi-
vidual practical tasks. The progression through the scenario is linear and
tasks (unless optional) cannot be skipped. As part of the interactivity, users
can use supporting documents such as tutorials, presentations, and other
materials associated with the given task. Practical tasks also contain hints,
the use of which is penalized by the loss of a certain number of points. Once
users have completed the last task, they are shown the conclusion of the
scenario, after which they proceed to a final test designed to verify the
knowledge gained from the practical part of the scenario. A demonstration
of the user interface of the training scenario is shown in Figure A1.

In addition to the interactive scenario, the learning environment con-
sisted of a sandbox�a safe and isolated environment in which students
solve the practical challenges of each task. Each student's sandbox in
the CTF scenario �Dream Vacation� consisted of a Kali Linux device
and a Debian server running a vulnerable web application (see
Figure A2).
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FIGURE A1 | Detailed overview of a scenario instance: 1. Task description containing text relevant to the scenario, 2. Progress with linear
sequence, 3. Timer until the end of the scenario, 4. Attachment (e.g., PDF, video, image, etc.), 5. Input for entering the Flag, 6. Hints whose use is
penalized, 7. Virtual machine (Kali Linux, Ubuntu, etc.), 8. Notes on the entire scenario.

FIGURE A2 | Sandbox environment of the Dream Vacation CTF.
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Appendix B

Effectiveness comparison

Tables present only statistically significant differences for pre�values
and in post�values. For gain, all differences are presented. Statistically
significant differences are highlighted in green.

TABLE B1 | Comparison between male and female students, TAU.

Effect
Mean
rank

Mean
rank

z p size Male Female

Pre�
survey

sGSE �2.37 0.032 0.40 20.65 12.06

Post�
survey

sGSE �2.30 0.024 0.38 20.76 11.72

sCtSE �2.85 0.005 0.47 21.24 10.28

sCME �2.41 0.019 0.40 20.83 11.50

sCSat �2.53 0.022 0.42 20.81 11.56

sCML �2.62 0.011 0.44 21.04 10.89

Gain

sCK �0.76 0.494 0.13 19.20 16.39

sCTS �0.41 0.72 0.07 18.89 17.33

sNB �1.00 0.39 0.17 18.33 14.81

sGSE �0.59 0.59 0.10 19.06 16.83

sCSE �2.15 0.073 0.36 20.31 13.06

sCtSE �1.01 0.343 0.17 18.91 14.94

sCI �1.21 0.263 0.20 19.67 15.00

sFSI �2.00 0.062 0.33 20.41 12.78

sCarI �2.23 0.036 0.37 20.63 12.11

sResI �1.26 0.312 0.21 19.54 15.39

sATT �0.95 0.406 0.16 17.19 20.75

sSBI �0.47 0.687 0.08 9.68 10.90

sLWB �0.29 0.893 0.05 10.14 9.60

Note: Statistically significant differences in green.

TABLE B2 | Comparison between InfoSec major and non�InfoSec
major students, TAU.

Effect
Mean
rank

Mean
rank

z p size InfoSec
non�

InfoSec

Pre�survey

sCK �3.17 0.004 0.53 24.37 14.31

sCSE �2.95 0.005 0.49 24.23 14.40

sCtSE �2.89 0.005 0.48 23.43 13.93

sCI �2.94 0.004 0.49 24.37 14.31

sFSI �2.32 0.021 0.39 23.27 15.10

sCarI �2.68 0.007 0.45 23.97 14.60

Post�survey

sCSE �2.47 0.018 0.41 23.40 15.00

sCtSE �2.20 0.036 0.37 22.87 15.38

sCI �3.22 0.001 0.54 24.90 13.93

sFSI �3.48 <0.001 0.58 25.63 13.40

sCarI �3.53 <0.001 0.59 25.77 13.31

sResI �2.22 0.033 0.37 22.93 15.33

sCME �2.95 0.003 0.49 24.43 14.26

sCML �2.42 0.019 0.40 23.30 15.88

Gain

sCK �3.71 <0.001 0.62 11.43 23.55

sCTS �2.85 0.007 0.48 12.97 22.45

sNB �1.06 0.359 0.18 15.61 18.83

sGSE �0.84 0.446 0.14 20.10 17.36

sCSE �0.88 0.465 0.15 20.03 17.40

sCtSE �1.46 0.169 0.24 15.20 20.10

sCI �0.24 0.825 0.04 18.03 18.83

sFSI �2.36 0.025 0.39 23.10 15.21

sCarI �1.31 0.226 0.22 21.07 16.67

sResI �1.01 0.427 0.17 20.20 17.29

sATT �0.13 0.907 0.02 18.25 17.83

sSBI 0.00 1.000 0.00 10.00 10.00

sLWB �0.58 0.720 0.10 10.50 9.55

Note: Statistically significant differences in green.
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TABLE B3 | Comparison between male and female students, BUT.

Effect
Mean
rank

Mean
rank

z p size Male Female

Pre�survey

�*

Post�survey

sICCT �2.73 0.008 0.43 18.32 30.79

Gain

sCK �0.02 1.000 0.00 20.48 20.57

sCTS �0.07 0.945 0.01 20.56 20.21

sNB �0.47 0.685 0.08 19.13 21.14

sGSE �0.17 0.889 0.03 20.36 21.14

sCSE �0.36 0.754 0.06 20.79 19.14

sCtSE �0.29 0.781 0.05 20.26 21.64

sCI �0.77 0.485 0.13 19.88 23.43

sFSI �0.09 0.945 0.02 20.58 20.14

sCarI �0.81 0.442 0.14 21.18 17.29

sResI �0.06 0.955 0.01 19.95 20.25

sATT �1.64 0.119 0.27 19.17 26.79

sSBI �0.14 0.947 0.02 10.06 9.50

sLWB �1.37 0.421 0.23 9.62 13.25

*No statistically significant differences.

TABLE B4 | Comparison between TAU and BUT with all TAU
students (upper part) and with TAU InfoSec major students
(lower part).

effect
Mean
rank

Mean
rank

All z p size TAU BUT

Pre�survey

sCK �4.01 <0.001 0.46 28.38 47.61

sCTS �5.98 <0.001 0.69 23.04 52.41

sCSE �2.77 0.006 0.32 31.53 44.78

sCtSE �3.69 <0.001 0.42 28.39 46.41

Post�survey

sCK �3.47 <0.001 0.40 29.94 46.20

sCTS �3.68 <0.001 0.42 29.04 47.01

sCSE �3.29 0.001 0.38 30.01 46.14

sCtSE �2.22 0.027 0.25 32.78 43.65

Gain

sCK �0.82 0.412 0.09 40.56 36.65

sCTS �3.47 <0.001 0.40 47.44 30.45

sNB �0.08 0.935 0.01 36.31 36.67

sGSE �0.72 0.469 0.08 40.35 36.84

sCSE �2.09 0.037 0.24 33.44 43.05

sCtSE �1.04 0.300 0.12 40.70 35.64

sCI �2.02 0.044 0.23 33.35 43.14

sFSI �1.74 0.082 0.20 42.93 34.51

sCarI �0.59 0.553 0.07 36.96 39.89

sResI �0.94 0.348 0.11 35.83 40.00

sATT �0.77 0.442 0.09 36.06 39.70

sSBI �0.92 0.402 0.11 21.03 17.97

sLWB �0.94 0.563 0.11 18.42 20.58

Effect Mean
rank

Mean
rank

TAU
InfoSec

z p Size TAU BUT

Pre�survey

sCTS �3.15 0.002 0.43 17.67 31.88

sCI �2.26 0.024 0.30 35.60 25.15

sCarI �2.40 0.016 0.32 36.40 24.85

Post�
survey

sCK �2.49 0.013 0.34 19.77 31.09

sCTS �2.26 0.024 0.30 20.30 30.89

sFSI �2.72 0.007 0.37 37.47 24.45

sCarI �2.51 0.012 0.34 36.70 24.45

sCME �2.45 0.014 0.33 36.27 24.90

Gain

sCK �1.48 0.138 0.20 23.17 29.81

sCTS �1.16 0.247 0.16 31.90 26.54

(Continues)
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TABLE B4 | (Continued)

effect
Mean
rank

Mean
rank

All z p size TAU BUT

sNB �0.60 0.546 0.08 24.57 27.21

sGSE �1.03 0.303 0.14 31.50 26.69

sCSE �1.17 0.244 0.16 24.17 29.44

sCtSE �0.14 0.892 0.02 28.47 27.83

sCI �1.63 0.103 0.22 22.50 30.06

sFSI �2.52 0.012 0.34 36.57 24.79

sCarI �0.22 0.825 0.03 28.77 27.71

sResI �0.25 0.806 0.03 26.73 27.79

sATT �0.48 0.632 0.06 25.86 28.08

sSBI �0.63 0.562 0.08 15.83 13.87

sLWB �0.45 0.809 0.06 13.89 14.79

Note: Statistically significant differences in green.

TABLE B5 | Comparison between TAU and BUT male students.

Effect
Mean
rank

Mean
rank

z p size TAU BUT

Pre�survey

sCK �3.30 <0.001 0.43 22.69 36.89

sCTS �4.76 <0.001 0.61 18.96 39.94

sCSE �2.45 0.014 0.32 24.72 35.23

sCtSE �3.07 0.002 0.40 23.07 36.58

Post�survey

sCK �2.67 0.008 0.34 24.37 35.52

sCTS �2.93 0.003 0.38 23.46 36.26

sCSE �2.67 0.008 0.34 24.13 35.71

Gain

sCK �0.948 0.343 0.12 32.72 28.68

sCTS �3.343 <0.001 0.43 38.56 23.91

sNB �0.456 0.648 0.06 29.98 28.18

sGSE �0.993 0.321 0.13 32.85 28.58

sCSE �1.273 0.203 0.16 27.57 32.89

sCtSE �1.262 0.207 0.16 33.54 28.02

sCI �1.313 0.189 0.17 27.39 33.05

sFSI �2.196 0.028 0.28 35.74 26.21

sCarI �0.168 0.867 0.02 30.09 30.83

sResI �0.447 0.655 0.06 29.52 31.30

sATT �0.539 0.590 0.07 29.24 31.53

sSBI �0.580 0.597 0.07 16.96 15.21

sLWB �0.503 0.799 0.06 15.54 16.38

Note: Statistically significant differences in green.

TABLE B6 | Comparison between TAU and BUT female students.

Effect
Mean
rank

Mean
rank

z p size TAU BUT

Pre�survey

sCK �2.17 0.042 0.54 6.39 11.21

sCTS �3.52 <0.001 0.88 5.00 13.00

Post�survey

sCME �2.07 0.042 0.52 6.39 11.21

sCSat �2.56 0.016 0.64 6.00 11.71

sCML �2.29 0.031 0.57 6.22 11.43

sICCT �3.06 0.002 0.77 5.44 12.43

Gain

sCK �0.06 1.000 0.01 8.56 8.43

sCTS �1.22 0.252 0.31 9.72 6.93

sNB �0.88 0.463 0.22 7.13 9.00

sGSE 0.00 1.000 0.00 8.50 8.50

sCSE �2.16 0.114 0.54 6.78 10.71

sCtSE �0.30 0.779 0.07 7.69 8.36

sCI �1.58 0.142 0.39 6.89 10.57

sFSI �0.06 1.000 0.01 8.44 8.57

sCarI �0.55 0.606 0.14 7.94 9.21

sResI �0.93 0.456 0.23 7.22 9.17

sATT �0.86 0.463 0.22 7.13 9.00

sSBI �0.86 0.571 0.22 4.40 3.00

sLWB �1.07 0.381 0.27 3.50 5.25

Note: Statistically significant differences in green.
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Appendix C

CTF tasks, instructions, and gamification elements

TABLE C1 | Comparison between male and female students.

All Effect Mean rank Mean rank
(N m = 60, N f = 16) z p size Male Female

sCSat i �2.70 0.007 0.31 41.94 25.59

sCSat g �0.79 0.431 0.09 39.48 34.81

sCSat t �2.40 0.016 0.28 41.53 27.13

sCML i �1.14 0.253 0.13 39.95 33.06

sCML g �1.24 0.214 0.14 39.53 31.87

sCML t �1.68 0.092 0.19 40.62 30.56

sICCT i �0.16 0.869 0.02 38.29 39.28

sICCT g �1.67 0.095 0.19 40.45 31.19

sICCT t �0.76 0.449 0.09 39.45 34.94

TAU Effect Mean rank Mean rank

(N m = 27, N f = 9) z p Size Male Female

sCSat i �2.98 0.003 0.50 21.44 9.67

sCSat g �1.74 0.101 0.29 20.19 13.44

sCSat t �2.81 0.005 0.47 21.28 10.17

sCML i �2.34 0.022 0.39 20.8 11.61

sCML g �0.90 0.384 0.15 18.83 15.19

sCML t �2.26 0.029 0.38 20.69 11.94

sICCT i �1.80 0.086 0.30 20.26 13.22

sICCT g �1.80 0.136 0.30 20.02 13.94

sICCT t �2.34 0.024 0.39 20.78 11.67

BUT Effect Mean rank Mean rank

(N m = 33, N f = 7) z p Size Male Female

sCSat i �0.26 0.807 0.04 20.71 19.50

sCSat g �1.09 0.309 0.18 19.62 24.64

sCSat t �0.22 0.835 0.04 20.68 19.64

sCML i �1.11 0.293 0.19 19.59 24.79

sCML g �0.04 0.972 0.01 20.47 20.64

sCML t �0.02 1.000 0.00 20.52 20.43

sICCT i �2.41 0.016 0.40 18.50 29.93

sICCT g �0.33 0.781 0.05 20.76 19.29

sICCT t �1.71 0.11 0.28 19.12 27.00

Note: i instructions, g gamification elements, t tasks.
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TABLE C2 | Comparison between InfoSec major and non�InfoSec major students.

TAU Effect Mean rank Mean rank
(N i = 15, N n = 21) z p size InfoSec non�InfoSec

sCSat i �1.52 0.141 0.25 21.57 16.31

sCSat g �1.36 0.202 0.23 21.20 16.57

sCSat t �2.19 0.033 0.36 22.93 15.33

sCML i �1.49 0.150 0.25 21.50 16.36

sCML g �1.80 0.077 0.30 21.75 15.50

sCML t �1.96 0.062 0.33 22.40 15.71

sICCT i �2.13 0.039 0.36 22.77 15.45

sICCT g �2.13 0.077 0.36 22.20 15.86

sICCT t �1.69 0.109 0.28 21.87 16.10

Note: i instructions, g gamification elements, t tasks.
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TABLE C3 | Comparison between TAU and BUT students.

All
(N TAU = 36, Effect Mean rank Mean rank
N BUT = 40) z p Size TAU BUT

sCSat i �1.24 0.214 0.14 35.26 41.41

sCSat g �1.47 0.141 0.17 34.75 41.88

sCSat t �0.73 0.468 0.08 36.63 40.19

sCML i �1.91 0.057 0.22 33.57 42.94

sCML g �3.66 <0.001 0.42 28.36 46.44

sCML t �0.26 0.795 0.03 37.83 39.10

sICCT i �0.66 0.509 0.08 36.79 40.04

sICCT g �1.77 0.077 0.20 34.28 42.30

sICCT t �0.53 0.595 0.06 39.86 37.28

Male students

(N TAU = 27, Effect Mean rank Mean rank

N BUT = 33) z p Size TAU BUT

sCSat i �0.28 0.783 0.04 31.17 29.95

sCSat g �0.32 0.750 0.04 29.74 31.12

sCSat t �0.52 0.606 0.07 31.72 29.50

sCML i �0.50 0.615 0.06 29.30 31.48

sCML g �2.93 0.003 0.38 23.37 36.33

sCML t �0.64 0.524 0.08 32.02 29.26

sICCT i �0.75 0.452 0.10 32.31 29.02

sICCT g �1.16 0.246 0.15 27.91 32.62

sICCT t �1.90 0.058 0.25 35.04 26.79

Female students

(N TAU=9, Effect Mean rank Mean rank

N BUT=7) z p Size TAU BUT

sCSat i �2.68 0.008 0.67 5.78 12.00

sCSat g �2.28 0.031 0.57 6.28 11.36

sCSat t �1.99 0.055 0.50 6.44 11.14

sCML i �2.77 0.005 0.69 5.72 12.07

sCML g �1.71 0.094 0.43 6.19 10.07

sCML t �1.31 0.252 0.33 7.22 10.14

sICCT i �3.02 0.002 0.76 5.44 12.43

sICCT g �1.04 0.408 0.26 7.56 9.71

sICCT t �2.37 0.023 0.59 6.11 11.57

Note:i instructions, g gamification elements, t tasks.
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Appendix D

Correlations

FIGURE D1 | Dream Vacation, TAU, correlations between variables. (a) Correlations when sCSat, sCML, and sICCT are divided to instruction
(i), gamification elements (g), and CTF tasks (t) components.
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FIGURE D2 | Dream Vacation, BUT, correlations between variables. (a) Correlations when sCSat, sCML, and sICCT are divided to instruction
(i), gamification elements (g), and CTF tasks (t) components.
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FIGURE D3 | Dream Vacation, Male students, correlations between variables. (a) Correlations when sCSat, sCML, and sICCT are divided to
instruction (i), gamification elements (g), and CTF tasks (t) components.
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FIGURE D4 | Dream Vacation, Female students, correlations between variables. (a) Correlations when sCSat, sCML, and sICCT are divided to
instruction (i), gamification elements (g), and CTF tasks (t) components.

27 of 29

 10990542, 2025, 5, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/cae.70082 by T

am
pere U

niversity F
oundation, W

iley O
nline Library on [08/10/2025]. S

ee the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline Library for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons License



FIGURE D5 | Dream Vacation, InfoSec major students, TAU, correlations between variables. (a) Correlations when sCSat, sCML, and sICCT are
divided to instruction (i), gamification elements (g), and CTF tasks (t) components.
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FIGURE D6 | Dream Vacation, non�InfoSec major students, TAU, correlations between variables. (a) Correlations when sCSat, sCML, and
sICCT are divided to instruction (i), gamification elements (g), and CTF tasks (t) components.
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