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Abstract—Digital Product Passports (DPPs) are emerging as
pivotal tools driving the digital transformation across industries
by providing standardized, interoperable, and detailed digital
records of products. This enhances tracking, transparency, and
lifecycle management, fostering sustainable and efficient digital
ecosystems. While the potential of DPPs is recognized, existing
reviews often lack a specific focus on their role as active enablers
of industrial digital transformation. This paper addresses that
gap by presenting a comprehensive review of the state-of-the-art
in DPP research and applications, critically examining how they
facilitate this transformation. We outline the methodology used
to gather the literature, propose a taxonomy of DPP types based
on technology and function (illustrated visually and summarized
in a comparative table), present an evaluation framework with
relevant metrics, and analyze their implications across various
industrial sectors. Key contributions include this structured
taxonomy, the evaluation framework, and a critical discussion of
challenges (e.g., interoperability, standardization, readiness gaps)
and opportunities, offering recommendations for leveraging DPPs
effectively.

Index Terms—Digital Product Passport, Digital Transforma-
tion, Industry 4.0, Industry 5.0, Circular Economy, Sustainability,
Literature Review.

I. INTRODUCTION

The accelerating pace of digital transformation necessitates
innovative tools to enhance industrial transparency, traceabil-
ity, and sustainability. DPPs have emerged as a critical solu-
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tion, acting as comprehensive digital records that store stan-
dardized, interoperable information about a product’s entire
lifecycle—from raw material sourcing through manufacturing,
usage, and end-of-life [4], [5]. By leveraging technologies
like blockchain, digital twins, and IoT, DPPs actively drive
improvements by enabling real-time monitoring, secure data
sharing, and enhanced supply chain accountability [6], [7].

Recent industrial paradigms, particularly circular economy
models, rely heavily on the capabilities provided by DPPs.
Tracking materials, carbon footprints, and compliance metrics
through DPPs facilitates sustainable practices in sectors like
manufacturing, fashion, automotive, and construction [8], [9].
For example, integrating digital twins with DPPs demonstrably
improves process efficiency and waste reduction in smart man-
ufacturing [10], [11]. In textiles, DPPs enhance traceability,
crucial for complying with regulations like the EU’s Green
Deal and Circular Economy Action Plan [3], [S].

Furthermore, in an era prioritizing supply chain resilience,
DPPs enabled by blockchain and Al analytics empower busi-
nesses to optimize operations and meet Environmental, Social,
and Governance (ESG) standards [1], [14]. Industries like
automotive and aerospace utilize RFID and sensor integration
with DPPs for predictive maintenance, component authentica-
tion, and end-of-life management [12], [13].

While several reviews exist on DPPs [3], many focus
broadly on technology or specific sectors. This paper distin-
guishes itself by providing a critical review focused specifi-



cally on how DPPs act as drivers of digital transformation
across diverse industries. We synthesize the state-of-the-art
based on a targeted literature search (detailed in Section II),
propose a structured taxonomy and evaluation framework,
analyze implementation across sectors, and critically examine
the associated challenges and opportunities. The aim is to
provide stakeholders with actionable insights into leveraging
DPPs not just as record-keeping tools, but as active agents
of change towards more transparent, efficient, and sustainable
industrial ecosystems.

II. METHODOLOGY

This review synthesizes current research on Digital Prod-
uct Passports (DPPs) concerning their role in the digital
transformation of industry. To gather relevant literature, a
targeted search was conducted using the OpenAlex database
(https://openalex.org/) on February 11, 2025 [21].

The primary search focused on identifying works with
the exact phrase “Digital Product Passport” in the title or
abstract. To narrow the focus to relevant industrial contexts, an
additional filter for the OpenAlex primary topic ID ‘t10763°
(related to Industrial Engineering and Operations Research)
was applied. While the OpenAlex interface did not allow for a
direct filter on ”Digital Transformation in Industry” alongside
the primary topic, the relevance of papers to this theme was
assessed during the manual analysis stage.

This search strategy yielded a set of [Insert Number] publi-
cations. All retrieved publications were considered for inclu-
sion in this review. While this approach does not constitute a
full systematic literature review across multiple databases (e.g.,
following PRISMA guidelines), it provides a focused snapshot
of the research landscape within the OpenAlex index based on
the specified keywords and topic filter as of the search date.

The analyses presented in this paper, including the proposed
taxonomy (Section IV-A), the discussion of industrial appli-
cations (Section IV-B), and the data presented in Figures 2
through 7 (publication trends, distribution by DPP type, dis-
tribution by industrial sector), are based entirely on this corpus
of [Insert Same Number] retrieved papers. Categorization of
papers for Figures 3, 4, 6, and 7 was performed through
manual analysis of the title, abstract, keywords, and main
content of each included paper to determine its primary DPP
type focus and relevant industrial sector(s).

III. BACKGROUND: EVOLUTION AND CONTEXT OF DPPs

The concept of the DPP has evolved significantly, spurred
by digital transformation, regulatory pressures (e.g., EU Green
Deal, Circular Economy Action Plan [3], [5]), and the demand
for circular economy models. Early efforts focused on supply
chain traceability for quality assurance, anti-counterfeiting,
and ethical sourcing [7], [9]. With Industry 4.0 and the emerg-
ing Industry 5.0 paradigms, the scope expanded dramatically.
DPPs now integrate sustainability metrics, carbon tracking,
and lifecycle assessments, positioning them as key enablers
for climate-neutral, resource-efficient industries [8], [10].

Technically, DPPs function as comprehensive digital records
containing standardized data about a product’s lifecycle (com-
position, origin, manufacturing, usage, repair, end-of-life) [5],
[6]. Key components often include:

¢ Unique Product Identifiers (e.g., RFID, QR codes, NFC

tags).

o Data Carriers & Storage (e.g., Blockchain/DLT, central-

ized/decentralized databases).

« Data Exchange Protocols & APIs for interoperability.

o Analytics (e.g., Al-driven) for insights, integrity checks,

and compliance verification [1], [14].

DPPs are integral to realizing the goals of Industry 4.0
(automation, connectivity) and Industry 5.0 (human-centricity,
sustainability, resilience). They facilitate:

« Predictive Maintenance: Via real-time monitoring using
integrated sensors (IoT) and digital twins [12], [13].

o Resource Optimization: By tracking material flows,
emissions, and waste, enabling data-driven reduction
strategies [10], [11].

o Enhanced Traceability: Improving supply chain re-
silience, ensuring regulatory compliance, and fostering
customer trust [6], [16].

e Circular Economy Enablement: Providing data needed
for repair, refurbishment, remanufacturing, and recycling
(31, [8].

However, significant challenges impede widespread adop-
tion. Interoperability remains a major hurdle, stemming from
diverse, often proprietary, data formats, legacy systems, and
the lack of universally agreed-upon data exchange standards
across complex supply chains [15], [19]. Ensuring robust
cybersecurity and data privacy is paramount, especially with
sensitive data shared across multiple stakeholders, often using
decentralized technologies like blockchain; this requires strong
encryption, access control, and compliance with regulations
like GDPR [16]-[18]. Furthermore, the absence of globally
harmonized standards for DPP structure, content, and gov-
ernance leads to fragmentation and hinders seamless cross-
border operation [2]. Addressing these requires collaborative
efforts in standardization, policy alignment, and technological
development [19], [20].

IV. TYPES OF DIGITAL PRODUCT PASSPORTS

DPPs serve as structured digital records facilitating trace-
ability, compliance, and circularity. They can be categorized
based on their primary technological enabler, functional focus,
or specific industry application [5], [6]. Understanding these
types helps clarify their diverse roles in digital transformation.

A. A Taxonomy of DPPs

Based on an analysis of the reviewed literature (gathered as
described in Section II), DPPs can be classified into several
types, primarily distinguished by their core technology or
dominant functional objective. It is important to note that
these categories are not always mutually exclusive; a single
DPP implementation might combine elements from multiple



types (e.g., a Blockchain-based DPP focused on the Circular
Economy). The taxonomy presented below aims to structure
the landscape based on prevalent characteristics identified in
current research and applications. DPPs can also be viewed
through functional lenses such as lifecycle orientation, sup-
ply chain focus, regulatory compliance, data-driven insights,
industry-specificity, or hybrid models, which often map onto
the technology-centric types described here. Figure 1 provides
a visual overview of the main categories discussed below. To
further clarify the distinctions and relationships between these
types, Table I offers a comparative summary, highlighting key
technologies, primary functions, and example industrial sectors
for each category identified in the reviewed literature.

o Blockchain-based DPPs: Utilize DLT for tamper-proof,
decentralized data storage, enhancing security, authenti-
cation, and anti-counterfeiting [14]. Common in luxury
goods, pharma, electronics recycling, textiles, and auto-
motive for authenticity and compliance [5], [16].

« Digital Twin-Based DPPs: Integrate real-time virtual
models for lifecycle management and predictive analytics
[10]. Enable simulation, monitoring, and optimization
of performance, maintenance, and sustainability [11].
Applied in aerospace, industrial automation, smart man-
ufacturing [12], [13].

o Circular Economy-Focused DPPs: Prioritize resource
efficiency and closed-loop lifecycles [8]. Track material
flows, recyclability, and carbon footprints to support
regulations (e.g., EU Circular Economy Action Plan [5]).
Critical in packaging, textiles, e-waste, renewable energy
[3].

o Industry 4.0 DPPs: Leverage automation, robotics, Al
analytics for smart manufacturing and real-time data ex-
change [9]. Enable predictive maintenance, supply chain
automation, process optimization in high-tech manufac-
turing, automotive, industrial IoT [19].

o Industry 5.0 DPPs: Extend Industry 4.0, focusing on
human-centric, sustainable, resilient transformation [4].
Integrate Al personalization, circularity goals, ethical Al
governance [18]. Used in adaptive manufacturing, digital
supply ecosystems, sustainable production.

o JoT-Based DPPs: Use smart sensors, RFID, real-time
tracking for enhanced monitoring, automation, lifecycle
management [12]. Enable remote diagnostics, inventory
tracking, energy monitoring in logistics, smart cities,
consumer electronics [13].

o Supply Chain-Focused DPPs: Emphasize traceability,
transparency, regulatory compliance across global net-
works [15]. Provide insights into sourcing, transport,
quality assurance in fashion, pharma, food safety, elec-
tronics [1].

o RFID-Based DPPs: Incorporate RFID tags for auto-
mated tracking and authentication [14]. Effective in au-
tomotive, aerospace, high-value asset tracking requiring
secure, real-time identification [11].

« Sustainability-Focused DPPs: Integrate carbon tracking,

LCAs, ESG reporting for climate-conscious manufactur-
ing [8]. Assist construction, energy, material recycling in
meeting green regulations and net-zero targets [5].

e Smart Grid & Energy DPPs: Tailored for energy
infrastructure tracking, optimizing distribution, enhancing
renewable integration [12]. Monitor solar panels, wind
turbines, batteries for grid management and compliance.

o Data Sharing DPPs: Facilitate secure, cross-industry
data exchange ensuring privacy, interoperability, compli-
ance [7]. Used in automotive, finance, government for
digital identity and inter-company collaboration.

o Big Data-Enabled DPPs: Integrate AI, ML, advanced
analytics for insights from large datasets [19]. Improve
supply chain optimization, failure prediction, fraud detec-
tion in finance, healthcare, predictive maintenance [18].

« Digital Business DPPs: Enhance transparency, compli-
ance, digital service integration in B2B/B2C contexts
[19]. Valuable in e-commerce, software licensing, enter-
prise sustainability tracking.

« Digital Repair DPPs: Support Right to Repair initiatives
by providing access to repair data, software compatibility,
component sourcing [17]. Gaining traction in electronics,
automotive, white goods to extend lifespans and reduce
e-waste.

Blockchain-Based
Digital Twin-

Based

/
Big Data-Enabled Digital Transformation in
Industry DPPs

\
\\
\ Industry 5.0
\\
\

loT-Based

Digital Repair

Circular Economy

Industry 4.0

Data Sharing

Sustainability-
Focused
Supply Chain-
Focused

RFID-Based

Fig. 1: Visual Overview of DPP Categories based on Technol-
ogy and Function

The analysis of publication trends, derived from the litera-
ture corpus described in Section II, provides insights into the
evolving research landscape. Figure 2 highlights a steady rise
in DPP-related publications from 2013 to 2024 within this
corpus, with a marked acceleration in recent years, suggesting
growing academic and industrial interest.
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Fig. 2: DPP papers through the years (Based on literature
identified in Section II)

Examining the distribution of publications across different
DPP types within the identified literature, as shown in Figure
3, reveals current research concentrations. Digital Twin-Based
and Blockchain-Based DPPs appear most frequently, followed
by Circular Economy and Industry 4.0 focused types.

Number of Papers Per Type of DPP

e

=

Number of Papers

Industry 4.0
Industry 5.0

loT-Based
RFID-Based

Data Sharing

Blackchain-Based
Circular Economy
ipply Chain-Facused
Smart Grid & Energy
Big Data-Enabled
Digital Business
Digital Repair

Sustainability-Focused

= Suj

e of DPP

Fig. 3: Number of Papers per Type of DPP (Based on literature
identified in Section II)

Figure 4 further breaks down these publication trends by
DPP type over time. It confirms the recent prominence of
Blockchain-Based and Digital Twin-Based solutions within the
reviewed papers and indicates growing momentum in areas
like Sustainability-Focused and Smart Grid & Energy DPPs.

Number of Papers Per Year & Type of DPP
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Fig. 4: Number of Papers per Year & Type of DPP (Based on
literature identified in Section II)

B. Industrial Sectors and Applications

DPPs are being implemented across diverse industrial
sectors, driving transparency, compliance, and sustainability,
accelerated by digital transformation trends and regulatory
mandates [5], [6]. Figure 5 illustrates the key sectors identified
in the literature gathered for this review. Below are examples
of DPP applications within these sectors:

o Manufacturing (General & High-Tech): Real-time pro-
duction monitoring, quality control, resource efficiency,
waste minimization [10], [19]. Integration of IoT, Al,
digital twins tracks material flows, carbon footprints,
machine health [12]. Enhances lifecycle management,
predictive maintenance, circular strategies [11]. Use Case:
Monitoring resource utilization for efficiency [2].

e Circular Economy Initiatives: Enabling closed-loop
lifecycles via traceability, material recovery tracking,
carbon assessments [5], [8]. Used in packaging, e-waste,
construction to track recyclability, optimize reuse, comply
with regulations [3]. Aligns with EU Circular Economy
Action Plan and SDGs.

o Fashion & Textiles: Transparency in sourcing,
ethical production tracking, waste reduction [16].
Blockchain/digital twins provide garment authenticity,
repairability insights, circularity scores [3]. Validates
sustainability claims, meets EU Green Deal/Textile
Strategy requirements [5]. Use Case: Tracking fabric
composition and recycling pathways [5].

o Automotive: RFID/Al-driven DPPs monitor components,
enhance recyclability, ensure emissions compliance [11],
[14]. Track battery lifecycles, material origins, second-
life applications, promoting circularity in EV production
[12]. Use Case: Monitoring component lifecycle for com-
pliance and circularity [3].



o Smart Manufacturing/Factories: Integrate digital twins,
Al automation, IoT for streamlined operations, minimized
downtime [10], [19]. Enhance predictive maintenance,
cyber-physical system coordination, human-robot collab-
oration [4].

o Retail & Consumer Goods: Ensure product traceability,
ethical sourcing, consumer transparency [1], [15]. QR
codes/blockchain passports give access to sustainability
credentials, repair details, origin tracking [16]. Use Case:
Providing consumers detailed product origin and sustain-
ability info [1].

o Energy (Renewable & Smart Grid): Lifecycle tracking
of solar panels, wind turbines for performance opti-
mization, end-of-life recycling [12], [13]. Smart grid
DPPs monitor battery degradation, efficiency, compliance
[10]. Use Case: Lifecycle tracking of renewable energy
equipment [1].

o Supply Chain & Logistics: Improve efficiency, re-
duce counterfeiting, enhance shipment security [1], [15].
RFID/IoT DPPs enable real-time cargo tracking, inven-
tory automation, streamlined trade compliance [14].

o Construction: Integration with BIM tracks material life-
cycles, structural integrity, embodied carbon [7]. Ensures
compliance with sustainability certifications (LEED,
BREEAM), promotes circular practices [5].

e Research & Higher Education: Promote open data
sharing, research integrity, knowledge dissemination [18].
Used in smart manufacturing/sustainability research for
lab management, project tracking, industry collaboration.

o Aviation: Component authentication, safety compliance,
predictive maintenance [12]. Blockchain DPPs track part
histories, repair records, secondary market transactions
for regulatory transparency [11].

o Maritime: Ship lifecycle tracking, fuel monitoring, regu-
latory compliance [13]. IoT DPPs enable real-time diag-
nostics, vessel efficiency analysis, predictive maintenance
[10].

« Digital Society & Governance: Role in cybersecu-
rity, decentralized identity management [4]. In Industry
4.0/5.0, facilitate Al-driven ecosystems, digital service
tracking, human-machine collaboration [18].

Figure 5 presents a visual overview of the primary industrial
sectors identified in the literature where DPPs are being
applied or researched.

Circular
Economy

Manufacturing

Digital Society

Aviation — _—
Industrial Sectors for

_— DPPs Smart
Manufacturing

Fashion
Marine

— Automotive

Higher
Education

Textile
Construction

Consumer

Supply Chain Goods

Energy

Fig. 5: Industrial Sectors Leveraging DPPs for Digital Trans-
formation

The distribution of research publications across these indus-
trial sectors within the identified corpus, depicted in Figure 6,
shows a strong focus on Manufacturing, followed by Circular
Economy initiatives. Fashion, Automotive, and Smart Manu-
facturing also represent significant areas.

Number of Papers Per Industrial Sector

Number of Papers

Automotive
Supply Chain
Construction

Digital Seciety

Circular Ecanomy
Smart Manufacturing
‘Consumer Goods
Higher Education

Industrial Sector

Fig. 6: Number of Papers per Industrial Sector for DPPs
(Based on literature identified in Section II)

Analyzing the publication trends per sector over time, as
visualized in Figure 7, reinforces the recent surge of interest
in Manufacturing and Circular Economy within the reviewed
literature, alongside growing activity in Fashion, Automotive,
and Supply Chain sectors.
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V. EVALUATION OF DIGITAL PRODUCT PASSPORTS

Evaluating DPP effectiveness requires structured frame-
works and relevant metrics assessing their technological ro-
bustness, regulatory alignment, usability, and impact [5], [6].
In Table II, we map evaluation criteria to metrics for DPP.

A. Evaluation Criteria Framework

A comprehensive evaluation framework should encompass
the following key criteria:

o Lifecycle Transparency and Circular Economy Align-
ment: Assesses the completeness of lifecycle tracking
(sourcing to end-of-life) and the degree to which the DPP
supports closed-loop systems, material traceability, and
environmental impact assessments (e.g., carbon footprint)
(11, [51, [8].

« Data Integrity, Security, and Privacy: Evaluates the
robustness of mechanisms ensuring data authenticity,
tamper resistance (e.g., via blockchain [12], [14]), confi-
dentiality (encryption), and compliance with privacy reg-
ulations (e.g., GDPR). Checks effectiveness in preventing
fraud and unauthorized access [3].

« Interoperability and Standardization: Measures the
ability to seamlessly integrate with existing enterprise
systems (ERP, SCM) and regulatory databases, adherence
to open standards, API availability, and cross-platform
usability [11], [15], [16].

o Regulatory Compliance and Policy Adherence: As-
sesses alignment with relevant global/regional regulations
(e.g., EU Green Deal, Circular Economy Action Plan)
and industry-specific mandates (e.g., emissions reporting,
material traceability, EPR) [5], [7], [8].

« User Accessibility and Usability: Focuses on the ease of
access and use for all stakeholders (manufacturers, reg-

ulators, consumers), including intuitive interfaces, multi-
language support, and clarity of presented data [1], [10],
[16].

o Environmental and Economic Impact: Quantifies the
DPP’s contribution to sustainability goals (waste reduc-
tion, energy efficiency) and economic benefits (cost sav-
ings from logistics, material recovery, compliance) [4],
[12], [18].

o Scalability and Long-Term Viability: Evaluates the
framework’s capacity to scale across product categories,
regions, and evolving regulatory landscapes, adapting to
supply chain complexities and technological advance-
ments [11], [19].

B. Metrics for Evaluation

To operationalize the evaluation criteria presented in Section
V-A, specific quantitative and qualitative metrics are em-
ployed. These metrics provide measurable indicators of DPP
performance against the desired standards, helping to assess
effectiveness, compliance, and impact on sustainability and
efficiency [5], [6], [8], [14]. Table II provides a summary
mapping criteria to example metrics.

Below are key metrics used in DPP evaluation, expanding
on the examples in the table:

o Traceability Index: Measures the extent to which a prod-
uct’s lifecycle can be accurately traced. Higher scores in-
dicate comprehensive tracking [1], [8]. Critical in fashion,
automotive, electronics for provenance and authenticity
(3], [16].

o Sustainability Score: Assesses environmental/social im-
pact via carbon footprint, material circularity, ethical
sourcing compliance [5], [8]. Used in manufacturing,
construction, energy for LCA and compliance (e.g., EU
Green Deal) [7], [10].

o Data Accuracy Rate: Percentage of correct, verifiable
data entries, ensuring integrity and reliability [12], [14].
Blockchain enhances accuracy via tamper-proof records
[11].

o Compliance Metrics: Evaluates adherence to specific
regulations (e.g., EU Circular Economy Action Plan [5],
GDPR [18], EPR frameworks [16]).

o Stakeholder Adoption Rate: Percentage of manufactur-
ers, suppliers, retailers, consumers actively using the DPP
system [1], [15]. High adoption indicates acceptance and
collaboration [4], [16].

o Interoperability Score: Evaluates seamless integration
with external databases, platforms, agencies [7]. As-
sesses API connectivity, cross-platform access, standard-
ized data exchange [11].

« Economic Efficiency Index: Assesses cost savings from
reduced compliance costs, better inventory management,
lower fraud risks [4]. Used in automotive, logistics for
resource optimization [12].



TABLE II: Mapping Evaluation Criteria to Metrics for DPP Assessment

Evaluation Criterion (from V-A) Example Metric Type (Qn/Ql)  Description / Focus

. . . Traceability Index [1], [8] Qn/Ql Completeness of lifecycle tracking (source-to-grave).
Lifecycle Transparency & CE Alignment Sustainability Score [5], [8] Qn/Ql Environmental/social impact (carbon, circularity, ethics).
Data Inteerity. Security. Privac Data Accuracy Rate [12], [14] Qn Percentage of correct/verifiable data entries.

enty, ¥ y Security Breach Incidents Qn Number/severity of security incidents related to DPP data.
- ST Interoperability Score [7] Qn/Ql Ease of integration with external systems (APIs, standards).
Interoperability & Standardization Standards Compliance Rate Qn Adherence to relevant data/communication standards.
. . Compliance Metrics [5], [16], [18] Qn/Ql Adherence rate to specific regulations (e.g., CEAP, EPR).
Regulatory Compliance & Policy Adherence Audit Pass Rate Qn Success rate in regulatory/compliance audits.
P o Stakeholder Adoption Rate [1], [I5] Qn Percentage of target users actively using the DPP.
User Accessibility & Usability User Satisfaction Score Ql Qualitative feedback on ease of use, clarity.
Environmental & Economic Impact Carbon Footprint Reduction Qn Measured reduction attributable to DPP insights/actions.
P Economic Efficiency Index [4] Qn Cost savings (compliance, inventory, fraud reduction).
. R System Scalability Test Results Qn Performance under increasing load (data volume, users).
Scalability & Long-Term Viability Adaptability Assessment Ql Qualitative assessment of ability to adapt to changes.

Note: Qn = Quantitative, Ql = Qualitative. Citations indicate sources discussing the relevance of the metric type.

VI. CHALLENGES, OPPORTUNITIES, AND FUTURE
DIRECTIONS

The implementation and scaling of DPPs face significant
hurdles but also unlock substantial opportunities for industrial
innovation and sustainability.

A. Persisting Challenges

Key technical and organizational challenges must be over-
come for widespread DPP success:

« Interoperability and Standardization: Achieving seam-
less data exchange across heterogeneous systems and
supply chain partners remains a primary obstacle due to
proprietary formats and lack of universal standards [1],
[2]. This fragmentation hinders end-to-end visibility and
collaboration.

« Data Security and Privacy: Protecting sensitive product,
process, and business data stored and shared via DPPs is
critical. Robust encryption, granular access control, and
secure infrastructure (potentially leveraging blockchain’s
immutability) are essential but complex to implement
at scale [3], [16]. Compliance with evolving privacy
regulations (like GDPR) adds complexity [17].

o Scalability and Cost: Developing and deploying DPP
systems that can handle vast amounts of data from numer-
ous products and stakeholders across global supply chains
can be technologically demanding and costly, particularly
for SMEs.

« Data Quality and Governance: Ensuring the accuracy,
completeness, and reliability of data entered into DPPs
throughout the lifecycle requires clear governance struc-
tures, defined responsibilities, and potentially automated
verification mechanisms.

o Regulatory Fragmentation: While frameworks like the
EU’s provide direction, the lack of globally harmonized
regulations creates compliance challenges for interna-
tional companies [2].

« Digital Readiness Gap: A significant gap often exists
between regulatory mandates for DPPs and the actual dig-
ital maturity of industries, especially SMEs, potentially
hindering adoption and effective utilization [18].

B. Opportunities for Growth and Innovation
Despite challenges, DPPs offer significant opportunities:

e Driving Transparency and Trust: DPPs provide ver-
ifiable data on product origins, composition, and sus-
tainability practices, enhancing consumer confidence and
brand reputation [1].

o Accelerating the Circular Economy: By providing de-
tailed lifecycle data (materials, repairability, disassem-
bly), DPPs are fundamental enablers for recycling, re-
furbishment, and remanufacturing, closing material loops
(2], [3].

« Enabling Data-Driven Innovation: Aggregated and an-
alyzed DPP data offers valuable insights for optimiz-
ing operations (e.g., predictive maintenance), improving
product design, identifying supply chain bottlenecks, and
developing new data-centric business models [1], [19].

o Streamlining Compliance: Automating data collection
and reporting through DPPs can simplify and reduce the
cost of compliance with environmental, safety, and trade
regulations.

o Fostering Collaboration: Standardized DPP frameworks
can facilitate better information sharing and collaboration
among supply chain partners, leading to more resilient
and efficient value chains [2].

C. Future Directions

Future work should focus on developing globally accepted
standards for DPP data models and interoperability proto-
cols. Research into advanced security techniques (e.g., zero-
knowledge proofs for privacy-preserving data sharing) and
Al-driven data validation is crucial. Furthermore, exploring
incentive mechanisms and support structures, particularly for



SMEs, will be vital for accelerating adoption and bridging the
digital readiness gap. International collaboration will be key
to harmonizing regulations and unlocking the full potential of
DPPs in creating sustainable global industrial ecosystems.

VII. CONCLUSION

This review has critically examined the multifaceted role of
Digital Product Passports (DPPs) as active drivers of digital
transformation within industry. DPPs are not merely static
records but dynamic tools enhancing transparency, traceability,
and sustainability across diverse sectors. Our analysis synthe-
sized the state-of-the-art based on a targeted literature search
(Section II) and proposed a taxonomy categorizing DPPs
based primarily on their core technology and function (Section
IV-A, illustrated in Figure 1 and summarized in Table I),
acknowledging that implementations often blend these types.

We presented evaluation frameworks (Section V-A) and
associated metrics (Section V-B, summarized in Table II)
providing a structured approach to assess DPP effectiveness
regarding lifecycle management, data integrity, interoperabil-
ity, usability, and regulatory compliance. While significant
technical and organizational challenges persist (Section VI-
A)—mnotably interoperability, data security, the lack of global
standards, and varying levels of digital readiness across indus-
tries—DPPs offer immense opportunities (Section VI-B). They
are crucial for fostering transparency, enabling data-driven
innovation, and operationalizing circular economy practices.

Moving forward (Section VI-C), realizing the full potential
of DPPs requires concerted effort from stakeholders. Devel-
oping and adopting standardized protocols, establishing robust
data governance, ensuring scalable and secure technologi-
cal solutions, and addressing the digital readiness gap are
paramount. Cross-industry and cross-regional collaboration is
essential to create a unified, interoperable ecosystem for DPPs,
thereby solidifying their role in shaping more sustainable,
efficient, and resilient digital industrial landscapes globally.
The key contribution of this review lies in its focused analysis
of DPPs as transformation drivers, the structured taxonomy,
and the comprehensive evaluation framework presented, all
grounded in the described literature search methodology.

MATCH & CONTRIBUTION TO IEEE TEMS OBJECTIVES

This contribution aligns well with the theme of the ICE
IEEE 2025 conference on ”Al-driven Industrial Transforma-
tion: Digital Leadership in Technology, Engineering, Innova-
tion & Entrepreneurship”. The paper explores Digital Product
Passports (DPPs), an emerging technology central to industrial
digital transformation, particularly in the context of sustain-
ability and circular economy mandates driven by initiatives
like the EU Green Deal.

Our work directly addresses key IEEE Technology and En-
gineering Management Society (TEMS) research objectives:

o Addressing the Management of Emerging Technology:
We analyze DPPs as a pivotal emerging technology,
examining their types, applications, and the managerial

challenges associated with their adoption (e.g., standard-
ization, interoperability, data governance).

o Providing Practical Frameworks: The paper proposes
a taxonomy to categorize DPPs (Section IV-A, Figure
1, Table I) and an evaluation framework with specific
criteria and metrics (Section V, Table II). These frame-
works offer practical guidance for organizations seeking
to understand, implement, and assess the effectiveness of
DPP solutions.

o Analyzing Implementation Challenges: We dedicate
significant discussion to the technical, organizational,
and regulatory challenges hindering DPP implementation
(Section VI-A), including interoperability, security, cost,
data quality, and the digital readiness gap, providing
insights relevant to engineering management.

o Focusing on Value Creation: The review highlights
how DPPs create value by enhancing transparency, en-
abling circular economy business models, driving data-
driven innovation, improving supply chain resilience, and
streamlining regulatory compliance (Section VI-B).

By synthesizing the state-of-the-art (based on the methodology
outlined in Section II), proposing structured frameworks, and
critically analyzing the role, challenges, and opportunities of
DPPs in driving industrial transformation towards sustainabil-
ity and efficiency, this paper contributes relevant insights for
technology leaders, engineers, innovators, and entrepreneurs
navigating this evolving landscape.

MATCH & CONTRIBUTION

This contribution aligns well with the theme of the ICE
IEEE 2025 conference on “Al-driven Industrial Transforma-
tion: Digital Leadership in Technology, Engineering, Innova-
tion & Entrepreneurship”. The paper explores the integration
of SCRUM elements, a popular agile project management
framework, into service prototyping processes for technology
and service innovation. By incorporating SCRUM principles
into the service prototyping process, the authors emphasize the
importance of agile methodologies in driving innovation and
entrepreneurship. The research sheds light on how data-driven
engineering practices can be enhanced through the adoption
of agile frameworks, enabling organizations to respond effec-
tively to evolving market demands. This contribution addresses
the conference’s focus on utilizing data-driven approaches to
foster innovation and entrepreneurship, making it a relevant
and valuable addition to the conference proceedings.
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