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ABSTRACT

Wilho-Pekka Ilvesmäki: Camera driver development for embedded Linux
Master of Science Thesis
Tampere University
Degree Programme in Electrical Engineering
June 2025

A primary challenge encountered in this work was the lack of a suitable camera driver
and the limited expertise in the development of image sensor drivers. Partly driven by
the European Union’s increasing regulatory requirements aimed at enhancing road safety
through camera-based technologies, the number of cameras integrated into vehicles has grown
substantially. As a result, the growing demand for the integration of image sensors into
automotive display systems also requires display manufacturers to have a solid understanding
of camera functionality and the technical requirements related to their integration.

This study focused on analysing the key components and functionalities of in-vehicle
camera systems. The most critical components identified include image sensors, the central
processing unit, and the communication interface between the image sensor and the processing
unit. In addition to examining the hardware, the study also explored the communication
interfaces commonly used in image sensors, as well as the essential camera-related application
components in embedded Linux operating systems.

The outcome of this work was the development of a fully functional camera driver for the
selected single-board computer. In addition to the camera driver, we implemented additional
drivers for the supporting hardware and software’s used with the testing. Furthermore,
this project contributed to a significant increase in knowledge and technical competence in
automotive camera systems, providing a solid foundation for the design and implementation
of future camera-related development projects.

Keywords: image sensor, device driver, Linux, Linux kernel, camera

The originality of this thesis has been checked using the Turnitin OriginalityCheck service.
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TIIVISTELMÄ

Wilho-Pekka Ilvesmäki: Kamera-ajurin kehitys sulautetulle Linux-käyttöjärjestelmälle
Diplomityö
Tampereen yliopisto
Sähkötekniikan DI-ohjelma
Kesäkuu 2025

Työn keskeisenä ongelmana oli kamera-ajurin puute sekä puuttuva kompetenssi
kuvasensoreiden ajurikehityksestä. Osiltaan Euroopan Unionin vaatimuksista parantaa
ajoturvallisuutta käyttäen kamerateknologiaan perustuvia ratkaisuja on lisännyt kameroiden
määrää niin ajoneuvojen sisällä kuin ulkona. Markkinoiden lisääntynyt tarve kuvasensoreiden
integroimiseen ajoneuvojen näyttöihin vaatii myös näyttövalmistajilta kokemusta niiden
toiminnallisuudesta sekä integrointiin liittyvistä vaatimuksista.

Työssä tutustuttiin ajoneuvoissa esiintyviin kamerajärjestelmiin ja niiden keskeisimpiin
komponentteihin sekä niiden toiminnallisuuksiin. Näistä merkittävimpinä voidaan pitää
kuvasensoreita, tietokonetta sekä SerDes-väylämuunninta. Komponenttien lisäksi tutkittiin
kuvasensoreissa käytettyjä tiedonsiirtoväyliä ja sulautetun Linux käyttöjärjestelmän kameraan
liittyviä tärkeimpiä sovelluskomponentteja.

Työn tuloksena saavutettiin toimiva kamera-ajuri valitulle pienoistietokoneelle. Kamera-
ajurin lisäksi kehitettiin myös oheiskomponenteille tarvittavat ajurit ja ohjelmistot niiden
kontrolloimiseen. Näiden lisäksi osaaminen ja ymmärrys autoteollisuuden kamerajärjestelmistä
kasvoi merkittästi, mikä auttaa tulevaisuudessa kamera-projektien suunnittelussa ja
toteutuksessa.

Avainsanat: kuvasensori, laiteajuri, linux, kernel, kamera

Tämän julkaisun alkuperäisyys on tarkastettu Turnitin OriginalityCheck -ohjelmalla.
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USE OF AI IN THESIS

I have utilised AI tools in my thesis:

□✗ Yes

□ No

I hereby declare, that the AI-based applications used in generating this work are as

follows:

Names and versions (or timeline when used) of AI tools

Application Version

Connected Papers 2023-09 - 2024-04

Consensus 2023-09 - 2024-04

OpenAI ChatGPT GPT-4o

MOT Sanakirjat 2024-01 - 2025-05

Google Translate 2024-01 - 2025-05

Writefull 2025-01 - 2025-05

As most of the used applications will not display the version, the timeline of the

approximate use is included in the table.

Purpose of the use of AI

Now that AI-based tools and different language models have become significantly more

widespread in a short period of time, it is interesting to examine whether their use

facilitates the execution of large-scale research or not. Also in this thesis as well, different

tools have been used to ease the research process. These tools have mainly been used

to assist with sourcing and translations.

In this study, the tools Connected Papers and Consensus have been utilized for source

retrieval. Of these, Connected Papers generates a graph of other similar scientific papers

related to the queried article. This tool allows the user to explore a specific topic area

and discover new, better, or more diverse source materials. It is especially useful when

there are only a few scientific publications available on the subject, as the tool attempts

to find similarities in other scientific articles that address the same topic. Another tool

used in this work for source retrieval is Consensus. It assists in the creation of research

questions and in finding related sources. A preliminary research question or topic can



iv

be entered into the tool and it generates related questions for which it searches answers

from research papers.

Assistance with translations and spelling has also been sought from tools based on

language models. One such tool used is OpenAI’s ChatGPT, which was utilized as a

proofreader and to support translation tasks. Kielikone Oy’s Sanakirja service and Google

Translate were also used for translation. For spelling and grammar checks, the Writefull

feature in OverLeaf was used, which employs an AI model to detect grammatical errors

in the text.

Parts of this work, where AI was used

As the Writefull add-on in OverLeaf is constantly running in the background, it has been

used in the whole document. The add-on will try to detect grammatical errors on-the-

fly, and these errors will be highlighted in the text. Some of the found errors were fixed

manually during the writing process. Translation support was mainly used for Abstract,

Conclusion and Preface sections, where these were first written partly or in whole in

Finnish and then translated to English with the help of ChatGPT, MOT Sanakirjat and

Google Translate to translate complex phrases or words. In addition, ChatGPT has been

used to perform grammatical checks on individual sentences or paragraphs.

Acknowledgement of risks

I hereby acknowledge that, as the author of this work, I am fully responsible for the

contents presented in this thesis. This includes the parts that were generated by an AI,

in part or in their entirety. I therefore also acknowledge my responsibility in the case,

where use of AI has resulted in ethical guidelines being breached.
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vi

CONTENTS

1. Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

2. Research questions and objectives. . . . . . . . . . . . . . . . . . . 3

2.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.2 Available camera solutions. . . . . . . . . . . . . . . . . . . . 4

2.3 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . 5

3. Technical background in automotive camera systems . . . . . . . . . . . 7

3.1 Image sensors . . . . . . . . . . . . . . . . . . . . . . . . . 7

3.1.1 Sensor types . . . . . . . . . . . . . . . . . . . . . . 8

3.1.2 Capturing an image . . . . . . . . . . . . . . . . . . . 9

3.1.3 Media bus types . . . . . . . . . . . . . . . . . . . . . 10

3.2 SerDes . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

3.2.1 Available camera SerDes solutions . . . . . . . . . . . . . 13

3.3 Camera Command Interfaces. . . . . . . . . . . . . . . . . . . 14

3.3.1 I2C . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.3.2 MIPI I3C . . . . . . . . . . . . . . . . . . . . . . . . 18

3.3.3 SCCB . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.3.4 MIPI Camera Command Set . . . . . . . . . . . . . . . . 19

3.4 Single Board Computer . . . . . . . . . . . . . . . . . . . . . 21

4. Embedded Linux systems . . . . . . . . . . . . . . . . . . . . . . 22

4.1 Linux kernel . . . . . . . . . . . . . . . . . . . . . . . . . 22

4.1.1 Configuring the kernel . . . . . . . . . . . . . . . . . . 24

4.2 Devicetree . . . . . . . . . . . . . . . . . . . . . . . . . . 25

4.3 Device driver . . . . . . . . . . . . . . . . . . . . . . . . . 26

4.3.1 Media drivers in Linux . . . . . . . . . . . . . . . . . . 27

4.4 Building a embedded Linux system . . . . . . . . . . . . . . . . 29

4.4.1 Build systems . . . . . . . . . . . . . . . . . . . . . . 31

5. Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . 33

5.1 Used hardware . . . . . . . . . . . . . . . . . . . . . . . . 33

5.1.1 Computer . . . . . . . . . . . . . . . . . . . . . . . 34

5.1.2 Camera sensor . . . . . . . . . . . . . . . . . . . . . 34

5.1.3 SerDes. . . . . . . . . . . . . . . . . . . . . . . . . 35

5.2 Software . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

5.2.1 Microcontroller development . . . . . . . . . . . . . . . . 38

5.2.2 Embedded Linux development . . . . . . . . . . . . . . . 39



vii

5.2.3 Troubleshooting . . . . . . . . . . . . . . . . . . . . . 41

6. Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45



viii

LIST OF SYMBOLS AND ABBREVIATIONS

ACK Acknowledge

ADC Analog-To-Digital Converter

ADDW Advanced Driver Distraction Warning

API Application Programming Interface

ASA Automotive SerDes Alliance

ASA-ML ASA MotionLink

BSP Board Support Package

CCD Charge-Coupled Device

CCI Camera Control Interface

CCS Camera Command Set

CFA Color Filter Array

CLI Command-Line Interface

CML Current Mode Logic

CMOS Complementary Metal-Oxide Semiconductor

CMS Camera Monitoring System

COM Computer-On-Module

CPI Camera Parallel Interface

CPU Central Processing Unit

CSI Camera Serial Interface

DL Download Link

DP DisplayPort

DSI Display Serial Interface

DTB Devicetree Blob

DTC Devicetree Compiler

DTS Devicetree Source

DTSpec Devicetree Specification

ECU Electronic Control Unit



ix

FDA Floating Diffusion Amplifier

FDD Frequency Division Duplexing

FHS Filesystem Hierarchy Standard

FPD-Link Flat Panel Display Link

FPGA Field-Programmable Gate Array

FPS Frames Per Second

GMSL Gigabit Multimedia Serial Link

GPIO General Purpose Input/Output

HAL Hardware Abstraction Layer

HDMI High-Definition Multimedia Interface

HDR High Dynamic Range

HREF Horizontal Reference

I2C Inter-Integrated Circuit Interface

I/O Input/Output

initramfs Initial RAM Filesystem

IR Infrared

JFET Junction Field Effect Transistor

LVDS Low Voltage Differential Signaling

MIPI Mobile Industry Processor Interface

MOS Metal-Oxide Semiconductor

MOSFET Metal-Oxide Semiconductor Field-Effect Transistor

MSR Manufacturer-Specific Register

NACK Not Acknowledge

OS Operating System

OSD Open Source Development

OSS Open Source Software

PCLK Pixel Clock

PD Photodiode

PDAF Phase Difference Auto Focus

PISO Parallel In Serial Out

PLL Phase-Locked Loop

QE Quantum Efficiency



x

RAM Random-Access Memory

ROM Read-Only Memory

RTOS Real-Time Operating System

SBC Single Board Computer

SCCB Serial Camera Control Bus

SCL Serial Clock Line

SDA Serial Data Line

SerDes Serializer-Deserializer

SIPO Serial In Parallel Out

SNR Signal To Noise Ratio

SoC System On a Chip

SPD Shielded Differential Pair

SPI Serial Peripheral Interface

TDD Time Division Duplex

TPL Tertiary Program Loader

UART Universal Asynchronous Receiver-Transmitter

UL Upload Link

USA United States of America

USB Universal Serial Bus

USB-CDC USB Communications Device Class

V4L2 Video For Linux 2

VDD Digital Supply Voltage

VFS Virtual File System

VSYNC Vertical Sync



1

1. INTRODUCTION

A distracted driver has caused 13 percent of all police-reported crashes or eight percent

of fatal crashes in the United States of America (USA) in 2021 [1]. Similarly, drowsy

driving has been the main cause for crashes in 2.4 percent of all fatal crashes between

2011 and 2015 in the USA [2]. As it is hard to quantify the amount of accidents that

are caused by fatigue driver because it is not easily measured like alcohol content in

the body with blood tests or breath analyzers. European Union has published several

reports over the last year that investigated several studies and statistics around driver

distraction [3][4]. These reports estimates that 8-29% of injury crashes was caused by

distracted driver. Major causes for distraction while driving is drowsiness, mobile phone

use or using other media devices in the vehicle.

Technology and safety in cars has been developed considerably in the past decades which

has lowered the casualty rate and serious accidents in road traffic. However, in the past

few years, the number of fatalities has stayed the same. The improved technology of

cars will protect the driver and passengers well, but other road users like pedestrians and

cyclists are still in defenceless position. To overcome this issue, European Union has

made a regulation [5]. The main purpose of the regulation is to enhance the road safety

with the help of various technical assistive instruments. One key item in the regulation is

the Advanced Driver Distraction Warning (ADDW) system which will warn the driver if

the driver looks away from the road for a long enough period. The given warning could

be either warning sound, visual signal or both. This system has been further defined in

another regulation by EU [6].

Driver gaze direction is monitored in the ADDW system with technical instruments. The

regulation describes the zones in the car where the gaze is not allowed to be [6]. Each

zone has its own time limit and when gaze duration exceeds the limit, the system will

trigger a warning. The purpose of the warning is to get the gaze of the distracted driver

back to the road and its surroundings. One possible solution to monitor driver gaze is

camera based system. In this kind of system, a machine learning algorithms will recognize

the drivers face and eyes from a picture taken with in-cabin camera. These algorithms

will further identify key reference points from the face and eyes and those points will be

used to calculate directional vectors for both eyes and face. These directional vectors

will then help the system to determine the direction of gaze.
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The main focus in this thesis work is in the development of required camera driver for

Linux-systems. The development of such camera driver requires a deep knowledge from

various subareas. The complexity of the system is prone to an errors, so every major

component working principle is required to know as a developer. In the chapter 2 we will

go through research questions and objectives for this work. Then we will introduce the

technical background of the required hardware sub-components in chapter 3. In chapter

4 we will go through the software components which are mostly related to Linux. The

actual implementation is described in chapter 5 and finally conclusion in chapter 6.
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2. RESEARCH QUESTIONS AND OBJECTIVES

This thesis follows the constructive research model, where a solution to an identified

problem is sought through design, implementation and testing. In this chapter, we will

introduce the background of the identified problem, objectives and the research questions

to the reader. The constructive research model was chosen simply because it follows

typical design patterns found also in research and development processes.

2.1 Background

The increasing need for interior cameras to monitor vehicle driver’s gaze means that the

cameras will be also integrated to various display solutions. To integrate such cameras

to the display products require additional steps from the display manufacturer. These

steps include, but doesn’t limit to testing the camera module during development and

production phase. A development of a camera driver is required to control and test the

camera module. A display manufacturer can also provide the camera as package, where

the camera driver is developed and delivered to the customer beside the product.

As a display manufacturer, we want to develop our competence and capabilities in this

field. Demonstrator devices are typically used in technology events to show up the

capabilities of a certain technology and the possible use cases for it to the possible

customers. To show the capability to productize the demo devices into sellable product

requires that the used hardware follows adopted practices of the automotive field. An

automotive camera monitoring system (CMS) can be divided into two components: the

sensor part and the processing part, the latter also known as the Electronic Control Unit

(ECU) [7]. In certain CMSs, for example, when side mirrors are replaced with cameras, it

might require third part where the processed image can be displayed on another display

[8]. The sensor and the ECU can be located in a completely different locations inside

the car and to connect these components to each other, a high speed communication

link is required [7].

When designing and developing a demonstrator device that follows a typical CMS

structure, the easiest and fastest method is to buy a ready made solution based on

our requirements. The CMS needs to work in any lightning conditions and that is why

we have chosen an monochrome infrared (IR) image sensor. The IR-sensor allows us
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to use an invisible light for human eye to capture the image from the drivers face in

any lightning conditions. The sun produces most of the IR radiation in the environment

and therefore the radiation received by the sensor depends on the time of day and other

environmental factors. An external IR light source is needed to provide light at times

when solar radiation is insufficient to illuminate the image. To minimize the power

requirement for external light, a global-shutter image sensor is needed. This allows

exposing all of the pixels at the same time thus reducing the energy needed for the light.

Another way to minimize the power requirement is to use sensors with high quantum

efficiency (QE) value. The QE value describes the sensors ability to convert the incoming

photon flux to electric charges [8]. Among these requirements the sensor also needs to

be automotive qualified. With these requirements the available reference hardware is

very limited.

2.2 Available camera solutions

Up to the current day, we have been using existing camera development kits from

different sensor manufacturers or specialized camera module providers. One of the used

development kits is onsemi’s Demo 3 evaluation board with an additional evaluation

board to enable the use of the high-speed communication link. That evaluation board has

an field-programmable gate array (FPGA) that communicates with the connected sensor

and uses an Universal Serial Bus (USB) to communicate with the target platform [9].

This kit requires an proprietary software to communicate with the sensor. The software

also has limited support for Linux operating systems (OS). In addition to the limited

software support, the kit is also rather bulky in size that it is not easy to integrate into

compact demonstrator devices. Using that hardware, we have been successfully utilized

our own camera hardware that uses the provided kit only to serve as the connection to

the computer. The limitations of the vendor-specific software and hardware solutions

are prompting us to explore alternative options for the CMS.

Another possible solution could be the camera modules provided by the specialised

vendors like Framos, Leopard Imaging or e-con Systems. These modules are typically

platform dependent because they are designed for a specific single-board computer (SBC)

using its camera connector. Currently there are no standards for SBC camera connectors

which means that these modules are not likely to be compatible with other SBCs on the

market. Compared to the sensor manufacturer kits like the Demo 3, these modules

are much smaller in size and the sensors used are not limited to the certain camera

manufacturer. These module manufacturers offers also a custom board design services

which would also include the camera driver development. However, when requesting a

quote for such custom design, the minimum order quantities were typically in hundreds

or thousands. This would limit us to use the ready made modules that they offer when
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developing a demonstrator device since typically the need is moderately low. These

offerings are suitable for demonstrator devices when they have the exact camera module

needed as a ready made module. They can be considered as a possible custom module

provider if the camera is needed as a part of a sellable product and the quantities are

higher.

The third option is to develop the required hardware and and drivers in-house, which

will be the main focus in this work. The benefits of in-house development is reaction

speed for possible changes, no any detailed contract or statement of work needed with

supplier before project can start, additional modifications are easier to implement when

the source code is available and well known and lastly we gain the wanted competence.

From the three provided solutions, the first solution is a good way to get first glance

of new sensors but it doesn’t suit well for demonstrator devices. It can however serve

as a reference design for both hardware and software as appropriate. The latter two

represents the most suitable solutions as in terms of production-readiness and sensor

support. When requiring a custom design for a low quantities, the in-house made could

be the better solution as it provides a more flexible and faster development process. The

outsourced custom module can be however suitable for production where the schedule is

not so tight and the changes are not as frequent. In both cases, a good understanding

of the structure of the software and hardware is needed.

2.3 Objectives

One of the identified problem behind this thesis work is lack of knowledge about

the technical requirements when developing a CMS. Another problem is the currently

available camera solutions which doesn’t suit well for low quantity but high quality

demonstrator devices. Those solutions had either restricted support for Linux

environment or required an custom proprietary software that had an underlying software

bugs.

Using the background information we are able to gather the main objectives of this thesis

which are:

• to fully understand hardware components and interfaces used in automotive camera

monitoring systems

• to develop a working camera driver for embedded Linux computer utilizing existing

reference sensor

• to estimate the workload to develop a new driver for another sensor

Using those objectives, we can form a research questions which will form a backbone for

the thesis. The research questions are:
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• What components are required in automotive camera monitoring system?

• What benefits does a custom camera system provide compared to outsourced one?

As this work will be mainly focused on the camera driver itself, the required custom

hardware’s that this work will use as a development platform will be developed by another

hardware engineer in the company. As that platform is developed alongside this driver,

there might be some references to that development process as well. An image sensor

is always equipped with an optical lens. Designing and selecting such lenses requires

knowledge on the specialized area that is out of the scope of this work. Tasks or

decisions related to optics will not be discussed in this thesis work as that would widen

the scope too much and drive the focus out of the main target of this thesis.
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3. TECHNICAL BACKGROUND IN AUTOMOTIVE

CAMERA SYSTEMS

Building a working imaging system requires knowledge about different technologies from

a wide area. High speed signals combined with harsh environments present in automotive

predisposes the system for various hardware issues. Hardware issues and errors are

common and present in most hardware design processes. To trace and fix such errors,

a good knowledge about the system components is mandatory. Also in this project,

preparation is the key to prevent time consuming debugging sessions and common errors

in design and implementation phase. To gain the required knowledge, we will go through

the most important components and interfaces present in automotive camera system

in this chapter. The main topics that were chosen to focus on were image sensors,

Serializer-Deserializer (SerDes), communication protocols, and SBCs. These topics were

selected based on the initial pre-information gained from the previously used CMS in

commercial products and development kits available from various manufacturers.

3.1 Image sensors

The main purpose of image sensor is to measure and convert electromagnetic radiation

which is also known as a light. Typically these image sensors are used to convert a

visible light spectrum but other types of radiation are also captured on special sensors.

These radiations include IR, X-ray, or ultra violet radiation. Regardless of the type of

measured spectrum, the structure and working principle of the different image sensors

are similar. The measurable parameters of light are intensity, frequency, polarization and

direction of propagation. The propagation direction and polarization are typically not

measured in these sensors unless there is a special need for them. If we imagine the

surface of the image sensor as a reference plane for the light wave, we can also measure

2D position information. All these parameters combined with time constructs a so-called

image information, which is used to construct a digital equivalent of the target view.

[10]

Image information thus consists of intensity of light, space, wavelength and time. In a

sensors that capture only a single type of radiation, the wavelength information can be

left out but in color sensors the wavelength is typically approximated to 3 main colors,
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red, green and blue. The desired wavelength or wavelengths are captured using optical

filters on top of the pixels that only pass a certain wavelength through. This matrix

of optical filters is also called by a color filter array (CFA). The time and intensity are

1-dimensional thus the image information contains either 4 or 7 dimensions. [10]

Image sensors consist of several sensors that measures and counts the incoming photons

from a light. Counting a each individual photon is a complex task with the current

available technology. Instead, light-sensitive sensors are used. Those sensors absorbs

the radiation energy and transfers it to electrical charges. This phenomenon is called

photoelectric conversion and it is also used in solar panels. After the measuring phase, the

electrical charge is measured and converted to electrical signals using analog-to-digital

converters (ADC). [10][8]

Those sensors, pixels, forms together a matrix which consist of several rows and columns.

The size of pixel matrix defines the resolution of image sensor. Resolution describes the

accuracy of how detailed pictures can be taken with the sensor. This pixel matrix is

also referred as the active area of the sensor. The active area is typically extended with

the vertical and horizontal blanking areas. Those blanking areas are used by the image

sensor to apply the digitization and resetting each sensor to be ready for the next capture.

The sensors sampling rate, typically referred as frames per second (FPS) is commonly

controlled by adjusting the size of the vertical and horizontal blanking. [10]

3.1.1 Sensor types

Typical structure of image image sensors contains three major parts that are sensor part,

scanning part and measuring part. The first part, sensor part, captures the incoming

photons and stores the charges. In the scanning part, the sensor position is addressed

for further use. In measuring part, the charges are converted to digital signals. The

position of second and third part can be swapped in the procedure order. For all most

commonly used sensor types, the sensor part structure is the same for all of them which

is a pn-junction photodiode (PD). They are easy to produce and they tend to perform

well for its purpose. A photogate is an alternative solution, but it is only used in special

cases. [10][8]

The construction of the scanning and measuring part depends of the technology

used. The most adopted technologies were charge-coupled device (CCD), metal-oxide

semiconductor (MOS) and complementary metal-oxide semiconductor (CMOS). The

scanning part of the CMOS and MOS sensors is made with shift registers and metal-oxide

semiconductor field-effect transistor (MOSFET) switches whilst the CCD sensor simply

uses CCD to implement the X-Y addressing of pixels. The measuring part is typically

constructed with a floating diffusion amplifier (FDA) or a junction field effect transistor

(JFET) amplifier. In the CCD sensor, a common FDA is handling the signal charge to
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voltage conversion after the scanning part has addressed the correct pixel. A FDA is

also used in the CMOS sensors but instead of having a common amplifier after scanning

part, every individual pixel has one and thus the measuring happens before scanning.

In the MOS sensor, an off-chip JFET amplifier is used to convert the charges after the

scanning. [10][8]

The CCD sensors began to gain popularity in mid 1980s and played the major role in

image sensors until late 1990s. MOS sensors tried to compete against CCD sensors but

eventually failed and vanished from the market in early 1990 due to significantly higher

signal to noise ratio (SNR) present in image data. The MOS sensors came back to

the market in late 1990s as a enhanced version, CMOS sensor. In the CMOS sensor,

previously mentioned noise issues were solved with different kind of design and it started

to gain popularity since it was easily producible with a single process. [10]

The major benefit on CMOS image sensor over the CCD is the speed and power

consumption. The CCD has the significantly higher SNR due to no noise produced

during signal transfer operation. The CCD sensor gave way to CMOS sensors in the

early 2000s when several sensor manufacturers started to develop sensors based on CMOS

technology. Today, almost all available sensors are based on CMOS technology, and CCD

sensors are only used in special applications, such as astronomy. [10][8]

3.1.2 Capturing an image

The image capture process begins with the discharging of the sensors. After that, the

sensors are exposed to the incoming light for defined period of time called integration

period or exposure time. The duration of the exposure is controlled with a mechanical

or electronic shutter. After the exposure period, the individual pixels are scanned,

and the converted results are directed to the sensor digital interface. The scanning

mode used determines the row order when reading and outputting the data. The most

straightforward scanning mode is the progressive mode where the scanning starts from

top left pixel and ends in the bottom right corner of the matrix. Another mode is the

interlaced mode, where the image data is divided into chunks. Typical way to do the

splitting is to use even-odd rows in such a way that the first frame consists of the even

rows and then after that the odd rows are processed. [10]

The shutter in modern CMOS image sensors is almost always electronic, as it does not

require any external hardware and can be manufactured within the same process as the

sensor itself. The mechanical shutter is, however, still used in some Digital single-lens

reflex (DSLR) cameras. The disadvantages in mechanical shutter over electronic one is

noise, shutter speed, shutter vibration and being prone to sunstar flare effect where bright

objects might produce star-like effect to the resulting image in fast shutter speeds. In

these modern image sensors that utilize the electronic shutter, the shutter type is either
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global or rolling shutter, of which the latter is most common type in mechanical shutters.

In case of global shutter, the exposure period is the same for all pixels and it happens

simultaneously. In the case of rolling shutter, the pixels are exposed one line at the time

as the shutter can be imagined as a window shade which descends over the window line

by line. [10]

The global shutter and the rolling shutter both have their own benefits. The global

shutter design requires more components on the die to synchronize the capture and

store the produced image data compared to the rolling shutter design. The increased

amount of components and frame buffer needed leads to increased image sensor price.

This is definitely one major decision point when designing imaging system. Typically

global shutter is chosen if the imaging system needs to capture fast moving objects or

to use an external light source combined with restricted thermal control. As the total

exposure time is much shorter for global shutter sensors than rolling shutter sensors, the

required external light and thus the required power is also much smaller.

3.1.3 Media bus types

After the frame has been captured with the image sensor, it needs to be transferred

to the processor where the post-processing happens. Modern image sensors are most

commonly using either Camera Parallel Interface (CPI) or Camera Serial Interface (CSI)

communication protocols to transfer image data. These data transfer protocols have

been developed by the MIPI Alliance in collaboration with several sensor manufacturers.

[11]

MIPI organisation was founded in 2003 by four major companies in image sensor business.

The target was to solve the compatibility issue when every sensor manufacturer had

its own proprietary image transfer protocol. The four founders were ARM, Nokia,

ST and Texas Instruments. Intel, Motorola, Samsung and Philips joined after a one

year. Workgroups were established within the organization to seek a solution to the

compatibility issue by developing and standardizing a common data transfer bus for

transmitting image data. The organization was initially established to standardize the

camera interfaces used in mobile phones, but the standardized bus structures have

become established in image sensor communication in such a way that they are now

used in other applications as well. The organization has also developed several other

standards, which will be discussed in more detail in later chapters. [7]

Of the commonly used buses, CPI is structurally simpler and technologically older. In

CPI, the image signal is transmitted along an 8-bit parallel bus utilizing the image sensor’s

pixel clock (PCLK). The parallel bus also includes, in addition to the data bus and PCLK

signal, vertical sync (VSYNC) and horizontal reference (HREF) signals. The sensor sends

the image data on the rising edge of the pixel clock. When the image sensor transmits
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pixels in the active area, the HREF signal is high. The VSYNC signal indicates the start

of each frame. A weakness of the CPI bus is its susceptibility to interference and the

need for multiple input/output (I/O) pins. Routing of high-frequency multi-bus image

signal is critical to prevent crosstalk, reflections, and clock skew. [11]

The MIPI organization has developed three serial data transfer protocol standards, CSI-1,

CSI-2, and CSI-3. The numbering of the standards reflects their order of release. CSI-1

was developed shortly after the organization was established. CSI-1 is the oldest of the

protocols and offered only a single data lane pair with a data transfer rate limited to 1

Gbps. Two years later, MIPI released a successor to the CSI-1 standard, the MIPI CSI-2

protocol. CSI-2 was an improved version of its predecessor and offered additional data

lanes and other features. In addition, MIPI has also developed the CSI-3 standard, which

is mainly used in digital cameras and mobile devices.[7]

In automotive perspective, the most interesting standard currently is CSI-2. The latest

major release, v4.0 was published in late 2021 so it is still in active development. The

CSI-2 standard defines only the protocol layer, which specifies the control interfaces

and how the packets are handled in the transmitter and the receiver. Used physical

transmission layer is defined in either MIPI D-PHY or MIPI C-PHY specification. [7]

MIPI D-PHY is the older one of those 2 specifications and its first version was published

in 2009 while the MIPI C-PHY released 5 years later in 2014. Both of those share a

several similarities since C-PHY was designed to use the same pins as D-PHYs for data

transfer. This would allow so called dual-use devices to be created. The basic structure

of D-PHY consist one clock and number of data lanes. Each data lane and clock lane

uses a differential pair of wires to transfer the data. The maximum number of data lanes

is not limited by the specification, but typical solutions use 1-4 lanes. The maximum

speed per lane in D-PHY is limited in current automotive SerDes solutions to 2.5 Gbps.

This allows manufacturers to use simpler bus structures and using 4 lanes gives a total

throughput of 10Gbps. [7]

3.2 SerDes

The image sensors on the vehicles are typically not located close to the processing units or

ECUs. The long distances in the car are not suitable for multi-lane and high-speed camera

signals. To allow sending the camera data over longer distances, different proprietary

SerDes technologies were developed in the 1990s [7]. Now that the number of cameras

and displays in vehicles is increasing, there is an effort placed to standardize SerDes.

Using SerDes allows for transmitting high-speed signals, for example in coax cables

which can run longer distances. This is extremely useful in applications like various

camera systems in a vehicle where cameras can be distributed all over the vehicle and
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the processing can be centralized in one place. Typical vehicle applications are reverse

cameras, mirror cameras, and driver-monitoring cameras [7][8].

As the name suggests, SerDes basically consists of two functional blocks that either

serialize or deserialize a data stream. One of the blocks is Parallel In Serial Out (PISO)

and its called serializer. Another one is Serial In Parallel Out (SIPO) and it is called

deserializer. Inside of serializer block, parallel data stream is fed in and the block will

convert it into a high-speed serial data stream, which will use one lane or differential pair

to transmit the data to the deserializer. In the deserializer part, an inverse translation is

performed, and the original signals can be retrieved from there. [7]

Many different manufacturers provide their own proprietary implementation of the SerDes

system for various different communication buses, including the widely used MIPI CSI-2

in the image sensors. The different SerDes implementations are very similar to each

other. Most of the implementations are using Low Voltage Differential Signaling (LVDS)

or Current Mode Logic (CML) technology in the transmit channel. In addition to the

image data, all technologies also support other communication protocols that can be

transmitted at the same time in the channel using Frequency Division Duplexing (FDD)

or Time Division Duplexing (TDD). In FDD, the image data is sent using a higher

frequency band, which is also called a download link (DL). Communication protocols,

which only require lower data rates, use the lower frequency band called a upload link

(UL). The same technology also allows one to send DC power over the same cable,

which helps minimize the amount of wiring required in the car. The frequency bands are

illustrated in the image 3.1 [7][8].

Figure 3.1. Frequency bands in GMSL Systems. Modified from [12]



13

3.2.1 Available camera SerDes solutions

As there are multiple solutions for automotive SerDes, we chose the most well-known

ones and are going to list their key features. Most proprietary solutions require an NDA

to obtain the detailed specifications, so we rely on publicly available documents and

information. Many solutions have developed over time, and multiple versions have been

released. We will examine only the latest versions and their key aspects.

Gigabit Multimedia Serial Link (GMSL) was developed by Maxim Integrated (now Analog

Devices) in the late 1990s. It is one of the first proprietary SerDes technologies developed

and provides three versions: GMSL1, GMSL2, and GMSL3. GMSL2 is the current

recommendation to be used as SerDes as there are no public datasheets or product

guides for any GMSL3 IC’s on Analog website. The link speeds in GMSL2 devices are

3 Gbps or 6 Gbps for DL and 187.5 Mbps for UL. The SerDes IC’s provide a support

for many communication protocols including I2C, SPI, UART, and GPIOs. GMSL3 will

increase the links speeds to 6 Gbps and 12 Gbps for UL and the same DL speed as the

previous GMSL2.[7][13]

Another solution was developed by National Semiconductor (now Texas Instruments) at

the same time as the GMSL. Their SerDes is called Flat Panel Display Link (FPD-Link)

and it also has several versions, the latest being version 4. FPD-Link 3 supports GPIOs,

I2S audio and I2C in addition to video data. FPD-Link uses FDD to split the video data

from the control data and the power. The control occupies the frequency band from

1 MHz to 5 MHz while the video data uses band between 70 MHz and 700 Mhz in

FPD-Link 3.[14] The speeds in FPD-Link 3 are 4.16 Gbps for DL and 50 Mbps for the

UL [15]. The newer protocol FPD-Link 4 offers 7.55 Gbps DL speed and a similar speed

in UL as FPD-Link 3 [16].

The MIPI A-PHY v1.0 specification was introduced in 2020 by the MIPI Alliance to

complement the needs of the automotive sector. The A-PHY is designed to be used

with other MIPI protocols, such as CSI-2 for cameras, DSI and DSI-2 for displays and

I3C, but other protocols are also supported through generic Data Link Layer Interface.

The specification defines data speeds up to 16 Gbps in downlink and 100 Mbps in uplink.

It also supports the most used connectors d supports. The maximum supported cable

lengths are 15 m when using coaxial cables and 10 m when using Shielded Differential

Pair (SDP) cables. Both types of cable can be split into five segments using four inline

connectors.[17]

After the initial releases, there have been two additional releases, versions 1.1 and 2.0.

In version 1.1 the maximum uplink speed increased to 200 Mbps. Version 2.0 released

in July 2024 improves the maximum uplink speed up to 32 Gbps and uplink speed up to

1.6 Gbps. The increased uplink speed will allow 1 Gbps Ethernet to be provided along
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with the image data. The release 2.0 is backward compatible with the older releases,

and it will also be compatible with future releases. [18]

The Automotive SerDes Alliance (ASA) was founded in 2019. ASA is a non-profit

industry alliance that contains members from a wide area of technologies that are working

with the SerDes. The members include car manufacturers, semiconductor suppliers,

cable manufacturers, test houses, etc. The target is to develop a specification that

standardizes asymmetric SerDes technology. ASA released the first version of ASA

MotionLink (ASA-ML) v1.01 in 2020. It features DL speeds of 16 Gbps and UL speeds

of 100 Mbps and supports protocol for transmitting video, I2C, and Ethernet packets.

Version 1.1 increases the DL rates up to 64 Gbps and allows transmitting more protocols,

such as I2S, eDP and GPIO over the link. The latest version of 2.0 was released in 2024

and it added enhancements to the earlier versions and added support for asymmetrical

Ethernet. ASA-ML uses TDD to separate UL and DL traffic instead of traditional FDD.

ASA-ML supports the same cable lengths as A-PHY. [7]

Table 3.1. SerDes solutions [7][13][14][15][16][18]

Solution Developer DL rate [Gbps] UL rate [Mbps]

GMSL2 Analog Devices 3 or 6 187.5

GMSL3 Analog Devices 6 or 12 187.5

FPD-Link III Texas Instruments 4.16 50

FPD-Link IV Texas Instruments 7.55 50

MIPI A-PHY v1.0 MIPI Alliance 16 100

MIPI A-PHY v1.1 MIPI Alliance 16 200

MIPI A-PHY v2.0 MIPI Alliance 32 1600

ASA-M v1.01 ASA 16 100

ASA-M v1.1 ASA 64 200

ASA-M v2.0 ASA - -

The overview of the available solutions for SerDes in the automotive sector can be found

in table 3.1. The table contains only the latest solutions and their UL and DL speeds.

It can be seen that from the proprietary link technologies, Analog Devices GMSL links

provide the better speeds for both DL and UL compared to the FPD-Link technologies.

The new SerDes specifications from both ASA and MIPI aim to achieve much higher

transmission rates.

3.3 Camera Command Interfaces

To configure and control the image sensor, some communication method needs to be

used. Communication typically consists of the hardware part and the software part.

The oldest and most commonly used method to configure and control the sensor is
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a synchronous serial communication bus called Inter-Integrated Circuit (I2C)[7]. MIPI

organization has developed an alternative bus specification for controlling image sensors

and other devices, which is MIPI I3C [19]. OmniVision Technologies has developed its

own interface, called the Serial Camera Control Bus (SCCB) [20]. This bus is used

mainly by OmniVision sensors and ISPs.

As there are many sensors on the market with different target applications, the

configurable parameters vary between sensors. Some parameters can be expected to

be configurable in every sensor. The typical parameters that are controlled include

exposure, frame rate, pixel format, gain, white balance or black level correction, focus,

and resolution. The image sensors typically expose the controllable variables as register

listings, and those registers are manufacturer-specific or even sensor-specific. As there

is no guarantee that the register listings are the same between different image sensors,

controlling a different set of sensors requires a dedicated driver for each. This creates

unnecessary repetitive tasks for the driver developer. To overcome this issue, the MIPI

organization has developed an MIPI Camera Command Set (CCS) [21].

In addition to the imaging block in the sensor, other key blocks are also needed. One of

the core blocks of the image sensor is the clock generation block called a phase-locked

loop (PLL). In this block, the input clock that is fed into the sensor is configured and

adjusted for the different units of the sensor. The other key block is the data bus for

the produced image data. In this block, the image data is sent using the chosen media

bus type. As the bus type can differ, the exposed controls also vary a lot. As these

three blocks are very tightly bind together, controlling one parameter might affect to all

three blocks. For example, adjusting the pixel format or changing the frame rate might

require changes in all three blocks. When developing the driver for the image sensor,

these constraints need to be taken care of.

3.3.1 I2C

I2C is the most common bus for controlling image sensors on the market. The bus

was developed by Philips Semiconductors (now NXP Semiconductors) in 1982 and it

is widely used in various sensor and actuator devices due to simple structure and low

external components required for the bus. The bus consists of one controller and one

target device, but it is possible to connect multiple controllers or targets to the same bus.

The controller is responsible to organize the communication and the target is responsible

to respond to the read or write commands when needed. [22]

The I2C bus requires only two open-drain signals: serial data line (SDA) and serial clock

line (SCL). These signals are pulled up to the device positive digital supply voltage

(VDD) using pull-up resistors. The nominal voltage level of the VDD depends on the

chip technology used, which is commonly CMOS or NMOS but can also be bipolar [22].
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Most typical supply voltages for the sensors are 1.8 VDC, 3.3 VDC or 5 VDC. Due to

the nature of the bus, the devices must be connected to the bus using open-drain or

open-collector. In this way, the devices can perform a wired-AND control over the signal

lines. To control the bus, the device will only drive the signal to ground when logic 0

is present, and in case of logic 1 the signal is left floating to the VDD via the pull-up

resistors. The controller that drives the communication creates a clock signal to the

bus which is used to capture the incoming or outgoing data to the target devices shift

register. The specification defines that the SDA must be stable during high periods

of the SCL and any change to the SDA must occur during low level of the SCL. The

specification also defines the possible bus speeds that are defined in table 3.2.

Table 3.2. I2C bus speeds and capacitance’s [22]

Mode Bus speed Bus capacitance (pF)

Standard-mode 100 kbit/s 400

Fast-mode 400 kbit/s 400

Fast-mode Plus 1 Mbit/s 550

High-speed mode 3.4 Mbit/s 100

Ultra Fast-mode 5 Mbit/s -

The highest possible clock-rate is determined by the slowest device on the bus and other

physical characteristics of the bus, such as size of the pull-up resistors, trace lengths

and capacitance. The speeds present in the table 3.2 are the maximum speeds that the

device must support in the specified mode. The bus capacitance’s are also the maximum

allowed values. The bus capacitance value for the Ultra Fast-mode was not specified in

the specification but could be estimated by calculating it using the required rise and fall

times. The Ultra Fast-mode does not comply fully with the specification as it is only for

unidirectional communication and does not use the acknowledge signalling. This mode

is not however that popular amongst I2C devices and one reason might be that it is not

compatible with bidirectional I2C devices. [22]

The bus can be either in an idle or busy state. In the idle state, both lines are pulled

high to the VDD. In the busy state, one controller drives the bus and communicates

with other devices. Transition from idle to busy state happens when controller creates a

START-condition where SDA is pulled down when SCL is in VDD. The communication

is ended by creating a STOP-condition where SDA is released to the VDD when SCL

is high. After this condition, the bus transfers back to the idle state and it is then

accessible by other controllers. The START and STOP conditions are shown in the

picture 3.2. In addition to these two conditions, the controller can send during the same

transmission cycle a multiple messages to the same or different devices utilising repeated

START condition. By creating this repeated START condition, the controller holds the
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bus reserved for itself and it happens when the controller send a new START condition

in the place of STOP condition. [22]

Figure 3.2. I2C START and STOP conditions [22].

In case of multi-controller situation there needs to be synchronization for the clock

and arbitration. The clock synchronization is generated with the help of wired-AND

connection. In this synchronization, the low period of the SCL is defined by the slowest

controller on the bus whereas the high period is defined by the fastest controller. During

the arbitration the controllers are examining the SDA line during every bit that they

send. If there is a mismatch in the sent bit and actual bit, the controller loses the

bus to another controller. The controllers that has lost the arbitration can try again

transmitting after the current controller ends the transmission and the bus goes to the

idle state again.

The actual communication consists of one or multiple 8-bit octets and there is an

Acknowledge (ACK) bit after every octet. During ACK bit, the SDA is driven by the

receiver of the data. Holding the SDA low during ACK bit means that the data is

successfully received and transmission shall continue. In case of write operation, the

receiver of the data is the target device and in the read operation the receiver is the

controller. Situation where SDA remains high during ACK bit is called Not Acknowledge

(NACK). This can happen if one of the following conditions is met:

1. There is no target device for given address.

2. The target has some other task which is blocking the communication.

3. The target does not understand the command or data it has received.

4. The target is not able to receive any more data.

5. Controller-receiver signals the termination of transmission to the target device

during read operation.

Every device on the bus has either 7-bit or 10-bit address. This address is used by the

controller to determine the target device it wants to communicate with. Every device

present on the same bus needs to have unique address to avoid any address clashes.

The amount of possible 7-bit addresses is in theory 127, but some of the addresses are

reserved for special use. The reserved addresses are listed in table 3.3.
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Table 3.3. Reserved 7-bit I2C addresses[22]

Target address R/W bit Function

0000 000 0 General call address

0000 000 1 START byte

0000 001 X CBUS address

0000 010 X Reserved for different bus format

0000 011 X Reserved for future purposes

0000 1XX X HS-mode controller code

1111 1XX 1 Device ID

1111 0XX X 10-bit target addressing

The target device addressing starts right after the START-condition. The controller

sends the 7-bit address followed by a R/W-bit which determines the direction of

communication. Logical low in R/W-bit means write request and high means the

controller is requesting a read operation. In addition to the address of the target device,

the controller can call the reserved addresses from the table 3.3. One of the reserved

addresses is reserved for representing the 10-bit addressing. In that case, the R/W

operation is determined on the first octet in addition to the top two bits of the address.

Rest of the 10-bit address is sent with the second octet. If multiple devices with the

same address is needed in the same bus, the bus can be separated with I2C multiplexers

or switches. [22]

3.3.2 MIPI I3C

In 2017 MIPI Alliance introduced the MIPI I3C bus to provide a new way to connect

devices to processors. It uses the main features from both I2C and Serial Peripheral

Interface (SPI) to provide high performance solution for future needs. It is backward

compatible with existing I2C devices, but supports also a higher data rates and additional

features like in-band interrupts and dynamic addressing. It also provides a uniform way

to control power management of target devices such as sleep mode. The Alliance has

published also a MIPI I3C Basic, which has fewer features than non-Basic version, does

not require MIPI Alliance membership, and is royalty free. [19]

Image sensor manufacturers are slowly starting to support the MIPI I3C interface as

they are already using the MIPI CSI bus to transfer the image data, so there will be

no additional royalties for using the I3C interface. The majority of current I3C targets

are temperature sensors, power management IC’s and inertial measurement units [23].

Some available image sensors use the I3C interface as a control interface, but it will take

time until the new interface reaches automotive-targeted image sensors.
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One of the key features of the I3C bus is the bus features that allows to drop out GPIO

connections to the sensors. The interface allows resetting the target device without

additional wires. The interface also allows the device send an interrupt without additional

wires. This eases up the wiring scheme when there is a multiple devices connected to

the host controller.

3.3.3 SCCB

SCCB bus was introduced in June 2000 by Omnivision Technologies. It is a 3-wire serial

bus which has several similarities to the I2C bus. The signals in the bus are SCCB E

for control signal, SIO D for data transmission, and SIO C for clock signal. For low

pin-count packages the bus can be implemented using only 2 wires, leaving the SCCB E

signal out. In those low-pin-count target devices, the SCCB E signal is internally tied to

the logical high. As opposite of I2C, the SCCB does not require any pull-up resistors for

the lines, as the signals are driven with the push-pull technique. [20]

The unidirectional active low SCCB E signal acts similarly as the Chip Select signal in

SPI transmission. The host controller uses it to indicate the start and stop events of the

transmission. When the SCCB E signal is high, the bus is in idle state. During the idle

state, the SIO C signal must be kept high by the controller, and the SIO D signal is left

in tri-state. The SIO C signal is unidirectional and is controlled by the host device. The

bidirectional SIO D signal is used for data transmission and can be driven by the host

or target device. Data is clocked in on the rising edge, so a valid time for transition of

the SIO D is when the SIO C is low. [20]

Similarly as in I2C, the payload consists of 9 bits. Instead of having ACK bit, the SCCB

bus defines the ninth bit as a Don’t-Care bit. The target devices might pull the data

line low during the Don’t-Care bit or leave it floating. The host node does not check

the output for the 9th bit as it excepts the transmission to be error-free. Bus contention

might occur when both the host and the target device pull the data line in different

directions. To avoid short circuit in such situations, a Conflict-Protection Resistor is

recommended. The resistor is placed in series to the SIO D line for every target device.

[20]

3.3.4 MIPI Camera Command Set

MIPI CCS specification was introduced in 2017 to unify the control and data interfaces

between different camera modules and image sensors. One of the main goals with this

specification was to simplify the controls of different camera modules such way that

it would only require a minimal change in software when changing the imaging device.

For a sensor manufacturer, it would not require any additional licensing fees, since most
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sensors already have the MIPI CSI-2 or other MIPI camera interface in the image sensors,

so the fees would already be present. [21]

CCS specification mainly defines the control and data interfaces for the imaging device.

All related electrical interfaces are defined in their respective MIPI specifications. The

following elements are defined in the CCS specification:

• Operating Modes: How to power-up and power-down the camera module

• Identification

• Data format and data arrangement

• Video timing, cropping, and subsampling and binning modes

• Integration Time and Gain control

• Single frame and multi frame Exposure modes

• HDR (High Dynamic Range) mode

• Phase Difference Auto Focus (PDAF)

• Data transfer interface between camera and Host for calibration and other data

• Sensor corrections

• Timer functionalities

• Reporting of camera module capabilities and key performances

• Test mode

• Camera Control Interface (CCI) Register map

• CCS Static Data

In addition to these elements, the specification also supports additional manufacturer-

specific registers (MSRs). These MSRs might contain, for example, tuning parameters or

additional features not listed in the specification. The specification defines the registers

and their contents for the above elements. It also specifies which elements are required

to be implemented in the sensor and which are recommended. [21]

The specification also defines the hardware interface used, also known as Camera Control

Interface (CCI). The CCI must be compatible with the I3C or I2C buses. All cameras

that comply with the specification must use a specific device address of 0x10. To

support more than one sensor on the same bus, it requires that the cameras support

software-switchable addressing. In that case, the cameras are powered on one by one

and the new desired address is written in to the correct register, which changes the

device address immediately. [21]

The Linux kernel started supporting MIPI CCS sensors in version 5.12. However, the

current public sensor offering did not show any use of the CCS. The Linux kernel also
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did not have any defined sensors that used MIPI CCS. The CCS looks very promising for

future camera sensors, as it would provide a significant enhance to the speed of camera

system development.

3.4 Single Board Computer

Single Board Computers are small sized and power efficient computers that can run

commonly found operating systems such as Windows, Linux derivatives and Android or

even a fully custom system created using Buildroot or The Yocto Project for example.

SBCs typically have all the required hardware components and connectors on a single

circuit board. Computer-on-module (COM) is an exception on that which is a subtype

of SBC and it has only the required hardware components on the board but usually not

any standard I/O connectors. They typically are paired with a carrier board that utilizes

the I/Os from the COM and lays out connectors for those signals.

The required components are the central processing unit (CPU), random-access memory

(RAM), and I/O interfaces. The I/O interfaces varies between different SBCs, but

typically they have one or more display connectors including either MIPI Display Serial

Interface (DSI), High-Definition Multimedia Interface (HDMI), or DisplayPort (DP) for

connecting an external monitor or display panel. Most SBCs also include USB ports,

general purpose I/O (GPIO) pins, and different connectors for external storage. Some

boards also include specified camera connectors, such as the FFC or FPC connector for

MIPI CSI-2 signals. There are also carrier boards for Nvidia COMs from Connect Tech

that also include the automotive SerDes FAKRA connector on the board.

A commonly used example of an SBC is the Raspberry Pi series, as it is widely adopted by

the community and developers. The Raspberry foundation has created several different

versions of the SBC and their pocket-size form factor has been adopted by several other

SBC manufacturers. The fixed I/O connectors in SBCs restrict usage only for specific

or generic applications.

The benefit of using a COM and carrier board is that you can typically switch the COM to

more powerful when needed, and the same module can utilize different I/O applications

by changing the carrier board. A widely known COM boards are Raspberry Pi Compute

Modules and Nvidia Jetson series. The Nvidia Jetson series utilize a very powerful GPUs

and are designed for camera and machine learning applications.
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4. EMBEDDED LINUX SYSTEMS

In this chapter, we will take a look at the structure of a Linux OS and the major modules

inside it. We will look in depth at all major elements found in Linux that are required to

understand when developing a camera driver for it. We will go through the Linux kernel,

Devicetree, Device drivers, related video interfaces in Linux and shortly about the most

used build systems and the building process itself.

4.1 Linux kernel

The original Linux kernel was developed by Linus Torvalds, and it was published in 1991

as open source software (OSS). Many developers joined to the community, and almost

three years later in march 1994, the first official release of the kernel version 1.0 was

made. The kernel has grown and evolved during the last 30 years to the latest stable

release of version 6.12 at the time of writing [24].

In the early stages of Linux kernel development, research was made that focused on

OSS development. The Linux kernel was chosen as the target because it was large and

the development process was not as planned as typical commercial applications. The

development speed was expected to slow down following the Lehman’s law. In Lehman’s

law, the development speed is slowing down as the application size and complexity grows.

However, the study found that despite concerns, the size of the Linux kernel has grown

very linearly from the beginning of the project until the time of the research. [25]

The Linux OS can be separated into two sections: user space and kernel space. Regular

user applications and software’s are executed in user space. The kernel space is where the

Linux kernel is located. The spaces differ in the accessible memory area and privileges.

The applications in user space are using virtualized resources like virtual memory and

virtual processors. All interactions with the system hardware or kernel are done using

the system call interface. System calls are commonly abstracted away with a library, like

using the C library. [26]

Linux kernel is the core of the Linux OS and is essential for all of the software and

hardware components that are present in the system. The kernel can be seen as a software

abstraction layer between the user application and hardware and software resources, but
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it is much more than that. According to [26], its main tasks include at least the following:

1. Process Management

2. Memory Management

3. Filesystems

4. Networking

5. Device control

6. System Call Interface

Process management plays a vital role when managing user applications. When a user

requests an application or program to start, a process is created. In addition to the

execution of the program, the process keeps track of the global variables and system

resources reserved for the program. Process management also contains the scheduler,

which controls the CPU time that processes have to perform their processing. It also

tracks the signals that the process receives and handles other communication between

processes. [26]

As the name suggests, the memory management in Linux kernel handles the memory

of the whole system including both the user space and the kernel space. It uses virtual

memory to abstract the details of the installed physical memory on the system. When

access to virtual memory address is requested, the CPU translates the virtual address

to the physical memory address using memory mappings. It also provides various

mechanisms to protect the memory from non-authorized access. It also includes OOM

killer, which will select and kill a task to save the system when memory is exhausted. A

typical usage for memory management for a software developer is when the application

uses malloc or when the application is started and memory area is reserved for the

application, variables, and stacks. [26]

Linux is a directory-based system. This means that every Linux represents every

device as a file in the tree-like filesystem structure where every branch is a directory.

Communication between user space and kernel space is eventually done using files that

represent the devices. Linux uses a Virtual File System (VFS) in the kernel to provide

an interface for user space programs and to be used on top of the different filesystems

that Linux supports. To control the VFS from processes, a system calls like open(),

stat(), write(), chmod() and similar are used. [24]

Networking in Linux OS is handled by the kernel as well. As the network subsystem

consists mostly of asynchronous events that are not explicitly tied to any specific process,

they must be handled in a separate context. The network module plays a significant role

in modern OS as it handles all network related tasks. It handles the device specific

drivers and abstracts away any underlaying protocol as it is designed to be protocol-

independent. So by choosing a Linux for an embedded product which needs to have
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networking capabilities helps the developer that no complex drivers are needed to be

developed as these are provided by the kernel. [27]

As almost every subsystem in Linux eventually links to a real hardware device, a way to

control those devices is required. The devices are controlled by another software code,

known as device drivers. Linux kernel also supports dynamically loadable drivers to be

added to the kernel during runtime, called modules. In order to manage these drivers

and modules, a device control task is required in the kernel.

4.1.1 Configuring the kernel

When starting a project, the first step is to get the kernel sources either from git or

from the kernel website using release tarballs. The source tree contains a lot of code

for all the key tasks in the kernel, required ports for different architectures, and device

driver code for many supported devices. The kernel configuration is required to achieve

a working kernel on a specific device with constrained resources. The kernel uses the

Kconfig configuration mechanism to modify the kernel and Kbuild tool to build the kernel

[24].

Kconfig is a language that defines a set of entries in various configuration files named

Kconfig. The root of the kernel contains a single Kconfig file that provides the entry

point for the configurations. The Kconfig file can use source directive to include other

Kconfig files. Linux shell command (4.1) were used in the root of the Linux kernel

6.12.33 to count the amount of Kconfig files. 1769 different Kconfig files were found in

the kernel that can be configured to modify the kernel. These configuration files contains

a set of configuration variables and the supported types are bool, tristate, string, hex

and int. The configuration variables are commonly used to enable required modules or

disable unneeded ones. Amongst the variables, the configuration files can contain menu

options. [24]

find . -type f -name Kconfig | wc -l, (4.1)

Kconfig files are usually modified using a configuration tool. The top level Makefile in

the kernel sources contains a set of targets that allows modifying the configuration. Most

commonly used tool is probably menuconfig that provides a menu based program in the

terminal. Once the configuration is completed, the files .config and autoconf.h are

created. The .config file is used by the Kbuild tool to determine which files to be

processed. The .autoconf.h file contains definitions of the configured variables and it

is included to the gcc compiler to be available for all source files. This allows conditional

source blocks to be enabled or disabled using #ifdef blocks.
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As the kernel contains nearly two thousand different Kconfig files and each file contains

several configuration parameters, it is prone to mistakes. A variability study of the kernel

build system [28] studied the latest 10 stable kernel releases for variability anomalies in

the Linux. The study found several dead files or code blocks that were not compiled

due to missing definitions in the configurations. An automated tool to detect anomalies

could help developers to avoid such situations.

4.2 Devicetree

The Devicetree is a data structure that is used to model the hardware components

used in the operating system. The Devicetree is defined in the Devicetree Specification

(DTSpec) which is maintained and published by devicetree.org. The hardware

components also include the microprocessors internal hardware blocks, such as CPU,

DMA or I2C controller. During system boot, the bootloader uses the devicetree to find

the correct device drivers for the hardware devices in the system. [29]

The devicetree consists of a collection of text files. The devicetree source (DTS) files

which are created by the developer to describe the hardware in the system. The DTS

files has a file ending of ”.dts”. These source files can also include other source files using

the ”/include/”directive. By the specification, the file ending of the included files should

be ”.dtsi”. The DTS files are then processed by the devicetree compiler (DTC) to the

Devicetree Blob (DTB) files. These DTB files uses file ending ”.dtb”. [29]

The data structure in DTS files is a tree model that contains device nodes. The nodes

have property-value pairs, which are later used in the device driver to initialize and use

the device. The DTSpec defines a standard property set, but custom properties can also

be used. The most common property in nodes is the compatible property, which is used

by the bootloader to match the device driver to the node. Each node in the tree has a

single parent node. An exception to this is the root node, which does not have a parent

node. [29]

As more complex devices might require more than one node to represent them, references

to other nodes are required [29]. Reference can be made by using the target node’s

phandle value, node’s label, or full path. Below is an example node for camera sensor

that contains three properties that refer to the parent node in a three different way.

cam1 i2c bus : i2c@0 {
r eg = <0x00>;

s t a t u s = ”okay ”

phand l e = <0xBEEF>;

cam1@20 {
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compa t i b l e = ”company , camera ”;

r eg = <0x20>

r e f n o d e = <0xBEEF>;

r e f n od e2 = <&cam 1 i2c bus >;

r e f n od e3 = <&{/SoC/ i2c@40000 / i2c mux@50/ i2c@0 }>;

. . .

}
}

Typical nodes required when developing a camera driver are the I2C device node and

the CSI node. The I2C node represents the camera sensor and is connected to the CSI

controller using a port. In the sensor node, typical properties include various GPIOs for

resetting or powering, clock configuration, register addresses, and so on. In the CSI node

is the bus related configuration such as lane mapping and polarities and bus speed. If

the CSI node already exists in the provided DTS files, user may use a devicetree overlay

to change some settings in the predefined node.

Devicetree overlays are a way to modify existing DTS files without altering the original

files. Manufacturers of SBCs often provide a basic devicetree configuration for their

board. Commonly, a System on a chip (SoC) manufacturer makes and sells a

development board for their SoC and that board is used to verify the design and as

a base for the custom SBC. In both cases, we most probably need to add support

for our additional hardware such as sensors or actuators or we want to change some

components from the development board. In these cases we can add, modify, or remove

certain properties or nodes from the devicetree by using overlay files. [24]

4.3 Device driver

Each hardware device needs a driver to control or access it in software. The driver for

hardware device in Linux is called the Device driver. Like we previously mentioned, the

hardware device can be, for example, an I2C device like the image sensor. The I2C bus

controller inside the SoC itself also requires a Device driver, which provides a common

interface for all sensor device drivers on the bus. The common interface exposes control

functions and structures that are used in the sensor driver to communicate on the bus

and to control the bus parameters. The actual register configurations, writes and reads

which are specific to the I2C controllers are hidden under the driver provided usually by

the SoC vendor.

The Linux Device drivers are located in the kernel space. For this reason, device drivers

can access hardware registers, processor, and other system resources with higher privilege

level than user space applications. Depending on the driver type, certain communication
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methods or API are exposed to be used in the user space using System Call Interface.

The most commonly used classes for Device driver are character, block, and network

devices. [30]

Device drivers in Linux are typically either static drivers or Loadable Kernel Modules

(LKM). LKM allows adding and removing a driver during run-time. The command-line

tools for managing kernel modules are provided in the kmod package. The package

contains a set of tools that help in the development of a new driver by allowing the

developer to examine the loaded modules using lsmod or modinfo, remove them using

rmmod, and load new modules to the system using insmod. The kernel started to support

LKM [27]

Each driver requires module_init() and module_exit() functions that will be called

when the module is loaded into the system or removed from the system. The initialization

will happen during the kernel boot time or if the module is dynamically loadable, it will

be called when the module is loaded using modprobe call.

4.3.1 Media drivers in Linux

Media drivers in Linux are located under the separate Kernel Media Subsystems. The

Kernel Media Subsystems are developed and maintained by the LinuxTV community.

The subsystems provide support for various media devices, such as cameras, TV tuners,

AM/FM radios, remote controllers, and video encoders/decoders. Many of the media

devices are complex and requires configuration and control of several devices or hardware

blocks. To minimize the complexity and effort of developing a new driver, a common

interface was introduced. This interface is called Video for Linux 2 (V4L2) and many of

the media devices belong to this. The V4L2 interface defines the structure of the device

drivers and API to interact with those from the user space. The V4L2 device that is the

focus in this work is the camera device. [31]

Like other device drivers, V4L2 driver also utilizes several structures to represent the

hierarchy of the devices and to store required run-time data. Each V4L2 driver might

have several sub-devices, and each sub-device can expose its own control to the user

space. In addition to the sub-devices, the V4L2 drivers are also responsible for creation

of the file handles and frame buffers that are needed for the image or audio data. For

each camera driver, a custom structure is created. This structure holds data for the

device control variables, sub-devices, media pads, regmap, clocks, and GPIO pins. The

driver configures the output video interface through media pads. [30]

Typical image sensor driver is based on I2C driver. The driver is represented by a

struct i2c driver that defines name, compatible string, supported power management

operations and probe and remove functions. When module is loaded or discovered
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during boot, the probe function is called. Similarly, when the module is unloaded, the

remove function is called. During the probing of the device, several steps are usually

taken:

• allocation of the driver structure

• initialization and registration of the V4L2 sub-device

• devicetree validation

• initialization of the clock, GPIO and regulators

• control registration and initialization

• media pad initialization

The de-registration and memory de-allocation is usually done in the remove function.

The allocation process can be a simply call to the kernel memory allocation function

kzalloc() or a managed allocation function like devm_kzalloc(). The former simply

allocates the requested amount of memory in kernel and initializes it to zero, and the

latter does the same, but ties the memory to the given driver. Memory allocated using

the managed function will be freed when the driver is detached. [31]

V4L2 interface provides a several helper functions to minimize the repetitive

work. As most of the image sensors are I2C based devices, the initialization of

the sub-device can use the helper function v4l2_i2c_subdev_init() to register

the sub-device to the system. This function requires pointers to the struct

v4l2_subdev, struct i2c_client, and struct v4l2_subdev_ops. The struct

v4l2_subdev_ops is a top level ops struct and contains pointers to the category

ops structs. These category ops structs may be null pointers if the driver does

not support those. Typically, image sensor drivers defines at least the following

category structs: struct v4l2_subdev_core_ops, struct v4l2_subdev_pad_ops

and struct v4l2_subdev_video_ops. These category structs have a set of function

pointers that the driver implements, and those functions will be exposed to the V4L2

API. These functions are then used to determine the available formats and to control

the camera streaming state. [31][30]

Other possible control variables are also registered during the probe. These registrations

are maintained by struct v4l2_ctrl_handler container that belong to the V4L2

sub-device. The actual variables are represented by struct v4l2_ctrl containers that

are usually stored in the driver state structure. Each variable is tied to an id number

and the most commonly used control variables have predefined id numbers in enums

starting with keyword V4L2 CID. When user space application wants to control or read

the variable, it utilizes these id number to match the specific variable. [31]

Media pads are used by the kernel to route the video stream produced by the sensor. The

pads can be either sink or source by its type. Naturally, the source pads are connected
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to the sink pads and these connections determine the flow of the data in the pipeline.

Typical configuration for the image pipeline is that the image sensor is connected to the

receiver, typically MIPI CSI-2 receiver. The receiver is then connected to the ISP and

from the receiver to the memory to store the produced frame. [31][30]

4.4 Building a embedded Linux system

Building a complete Linux distribution on embedded hardware requires compiling a lot

of different modules. The embedded Linux can be squashed to four elements: toolchain,

bootloader, kernel and root filesystem. These elements can be seen as the minimum

required to get started developing a custom Linux OS. When selecting the SoC or board

for the project, the vendor might provide some or all of these modules to get started

with. [32]

Toolchain is a set of tools required to compile and configure the target system. It includes

the compiler, linker and runtime libraries. It is used to build the bootloader, kernel and

root filesystem to be used on the particular SoC. A popular choice for toolchain is the

LLVM Project and its Clang compiler or the GNU toolchain and its GNU GCC compiler.

Traditionally, the Linux kernel has been compiled using GNU toolchains, but work to

support LLVM has been done, and now several distributions use LLVM to build the

kernel such as Android and ChromeOS [24].

There are two kinds of toolchains available for embedded development: native and cross.

The native toolchain runs on the same type of system as the target machine, where the

cross toolchain is meant to be used on different host architectures to produce binaries

for different target architectures. Usually, the development is done using a toolchain for

cross development, as the targets are usually devices with constrained memory, storage,

and computing power. The alternative option is to use the native toolchain with QEMU

to emulate the target on the more powerful host system. One key element inside of the

toolchain is the C library, which is used to interface with the kernel. There are many

libraries available, one popular example being glibc from the GNU. For resource-limited

systems, musl libc or uClibc could be a better alternative. [32]

After the system has been powered on, the bootloader is one the first programs to run

on the target. The main tasks of the bootloader are initializing the required components

that are needed to start the kernel and then loading the kernel itself. On complex

systems, there might be actually more than one bootloader that is required to initialize

the system. The SoC vendor usually has a proprietary boot code inside the chip stored

in read-only memory (ROM) that is run after the device is powered. Main task for this

ROM code is to load secondary program loader (SPL) to the internal SRAM. It can

also be used to flash the device in production using UART. As the space of the internal

SRAM is rather limited, the SPL cannot support complex bootloaders. The SPL is often
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used to set up the memory controller for external DRAM and other required systems

to eventually load the final bootloader called Tertiary Program Loader (TPL), which

initializes the rest of the system for the kernel. [32]

Commonly used bootloader in embedded Linux systems is the U-Boot. It is an open-

source bootloader that supports a large number of processor architectures and boards.

It can produce both the TPL and SPL if needed. U-Boot or any other bootloader is

essentially an application running in the target. U-Boot is configured using Kconfig

configurations and menuconfig similarly as in the kernel. Building the bootloader also

requires GCC and make. [32]

The U-Boot initializes the required hardware and provides a command-line interface

(CLI) over serial that allows configuring the boot parameters and also provides various

commands to control the system. The CLI can be used to upload new images to the

memory using memory device like SD card or network interface. Booting the kernel

requires also a set of commands in the U-Boot. The kernel image, DTB, and possible

initial RAM filesystem (initramfs) are loaded to the RAM from the memory device using

the read command. After the RAM is populated with the required binaries, the kernel

can be started by calling bootm-command with required parameters. All of the required

steps to start the kernel can be automated using U-Boot scripts. [32]

The root filesystem, often called rootfs, is a key part of the Linux OS. It hosts all the

necessary user space programs and files to run the board and the desired functionality.

Typically, the Linux OS contains two different filesystems, one rootfs for hosting the user

data and applications and the other for initialization and boot phase called initramfs.

The initramfs is a minimal filesystem image that is not dependent on any mass storage

drivers as it needs to be loaded by various bootloaders. The initramfs can also be used

as the main rootfs in embedded Linux applications. The initramfs can be used when

rootfs requires maintenance.

The Linux kernel does not require any specific structure for the root filesystem. However,

many Linux distributions follow the standardized directory and file structure defined

by The Linux Foundation in the Filesystem Hierarchy Standard (FHS). This allows

applications, tools, and scripts to work on different platforms as they might rely on

data or programs in the specific location on the filesystem. The FHS requires a set of

directories to be present in the root of the filesystem and can be found in table 4.1. The

FHS also specifies many other things, including the required binaries under the /bin

folder.



31

Table 4.1. Directories in FHS [33]

Directory Description

bin Essential command binaries

boot Static files of the bootloader

dev Device files

etc Host-specific system configuration

lib Essential shared libraries and kernel modules

media Mount point for removable media

mnt Mount point for mounting a filesystem temporarily

opt Add-on application software packages

run Data relevant to running processes

sbin Essential system binaries

srv Data for services provided by this system

tmp Temporary files

usr Secondary hierarchy

var Variable data

4.4.1 Build systems

As building embedded Linux requires configuration of several packages such as the kernel

and the bootloader and managing the different toolchains and versions of those that

build the system, it will become a difficult task to handle all this manually. To help

with this complexity, several build tools have been developed. The most common ones

are Buildroot and the Yocto Project [34]. Both of these tools are able to build all the

required images and binaries for properly running Linux, but they differ on how they

approach the problem.

Buildroot was initially developed to generate compact root filesystems. Nowadays it also

supports various other tasks such as building a toolchain, kernel and bootloader. It is

targeted to be easy to use and configure, to provide fast boot time, small rootfs and to

be easy to learn. The Buildroot configuration is done similarly to the Linux kernel, using

Kconfig. Buildroot configuration variables are prefixed with BR . Using the Buildroot

configuration user can select desired user space applications, kernel version, toolchain,

target filesystem and bootloader. [34][35]

The Yocto Project is based on the OpenEmbedded project and BitBake build tool. It

differs from Buildroot in a way that it creates a custom Linux distribution that allows

implementing a custom package manager. The Yocto Project development project is

heavily based on the layer model where most of the different features are put in a

separate layers. This layering technique allows one to isolate a logical sections into a
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individual packages that can be later enabled or disabled or changed to another feature.

Project could have separated BSP, distribution configuration, middleware, application,

GUI to own layers. These layers are often named with the prefix meta and are located

in its own directories in the source tree. [36]

OpenEmbedded is a build system specific to the Yocto project. It is based on similar

project known as Poky. Like Poky, OpenEmbedded also utilizes BitBake as its task

executor. BitBake is a build tool that is used to execute various build tasks written in

Python or shell in parallel. As dependency constraints needs to be taken care of during

the parallel build, BitBake needs a specific recipes to perform the build tasks. Recipe is

a set of instructions that primary defines where to find the source code, what patches

needs to be applied for it, how to compile and build the package. These recipes in Yocto

hosts the base for all the softwares and images to be build and uses the .bb file extension.

Build result from OpenEmbedded is standard packages like DEB, RPM or TAR. These

generated packages can be deployed to the target system providing upgrade features. A

user can also host a custom package manager like the apt in Ubuntu. [36]
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5. IMPLEMENTATION

In this section, we discuss the implementation related to the project, where a driver was

developed for the reference camera. The following sections provide a detailed description

of the selected hardware and software components. In addition, we address the issues

encountered during the project and propose possible solutions.

5.1 Used hardware

When designing the camera system, the goal was to utilize existing development

boards as much as possible. Existing development platforms were available for SBCs,

deserializers, serializers, and cameras. The available camera platforms were often tailored

for a specific SBC. One crucial criterion in selecting an SBC was the number of supported

reference cameras and in particular models that employed the SerDes link.

Since the SBC was also intended to be used in potential demo devices, it needed to

be sufficiently powerful to process image streams with machine learning algorithms.

In addition, the computer should be capable of smoothly producing a graphical user

interface on an external display.

The following sections will review the selected key components and the rationale behind

their choices. After discussing the components, we examine the challenges encountered

during hardware development and their solutions. An overview of the required hardware

components can be found in the figure 5.1.

Figure 5.1. Block diagram
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5.1.1 Computer

The chosen computer was the NVIDIA Jetson Xavier NX COM. This product family was

selected because it offers a very powerful built-in graphics processor, which is beneficial

for processing raw camera data as well as machine learning algorithms such as gaze

detection. In addition, the NVIDIA Jetson series products offered the best support

for camera development and included a wide range of supported camera modules from

various manufacturers. The COM boards from this manufacturer require a carrier board,

similar to a motherboard, that provides the necessary connectors to connect external

devices.

Alternative carrier boards for the selected COM module were sought that would provide

the necessary connections for cameras and other peripherals. The required connections

included at least one 1 Gbit Ethernet port, camera connector, and an output connector

for video through HDMI or DP port. In addition to comprehensive connectivity,

important factors that influenced the choice were the availability of technical support

and compatibility with newer Linux kernels.

One of the found boards was the Boson Carrier Board, manufactured by Connect Tech

Inc.. The board offered two 2.5 Gbit Ethernet ports and connections for up to four 2-lane

MIPI CSI-2 cameras. This board also provided an actively updated board support package

(BSP), which followed NVIDIA’s released Linux versions on a relatively fast schedule.

The board was also supported by many reference camera modules from FRAMOS.

5.1.2 Camera sensor

The chosen camera sensor was the AR0144AT monochrome sensor from Onsemi, which

operates in the IR range. The sensor resolution is 1280x800 pixels, and the pixel depth

can be selected between 8 and 12 bits. The sensor is a CMOS type, and the shutter type

is a global shutter, so there are no distortions in fast movements. The global shutter also

helps to manage the thermals, as there will be an external light source. It is designed

for automotive industry applications, particularly for driver monitoring tasks. The sensor

offers several advanced features, such as automatic exposure adjustment, black level

compensation, automatic gain adjustment, and various pixel binning options.

This sensor was selected for development because it was the manufacturer’s

recommended sensor for this specific application. As a result, several custom boards for

this sensor had been developed internally by the company for various demo and product

development projects. However, in these projects, the manufacturer’s development

platform was used. The provided development platform received the image data over

GMSL and sent that data to the computer program over USB connection. The program

allowed previewing the video feed and adjusting the camera sensor’s registers. This
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program was primarily designed for a Windows environment, and there was no direct

support for Linux computers. The available Linux software was error prone and the

interface for controlling the camera was slow and clumsy. However, the available

application and supporting documentation were helpful in getting started with driver

development.

For camera configuration, the configuration files provided by the mentioned application

were used, along with the manufacturer’s datasheet, register list, and programming guide.

Toward the end of the project, it became clear that the sensor used in this work was no

longer in production, so the next phase of the project will involve developing a new driver

for another sensor. The development of the new driver will help clarify the amount of

work required for driver development once the foundational aspects are in place.

5.1.3 SerDes

The selection of the SerDes was rather an easy choice as the task was to study a

camera driver and we wanted to minimize workload of any other tasks. The DEMO3

development kit with our custom camera board and many other ready-made camera

modules for the chosen SBC was using the GMSL technology based chips from Maxim

Integrated which simplified the choice. The chosen serializer were MAX9295A and the

matching deserializer chip was MAX9296A as these were the most commonly used chips

amongst the available reference hardware. As those SerDes chips were also used in the

camera modules made by Framos there were existing drivers for the NVIDIA Jetson

boards.

The chosen serializer chip supports one camera sensor. It contains one 4-lane MIPI CSI-2

port of which each lane supports up to 2.5 Gbps transfer rate. It also supports internal

re-routing of the data lanes and polarity inversion for all lanes including clock which

enables the more flexible routing from the camera sensor to serializer. The serializer also

has multiple configurable GPIO’s and pass-through channels for various peripherals such

as I2C, universal asynchronous receiver-transmitter (UART) and SPI. The serializer also

provides a clock generation for the camera sensor so no additional crystal is needed. The

serializer uses either 3 Gbps or 6 Gbps uplink speed for the GMSL transmission.

The deserializer chip is equipped with 2 separate GMSL ports that can be used to capture

2 different camera streams. The deserializer acquires the data stream from the input

port and converts the stream back to the configured MIPI CSI-2 format and outputs

it from the specified output port. The lane mapping and polarity switching can also

be adjusted, and the lane count is also configurable. The configured CSI-2 output lane

speed must be at least the same as or higher than in the camera sensor to meet the

throughput requirements.
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The serializer was already placed on the existing camera board which has been used in the

previous projects. The chosen deserializer was only used with the pre-existing evaluation

boards or development kits. For this purposes, we needed a custom board that has the

chosen deserializer chip and connector for the MIPI CSI-2 signals to be connected to the

chosen SBC. The Maxim integrated has an evaluation board for the max9296A chip that

was used as a reference design for the new custom board. The evaluation board also has

a microcontroller onboard that can be used with the provided graphical user interface

(GUI) to configure the serializers and deserializers on the bus. The GUI also provides

various tools that help configuring the SerDes chips configurations. Again, to minimize

error sources during development, we started driver development using the deserializer

evaluation board with our custom-designed adapter board which is shown in the picture

5.2. The adapter board basically routes the signals from one connector to another.

Figure 5.2. Adapter board with Maxim deserializer evaluation kit

After verifying that the adapter works for the chosen computer, we designed a new PCB

that integrates the deserializer IC, a microcontroller and correct connectors for video

data input and output. The microcontroller was used to configure both the deserializer

and the serializer during boot and to provide a control interface for the registers via

USB-CDC interface. It was also required to have a CAN interface available for possible

future tasks. The chosen microcontroller was STM32F431 as it was also used in other

projects and met the requirements of the tasks. The finished PCB is shown in the

picture 5.3. The deserializer and FAKRA connectors are in the bottom left corner, the

microcontroller and its connectors are on the top left of the PCB, and the output camera

interface connectors are on the right.
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Figure 5.3. Custom deserializer board

5.2 Software

Developing software for the camera sensor and all other subsystems required knowledge

of many different technologies and software systems. Whilst both the STM32

microcontroller and Jetson Xavier NX can be considered a embedded systems, they

both are using very different ecosystems. Microcontrollers are typically programmed

using either a real-time operating system (RTOS) or bare metal using only the hardware

abstraction layer (HAL) from the manufacturer. When programming the Jetson

microprocessor, it typically involves a custom embedded Linux OS to be built. While

the embedded Linux OS can also have a real-time section for time-critical tasks using a

RT-patches, it is significantly different from the RTOSs targeted for microcontrollers.

When selecting the development system for the microcontroller, various aspects needed

to be considered. Bare metal programming would be the fastest way to achieve results in

a small software project such as this. On the other hand, using the threading support from

the RTOSs would allow us to use the same programming principles as when developing

an Linux user space application. Many of the available RTOSs are also available on

multiple target hardware from different vendors, so the porting would be easier and

reusability of the software components would increase.
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Choosing the embedded Linux system for the Jetson was a bit more straightforward as

the manufacturer was only supporting a single one. The manufacturer had created the

ecosystem on a Ubuntu based system and did not offer any alternatives. There were

some community-driven projects that used Yocto as a build system to build the image,

but they were all quite old and were not supported by NVIDIA or Connect Tech. We

chose using the official SDK from NVIDIA as the provided BSP was also based on it and

all the official documentation was referring to it.

5.2.1 Microcontroller development

The software development of the microcontroller on the deserializer board was made

using the ARM Mbed OS RTOS. The Mbed OS was chosen because it provided an

easy-to-use software components for the required peripherals, good documentation, C++

support, and it was familiar to the team. The well established software modules allowed

rapid development, which was essential for this task. The RTOS was not required, but

support for threads helped us to create independent software modules. In addition to

application development, the creation of BSP was required for the custom PCB.

The Mbed OS is using Object Oriented programming principles when representing the

hardware. Mbed OS creates additional C++-styled HAL on top of the manufacturer-

specific low-level HALs hiding the actual SoC-specific implementation. The required

hardware blocks such as USART, GPIO, PWM, I2C, and USB CDC are represented as

class objects that hide the manufacturer-specific low-level register calls and hardware

initializations to a common API. Reference to the microcontroller specific pins were only

used during the initialization of the objects. Pin definitions and SoC definitions, such as

the used MCU, memory sizes, and memory layout, are described in the BSP files.

The creation of the BSP for our new PCB was done using the BSP for pre-existing

board for a similar processor as a reference. ST provided a Python script to generate

the required pin mapping for the target MCU. The pin mapping tells which pins can be

used for certain peripherals and what are the user-friendly names for the pins that we

can use in the code when initializing the objects. Minor changes were required for the

pin mapping to enable correct peripherals and to set default debugging console pins for

the MCU. The clock and memory initialization required also modification as we used a

different oscillator speed for the external crystal and the MCU was having more internal

flash memory and RAM.

The structure of the microcontroller code consists of 3 main blocks: CLI, emulator

application programming interface (API) for the SerDes and status-LED handler. The

USB port onboard was connected to the MCU, which used the USB Communications

Device Class (USB CDC) to create a virtual serial port to communicate with the host

PC. This interface was then used with the Maxim GUI application that allowed us to
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control the SerDes registers and create initialization scripts. The Maxim deserializer

development board also had a virtual serial port, which was used by the GUI application.

The development board used an CLI API to send various read, write, and other commands

to the I2C bus. The available commands were fetched from the development board using

the ”help”-command. The CLI output was also examined during the standard usage of

the GUI to get the correct responses required by the application.

The CLI block handled the input from the USB CDC using receive buffers and events.

Data that arrived at the CDC interface were then written to the buffer in the CLI object.

When a terminating character was met, an event flag was set so that the CLI processing

thread could process the received command. The CLI block was mainly parsing the

received commands, and was responsible of calling the right module if the command was

found. The callback functions were supplied to the CLI block by providing an array of

predefined structures, which contained the command, function pointer, and help string

to display for the given function.

The emulator API passed the array of command structures during initialization. The

majority of functions in the API are simple I2C read/write commands. The emulator API

also handles the initialization of the deserializer and serializers. During the initialization,

the internal video pipes are configured to be routed correctly and an address swap for

the I2C is also done. The address swap is required, as when there are two same camera

sensors, they will have the same address, and the addresses would collide. The serializer

end required some lane swapping and polarity changes for the clock lanes, as the hardware

wiring was easier that way.

Finally, the onboard RGB LED required a control interface. Using similar programming

principles as were used in the Mbed hardware classes, the StatusLed-class was created.

The class controlled the physical pins using the Mbed PWM interface to achieve different

color spectrums. The class was using the status enum from the emulator API to show

the status with different colors and blink patterns. This way, we could examine the

status of the connections between serializers and deserializers without using a serial port

or USB interface.

5.2.2 Embedded Linux development

Developing the camera driver for the selected COM required building Linux from sources.

Nvidia publishes source files for their releases on their web page and Git. The BSP for

the selected board was not available online and required a verified purchase to get those

from Connect Tech. After getting the required sources files, the first task was to get

the Linux image built from the sources and flash the board using the generated image.

Since building of the Linux required several different build commands to be used, it was

easier to make reproducible builds when shell scripts were used to launch the build.
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Several helper scripts were created to assist in the initialization and building process.

The main task for the scripts was to download the required source files and packages

and to initialize the build environment. The initialization consisted of extracting the

archives to the correct location in the correct order and creating symbolic links for the

custom source files and overlays. After the initialization was performed, the build script

provided by Connect Tech BSP was executed to build the target image. At first, we were

developing the software using two different build systems, one using Ubuntu 22.04 and

one Ubuntu 20.04. During the development of the helper scripts, a couple of errors were

encountered. The reason for most of the errors was usually a missing packet that was

not taken into account in the initialization scripts. To overcome this issue, we decided to

move the build process to docker container, so that we can have the clean environment

to develop the software. The docker environment could be used later in CI/CD system

to utilize automated image building and testing for the target.

The first task when creating the driver for the target image sensor was to create and

modify the required nodes in Devicetree. Instead of using a Devicetree overlay, each

reference sensor had a single DTS file that included all other DTS files required for the

system. This DTS file is then compiled into the DTB file, and that way each sensor

or configuration has its own DTB, which can be changed on the target for different

configurations. Following the DTS files of the example image sensors, documentation

from NVIDIA website, and sensor datasheets from onsemi, an initial DTS file was created

for AR0144AT. During development, the DTC did give syntax errors for the created DTS

file. The compiler errors only showed that there was an error in the file on a specific

row and column. As multiple included files were included in the main DTS file, it was

occasionally difficult to figure out the source of the error, as the compiler pointed out

only the line of the include directive. All modifications to the DTS files required a fresh

build for the entire image as otherwise the changes did not reflect to the result image

correctly. This resulted in a high development time for the DTS as the build and flash

process took nearly an hour in total.

After DTS was compiled correctly without errors, we started developing the device driver

for the camera sensor. We used the IMX185 reference sensor driver as a starting point.

We copied the source files, renamed all references to the IMX185 sensor to AR0144, and

removed all sensor-specific register definitions so that the file contained only the required

functions and some debug printouts. The next step was to add defines for the registers

in AR0144 to avoid using any magic numbers. These register addresses and names were

gathered from the datasheet for the sensor. The manufacturer provided two files for the

sensor: the register reference and the developer guide. The DEMO3 development kit

performed a set of register writes during initialization. These commands were also used

in the driver to set the correct initial settings. The I2C writes from the sensor driver

were checked with a logic analyzer.
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In addition to the device driver, we needed to modify the Jetson camera sources to add

support for our image sensor pixel formats. The sensor can output 8–12 bit depth image

data and the pixel format can be considered as greyscale. We added the missing entries

to the camera common color fmts array in the camera common.c file and in function

extract pixel format in the sensor common.c file. Nvidia provides these files to help

minimize the effort to implement a new camera sensor driver for the Jetson boards. The

files provide supporting functions that help to parse the required Devicetree nodes and

to initialize the common structures in V4L2.

LinuxTV foundation provides the v4l-utils package that contains many tools that help

test a new camera device driver. To test that the driver is compliant with the V4L2

API, we used the v4l2-compliance tool. To test sensor streaming functionality, we used

v4l2-ctl to capture some frames. We used the qvl2-tool to display the image and modify

the exposed controls.

5.2.3 Troubleshooting

As with every project, there were multiple drawbacks when developing the software’s

for both the microcontroller and the microprocessor. Using a GMSL link between the

NVIDIA and the camera module made the system more complicated than it needed to

be for a first camera driver project. From a software point of view, logging and compiler

output were the most used methods to solve software-related issues. As we were also

dealing with various communication buses and protocols, proper measurement devices

were needed. The devices involved were a digital voltage meter, logic analyzer, and

oscilloscope.

The first hardware debugging session started when the custom deserializer board

was assembled. During the first power-up, there were issues with the boot of

the microcontroller and in the I2C communication with the deserializer chip. After

investigating the schematic, measuring the voltages on the board and visually checking

all the connections under a microscope, we found the root causes. Most of the issues

were simply solved by removing solder bridges or re-soldering the components properly.

There was also a misplaced single resistor that tied the USART pin to a 5 V USB rail

that caused the USART communication not to work. The same board had issues when

trying to establish a link with the serializer end. Looking through the datasheets of the

deserializer and serializer chips and looking at the schematic and board layout, the issue

was found. The issue was solved by removing an excess resistor that configured the

GMSL link speed to the wrong speed.

During the first attempt to stream the image data, we encountered errors on the receiving

end. When the v4l2-ctl tool started the stream, it got timeout errors and complained

about mismatching VI ids. To verify that there are data moving on the CSI-2 lanes, we
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needed a high-performance oscilloscope with differential measurement probes. Gladly,

we managed to borrow one demonstration device from Rohde & Schwarz that contained

the decoding software for MIPI D-PHY signals. Using the oscilloscope, we managed to

catch two errors, the lane configuration and speed were different than specified in the

DTS files. This caused decoding errors on the receiver end as it was prepared to receive

data at a much slower pace. We fixed the lane configuration in the deserializer and set

the correct VC id for the stream.
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6. CONCLUSION

The main objective in this work was to gain competence around image sensors in the

automotive environment and their drivers on a high-level operating system like Linux.

We started by examining existing imaging systems in automotive industry and found

that most systems require SerDes to transmit the image stream from sensor to image

processing unit. There are many manufacturers for SerDes technology in imaging

systems, most common ones being Analog Devices GMSL link and FPD-Link which

is owned by Texas Instruments. However, as these are proprietary technologies, there

has been a joint coalition to produce a new standardization for SerDes in the automotive

industry. This standardization would expand the supplier base for the technology and

facilitate manufacturers’ transition away from proprietary solutions.

In addition to the SerDes technology, we studied the technology behind the image

sensors. In ADDW systems that require capturing the image during every lightning

condition, an external light is mandatory. As power efficiency is critical in battery-

powered vehicles and efficient thermal management is particularly challenging in compact

display modules due to their limited heat transfer capacity, thermal design considerations

become essential. This forces the usage of external light to be minimal and this is

achieved by using advanced sensors with global shutter. The most commonly used

technology in automotive image sensors is CMOS because of its speed and power

efficiency. The CMOS sensor is often equipped with the MIPI CSI-2 bus for image

transfer, as most SerDes systems support it.

On the software side, an embedded Linux was chosen as the target operating system.

Building an embedded Linux requires knowledge of a wide area. In this work we examined

the key parts of embedded Linux that were required to know when developing a camera

driver. One of the key aspects were understanding the kernel structure and how to

configure it. As embedded Linux is often tied to custom hardware, the Devicetree

structure and configuration of it was required to know to get new device supported in

the target system. The added nodes in the DTS files are coupled to the custom device

driver that is needed to develop for the image sensor. Most common driver type for the

image sensor is based on the I2C device driver with the additional elements from the

V4L2 interface.
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The build process also requires knowledge about bootloaders, toolchains and root

filesystem. The developer needs to manage and configure these for their specific usage.

To keep things simple, there are several tools available to help with the tool management

and building process of embedded Linux. In this work, we briefly compared Buildroot

and The Yocto Project as they are the most widely used build systems for embedded

Linux.

In the actual implementation, we decided to implement the drivers on Nvidia Jetson

Xavier NX SOM as it provided a powerful integrated graphics processor which can be

used for machine learning algorithms. In addition, the SOM was supported by many

carrier boards from different manufacturers and there were supports for various camera

modules and SerDes ICs. The sensor driver was successfully developed to the chosen

device using the provided Nvidia JetPack SDK and the carrier board manufacturers BSP

for it. Nvidia provides a comprehensive guide and examples on how to develop a driver for

their SDK. They also recommend using their helper libraries when developing a camera

driver and the driver structure differs a lot from the example drivers in the Linux kernel.

However, this binds the produced driver to their ecosystem and is not easily changed

to other environments. We noticed this as a potential risk item, as it would require

additional work if we wanted to utilize the same sensor on a different ecosystem.

As we were able to develop fully functional drivers for the chosen image sensor and

SerDes chip, we achieved the most important object. This task also taught us the entire

system and the subcomponents that the camera requires in the automotive environment.

Estimation of the workload to develop a new sensor driver was not easily detectable as

there were many additional components and systems that needed to be studied or worked

on to get the driver development started. However, by developing the driver in-house,

we gained the competence to design and produce camera systems in the future.
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