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ABSTRACT The Internet of Medical Things (IoMT) transforms healthcare by allowing real-time
monitoring, diagnosis, and treatment using interconnected medical devices and sensors. However, the rapid
growth of IoMT brings significant security and privacy challenges due to its critical vulnerability to cyber-
attacks. This paper introduces a novel Deep Learning (DL) approach designed to analyze IoMT traffic
and identify malicious activities. By leveraging the CIC IoMT dataset, we improved an existing neural
network model to enhance prediction accuracy. Our approach combines UNet++ and Long Short-Term
Memory (LSTM) models to extract network traffic features effectively. Experimental results show that the
proposed model outperforms traditional algorithms, achieving an accuracy of 99.92% in anomaly detection
and 87.96% in attack categorization. Finally, we highlight the main limitations as well as possibilities for

real-world implementation of the approach.

INDEX TERMS Anomaly detection, classification, IoMT, healthcare, LSTM, network traffic, UNet++.

I. INTRODUCTION

The Internet of Things (IoT) has transformed how humanity
engages with the physical world by connecting everyday
objects to the Internet, allowing them to collect and transmit
data [1]. IoT has prompted the development of the Internet
of Medical Things (IoMT), a rapidly expanding network of
medical devices, implants, and sensors that generate real-time
health data [2].

This evolutionary step is expected to enable real-time
monitoring, diagnosis, and treatment, improving patient
outcomes and operational efficiencies. [oMT devices, which
range from wearable sensors to advanced diagnostic tools,
gather and transmit vital health data, enabling healthcare
professionals to make informed decisions quickly [2].
However, the proliferation of IoMT also presents complex
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challenges, particularly to ensure the security and privacy of
sensitive health information [3], [4]. Another critical aspect
of IoMT is connected to a traditional IoT aspect of limited
resources, which, on the one hand, assures longer battery life
but, on the other hand, prevents implementation of advanced
security techniques [5]. The high inter-connectivity level also
poses another potential challenge for the whole ecosystem
and requires comprehensive security strategies across all
devices. Security is not the primary focus of formerly
developing IoT protocols, as those were mainly designed
for energy efficiency and efficient node connectivity in
complex ad-hoc environments. For instance, given its use in
secure networks, the Message Queuing Telemetry Transport
(MQTT) protocol lacks integrated security mechanisms,
which was not considered a major issue [6].

Addressing these challenges is crucial for ensuring the
safe and secure use of IoMT devices and protecting patients’
privacy. One possible proposed method is to automatically
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monitor network traffic and detect anomalous behavior
by utilizing the so-called Intrusion Detection Systems
(IDS) [7]. Since the transmitted data are large and complex,
artificial techniques, such as Machine Learning (ML) or
Deep Learning (DL), are often required for IDS operation.
Recently, many approaches for IDS have been proposed
based on traditional ML algorithms, such as Decision Tree
(DT), Random Forest (RF), etc. [8]. On the other hand,
DL methods are also efficient for the anomaly detection
task. Frequently used architectures of Neural Network
(NN) are Long Short-Term Memory (LSTM), Convolutional
Neural Network (CNN), or Reinforcement learning (RL).
As research progresses, these technologies are expected to
become even more integrated, offering stronger defenses
against an ever-changing threat landscape.

This paper proposes a novel architecture of NN, which
analyzes the traffic of [oMT to detect malicious behavior and
determine the attack. For this purpose, the model from our
previous work [9] was modified to make predictions accurate.
Additionally, we have used the recent dataset, Canadian
Institute for Cybersecurity (CIC) IoMT2024 [10], which
focuses on IoMT and is supposed to be a benchmark for
the proposed solution. The technologies, devices, as well as
attacks studied in this paper, are depicted in Figure 1. Notably,
no existing works contribute to this dataset when writing this

paper.

The main contributions of this paper are:

C1: A novel architecture of NN for IoMT traffic analysis has
been proposed.

C2: The proposed solution is based on feature extraction
using semantic segmentation, presented by UNet++-,
and supported by LSTM.

C3: The proposed model outperforms other ML algorithms
used for comparison.

The rest of this paper is structured as follows. Section II
represents the recent works related to IoT. The next part,
Section III, describes the proposed NN model and optimized
ML models. Section I'V shows the results of experiments, and
the final Section V concludes the paper.

Il. RELATED WORK

The study of advanced ML methods for predicting and
categorizing anomalous behavior in network traffic IoT has
received much attention in recent years.

The work [11] proposes the model to detect abnormal
traffic in loMT-Blockchain environment. This approach aims
to extract low and high-level features using BiLSTM, which
can obtain time-related information. For the experiment,
the authors used custom self-made datasets. The proposed
model achieved accuracies of 93.7% and 95.3% for binary
classification and 89.5% and 91.5% for multiclass classifi-
cation. Despite the relatively good results, the model is quite
complex, consequently, it leads to increase the time of sample
processing. Notably, the paper utilizes several sequential
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feature extractors, which also require time and resources
for pre-training. In this case, the possible improvement of
architecture can be parallel processing of input data instead
of sequential steps.

The work [12] presented IDS system, which combines
four different architectures: MLP, LSTM, CNN, and hybrid
CNN-LSTM. The proposed approach was evaluated on two
datasets: UNSW-NB15 and Edge-IloTset. According to the
results, it can achieve an accuracy of 99.8% for anomaly
detection and 96% for attack categorization. However, results
indicate several problems with detecting Information Theft,
which was detected as DDoS, and Malware, which was
identified as Injection). It can also be noticed that experiments
used a dataset created in 2015, which can be out-of-date, and
it may not correspond to actual network traffic and attack
patterns.

The authors of [13] proposed a complex attention-
based multidimensional DL for IoMT malware detection,
classification and CPU architecture classification. For the
byte representation in numerical form, the embedding layer
was utilized. Additionally, a combination of CNN and
bidirectional LSTM was used to extract spatial features.
Finally, the attention layer selects the optimal features
extracted by CNN and LSTM. Feature fusion executed the
final classification. The results show the accuracy of 95% for
malware detection and 94% for malware classification. The
main detected challenges are the length of input data, which is
better handled by BiLSTM, and the higher misclassification
rate, which is caused by dataset imbalance.

The advanced architecture of NN was applied in [14] for
IoMT. The approach uses a cost-sensitive learning approach
to efficiently extract features from the network traffic and
patients’ biometric data. Additionally, various layers were
combined with an attention model for optimal feature selec-
tion to identify the attacks. The experiment was conducted
on five different datasets, such as Network-WUSTL EHMS
2020, Biometric-WUSTL EHMS 2020, Combined-WUSTL
EHMS 2020, SDN-IoT, and KDDCup-99. The best-achieved
accuracy is 99% for attack detection. Important notice is that
the training process utilized costs to the classes, which shows
better results than existing systems. On the other hand, the
proposed model utilizes the patients’ biometrics data, which
also raises privacy and ethical issues, which require further
studies and solutions, probably with blockchain application.

The article [15] proposed a solution for IoMT-based net-
works using ensemble learning and Fog-Cloud architecture.
The architecture is based on a set of LSTM models and
a DT to perform the final classification of normal and
malicious traffic. The best achieved accuracy is 98.56%.
Despite the high accuracy, there is an important limitation
— the proposed model utilizes a filter-based feature selection
approach, which limits the feature set used for analysis. It can
potentially decrease the probability of correct detection in the
future in real-world applications.

The traditional ML methods are also frequently used for
anomaly detection, such as shown in work [16]. The ToN IoT
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a. loMToverlay and traffic-originated technologies:

b. loMTdevices:

Sense-U Baby Monitor,
SOS Multifunctional Pager,
SINGCALL SOS Button,
Ecobee Camera,

TP-Link_CIC (AP2),

Raspberry pi4 (4),

iPad,
TP-Link_CICloT_Doctor (AP1),
Lookee Sleep ring,

Powerlabs HR Monitor Arm band,
COOSPO 808sChest HR Monitor,
COOSPO HW807 Armband,
Livlov Heart Rate Sensor,

Wellue O2 Ring -3438,

Lookee O2 Ring,
Checkme BP2A,
c. Attackclasses: SleepU Sleep OxygenMonitor,
Reconnaissance: DosS: DDosS: MQIT: Rhythm-+2.0,
Wellue Pulsebit EX,
OS scan DoS TCP DDoS TCP DDosS connect flood Kinsa Thermometer,
Ping sweep DoSICMP  DDoS ICMP DDoS publishflood | Checkme O2 Wrist Pulse
Oximeter (2),
Portscan DoS SYN DDoS SYN DoS connect flood Dell CICM99,
Recon VulScan DoS UDP DDoS UDP DoS publish food Samsung A1l
Spoofing: Malformed data
ARP spoofing

Simulated devices:

Withings BPM Connect,
Withings Thermometer,
Lookee Ring-ProSleep Monitor,

blink mini, QardioBase 2,
M1Tlaxihub, Wellue EKG,
owltron, iHealth Smart Wireless Gluco-Monitoring

System,

Wellue Visual OxyWrist Pulse Oximeter,
Nasal/Mouth Air Flow Sensor,

EMG (Electro-myographySensor),

GSR (Galvanic Skin Response Sensor),
Industrial devices,

UASure |l Meter,

Fall Detector,

Baby Sleep Position -SenseU Baby,
Spirometer

FIGURE 1. Components of the analyzed loMT system.

TABLE 1. Summary of related works sorted by publication year.

l [Ref.] [ Year [ Used dataset [ Used technique Results
[11] 2022 | Self-made datasets (TADA, TADB) | Multi-model autoencoder for feature fusion, high- | Binary classification accuracy: 93.7%
level structured feature extraction with BiLSTM, | and 95.3%, multiclass classification ac-
residual learning for classification curacy: 89.5% and 91.5%
[13] 2022 | Microsoft malware dataset, | Multidimensional DL approach to learn optimal fea- | Malware detection accuracy of 95%,
(CDMC)-2020-IoMT-Malware ture representation on byte representation of ELF | malware classification accuracy 94%
files. CNN and BiLSTM extracts spatial features
[12] 2023 | UNSW-NBI15, Edge-IloTset Combination of MLP, LSTM, CNN, and hybrid | Anomaly detection accuracy of 99.8%,
CNN-LSTM attack categorization accuracy 96%
[14] 2023 | Network-WUSTL EHMS 2020, | CNN and LSTM to extract spatial and time-series | Accuracies for attack detection: 88% —
Biometric-WUSTL EHMS 2020, | features. Global attention mechanism extracts im- 99%
Combined-WUSTL EHMS 2020, | portant features
SDN-IoT, KDDCup-99
[15] 2023 | ToN-IoT dataset Stacked LSTM extracts features. DT performs final | Accuracy 98.56%
decision
[16] 2023 | ToN-IoT dataset DT, RF, LR, SVM, k-NN Binary classification accuracy 99.96%,
categorical classification 99.66%
[10] 2024 | CICIoMT-2024 dataset o ) Accuracy for 2 classes 99.60%, 6
Logistic Regression (LR), AdaBoost, RF, DNN classes — 73.5% and 19 classes — 73.3%
[17] 2024 | CICIoMT-2024 dataset The extensive augmentation was applied to several | Accuracy for 2 classes 99.88%
datasets. The proposed model combines 1D CNN
and LSTM with a self-attention mechanism.
This 2025 | CICIoMT-2024 dataset Application of semantic segmentation presented | Attack detection accuracy 99.92%,
paper by 1D Unet++ model to extract features at differ- | attack categorization 87.96%
ent levels of abstraction. Also, LSTM is used to
extract temporal features

dataset has been used for binary and categorical classification
experiments. According to the results, SVM performed better

than RF and k-NN. The trained model achieved impressive
results: accuracy of 99%, precision of 97.72%, recall 89.42%,
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FIGURE 2. Overview of the experiment.

and F-score 91.13%. However, the authors utilized only 50%
of the dataset due to computational constraints. Additionally,
it falsely detected 1,620 samples of 46, 104. The most
problematic class is the Person in the Middle attack.

These studies collectively contribute to advancing ML
techniques, addressing various challenges and applications
across different domains. Integrating novel architectures,
hybrid models, and optimization strategies underscores the
ongoing efforts to enhance the capabilities and applicability
of ML technologies.

This work proposed a novel multi-modal architecture to
address the challenges noted in previous works. Our model
utilizes two branches that can extract temporal and spatial
features instead of comprehensive feature selection, leading
to information loss. Additionally, those operating in parallel
do not require any additional pertaining steps and can be
trained in one shot.

Our newly proposed architecture of NN utilizes the latest
dataset [10], so-called CIC-IoMT2024, for attack detection
and categorization in IoMT compared to recent works.
The paper with the proposed dataset provided experiments
with the proposed model using LR, AdaBoost, RF, and
Deep NN. The best-achieved results are obtained with RF:
accuracy for two classes 99.6%, six classes — 73.5%, and
19 classes — 73.3%. However, our approach utilizes only part
of the dataset: data collected from WiFi and MQTT-enabled
devices. The experiments based on the mentioned dataset
are also presented in the work [17]. However, the author
applied the augmentation techniques to extend the training,
validation, and testing dataset. The proposed model combines
1D CNN and LSTM with a self-attention mechanism. The
best achieved accuracy is 99.88%.

Notably, instead of the application of frequently used CNN,
the proposed NN is based on UNet++ architecture. The
summary of related work is presented in Table 1.

lll. METHODOLOGY

This section describes the proposed methodology for
anomaly detection and attack classification. the dataset used
and its preprocessing (Section III-A), the baseline used
for comparison (Section III-B), and the proposed model
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(Section III-C). The experiment overview is shown in
Figure 2.

A. DATA PROCESSING

The newly published dataset, CIC IoMT2024 [10], was used
for the experiments. Since the original dataset has already
been divided into training and testing sets, the experiments
utilized it in the given split for training and testing purposes.
Because of that, the statistical analysis of features is provided
separately in Table 2 and Table 3.

The selected samples with the original benign and attack
traffic were performed on WiFi and MQTT-enabled devices.
Here, the group of files with attacks and benign traffic were
selected for the experiments.

According to Figure 3, the given dataset is strongly
imbalanced: samples with malicious traffic are about 97.3%.
The distribution of the training set is similar. Table 4
introduces the total number of samples. Since imbalance can
cause an overfitting problem, making the results irrelevant,
it was decided to resample the dataset. In the case of the
anomaly detection task, the number of samples per class
was downsampled to the minimum value — 192, 732 for the
training set and 37, 607 for the testing set. In the case of
attack detection, it was decided to use median value among
all classes (see Table 4): median for training set — 173, 036,
median for testing set — 37, 607.

The next step is to normalize the data. The quantile
transformer [18] transforms the features into a uniform
distribution for this experiment. According to work [18], this
data transformation method proves to be the most successful.

B. BASELINE

Several traditional ML models were compared with the
proposed model: RF, DT, MLP, k-NN and LR. More detailed
information about these algorithms can be found in [19].

A random search in 50 iterations was used to set up
the hyper-parameters for each model. Additionally, the
cross-validation method with 5 folds was used. The found
parameters for anomaly detection are:

o RF: Number of estimators: 10; max features: 6; max
depth: 9;
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FIGURE 3. Class distribution for attack categorization.

LSTM branch

Unet++ branch

Concatenate and
classification branch

Conv Block + —_— ing — — Concatenate Dense Dropout LSTM Average
Q Average Pooling ‘ ConvBlock Upsampling + Concatenate ﬁ ) P Pooling

Global

FIGURE 4. Proposed combined UNet++ and LSTM architecture.

DT: Max depth: 14; max features: auto; criterion:
entropy; minimum samples leaf: 1;

MLP: Solver: Adam; max iterations: 72; hidden layer
sizes: 95;

k-NN: Weights: distance; number of neighbours: 5;
algorithm: ball tree;

LR: Solver: sag.

In the case of attack classification, the found parameters

are:

VOLUME 13, 2025

o RF: Number of estimators: 46; max features: 9; max

depth: 9;

o« DT: Max depth: 13; max features: auto; criterion:

entropy; minimum samples leaf: 16;

o« MLP: Solver: sgd; max iterations: 20; hidden layer

sizes: 100;

o k-NN: Weights: distance; number of neighbours: 2;

algorithm: brute;
LR: Solver: sag.
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TABLE 2. Statistical analysis of the training set for each feature.

Feature Count [ Mean STD Min 25% 50% 75% Max
Header_Length 7160831.00 29588.36 276261.80 0.00 54.00 108.00 19580.50 9895636.00
Protocol Type 7160831.00 8.04 6.29 0.00 1.16 6.00 17.00 17.00
Duration 7160831.00 64.75 8.41 0.00 64.00 64.00 64.00 255.00
Rate 7160831.00 15232.02 39509.68 0.00 6.69 145.29 19146.81 2097152.00
Srate 7160831.00 15232.02 39509.68 0.00 6.69 145.29 19146.81 2097152.00
Drate 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
fin_flag_number 7160831.00 0.01 0.03 0.00 0.00 0.00 0.00 1.00
syn_flag_number 7160831.00 0.16 0.34 0.00 0.00 0.00 0.00 1.00
rst_flag_number 7160831.00 0.04 0.14 0.00 0.00 0.00 0.00 1.00
psh_flag_number 7160831.00 0.02 0.10 0.00 0.00 0.00 0.00 1.00
ack_flag_number 7160831.00 0.09 0.25 0.00 0.00 0.00 0.00 1.00
ece_flag_number 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.20
cwr_flag_number | 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.10
ack_count 7160831.00 0.03 0.18 0.00 0.00 0.00 0.00 11.20
syn_count 7160831.00 0.30 0.61 0.00 0.00 0.00 0.00 10.70
fin_count 7160831.00 0.09 0.61 0.00 0.00 0.00 0.00 151.74
rst_count 7160831.00 69.26 512.72 0.00 0.00 0.00 0.00 9576.50
HTTP 7160831.00 0.00 0.02 0.00 0.00 0.00 0.00 1.00
HTTPS 7160831.00 0.01 0.06 0.00 0.00 0.00 0.00 1.00

DNS 7160831.00 0.00 0.01 0.00 0.00 0.00 0.00 1.00
Telnet 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.10
SMTP 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.10

SSH 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.90

IRC 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.11

TCP 7160831.00 0.42 0.49 0.00 0.00 0.00 1.00 1.00

UDP 7160831.00 0.31 0.46 0.00 0.00 0.00 1.00 1.00
DHCP 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.60

ARP 7160831.00 0.00 0.02 0.00 0.00 0.00 0.00 1.00
ICMP 7160831.00 0.27 0.44 0.00 0.00 0.00 0.99 1.00
IGMP 7160831.00 0.00 0.00 0.00 0.00 0.00 0.00 0.70

IPv 7160831.00 1.00 0.02 0.00 1.00 1.00 1.00 1.00

LLC 7160831.00 1.00 0.02 0.00 1.00 1.00 1.00 1.00

Tot sum 7160831.00 638.66 988.90 42.00 441.00 525.00 567.00 23467.00
Min 7160831.00 55.07 67.60 42.00 42.00 50.00 54.00 1514.00
Max 7160831.00 73.25 135.56 42.00 46.46 50.00 54.00 1514.00
AVG 7160831.00 60.84 88.10 42.00 42.33 50.00 54.00 1514.00
Std 7160831.00 6.41 39.17 0.00 0.00 0.00 0.00 721.15

Tot size 7160831.00 60.84 87.88 42.00 42.58 50.00 54.00 1514.00
IAT 7160831.00 84683490.00 17884420.00 —1.28 84678880.00 84696410.00 84696860.00 169469400.00
Number 7160831.00 9.50 0.84 1.00 9.50 9.50 9.50 15.00
Magnitue 7160831.00 10.45 3.17 9.17 9.20 10.00 10.39 55.03
Radius 7160831.00 9.05 55.38 0.00 0.00 0.00 0.00 1020.23
Covariance 7160831.00 2535.23 20458.32 0.00 0.00 0.00 0.00 520437.90
Variance 7160831.00 0.09 0.23 0.00 0.00 0.00 0.00 1.00
Weight 7160831.00 141.53 21.74 1.00 141.55 141.55 141.55 244.60

C. PROPOSED ARCHITECTURE

The proposed architecture is illustrated in Figure 4. It builds
upon our previous work [9], where we applied the
UNet++ [20] model. However, this architecture introduces
two branches: one utilizing UNet++ for 1D data and the
other leveraging an LSTM model.

These models were chosen for their complementary
strengths. UNet++- extracts spatial features across multiple
levels using its encoder-decoder structure with skip connec-
tions, refining these features at each level. Meanwhile, LSTM
captures temporal dependencies, essential for analyzing
sequential IToMT traffic.

57594

UNet++ is primarily designed for semantic segmentation
in 2D or 3D images. However, we demonstrate that it can
also be effectively applied to 1D data, such as network traffic.
This model consists of two main components: the encoder,
which performs downsampling and feature extraction, and
the decoder, which reconstructs the output signal. Unlike
traditional models, UNet++ incorporates additional skip
connections that transfer information across different levels.
These connections include trainable blocks that enhance
learning and help prevent information loss.

Figure 4 depicts each internal block (X3’2, X%2 x23 x12
X 13, x4y concatenated with the corresponding block from
the encoder and decoder parts.
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TABLE 3. Statistical analysis of the testing set for each feature.

Feature Count [ Mean STD Min 25% 50% 75 % Max

Header_Length 1614182.00 | 31622.10 307971.50 0.00 0.00 85.54 18627.00 9896704.00

Protocol Type 1614182.00 | 8.07 6.36 0.00 1.00 6.00 17.00 17.00

Duration 1614182.00 | 64.15 4.64 0.00 64.00 64.00 64.00 255.00

Rate 1614182.00 | 18017.92 42075.31 0.00 5.88 59.96 23866.62 2097152.00

Srate 1614182.00 | 18017.92 42075.31 0.00 5.88 59.96 23866.62 2097152.00

Drate 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.00

fin_flag_number | 1614182.00 | 0.01 0.03 0.00 0.00 0.00 0.00 0.89

syn_flag_number 1614182.00 0.15 0.33 0.00 0.00 0.00 0.00 1.00

rst_flag_number | 1614182.00 | 0.04 0.15 0.00 0.00 0.00 0.00 1.00

psh_flag_number 1614182.00 0.02 0.09 0.00 0.00 0.00 0.00 1.00

ack_flag_number | 1614182.00 | 0.10 0.26 0.00 0.00 0.00 0.00 1.00

ece_flag_number 1614182.00 0.00 0.00 0.00 0.00 0.00 0.00 0.20

cwr_flag_number | 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.20

ack_count 1614182.00 | 0.03 0.18 0.00 0.00 0.00 0.00 6.20

syn_count 1614182.00 | 0.29 0.60 0.00 0.00 0.00 0.00 7.70

fin_count 1614182.00 | 0.07 0.28 0.00 0.00 0.00 0.00 28.05

rst_count 1614182.00 | 50.83 428.08 0.00 0.00 0.00 0.00 8702.00

HTTP 1614182.00 | 0.00 0.04 0.00 0.00 0.00 0.00 1.00

HTTPS 1614182.00 | 0.00 0.04 0.00 0.00 0.00 0.00 1.00

DNS 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.50

Telnet 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.10

SMTP 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.10

SSH 1614182.00 | 0.00 0.01 0.00 0.00 0.00 0.00 1.00

IRC 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.10

TCP 1614182.00 | 0.41 0.49 0.00 0.00 0.00 1.00 1.00

UDP 1614182.00 | 0.31 0.46 0.00 0.00 0.00 1.00 1.00

DHCP 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.20

ARP 1614182.00 | 0.00 0.02 0.00 0.00 0.00 0.00 1.00

ICMP 1614182.00 | 0.28 0.45 0.00 0.00 0.00 1.00 1.00

IGMP 1614182.00 | 0.00 0.00 0.00 0.00 0.00 0.00 0.40

IPv 1614182.00 | 1.00 0.02 0.00 1.00 1.00 1.00 1.00

LLC 1614182.00 | 1.00 0.02 0.00 1.00 1.00 1.00 1.00

Tot sum 1614182.00 | 624.28 1003.47 42.00 | 441.00 525.00 567.00 23467.00

Min 1614182.00 | 55.33 75.39 42.00 | 42.00 50.00 54.00 1514.00

Max 1614182.00 | 68.26 124.48 42.00 | 42.00 50.00 54.00 1514.00

AVG 1614182.00 | 59.47 87.96 42.00 | 42.00 50.00 54.00 1514.00

Std 1614182.00 | 4.53 32.61 0.00 0.00 0.00 0.00 714.09

Tot size 1614182.00 | 59.47 87.87 42.00 | 42.00 50.00 54.00 1514.00

IAT 1614182.00 | 84684520.00 | 17526760.00 | 0.00 84679180.00 | 84696500.00 | 84696910.00 | 169470800.00

Number 1614182.00 | 9.50 0.83 1.00 9.50 9.50 9.50 13.50

Magnitue 1614182.00 | 10.39 3.11 9.17 9.17 10.00 10.39 55.03

Radius 1614182.00 | 6.40 46.10 0.00 0.00 0.00 0.00 1009.61

Covariance 1614182.00 | 1639.99 16277.54 0.00 0.00 0.00 0.00 509661.20

Variance 1614182.00 | 0.09 0.23 0.00 0.00 0.00 0.00 1.00

Weight 1614182.00 | 141.53 21.31 1.00 141.55 141.55 141.55 244.60

The ConvBlocks are composed of a Convolutional The encoder part is also the average pooling layer, which

layer, Dropout with the rate 0.1, Layer normalization, reduces the dimension of input data and extracts important

and Gaussian Error Linear Unit (GELU), as activation
function. Considering that this model has different levels of
feature extraction and connection from low to high levels,
it can extract and analyze more information from a given
input.

Convolutional layers in ConvBlocks have kernel size 3,
and 32, 64, 128, 256, and 512 filters from level 1 to
5, respectively. These parameters are selected empirically,
considering the achieved results, training process, and
computational constraints.
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information. This layer has widely used parameters: stride of
2 and pool size of 2.

The second part of the proposed model is LSTM. As men-
tioned, this kind of NN is frequently used in traffic anomaly
detection or categorization thanks to the ability to extract
temporal features from a given input. With this motivation,
the proposed architecture also contains the second branch
with LSTM. It consists of three pairs of LSTM layers with
a number of units 32, 64, 128. Dropout layers are also
included in this branch and have a rate of 0.3. Here, the
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TABLE 4. Number of samples in each class.

l Label [ Training set Testing set
Benign 192,732 37,607
ARP_Spoofing 16, 047 1,744
MQTT-DDoS-Connect_Flood 173,036 41,916
MQTT-DDoS-Publish_Flood 27,623 8,416
MQTT-DoS-Connect_Flood 12,773 3,131
MQTT-DoS-Publish_Flood 44,376 8, 505
MQTT-Malformed_Data 5,130 1,747
Recon-OS_Scan 16, 832 3,834
Recon-Ping_Sweep 740 186
Recon-Port_Scan 83,981 22,622
Recon-VulScan 2,173 1,034
TCP_IP-DDoS-ICMP 1,537,476 349, 699
TCP_IP-DDoS-SYN 801, 962 172,397
TCP_IP-DDoS-TCP 804, 465 182, 598
TCP_IP-DDoS-UDP 1,635,956 362,070
TCP_IP-DoS-ICMP 416,292 98,432
TCP_IP-DoS-SYN 441,903 98, 595
TCP_IP-DoS-TCP 380, 384 82,096
TCP_IP-DoS-UDP 566, 950 137,553

higher value is used because this branch is less complex than a
branch with UNet++-. It helps to vary the model and prevent
overfitting. The last layer in this branch is Global Average
Pooling.

The final part of the proposed architecture is concate-
nating the output of the last layers of both branches.
The final classification is performed by Dense layers
with 64 and 16 neurons and Dropout layers with a rate
of 0.3.

The last Dense layer contains a number of neurons
depending on the solving task. In the case of anomaly
detection, there is only one neuron and sigmoid activation
function. This one can be a float number from O to 1. In the
case of attack categorization, there are 19 neurons and a
softmax function, which shows the probabilities that the given
input sample corresponds to 19 classes.

The optimizer used for training is Adam, with a learning
rate of 0.001 and a reduction of the learning rate if the
model stops to improve the monitoring metric (in this case,
validation accuracy). This optimization supports the model’s
learning. The model was trained in 100 epochs with batch size
256. Also, the focal loss function was used during training,
which is defined as follow [21]:

FL(p) = —a(1 — pp)” log(ps), ey

where p; — the model’s estimated probability for the class
with label y = 1, oy = 0.50 — balancing factor, y = 1.5 —
modulating factor.

The general algorithm is defined in Algorithm 1. The pro-
posed architecture allows the processing of input data in two
branches in parallel. The hybrid design integrates spatial and
temporal feature extraction into a unified framework. This
approach ensures that important information is preserved.
The model is trained in one shot, which is why the time
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Algorithm 1 An Algorithm of Data Processing Using the
Proposed Model

1: Step 1: Data Preprocessing
Load the CIC-IoMT2024 dataset: D = {x;, y;} |
Resample the dataset to handle class imbalance:
if anomaly detection then
Dresampled = min{size of each class}
else
if Attack classification then
Dresampled = median size of all classes
end if
end if
11: Normalize features: x; <— QuantileTransformer(x;) for
allx; e D
12: Step 2: Define Model Architecture
13: Define UNet++ for 1D data:

R e A o

_
e

14: Encoder: Extract hierarchical features ¢encoder(X)
15: Decoder: Reconstruct signal ¢gecoder(@Pencoder(X))
16: Skip connections: @skip(x) = trainable connections

17: Define LSTM branch:
18: YrstM(x) = LSTM(x) with units [32, 64, 128]
19: Combine outputs of UNet++ and LSTM branches:

Zcombined = Concatenate(Pdecoder, YLSTM)

20: Add Dense layers with [64, 16]

Sigmoid(WZcombined + b)

(Anomaly detection)
Z =
ouput softmax(Wzcombined + b)

(Attack classification)

21: Step 3: Model Training

22: Set optimizer: Adam, learning rate n = 0.001

23: Train the model for T = 100 epochs with batch size
B = 256:

24: Focal loss function to update weights:

FL(p;) = —a;(1 — p)Y log(py),

25: Step 4: Evaluation Metrics

26: Define metrics for performance evaluation
27: Evaluate on:

28: Anomaly detection

29: Attack classification

o, =05,y=1.5

for training is less than the application of composed models
trained separately.

The outputs of these parts are concatenated with trainable
layers, which helps to combine the extracted features and
perform the final decision correctly.

IV. RESULTS AND DISCUSSION

This section outlines the main results obtained for the
anomaly detection and attacks classification, as well as
provides the utilized metrics and potential future extension
opportunities & specifics of real-world implementation.
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A. METRICS
The objective metrics used to evaluate the performance of
trained and tested methods are introduced in this section.
Accuracy is calculated as the ratio of correctly predicted
samples to total samples
TN + TP 5

TP+TN + FP+FN’ @
where TN — True Negatives, TP — True Positives, FP — False
Positives, FN — False Negatives.

Precision is a ratio of correct positive samples to the
positively predicted samples

Accuracy =

.. P
Precision = ———. 3)
TP + FP

Recall is a ratio of correct positive samples to all relevant
samples

TP
Recall = Sensitivity = ———. “4)
TP + FN
F1-score is a harmonic mean of precision and recall
Fl—2 Precision - Recall 5)

" Precision + Recall

Balanced Accuracy is the metric that is suitable to

measure the accuracy over an imbalanced dataset
Specificity 4+ Sensitivity
> .

Accpar = (6)
B. ANOMALY DETECTION

According to the results presented in Table 5, the proposed
model achieved the following results for anomaly detection
in IoMT: almost all metrics, including accuracy, F1, binary
accuracy, ROC-AUC, reached 0.9992. The precision value
is 0.99997 The second best model is DT, which is slightly
worse: all metrics achieved 0.9986. However, these results
are possible with relatively large maximum depth (14) and
minimum samples in leaf (1). These values indicate that the
model considers particular cases, and consequently, possible
problems with overfitting and lack of generalization are
raised. On the other hand, the advantage of DT is the
possibility to draw the visualization and how the model
gets to the decision. This point is very important for the
explainability of ML algorithms and opens the possibility of
creating an assistant tool for an expert.

Figure 5 shows the confusion matrix of our model. Here,
almost all samples were classified correctly. Only one case
was incorrectly detected as malicious, and 60 malicious
samples were classified as normal.

Comparing with existing approaches used in this dataset,
the work [10] applied traditional ML algorithms, and the best
one tested by authors is AdaBoost. It achieved worse results:
accuracy 0.996, F1 0.959, precision 0.959, and recall 0.961.
However, the alternative work [17] applied a combination of
CNN and LSTM. In some metrics, it is better than proposed,
but it is very close to our one: accuracy 0.9988, F1 0.9993,
precision 0.9989, recall 0.9998.
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FIGURE 5. Confusion matrix for attack detection.

C. ATTACK CATEGORIZATION

The second part of the experiment is also conducted over
traditional ML algorithms and the proposed model. Table 6
shows that our model has achieved the accuracy — 0.8796,
F1 — 0.8647, precision — 0.9455, recall — 0.9331, balanced
accuracy — 0.8796, ROC-AUC - 0.9364.

Comparing with the work [10], where the best model for
19 classes classification is RF. It achieved the following
results: accuracy 0.733, F1 0.551, precision 0.691, and recall
0.577. The work [17] has not provided results for multiclass
classification, so it cannot be compared with proposed one.

Figure 6 also shows that the proposed model correctly
labeled most samples. However, it can be noticed that ARP
spoofing was detected as benign traffic and also as “MQTT
Malformed Data” and ‘“‘Recon-Port Scan” classes. Another
point is the mixing attack types in MQTT — DDoS-Publish
Flood was identified as DoS-Publish Flood. Several problems
with identifying the attack “MQTT Malformed Data” also
appeared.

Figure 6 highlights the issues with categorizing reconnais-
sance (Recon—*) attacks. For example, the model cannot
differentiate between an OS and a vulnerability scan. Notably,
the model identified Benign 11,613 samples, which are
supposed to be vulnerability scans.

According to these results, it can be concluded that ARP
spoofing and different types of reconnaissance should be
studied more. The possible reason for weaker results is the
small number of samples.

The second best model is RF, which has achieved accuracy
—0.8657, F1 — 0.8560, precision — 0.8935, recall — 0.8657,
ROC-AUC -0.9291. This model is worse for around 1% and
has the advantage — the possibility of plotting decision trees
that are interpretable.

D. FUTURE DIRECTIONS
Despite these promising results, several challenges and
possible improvements are identified and detailed in Table 7.
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TABLE 5. Results for anomaly detection. Note: some results may appear very close after the rounding.

Method Accuracy F1 Precision Recall Balanced accuracy ROC-AUC
RF 0.9982 0.9982 0.9982 0.9982 0.9982 0.9982
DT 0.9986 0.9986 0.9986 0.9986 0.9986 0.9986
MLP 0.9889 0.9889 0.9891 0.9889 0.9889 0.9889
k-NN 0.9854 0.9854 0.9857 0.9854 0.9854 0.9854
LR 0.9907 0.9907 0.9907 0.9907 0.9907 0.9907
AdaBoost [10] 0.996 0.959 0.959 0.961 - -
1D-CNN-LSTM [17] 0.9988 0.9993 0.9989 0.9998 - -
Proposed 0.9992 0.9992 0.99997 0.9984 0.9992 0.9992
TABLE 6. Results for attack categorization.
Method Accuracy F1 Precision Recall Balanced accuracy ROC-AUC
RF 0.8657 0.8560 0.8935 0.8657 0.8657 0.9291
DT 0.8338 0.8219 0.8511 0.8338 0.8338 0.9123
k-NN 0.8583 0.8444 0.8861 0.8583 0.8583 0.9252
LR 0.8580 0.8460 0.8754 0.8580 0.8580 0.9250
MLP 0.6418 0.5803 0.6776 0.6418 0.6418 0.8110
RF [10] 0.733 0.551 0.691 0.577 - -
Proposed 0.8796 0.8647 0.9455 0.9331 0.8796 0.9364
TABLE 7. Detected challenges and possible solutions.
Challenge [ Description [ Potential solution [ [Ref.] ]
Misclassification| Misclassification of Address Resolu- An analysis of low and high-level features can be performed to better understand the contribution [22], [23]
tion Protocol (ARP) spoofing and var- of features to the model’s decision.
ious reconnaissance attacks
Feature importance to filter parameters required for given task. [24], [25]
To address the issue of class imbalance, assign appropriate weights to the different classes. [26]
Lack of | The manual labelling is Self-supervised learning has the potential to diminish the necessity for a large number of labeled [27]
labelled data time-consuming. Consequently, it samples.
requires a lot of resources to adapt the Application of pretrained models and fine-tuning can help to learn general patterns from similar [28], [29]
model for a given environment domains and fine-tune them with minimal labeled data.
Generate more training data by applying transformations, perturbations, or simulation (data aug- [30], [31]
mentation and synthetic data).
Complexity of The model is complex, which can be Design of lightweight model, which is less computationally demanding, [32]
the model complicated to launch on common Edge| Implementing model compression techniques can reduce the model’s size while maintaining its [33], [34]
devices performance level.
Offload model can be applied instead of running everything on the Edge node (use federated [35], [36]
learning, send complex computations to the Cloud or a nearby Edge node).
Overfitting Some classes have much fewer number | Ultilization of resampling techniques, such as oversampling, undersampling, and hybrid methods. [37]
of samples, than others Utilize weighted loss functions to allocate greater penalties (weights) to samples from the minority [38], [39]
class that have been incorrectly classified, thereby enhancing their influence in the model training
process.
Explainability The "closed-box" characteristic of NN | Analysis using statistical methods (e.g. Kolmogorov-Smirnov Test, Principal Component Analysis, [40], [41]
complicates understanding the basis for | Permutation Feature Importance).
the algorithm’s decisions Explanation of " closed -box" decision using LIME, SHAP frameworks. [42], [43]
Convert neural network decisions into human-readable rules. [44]

Firstly, the problem arises in accurately classifying certain
types of attacks, such as ARP spoofing and various reconnais-
sance attacks. More research is required to determine whether
these limitations are due to the inherent nature of these attacks
or specific characteristics of the NN architecture. However,
the common factor in ARP spoofing and reconnaissance
attacks is exploiting the lack of authentication [45], [46]
and validation mechanisms in network protocols. These
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attacks rely on the ability to manipulate network traffic to
gain unauthorized access to information, which can then be
used to plan and execute more advanced attacks. Another
point that can confuse ML/DL models is the similarity of
some parameters. For example, the lengths of ARP and
reconnaissance packets are typically small.

Considering class imbalance as a possible reason for
misclassification, it can be helpful to assign weights to classes
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FIGURE 6. Confusion matrix for attack categorization.

during training [26]. The future development of the methods
can also consider findings from the mentioned possible
directions of research.

Generally, the nature of ML/DL models is based on
exploring patterns. Both attacks can be seen as scanning
by ML/DL models. Although ARP and reconnaissance
packets serve different purposes, models can classify
them similarly due to shared traffic patterns, frequency
anomalies, and burst behavior. These findings under-
score the need for additional research to enhance the
model’s generalization capabilities and reduce the risk of
overfitting.

Continuing the discussion of the overfitting problem,
it can appear in different cases, including due to a small
number of samples. One way to address this limitation is to
apply a resampling method [37]. Resampling methods, such
as Synthetic Minority Over-sampling Technique (SMOTE),
are synthetic sample generation techniques that effectively
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combine existing instances. However, the initial number of
samples can still lead to overfitting, as a small set of samples
may provide a relatively limited amount of information
and permutations, while other classes have over a million
samples. A similar problem appeared with some classes of
MQTT. In this case, it is necessary to upsample some classes
and downsample others wisely. In this work, the median
and minimum values were used for resampling. However,
further research is required to determine the optimal number
of samples.

Additionally, the problem of a lack of labeled data still
remains. The challenges of limited labeled data in network
traffic analysis can be addressed using self-supervised learn-
ing techniques. The core idea of this technique is learning
representations from unlabeled data before fine-tuning on
a small labeled dataset. This approach allows the model
to learn general information from the network traffic and
adjust it according to the labeled dataset. As an advantage,
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it reduces the necessity of labeling all data, which is
time-consuming [27].

The next point for consideration is the model’s complexity.
The proposed model has 2, 013, 011 trainable parameters and
a computational complexity of 35.06 million FLOPs. The
inference speed is 166.12 s per sample, and the total model
size is 8.04 MB.

It should be noted that a minor number of research
works provide the complexity of proposed models, and
consequently, it can be complicated to compare approaches.
However, work [47] provided an inference time of 0.02 to
0.05 s per input batch for a proposed model launched on
CPU. An approach based on a different architecture, such
as a Variational Auto-Encoder [48], has a size of 618.33 KB
and an average time of 1.72 us. However, a more complex
model with two branches [14]: CNN and LSTM takes more
time for the testing phase —- 96 seconds. Conversely,
based on traditional ML methods, the stacking ensemble
model in approach [49] detects during 0.8880 ms. It can
be highlighted that the performance of other approaches
varies, and the proposed model is comparable with
others.

One possible solution is to offload to Cloud or Edge infras-
tructure [50], [51]. However, to balance model complexity,
inference speed, and memory usage, developing lighter
architectures is a viable approach [32]. Here, lightweight
CNN architectures, Transformer-based models, etc., can be
used.

Additionally, it can be valuable to investigate the impact
of features used as input using statistical methods [40]
or approaches for ‘“‘unpacking” the closed box nature of
DL [43]. This can also reveal the possible similarity between
these classes and, consequently, the reason for confusing
classes. Another point for future research is to analyze in
detail which patterns in high and low levels of abstraction
appear. From a practical perspective, this explanation of
models can be helpful for experts in future investigations and
further development of models or IDS applications.

Despite promising results, challenges persist, such as
misclassification, insufficiently labeled data, model complex-
ity, overfitting, and explainability. Managing these requires
further research on classification accuracy, self-supervised
learning, model architecture optimization, class distribution
balancing, and interpretability improvement. Future work
will focus on these areas to strengthen the robustness and
generalization of network security models.

E. POSSIBILITY FOR REAL-WORLD APPLICATION

This work proposed an approach based on DL architecture.
The model must be launched using Graphics Processing Unit
(GPU) for efficient work. For this purpose, it can be used
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on the network Edge with GPU or offloaded to the cellular
network Cloud or Core [52].

The promising direction for real-world deployment is
leveraging Edge computing. This allows the data to be
processed in real-time, minimizes latency, and reduces
dependence on centralized Cloud infrastructure. Currently,
several technologies and hardware exist to deploy Artificial
Intelligence (Al) algorithms on Edge devices. For example,
specialized Al accelerators, such as Intel Movidius VPU or
NVIDIA Jetson Orin, can be used for these purposes. The
advantage of this option is reducing the need for continuous
data transmission to the Cloud servers. Additionally, the
model can be optimized using techniques such as quantiza-
tion, pruning, and knowledge distillation. Considering that
our model is relatively large, one of the possible hardware is
the NVIDIA Jetson Xavier NX [53]. Otherwise, offloading
to the Cloud is also a possibility. A way to combine the
two mentioned approaches can also be considered here. For
instance, initial inference takes place at the Edge, while
periodic retraining occurs in the Cloud, helping to achieve a
balance between cost-efficiency, security, and performance.

Another crucial aspect is to retrain and adjust the model
for the specific dynamic environment [54]. However, in this
case, it is required to label collected traffic manually or
semi-automatically by an expert. It can be time-consuming.
However, it still requires less time than continuously
manually analyzing traffic [55].

An essential point to consider is the data imbalance [56].
In the real world, normal traffic appears more frequent
than anomalous. As the initial model can be used, the
trained one on available datasets or synthetic data generated
by Generative Adversarial Networks [57]. During network
monitoring it will be possible to collect real data, which can
make the model efficient.

Here, the dynamic nature of the IoMT environment also
interferes. If the model was trained on traffic generated by one
set of devices, it can fail if another set appears. It admits that
the model should be adapted for a given infrastructure [58].

Lastly, the communication between deployed IDS and
IoMT environment should be secured to ensure data integrity
and trust in decentralized environments [59].

On the other hand, the parallel nature of the architecture
introduces additional computational complexity because of
the separate processing paths for spatial and temporal fea-
tures. However, the model shows a significant improvement
in accuracy and robustness. Since modern computational
resources, such as GPUs or Cloud-based infrastructure,
are becoming more available and continuously improving,
the proposed approach remains feasible for real-world
applications [60].

Lastly, to enhance the model’s clarity and explainability,
feature importance can also be analyzed in future research.
Currently, it is challenging to “unbox” the closed box
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nature of NN. Despite some approaches already existing,
it is complicated to apply the algorithms. NN are relatively
complex models and, consequently, the approaches for expla-
nation are time-consuming and computationally demanding.
Existing methods for this purpose, such as SHapley Additive
exPlanations (SHAP) [61], can be considered, but the model
should be adjusted to be compatible with it. However, this
framework has been successfully applied to models with
images, which is why it has the potential for widespread use
with our model.

V. CONCLUSION

This paper introduces a novel NN architecture designed
to analyze IoMT traffic to detect malicious behavior
and identify attacks. Utilizing the CICIoMT2024 dataset,
we demonstrate that our approach significantly enhances
prediction accuracy while providing robust capabilities for
anomaly detection and attack classification.

The experimental results reveal that the proposed model
outperforms traditional ML algorithms such as RF, DT, MLP,
k-NN, and LR across various performance metrics, including
accuracy, F1 score, precision, recall, and the Area Under
the Receiver Operating Characteristic Curve (AUC-ROC).
Notably, our model achieved an outstanding accuracy rate of
99.92% for anomaly detection and 87.96% for attack classifi-
cation, underscoring its potential for real-world applications
in securing IoMT environments.

It is also important to note that automating network
analysis in sensitive environments like IoMT can enable
system administrators to respond to threats more swiftly and
efficiently, potentially reducing costs associated with system
damage caused by attackers. This work also identifies the
limitations with possible solutions and directions for real
integration. A more detailed investigation of collected data
and model behavior in dynamic IoMT systems is important
for future research in this field. Additionally, offloading to the
Cloud or Edge nodes with GPU was identified as beneficial
in terms of performance and model efficiency.

In conclusion, the integration of advanced DL techniques,
such as the proposed NN architecture, offers substantial
promise for strengthening IoMT security. As the cyber
threat landscape continues to evolve, ongoing research and
development in this field will be essential for safeguarding
the safety and privacy of sensitive medical data.

ACRONYMS

Al Artificial Intelligence.
ARP  Address Resolution Protocol.

CNN Convolutional Neural Network.
DT Decision Tree.

DL Deep Learning.

DNN Deep Neural Network.

IDS  Intrusion Detection Systems.
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IoT Internet of Things.

IoMT Internet of Medical Things.

FLOPS Floating Point Operations per Second.

GELU Gaussian Error Linear Unit.

GPU Graphics Processing Unit.

KNN k-Nearest Neighbors.

LR Logistic Regression.

LST™M Long Short-Term Memory.

ML Machine Learning.

MLP Multi-Layer Perceptron.

MQTT Message Queuing Telemetry Transport.

NN Neural Network.

RF Random Forest.

RL Reinforcement learning.

AUC-ROC  Area Under the Receiver Operating Charac-
teristic Curve.

RNN Recurrent Neural Network.

SHAP SHapley Additive exPlanations.

SMOTE Synthetic Minority Over-sampling
Technique.

SVM Support Vector Machine.
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