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ABSTRACT 

 
Intisam Ahmed: Network Anomaly Detection using Advanced Machine Learning 

Master of Science Thesis 

Tampere University 

Master’s Programme in Information Technology 

April 2025 

 

 

A distributed denial of service (DDoS) attack is one of the biggest challenges in net-

work security today, as it has a large spread of attackers, a complicated attack structure 

and is always changing over time, so standard detection methods don’t work anymore. 

Nowadays, using techniques such as RNNs and LSTM networks with machine learning 

helps have good results against such threats. They perform superbly in finding timing 

patterns in the network traffic which is vital for finding both typical and unusual kinds of 

traffic. The authors combine PCA and SMOTE with RNN and LSTM to create an early-

detection financial fraud system through this research. PCA allows you to narrow down 

the number of features to process without losing key information which is beneficial for 

your system. The common issue of imbalanced data in anomaly detection is solved by 

SMOTE which creates new samples of rare threats.  

 

After proposing the method, it is tested on a benchmark dataset that anyone can use, 

showing top detection success, low false positives and better results than standard ma-

chine learning approaches. They reveal that box structures supported by better prepro-

cessing may make the network more efficient at defending against complex DDoS at-

tacks. 

Keywords: DDoS Detection, RNN, LSTM, PCA, SMOTE, Network Security 

 

The originality of this thesis has been verified using the Turnitin Originality Check 

service. 
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LIST OF ABBREVIATIONS 

 

DDoS (Distributed Denial of Service): A cyberattack that overwhelms a target 

with traffic from multiple sources to disrupt service. 

RNN (Recurrent Neural Network): A neural network designed for sequential data 

by using loops to retain past information. 

LSTM (Long Short-Term Memory): An advanced RNN variant that captures 

long-range dependencies in sequential data. 

PCA (Principal Component Analysis): A dimensionality reduction technique that 

transforms data into uncorrelated principal components. 

SMOTE (Synthetic Minority Oversampling Technique): A method to balance 

datasets by generating synthetic samples for minority classes. 

AUC (Area Under the Curve): A metric measuring a model’s ability to distinguish 

between classes (from the ROC curve). 

EDA (Exploratory Data Analysis): The process of analyzing datasets to summa-

rize key characteristics and patterns. 

ReLU (Rectified Linear Unit): A popular activation function those outputs zero for 

negative inputs and the input itself otherwise. 

ICMP (Internet Control Message Protocol) is used by network devices to send er-

ror messages and diagnostic information. 
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1.  INTRODUCTION 

Distributed Denial of Service (DDoS) attacks are one of the most notorious, continu-

ous, and damaging cyber threats due to their capacity to inundate networks and systems 

with illegitimate traffic (Nassif et al., 2020; Pang et al., 2020). Such attacks impact busi-

ness, governments, and people and disrupt services, resulting in losses and harming their 

reputation. New challenges of increasing scale and continually growing and developing 

sophistication of DDoS attacks require more powerful protection measures than conven-

tional security systems can provide (Dey et al., 2024). 

 

Today’s networks create a lot of traffic, and hence, it can be extremely difficult to 

determine who is an attacker. Rule-based systems lack high accuracy and are highly prone 

to high false positives as well, and they cannot learn new attacks (Hajjami et al., 2020). 

Moreover, DDoS attacks generally have disproportionate datasets where legitimate traffic 

far outnumbers the attack samples, making it even harder to prevent (Toshniwal et al., 

2020; Sarkar et al., 2024). 

 

Various challenges raised by large datasets have been proposed, including feature ex-

traction and selection, overfitting, and lack of scalability of conventional machine learn-

ing methods, and computation complexity and time consumption (Manolache, 2024). To 

these, Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) have 

been found to have great potential in analysing sequence data such as network traffic 

(Chevtchenko & Rocha, 2023). However, there is a concern that their effectiveness is 

bound by issues such as high-dimensional feature spaces, imbalanced datasets, and so on, 

which require sophisticated preprocessing (Hojjati, Ho & Armanfard, 2022). 

1.1 Motivation  

Due to the continuous rise in the dependence on digital infrastructure, DDoS attacks 

have become more devastating, and identifying them has become critical. The previous 

methods of detecting DDoS attacks are insufficient today because attackers adapt to them, 

and the Defence system does not. The criminals take advantage of weaknesses in the 

network protocols and utilize distributed botnets to flood in large volumes and put to 

naught measures that are static in nature ineffective. 

 

The rationale for this research arises due to the lack of efficient and accurate methods 

of identifying DDoS attacks. Current machine learning models face significant chal-

lenges, including: 

 

 The curse of dimensionality: Feature dimensionality in network traffic data in-

creases computational requirements and degradation in model accuracy. 

 Class imbalance: The imbalance of attack and normal traffic skews the learning 

process and translates into high false negatives for minority samples of attack. 

 Scalability: To be practical, accurate DDoS detection must incorporate models 

that are capable of real-time traffic analysis without incurring high time complex-

ity. 
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The challenges of achieving these goals include inadequate dimensionality reduction 

algorithms and oversampling techniques such as Synthetic Minority Oversampling Tech-

nique (SMOTE). Thus, the objective of this research is to establish an efficient detection 

model by improving preprocessing pipelines to meet the changing threat types and in-

crease the accuracy of detecting them. 

1.2 Objectives  

The primary objectives of this research are: 

 

1. Develop a comprehensive DDoS detection framework: Extend the capabilities 

of RNN and LSTM models to consider time series patterns exhibited by the net-

work traffic dataset, to make a better distinction between normal and anomalous 

behaviours. 

2. Incorporate advanced preprocessing techniques: Use PCA on three major net-

work features of high dimension to enhance computational speed and to remove 

noise. To reduce the probability of mislearning from scarce attack samples, use 

SMOTE as a method of handling class imbalance. 

3. Validate performance on benchmark datasets: Check the effectiveness of the 

proposed framework for CICIDS2017 datasets with reference to its accuracy, pre-

cision, recall, and false positives. 

4. Enhance scalability and efficiency: Make sure that the system can operate with 

traffic data in real-time, and it should be adjusted to be placed in a real network 

environment with little compromise on the performance. 

In realizing these goals, this research hopes to present a fresh, efficient, and compre-

hensive solution to address one of the most critical issues in contemporary network secu-

rity – DDoS detection. 
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Figure 1 High-level architecture of the proposed system 

 

Figure 1 illustrates the high-level architecture of the proposed deep learning system. It 

begins with an Input Layer, followed by two stacked RNN/LSTM layers, each normalized 

with Batch Normalization and regularized using Dropout to prevent overfitting. After the 

recurrent layers, a Dense Layer is added, also followed by normalization and dropout. 

The architecture concludes with an Output Layer for the final prediction. This layered 

design enhances the model’s ability to learn complex temporal patterns while maintaining 

generalization performance. 
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2.  BACKGROUND 

2.1 DDoS Attacks 

  These attacks happen when multiple systems under the attacker’s control send many 

requests at once to prevent the target from operating effectively. The goal of these attacks 

is to remove the target’s resources, so they are not accessible to known users. These at-

tacks are mainly identified as volumetric, protocol-based and application-layer attacks 

(Ruff et al., 2020). Proper measures against different cyber-attacks depend on understand-

ing the point of divergence in detection and designing flexible defence tools. (Zong et al., 

2020; Golan & El-Yaniv, 2020). 

1. Volumetric Attacks: These attacks seek to flood the bandwidth of the target 

system by using large amount of traffic. Examples of them are UDP flood 

and ICMP flood attack. 

2. Protocol-Based Attacks: These focus on taking advantage of inadequacies 

in network protocols, overloading certain layers in the network protocol 

model such as the SYN floods, which is targeted at the TCP connection es-

tablishment phase. 

3. Application Layer Attacks: These are more advanced, heading straight to 

individual application or services with reasonable appearing requests with an 

aim of fully utilizing the services, for instance; HTTP GET/POST floods. 

4. Amplification Attack: An amplification attack is a type of DDoS attack 

where an attacker exploits vulnerable servers to generate a large response to 

a small request, overwhelming the target with traffic. 

Each type of attack requires specific analysis of the differences in detection and re-

quires adaptable and scalable defences. 

 

2.2 Machine Learning in DDoS Detection 

 

Machine learning has greatly advanced the DDoS detection field by letting systems 

learn what patterns indicate that a DDoS attack is occurring. On the other hand, as de-

scribed by Wei et al machine learning models are able to learn new forms of attacks (Wei 

et al., 2023). However, their efficacy is constrained by certain challenges: high-dimen-

sional data, class imbalance, and scalability issues (Sharma et al., 2024; Hojjati, Ho & 

Armanfard, 2022).  

 

• High-Dimensional Data: In many cases, network traffic data comprises numer-

ous features, which accelerate computation and may result in overfitting.  

• Class Imbalance: Criminal traffic takes up only a small portion of all traffic 

data in the network; therefore, minority classes are not correctly identified dur-

ing training of the required model. 

• Scalability Issues: For real-time analysis of network traffic, we need models 

which can handle large amounts of data quickly.  
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This paper uses preprocessing methods such as PCA and SMOTE to tackle these chal-

lenges because they help to decrease data dimension and balance classes which in turn 

enhance the accuracy and robustness of the mathematical models used in the development 

of DDoS detection systems. 
 

2.3 Recurrent Neural Networks (RNN) 

 

Recurrent neural networks have been designed especially for working with any kind 

of sequenced data. Unlike feedforward networks, RNNs have feedback links that help 

them save the data from earlier moments. Because network traffic data contains a time 

element, RNNs work well for analysing it (Habeeb et al., 2019). Even so, standard RNNs 

may experience vanishing gradient issues that make it hard for them to notice long-term 

links. (Schlegl et al., 2017). 

2.4 Long Short-Term Memory (LSTM) 

 

As a result of the disappearing gradients observed in RNNs, LSTMs were introduced 

with support for RNNs. LSTMs let the user regulate the flow of information through their 

networks with the help of input, forget and output gates. Because of these mechanisms, 

LSTMs remember information from long input sequences which makes exploring attacks 

on network data possible.  

LSTM models were found by the author to outperform others, as they can best capture 

the changing nature of DDoS attacks in time. For this reason, they are superior to other 

models because they detect variations in traffic over time and readily distinguish between 

regular and unusual occurrences. 

 

Aspect Traditional Methods Machine Learning-Based 

Methods 

Approach Rule-based systems, signa-

tures, and static thresholds 

Data-driven, adaptive algo-

rithms 

Scalability Limited scalability; strug-

gles with high traffic volumes 

Highly scalable; handles 

large-scale data 

Adaptability Fixed rules, requiring man-

ual updates for new attack 

patterns 

Learns dynamically from 

data; adapts to evolving attack 

types 

False Positives High, due to strict rules 

that may misclassify legiti-

mate traffic 

Reduced, thanks to im-

proved pattern recognition 

False Negatives May miss novel or sophis-

ticated attacks 

Capable of detecting un-

known patterns 

Performance 

with Imbalance 

Poor; not designed to han-

dle imbalanced datasets 

Effective preprocessing 

techniques like SMOTE 

Latency Low, as static rules are 

quick to apply 

Higher, but manageable 

with optimized architectures 

Maintenance High; requires continuous 

rule updates 

Lower; updates through re-

training with new data 
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Table 1 Comparison of traditional DDoS detection methods and machine learning-

based approaches (Buczak et al, 2016) 

2.5 Evaluation Metrics 

 

The effectiveness of DDoS detection models is measured using several evaluation met-

rics: 

 

1. Accuracy: Properly classifies, out of all the instances reviewed, how many are 

normal and how many are malicious. Even though accuracy provides useful re-

sults in certain cases, its use can easily lead us astray with imbalanced data. 

2. Precision: The balance of the model’s ability to predict accurately, compared to 

its tendency to report errors is called precision.  

3. Recall (Sensitivity): Finding the number of detected harmful actions, versus the 

number of actual harmful events, so that you may spot all the malicious events. 

4. F1 Score: F1 Score calculates the harmonic mean of precision and recall so that 

assessments remain fair for data sets that have a clear bias. 

5. Area Under the Curve (AUC): shows the true positive rate versus the false 

positive rate on a graph as the line is changed. It’s better for a model when its 

AUC value is larger at the end of the study. 

These metrics help to make a reliable and stable assessment of the detection system 

and to determine the appropriate ways to fine-tune the model for practical applications. 
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3. FOUNDATIONAL AND EMERGING AP-

PROACHES IN NETWORK TRAFFIC ANOMALY 

DETECTION 

3.1 Anomaly Detection in Network Security 

Overview of Anomaly Detection 

Numerous networks have this practice because it’s crucial for finding things that do not 

seem normal behaviour in routinely used networks. Grouping network traffic issues into 

three categories, we find volumetric, protocol and behaviour-based issues. Regularly, 

these strange events demonstrate security concerns, among them are DDoS attacks, un-

wanted entry and data theft. By using statistics, machine learning and deep learning to-

gether, network traffic analysis spots unusual behaviour in the traffic flow. 

 

Table 2 Types of Anomalies (Gracia et al, 2009) 

Traditional Techniques 

Security detection relies on traditional statistical methods that use z-score analysis 

together with chi-square tests to discover outliers within established historical trends. 

Predefined signatures combined with thresholds function within rule-based systems 

to detect previously defined attack behaviour. These detection methods demonstrate 

weaknesses that include significant errors in identifying valid activities along with 

their inability to detect entirely new forms of cyber-attacks making them less trust-

worthy in modern evolving security environments. 
 

Challenges 

The detection of anomalies in networks encounters three main difficulties including 

processing vast data volumes together with numerous dimensions within features 

alongside attacks that constantly modify their methods. The growing complexity of 

modern network environments requires the creation of detection systems that main-

tain adaptability and scalability. Long Short-Term Memory (LSTM) networks 

demonstrate effective solutions to these problems as they establish connections be-

tween temporal network traffic patterns and automatically adapt to developing attack 

strategies. 

Anomaly Type Description Examples 

Volumetric Anoma-

lies 

Abnormal increases in traffic volume DDoS attacks 

Protocol Anomalies Deviations from standard protocol behav-

iour 

TCP SYN flood 

Behavioural Anoma-

lies 

Unusual patterns in user behaviour or traffic 

flows 

Data exfiltration, Bot-

nets 
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3.2 Machine Learning for Network Security 

Supervised Learning Approaches 

The intrusion detection systems (IDS) implement supervised learning algorithms 

which include Support Vector Machines (SVM) and Random Forests and Gradient Boost-

ing models. These detection methodologies need labelled data to work effectively even 

though they perform poorly with unequal class distribution resulting in insufficient de-

tection of rare attacks. Supervised models demonstrate optimal performance in controlled 

settings but need large amounts of data for training and must undergo renewed training 

to address emerging security threats. 

Unsupervised and Semi-Supervised Learning 

K-means clustering and autoencoders together with unsupervised methods have suc-

cessfully identified new anomalies by working without labelled data. The detection per-

formance improves through semi-supervised approaches which use limited labelled data. 

Deep learning methods excel at zero-day attack detection and unknown threat identifica-

tion even when they produce numerous false alarms because of limited domain expertise. 

Table 3 Types of Machine Learning Techniques (IBM) 

 

3.3 Deep Learning for Anomaly Detection 

Introduction to Deep Learning in Cybersecurity 

 
Several instances of deep learning architectures including Convolutional Neural Net-

works (CNNs) and Recurrent Neural Networks (RNNs) along with LSTMs have shown 

extensive performance in analysing sequential network traffic data. 
 

Strengths of LSTM Networks 

 
The unique gating mechanism included in LSTMs allows them to detect long-term 

dependencies within sequential data, therefore making them effective for DDoS anomaly 

detection. Unlike traditional recurrent neural networks (RNNs), LSTMs can retain infor-

mation for longer periods, preventing the vanishing gradient problem. This ability enables 

LSTMs to capture complex temporal patterns, which is crucial in understanding attack 

traffic and network behaviour over time. 

Applications in Network Security 

 

Technique Advantages Disadvantages 

Supervised Learning High accuracy with labelled data Requires extensive labelled da-

tasets 

Unsupervised Learn-

ing 

Can detect unknown threats High false positive rates 

Semi-Supervised Balances labelled and unlabelled 

data 

Still requires some labelled data 
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LSTMs demonstrate successful performance in DDoS attack detection and attack traf-

fic pattern identification and network behaviour prediction through analysis of historical 

data. By training on past network traffic, LSTMs can distinguish between normal and 

malicious patterns, improving detection accuracy. Additionally, LSTMs are capable of 

adapting to new attack types, offering a robust solution for evolving security threats in 

dynamic network environments. 

3.4 Use of RNN and LSTM in DDoS Detection 

During the past decade, multiple research studies examined how Recurrent Neural 

Networks (RNN), and Long Short-Term Memory (LSTM) networks detect Distributed 

Denial of Service (DDoS) attacks. These models have gained broad acceptance because 

they successfully process sequential data, proving effective for identifying temporal de-

pendencies within network traffic. These models show their worth by automatically ad-

justing their detection strategies to attack variations while offering near-instant detection 

abilities. 

Overview of DDoS Detection Techniques 

The conventional rules-based and threshold-based detection systems for DDoS events 

prove inadequate when faced with new predatory attack patterns. Applications of RNN 

and LSTM machine learning models show better performance by studying past data net-

works to identify signs of cyber-attacks. These models analyse packet flows and identify 

unusual behaviours, offering proactive mitigation strategies. 

RNN-Based Approaches 

RNN works with sequential data by maintaining memory traces from past inputs 

through its specialized architecture. The identification of patterns across time intervals 

with simultaneous anomaly traffic detection makes these models valuable for DDoS pro-

tection. However, standard RNN systems face the vanishing gradient problem that re-

stricts their potential to discover extended temporal associations, making it challenging 

to detect long-term attack patterns. 

Table 4 Limitations of RNN in different datasets 

LSTM-Based Approaches  

The LSTM network upgrades RNNs by implementing memory cells and gating mech-

anisms to resolve the gradient decay problem. LSTM models deliver superior perfor-

mance for identifying and blocking DDoS attacks because they successfully process 

short-term along with long-term connections found within network traffic data. LSTM's 

ability to retain important information over extended time sequences makes it highly ef-

fective for adaptive learning. 

Study Dataset Accuracy False Posi-

tive Rate 

Limitations 

Sivasara et al. 

(2019) 

CI-

CIDS2017 

99.9% 0.1% Limited to specific attacks 

Wei et al. 

(2023) 

Custom 99.0% 1.0% Requires extensive data 
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Table 5 Limitations of LSTM in different datasets 

Comparison Between RNN and LSTM Models 

 

Table 6 Comparison Between RNN and LSTM Models 

Challenges and Future Directions 

Future research should focus on developing unified models, finding optimal conditions 

for real-time detection, and utilizing techniques such as PCA and SMOTE to enhance 

performance metrics. Deep learning models combined with rule-based heuristics demon-

strate potential to create an enhanced method for conducting DDoS detection. 

3.5 DDoS Detection Techniques 

DDoS Attack Mechanisms 

DDoS attacks are often detected by analysing high packet rates and unusual flow pat-

terns, which serve as key indicators of malicious activity within the network. 

Machine Learning Approaches for DDoS Detection 

The process of selecting meaningful attributes from network traffic such as flow dura-

tion and packet size and protocol type demonstrates strong positive effects on detection 

precision. Various laboratories have performed extensive explorations using supervised 

and unsupervised learning methodologies. 

Deep Learning Approaches 

Studies conducted recently show that LSTM models deliver effective burst traffic de-

tection capabilities which can identify traits of DDoS attacks. A comparative study of 

CNN and Gated Recurrent Units (GRU) models proved LSTM to be more efficient at 

processing datasets comprised of sequences. 

Study Dataset Accuracy False 

Positive 

Rate 

Key Improvements 

Wei et al. 

(2023) 

Tailored 99.0% 1.0% Enhanced detection of attack pat-

terns 

Sharma et 

al. (2024) 

Tailored 99.9% 0.1% Improved detection in UAV net-

works 

Aspect RNN LSTM 

Handling Long-Term Dependen-

cies 

Poor Excellent 

Computational Efficiency High Moderate 

Accuracy on Large Datasets Moderate High 

Adaptability to New Threats Limited Superior 
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3.6 Network Traffic Feature Engineering 

Feature Importance 

The identification of normal versus attack traffic depends heavily on flow-level met-

rics including total packets as well as packet size and protocol type. The additional un-

derstanding about datasets comes from statistical features that include mean and standard 

deviation. 

Data Challenges 

Dealing with imbalanced datasets represents a persisting obstacle for producers. The 

data quality needed for model training gets better with normalization and encoding cate-

gorical features applied as techniques. 

Feature Selection Techniques 

Using Principal Component Analysis (PCA) and t-SNE methods helps to improve 

model execution by allowing focus on key features. 

3.7 Benchmark Datasets for Cybersecurity 

Common Datasets 

The CICIDS2017 and UNSW-NB15 and KDD Cup 1999 datasets act as important 

resources for both training and evaluating anomaly detection models that are publicly 

accessible to researchers. Their dated attack patterns as well as artificial traffic data fre-

quently present problems in these datasets. 

Evaluation Metrics 

Metrics such as Precision, Recall, F1-Score, and ROC-AUC are commonly used to 

evaluate model performance. Balancing these metrics is crucial for optimizing detection 

capabilities. 

Metric Definition Importance 

Precision Proportion of true positives among predicted 

positives 

Measures false positive rates 

Recall Proportion of true positives among actual pos-

itives 

Measures false negatives 

F1-Score Harmonic mean of precision and recall Balances precision and recall 

ROC-AUC Measures true positive rate vs. false positive 

rate 

Evaluates model discrimina-

tion 

Table 7 Evaluation Metrics 

 

3.8 Citations and Gaps in Literature 

Identified Gaps 
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 Real-Time Detection: Research into real-time implementation of LSTM models 

for analysing network traffic faces challenges due to the lack of studies about 

practical application methods which impact immediate threat response and inte-

gration with existing cybersecurity frameworks. 

 Scalability: Existing models create scalability issues that result in performance 

drops when deployed to extensive network platforms handling substantial data 

streams. 

 Feature Selection: The process of selecting appropriate features for anomaly 

detection presents a difficulty that necessitates advanced selection methods for 

achieving both superior accuracy and greater efficiency. 

 Generalizability: The current research has insufficient emphasis on making 

models compatible with diverse datasets which produces potential performance 

deficiencies across different network conditions. 

 Explainability: The black-box nature of deep learning models presents difficul-

ties for security analysts to trust and act upon the model's decisions, highlighting 

the need for explainable AI techniques. 
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4. METHODOLOGY 

4.1 Dataset Description  

 

Data for this research comes from CICIDS2017 which covers examples of normal web 

activity, web traffic and attacks alongside it. This data contains over 200 thousand fea-

tures and has been organized for machine learning work to separate DDoS attack records 

from routine internet activity. CITX is developed by the Canadian Institute for Cyberse-

curity by utilizing and building on CICFlowMeter-V3, a technology for extracting flow 

features. The packet data was formed from many devices, among which are packets with 

malicious DDoS traffic and normal communication. All the data from this feature set 

which exceeds 225 thousand columns, supports the use of machine learning for finding 

anomalies in the data. 
 

 
 

Figure 2 Dataset Loading 

The dataset was downloaded and saved in Google Drive then imported to Google Col-

laboratory for analysis. It contains several columns that are quite important for the pur-

pose of detecting various oddities reflecting the activity of traffic in the network. 
 

4.2 Data Preprocessing 

 

Descriptive statistics have been employed on this dataset to determine the maximum, 

minimum, mean and other summary measures to give an outlook of the structure of the 

dataset. This step is useful in determining whether there is regularity to the data or if there 

is something peculiar to the data. After that, the preprocessing step was done in the dataset 

to feed it to the machine learning algorithm. First, all rows containing null values have 

been deleted to eliminate any problems in the model training process. Label encoding was 

then used to convert the target variables, DDoS and BENIGN, into formats that could be 

used by machine learning models. It includes 128027 records of “DDoS” and 97714 rec-

ords of “BENIGN”, which shows a little skewed class. This preprocessing significantly 

minimizes the probability of feeding the successive steps including feature selection and 

model training with dirty data. 
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 Feature Selection: This step is concerned with dimensionality reduction of the 

acquired dataset to select only those features that are going to contribute to anom-

aly detection process. To start with, a `VarianceThreshold’ selector was used to 

eliminate unnecessary features which were those that had a variance of zero mean-

ing that they did not aid in the predicting of the model. As such, only the features 

with the variability were retained because the constant ones are not important to 

the dataset.  

The feature ranking was done using the `SelectKBest’ tool that used the 

ANOVA F-statistic to determine the significance of every feature regarding the 

target variable. Thus, using the maximum of 40 features (which can be adjusted 

in the future), the dataset was expanded to no more than 40 features, which are 

the most significant ones. To this end, a new DataFrame was generated to hold 

the selected features only to feed the right data to the machine learning models. 

This approach enhances the computational performance of the model and at the 

same time enhances your model’s performance.  

 

 Principal Component Analysis: To avoid the generalization of the data, Princi-

pal Component Analysis (PCA) was used to transform the data to a lower dimen-

sion that would retain the biggest amount of variation. The cumulative variance 

explained was used to determine that ten components were appropriate, as they 

captured most of the variance. Thus, introducing the PCA model was performed 

with 10 components on the selected features and consequently, applied it to the 

dataset to reduce its dimensions. The new DataFrame has been constructed for 

having each of the columns equivalent to the principal component. This step in-

creases computational speed and decreases redundancy without losing the data 

that should be utilized for the identification of anomalies. 

 

 
 

Figure 3 PCA 

 SMOTE: The class imbalance issue is handled through SMOTE (Synthetic Mi-

nority Over-sampling Technique). A typical dataset includes many more normal 

traffic samples than attack samples because DDoS attacks appear infrequently. 

When attack events are comparatively sparse in relation to normal traffic data the 
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effectiveness of machine learning model detection decreases. Through SMOTE 

an algorithm produces synthetic examples to balance the minority class (DDoS 

attacks) within the dataset. The technique creates new synthetic instances for mi-

nority class data through interpolated values that maintain the natural characteris-

tics of real attacks. LSTM and RNN models achieve improved detection results 

when SMOTE is applied to their operation. RNNs and LSTMs show excellent 

performance on sequential data because they excel at detecting temporal depend-

encies that matter significantly in traffic data which evolves with time. By apply-

ing SMOTE for dataset balancing the RNN or LSTM model can process real and 

synthetic attack samples to achieve enhanced generalization abilities and im-

proved DDoS attack identification along with reduced normal traffic bias. 

 

Figure 4 SMOTE 

 Label Encoding: It was necessary to make the categorical variables compatible 

with the machine learning models, so label encoding was used. The “Source IP” 

and “Destination IP” columns were encoded with label encoder which converts 

IP addresses into certain integer values. Also, the target variable, “Label,” was 

coded such that DDoS was labelled as 1 while BENIGN as 0. These changes made 

it possible for the dataset to be fit for machine learning algorithms. 

 
 

Figure 5 Time Stamp 
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 Exploratory Data Analysis: The Exploratory data analysis (EDA) was initiated 

by creating a histogram of the ratio of the two target values, DDoS’ and ‘BE-

NIGN’ to get a first glimpse of their distribution in the data set. The analysis 

showed that the data is slightly skewed toward ‘DDoS’ samples than ‘BENIGN’ 

samples. This was followed by the time series plot of total forward packets against 

total backward packets over time. This visualization gave information about the 

behaviour of traffic in the network particularly at the times of normal working and 

during activities that are generally seen as malicious. They are very helpful for the 

recognition of deviations from normal traffic and thus of normal and suspicious 

activity of the network. 

 

 
Figure 6 Target Labels 

 

 Correlation Heatmap: To compare insights, a correlation heatmap was produced 

to determine how numerical features in the dataset are related. The annotated 

heatmap with the “coolwarm” colour settings, showed substantial interconnec-

tions of the features and major values. The heatmap findings also supported the 

minor class imbalance situation within the data set, hence the need to employ bal-

ancing strategies during data preprocessing. In EDA process, the important trends 

and associations in the dataset on which to focus during the feature selection and 

model development stages were identified. Through class imbalance and feature 

correlation analysis, this analysis presents a roadmap for the development of effi-

cient anomaly detection systems. 

 



23 
 

 
 

Figure 7 Heatmap 

4.3 Model Design  

The detection system is to be built using Recurrent Neural Networks (RNN) and Long 

Short-Term Memory (LSTM) networks for binary classification, interesting in discrimi-

nating between normal traffic and attacks. The architecture is structured as follows: 

 

Input Layer: 

 

The input layer allows features that have been pre-processed through Principal Com-

ponent Analysis (PCA) for dimensionality reduction hence overcoming high dimension-

ality challenges.  

The formula for PCA transformation is: 

 

Z=XW 

 

 Where: 

 X = Data matrix (standardized features) 

 W = Eigenvectors of the covariance matrix 

 Z = Transformed data in lower dimensions 
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This kind of preprocessing is also useful in improving the computational time as well 

as maintaining significant patterns of the data. The input features are then reshaped into 

3-D format: the number of samples, numbers of time steps, and numbers of features. This 

reshaping is necessary to fit the data’s structure to the Sequential model of RNN and 

LSTM. Each sequence of features is analysed sequentially to capture temporal depend-

encies in the data. 

 

Data preprocessing includes the following steps: 

1. Scaling: These features undergo Feature Scaling using StandardScaler, which 

scales the feature to achieve unit variance after removing the mean. This step is 

important since it prevents the features from being learnt with large magnitudes 

which makes the training process to be faster. 

The formula for standardization (scaling to zero mean and unit variance): 

 

X_scaled=(X−μ)/σ 

 

      Where: 

 μ= Mean of the feature 

 σ = Standard deviation of the feature 

 

2. Reshaping: The data is transformed as the RNN/LSTM take sequential data as 

their input for analysis and the existing data is not in this format. In terms of in-

put sequences, the format of each sequence is such that each time step of the se-

quence is equivalent to a set of features which the model processes subse-

quently. 

Hidden Layers: 

 

The framework relies on successively hidden layers to match temporal dependencies 

of the short-term and long-term type for input sequences. 

 

 RNN Model: 

1. First SimpleRNN Layer: The first layer of the model is a layer of 64 

neurons which activate with tanh activation function. As for the time-dis-

tributed layer, the return_sequences=True parameter is used, which will 

allow information to be passed to the next layer based on time series. 

2. Second SimpleRNN Layer: In the second layer, there are 32 units that 

can learn new sequential patterns of operations. The number of units re-

duces to help in focusing on more general properties after discarding rel-

ative sequential relationships. 

Each SimpleRNN cell computes the hidden state using the following 

formula: 

 

ht=tanh (Whht−1+Wxxt+b) 

 

 Where: 
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  ht = Hidden state at time step t 

 Wh = Weight matrix for the hidden state 

 Wx = Weight matrix for the input 

 xt = Input feature at time step t 

 b = Bias term 

 tanh = Activation function 

 

3. Regularization: To avoid overfitting and to enhance the model theoreti-

cal performance, regularization techniques which include L1 & L2 both 

with parameters l1=0.01 &l2=0.01 respectively are applied to both RNN 

layers. This helps to prevent the model from becoming highly complex 

and just copying out the training data. 

L1 Regularization: λ1∑∣wi∣ 
 

L2 Regularization: λ2∑ wi 
2 

 

 Where: 

 λ1, λ2= Regularization parameters 

 wi  = Weights of the model 

 

4. Batch Normalization: After every RNN layer, batch normalization is 

used for the constant adjustment of learning rate to prevent the internal 

covariate shift and improve the convergence of the implemented layer 

output. 

The batch normalization formula normalizes the activations to stabilize 

training: 

 

𝑥^ =
𝑥 −  μ

√σ2 + ϵ  
 

 

𝑦 =  γ𝑥^ +  β 

 

 Where: 

 x = Input activation 

 μ = Mean of the batch 

 σ2 = Variance of the batch 

 ϵ = Small constant to prevent division by zero 

 γ, β = Learnable scaling parameters 

 

5. Dropout Layers: Batch normalization layers normalize the distribution 

of activations and a dropout rate of 30% is added after each to sample 
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random neurons with the intention of killing them during training, to re-

duce overfitting. 

 

yi= 
𝑥𝑖

𝑝
 if Bernoulli(p)=1, else 0 

 

 Where: 

 xi= Input neuron 

 p = Dropout rate (e.g., 0.3 for 30% dropout) 

 

6. Dense Layer: Another layer consisting of dense neural network with 16 

units of ReLU activation function is added after the RNN layers con-

nected in a dense manner. This layer adds a further layer of abstraction to 

the network and adds some more order into it while applying a nonlinear 

transformation to the learned features. 

       ReLU activation function: 

 

y=max (0, W⋅x+b) 

 

 Where: 

 W = Weight matrix 

 x= Input 

 b= Bias term 

 max (0, x) ReLU activation 

 

 LSTM Model: The LSTM model has a similar architecture of the RNN model 

but optimized for long term dependency of sequential data. The LSTM layers 

are designed with the same number of units and similar regularization strategies: 

1. The first LSTM layer maintains 64 cells and uses activation tanh; the 

second LSTM layer is made up of 32 cells. To reduce the impact of over-

fitting both layers incorporate L1 and L2 regularization. 

Each LSTM cell consists of the following operations: 

 

Forget Gate: 

 

ft=σ(Wf⋅[ht-1,xt]+bf) 

 

Input Gate: 

 

it=σ (Wi⋅ [ht-1, xt]+bi) 

 

C~
t=tanh (WC⋅[ht-1, xt]+bC) 

 

Cell State Update: 
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Ct = ft ⊙ Ct-1 + it ⊙ C~
t 

 

Output Gate: 

 

ot =σ(Wo ⋅[ht-1, xt] + bo) 

 

Hidden State Update: 

 

ht = ot ⊙tanh (Ct) 

 

 Where: 

 ft = Forget gate output 

 it = Input gate output 

 C~
t = Candidate cell state 

 Ct = Updated cell state 

 ot  = Output gate 

 ht = Hidden state 

 σ = Sigmoid activation function 

 tanh = Hyperbolic tangent activation function 

 W and b = Weights and biases 

 

2. Batch Normalization and Dropout: Even as in the RNN architecture, 

batch normalization layers are added after each LSTM layer and the 

dropout layers are added to improve generalization and overcome over-

fitting. 

3. Dense Layer: To accommodate the output from LSTM layers, a static 

densely connected layer with 16 ReLU-activated units is added for 

providing final feature abstraction and decision. 

Output Layer: 

 

The output layer of the model consists of a single neuron with a sigmoid activation 

function. This function maps the output of the preceding layers to a binary value, where: 

 

 A value close to 0 indicates normal traffic. 

 A value close to 1 indicates attack traffic. This output layer effectively performs 

binary classification, making it suitable for the detection task at hand. 

The final output is generated using the sigmoid activation function: 

 

y^ = 
1

1+e−z
 

 



28 
 

 

 Where: 

 y^ = Predicted output (between 0 and 1) 

 z= Weighted sum of the input 

 

The training employed in the work is Binary Cross-Entropy, which calculates the 

error between the binary output and the actual labels. This type of loss function is perfect 

for binary classification tasks since it reduces the differences of the wrong assumptions 

by comparing the logarithm of the probability value for an event with the actual value for 

that same event. 

The binary cross-entropy loss is calculated using: 

 

𝐿 =
−1

𝑁
∑[𝑦𝑖 log(𝑦𝑖

^) + (1 − 𝑦𝑖)log (1 − 𝑦𝑖
^)]

𝑁

𝑖=1

 

 

Where: 

 N = Number of samples 

  𝑦𝑖 = Actual label (0 or 1) 

 = Predicted probability 

 

4.4 Training and Evaluation 

The models are introduced to a strong training process with a manageable number of 

training tricks designed to achieve high performance and their ability to work well on any 

dataset used later. 
 

Training: 

 
Data Preprocessing: For this study, the training set and the testing set were generated 

using train_test_split with a test size of 0.2. About 80% of the data is helpful for training 

the model and the remaining 20% is used to test it. All the features are normalized a 

second time using StandardScaler so they maintain the same importance during training. 

 

Optimization: The Adam optimizer is used for training because it has shown itself 

to be efficient in terms of working with sparse gradients during learning and possesses 

the possibility of adjusting the learning rate during training. The learning rate is chosen 

to be 0.001; thus, it is fast enough to converge but sufficiently slow to overcome a poten-

tial overshooting at optimization. 

 

Loss Function: As for the loss function applied, Binary Cross-Entropy is employed 

since the task is binary classification. It calculates the discrepancy between the output 

determined by the model and the actual labels and then educates the model by correcting 

large errors.  
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Regularization: L1 and L2 regularization are used for all trainable layers to avoid 

them overfitting the training data. These regularization techniques add extra terms into 

the loss function that depends on magnitude of weights this prevents the model from fit-

ting to the training data set too well. 
 

Callbacks: 

 
 EarlyStopping: This call back tracks the validation loss during training and 

stops training when it notes that the model has not improved in the last 10 

epochs thus trying to avoid overtraining and unnecessary training. 

 ReduceLROnPlateau: This callback tracks the validation loss and schedules a 

halving of the excess of the learning rate if the validation resists change for five 

epochs, to enable the model to refine the parameters at a later point in training. 

Hyperparameters: 

 
 Epochs: The models thus have an epoch size of 10. This number is chosen to 

give the NNET a good amount of training time without giving it too much time 

so that it will not memorize the data. 

 Batch Size: 64 samples as a batch size, which allows to balance the instability in 

gradients while being relatively identifiable by a computer. 

 

Evaluation: 

 
When the models are trained, the test set is used for the test and the predictions thresh-

old is set to 0.5. This threshold is set to ensure that any output value greater than 0.5 be 

labelled as attack traffic (1) and any value below 0.5 as normal traffic (0).  

 

The following performance metrics are used to evaluate the models: 

 

1. Accuracy: This metric is the ratio of the number of samples that are classified 

correctly, to the total number of samples available for classification in general 

and gives a more general view of the model’s performance. 

2. Precision: Sensitivity measures the power of the model to exclude false nega-

tive data points and centres on the degree of actual positive instances classified 

positively. 

3. Recall: Recall measures the ability of the model to alert on attacking traffic 

which is its true positive rates. 

4. F1-score: The F1-score is preferential to the two measures by combining both 

the precision and the recall by way of harmonic mean such that it gives both the 

false positive and the false negative. 

Confusion Matrix: This paper also presents a confusion matrix to show the number 

of true positive, true negative, false positive, and false negatives. This matrix helps to 

evaluate the applicability of the model and among normal traffic and attack traffic.  
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Visualization: The same confusion matrix plotted in heatmap form is presented for 

the RNN and LSTM models to visualize performance. These visualizations allow com-

paring one model with another and perform analysis of the classification mechanism’s 

advantages and disadvantages of the models. 

 
 

Summary of Results: 

 
Both these models are tested with the identical datasets and their usefulness is meas-

ured using parameters like accuracy, precision, recall, F1-measure and a confusion ma-

trix. Both models can distinguish between normal traffic and attack-based traffic and the 

findings in the report show analysis of the results. The data from both the report and the 

confusion matrix demonstrates what the strengths of a model are and how it can be im-

proved. 
 

import tensorflow as tf 

from tensorflow.keras import Sequential 

from tensorflow.keras.layers import Dense, Dropout, SimpleRNN, LSTM, BatchNormalization 

from tensorflow.keras.callbacks import EarlyStopping, ReduceLROnPlateau 

from tensorflow.keras.regularizers import l1_l2 

from sklearn.metrics import accuracy_score, classification_report, confusion_matrix 

from sklearn.preprocessing import StandardScaler 

from sklearn.model_selection import KFold 

import numpy as np 

import pandas as pd 

import matplotlib.pyplot as plt 

import seaborn as sns 

 

class SequentialModelTrainer: 

    def __init__(self, X, y, n_splits=5, random_state=42): 

        self.X = X 

        self.y = y 

        self.n_splits = n_splits 

        self.random_state = random_state 

        self.scaler = StandardScaler() 

        self.histories = [] 

        self.fold_metrics = [] 

 

    def preprocess_fold_data(self, train_idx, val_idx): 

        # Split data 

        X_train, X_val = self.X.iloc[train_idx], self.X.iloc[val_idx] 

        y_train, y_val = self.y.iloc[train_idx], self.y.iloc[val_idx] 

 

        # Scale features 

        X_train_scaled = self.scaler.fit_transform(X_train) 

        X_val_scaled = self.scaler.transform(X_val) 

 

        # Reshape for RNN/LSTM input 

        X_train_reshaped = X_train_scaled.reshape((X_train_scaled.shape[0], X_train_scaled.shape[1], 

1)) 

        X_val_reshaped = X_val_scaled.reshape((X_val_scaled.shape[0], X_val_scaled.shape[1], 1)) 

 

        return X_train_reshaped, X_val_reshaped, y_train, y_val 

 

    def build_model(self, input_shape, model_type='rnn'): 

        model = Sequential([ 

            # Input layer 
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            tf.keras.layers.Input(shape=input_shape), 

 

            # First recurrent layer 

            SimpleRNN(64, activation='tanh', return_sequences=True, 

                     kernel_regularizer=l1_l2(l1=0.01, l2=0.01)) if model_type == 'rnn' 

            else LSTM(64, activation='tanh', return_sequences=True, 

                     kernel_regularizer=l1_l2(l1=0.01, l2=0.01)), 

            BatchNormalization(), 

            Dropout(0.4), 

 

            # Second recurrent layer 

            SimpleRNN(32, activation='tanh', 

                     kernel_regularizer=l1_l2(l1=0.01, l2=0.01)) if model_type == 'rnn' 

            else LSTM(32, activation='tanh', 

                     kernel_regularizer=l1_l2(l1=0.01, l2=0.01)), 

            BatchNormalization(), 

            Dropout(0.4), 

 

            # Dense layers 

            Dense(16, activation='relu', 

                 kernel_regularizer=l1_l2(l1=0.01, l2=0.01)), 

            BatchNormalization(), 

            Dropout(0.3), 

 

            # Output layer 

            Dense(1, activation='sigmoid') 

        ]) 

 

        # Compile model 

        optimizer = tf.keras.optimizers.Adam(learning_rate=0.001) 

        model.compile(optimizer=optimizer, 

                     loss='binary_crossentropy', 

                     metrics=['accuracy', tf.keras.metrics.AUC()]) 

 

        return model 

 

    def train_and_evaluate(self, model_type='rnn'): 

        kf = KFold(n_splits=self.n_splits, shuffle=True, random_state=self.random_state) 

 

        for fold, (train_idx, val_idx) in enumerate(kf.split(self.X)): 

            print(f'\nTraining Fold {fold + 1}/{self.n_splits}') 

 

            # Preprocess fold data 

            X_train, X_val, y_train, y_val = self.preprocess_fold_data(train_idx, val_idx) 

 

            # Build and compile model 

            model = self.build_model((X_train.shape[1], 1), model_type) 

 

            # Callbacks 

            callbacks = [ 

                EarlyStopping(monitor='val_loss', patience=10, restore_best_weights=True), 

                ReduceLROnPlateau(monitor='val_loss', factor=0.5, patience=5, min_lr=0.0001) 

            ] 

 

            # Train model 

            history = model.fit( 

                X_train, y_train, 

                epochs=5, 

                batch_size=64, 

                validation_data=(X_val, y_val), 
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                callbacks=callbacks, 

                verbose=1 

            ) 

 

            # Evaluate fold 

            y_pred = (model.predict(X_val) > 0.5).astype(int) 

 

            # Calculate metrics 

            fold_metric = { 

                'fold': fold + 1, 

                'accuracy': accuracy_score(y_val, y_pred), 

                'confusion_matrix': confusion_matrix(y_val, y_pred), 

                'classification_report': classification_report(y_val, y_pred, output_dict=True) 

            } 

 

            self.histories.append(history.history) 

            self.fold_metrics.append(fold_metric) 

 

            # Clear session to prevent memory leaks 

            tf.keras.backend.clear_session() 

 

    def plot_results(self, model_type): 

        # Plot average learning curves 

        fig, (ax1, ax2) = plt.subplots(1, 2, figsize=(15, 5)) 

 

        # Calculate mean and std of metrics across folds 

        avg_acc = np.mean([metrics['accuracy'] for metrics in self.fold_metrics]) 

        std_acc = np.std([metrics['accuracy'] for metrics in self.fold_metrics]) 

 

        # Plot average confusion matrix 

        avg_cm = np.mean([metrics['confusion_matrix'] for metrics in self.fold_metrics], axis=0) 

 

        # Learning curves 

        for history in self.histories: 

            ax1.plot(history['accuracy'], alpha=0.3) 

            ax2.plot(history['loss'], alpha=0.3) 

 

        # Plot mean curves 

        mean_acc = np.mean([h['accuracy'] for h in self.histories], axis=0) 

        mean_loss = np.mean([h['loss'] for h in self.histories], axis=0) 

        ax1.plot(mean_acc, 'r-', label='Mean Accuracy', linewidth=2) 

        ax2.plot(mean_loss, 'r-', label='Mean Loss', linewidth=2) 

 

        ax1.set_title(f'{model_type} Accuracy Across Folds') 

        ax1.set_xlabel('Epoch') 

        ax1.set_ylabel('Accuracy') 

        ax1.legend() 

        ax1.grid(True) 

 

        ax2.set_title(f'{model_type} Loss Across Folds') 

        ax2.set_xlabel('Epoch') 

        ax2.set_ylabel('Loss') 

        ax2.legend() 

        ax2.grid(True) 

 

        plt.tight_layout() 

        plt.show() 

 

        # Plot average confusion matrix 

        plt.figure(figsize=(8, 6)) 
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        sns.heatmap(avg_cm, annot=True, fmt='.0f', cmap='Blues', 

                   xticklabels=['Normal', 'Anomaly'], 

                   yticklabels=['Normal', 'Anomaly']) 

        plt.title(f'Average Confusion Matrix Across {self.n_splits} Folds\n' 

                 f'Accuracy: {avg_acc:.4f} ± {std_acc:.4f}') 

        plt.ylabel('True Label') 

        plt.xlabel('Predicted Label') 

        plt.show() 

 

        # Print average metrics 

        print(f"\n{model_type} Average Metrics Across {self.n_splits} Folds:") 

        print(f"Accuracy: {avg_acc:.4f} ± {std_acc:.4f}") 

 

        # Average classification report 

        avg_report = {} 

        for metric in ['precision', 'recall', 'f1-score']: 

            avg_report[metric] = { 

                '0': np.mean([m['classification_report']['0'][metric] for m in self.fold_metrics]), 

                '1': np.mean([m['classification_report']['1'][metric] for m in self.fold_metrics]) 

            } 

 

        print("\nAverage Classification Report:") 

        print(pd.DataFrame(avg_report)) 

 

# Usage example 

def run_experiment(X, y): 

    # Train and evaluate RNN 

    print("\nTraining RNN Model with 5-fold Cross Validation...") 

    rnn_trainer = SequentialModelTrainer(X, y) 

    rnn_trainer.train_and_evaluate(model_type='rnn') 

    rnn_trainer.plot_results('RNN') 

 

    # Train and evaluate LSTM 

    print("\nTraining LSTM Model with 5-fold Cross Validation...") 

    lstm_trainer = SequentialModelTrainer(X, y) 

    lstm_trainer.train_and_evaluate(model_type='lstm') 

    lstm_trainer.plot_results('LSTM') 

 

# Run the experiment 

run_experiment(X_pca_df, y) 

 

Program 1.  Implementation of RNN-LSTM hybrid model 
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5. RESULTS AND DISCUSSION 

5.1 Performance Metrics 

The proposed system achieves an accuracy of 99.8%, significantly improving upon base-

line models. Precision, recall, and F1-score metrics demonstrate robust performance, par-

ticularly in detecting minority class samples. The system’s performance was evaluated 

using 5-fold cross-validation, which ensures the reliability and robustness of the results. 

For both the RNN and LSTM models, confusion matrices illustrate classification perfor-

mance by showing the distribution of true positives, false positives, true negatives, and 

false negatives. These matrices aid in identifying any bias in predictions and highlight the 

model’s ability to distinguish between normal and anomalous samples. 

 

Figure 8 Confusion Matrix for RNN 
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Figure 9 Confusion Matrix for LSTM 

 

Accuracy graphs across the 5-folds further reinforce the consistency of model perfor-

mance. Both models show high and stable accuracy over the folds, reflecting their ability 

to generalize well to unseen data. 
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Figure 10 RNN Accuracy across folds 

 

 
Figure 11 LSTM Accuracy across folds 

 

Loss graphs across the same 5-folds depict the models’ optimization progress. The grad-

ual reduction in loss over epochs indicates effective training, though minor fluctuations 

suggest opportunities for fine-tuning hyperparameters. 
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Figure 12 RNN Loss across folds 

 
Figure 13 LSTM Loss across folds 

 

The classification reports provide a detailed breakdown of performance across different 

classes. The high precision and recall values, especially for the minority class, highlight 

the effectiveness of the system’s preprocessing steps, PCA and SMOTE. 



38 
 

Class Precision Recall F1-Score 

0 0.9994 0.9983 0.9988 

1 0.9983 0.9994 0.9988 

Table 8 Classification Report for RNN 

 

Class Precision Recall F1-Score 

0 0.9988 0.9997 0.9992 

1 0.9997 0.9988 0.9992 

Table 9 Classification Report LSTM 

 

5.2 Impact of PCA and SMOTE 

Incorporating PCA reduced training time by 40% without compromising accuracy. This 

dimensionality reduction helped streamline computations while retaining critical features 

for classification. The application of SMOTE significantly improved recall for minority 

classes, reducing false negatives by 30%, which is evident in the enhanced performance 

metrics of both RNN and LSTM models. 

 

Tech-

nique 

Purpose Impact on 

Training 

Time 

Impact 

on Accu-

racy 

Impact 

on Re-

call 

Impact on 

Model Perfor-

mance 

Additional 

Benefits 

PCA  Dimensional-

ity reduction 

Reduced by 

40% 

No com-

promise 

— Streamlined 

computations, 

faster model 

convergence 

Retained criti-

cal features, re-

duced risk of 

overfitting 
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SMOTE  Handling 

class imbal-

ance 

Slight in-

crease due to 

data aug-

mentation 

No sig-

nificant 

change 

Im-

proved 

by 30% 

Enhanced per-

formance of 

RNN and 

LSTM models 

Reduced false 

negatives, bet-

ter minority 

class represen-

tation 

Table 10 Impact of PCA and SMOTE 

 

5.3 Comparative Analysis 

The hybrid RNN-LSTM model outperformed standalone RNN and LSTM architectures 

by integrating short-term and long-term dependency modeling. This hybrid approach en-

hances the extraction of sequential patterns, leading to improved generalization and con-

sistent performance across various datasets.  

A comprehensive analysis of confusion matrices, along with accuracy and loss curves, 

indicates that the hybrid model effectively balances precision, recall, and F1-score met-

rics. By leveraging hybridization, the technique minimizes overfitting, evident from low 

validation loss and high accuracy. The model consistently performs well in distinguishing 

between normal and anomalous data points, demonstrating stable results across multiple 

validation folds. The hybrid RNN-LSTM has established itself as a robust solution for 

intricate sequence classification tasks, making it suitable for real-world deployment ap-

plications. 
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6. CONCLUSION 

The study demonstrates an effective integration of Principal Component Analysis (PCA) 

and Synthetic Minority Over-sampling Technique (SMOTE) with Recurrent Neural Net-

work (RNN) and Long Short-Term Memory (LSTM) models for detecting Distributed 

Denial-of-Service (DDoS) attacks. Thanks to PCA's dimensionality reduction, training 

time was reduced by 40%, while preserving model accuracy. This approach successfully 

minimizes features without losing essential information required for precise classifica-

tion.  

Use of SMOTE improved model recall together with a 30 percent decrease in false neg-

atives through its synthetic sample generation approach for minority classes. The model's 

ability to identify uncommon attack occurrences improved significantly through this en-

hancement because early DDoS attack detection requires such capabilities. The evalua-

tion process established the hybrid RNN-LSTM model as the best configuration because 

of its more effective performance compared to standalone RNN and LSTM. Short-term 

and long-term dependency modelling integration in the hybrid model allowed better gen-

eralization because it reduced overfitting while maintaining stable performance through-

out different validation folds. The performance metrics confirmed that the hybrid model 

achieved reliable results through its precision, recall, F1-score, and accuracy measure-

ments when differentiating normal and anomalous patterns in data. The proposed method 

requires further development to implement it in real-time detection systems for live net-

work environments.  

The model performance needs to be evaluated against diverse and extensive datasets to 

establish its ability to generalize effectively. The model performance could be improved 

through advanced data extraction methods combined with parameter optimization and 

data augmentation techniques. The application of these strategies will result in developing 

better resistant scalable detection systems for initiative-taking DDoS attack prevention 

methods. 
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