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In this digital world, cybersecurity education has become one of the essential requirements for
safe online practice. Effective cybersecurity training is important for providing the necessary
knowledge and skills. To examine the effectiveness of gamified cybersecurity education, a game-
based training tool called CyberBee was developed. The aim of this thesis is to assess the impact
of the gamified cybersecurity training on participants’ knowledge, confidence, skills, attitude, and
competence in managing cybersecurity threats, with a specific focus on phishing and password
security.

This thesis was completed using mixed methods such as pre- and post-training surveys, non-
parametric analysis (Wilcoxon Signed-Rank test, Mann-Whitney U test), and thematic feedback
analysis. The study includes 15 participants, a mix of university students and employees from an
organization.

After playing the game confidence level increased directionally and showed strong reliability met-
rics. Although, the changes narrowly missed statistical significance, the effect size (|r| = 0.49)
indicates meaningful improvement in confidence. Knowledge and skills did not show statistically
significant improvement due to the ceiling effect, but item-level analysis revealed a meaningful
gain in specific areas such as using a password manager (knowledge improved by 13.3%) and
managing phishing email (skills improved by 13.3%).

Awareness has demonstrated a statistically significant improvement with a large effect size |r| =
0.62. Attitude and competence remained stable and suggests a ceiling effect. Evaluation of the
gamified training experience emphasized excellent engagement (median = 4.33), ease of use
(median = 5.00), and positive learning motivation, though suggestions for more complex content
and additional modules were noted.

Findings in this study indicate that gamification of cybersecurity training is an effective way to
improve awareness, but they also indicate the areas where training design and scope could be
better. Future research could explore larger sample sizes, extended data collection periods, and
more diverse training modules.
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1. INTRODUCTION

Our daily life standard is directly influenced by the internet. A few clicks or touches make
our usual daily tasks simple and complete. However, these same few clicks or touches
that make our lives easier, they can also make our lives miserable if we lack awareness.
Cybersecurity threats in our digitalized world are rising at an alarming pace [1]. Threats
like phishing and password security continue to escalate along with other threats, target-
ing individuals and organizations. Solutions based on technology are not enough to pro-
vide complete protection. Cybersecurity awareness plays a vital role in protecting against
such threats. Despite extensive awareness training, studies indicate users make the
wrong choice and put themselves at risk due to gaps in applied knowledge, skills, and
confidence [2][3]. Traditional cybersecurity training is not effective at encouraging good
security practices and normally does not engage participants [4]. In addition, traditional
training methods such as lecture-based instructions or e-learning modules have limited
capability to keep people engaged and modify their behaviour for the long term [5]. Fur-
thermore, traditional methods are typically passive, depend on memorization, and often
lack context like real-world scenarios [5][6]. According to Parsons et al., such traditional
methods may increase awareness temporarily, but they often fail to translate into im-
proved security behaviour [7]. Another problem with traditional training method is that
they lack quick feedback and active learning, both of which are important for building
skills and self-efficacy [5]. Bada et al. indicate that traditional training has low retention
and engagement rates; hence, participants often lose interest and face difficulties in ap-

plying learned content [8].

In response to these shortcomings in traditional approaches, gamified training ap-
proaches have been introduced where game-like features are integrated into non-game
contexts. Studies suggest that gamification of cybersecurity training can enhance
knowledge, motivation, and behavioural intents [5][9]. However, the results of the real-
world studies still vary, particularly regarding the impact of gamification on constructs
such as confidence, knowledge, skills, and behavioural intents across different cyberse-

curity areas[5][9].



The objective of this thesis was to assess the impact of gamified cybersecurity training
in improving participants ability to identify phishing threats and manage password secu-

rity.

This study used a multi-dimensional assessment to analyse the effectiveness of gamified
training focusing on phishing and password security. The training’s purpose was to im-
prove participants knowledge, confidence, skills, awareness, attitude, and competence.
Additionally, user experience metrics such as engagement, ease of use, and satisfaction
were collected. The aim was to provide insight into how gamification can support en-

hancing cybersecurity education.

The central research questions guiding this study were:

RQ1. Does gamified cybersecurity training increase participants' confidence in identify-
ing and managing cyber threats (phishing & password security)?

RQ2. Does gamified cybersecurity training improve participants’ actual knowledge of
phishing and password security?

RQ3. How effectively does gamified cybersecurity training develop participants’ practi-
cal skills in identifying phishing threats and strengthening password security?

RQ4. Does previous or current experience (such as prior training experience or experi-
ence with gamified training) influence participants’ improvement in knowledge and
confidence after training?

RQ5. How do participants evaluate the gamified training in terms of engagement, effec-

tiveness, and ease of use?

Chapter 2 reviews the existing literature on cybersecurity training and gamification.
Chapter 3 explains the research methodology, game design, variables and measure-
ments, items, data analysis, and data processing. The results of the thesis are presented
in Chapter 4. Chapter 5 offers a detailed discussion of the findings in relation to the
research questions. Chapter 6 outlines the limitations confronted during the research
and recommendations for future work. Chapter 7 concludes the thesis by summarizing

the key results and contribution.



2. LITERATURE REVIEW

In a rapidly growing digitalized world, cybersecurity threats such as phishing, password
theft, ransomware, and social engineering continue to escalate. While defensive tech-
nology has improved in several aspects, human behaviour is still a significant vulnerabil-
ity. Verizon's data breach investigation in 2021 found that 85% of data breaches involved
a human mistake, including actions influenced by social engineering [10]. Since then,
the percentage of data breaches caused by human mistakes has dropped over the past
few years: 82% in 2022, 74% in 2023, and 68% in 2024 [10]. Finding such concerning
statistics, organizations have invested in training programs for cybersecurity awareness.
Without cybersecurity awareness training, any organization will be vulnerable to cyber-
security threats. Organizations select various training models according to their needs,
the threats they encounter, and the model's design. In general, traditional training models
rely on pre-built systems with fixed curricula, which makes the system less flexible be-
cause it trains the user with the concept of “-one for all” [6]. Users often find conventional
training models, such as lectures, static modules, and small general tests, to be repeti-
tive, challenging, and unengaging [8][7]. As a result, traditional security awareness train-
ing does not always change behaviour but helps recognize the threat [8]. Furthermore,
several security awareness programs rely on outdated methods that prioritize knowledge

over action [7].

An effective and strong training program should be behaviour-driven, adaptive, and per-
sonalized to reduce the cyber threat. To address the limitations of traditional training
methods, alternative approaches such as gamified learning have been explored in recent
studies. For instance, Gjertsen et al. imply that gamified cybersecurity training resulted
in 15% improvements in learning outcomes compared to static modules [11]. A similar
study by Scholefield and Shepherd observed that participants exposed to interactive
game-based modules showed significant threat recognition accuracy and reported a
higher satisfaction level (mean engagement 4.2/5) than those in the lecture-based group
[12]. According to Keepnet Labs systematic review, organizations implementing gamified
training tools have observed a significant improvement in employee engagement and

more accuracy in phishing detection [13].



Gamification refers to the application of game design elements, such as point scoring,
competition rules, feedback, and rewards, implemented in non-game contexts to en-
hance user engagement and motivation [14]. In the study by Khoshnoodifar et al., au-
thors found that the implementation of gamified learning in a statistics course for health
school students significantly improved both learning outcomes and student attitudes
compared to traditional teaching methods [14]. The gamification of learning is effective
because studies have shown that gamification has a positive impact on cognitive, moti-

vational, and behavioural learning outcomes [15][16].

The study by Zeng and McEneaney suggests that adding competitive components to
learning can help certain participants stay motivated and engaged [17]. However, this
study also noted that competition may negatively affect participants who experience
stress or performance anxiety, indicating its usefulness relies on the participant and the
situation [17]. Moreover, they also found that when designed appropriately, competition
can serve as an effective educational tool to increase engagement and motivation [17].
Games always carry several such motivational elements. According to a TalentLMS sur-
vey on gamification techniques, points, tracking, badges, and leaderboards help users’

engagement and reinforce knowledge [15].

In the field of cybersecurity training, gamification has shown capability in changing the
traditional training program into a more engaging experience, where ThreatGEN Red vs.
Blue is a practical example of it [18]. Red vs. Blue is a cybersecurity simulation game
where players can be on either the offensive (red team) or defensive (blue team) side.
In this simulation game, real world-based threat scenarios make it more engaging by
encouraging critical thinking, decision making and active learning [18]. Real-world simu-
lations and quizzes inspired by real-world situations can promote active participation in
gamification training modules. Leading platforms for cybersecurity awareness training,
like Hoxhunt, Infosec IQ, and ThreatGEN are now using gamification methods in cyber-
security training [19][20][21]. Usually "gamification" typically connotes entertainment or
fun; its primary objective is to engage participants in the process of learning about cy-
bersecurity and equip them with substantial knowledge. This will enable participants to
recognize and protect themselves against cyber threats [22]. Furthermore, this research
implies that gamification in cybersecurity is only effective if it's properly implemented,
such as keeping the training relevant, ensuring that it aligns with real-world threats, and

its effectiveness is continuously measured [22].



Despite several studies highlighting the benefits of gamification of cybersecurity training
[22][23], there is still a shortage of comprehensive studies examining the gamification
impact on participants confidence, knowledge, and practical skills simultaneously. Many
studies, like Scholefield and Shepherd, Idierukevbe and Addo, primarily focus on meas-
uring the immediate knowledge gained from gamification training, where it can enhance
a short-term learning outcome, but often overlook critical factors such as self-efficacy
and practical skills [12][24]. Moreover, a single-point assessment of participants after
training usually results in information about the changes related to the gamified training
but does not provide insights into participants' knowledge and confidence before training.
Although gamification in cybersecurity training is often theoretically well-established by
highlighting principles such as points, badges, and leaderboards that can motivate learn-
ing, few studies explicitly link these elements to behavioural changes alongside
knowledge and confidence [11][25]. Gjertsen et al. observed that even though gamified
training improved immediate knowledge acquisition, it did not significantly influence par-
ticipants’ attitudes or intentions regarding security compliance [11]. In the study con-
ducted by Capatina et al., results indicated that implementing gamified elements in train-
ing significantly enhanced employee’s ability to retain knowledge, confidence, and skills
[25].

A pilot study conducted by Mason et al. assessed the gamification intelligent cyber apti-
tude and skills training (GICAST) program using a pre- and post-experimental design [9].
Where a total 43 students participated, significant improvement in knowledge, attitude,
and behaviour was observed. Quantitative data from the Human Aspects of Information
Security Questionnaire (HAIS-Q) supported the findings [9]. Similarly, Abu-Amara et al.
implemented a gamified training model including pre- and post-game phishing simulation
[26]. The result indicated 84.72% improvement in awareness and 77.78% reduction in
phishing exposure [26]. Alnajim et al. found that a pre- and post-assessment using a
Likert-scale measure showed statistically significant increases in confidence [6].

This thesis points out the gaps in gamification of cybersecurity research, specifically the
lack of thorough evaluation of participants confidence, knowledge, skills, and behavioural
intentions by implementing pre- and post-training assessments. Furthermore, this study
will help to analyse participants experiences and engagement levels along with behav-
ioural perspectives. This approach aims to provide a broader understandings of how

gamified cybersecurity training can improve awareness among the users.



3. METHODOLOGY

This chapter explains the methodological structure for this thesis. First, the research de-
sign and procedure are explained, followed by the development of the gamified training
tool Cyber Bee. Furthermore, the game structure, learning elements and assessment

process used to evaluate participants cybersecurity awareness are explained too.

3.1 Research design and procedure

In this study, a quasi-experimental pre- and post-survey design [27] was implemented to
measure the impact of Cyber Bee, a web-based gamified cybersecurity training tool de-
veloped for this thesis. Cyber Bee focuses on two of the most common threats encoun-
tered by users today: phishing and password security. The aim was to assess the gam-
ification’s impact on participants cybersecurity knowledge, confidence, awareness, skills,
and behavioural intentions. This design helps to compare the outcome of pre- and post-
training without the use of a control group, which is suitable for small-scale exploratory

educational research [5].

Cyber Bee was developed using the open-source platform GDevelop (v5) and designed
to teach participants about two important cybersecurity threats: phishing and password
security. Figure 1 presents the welcoming screen of Cyber Bee. The game is structured
in two phases: the learning phase and the assessment phase. In the learning phase,
participants are presented with cybersecurity concepts through interactive tutorials. At
the beginning of the game, participants are given the option to select a learning tutorial.
Currently Cyber Bee has two tutorials: phishing and password security. Each tutorial
helps participants to understand the topic and real-world scenarios. It also includes guid-
ance to distinguish between threat and non-threat elements. Figure 2 presents the phish-
ing tutorial page. Later in the assessment phase, participants will navigate scenario- and
quiz-based challenges that will test their ability to recognize threats and implement safe

actions.



Welcome to "Cyber Bea".
Gamification of Cyber Security Awareness Training .

In this game, you'll embark on a thrilling adventure to protect our digital world. As a new recruit in the Cyber Defense
Unit, you'll learn ta spot deceptive emails, increase knowledge about password security. Get ready to become a cyber
hero—your journey starts now! First let's learn about Phishing and Password Security, later we will learn more about
these playing games. ===Click LEARN===

Figure 1. Cyber Bee welcome page.

+# What is Phishing?

Phishing is a type of online scam whera cybercriminals send fake emails or messages pretending to bae from trusted
organizations—like your bank or an online store—in order to trick you into giving away personal information such as
passwords or credit card numbers.

Common Signs of Phishing Emails:

1. Generic Greatings: Thay oftan usa phrases like “Dear Customer” instead of your nama.

2. Urgent or Threatening Language: Messages that insist you must act immediataly (e.g., “Your account will be
suspended unless you update your details now!”).

3. Suspicious Links or Attachments: The email may include links that don't match the real website or unexpected
attachments.

4. Typos and Errors: Look out for unusual grammar or spelling mistakes.

) l|' |

NEXT

Figure 2. Phishing tutorial for participants.

This gamified training tool includes several elements designed to guide and assess par-
ticipants performance, such as point-based rewards, penalties, and immediate feedback.
Participants who could identify and report the simulated phishing emails or right practice
of password security were rewarded with +15 points. Failing to do so got a penalty of -
10 points. Figure 3 is a simulated phishing email in game stage 7, and Figure 4 shows
the multiple-choice question for password security stage 1. Upon an incorrect answer

the instant feedback pops up. Figure 5 shows the instant feedback.



STAGE 7 POINTS: ©
From: refund@tax-department.gov
To: youremail@mail.com
Subjact: You Ara Eligibla for a Tax Refund!
Dear Taxpayer,

Our records Indicate that you have an unclaimed tax refund of $1,200. To receive your refund, please conflrm your
banking details here:

Claim Your Refund [http://gov-taxrefund-secure.com/]
Failure to do so will result in your refund being forfeited.

Best regards,
Government Tax Office

a § E=a

Figure 3. Phishing level 7 simulated phishing email.

STAGE 1 POINTS:
Which of the following passwords is considered the strongest?

A. passwordi23
B.123456789

C. sunshine!

D. RighTh3renOW!#

Figure 4. Password Security level 1 multiple-choice questions.



STAGE 7 POINTS: -10

The emall Is not safe and It's a phishing trap. Remember to double check below learning
points.

v Check the sender email - Does it match the real company?

v Double check the links — Do they point to an official website?

v Look for spelling errors — Many phishing emails contain bad grammar-.

v Dor't click on attachments or links — Thay may contain malwara.

v Verify with the real company — Contact customer support if unsure.

v An urgency of action always requested.

10 points has been reduced from your score. Keep on playing...

| OK |
Em Cm e

Figure 5.Immediate feedback to reinforce the learning.

Participants were recruited on a voluntary basis. A call for participations was sent out to

university students and research participants through emails, instant messaging group

chat, etc. Upon accessing the game link, participants were asked to fill out the pre-train-

ing survey, where the privacy notice and consent form were presented in line with ethical

research practice. Participation was anonymous, and no personally identifiable data was

required, ensuring compliance with GDPR and university research ethics procedures.

The training experience was entirely delivered through a single web-based link.

The training procedure was conducted according to below sequence:

1.

Pre-Training Survey: Participants complete a structured questionnaire that as-
sesses their baseline in cybersecurity knowledge, skills, awareness, and behav-
ioural intentions. Figure 6 shows the presentations of pre-survey link at the game
beginning. There is a mix of Likert-scale items and objective multiple-choice

questions.
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Welcome to Our Study on "Gamification in Cybersecurity Training to Improve Awareness!”

Before you start playing the game please FILL UP THE PRE-GAME-SURVEY. It takes maximum 15
minutes and it's mandatory for our study. CLICK PRE-GAME-SURVEY....
After completing the survey please click on START...

Figure 6. Pre-training survey at the beginning of the game.

2. Game-Based Training: Participants start with the Cyber Bee game, which in-
cludes learning modules and scenario-based challenges.

3. Post-Training Survey: Immediately after completing either the phishing game
or password security or both, participants complete another identical survey to
measure the changes for targeted variables. Figure 7 shows the representations

of the post-survey link at the game ending.

You have completed both Cybersecurity Training. Now, please complete the Post-Game-Survey. To
complete the survey click POST-GAME-SURVEY. After submiting the survey you can exit by Closing
the browser.

Thank You for participating.

Figure 7. Post-training survey at end of the game.

Based on real-world phishing and password-related scenarios simulated emails, SMS,
and correct/incorrect multiple-choice questions were designed to assess participants ac-
tual understanding.



3.2 Variables and measurement
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A set of variables was developed by the author drawing from relevant literature and re-

search studies to evaluate the impact of gamified cybersecurity training. This section

describes each variable and its measurements.

3.2.1 Summary of variables and items

To ensure methodological transparency and theoretical validity, a detailed overview of

the variables and survey items used in pre- and post-training assessments are provided

in Table 1.
Variables and pre-post training items.

Variables Pre Training Iltems Post Training Items

Confidence C1. | can accurately rec- C1. | can accurately rec-
ognize suspicious email or | ognize suspicious email or
SMS. SMS.

C2. | understand the im- C2. | understand the im-
portance of strong and portance of strong and
unique password. unique password.
C3. I can identify key C3. | can identify key
signs of phishing attempts | signs of phishing attempts
(Ex: checking if a link is le- | (Ex: checking if a link is le-
gitimate or if the URL gitimate or if the URL
starts with ‘https’ or verify | starts with ‘https’ or verify
with original address). with original address).
CA4. | feel more confident
in my ability to recognize
and respond to cyber
threats after playing the
game.

Knowledge K1. It is safe to click links | K1. It is safe to click links
in the email from a known | in the email from a known
or unknown person with- or unknown person with-
out verifying. out verifying.
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K2. According to you
which of the following is
the secure way to create a

password?

K3. Phishing email/SMS
usually contains urgent or
persuasive language
which pressure you to act
immediately. (e.g. clicking
the link, opening the at-

tachment).

K4. A website with https://
in the URL is always safe
to enter personal infor-

mation’s.

K5. Using same password
for multiple accounts is
safe as long as it's com-

plex.

K6. Two-factor authentica-
tion provides an extra
layer of beyond just a

password.

K7. Using password man-
ager is recommended to

generate and store strong,
unique password for each

account.

K2. According to you
which of the following is
the secure way to create a

password?

K3. Phishing email/SMS
usually contains urgent or
persuasive language
which pressure you to act
immediately. (e.g. clicking
the link, opening the at-

tachment).

K4. A website with https://
in the URL is always safe
to enter personal infor-

mation’s.

K5. Using same password
for multiple accounts is
safe as long as it's com-

plex.

K6. Two-factor authentica-
tion provides an extra
layer of beyond just a

password.

K7. Using password man-
ager is recommended to

generate and store strong,
unique password for each

account.
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Skills S1. If a friend or known S1. If a friend or known
person sends you an un- | person sends you an un-
expected email with expected email with
link/attachment, it's safe to | link/attachment, it's safe to
open it because you trust | open it because you trust
them. them.

S2. You receive an email | S2. You receive an email
from “security@amazon- from “security@amazon-
update.com” asking you to | update.com” asking you to
reset your password by reset your password by
clicking a link. What clicking a link. What
should you do? should you do?

S3. You receive a text S3. You receive a text
message from an un- message from an un-
known number stating: known number stating:
“Your online banking “Your online banking
password has been com- | password has been com-
promised! Click this link to | promised! Click this link to
reset it now.” What should | reset it now.” What should
you do? you do?

S4. Your web browser S4. Your web browser
suggests saving your suggests saving your
passwords for conven- passwords for conven-
ience. What should you ience. What should you
do? do?

Awareness AW1. | am aware how to AW1. | am aware how to
identify and manage po- identify and manage po-
tentials cyber security tentials cyber security
threats. threats.

Attitude AT1. For my daily online AT1. For my daily online

activities, | believe it's im-
portant to be knowledgea-

ble about Cyber Security.

activities, | believe it's im-
portant to be knowledgea-

ble about Cyber Security.
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Competence CM1. | have sufficient CM1. | have sufficient
knowledge and skills to knowledge and skills to
protect myself from cyber | protect myself from cyber
threats threats

Engagement EG1. Do you believe that | EG1. Do you believe that
gamified training is an in- | gamified training is an in-
teresting way to learn teresting way to learn
about cybersecurity about cybersecurity
threats? threats?

EG2. The competitive ele-
ments (e.g., points,
stages) in the game moti-
vated me to learn more
about cybersecurity
threats.

EG3. Playing the game
was fun and enjoyable.

Ease of Use EU1. Game was easy to

navigate, and the instruc-

tions was clear.

Satisfaction

SA1. How likely are you to
recommend such gamified
cybersecurity training to a

friend or colleague?

Game support

GS1. Immediate feedback
during my mistake, helped

me to understand better.

Future motivation

FM1. After completing the
game, | intend to adopt
more secure online prac-

tices.
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Background BG1. Did you participate
in any gamified cyberse-
curity awareness training

before?

BG2. If yes, what kind of
training have you partici-

pated before?

BG3. How frequently do
you engage in digital
games or interactive appli-

cations?

Variables with multiple items were tested for reliability using Cronbach’s Alphas where
appropriate. Data analysis involved descriptive statistics, reliability analysis, the Wil-

coxon Signed-Rank test, the Mann-Whitney U test and item-level analysis.

3.2.2 Confidence

Confidence in the context of cybersecurity refers to participants self-perceived assurance
in their ability to recognize and effectively respond to cyber threats, such as phishing
attempts and password-related vulnerabilities. This subjective measure of participants
own judgement, and awareness is captured through Likert scale statements evaluating
their confidence in pre- and post-training. Self-confidence in cybersecurity has been
found to significantly influence participants behaviour, which is sometimes even more
than actual knowledge in cybersecurity [28]. Research has shown that often cybersecu-
rity behaviour is driven more by self-confidence than actual knowledge [29]. In this study,
confidence was measured using a Likert scale in pre- and post-training. The items in pre-
training C1-C3 and post training C1-C4 designed to reflect the core cybersecurity task
(Table 1 subchapter 3.2.1). The items used in the confidence variable reflect the core
cybersecurity task such as identifying phishing emails/SMS and understanding password
security, which aligns with the validated approach to measuring self confidence in the

digital context study [29].
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3.2.3 Knowledge

Knowledge in cybersecurity is the information and understanding of participants about
the principles, including threat identification, safe online practice and protective
measures. Items in this variable assess the depth and accuracy of participants cyberse-
curity-based information. According to Victor Bolbot’s article on the Internet of Things,
cybersecurity knowledge is the domain-specific information gathered and articulated us-
ing formal methods to support the creation of rules for cybersecurity systems [31]. The
items for knowledge were developed independently by the author, but the concept was
adopted from the Kruger & Kearney of cybersecurity awareness model [32]. The model
emphasizes assessing the awareness through the domains of knowledge, attitude and
behaviour. For example, the item, “A website using https.// is always safe” reflects a

knowledge-based misunderstanding that training aimed to correct.

3.2.4 Skills

Participants’ ability to apply cybersecurity knowledge properly in real-life situations is
known as skill. Skill usually includes decision-making in response to cyber threats such
as phishing email/SMS, safe online practice etc. This thesis used multiple-choice ques-
tions based on real-world scenarios to test participants skill. For example, participants
were presented with a fake email and asked if it's safe or needs to be reported. The test
items were designed to simulate real-life scenarios, aligning with the NIST NICE frame-
work, which defines cybersecurity skills usually involve the application of knowledge to

perform tasks that protect systems [33].

3.2.5 Awareness, attitude, and competence

In cybersecurity, awareness is described as the continuous understanding and recogni-
tion of cyber threats and the proactive action to mitigate such threats. It's an ongoing
process of educating individuals about threats in the cyber world and acting accordingly,
which emphasizes proactive security behaviour [34]. AW1 item from Table 1 subchapter
3.2.1 is used to measure the awareness of participants. It aligns with the ability to recog-

nize the threats and understand the action required to resolve it.

Attitude displays a participant’s mindset towards cybersecurity practice including his/her
motivation to engage in safe behaviour and the value of cybersecurity in daily activities.

Attitudes about cybersecurity have a major impact on the will to follow security policies
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and the probability of participating in protective activities [35]. AT1 in the Table 1, sub-
chapter 3.2.1 represents the attitude that exhibits the purpose as well as the importance

of engaging in secure online practice.

In cybersecurity, competence generally refers to an individual’s capability to implement
both knowledge and skill to protect a system [33]. But in this study, competence was
measured using self-assessment item CM1 in Table 1, Subchapter 3.2.1, which is fo-
cused on participants perceived ability to protect themselves from cyber threats. It indi-
cates readiness and proficiency to manage cybersecurity challenges. From Table 1 Sub-
chapter 3.2.1 the items AW1, AT1, and CM1 were designed to assess three closely re-
lated constructs: cybersecurity awareness, attitude towards safe online behaviour and

competence.

3.2.6 Gamified training evaluation

The gamified training evaluation was conducted using four conceptual subscales: en-
gagement, ease of use, satisfaction, game support, and future motivation. Each structure
was based on responses to 5-point Likert-type items. From Table 1 subchapter 3.2.1,
engagement items are represented by pre-training item EG1 and post-training items EG1
-EG3. Ease of use, satisfaction, game support, and future motivation are represented by
post-training item EU1, SA1, GS1, and FM1 respectively, from Table 1 subchapter 3.2.1.
Engagement items evaluated how enjoyable the training was and participants attentive-
ness. EU1 was used to measure if the training general instructions were clear to partici-
pants. SA1 measured if participant were willing to recommend similar gamified cyberse-
curity training to their friends or colleagues. GS1 was used to measure if the immediate
feedback during the mistake helped participants understand better. Participants willing-

ness to apply secure online practice after completing the training was measured by FM1.

3.3 Data processing activity

Data collections were conducted using LimeSurvey (v 6.13.0), an open-source online
survey platform. It helped to structure the pre- and post-training survey questionnaires.
For data analysis, the responses were exported from LimeSurvey and imported into IBM
SPSS Statistics (v 29.0.2.0).

The purpose of collecting personal data was to evaluate the effectiveness of the gamified
cybersecurity training to improve the participants awareness. It also helped to assess

participants confidence, knowledge, and skills related to phishing and password security.
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The data was also used to determine if gamification training improves participants
knowledge gap. The collected data specifically contributed to answering the research

questions mentioned in Chapter 1.

In this research a minimum amount of personal data was required. Only data that are
essential for the evaluation of the training effectiveness were collected. This includes
scores, responses to pre- and post-surveys, and additional feedback. Demographic in-
formation such as age range, educational background, and prior experience with cyber-
security training and digital games was collected too. No sensitive data such as name,
email, phone number, or other personally identifiable information was collected.

The pre-survey was used to gather demographic information, baseline cybersecurity
knowledge, confidence, and previous training experience. The post-survey was used to
collect data on changes in knowledge, confidence, and skills. Also to obtain participants
evaluation of the gamified training in terms of engagement, effectiveness, and ease of

use.

Collected data were securely stored in an encrypted file on password-protected laptop.
Backup files were stored in the encrypted Tuni cloud. The participants’ data was linked
with a unique participant ID instead of a personal identifier. To protect participants pri-
vacy, data analysis was conducted using these anonymous IDs. Only the researcher had

access to the raw data.

Personal data were retained only for the duration necessary to complete the research
and analyse the results. After submission of the thesis, data will be retained for a maxi-
mum of 3 months to address any follow-up requirements, revisions, or questions from
participants. After the retention period, all personal data will be permanently deleted from
the laptop and backup system using secure deletion tools to ensure it cannot be recov-

ered.

3.4 Data analysis

Data collected through pre- and post-training surveys were analysed systematically us-
ing both quantitative and qualitative methods. For quantitative data analysis, descriptive
and inferential statistical tests were conducted using IBM SPSS Statistics (v 29.0.2.0)

software. Descriptive statistical analysis includes means, medians, standard deviations,
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and ranges that were calculated to summarize the central tendencies and dispersions
for all the variables. Cronbach’s alpha a was calculated to assess the reliability for the
variables with multiple items in the survey. Reliability values above the threshold of 0.7
were considered acceptable, with values above 0.9 suggesting excellent reliability. As
the sample size is small (n = 15) and data was collected using Likert-type scales, non-
parametric statistical test Wilcoxon Signed-Rank and Mann-Whitney U were conducted.
The Wilcoxon Signed-Rank test was conducted to assess the items difference between
pre- and post-training responses for confidence, knowledge, skills, awareness, attitude,
and competence. Mann-Whitney U was used to evaluate the impact of the prior training
experience on participants improvement in awareness, attitude, and competence. The

effect size was calculated using a standard non-parametric formula.

- Z
"= (1)
where r denotes the effect size, Z denotes the Z-score or standard score in a Z-test and

n is the sample size.

Also, as the evaluation data was collected using ordinal Likert scales, medians were
used to represent the central tendencies without assuming equal intervals between the
response categories. This approach aligns with non-parametric best practice and pro-
vides a more accurate reflection of participants experiences.
In the post-training survey, open-ended feedback was collected from participants, which
was analysed using thematic analysis. This process involved

¢ Reviewing participants feedback several times.

¢ Grouping each response to find patterns related to topics.

e Grouping the feedback into positive feedback and constructive feedback.

Themes were selected based on the frequency of the mentions. This systematic, mixed-
method analysis helped to assess and understand both quantitative results and qualita-
tive user experience. Additionally, this study provided insight on the impact of gamified

cybersecurity training.
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4. RESULTS

This chapter represents the results acquired from the assessment of gamified cyberse-
curity training on participants confidence, knowledge, skills, awareness, attitude, and
competence. Descriptive statistics for all variables in Table 1, subchapter 3.2.1, and
Cronbach’s alpha for confidence, knowledge, and engagement variables are summa-
rized in Table 2.

Table 2.Variables descriptive statistics and reliability values.

Variables Sum Cronbach’s a | Mean Median | Standard Binary
Variable Deviation | Recoded

Confidence True 0.907 3.91 4 0.77 No

Pre Training

Confidence True 0.967 4.22 4.25 0.78 No

Post Training

Knowledge True N/A 6.6 7 0.49 Yes

Pre Training

Knowledge True N/A 6.67 7 0.49 Yes

Post Training

Skills Pre True N/A 3.1 3.25 0.43 Yes

Training

Skills Post True N/A 3.27 3.5 0.33 Yes

Training

Awareness False N/A 3.20 3.00 1.08 No

Attitude False N/A 4.73 5.00 0.46 No

Competence False N/A 3.73 4.00 0.88 No

Engagement False N/A 4.02 4.00 1.1 No

Pre Training

Engagement True 0.901 4.07 4.0 0.3 No

Post Training

Game False N/A 4.00 4.00 1.25 No

support

Future False N/A 4.13 4.00 0.74 No

motivation

4.1 Confidence in identifying and managing cyber
threats

To measure internal consistency of the variable confidence items, Cronbach’s alpha (a)
test was conducted on pre- and post-training items. The pre-training confidence scale
yielded an a = 0.907 with items C1, C2, and C3 (Table 1 subchapter 3.2.1), indicating
excellent reliability. Corrected item-total correlations ranged from 0.744 to 0.915, sug-
gesting each item had a strong correlation between the items and total scale. Further-
more, Cronbach’s alpha decreased, indicating if any single item was removed, support-

ing the contribution of each item to the reliability of the scale.
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The reliability scale for post-training confidence yielded even further, a = 0.967 for the
item C1 to C4 (Table 1 subchapter 3.2.1). The corrected item-total correlations were
above 0.89, and removing any item reduces the overall reliability, which indicates the
strong contribution to scale. The result demonstrates high internal consistency and sug-
gests that the additional item C4 integrated well with the existing structure.

To measure the changes in confidence following gamified training, the median composite

score was calculated based on the participants responses to Likert-type questions.

Table 3. Variables descriptive statistics of confidence.

Measure Pre Training Post Training
Total Number 15 15
Mean 3.8 4.2
Median 4.0 4.0
Standard Deviation 0.86 0.77
Min-Max Range 20-5.0 3.0-5.0

Descriptive statistics of confidence in Table 3 show an increase in the mean confidence
score from 3.8 in pre-training to 4.2 post-training. The median remained at 4.0, the range
of the response narrowed from 2.0-5.0 to 3.0-5.0. To assess if the change between pre-
training and post-training for confidence is statistically significant, the Wilcoxon Signed-
Rank test was conducted. The test produced Z = -1.89 p = 0.059, narrowly missing the
conventional threshold of statistical significance p = 0.050. The effect size was calculated
using equation (1), and |r] = 0.49, indicating a medium-size effect according to Cohen’s

benchmark [36], despite the non-significant p-value.

4.2 Knowledge of phishing & password security

A Wilcoxon Signed-Rank Test was conducted comparing pre- and post-training results
to assess changes in participants knowledge. Item K1 — K7 from Table 1, subchapter
3.2.1 represented the knowledge variable for pre- and post-training. The test yielded Z =
0.302, p =0.763 presented in Figure 8. Using the equation (1) , effect size was measured
Ir| = 0.075 (n=15), which is a negligible range according to Cohen’s benchmark [36].

Descriptive statistics in Table 2 for the knowledge variable indicate the pre-training mean
slightly increased from 6.6 to 6.7 in the post-training, where the median, standard devi-

ation remained constant.



Related-Samples Wilcoxon Signed Rank
Test Summary

Total M
Test Statistic
Standard Errar

Standardized Test Statistic

Asymptotic Sig.(2-sided

test)

15
20.000
6.633
302
TE3

Figure 8. Wilcoxon Signed Rank Test for knowledge.
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In addition, an item-level analysis was conducted for knowledge variable to examine the

performance in pre-training and post-training. The correct response percentages for

each item are presented in Table 4.

Table 4. Knowledge item level analysis

Survey Question Pre-Training Post-Training Changes %
Focus Correct % Correct %

Knowledge of verifying links before 100% 100% 0%
clicking (from known or unknown send-

ers)

Recognizing secure password creation 93% 100% +6.7%
methods

Understanding urgency as a phishing 100% 93.3% -6.7%
tactic

Misconception that https:// always a 86.7% 86.7% 0%
safe website

Belief that complex passwords are safe 100% 93.3% -6.7%
even if reused across accounts.

Understanding the role of 2FA authen- 100% 100% 0%
tication.

Understanding and use of password 80% 93.3% +13.3%

managers for strong, unique pass-
words.

For the knowledge variable comparing pre and post-training response of 3 items showed

no change in the correct response. Two items showed an increase in correct response

rate: secure password creation + 6.7% and use of password manager + 13.3%. Two

items, urgency as tactics and reuse of complex passwords decreased by — 6.7%.

4.3 Practical cybersecurity skills

For evaluating the skills of participants pre- and post-training a non-parametric Wilcoxon

Signed-Rank test was conducted, using the responses from items S1 to S4 from the

Table 1 subchapter 3.2.1, skills variable. The Wilcoxon Signed-Rank test resulted in Z =
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0.979, p = 0.327 presented in Figure 9. However, the effect size calculated by equation

(1) resulted in |r] = 0.253, which represents a small to approaching medium effect, ac-

cording to Cohen’s benchmark [36]. According to Table 2, pre-training mean and median

slightly increased in post-training, but standard deviation decreased.

Related-Samples Wilcoxon Signed Rank
Test Summary

Total M 15
Test Statistic 30.500
Standard Error 8170
Standardized Test Statistic 879
Asymptotic Sig.(2-sided 327

test)

Figure 9.

Wilcoxon Signed Rank Test for skills.

To identify more about skills improvement based on the data, a scenario-level analysis

was conducted to assess which specific skill improved most in post-training. Binary

coded responses were analysed to calculate the correct answer for pre- and post-training

aggregated by field of study.

Table 5. Skills scenario level analysis

Survey Field of Study Group | Pre- Post- Changes | Interpretation
Question Size | Training Training %
Focus Correct % | Correct %
Trusting Business & 3 93.3% 93.3% 0% No change.
known Management The baseline
sender’s Computer 4 93.3% 93.3% 0% trust and
unexpected Science & IT threat recog-
email. Cybersecurity 3 93.3% 93.3% 0% nition were
Engineering 3 93.3% 93.3% 0% retained
Other 2 93.3% 93.3% 0% highly.
Action on Business & 3 86.7% 100% 13.3% | Improved
suspicious Management through gam-
email. Computer 4 86.7% 100% 13.3% | ification
Science & IT learning. Ac-
Cybersecurity 3 86.7% 100% 13.3% | curate an-
Engineering 3 86.7% 100% 13.3% | swer in post-
Other 2 86.7% 100% 13.3% | training.
Response Business & 3 66.7% 66.7% 0% No changes
to urgent Management but needs
banking Computer 4 66.7% 66.7% 0% more im-
SMS. Science & IT provements.
Cybersecurity 3 66.7% 66.7% 0%
Engineering 3 66.7% 66.7% 0%
Other 2 66.7% 66.7% 0%
Using Business & 3 60% 80% 20% Improved sig-
browser to Management nificantly, but
save pass- Computer 4 60% 80% 20% still improve-
words Science & IT ment is
Cybersecurity 3 60% 80% 20% needed.
Engineering 3 60% 80% 20%
Other 2 60% 80% 20%
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In the Table 5, the item trusting unexpected emails showed no changes in pre- and post-
training retaining the accuracy at 93.3%. In action regarding suspicious email changes
was 13.3%, reaching 100% accuracy in post-training. There was no change in response
to urgent messages as response accuracy remained the same 66.7%, in pre-training
and post-training. Using a browser to save password items had a 20% increase in post-

training accuracy.

Skills Cross Tab Analysis
50% 100% 66.70% 100%100% 100%

120% _
100% | 100% 100% 100% 100%¢ 70t 100% 100%

100% 6.709
80% 75%

0
60% 0%
40%
20%

.00

0

66.70% 66.70%

X

Business CS/IT Cybersecurity Engineering Other

B Trusting known sender's unexpected email B Action on suspicious Amazon email

H Response to urgent banking SMS B Using browser to save passwords

Figure 10. Cross-tab analysis of pre training skills.

66.70% c6.70% SKills Cross Tab Analysisloo% L00%

120% 100%
100% (100% 100% 100% 100% 100% 100% 100%
100% 66.70%
759 5%
80% .700/* .70 70
60% 0%
40%
20%
0%
Business CS/IT Cybersecurity Engineering Other

B Trusting known sender's unexpected email B Action on suspicious Amazon email

M Response to urgent banking SMS B Using browser to save passwords

Figure 11. Cross-tab analysis of post training skills.

In Figure 10 and Figure 11, the crosstab analysis for the skills variable indicates that
across all fields of study, recognizing unexpected email remained consistently high, with
most groups scoring 100%. Accuracy in handling suspicious email ranged from 50% to
100%, where urgent SMS phishing scenarios and browser-based passwords had a quite

varied percentage, ranging from 50% to 100%.
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4.4 General cybersecurity awareness, attitude
and competence

For analysing the awareness, attitude, and competence variables descriptive analysis,
and Wilcoxon Signed-Rank test was conducted using the items AW 1, AT1 and CM1 from
pre- and post-training in Table 1 subchapter 3.2.1. From Table 6, awareness variable
median stayed almost the same, but the mean changed from 3.20 of pre-training to 3.93
post-training. Attitude towards cybersecurity was already extremely high in pre-training
indicating a ceiling effect, where the median stayed the same in 5 for pre- and post-
training. In competence median stays the same and the mean changes from 3.73 to 3.93,

which is a modest improvement.

Table 6. Descriptive analysis of awareness, attitude, and competence.

Variable Mean | Median | Mean | Median | Mean Median | Standard | Min-
(Pre) | (Pre) (Post) | (Post) | Change | Change | Deviation | Max
Change Change
Awareness 3.20 3.00 3.93 4.00 0.73 0.00 0.96 0Oto3
Attitude 4.73 5.00 4.67 5.00 -0.07 0.00 0.26 -1t00
Competence | 3.72 4.00 3.93 4.00 0.20 0.00 0.77 -1t02

Table 7. Frequency analysis of awareness, attitude, and competence.

Change Category Awareness % | Attitude % | Competence %
Declined 0% 6.7% 13.3%

No changes 53.3% 93.3% 60.0%
Improved (+1) 26.7% 0% 20.0%
Improved (+2 or +3) | 20.0% 0% 6.7%

For awareness, with sample size n= 15 the Wilcoxon Signed-Rank test resulted in Z =
2.41, p = 0.016, |r| = 0.62, suggesting a large effect of gamified cybersecurity training.
For attitude (Z = -1.00, p = 0.317, |r] = 0.26) and competence (Z = 1.00, p = 0.317, |r|
=0.26) there were no significant changes, but for both variables, effect size indicates a
small to medium effect [36]. Table 7 summarizes that 46.7% of participants awareness
improved and 53.3% had no changes. Attitude remained unchanged at 93.3%, with a
6.7% decline. In competence, 26.7% of participants improved, 60% had no changes, and
13.3% declined.

To examine if prior gamified training experience influenced improvements in cybersecu-
rity awareness, attitude, and competence, a Mann-Whitney U test was performed. Along

with the awareness, attitude, and competence variable, background variable items of
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pre-training BG1 and BG2 were used. Among 15 participants, 8 had no prior experience
whereas 7 had prior experience. These were compared against the change scores in the
variable’s awareness, attitude, and competence. Although the difference in competence
gain was not statistically significant (U = 15.5, Z = -1.641 p = 0.152), the effect size |r| =
0.42 indicates a moderate practical difference [36]. For the awareness test, yields Z = -
0.445, p = 0.694, and effect size |r| = 0.11, indicating a small effect size [36]. Attitude
scores showed Z = 0.935, p = 0.694, and effect size |r| = 0.24, suggesting a small effect
size [36].

4.5 Gamified training evaluation

For measuring engagement, participants’ sense of immersion, attention, and active in-
volvement during training were considered, which are represented with EG1 in the pre-
training and the post-training items EG1, EG2, and EG3 in Table 1 subchapter 3.2.1.
Reliability was tested for post-training engagement, and Cronbach’s a resulted in 0.901,
which is excellent reliability. Ease of use was represented by EU1, and satisfaction was
represented by SA1 in post-training item in Table 1 subchapter 3.2.1. For representing
game support and future motivation items GS1 and FM1 in Table 1 subchapter 3.2.1.

A composite evaluation score was computed by averaging the participants responses
across the 7 items in Table 8. These measurements were helpful to understand partici-

pants perception of gamified cybersecurity training.

Table 8. Composite evaluation of training evaluation.

Category Mean Median Standard Interpretation
Deviation

Engagement Pre- 4.02 4.00 1.1 Participants were

training engaged and moti-

Engagement 4.07 4.00 0.3 vated to learn

Post-training

Ease of Use 4.4 5.00 0.82 Navigation was
easy.

Satisfaction 3.86 5.00 1.41 Participants likely
to recommend the
training.

Game support 4.00 4.00 1.25 Provided feedback

during mistake
was helpful to
learn.

Future motivation 413 4.00 0.74 Participants intend
to apply the secu-
rity practice which
was learned
through game.
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From Table 8, participants reported a high level of engagement with a median composite
of 4.00. The interface and instruction were very intuitive, with a full median score of 5.
The satisfaction median scored 5, suggesting that at least half of the participants’ were
highly satisfied, where the mean score of 3.68 and high standard deviation of 1.41 indi-

cates that some of the participants were not satisfied.

4.6 Feedback analysis

Open-ended feedback was collected from the participants for the quantitative evaluation
of the gamified cybersecurity training to gain more insight into areas of improvement.
Based on thematic analysis, comments were categorized as effective features in Table

9 and suggested improvements in Table 10.

Table 9. Effective features

Theme Mentions Example Response
Gamification/Motivations 4 "The points because |
wanted to get a good score!',

'A good starting point for a
basic security training and
awareness. Within a quick
interactive tutorial, you could
teach someone how to rec-
ognize threats. Works much
better than Hoxhunt."
Interactive/Engagement 5 "It was interactive way to
learn', 'l thought it was fun
and engaging and provided
a lot of accurate examples of
phishing mails."
Realistic Scenario/Practical 9 'Good examples in learn-
Example ing sections', 'Multiple and
detailed examples.', 'Exam-
ples of what to do and not to
do.', 'Instant information on
mistakes was really helpful’
Content Quality/Clarity 3 “The introduction pro-
vided before starting the
game was both informative
end easy to understand,
which enable me to partici-
pate confidently and perform
effectively. The survey ques-
tions were also well-struc-
tured and relevant. Overall,
this study has significantly
enhanced my understanding
of cybersecurity.”
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Table 10. Suggested improvements

Theme Mentions Example Response
Improved Onboarding/ Clear 2 "l was a little bit disap-
Instructions pointed at the start where |

have to read through the
material when | thought the
game would start. Maybe
the game could just start,
and people could play an-
other round if they feel like
they could do better after
the first one."
Content Expansion/Advanced 3 'i guess you could add
Topics some other modules too like
malware.', 'l think if we add
more graphical character,
that could be a great addi-
tion for the gamified train-
ing.'

Difficulty /Personalization Adjustments 4 'For cyber-aware people
there should be more diffi-
culty. Too easy to get full
score.', 'l believe more diffi-
cult scenarios can add
some extra improvements.'

In the category of effective features, participants highlighted several strengths related to
motivation, engagement, real-life scenarios, and clarity of content. Participants also ap-
preciated the detailed examples, clear instructions, and feedback on mistakes. This also
aligns with the findings from Gjertsen et al. that realistic simulations in gamified training
enhance understanding of the topic and retention [11]. The participants also appreciated
gamification and motivational elements such as a points scoring system.

In the improvement suggestion, cyber-aware participants suggested more complex chal-
lenges. Furthermore, adding more modules such as malware and ransomware, social

engineering, etc., was recommended.
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5. DISCUSSION

In this chapter, a detailed discussion is presented of the findings from the study in relation
to the research questions, which evaluate the impact of gamified cybersecurity training
in improving participants confidence, knowledge, skills, awareness, and behavioural in-
tents. Cyber Bee is a gamified training tool that was used to provide the training, and

participants can assess their learning through playing the game.

RQ1. Does gamified cybersecurity training increase participants' confidence in identify-

ing and managing cyber threats (phishing & password security)?

A directional improvement in participants’ confidence was observed in the analysis fol-
lowing the gamified training. Although the median remained constant, it suggested an
already high baseline of confidence in pre-training. The increase in mean from 3.8 to 4.2
(Table 3 subchapter 4.1) accompanied by a narrowing of the standard deviation range,
indicates more consistent confidence across participants. Given the small sample size
(n = 15), descriptive statistics point toward a meaningful improvement but not a statisti-
cally significant one. However, the result was not statistically significant, but the positive
trend towards confidence aligns with the study conducted by Misra et al., indicating gam-
ification enhances participants’ confidence in mitigating cyber threats [37]. Using a simi-
lar design with a Likert-type assessment, Misra et al. observed a statistically significant
increase in confidence levels attributed to gamification training. In the context of cyber-
security, it is found that perceived confidence often predicts secure behaviour more ef-
fectively than objective knowledge [29]. By providing clear feedback loops, the structured
scenario-based game may have helped reinforce participants trust in their own judge-
ment. The Wilcoxon Signed-Rank test yielded a p = 0.059, slightly crossing the threshold
of 0.05, and then the medium effect size indicates a meaningful improvement in confi-
dence. However, as the sample size is small, a careful interpretation is required. As this
thesis found a medium effect size and meaningful improvements in descriptive statistics,
this suggest that gamification could be a good way to improve participants confidence in
cybersecurity education. Despite narrowly missing statistical significance, the result sup-

ports the idea that it could have a real-world effect.
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RQ2. Does gamified cybersecurity training improves participants’ actual knowledge on

phishing and password security?

The thesis reveals minimum gains in post-training knowledge scores due to a ceiling
effect. Participants entered the study with a high baseline of knowledge, limiting the op-
portunity to calculate the measurable gains. The Wilcoxon Signed-Rank test further con-
firmed no statistical significance with a negligible effect size. According to earlier re-
search, gamified training environments are more effective at reinforcing existing
knowledge than introducing complex new concepts [38]. Moreover, item-level descriptive
analysis indicates a refined improvement. There was a 13.3% improvement in knowledge
of password manager benefits and a 6.7% gain in identifying secure password creation
(Table 4 subchapter 4.2). The observed knowledge improvements in password security
align closely with findings by Mason et al., who noted that gamified training led to im-
provements in cybersecurity knowledge, although the gains were more observed in prac-
tical knowledge areas such as password management [9]. Training with Cyber Bee ef-
fectively reinforces best practices in password security. On the other hand, misunder-
standings around HTTP and urgency-based phishing language indicate that future builds
of the game should include more complex scenarios based on these areas. As Hamari
et al. suggested, complex or multi-layered cybersecurity topics may require more inter-

active and scenario-based gaming elements to improve conceptual clarity [38].

RQ3. How effectively does gamified cybersecurity training develop participants’ practi-

cal skills in identifying phishing threats and strengthening password security?

The improvements in participants’ skills were not statistically significant, but scenario-
based assessments showed measurable gains in specific competencies, such as cor-
rectly handling phishing emails with links and password management. Use of browser
for saving passwords had 20% improvement, and identification of phishing emails in-
creased by 13.3%, indicating an effective learning outcome from the training (Table 5
subchapter 4.3). These findings are consistent with previous studies on the impact of
gamified training on cybersecurity skills [9]. Mason et al. indicated that gamified training
in cybersecurity programs is specifically effective at improving skills such as email threat

detection and password management [9].

Moreover, lower standard deviations in post-training suggest a convergence of partici-

pants' performance, indicating the training may have contributed to a more identical level
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of practical understanding across the group. Crosstab analysis across different fields of
study revealed no discipline outperformed others, showing that the training method is
effective for a wide range of people of different backgrounds (Figure 9, Figure 10 sub-
chapter 4.3).

RQ4. Does previous or current experience (such as prior training experience, experi-
ence with gamified training) influence participants improvement in knowledge and

confidence after training?

For awareness Wilcoxon Signed-Rank test data (p = 0.016, |r] = 0.62) indicates that
gamified training effectively increases participants’ ability to identify and manage cyber
threats. The large effect size suggests the training had a strong influence, even though
the sample size was small (n = 15). For attitude, there were no statistically significant
changes. The median of pre-training marked at 5, which stayed the same in post-training,
which suggests a ceiling effect, where participants’ help positive attitudes towards cyber-
security. The improvement in competence is not statistically significant, even though a
positive trend was observed. The stable median score of 4 suggests consistent response
among participants’, while the rise in the mean indicates participants’ may have reas-
sessed their ability more positively, likely by the clarity and immediate feedback during
training (Table 6 subchapter 4.4). Even though the results for attitude and competence
are not statistically significant, both variables effect size was small to medium. Effect size
suggests that participants’ attitudes and competence may have changed slightly; that
may be relevant in an educational context with limited sample sizes. But the ongoing
prevalence of some myths, such as the belief that https:// is always safe or complex
passwords can be reused securely, and the lack of change in SMS phishing response
suggest that competence might be domain-specific instead of universal. The compe-
tence post-mean resulted in 3.93 (Table 6 subchapter 4.4); therefore, it seems to fit the

general profile of a reasonably competent but still evolving cybersecurity-aware user.

The participants with prior experience have shown moderately larger gains in compe-
tence. This underlines the potential value of familiarity with the gamified training format,
which enhances learning outcomes [14][23]. The competence gain also suggests that
prior experience in such an interactive learning environment may serve as a method for
deeper engagement and confidence development [37]. These findings may have a sig-
nificant consequence for the design and organization of cybersecurity training modules,
where introductory gamified modules can be strategically used to prepare learners for

more advanced content.
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RQ5. How do participants evaluate the gamified training in terms of engagement, effec-

tiveness and ease of use?

Feedback from participants indicated great satisfaction with the training. Engagement,
ease of use, and future motivation result in a highly supportive notion that gamified train-
ing can enhance learning through fun and immediate feedback. These findings correlate
with another study that concludes gamification enhances both engagement and
knowledge retention [38]. During training intuitive interface, timely feedback, and a com-
petitive structure most likely contributed to the positive experience from participants.
Feedback during mistakes was helpful for learning, was reported by 73% participants.
However, there was qualitative feedback from participants that highlights the need for
access to the game by skipping the learning materials, increasing the challenging , etc.
Further, it appears training was effective in increasing behavioural intent towards safe
cybersecurity practice. Feedback also suggests that training helped motivate partici-
pants’ to applying the knowledge in real-world scenario. Like this thesis, Gjertsen et al.
study on gamification of information security awareness and training indicates that gam-

ification potentially increases motivation and learning outcomes [11].

In conclusion, the results suggest that gamification of cybersecurity training holds con-
siderable promise for enhancing both awareness and participants' self-confidence. Even
though the current result is based on a limited sample size (n = 15), it is still encouraging.
In future research with a larger sample size, a more diverse group, and challenging con-
tent design may provide a more concrete result on the current analysis. It will also help
to provide deeper insights into the scalability of the gamification approach with cyberse-

curity education and behaviour change.
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6. LIMITATIONS

Despite the valuable insights this thesis provides about the impact of gamified cyberse-
curity training, it's subject to several methodological and contextual limitations that

should be acknowledged.

The sample size was relatively small (n = 15), consisting of university students and re-
search participants. This limited sample size reduced the statistical power of the analysis
and limited the application to larger groups, such as non-academic or professional users.
Additionally, the post-training survey was conducted immediately; hence, this study can-
not provide evidence regarding long-term knowledge retention, behavioural changes, or
prolonged motivation. Future studies can benefit from introducing delayed post-training
surveys to evaluate training stability over time. Another limitation concerns participants’
demonstration of high-level knowledge in the pre-training survey, which resulted in less
evidence of improvement in the post-training survey. This ceiling effect suggests that the
training tool contents were simpler for cyber-aware participants. The use of single-item
measurement for competence and attitude limited the robustness of those assessments.
Moreover, the training tool’s narrow focus on phishing and password security restricts
the comprehensiveness of the training and educational scope. By adding more challeng-
ing scenario-based content, critical cybersecurity topics will help validate some of the
results this study was unable to. Also, introducing an adaptive difficulty scale in Cyber
Bee could help optimize learning outcomes across varying proficiency groups. Enhanc-
ing the user interface to allow participants to interact with the scenario outcome could

improve the learning experience.

These limitations highlight the current study’s experimental traits and provide guidance
for future improvements. To strengthen future research, larger varied sample, longer as-
sessment windows, and additional cybersecurity topics need to be addressed for en-

hancing the robustness and applicability of the findings.
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7. CONCLUSIONS

The improvement of cybersecurity awareness is a continuous process as threats are
evolving over time. To minimize the human factor as the weakest point in the cyberse-
curity chain, gamified cybersecurity training has shown better results as a tool to improve
awareness than conventional training methods [39]. This thesis evaluated the impact of
gamification in cybersecurity training on participants confidence, knowledge, skills,
awareness, attitude, and behavioural intentions, focusing on phishing and password se-
curity. Data was collected using a quasi-experimental pre- and post-survey design.
These data were analysed systematically using both quantitative and qualitative meth-

ods.

This thesis provided experimental evidence suggesting that gamification of cybersecurity
training can increase awareness. Moreover, it indicates that gamification of cybersecurity
training is particularly effective when it is integrated with both conceptual understanding
and practical support. This combination appears to influence participants confidence and
motivation to apply cybersecurity practices in real-world situations. This study also noted
limitations in its design. The sample size was small, drawn from a specific demographic.
Furthermore, participants indicated that the scenario lacked challenge and narrative
depth.

In conclusion, this thesis shows the initial evidence that gamified cybersecurity training
can improve awareness when properly designed. It also highlights the importance of
gamification of cybersecurity training to support minimizing the human factor as the
weakest point. Although the study is modest in scale, it contributes to a growing under-
standing of the impact of gamified training on cybersecurity education. Future work is
required to examine how gamified cybersecurity training can improve knowledge and

behaviour retention over time.
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