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ABSTRACT
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Master’s Thesis
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May 2025

DevSecOps is a modern technology in software development that will result in a safe and
secure design of software products. It reduces effort from the team members and saves time.
This will result in an overall efficiency of the system to perform automation in terms of security,
audit and anomalies in an organization.

Software development life cycle (SDLC) is a process of combining design, development, and
testing the quality of the software products. It is common that criminals are ready to target
companies that have flaws in their SDLC process. Companies need to integrate security
measures into the SDLC process to mitigate the risks of cyberattacks and financial losses.
Organizations that integrate DevSecOps technology can improve security posture and reduce
significant costs by detecting vulnerabilities at an early stage of SDLC.

This qualitative research examines how industry benefits financially while also maintaining
security standards with the use of DevSecOps tools and technology. A semi-structured
interview was designed to investigate the financial and security benefits of implementing
DevSecOps technology. Six semi-structured interviews were taken, targeting professionals that
work in the DevSecOps domain.

The study uses qualitative analysis software to perform thematic analysis on the interview data.
Using qualitative analysis software, significant data was identified and categories through two
methods. The methods are inductive coding is an open-ended examination of data, whereas
deductive coding uses pre-defined categories to examine interview data. Then the data were
grouped into themes according to research questions. After that, the main theme was divided
into subthemes to conclude the analysis.

The focus of the interview was getting insights from industry experts about the financial and
security benefits of technology. The research interview data shows the effectiveness of
DevSecOps tools in improving organizational operational efficiency and security posture while
also maintaining a significant cost reduction.

The result from the analysis shows that DevSecOps technology enhances security, reduces
costs, and boosts ROI by reducing compliance and regulatory costs. It improves early detection,
risk mitigation, team productivity, and incident response. However, some challenges like tool
complexity, cost, and skill shortages are present, but these challenges can be addressed
through collaboration and continuous learning.
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INTRODUCTION

According to Gorddn et al. [1] automated monitoring and rapid response to any inci-
dents are current practices in the industry. Companies that implement DevOps and
continuous engineering are way ahead compared to others in the market. DevOps also
provides a competitive advantage while retaining customers trust and reputation. Cor-
porations focused more on security risks because of data breaches and leaks, which
cost substantial amounts and affect company reputation. Kishore et al. [2] described
that it is important to integrate security into each phase of the software development
process because of frequent cyber-attacks by criminals. In this technological era, it is
difficult to deal with any hazardous situation after the deployment phase. DevSecOps

technology is used to secure the SDLC process prior to deployment.

DevSecOps is a combination of co-operation and constant improvement, while main-
taining security processes across every stage. According to Ayisha et al. [3] overall
system security can be improved if security vulnerabilities can be identified and reme-
diated at an early stage of the development process. DevSecOps technology provides
cross-functional co-operation among development, operations and security teams.
DevSecOps automatically controls the development process and security standards.
David et al. [4] explain that security measures were addressed at the end of the soft-
ware development process, before DevSecOps technology was introduced. This re-
sults in an increase in the expense if any vulnerability is detected after the deployment
phase. This causes software to be exposed and vulnerable to potential security
breaches. DevSecOps introduces lower deployment costs, rapid deployment compared

to earlier and increased security posture by providing security at every stage.

According to Rajapakse et al. [5] stakeholders refrain from investing in DevSecOps
technology due to insufficient financial promises and security improvements, which re-

sults in a higher risk of cyberattacks and lower operational efficiency.

DevSecOps technology can promise financial benefits by providing a significant reduc-
tion in security flaws and operational expenses. Organizations can avoid expensive se-
curity breaches by addressing security risks early in the SDLC process. This proactive
approach not only enhances organizational security posture but also promises substan-

tial cost savings.



The focus of the research was to find out the financial and security benefits of
DevSecOps tools. The management of an organization needs to understand the im-
portance of DevSecOps technology to achieve maximum financial gain and build
strong trust with customers by maintaining a strong security posture. According to the
previous research work and study about DevSecOps technology the author realized
the importance of getting insight into how DevSecOps technology assists organizations
to be enriched both financially and maintain an overall security posture. Based on

these the following research questions were formulated.

RQ1: How can ROI for DevSecOps tools be quantified in terms of financial and security

benefits?

Return on investment (ROI) for DevSecOps requires a comprehensive study of finan-
cial and security benefits. This strategy involves identifying indirect as well as direct
cost savings and the way companies are mitigating costs is by addressing the

DevSecOps technology in their operations and work environment.
RQ2: What metrics best reflect the effectiveness of DevSecOps tools?

The metrics that enhance operational efficiency and improve an organization's security
posture reflect the effectiveness of DevSecOps technology. The aim is to collect view-

points for a standard defining metrics from the industry.

RQ3: What are the impacts of DevSecOps investments on organizational security pos-

ture?

Organizations security posture can improve through the investment in DevSecOps
technology. This integration promotes a collaborative culture across development, op-

erations, and security teams, resulting in secure software deployments.

This research analyses the financial and security benefits of DevSecOps tools, empha-
sizing industrial implementations. Furthermore, the study searches for industrial
knowledge of DevSecOps technologies, which promise secure coding practices, identi-
fy vulnerabilities using automated processes, and address security issues prior to de-

ployment.

The thesis outlines the financial and security benefits of DevSecOps tools. Chapter 2
provides an idea of the financial and security perspective of DevSecOps tools by
providing information related to the overview and process of DevOps and DevSecOps,
tools key features, understanding ROI in security, financial and security benefits of
DevSecOps. Chapter 3 is named Related Studies in the DevSecOps domain. Chapter

4 addressed the research design, the interview process and the data analysis proce-



dure. Chapter 5 provides the results and analysis of the research. Chapter 6 is a dis-
cussion of the results and analysis. Chapter 7 is the conclusion of the thesis, where the
purpose, contribution, challenges, limitation, future work and summary of the analysis

were presented.



DEVSECOPS TOOLS: FINANCIAL AND SECURI-
TY PERSPECTIVES

2.1 DevOps Overview

DevOps refers to the combined integration of issues addressed by both operations and
the developer community. DevOps means not only improving efficiency in operation but
also a mutual work culture between development (Dev) and operations (Ops) teams.
DevOps breaks the obstacles between the operation and developer teams to make the

software development process smooth while maintaining the quality of the product. [24]

According to Bass et al. [25] DevOps is the combination of high product quality and
faster software release. DevOps follows five different practice categories. Operations
requirements like logging messages should be understandable by all operators. Devel-
opers should be more responsible in handling and repairing errors rather than waiting it
will save time for new development. Both Ops and Devs need to respond to the de-
ployment process to make the process faster and more effective. The practise will
maintain the quality of the software product. Organizations should impose continuous
deployment practices, which will reduce deployment time. Infrastructure code and de-
ployment scripts should use the same measures or techniques to produce a high-

quality product and a smooth deployment process.

2.2 DevSecOps Overview

DevSecOps is a cutting-edge technology that integrates security easily into the soft-
ware development pipeline. A single engineer can implement security across the de-
velopment that minimizes operational effort and creates a safe and secure solution with
the help of automation and collaboration with the developers. The method reduces the
conflict between compliance and security teams, also enhances the efficiency among
teams. So, DevSecOps is the secure version of DevOps that emphasizes more on se-
curity along with the development and operation. DevSecOps is the combination of de-

velopment, operations, quality assurance, and cybersecurity, as shown in Figure 1. [6]
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Figure 1. DevSecOps can be thought of as intersection of development, operations,
quality assurance, and cybersecurity

2.2.1DevSecOps Principles

DevOps refers to the combined integration of issues addressed by both operations and
the developer community. DevOps means not only improving efficiency in operation but
also a mutual work culture between development (Dev) and operations (Ops) teams.
DevOps breaks the obstacles between the operation and developer teams to make the

software development process smooth while maintaining the quality of the product. [24]

Sehgal [7] states that DevSecOps techniques focus on eliminating barriers, improving
collaboration, and, most importantly, integrating security at the beginning of the devel-

opment process prior to deployment. Below are the fundamental ideas of DevSecOps.

Unifying the CI/CD pipeline: Implementing security measures into the CI/CD pipeline
requires knowledge of security tools, technology and procedures. It is a drawback for
the team if a unique control of the pipeline is present. This type of control should be
prevented to avoid any potential failure. DevSecOps tools identify any dependency on
third party components. It also provides software composition analysis, software con-

tainer scanning, code dependencies, build process monitoring, and build artifacts.

Fail fast: The industry is shifting to DevSecOps, which provides rapid innovation and
development. To maintain security regulations in this cloud era, innovation and auto-
mation are essential. DevSecOps promises automated compliance, compliance as
code, shift-left compliance, and early detection of any issues. These ensure adherence

to industry norms and regulatory standards.



Empowering teams to make decisions: Empowering teams to make decisions about
security measures is an integral part of DevSecOps ideas. This method creates an en-
vironment where every person has shared accountability. This includes each team
member presenting their own judgments and taking ownership of the application secu-

rity.

Cross-skilling and educating teams: DevSecOps involves creating a team of securi-
ty stakeholders who have proper knowledge of the security tools and build strong co-

hesiveness and alignment across members and have a budget for training.

Proper documentation: Documentation is pivotal in DevSecOps as it delivers design,
security rules, testing incident reporting, audit trails and change management. It also
assists the team in delivering any services according to the standard procedures and

regulations.

Relevant checkpoints: The shift-left method to code security provides early detection
and remediation, vulnerability scanning and promoting investment in DevSecOps tech-

nology.

2.2.2The nine pillars of DevSecOps practices

DevSecOps incorporates security aspects in each component of DevOps, guarantee-
ing that in the software development lifecycle, security integration is pivotal. It provides
security measures for the CI/CD pipeline to ensure existing security evaluation and
minimize delivery or deployment delays. Marc [8] mentioned the nine pillars of
DevSecOps, which ensure that security is applied in each step of the software devel-

opment lifecycle.

Leadership: Effective leadership is important for incorporating security into the
DevOps process. Leaders should practice a security culture across the organization

and provide necessary support to implement the technology.

Collaborative culture: In DevSecOps, collaborative culture is the key to efficient team
performance and establishing a strong security posture. It enables faster communica-

tion among teams and resolves any security issues with immediate response.

Design for DevOps: To ensure agility and secure the system from the beginning, both

DevOps and security considerations need to be addressed.



Continuous integration (Cl): DevSecOps perform automated code checks for any

security concerns. It helps to identify security vulnerabilities prior to deployment.

Continuous testing: Continuous testing is one of the key aspects of the DevSecOps

process that guarantees that security is checked in each phase of the SDLC process.

Elastic infrastructure: Elastic infrastructure in DevSecOps, which provides both oper-
ating flexibility and security mandates. It also modifies resources according to the secu-

rity needs.

Continuous security: Continuous security is fundamental to DevSecOps, which

means providing security for each phase of the development life cycle.

Continuous delivery (CD): CD refers to the automated modification of codes and de-

livering it for production release with the presence of optimal security.

Continuous monitoring: Continuous monitoring is also important to identify security

issues and weaknesses in the codes.

The combination of these pillars is essential to maintain security in the DevOps pipe-
line. These also establish the foundation that DevSecOps is mandatory to form a rapid

and agile software development process.

2.3 DevSecOps Process

According to Mitesh [26] describes that pipelines were used to make the software de-
velopment process automated with less error and faster delivery. Automation is the key
to effective communication and collaboration between Devs and Ops teams. Due to the
automation process, organizations can deliver software products to the customer in a

secure and compliant way.

A DevOps pipeline is the process of maintaining software security and faster deploy-
ment. The stages of DevOps are divided into two sections: operations and develop-
ment. Plan, code, build and test are the stages of development, and release, deploy,
operate and monitor exist in operations described by Sushma [27]. In the planning
stage, initial planning was done to maintain the workflow and follow the steps according
to the initial planning. Developers start developing the code in the repository to do nec-
essary changes in the coding stage. Then, in the build stage, developers are preparing
the software product using the code stored in the repository. In the test stage, neces-

sary checking need to done to make sure the code is secure and ready to send for re-



lease. After that, in the release stage, the code is delivered to a specific environment to
do the final testing before deployment. In the deployment stage, the actual version of
the product is deployed. Then, in the operate and monitor stage, the frequent feedback
and monitoring of the software product gathered for faster and more secure develop-

ment.

2.4 DevSecOps Tools key features and functions

Sehgal [7], mentioned about DevSecOps tools key features and functions in the book.
DevSecOps tools were used to integrate security into each phase of software devel-
opment lifecycle. These tools help to automate software development process. Below

is the description of the DevSecOps tools:

Software Composition Analysis (SCA): SCA tools use automated techniques that
identify vulnerabilities in external libraries and components. SCA tools implement a
predefined structure and process that can analyze the software program and code and
identify vulnerabilities that result in flaws attackers can use to exploit. SCA tools identify
vulnerabilities in software, check licenses for software compliance and present de-
pendencies that are present in software. These tools provide fixing support, provide re-
strictions and frequently seek new vulnerabilities. This technique is easy integration in
the CI/CD pipeline and software development environment. The tool monitors the
whole environment and provides security reports of historical data to establish secure

software development. The following tools were the practical uses of SCA.

Snyk primarily searches for vulnerabilities in open-source dependencies and fixes
them. It provides services related to continuous monitoring, automatic fixes, integration

with CI/CD platforms and vulnerability databases.

Dependency-Check is an open-source SCA tool that identifies project dependencies
and searches for any known vulnerabilities in the database. It has a command-line in-
terface that can be easily integrated with Maven and Gradle and a vulnerability data-

base.

Static Application Security Testing (SAST): SAST tools examine source code in
search of potential vulnerabilities that lie within the code. Code analysis, rule-based
scanning, false positive mitigation, and compliance validation are the features in SAST
tools. Organizations can benefit as SAST identifies early detection of vulnerabilities, re-

sulting in mitigating security risks and associated remediation costs. SAST can inte-



grate with other security solutions such as CI/CD pipelines, WAFs, DAST, and threat
intelligence, which is pivotal for secure testing. This early feedback helps identify and
fix vulnerabilities, reducing incident risk and enhancing application security. The follow-

ing tools were the practical uses of SAST.

Snyk is a SAST tool that is also free, and it is designed to identify security flaws in
code. It also works with multiple programming languages such as Java, Ruby, Python,
and Go.

Infrastructure-as-Code (laC) Scanning: 1aC is a code-based method of infrastructure
management that streamlines difficult environments and supports version control and
deployment by means of codes. Infrastructure resource definition tools such as Ter-
raform and Ansible let developers specify maintaining security, consistency, and de-
pendability, laC scanning helps to find misconfigurations, access control policies, and

regulatory compliance adherence. The following tools were the practical uses of 1aC.

Terraform is an open-source tool that can build and manage infrastructure using simple
code and configuration. Terraform can be used with multiple cloud providers like AWS,

Azure, Google Cloud, and more.

Ansible is an automation tool for both on-site and cloud environments. It can provide

services like infrastructure, application deployment, and configuration management.

Dynamic Application Security Testing (DAST): DAST tools can check real-time web
applications to address vulnerabilities that can be exploited. It mainly focuses on appli-
cation behaviour and the flow of data. DAST tools can identify SQL injection vulnerabili-
ties, cross-site scripting (XSS) flaws, and deficiencies in authentication and session
management. A comprehensive application security program must include the DAST
process, as it identifies security vulnerabilities in a web application and provides correc-

tive guidance. The following tools were the practical uses of DAST.

OWASP ZAP is a popular DAST tool that can be used for automated fuzz testing.
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2.5 Understanding ROI in security

Return on Investment (ROI) analysis is a successful method for assessing the net fi-
nancial advantages of investing and is frequently utilized by business-focused entities
when determining resource allocation. [18]. Security professionals recognize the impact
of external and internal security factors on enterprise risk management programs.
However, traditional risk management models may not fully grasp this reality. Many
studies in security and risk management have aimed to either evaluate or explain the
return on investment for projects related to these areas. Many other approaches have
focused on intangible benefits and qualitative gains. While few of them studied it
through modifications, others have linked return on investment with company financial
success, yet others have analysed it depending on loss prevention measures. These
are general approaches many practitioners now express discontent because of the ab-
sence of clear frameworks for supporting more resources for safety management or

cost optimization of their projects. [19]

2.6 Financial benefits of DevSecOps tools

DevSecOps integration can bring several financial benefits for an organization, as men-

tioned on Fortinet [17]:

Faster Delivery Time: A DevOps team could write the code and release it, sometimes
without realizing or even ignoring possible security risks. This practise would most like-
ly require the developers to waste time revisiting and addressing security vulnerabili-
ties. With development security operations built into the process, vulnerabilities are ad-
dressed at each design phase. As a result, the development team can deploy a more

secure version of the program more quickly.

Improved ROI: Security vulnerabilities might result in costly, time-consuming delays.
When developers must redo much of the coding to solve vulnerabilities, the number of
person-hours required to construct an application increases significantly. When a busi-
ness employs a DevSecOps lifecycle, the need to go back and make changes is con-
siderably minimized, saving time and allowing the development team to focus on other

tasks, which results in a higher ROI.

10
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Cost Reduction in Security Breaches: Implementing a DevSecOps approach allows
you to detect code vulnerabilities early on. The DevSecOps strategy entails evaluating
the code and doing periodic threat assessments. This proactive approach to security
allows teams to manage an application's risk profile rather than simply reacting to is-
sues as they arise, particularly those that would have been spotted during threat as-

sessments. This will result in cost reduction in case of future security breaches.

Reduce development and operational costs: DevSecOps establishes a continuous
feedback loop that integrates security solutions throughout the software development
lifecycle. Continuous input also helps the development of automatic security functions.

This will reduce the development and operation cost for the company.

2.7 Security benefits of DevSecOps tools

Chittala [18] indicated that DevSecOps integration can bring several benefits for an or-

ganization, which result in an improvement in the overall security posture:

Early Vulnerability Detection: Organizations can impose security checks at the be-
ginning stage of the development process to detect and mitigate vulnerability prior to

production. This will substantially decrease the cost and impact of security incidents.

Reduced Manual Effort: By automating the process of security assessment, the secu-
rity team can get involved in complex problems and formulate strategy for future initia-

tives for the organization.

Improved Compliance: DevSecOps frameworks also maintain an automated compli-
ance check throughout the software development lifecycle, which also ensures regula-
tory standards. This will help organizations to stay compliant with less manual interven-

tion.

Faster Remediation: DevSecOps tools can detect security issues in real-time and
provide guidance for mitigation. This forces the development team to react to any secu-

rity flaws quickly in accordance with the development workflow.

Enhanced Team Collaboration: DevSecOps fosters a culture of separation of duties
and collaboration between development, security, and operations teams. This practice

serves a strong, secure environment and improves collaboration and expertise.

11
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RELATED STUDIES

The chapter discussed about existing literature related to topic financial and security
benefits of DevSecOps tools. The aim is to find out the importance of integrating
DevSecOps technology to achieve financial gain and improves security posture. Rele-
vant literatures were collected using search string from various academic databases
such as Andor, Google Scholar, IEEE Xplore, Science Direct. The following search

string were applied to find out relevant articles and journal for the thesis:

e (secur® AND devops)

e (secur® AND “Financial AND Security”)
o (secur* AND “benfits”)

e Security in DevOps

e DevSecOps

e (secur® AND “continuous deployment”)
¢ (ROI*AND “secops”)

DevOps collaborates on software development and IT operations, building security in
CI/CD pipelines. Kushwaha et al. [9] use threat modelling to detect vulnerabilities early
in the development process, providing prompt correction. The study examines the
combination of SAST and DAST technologies such as Codacy, OWASP ZAP, and
GitHub Advanced Security Scanning into Azure DevOps pipelines to improve the secu-

rity of financial applications.

The prominent use of DevOps and containerization in the SDLC poses unique security
problems despite its substantial improvements. Containerized apps are more vulnera-
ble to cyber threats compared to traditional deployments, hence security is also a major
concern. Marandi et al. [10] assess containerization and CI/CD systems, that can im-
prove overall application security by lowering the time required to discover and patch
vulnerabilities. The study proposes automated scanning method using Snyk that re-

duces time to detect and fix vulnerability.

Software development is a fast-paced process, with companies facing increasing
standards and competitiveness, as well as external dangers such as cyberattacks.

DevOps is commonly used to enhance the process of software development (SDL). To

12
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increase acceptance, the IEEE established a DevOps standard [30] called DevSecOps.
Prates et al. [11] carried out a multivocal literature review to identify DevSecOps meth-

ods, concepts, and tools for implementation.

Tudela et al. [12] combine static, dynamic, and interactive security evaluation tech-
niques to improve the efficiency of vulnerability detection and reduce false positive re-
sults. The study assesses several criticality scenarios and uses a set criterion for
OWASP Top Ten security vulnerabilities. Emphasizing the decrease of false positives
and the enhancement of the effectiveness of the detection process, the research as-

sesses the efficiency of these technologies using criteria applied to each combination.

Focusing on the OpenMRS web application, Imtiaz et al. [13] investigate the variations
in vulnerability reporting between several SCA tools. The choice of SCA tools is highly
influenced by the correctness of the vulnerability database. The paper advises two re-
search directions: creating automation technologies for monitoring and establishing

frameworks and metrics to find false positives for vulnerabilities.

Karl [14] created a framework for assessing Return on Information Technology Invest-
ment (ROITI). Literary research, productivity ideas, and current measurements formed
the foundation of the framework. The results revealed that realistic investment evalua-
tions allow one to quantify the intangible advantages of an IT investment, supporting a
strong business case, budget control, and more management and investor confidence

for effective IT projects.

Alexei [15] conducted a systematic investigation on the accuracy of ROI evaluations for
information technology implementations. Analytical formulas for ROI errors were de-
rived using measurement theory and error analysis, specifically propagation of uncer-

tainty.

The data-driven decision-making in industries demands a quantitative model to under-
stand threat and security management. Houchens et al. [16] present a security ROI
model based on three independent variables: threat severity, likelihood of realization,
and investment in security. The model is applied to real-world scenarios to analyse the

value of security treatments and their revenue impacts.

Reddy et al. [19] emphasize the DevSecOps approach which aims to enhance collabo-
ration between development, operations, and security teams. Pipelines, which consist
of online applications, are used to detect vulnerabilities in CD tools. This paper focuses
on web applications and pipelines, examining vulnerabilities in CD pipelines and their
detection methods. The paper explores which devices are accessible to recognize vul-

nerabilities in CD pipelines, with hypothetical discoveries supported by a case study.

13
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The methodology includes security techniques and tools that broaden the DevSecOps

approach.

Akbar et al. [20] aim to identify and prioritize implementational challenges of the
DevSecOps. A multivocal literature review, questionnaire-based survey, interpretive
structure modelling (ISM), and fuzzy TOPSIS were used to identify eighteen challenges
for the DevSecOps process. The significant challenges for the DevSecOps were lack of
secure coding standards, lack of automated testing tools for security in DevOps, and

ignorance in static testing for security due to lack of knowledge.

Risk management is crucial for organizations long-term success, especially in critical
infrastructures (Cls). Ramaj et al. [21] highlight the importance of proactive work, in-
creased efficiency, automation, monitoring mechanisms, security, and outstanding
products and services, aiming to establish a stronger market presence and increase

revenues.

Tomas et al. [22] emphasize that DevSecOps is a practice that breaks down silos be-
tween the development, operations, and quality assurance of security. Interviews with
six developers revealed the importance of creating a security culture, addressing is-
sues in the existing culture, and providing necessary training and knowledge for effec-
tive use of security automation tools. Continuous monitoring of vulnerabilities, training,

and staff opinions is crucial for ensuring security in the organization.

The software industry is increasingly adopting DevSecOps as a defence strategy
against cyber threats. Nagasundari et al. [23] reviews various threat models and their
integration with DevSecOps principles, methodology, tools, and workflows. The paper
also emphasizes early security considerations in software development life cycles and

adaptable strategies for proactively mitigating threats.
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RESEARCH METHOD

4.1 Research Design

This study followed a qualitative research method using semi-structured interviews. It
was designed to investigate the research objective: finding out the financial benefits of
implementing DevSecOps technologies that reveal significant reductions in security
risks and operational expenses. Organizations can identify and address flaws early in
the SDLC, thereby mitigating the chance of expensive security breaches. This proac-
tive approach enhances security posture and yields substantial cost savings. Qualita-

tive approach was selected to allow flexibility of the research and in-depth exploration

\

of the participant's experience in this DevSecOps technology [28].

-

Interview Process

Participant Send ] Interview Interview 1 3l Interview
Selection Invitation Design Questions Results
No of Invitation Semi- Questions Analysis
Participant:6 Email Structured

\ ~/

Figure 2 provides information about the interview process from the beginning of the re-

Figure 2. Interview Process

search. Participants were selected using purposive sampling targeting professionals
who hold positions as DevSecOps architects or engineers who occupy a managerial
role within the DevSecOps domain. After that interview invitation email was send to
participant for selection. Then the interview questions in Appendix A were designed us-
ing semi-structured interview process where participants do not have prior information
regarding the interview questions. After that the responses from the interview were

recorded and further qualitative analysis was made.
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Participants were required to give informed consent to engage in the study. A total
number of six participants were interviewed, working in various industry sectors:
DevSecOps consultancy, IT & OT, telecommunications, insurance, technology, and
marketplaces. The role of these individuals was related to software development, secu-

rity operations, and consultancy.

Interviews were performed online over a period of two weeks. All interviews were con-
ducted for one hour and thirty minutes and followed a semi-structured interview cover-
ing topics related to the DevSecOps tools in terms of financial and security benefits,
metrics that best reflect the effectiveness of DevSecOps tools, and the impact of
DevSecOps investment on organizational security posture. All interviews were audio

recorded in Teams with consent taken from the participants and transcribed for analy-

Interview
Transcript
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Excel used for graphical
representation

Figure 3. Data Analysis
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Figure 3 describes how the data analysis was done using qualitative analysis method.
The interview transcript was read through by the researcher multiple times to get famil-
iar with the interview transcript. A thematic analysis was conducted using MAXQDA
software to code and analyse the interview transcript [29]. Key segment and initial cod-
ing were done using inductive and deductive coding approaches. Codes can be de-
scribed as small phrases or paragraph that are initially gathered from the interview data
and then categorized and summarized to understand the meaning of the paragraph or
sentences. Then codes were grouped into themes along with the research questions.
The initial themes from the research questions were then divided into subthemes to get

the coding done.

The themes were reviewed and scrutinized for coherence and relevance. MAXQDA
visual tools, for instance, such as the code matrix browser, were used to identify code
co-occurrence. Then Microsoft Excel software was used to track code frequencies
across interviews and generate bar charts to produce graphical representations of the
data.

Prior to the interview, all participants get the consent form and data privacy notice to
clearly understand the processing of the data and outline the purpose, confidentiality
measures, and voluntary nature of the study. Data was anonymized during transcrip-

tion, and each participant received a copy to ensure anonymity.
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RESULTS AND ANALYSIS

5.1 Qualitative insights

Qualitative research method was applied to understand the financial and security bene-
fits of DevSecOps tools and achieve the following objectives: implementing
DevSecOps technologies reduces security risks and operational expenses, identifies
flaws early in the SDLC, reflects the effectiveness of the tools, enhances security pos-

ture, and results in substantial cost savings.

To fulfil the objective of the study, the researcher chose six participants who had expe-
rience in DevSecOps technologies and working with DevSecOps technology in their
organizations. The research utilized open-ended questions and semi-structured inter-

view to address the research questions.

The study involved six participants with knowledge in development, security, and oper-
ations from diverse organizations with an employee range from 1000 to large enter-
prises like approximately 100000. The participants also work in various industry sec-
tors, such as DevSecOps consultancy, IT & OT, telecommunications, insurance, tech-
nology, and marketplaces. The role of these individuals is related to software develop-

ment, security operations, and consultancy.

The semi-structured interview questions were designed first, and then an email was
sent to eight potential participants, where two of them replied that their current respon-
sibility does not match providing knowledge related to DevSecOps. Online interviews
took approximately 1 hours 30 minutes, asking nineteen questions to gain insights into

DevSecOps technology.

The interview was conducted in Microsoft Teams, and built-in audio transcription was
used to convert the audio into text. After that, MAXQDA software was used to do the
qualitative analysis as discussed in Chapter 3. Table 1 provides information on the in-
terview participants engaged in the semi-structured interview. The smallest
organization provides services in consultancy with approximately 1000 employees and
the largest organization falls in the domain of IT and OT security with approximately

100000 employees.
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Table 1. Information on the interview participants.

Participants No. of Employees Industry sectors
Participant 1 (P1) 1000 Consultancy
Participant 2 (P2) 100000 IT&OT
Participant 3 (P3) 50000 Telecommunications
Participant 4 (P4) 5000 Insurance
Participant 5 (P5) 45000 Technology
Participant 6 (P6) 1500 Marketplaces

Research Question Alignment

RQ1 was designed to evaluate the return on investment (ROI) for DevSecOps systems
requires a comprehensive study of financial and security advantages. This strategy in-
volves identifying indirect as well as direct cost savings. The way companies are miti-
gating cost by addressing the DevSecOps technology in their operations and work en-
vironment. The main theme of RQ1 is the benefit of DevSecOps technology. The inter-
view questions for RQ1 were designed to focus on key areas related to cost reduction
on fewer security breaches, improved compliance & automation, enhanced customer
trust and market operation. Additionally, the research question also gathered infor-
mation on exploring financial metrics, KPIs (like MTTR and MTTD), and the economic
impact of early vulnerability detection. The primary objective was to evaluate how
DevSecOps investments result in quantifiable savings, risk reduction, and sustained

value for enterprises.

RQ2 was designed to find metrics that influencing organizational operational efficiency
and security posture concerning DevSecOps tools and the effectiveness of DevSecOps
technology. The research question also provides guidelines from the industry practice
and knowledge from interview. The interview questions for RQ2 were constructed with
respect to getting insightful knowledge about organizations tracking metrics such as
Mean Time to Detect (MTTD), Mean Time to Respond (MTTR), and vulnerability identi-
fication. The research question also finds out how automated security assessments,
threat mitigation speed, policy revisions, regulatory compliance assistance, and en-

hancements in documentation and automated reporting was done.
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RQ3 was designed to explore how organizations security posture can improve through
the investment in DevSecOps technology. The interview questions for RQ3 were de-
signed to know how organizations are improving security, meeting compliance, and
enhancing customer satisfaction using DevSecOps implementation. Additionally, the
research question was designed to find out common challenges like tool complexity,
cost, and skill shortages, and how these challenges are addressed through collabora-

tion and continuous learning.
Data Analysis

The researcher highlighted keywords and phrases from the raw interview data and
aligned them with the study objective. The study created manual coding using the in-
ductive and deductive coding method, which divides interview data according to the

theme and subtheme.

The researcher then plots visual representation of the interview data according to the
subtheme. After the coding was done as described in the Chapter 3 the codes were
grouped into themes. According to the research questions the themes were divided into
subthemes with the coding of the data under subthemes. Then MAXQDA software was
used to create the mind map. Figures 4 to 6 were created to visualize the recurring

subthemes, frequencies and descriptions of the interview data.

Figure 4 illustrates the RQ1 theme “Benefit’, which consists of 93 coded segments
from the interview data. The theme from the interview data is then divided into nine
subthemes that show how the organization is benefited through the subtheme. The
most recurring subthemes were compliance and regulatory cost & team productivity
and collaboration, both had 15 appearances each in the interview data. The subthemes
frequencies were reduction in cost (13), customer trust and reputation (12), and cost
savings from early detection (10). Each subtheme is further facilitated with multiple
more specific benefits. For instance, reduction in cost includes early detection, automa-
tion and fixing, whereas team productivity and collaboration include a reduction of

manual work, early detection and collaboration.
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Figure 5 illustrates RQ2 theme “Tracking Metrics”, which consist of 61 coded segments
from the interview data. The theme was divided into six subthemes, which show the ef-
fectiveness of the DevSecOps metrics that organizations used for security and automa-
tion. The most recurring subthemes were automated security scan (13) and meeting
regulatory standards (12). Tracking metrics and documentation and compliance report-
ing both had the same appearances (8) in the interview transcript. Each subtheme was
further divided into different categories of metrics, which an organization used to prove

the effectiveness of DevSecOps technology.
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Figure 5. RQ2 Tracking Metrics and Subtheme
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Figure 6 illustrates the RQ3 theme “Security Posture”, which consists of 40 coded
segments from the interview transcript. The theme was divided into four subthemes,
which show how DevSecOps is impacting organizational security posture. The most
recurring subthemes were common challenges (13) and motivation to integrate
DevSecOps (10). Each subtheme is divided into different categories, such as incident
reduction, industry competitiveness was the reason to integrate DevSecOps. Primary
security risks include awareness about vulnerability and operational risks. Tools com-
plexity and integration refer to common challenges. Continuous learning and education
can overcome obstacles. All of these are reasons to integrate DevSecOps technology

investment in an organization for enhancing security posture.
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Figure 6. RQ3 Security Posture and Subtheme
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The study indicates the financial and security benefits of DevSecOps tools. The study
reveals three main themes and nineteen subthemes. Benefits include reduction in cost,
customer trust and reputation, competitive advantage, financial metrics, compliance
and regulatory cost, KPIs to measure effectiveness, team productivity and collabora-

tion, cost savings from early detection, and justification of investment.

Tracking metrics include MTTD & MTTR, automated security scans, threat identifica-
tion and mitigation, security policy review and updates, satisfying regulatory standards,
documentation, and compliance reports. Security posture comprises the desire to in-
clude DevSecOps, main security concerns, shared difficulties, and problems handled.

Table 2 shows the topics found from the study method.

Table 2. Themes from the interview.

Main Theme Explanation Research Questions

Benefit Return on investment (ROI) for DevSecOps RQ1
requires a comprehensive study of financial
and security benefits. This strategy involves
identifying indirect as well as direct cost sav-
ings and the way companies are mitigating
costs by addressing the DevSecOps technol-
ogy in their operations and work environment.

Tracking Metrics | The metrics that enhance operational effi- RQ2
ciency and improve the security posture of an
organization reflect the effectiveness of the
technology. It also provides standards for the
industry professionals from the interview.

Security Posture | An organization's security posture can im- RQ3
prove through the investment in DevSecOps
technology. This integration promotes a col-
laborative culture across development, opera-
tions, and security teams, resulting in secure
software deployments.

RQ1 Theme: Benefit

The goal of RQ1 was the financial and security advantage of evaluating return on in-
vestment for DevSecOps technologies. The need of RQ1 is aimed at mitigating costs

by addressing the DevSecOps technology in their operation and work environment.
RQ1 Subtheme 1: Reduction in cost

All five interview participants address the theme of reduction in cost in terms of finan-
cial and security benefits of DevSecOps technology. Figure 7 showed information re-

lated to subtheme RQ1.1 reduction in cost shared by the participants. Apart from Par-
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ticipant 5, all other five participants mentioned DevSecOps technology facilitating them
in the reduction of cost within the operations. Where P1, P4, and P6 specifically men-
tioned a reduction in financial cost. On the other hand, P3 mentioned process im-
provement and automation. P3 provided insight into how process improvement, auto-

mation and early detection also help reduce costs and achieve ROI.

P3: “I would say, but later we introduce more automation in our pipelines so that
this vulnerability check is now done automatically, and it helps us in such a way
that we are actually limiting our security bugs in the release, so that way | would

say we are limiting our cost, and that cost is helping to achieve ROI.”

P6: “Usually, | mean in general, on average, reduce breach cost by 15 to 20%.”

RQ1.1 Reduction in Cost

100 %

80 %

60 %

40 %

20%

0%
P1 P2 P3 P4 P5 P56

B Cost of Fixing Issues Post-Release W Process Improvements & Automation
H Challenges in Quantification B Early Detection & Risk Mitigation

B Reduction in Financial Cost

Figure 7. RQ1 Benefit 1.1 Reduction in Cost

RQ1 Subtheme 2: Customer trust and reputation

All the participants mentioned the subtheme of customer trust and reputation and how
DevSecOps technology is helping them to achieve customer trust and reputation for
the financial benefit of the company. Figure 8 showed information related to subtheme
RQ1.2 customer trust and reputation shared by the participant. Almost all the partici-
pants mentioned the subtheme of customer trust and reputation, whereas P1 and P4

mentioned security compliance.

P1: “Yes, also, that impacts our brand positively that we are the company, and
we are quite capable from the security point of view to handle customers' data

and things, so it increases our chance to get our new customers in the market.”

P4: “Yes, definitely, because we already experienced that with our customers

when we confirmed that their data and information were secured by our system
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and by our policy and operations, and then they became happy. Also, you know
that indicating security practice is safeguarding for all of us, not only for custom-
ers, because after any data breach, if there is any issue like any GDPR issue,

customers can act. So, it led to customer trust and market reputation.”

RQ1.2 Customer Trust and Repuitation
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Figure 8. RQ1 Benefit 1.2 Customer trust and reputation

RQ1 Subtheme 3: Competitive advantage

All the participants addressed the subtheme of competitive advantage. Figure 9
showed information related to subtheme RQ1.3 competitive advantage shared by the
participant. P1, P2, and P6 mentioned the competitive advantage through security
compliance, and another participant mentioned the reputation and data protection that

distinguish them from another similar competitor in the same domain.

P2: “There are like different levels of security, security levels 1, 2, 3, and 4. So,
for some system or product, maybe security level one is enough. But if your
product is already compliant with security level 3, then it gives you a competitive
advantage. Maybe the customer is expecting one, but you already have the sys-

tem with Level 3, so in those kinds of cases, it gives a competitive advantage.”

P5: “In this industry the customer wants to have highly secure software; whatever
has been delivered or whatever the technology we did deliver, they want to have
it secure. So, whoever started to utilize it first can offer to their customer that we
have utilized advanced security like GitHub while developing the software. So, we
are taking care of all the vulnerabilities, this kind of thing; it increased reputation

in the competitive market.”
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RQ1.3 Competitive Advantage
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Figure 9. RQ1 Benefit 1.3 Competitive Advantage

RQ1 Subtheme 4: Metrics

The subtheme metrics was mentioned by all participants. Figure 10 showed information
related to subtheme RQ1.4 shared by the participant. P1, P3, and P4 mentioned met-

rics & KPIs for the subtheme. On the other hand, P5 & P6 mentioned the time savings.

P1: “Number one is the customer's trust, one of them. Customer trust is im-
portant, and second is the cost reduction. That comes as a part of the implemen-
tation or the adoption of the tools. Such as if we automate and many other
checks, it reduces our development effort. And when our development efforts are

reduced, it obviously benefits us financially.”

P6: “Time saved in security patches and maybe a reduction in downtime and
productivity gains in security teams because of some good practices and tools al-
So, they're automated, so they know a lot of stuff within a few minutes. | think it

increases productivity.”
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RQ1.4 Metrics
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Figure 10. RQ1 Benefit 1.4 Metrics

RQ1 Subtheme 5: Compliance and Regulatory Cost

Apart from P2, all others mentioned the impact of ROI in respect to the reduction in
compliance and regulatory costs. Figure 11 showed information related to subtheme

RQ1.5 compliance and regulatory cost shared by the participant.

P4: “Actually DevSecOps help our automate complaints checks and that minimiz-
ing the risk of noncompliance and subsequent fine from regulatory bodies. That
means it reduce risk of fines and penalties. You know that automated complaints,
documentation and reporting simplify audits. It is reducing the times and resource

required for compliance activities. So that is reduce the cost.”

RQ1.5 Compliance and Regulatory Cost
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Figure 11. RQ1 Benefit 1.5 Compliance and Regulatory Cost
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RQ1 Subtheme 6: KPI to measure effectiveness

All the participants addressed the subtheme KPI to measure effectiveness. Figure 12
showed information related to subtheme RQ 1.6 KPI to measure effectiveness shared

by the participant.

P1: “That highly depends on case by case, | would say. In our case, because we
are not a product company. So, as we do a consultancy, that means we have
many projects across different customers. So, we measure it differently for each

single customer internally. So, it depends, it's not specific for us.”

P4: “Yeah MTTR and sometimes we have another key KPI factor like MTTD.
They focus how quickly we identify the problem. Like we have, we have a sepa-
rate team, they are monitoring the security breaches. So along with MTTR, we
have also MTTD”.

RQ1.6 KPI to measure effectiveness
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Figure 12. RQ1 Benefit 1.6 KPI to measure effectiveness

RQ1 Subtheme 7: Team productivity and Collaboration

The subtheme team productivity and collaboration were mentioned by all the partici-
pants. Figure 13 showed information related to subtheme RQ1.7 team productivity and
collaboration shared by the participant. Most of the participants focus on initial chal-
lenges in adoption, automation and reduction of manual work, and improved collabora-

tion.
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P3: “Well, since this is now automated, | would say we reduce a lot of manual
work. Like | said before, five years ago we used to do many manual tasks, and

that would require a lot of time-consuming work.”

P4: “Yeah, it's had a huge positive impact because early detection and remedia-

tion of vulnerabilities minimize the costly rework later in the development cycle.”

P5: “People have a learning curve, so it took a bit of time for them to adapt to the
tools so that they can learn, and they can continue. But when they started to uti-
lize the start, they started to see benefits as well. So, the collaboration happens,
but you know now it requires communicating less frequently because we get au-

tomated reports, and through that one, it's easy to communicate.”

RQ1.7 Team productivity and collaboration
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Figure 13. RQ1 Benefit 1.7 Team productivity and Collaboration

RQ1 Subtheme 8: Cost Saving from Early Detection

All the participants mentioned about the subtheme cost saving from early detection.
Figure 14 showed information related to subtheme RQ 1.8 cost saving from early de-

tection shared by the participant.

P3: “Discovering those faults early is less costly, much less costly than when you
are kind of discovering them late in the product life cycle, so | can also say from
the quality aspect of it that when we are discovering the issues or vulnerabilities
early, it costs less time and less money to deliver those kinds of changes or fixes

in a way.”

30



31

P4: “Measuring cost savings from early vulnerability detection compares the cost
of fixing issues early versus later, including a decrease in time and resources
spent on fixing the issues after deployment. So, it involves tracking remediation
cost at each stage, estimating the expense of a breach, and demonstrating the

financial benefit of shifting left security.”

RQ1.8 Cost saving from early detection
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Figure 14. RQ1 Benefit 1.8 Cost Saving from Early Detection

RQ1 Subtheme 9: Justification of investment

The subtheme justification of the investment was mentioned by all participants. Figure
15 showed information related to subtheme RQ1.9 justification of the investment
shared by the participant. P1, P2, P4, and P5 mentioned the financial investment chal-
lenges. Long-term savings and stakeholder understanding were also mentioned by an-

other participant.

P2: “Like this is an internal process, and the customer basically knows the cost of
the product, and so we don't have to get, | mean, customer kind of approval or
such, and this is from a stockholder perspective, like a global level. Security
leaders, they have defined the policies like software development life cycle, and

this is a mandatory part of that.”

P3: “But a big company like us usually doesn't face this kind of problem or chal-
lenge. It's just that they must approve what they want to do to ensure the cus-
tomer. Yes, from the management, | think they always sit with the customer, and

they understand the requirements from the customer's end.”

P4: “Yeah, honestly, trying to convince the money people about DevSecOps is
really a headache. Sometimes it is difficult to justify the stockholders. Customers
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know the security importance, but sometimes it is difficult to make them realize
why it is important for them and why we should implement this for them. Because
we don't have enough standard playbooks for showing the ROI information to
them. It's basically trying to sell them on the idea that that area has obstacles and

is expensive sometimes. So, it's a tough sell sometimes.”

RQ1.9 Justification of investment
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Figure 15. RQ1 Benefit 1.9 Justification of investment

RQ2 Theme: Tracking Metrics

The goal of RQ2 was to identify the key metrics that helps to evaluate the effectiveness
of DevSecOps tools. The need of RQ2 is to figure out the parameters influencing or-
ganization operational efficiency and security posture concerning DevSecOps tools and

the effectiveness of these technologies.
RQ2 Subtheme 1: Track metrics MTTD, MTTR

All the participants mentioned about the subtheme of metrics tracking like MTTD,
MTTR. Figure 16 showed information related to subtheme RQ2.1 metrics tracking like
MTTD, MTTR shared by the participant. P2 and P5 mentioned that they use tool-based

tracking, whereas P1 and P6 mentioned that they have no centralized tracking.

P1: “We're not doing that centralized thing, but we do it separately. But yes, we
do follow WSP or other standards and checklists or ISO checklists for information

security.”

P2: “Yeah, we have clear policies to, like, have the company internal tool to de-
tect. And then it will report, and then we must address the issues based on the
criticality. We must prioritize this and fix this within a certain time frame so those

are monitored, everything within the system.”
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P5: “In some cases we use Rapid7 as well to define vulnerabilities in case it's the
virtual machines. So, in such a case, we produce a ticket for the responsible
team, and they usually take care of it. So, it's happening in this fashion, and we

also measure how long it took to resolve this issue.”

RQ2.1 Track metrics MTTD, MTTR
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0%
P1 P2 P3 P4 P5 P6

W Standards-Based Security (WSP, ISO) M Tool-Based Tracking
B Automated Real-Time Detection M Full Monitoring and Tracking

B No Centralized Tracking

Figure 16. RQ2 Tracking Metrics 2.1 track metrics MTTD, MTTR

RQ2 Subtheme 2: Automated Security Scan

The theme automated security scan was addressed by all the participants. Figure 17

showed information related to subtheme RQ2.2 automated security scan shared by the

participant. Most of the participants mentioned the adoption of the automated security

scan.

P1: “Yeah, we do have those embedded inside the pipeline for us in the devel-
opment pipeline. | would say we have the static analyser, security analyser,
source code analyser, or network analyser, which help us to figure out if anything

is missed by the human site or human error.”

P3: “Yes, absolutely. It's really improved, and if it detects anything, then it will not
let you merge your code, so it'll ask you to fix the vulnerabilities. We have ZIRA
but it will if there if any vulnerabilities and it will fail your build. That means it will

not let you merge the code.”

P6: “Yes, as | said previously, we were using SonarQube, and we saved a lot of
time in finding bugs and stuff, and we write our code based on test-driven instruc-
tions and practices. So, we write a lot of tests, and we like our code to be covered
properly, like 70 to 80%. | think SonarQube is a good tool, and CodeQL, we use

that a lot to find vulnerabilities.”
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RQ2.2 Automated security scan
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m Dashboards and Monitoring

W Vulnerability Management and Reporting

Figure 17. RQ2 Tracking Metrics 2.2 Automated Security Scan

RQ2 Subtheme 3: Threat Identification & Mitigation

Apart from P2 other participants mentioned the subtheme threat identification and miti-
gation. Figure 18 showed information related to subtheme RQ2.3 threat identification
and mitigation shared by the participant. P1 and P6 mentioned about the immediate re-
sponse whereas, others mentioned about moderate and significant improvement in

speed.
P4: “I would say it's moderate around like you can say 30 to 40 % faster.”

P5: “Yeah, | think it's a significantly faster”.

RQ2.3 Threat identification and mitigation
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Figure 18. RQ2 Tracking Metrics 2.3 Threat Identification & Mitigation

34



35

RQ2 Subtheme 4: Security Policy Review and Update

All the participants addressed the subtheme security policy review and update. Figure
19 showed information related to subtheme RQ2.4 security policy review and update
shared by the participant. P3 and P4 do the security policy review and update weekly.
P5 and P6 perform quarterly security policy reviews and updates. P3, P4, and P6 per-

form regular security meetings.

P3: “Every week there is a particular meeting scheduled every week for the secu-
rity agent and one person nominated as part of the team, so they will check
whether there is any vulnerability or not. They scan every week even after those
code base level scans. They still do a central scan every week, and they report

the published report.”

P4: “We have a weekly internal meeting for security-related matters, and we have

some monthly and quarterly meetings that involve other stakeholders.”

P6: “We do quarterly meetings because we approximately review and update se-

curity policies.”

RQ2.4 Security policy review and update
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Figure 19. RQ2 Tracking Metrics 2.4 Security Policy Review and Update
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RQ2 Subtheme 5: Meeting Regulatory Standard

All the participants mentioned the subtheme meeting regulatory standard. Figure 20
showed information related to subtheme RQ2.5 meeting regulatory standard shared by
the participant. P1 to P6 participants mentioned compliance and regulatory standards.

P2, P5, and P6 mentioned tools and alerts for compliance.

P3: “Yes, totally, and especially when technology is changing a lot. So having this
kind of automated process in a way to ensure this kind of adherence to policy or
compliance to policy is important in a way and would have been really challeng-

ing to do otherwise.”

P4: “I think since it is continuously a vulnerability monitoring in codes and opera-
tions, and the reports ensure we stay on top of compliance requirements, and the
tools ensure best practice for secure coding and data protection. So, the continu-

ous monitoring helps us a lot to meet these regulatory standards.”

RQ2.5 Meeting regulatory standard
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B Tools and Alerts for Compliance B Compliance with Regulatory Standards

Figure 20. RQ2 Tracking Metrics 2.5 Meeting Regulatory Standard

RQ2 Subtheme 6: Documentation and Compliance Reporting

All the participants mentioned about the subtheme documentation and compliance re-
porting. Figure 21 showed information related to subtheme RQ2.6 documentation and

compliance reporting shared by the participant.

P1: “Yeah, it led us to the better documentation and awareness, at least because

that's the only way that we can circulate the compliance across the teams.”
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P4: “Yes, it is improved; both documentation and reporting are much more auto-
mated now, so it saves a lot of time, and we don't need to hire some external or-

ganization company for auditing.”

P5: “Yes, I'd say yes, it led to better documentation and compliance reporting.”

RQ2.6 Documentation and Complaiance
reporting
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B Automated Compliance Reporting B |Improved Documentation

Figure 21. RQ2 Tracking Metrics 2.6 Documentation and Compliance Reporting

RQ3 Theme: Security Posture

The goal of RQ3 is how DevSecOps investment can shape organization overall securi-
ty. The need of this approaches substantially improves an organization's security pos-
ture by including safety precautions across the entire software development lifecycle
(SDLC).

RQ3 Subtheme 1: Motivation to integrate DevSecOps

The theme motivation to integrate DevSecOps into organization was addressed by all
the participants. Figure 22 showed information related to subtheme of RQ3.1 motiva-
tion to integrate DevSecOps shared by the participant. P1, P2, and P4 mentioned

compliance requirements. P3 and P5 mentioned industry competitiveness.

P1: “Obviously, the customer satisfaction and the better quality delivery of the

projects. Yes, it is for operational efficiency and compliance requirements also.”

P5: “Yeah. First, like, reduce security incidents that was the main target and the
other thing was, like, in the competitive market, the thing is, like, you need to be

ahead in this area,; that was another factor.”
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RQ3.1 Motivation to integrate DevSecOps
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Figure 22. RQ3 Security Posture 3.1 Motivation to integrate DevSecOps

RQ3 Subtheme 2: Primary Security Risks

The subtheme primary security risk was focused by all participants. Figure 23 showed

information related to subtheme RQ3.2 primary security risk shared by the participant.

P3: “I guess this third-party vulnerability was something. | think data freezing is
one of the things. Then also this violation because, like | said, now this is an
open-source era, and everyone is using open-source products from different
companies. So, it's easy to violate the rules and regulations and even violate the

licenses as well.”

P5: “Data breaches are a common thing. So that's one thing, and then there was
like an SLA violation. Sometimes it was difficult to make SLA. Yeah, there was a
weight of other factors as well, like the slowness of the delivery. I'd say, In some

cases.”
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RQ3.2 Primary security risk
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Figure 23. RQ3 Security Posture 3.2 Primary Security Risks

RQ3 Subtheme 3: Common Challenges

All the participants addressed the subtheme common challenges. Figure 24 showed in-

formation related to subtheme RQ3.3 common challenges shared by the participant.

P4: “We have some time due to a lack of skilled people to manage and operate
the tools. Sometimes the tools come at a high cost, or sometimes it is difficult to
justify why you are implementing this ROl for our stakeholders, and you know
that sometimes keeping up with the updates and security patching of the security
tfools themselves is difficult. So, it sometimes makes some challenges difficult for
the organization to maintain that DevSecOps.”

P6: “Yes, | think there are always challenges, and there will always be because
some development teams will be more interested and more practiced with the
DevSecOps tools and best practices, and some teams will lack the expertise, and
you can find both in one team, like they lack the expertise, and that's why they do

not try to implement those things or adopt DevSecOps tools.”
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RQ3.3 Common challenges
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Figure 24. RQ3 Security Posture 3.3 Common Challenges

RQ3 Subtheme 4: Issues addressed

The subtheme issued addressed was focused by all participants. Figure 25 showed in-
formation related to subtheme RQ3.4 issued addressed shared by the participant. P1
to P6 all participants mentioned continuous learning and education, and P2 and P3 al-

so mentioned collaboration and communication.

P1: “We have been investing a lot to learn continuously. We have an internal
academy, you could say, run by completely expert people who have this proper
guideline on how to educate ourselves, and they also decide by discussing with
other counterparts inside and outside the company to gather all the information.
Such as what we should learn first. They also cater the courses or the hired ex-
perts or teachers to educate us. So, we have acquired a strong regime to do
that.”

P3: “Yes, usually, we have our training tool. For example, every year our compa-
ny arranges some security training. So, one is the general training for the whole
employee, then another is like a product-specific training, then developer-specific
training. So, we have this kind of orange belt, yellow belt for the security, and like
| said, we have a security agent for every team, and they arrange a specific train-
ing for the security agent so that he can also share knowledge later with the other
developer.”

40



100 %
90 %
80 %
70 %
60 %
50 %
40 %
30 %
20%
10 %

0%

RQ3.4 Issues addressed

P1 P2 P3 P4 P5 P6

B Collaboration and Communication ™ Continuous Learning and Education

Figure 25. RQ3 Security Posture 3.4 Issues addressed
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DISCUSSION

The primary focus of the research questions in this study was to highlight the financial
and security benefits of DevSecOps tools. The responses to these research questions
aim to justify the infrastructure investment in DevSecOps technology, with the goal of

achieving financial and security benefits for the organization.
Discussion of RQ1

RQ1 interview questions were designed to gather information on how organizations
can save direct and indirect costs by implementing DevSecOps technology into their
infrastructure to gain operational efficiency and KPIs to measure the effectiveness of
DevSecOps tools. RQ1 was constructed not only to get the direct and indirect costs but
also a comprehensive understanding of the financial and security benefits of the
technology. All interview participants agreed on the importance of understanding the
financial and security benefits of DevSecOps technology to achieve financial gain and

enhance security excellence.

According to the data from their literature review, Karl [14], Alexie [15], and Houchens
et al. [16] suggested a framework or guidelines for Return on Investment (ROI) in IT
security, whereas none of these studies relate to DevSecOps tools. Although there is
not much real-world data or financial models for evaluating ROI, particularly for security
products used in CI/CD pipelines, most studies provide theoretical frameworks for ROI
or general assessments of IT investments. DevSecOps tools specific ROl model that
considers financial aspects such as cost reductions and compliance efficiency as well
as security advantages, for instance, lower vulnerabilities and faster incident response,

is still not explored properly in this domain.

The interview data analysis revealed that DevSecOps technology reduces costs and
enhances security throughout the organization. A key takeaway from the interview is
that DevSecOps technology helps to reduce costs in daily operations. The interview
participants mentioned that DevSecOps technology helps reduce operational
expenses. DevSecOps technology also helps to achieve customer trust and reputation
for the financial benefit of the company. Additionally, DevSecOps technology provides
a competitive advantage by ensuring security compliance. Furthermore, DevSecOps

technology also impact ROI by reducing compliance and regulatory costs. Interview
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data provided insights on how organizations are saving money and improving security
through early detection and risk mitigation. Organizations also achieve competitive
advantage through security compliance, increased team productivity, and incident
response. The interview data also indicates that DevSecOps is not only a technical and
security enhancement but also provide substantial return on financial and security

investments.
Discussion of RQ2:

The RQ2 interview questions were designed to figure out DevSecOps tools and their
effectiveness and the way they enhance the operational efficiency and security posture
of the organization. It provided knowledge related to vulnerability detection and
reduction, incident response and mitigation, and compliance. RQ2 was delivered not
only to get the effectiveness of the tools and associate metrics but also how
organizations are enhancing their operational efficiency and security posture by using

this DevSecOps technology.

Studies by Kushwaha et al. [9], Tudela et al. [12], and Imtiaz et al. [13] highlight various
tools (e.g., Codacy, OWASP ZAP, GitHub Advanced Security), but no standard metrics
are proposed or defined. While OWASP Top Ten and false positives are mentioned in
these studies, there is limited comparative analysis of which metrics are most
actionable for decision-making. The interviews conducted in this thesis indicated that
there is need for a standardized metric for DevSecOps tools. However, these studies
do not provide standardized metrics which would help to evaluate DevSecOps tools

effectiveness across the software development lifecycle.

Interview participants mentioned that most of them use tool-based tracking, while one
participant did not have any centralized tracking systems. Participants performed regu-
lar security policy reviews and updates, providing an added advantage to maximize the
benefits of DevSecOps technology. These efforts also resulted in improved documen-
tation and awareness, which reflect the effectiveness of DevSecOps technology. In
summary, data from the interview supports the effectiveness of DevSecOps technology
through metrics. Based on the interview these metrics should measure such factors as
automated real-time detection, compliance with regulatory standards, improved docu-
mentation, and automated compliance reporting, which are results of the effectiveness
of DevSecOps technology and tools. The interview data also shows how DevSecOps
tools assist in regulatory compliance, reduce vulnerabilities, and enhance operational

efficiency, which are not again addressed in the related studies.
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Discussion of RQ3:

RQ3 interview questions were designed to extract information on how to improve an
organization's security posture and promote a collaborative culture across develop-
ment, operations, and security teams, resulting in resilient and secure software de-
ployment. RQ3 was delivered to know how organizations are improving security, meet-
ing compliance, and enhancing customer satisfaction also to find out common chal-
lenges like tool complexity, cost, and skill shortages, and how these challenges are ad-

dressed through collaboration and continuous learning.

Based on the literature in Chapter 3 financial and security outcomes are typically
treated separately. For instance, security tools are measured in terms of detection
efficiency, while financial aspects are treated from a general IT perspective. Studies fail
to link improved security outcomes to tangible financial benefits. Additionally, studies
done by Reddy et al. [19], Akbar et al. [20], and Tomas et al. [22] used surveys or
interviews related to CI/CD, but these studies do not demonstrate the impact of
DevSecOps adoption on company infrastructure. The analysis of DevSecOps impacts
on organizational security posture is necessary, as limited availability of industry

examples are present on DevSecOps adoption.

Interview data addressed the impact of DevSecOps investment on organizational
security posture. Interview data provide valuable information about primary security
risks such as third-party vulnerabilities and open-source products. Challenges like tool
complexity, cost, and skill shortages of adopting the technology, and resistance to
adoption of these tools can be addressed through collaboration, communication, and
continuous learning and training. Based on the interview, the security posture is

improving compared to the past after the adoption of DevSecOps technology.
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CONCLUSIONS

The purpose of the study was to achieve the following objectives: 1) Financial benefits
of implementing DevSecOps technology, which results substantial reduction in security
risks and operational expenses. 2) Organizations can identify and address flaws early
in the lifecycle of software development, thereby mitigating the chance of expensive

security breaches. 3) Enhances security posture and yields substantial cost savings.

DevSecOps technology is a new technology that is on the rise of being accepted by in-
dustry, but the adoption rate is slower than usual. It offers numerous benefits that a
company can use in their daily operation to gain maximum efficiency and quality prod-
ucts. It is the future of security in the software development process, and it is showing
prominent promises from the first day of its integration. DevSecOps not only shows fi-
nancial promises but also gives a handsome security solution in the development pro-

cess of an organization.

The main idea was to get promising insights from the industry experts who have pro-
found knowledge about the DevSecOps technology. The way it is integrated into the
company infrastructure. The benéefit is provided by addressing security breaches and
attacks. The number of security measures it is providing through automation. It also
provides a complete overview of the security in the software development process.
The research contributes by getting the insights from the industry experts about the
effectiveness of DevSecOps tools on organizational operational efficiency and
improving security posture. The data in the interview clearly addressed the benefit of

DevSecOps technology in organization operation and efficiency.

The most common challenges of adopting the DevSecOps technology are the adoption
and implementation of this cutting-edge technology, tool complexity and integration
with existing infrastructure, lack of skilled personnel, cost, and budgeting. Occasionally,
these challenges prevent organizations from implementing the technology and impose
limitations, despite the significant benefits it offers. These challenges can be addressed

with the help of continuous learning and education.

One limitation of this study was the small sample size. Only six interview participants
were taken from a specific domain, which may restrict from getting data from other in-

dustry sectors. The study was performed in large organizations with 1000 to 100000
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employees, which omits the chances of getting valuable insights from smaller organiza-
tions. The interview was taken online, which may cause a barrier to observe the body
language and facial expressions of the interview participants. The researcher biasness
of the data while selecting and categorizing themes was also a potential limitation to
this research [31]. Moreover, ethical concerns about the interview data were also a ma-
jor drawback, as due to maintaining anonymity few data need to be filtered out which
may also provide information related to participants and the company. Despite limita-
tions, the study promises some in depth information related to DevSecOps technology
from the interview participants. Although the sample size was small participant pre-
sented large companies providing large qualitative data representing many employees.
The data helped to identify the benefits and effectiveness of DevSecOps technology.
The study also develops themes from the interview data which can be used for future

research.

As the DevSecOps domain is not much researched so far, this study provides valuable
information which can further explored in broader context. Future research could bring
valuable findings in mixed methods approach where researcher can use both qualita-
tive and quantitative analysis using interviews and surveys to collect a larger sample
size. For example, it could be researched how small organizations with minimal budg-
ets can effectively integrate DevSecOps technology. The interview data from this thesis
provides information on individual adoption of frameworks and guidelines by the com-
panies for implementing DevSecOps technology. Therefore, further research could
contribute by suggesting some ideal framework for implementing DevSecOps technol-
ogy across various organizational infrastructure according to their needs. The frame-
work will help to implement DevSecOps technology more easily and effectively for

maximizing financial and security gain.

In summary, the analysis states that the interview participants provided information that
DevSecOps technology not only saves money but also enhances security. They
highlighted its benefits, including early detection, risk mitigation, compliance, increased
team productivity, and incident response. Tools’ complexity, lack of skilled personnel,
cost, and budgeting were the main challenges discovered from the interview. It was
found from the interview that these can be mitigated through collaboration,
communication, continuous learning and training provided by organizations or security

leaders.
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APPENDIX A: INTERVIEW QUESTIONS

Interview Questions:

Research Question 1: How can ROI for DevSecOps tools be quantified in terms

of financial and security benefits?

1.

Have you observed a reduction in security breach-related financial cost

after implementing DevSecOps? If so, can you quantify it?

Does DevSecOps implementation led to improved customer trust and

market reputation?
Does DevSecOps implementation led to competitive advantage?

What financial metrics do you use to evaluate the ROI of DevSecOps

tools?

How do compliance and regulatory cost reductions factor contribute into

your organization’s DevSecOps ROI calculations?

What key performance indicators (KPIs) does your organization use to

measure the effectiveness of DevSecOps tools?
How has the adoption impacted team productivity and collaboration?
How do you measure cost savings from early vulnerability detection?

What challenges have you faced in financially justifying DevSecOps

investments to stakeholders?

Research Question 2: What metrics best reflect the effectiveness of DevSecOps

tools?

1.

Do you track metrics such as vulnerability detection rate, mean time to
detect (MTTD), or mean time to respond (MTTR)?

Have automated security scans (SAST, DAST, IAST) improved your de-
tection and remediation rates? If Yes, How do you track vulnerability

trends over time?
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How much faster can security teams identify and mitigate threats?

How frequently do you review and update security policies based on
DevSecOps feedback?

How has DevSecOps helped in meeting regulatory standards (e.g.,
GDPR, HIPAA, ISO 27001)?

Has it led to better documentation and automated compliance report-

ing?

Research Question 3: What are the impacts of DevSecOps investments on

organizational security posture?

1.

2.

What motivated your organization to implement DevSecOps practices?

What were the primary security risks before implementing DevSecOps

tools?

. What are the most common challenges organizations face when

adopting DevSecOps tools?

How do you address issues such as resistance to adoption or lack of

expertise?
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