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In industry systems are usually assembled with several different manufacturers’ devices. For
example, a production line may include a robot from one manufacturer, PLC (Programmable logic
controller) from another, and sensors from yet another device producer. Each manufacturer uses
their syntax and the devices can’t understand each other. In such cases, a solution is needed to
ensure interoperability between devices. With industry, this solution can be OPC UA (Open plat-
form communication Unified Architecture) — a platform independent communication architecture.

OPC UA is maintained by OPC Foundation. It enables manufacturers to implement certified
communication technologies that make the integration of the devices into the system easier and
faster, while also offering a list of other features such as enhanced cybersecurity. The core idea
of OPC UA is platform independence, it can operate across different operating systems and sup-
ports different kinds of devices from controllers and robots to cloud services. OPC UA cyber se-
curity enables asymmetric encryption, which gives integrity for messages. OPC UA also supports
various authentication tools, like user credentials and certificate-based access control, which can
be used for permissions and connection rights. OPC UA is a good choice for small scale device
network or large distributed systems. Transmitted data can be anything from simple sensor values
to more complex data structures or events.

OPC Foundation has collaborating with organizations who are responsible for defining industry
standards and regulations, such as German VDMA. Developed and adopted standards are the
results from the cooperation of these actors. They enable interoperability between different man-
ufacturers’ devices without the need for extensive device-specific data preprocessing. OPC UA
can operate with client-server architecture, but it also supports the publisher-subscribe method
with different kinds of brokers or middleware. OPC UA supports different data exchange methods,
such as TCP, UDP and MQTT.

This thesis researched how extensively industrial equipment manufacturers provide support
for OPC UA technologies in their products. The research focuses on sectors such as robotics,
PLC, lloT (Industrial Internet of Things), predictive maintenance and general use of OPC UA in
industry. The thesis also examines third party service providers, in this case companies that offer
client — server solutions based on OPC UA. Additionally, there is a trend analysis based on search
engine results’ popularity of researched subjects. There is also a general overview of OPC UA’s
earlier OPC standards as Data Access, Historical Data Access, Alarms & Events and a summary
of its development history.

Beyond the current state analysis, the thesis also includes a project, which shows the devel-
opment of server-client pairs and enabling communication between them using OPC UA technol-

ogy. In this project, client is a user interface and is used to monitor the values which server is
producing while offering other interactive features.

Keywords: OPC UA, OPC Unified Architecture, OPC UA usage, OPC UA in industry
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Teollisuudessa laitekokonaisuudet koostuvat useimmiten usean eri laitevalmsitajan laitteista.
Esimerkiksi linjastossa voi olla yhden valmistajan robotti, toisen valmistajan PLC laitteisto ja viela
kolmannen valmistajan sensorit. Jokaisella laitevalmistajalla on oma kielensa kaytettavissa ja lait-
teet eivat ymmarra toisiaan. Téllaisessa tilanteessa tarvitaan keino, jolla laitteet saadaan toimi-
vaan yhdessa. Tama keino voi teollisuuden puolella olla OPC UA (Open platform communication
Unified architecture) eli alustariippumaton teollisuusautomaation viestintaarkkitehtuuri.

OPC UA on OPC saation yllapitama viestintaarkkitehtuuri. Se mahdollistaa valmistaijille sertif-
ikoituja kommunikaatiotekniikoita, joiden avulla laitteiden integroiminen jarjestelmiin olisi
helpompaa ja nopeampaa, samalla tarjoten monia muita ominaisuuksia kuten tietoturvallisuutta.
OPC UAnN ydinajatus on alustariippumattomuus, eli se toimii eri kayttdjarjestelmissa ja tukee eri-
laisia laitteita ohjaimien ja robottien lisaksi myos pilvipalveluita. OPC UAn tietoturva mahdollistaa
asymmetrisen kryptaamisen, mika antaa eheytta viesteille. OPC UA tukee myds erilaisia auten-
tikointi tyOkaluja kuten kayttajatunnukseen seka serfikoitujen jarjestelmaosiin perustuvaa kayt-
tooikeuksien valvontaa ja yhteyksien sallimista. OPC UA on hyva valinta pienista
laitekokonaisuuksita koostuvaan systeemiin taikka laajoihin hajautettuihin jarjestelmiin. Siir-
rettavat data voi olla mita vain yksinkertaisia sensori arvoista monimutkaisiin tiedostorakenteisiin
tai tapahtumiin.

OPC Saatio tekee tiivistd yhteistyotd alan standardeja ja muita saantéja maarittajien toimi-
joiden kanssa kuten saksalaisen VDMAnN kanssa. Yhteistydssa suunnitellut ja kayttddotetut stand-
ardit mahdollistavat eri valmistajien laitteiden toimivuuden ilman suurempia laitekohtaisia
valiprosessointeja. OPC UA toimii perinteisella asiakas-palvelin arkkitehtuurilla, mutta julkaisia-
tilaaja malli on myds mahdollinen ratkaisu. Systeemi mahdollistaa eri tiedonsiirto tapoja kuten
TCP, UDP ja MQTT.

Diplomitytssa selvitettiin kuinka kattavasti teollisuuden laitevalmistajat tarjoavat mah-
dollisuuksia hyddyntdd OPC UA tekniikoita omien laitteidensa kanssa. Tutkitut toimialat olivat ro-
botiikka, ohjelmoitavat logiikka ohjaimet eli PLC, teollisuuden asioiden internet eli lloT, enna-
koitava huollontarve ja OPC UA kayttd yleisesti teollisuuden parissa. Tydssa kasitelladn myds
kolmannen osapuolen palvelun tarjoajia, eli tekijoitd jotka tarjoavat palvelin-asiakas -palveluita
OPC UA tekniikkaan tukeutuen. Lopputydssa on tehty myds hakukoneiden hakutuloksiin pohjau-
tuvaa trendien arviointia. Tdman tarkoitus on arvioida OPC UAn kaytdn maaraa suhteutettuna
hakujen maaraan. Tydssa on myods koottu yleinen selvitys, mitd ominaisuuksia OPC UA pitaa
sisélldan eli aiemmat OPC standardit, datan saatavuus, historiallisen datan saatavuus seka
halytykset ja tapahtumat, ja kertaus OPC UAn historiasta.

Nykytilan selvityksen liséksi diplomtyohon on sisallytetty projektityd, jonka tavoitteena oli tehda
palvelin-asiakas pari ja hoitaa niiden valinen viestintd OPC UA tekniikoilla. Projektissa asiakkaan
roolissa toimii kayttoliittyma, josta palvelimen tuottamia arvoja voidaan seurata samalla, kun muita
kayttoliittyman ominaisuuksia hyddynnetaan.

Avainsanat: OPC UA, OPC Unified Architecture, OPC UAn kayttd, OPC UA teollisuudessa
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1.INTRODUCTION

1.1 Finding out state of art on OPC UA

After Industrial 4.0 requirements of technologies have been rising. More and more de-
vices have been initialized for more flexible connectivity and the amount of data ex-
change between them has risen too. Manufacturers offer comprehensive set of devices
in each field but often there are mixtures of manufacturers and platforms which are re-

quired to communicate with each other, this is the OPC UA’s market niche.

As the thesis will point out, the market niche has got wide and the usage of OPC UA has
been implemented all over the fields of industry. Therefore, it is good timing for research

of the current state of art.

1.2 Relevance & Justification

The object of this thesis is to research the current state of art of OPC UA on robotics,
manufacturing and industrial internet of things. OPC UA is not an invention, and it is very
common in the industry. There is no other research which declares the state of art of
OPC UA and so it is a good time to survey the situation how widely this communication

technology is used in industry and is there other possible solutions on the field.

1.3 Research questions

Fast and robust communication is key to efficient production and an important part of
industry 4.0. Here is the list of research questions of this thesis and these will be used

as the targets of the research.

1. How commonly is OPC UA communication used with robotics?

2. What is the state of art of OPC UA at PLC?

3. How does OPC UA appear in the current state of manufacturing?
4. What is the state of art of OPC UA on Industrial Internet of Things?

5. Can OPC UA be utilized on predicted maintenance?



1.4 Methodologic and research methods

The research method of the thesis is a combination of literature review and qualitative
research. Theoretical background part of the thesis follows the literature review’s guide-
lines. It sums up what OPC UA means, what are the building blocks of it and narrates
the history of OPC UA. Knowing history opens the reasons why developing OPC was
necessary back then and who can utilize the OPC UA communication technologies [1].
Qualitative research’s goal is to focus deeply on subject and understand it holistic way.
Because research questions are on current state of art of subjects, there is no other
knowledge, because the current state changes continuously. The form of research ques-
tions could lead to quantitative research, by researching the frequency of OPC UA in
products and comparing different qualities of service providers, but the amount of data

is not following the numerical requirements of quantitative research point of view. [2]

In this thesis references and materials have been acquired from manufacturers’ homep-
ages, standard libraries and scientific literature collections like IEEExplore and Andor.
Special mention for OPC foundation’s homepage for plentiful amounts of historical and
feature details. There is also a chapter about an example of how to set up OPC UA client
server pair and HMI. The platform for that example is Ignition automation and they have
comprehensive tutorial program for their product, and it has been utilized during the mak-

ing of the example. [3]

By estimating the validity of the research there might surface a question how many ref-
erences need to be cross comprised to fulfill the requirements of triangulation. The main
reference for OPC UA features and properties is the OPC Foundation which can be seen
trustworthy. Reliability stands for repeatability and consistency of conditions. Because
the thesis’ cornerstone is the current state of art, the results are similar if the research is
repeated soon if enough time passes and technology develops the current state of art

during that time differs from this research.

To summarize the results of usage of OPC UA technologies there are observation ma-
trixes in this thesis. An example of observation matrix at Table 1. As mentioned, the
matrixes have compiled the information of manufacturers and if they utilize the OPC UA

in their products.


https://energiaa.vamk.fi/artikkelit/osaaminen/kirjallisuuskatsaus-opinnaytetyon-muotona/

Robot manufacturer | OPC UA possibility Own OPC UA soft- | 3rd party soft-
ware ware
robot 1 X X
robot 2 X X
Table 1. Example of observation matrix.

1.5 Structure of the thesis

The objective of the thesis is to define the current state of the OPC UA on the fields of
robotics, PLC, manufacturing and lloT. At the introduction of the research there are rel-

evance and justification, research questions and mentioning of the research methods.

The second chapter is theoretical background. It includes chapters for the basics of OPC
UA, its features and functionalities, for example security and encryption. There is also
history of OPC and why it was developed in first place. There is also clearance which
parts of automation pyramid the OPC is used. The above is followed by an explanation

of the meaning of platform independence.

The third chapter is the scope of the research. At the beginning of it there is an initializa-
tion of the chapter. First there is a collection of different robot manufacturers and a men-
tion if they have OPC UA standby on their products. The robot manufacturer collection
is followed by the list of PLC manufacturers and a little summarize which product families
of theirs have OPC UA certificate or ability to use OPC UA communication. The third
section offers basic information on the usage of the OPC UA on manufacturing in gen-
eral. After it there is a chapter of predicted maintenance. The maintenance chapter offers
information about different kinds of maintenance practices and offers pros and cons
about those. After grounding the basic information of maintenance there are examples

of how OPC UA technologies have been utilized with predicted maintenance.

After listing OPC UA usage in different fields, there is a chapter about OPC UA service
providers. This contains a set of third-party providers that offer OPC UA based server,

client and/or user interface services or platforms.

Finally in the scope of research chapter there is a chapter about popularity and trends
with OPC UA searches. This chapter has charts which show the popularity of given
search queries in the past. The search queries have been chosen to fit into this thesis’

subjects. Charts’ data has been obtained from Googles trend website.

Chapter 4 has an example project of how to create OPC UA client and server and how
to monitor data in your own HMI. Python is used for developing the server and producing

data, and Ignition Automation is used as the client and HMI of the example.



The fifth chapter is for discussion and research results. The previous results are analyzed
and there is a discussion about the statuses of OPC UA in different fields. Also, there is

a chapter that includes possible near future collaborations.

The final chapter is conclusion and future research. There is a collection of answers for
the research questions and discussion and reflection from the results. And finally, there

is a set of ideas how the subject of this thesis could be elaborated.



2. THEORETICAL BACKGROUND

This chapter includes the theoretical background and basic information about what OPC
UA and OPC are. It also contains the history of OPC and the reasons why it is in the

current state. There is also mention about SCADA and how OPC appears there.

21 OPCUA

OPC UA (Open Platform Communication Unified Architecture) is an industrial standard
that offers unified and versatile platform for industrial automation systems and commu-
nication. When the set of features of OPC got wider and more complicated, OPC devel-
opers choose to release OPC UA version 1.0 that comprised 13 separate parts of OPC

in 2006. There are five main goals on the unified [4].

Collecting Microsoft Windows’ COM/DCOM OPC Classic specifications under the UA
without losing functionalities compared to original selection and at the same time provid-
ing more. The system can discover available OPC servers on local machines and/or
across the network. OPC UA uses address space on mapping data which enables easier
data usage for OPC UA clients in any scope of data structure. The system provides the
possibility to read and write data depending on the access permissions of the user. It
offers subscription-based monitoring on data and exception reporting during the values
change that is based on the user’s desire. And it offers notifies after events that the user
is interested in. If the server in use has the methods, it can allow the user to execute

programs on server.

OPC UA aims at total platform independence. OPC UA tries not to limit the hardware at
all. The hardware must be able to run the server and/or client program and allow com-
munication to or from it. The hardware can be small embedded micro-controllers, regular
PCs, PLCs or cloud-based servers. And the operating system can be Windows, Apple

OSX, Android or Linux. OPC UA does not give limits on the scale.

The architecture contains a high level of security, for example with the possibility for
encryption, authentication and auditing. Developers can choose the level of encryption,
like setting security string policy for example from Basic2566SHA256 to none depending
on the requirement of security level. OPC UA uses message signing that is useful to
confirm the origins and integrity of the messages. OPC UA’s clients and servers have
certificates which are used to identify participants and allow or deny them access to ap-

plications and send and receive messages. To let certificates and other authentication



work, users must log into the system which comes up to user control. There is also au-

diting that keeps a log on actors and actions.

The interfaces enable extensibility that allows adding new features to the system without
complicating the operating of older features. The idea of extensibility is to allow users to
modify their own communication for their own needs without breaking any original fea-

tures and making the development of the original product more robust.

OPC UA’s comprehensive information modeling is one of the most important features. It
allows handling complex information and gives the ability to modify and scope on desired
angle of view. OPC UA offers the base for data modeling and well-designed interfaces
offer the opportunity to build own models upon it. Features worth mentioning are, for
example, the possibility to search and browse the database. Secondly, being able to
search and use data from historical archives or real time. It also offers method execution
which can be calculating a value from given data, doing an evaluation based on the value
and sending control command forward. And finally, offering notifications or alarms based
on events, for example the liquid level rises above the limit in the tank. The system has
given value as a limit, and it gets data from the sensor. When the sensor value goes over

the limit, it triggers an alarm and sends a notification.

OPC UA uses client-server or publish-subscribe-based communication methods. Client-
server method exploits service-oriented-architecture (SOA). With the SOA based system
a client sends a request to server after which server does the function or fletches the
data from sensors and returns the results as a response to client. The publish-subscribe
method usually uses a message-oriented Middleware (MOM) as an aid. With MOM the
publisher does not need to take care of the list of subscribers, and it can focus on pub-
lishing data when an event happens. MOM takes care of the list of subscribers and keeps
it up to date and passes on the messages to subscribers which asked for that type of

information.

OPC Foundation runs OPC Foundation Certification program which allows vendors to
develop their product so far that the user does not have to do any additional configura-
tion. Also, the certification stamp indicates to customers that the product has been ap-

proved by OPC Foundation and therefore fully interoperable for all the promised features.
[3]
A collection of OPC UA’s requirements is shown on table 2. On the left side there are

explanations of requirements for the system and on the right side there are features

which tells how the requirements have been taken care of.



Requirement

Communication between distributed sys-

tems

Reliability by robustness and fault toler-

ance

Reliability by redundancy

Platform-independence

Scalability

High performance

Internet and firewalls

Security and access control

Interoperability

Table 2. Set of requirements for OPC UA [6]
OPC UA is an important part of the industry 4.0 because robust communication is one
of the cornerstones of the intellectual and integrated systems. OPC UA based commu-
nications are widely used in robotics, manufacturing, Industrial Internet of Things (/loT)
and several more different branches of industry.

2.1.1 Building blocks of OPC
OPC is the interoperability standard packet that is used for exchange of data. OPC Foun-

dation takes care of OPC standards, the development and maintenance of them. OPC
is used in industrial communication. It allows real time communication between different
manufacturers’ devices. The main area of OPC usage in industrial automation process
control, the communication between control level and supervisory level of automation
pyramid. These automation pyramid levels are visualized on figure 1. OPC creates a
pathway from PLCs and controllers to SCADA (Supervisory Control and Data Acquisi-
tion) allowing process control and monitoring. There are human machine interfaces
(HMI) at supervisory level which are used for monitoring the system. HMIs get their data

from PLCs’ sensors.



Figure 1. lllustration of Levels of Automation pyramid.

The first and the most important interface of the OPC is OPC DA (Data access). It allows
users to read, write and monitor the tags which include current process data. It passes
the data from sensors and PLCs to monitoring devices, from lower levels of pyramid to
supervisory level and further. The client defines the variables it wishes to monitor or
modify, and the server navigates to the correct address space and verifies client’s access
rights. Client can define an update rate on the tags and server will send only the changed

values to client.

OPC Alarm & Events (OPC A&E) offers a log for event notifications and alarm notifica-
tions. If a client has subscribed to certain events the server sends notifications of the
given event’s changes to the client. Alarm instead occurs when a certain tag value ex-
ceeds its threshold. For example, the temperature of mixture needs to stay between 40
and 42 degrees of Celsius, if the temperature falls under a lower threshold, server sends

an alarm to client to inform about the situation.



OPC Historical Data Access (OPC HDA) is a tool which allows clients to access stored
data. Clients must choose which tags or tags’ history they want to search for and what

given time. They can also add what is the maximum number of values they want to see.

One of the greatest finesses of OPC is platform independence. The OPC standard is a
collection of specifications that are assembled with the main users of it, service providers,
end-users and developers. These specifications specify all applications including inter-

faces between servers and clients. [7]

2.1.2 The History and Background of OPC

In the early 1990s Microsoft's COM/DCOM (Component Object Model/Distributed Com-
ponent Model) systems dominated the field of industrial automation. Other manufactur-
ers used these communications with their products. Because COM/DCOM was Mi-
crosoft’s software, other manufacturers needed to create a standard for data access.
These other manufacturers were Fisher-Rosemount, Intellution, Opto 22 and Rockwell
Software. By the collaboration of these vendors the first OPC was created. At that time
the abbreviation came from the words OLE (Microsoft Object Linking and Embedding)

for Process control.

At the first version of OPC, there was only specification for Data Access (DA). As usage
of the OPC become more common among many other vendors, a clear need for compli-
ance and standardization followed. The list of specifications extended and soon OPC
Alarms and Events (OPC AE) specification was released, and it was followed by release
of OPC Historical data access (OPC HDA) specification. The collection of OPC DA, OPC
AE and OPC HDA is called OPC Classic.

Due to the increasing need for specifications there are extensions to OPC Data Access.
Those extensions are OPC Batch, OPC Complex Data and OPC Data eXchange (OPC
DX). OPC Batch is used for extended OPC Data Access processing on specialized
needs of batches. OPC Complex Data can handle the describing and transporting of
more complicated data structures. OPC DX offers regulations for data exchange be-

tween client and server. In figure 2 is an illustration of the structure of OPC Classic.
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Figure 2. lllustration of the structure of OPC Classic. [8]

OPC XML-DA was the first specification that replaced COM/DCOM technology with
HTTP/SOAP (Hypertext Transfer Protocol/Simple Object Access Protocol) and Web Ser-
vice technologies. It was used mostly with embedded systems and non-Microsoft plat-

forms.

The major motive to move forward from OPC Classic to OPC UA was lack of security
and too tight obligation between OPC and Microsoft's COM/DCOM systems. Customers
also demanded suitable products for more complex data and more complex systems.
They wanted to offer better interoperability for industrial equipment and non-Microsoft
platforms. Developing more secure data exchange with authentication and encrypting

offered better defense against cyber threads.

2.2 Supervisory Control and Data Acquisition with OPC

SCADA (Supervisory Control And Data Acquisition) is an architecture for monitoring and
controlling the system. The most important assignments of SCADA are data acquisition,

control, archiving or data storage and monitoring with HMI (Human Machine Interface).

SCADA system includes more than only monitors at control room. There are also Re-
mote Terminal Units (RTU), sensors, PLCs, SCADA master units and communication
buses. There are two kinds of sensors, discrete and analog ones. Discrete sensors can
only give two kinds of signals, either on low or high threshold. This can be for example,
4 or 8 volts instead of 0 and 4 volts. Zero-volt level should be avoided because if con-
nection is lost the sensor offers constantly zero volts and the issue might be harder to
notice. Analog sensors offer a real value of phenomena with scaling values, for example

temperature.



11

PLCs and RTUs are used for gathering data from sensors and giving controls for the
devices. RTUs usually have more computing power so they are able to do more compli-
cated tasks, and they can also manipulate data, and this way reduce the amount of data

sent.

After the RTUs or PLCs have collected the data, they proceed to transmit it through the
server to master station where data can be analyzed and expressed on HMIs. Depending
on the system, data can be expressed on charts or with different viewing tools. Alarms
are also important tools for HMIs; they inform the operator if the system’s values go
outside of given range and reports an event. If the system has control functions, opera-
tors can use alarms and other readings as guidance for giving control commands to the
RTUs. [9]

Because HMIs can be directly connected to control units the network between SCADA
devices should be closed for security reasons. If an external party gain access to the
network and messes up with controls, there is a risk for major damage for devices or
production. This is one of the reasons why OPC UA has developed security manners
into their protocol. The encrypting of messages and requirement of authentication gives
protection for external control command attempts. By keeping the network closed, the
irrelevant data can be avoided on the data bus. This leaves the bus open for the desired

data and avoids congestion on the bus.

2.3 Platform independent software

The original reason for developing OPC was to create software architecture that can
connect devices from different manufacturers they do follow the original cause. The OPC
Foundation maintains the standards but does not exclude anyone out. For example, this
can be seen from the list of open-source OPC UA implementations at open62541’s
GitHub page [10]. Because there are plenty of different programming language libraries
to choose from, vendors can pick the fitting one for their own systems to allow easier
mounting. Here is a set of examples of libraries in well-known programming languages.
[11]:

UA.NET standard which is C# language. It can be used to create both clients and serv-
ers. Due to the flexibility of the library, it can be used with variable sizes of projects from
small to large. This is the official library of OPC Foundation. [12]

Open62541 is developed in C language which allows usage on Windows, Linux and
Android. The library is small and competent, but the implementation of the systems is

more difficult compared to other possibilities. [13]


https://www.dpstele.com/scada/system.php
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NodeOPCUA library is based on JavaScript language, and it runs on node.sj that’s why
it suits well on other node.js’ tools on web-based systems. This is a brilliant choice when
working with cloud-based or loT applications. NodeOPCUA is very lightweight compared
to, for example Eclipse Milo. [14]

Eclipse Milo is developed in Java language. The benefits of Java are great performance,
modular design and easy scalability which suits well on big and complicated industrial
systems with better computing ability. If the organization’s development language is
Java, then the Eclipse Milo is a good option because it is easily integrated into Java

based systems.

FreeOpcUa is based on C++ language, and it can be used in C++, python and Rust. It
has the ability to create an OPC UA server and client, and it is lite which is a good feature
on distributed systems with limited hardware. FreeOpcUa is not suitable for heavy indus-
trial systems with heavy and complicated performance requirements, but it is very nice
with research- and educational use. Using FreeOpcUa with python allows easy integra-
tion with other python tools and libraries like analytical calculation or machine learning.
[13]

2.4 Security methods of OPC UA

OPC UA is known for its high level of security. They use X.509 certificate standard at
defining public key format. Public keys can be in three different places, and they are OPC
UA message signing, OPC UA message encryption and OPC UA application identifica-
tion. [16]

When the application sends a message, it uses private key for generating signature or
hash for the message. When the message is received at the other end, the signature of
the message is validated by using the public key certificate. If the signature matches the
origin, the system can assume that there was not any manipulation of the message dur-
ing the transfer. If the signature does not match, then the message might be manipulated
between and can’t be trusted to be in origin form. This method defends against man-in-
the-middle-attacks, which can be used for example to damage or mess control com-
mands of devices or to distort data to give false state of the system to provoke system

to make wrong controls.

With OPC UA message encryption, the application uses public key to encrypt the mes-
sage. The message can be decrypted only with corresponding private key. And even if
somebody tries to read messages during transfer, they are unable to do so because they

do not have the private key for decrypt. The essentials of this method are that sender
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and receiver have private keys for decrypting. Using message encryption offers protec-

tion for spying.

OPC UA application identification is also known as OPC UA certificate is a tool which
helps the exchange of public keys. User must set application’s certificate to be trustwor-
thy at server’s and client's end. When each end knows that this certificated application

is trustworthy it can take part in communication.

241 Symmetric and asymmetric encryption

There are illustrations of how symmetric and asymmetric encryption works. First there is
figure 3, which shows how symmetric encryption works and figure 4 shows how asym-
metric works. There are numbers from 1 to 6 to link steps and description together. In
both cases there is a message that needs to be sent from server A to server B and at

the same time be protected from unauthorized person.

Server A Server B

8 .

o () O w
O

Figure 3. lllustration of how symmetric encryption works.
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At point 1, there is a message that is unencrypted now, and it needs to be delivered to
server B. Point 2 the message gets encrypted with previously exchanged symmetric key.
At point 3 the message is encrypted and on the way to server B, because of encryption
unauthorized person can’'t read the message. During point 4, the symmetric key works
for decryption of the message and at point 5 the message is in readable form and server
B can utilize it. Point 6 illustrates the unauthorized person trying to read the encrypted

message without key and failing. [16]

Server A Server B

Public Key B

® ®

Private Key A Public Key B @ @ Private Key B Public Key A

Figure 4. lllustration of how asymmetric encryption works.

In figure 4 there is a same kind of situation as before, but this time the system uses
asymmetric encryption. At point 1 there is unencrypted message ready to be sent. At
point 2 there are two keys, but in this point the public key B is used for encryption. Be-
cause in asymmetric encryption the public key is used for encrypting and the correspond-
ing private key to decrypt. At point 3, the message is encrypted and on the way to server
B. As earlier mentioned, to decrypt asymmetric encryption, the user must have a private
key that matches the key which was used for encryption, and this can be seen in point
4. Point 5 has decrypted message ready to be utilized by server B. At point 6 there is an
unauthorized person with a public key and encrypted message, the message is unread-

able without corresponding private key. With this method, each end needs to take care
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of the security of their own private key to receive messages which are directed to them.
[16]
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3.SCOPE OF RESEARCH

3.1 OPC UA in different fields

This chapter includes the scope of use of the OPC UA in the following industries. First
there are several different manufactures of robotics and how they have adopted the us-
age of OPC UA. The OPC UA utilization with PLCs is followed by this and it follows the
same kind of research method as with robots. Thereafter, there is the utilization rate of
OPC UA on industrial Internet of Things. lloT is followed by how OPC UA is used in
manufacturing in general. After that there is a chapter which seeks how OPC UA is used
with predicted maintenance and clarify what predicted maintenance means and how it
differs from other kinds of maintenances. Just because the OPC UA communication sits
firmly on software site there is research on what kind of 3" party service providers there
are and how those can be used. And finally, there is a chapter about trends which are
used for estimating how these previously mentioned items’ popularities have been raised

during past years.

3.1.1 The use of OPC UA in robotics
Fanuc (Japan)

Fanuc has a Windows based application software Fanuc OPC Server. It converts the
communication protocol between OPC and FOCAS which is Fanuc’s protocol for collect-
ing data from machines [17]. Devices which have OPC client functionality can monitor

and control Fanuc CNC machines with Fanuc OPC server. [18]
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Figure 5. FANUC’s OPC UA architecture.

In figure 5 is an example of the SCADA system which can be thought to suggest that the
OPC server add-on is utilized specifically for monitoring purposes. Fanuc offers a server
which is used to pass data from clients to other clients and Fanuc’s devices. Fanuc also
has its own product, roboshot-linki2, which offers monitoring interface. Roboshot-linki2
supports Euromap 77 [19], international standard. Euromap 77 is developed for control
and data transfer between injection molding machines and manufacturing systems with

industrial 4.0. Euromap 77 supports OPC communications. [20]

ABB (Switzerland)

ABB has very comprehensive connectivity opportunities. Depending on the device’s
driver type and protocol, ABB can offer several different connecting adapter modules.
ABB has developed its own OPC UA server, FPNO-21 which allows drivers to use OPC
communications for data exchange between different sensors, PLCs, clouds and
SCADA. [20]
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Figure 6. OPC UA usage in ABB’s architecture [21]

With this communication technology Fieldbus traffic can be optimized, establishing a
more dependable network for control. It also enhances connectivity and collects data
from several different systems at the same time. Figure 6 illustrates ABBs OPC UA us-
age within ABB’s architecture and how it lines up with other communication methods. At
the moment FPNO-21 Profinet module is the first and only ethernet driver with OPC UA
technology, but ABB is developing drivers for Modbus TCP and Ethernet/IP in near fu-
ture. [21]

Kuka (Germany)

Kuka Robots offers KUKA.OPC Server 5.0 package which is an addon with OPC inter-
face to robot controller. With this package, controller works as a server and transmits

data to clients either locally or through network. [22]
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Yaskawa Electric (Japan)

Yaskawa Electric has an OPC Server service option. By using this service, users can
exchange data between MPiec series controller and windows software. This is a textbook
example of origin use of data exchange between third party devices and Microsoft Win-
dows application with OPC technology. This service is often used for getting machines
data to HMIs and SCADA systems [23]

Kawasaki Robotics (Japan)

Kawasaki Robots does not have their own OPC server product. But there are third party
service that provides OPC Servers. One example of these third parties is Takebishi
which has DeviceXPlorer OPC Server. DeviceXPlorer OPC Server can create a connec-
tion with Kawasaki robots [24], [25]. Kawasaki also has collaborations with Visual com-
ponents. Visual components offer connectivity addon K-Roset which connects Kawasaki

robot controller to Visual component’s simulator [26].

Universal Robots (Denmark)

Universal Robots (UR) offers OPC UA client/server features without need of extra hard-
ware. It allows data exchange on networks between other OPC devices and transforms
data suitable for devices to UR robots or other way around from robots to other devices.
UR’s OPC UA client and server code is based on open62541 source code and is com-
patible with VDMA’s (Mechanical Engineering Industry Association) and OPC Founda-
tion’s OPC UA models. [27]

Intuitive Surgical (USA)

Intuitive Surgical develops robots for surgery and focuses on surgical operations. Hereby
Intuitive Surgical does not use OPC UA with their products, which is understandable

because OPC UA is mostly used in factories and industry. [28]

Boston Dynamics (USA)

Boston Dynamics is known for Spot and other agile robots. For example, Spot offers
application programming interface (API) which includes all key values and features for
monitoring. Boston Dynamics as Intuitive Surgical don’t focus on industrial SCADA sys-
tems and for that reason too there are not OPC UA certificates made yet. Even though
Spot is not used fetching data from PLCs and sensors it can be used for monitoring
different conditions of factory. Spot can be harnessed with devices that survey the sur-
roundings. For example, camera for leak formed ponds, microphone for air leaks or ab-

normal sound of the machine and thermometer for offset temperatures [29].



20

Omron Robotics (Japan)

Omron has its own controllers that have built-in OPC UA server. Those are NX102 Ma-
chine Controller [30] and NJ5 Series Machine Automation Controller. The key benefits
for this addon are to facilitate communication from field level devices to IT systems, pro-
tecting data with encryption and access control and simplifying system by removing the

need of middleware PCs by using the commonly implemented standard [31].

Geek+ (China)

Geek+ focuses on warehouse and logistic services. Geek+ has its own APl and SDK
(Software development kit) therefore they don’'t have OPC UA connections built up.
Geek+ devices use their own software which includes features which are often made
possible by OPC UA. [32]

At table 3 is a collage of above robot manufacturers including tabulating the support for
OPC UA communication and does the manufacture offer their own OPC UA software or

does they use third party software for the OPC UA communication.

Robot manufacturer | OPC UA possibility Own OPC UA soft- | 3rd party soft-
ware ware

Fanuc X X

ABB X X

KUKA X X

Yaskawa Electric X X

Kawasaki Robotics | X X

Universal Robots X X

Intuitive Surgical

Boston Dynamics

Omron Robotics X X

Geek+

Table 3. The collage of robot manufacturers preparedness for OPC UA.

3.1.2 OPC UA usage with PLC
Just like with robot vendors, here is a list of major PLC (Programmable Logic Controller)
manufacturers worldwide. These companies produce PLCs for small automation sys-

tems to large-scale industrial control systems.
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Siemens (Germany)

Siemens have strong collaboration with OPC, and they have been using it from the early
days of foundation of OPC standards. Nowadays Siemens is using OPC UA at every
possible level of automation pyramid, from PLCs of control level to upper levels of
SCADA, MES and ERP [33]. They have also connected their system to cloud level with
OPC UA. For example, Siemens have OPC UA implementation on SIMATIC series

which origins are set in late 1950s [34].

Rockwell Automation (USA)

Rockwell is one of the automation vendors who developed OPC (Microsoft Object Link-
ing & Embedding for Process Control) in the 1990s, so they have deep trust in OPC
communication technologies. They have implemented OPC UA server functionality at
least into ControlLogix and CompactLogix controllers [35]. Depending on the controller
feature, controller can support various numbers of OPC UA nodes, for example Control-
Logix 5570 feature 1756-L83E can support 600 OPC UA nodes and feature 1756-L85E
can support 15000 OPC UA nodes [36]. Users need to determine the scope of the sys-

tem and select the appropriate features to avoid additional costs.

Mitsubishi Electric (Japan)

Mitsubishi Electric has developed its own OPC UA module. It holds an embedded OPC
UA server which is suitable for MELSEC iQ-R Series. Deployment of the module is
straightforward, the module can be installed straight to the base unit, and it integrates
the server directly into the hardware. Module’s OPC UA server software settings allow
users to determine security policies, for example encryption method, signature settings

and requirements of authentication. [37]

Schneider Electric (France)

Schneider Electrics offers EcoStructure OPC UA Server Expert software which enables
OPC UA compliance on Modicon devices. Supported devices are Modicon PLCs (M340,

M580) and Modicon Process Automation Controllers [38].

Omron (Japan)

Omron’s Sysmac is a machine automation platform. Sysmac’s specialty is the one ma-
chine controller. One NJ or NX-series controller offers complete control over entire ma-
chine and makes seamless integration between logic and movement [39]. As an exam-

ple of thesis subject, Nj5 Sysmac controller has an OPC UA functionality [40].
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ABB (Switzerland)

ABB offers their own AC500 series, which is a scalable PLC solution for system. AC500
series supports OPC UA for their data exchange [41] and ABB has its own drivers for

OPC UA servers and clients.

Hitachi (Japan)

Hitachi has a HX series which is Programmable Automation Controller System (PAC
System). PAC systems can be considered modern industrial controllers, because they
have PLC and IPC (industrial PC) functions. All HX series models have OPC UA server

feature available as a default. [42]

Beckhoff (Germany)

Beckhoff has been a member of OPC foundation since 1998 and has used plenty of OPC
UA in their products since the early days of OPC UA. Their first product used OPC UA
in 2006 and they got their OPC UA Certified in 2007. Beckhoff provides its own TwinCAT
OPC UA server, OPC UA gateway and OPC UA client [43]. Beckhoff is also interested
in developing Field Level Communication (FLC) with OPC Foundation. FLC’s goal is to

improve communication between controllers among other machines. [44]

Panasonic (Japan)

Panasonic has its own FP OPC Server [45]. It is developed for data exchange between

Panasonic FP series PLCs and other devices with OPC UA connectivity.

Delta Electronics (Taiwan)

Delta Electronics has devices for versatile and flexible solutions for industrial automation
equipment. As an example of Delta Electronics device, AX-3-series is Codesys program-

mable and it supports several data exchange protocols including OPC UA. [46]

Yokogawa (Japan)

Yokogawa has developed two autonomous controllers for network-based manufacturing
solutions. Those controllers are Field Control Node (FCN) and Field Control Junction
(FCJ), and they are part of STARDOM series [47]. Yokogawa has built STARDOM
FCN/FCJ OPC Server for Windows [48] and it is used for transforming data from con-
trollers, for example FCN-500.
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Emerson (USA)

Even though PLCs are simple and working solutions, PACs are more competitive and
advanced technology [49]. Therefore, Emerson has developed its PACSystem control-
lers for example PACSystem RX3i CPE330 controller which offers a support for OPC UA

non-transparent server redundancy [50].

B&R Automation (Austria)

B&R Automation has completed OPC Foundation’s certification process and has built-in
possibility for OPC UA client or server for every PLC it produces [51]. This OPC UA
completeness allows fluent communication vertically in automation pyramid, from
SCADA, through MES (Manufacturing Execution Systems) to ERP (Enterprise Resource
Planning) systems. Not forgetting horizontal communication between PLC to PLC. An
example of B&R Automation’s PLC is X20 series which is prepared by support of OPC
UA over TSN (Time Sensitive Network) [52].

Kovyo (AutomationDirect) (USA)

Koyo Ethernet protocol is their own presented communication protocol, and it is connect-
able with OPCTechs Ethernet OPC server [53]. Koyo’s PLCs, for example, DO-06AA can
be connected with OPC UA with ethernet communication module HO-ECOM and there-
fore, Koyo’s PLCs have support for OPC UA [54].

3.1.3 OPC UA usage at manufacturing
The list of vendors on factory automation systems is wide. Therefore, it is essential that

there is reliable communication between devices of different manufacturers. [55]

Above there is a listing of different manufacturers of robots and PLCs. But when thinking
in general about manufacturing, at the base level of fitting things together there must be
connectivity and interoperability and that is where OPC UA comes into table. In theory it
is possible to build plants with one or two vendor hardware and software, but often it is
not the case. When it is required that different parts of the system must have seamless

connectivity there must be standards and agreements in interfaces and languages.

There can be several equipment vendors at the same lineup. The conveyors, smart stor-
age systems and robots can be all from different manufacturers, but if their controlling
system speaks the same language they can work together without significant problems.
Often this common language is OPC UA based communication. As long as each device
is connected to OPC UA server, the control and monitoring of the system can be trusted,

and users can verify that interoperability is successful.
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To ensure efficient and consistent production the control system requires real-time data
and enough computational power. To allow control systems to get real-time data the well
functional data acquisition is demanded. OPC UA offers quick data acquisition by its
public-subscribe-based communication between clients and servers. Sometimes when
the system is large enough, the message-oriented middleware is recommended. It can
reduce the amount of data moving on buses and helps to avoid latency. To avoid redun-
dant data exchange, the middleware can be equipped with an ability to filter immutable

sensor values which reduces the amount of required data exchange.

The core of OPC UA is data access which comes hand in hand with monitoring. OPC
UA has built-in access to real-time and historical data which both can be monitored from
HMIs. The monitoring system can track values and trigger alarms if values go outside of
threshold. There can also be more advanced data tailing, for example if at given time the
data value trends indicate alarming behaving it can also trigger an alarm. Or if there is
no automated tracking system for trends the data can be shown on chart and the person

working in monitoring room can see the situation and fix the controls.

As was mentioned above about alarming behavior on data trends, there is a possibility
that it might not be able to be fixed with control settings it can be a sign for requirement
of maintenance. For example, if vibration or noise levels differ from normal levels, it can
be sign that a part of machine can be worn out or is about to break down [56]. When the
worn-out parts are noticed before they break, it usually offers a possibility to save a lot
of money and resources on maintenance and enables the production planner to take the
delay caused by maintenance into account. Also, often when part of the device breaks,
it might cause additional damage to surrounding parts of the same device. Another ex-
ample of the benefits of monitoring the changing values of items requiring maintenance
is the risen pressure values of compressors with dirty filters. The compressors need to

do more work, and this can be seen as a higher use of energy [57].

The level of predicted maintenance depends on the number of variables to be monitored
and controlled. The system must be taught to understand patterns and analyze the data
to detect potential failures. The condition monitoring can be separated from the system
control and monitoring so the HMIs would not get too stuffed and thereby too complex to
read. The separation can be to a different screen or to a different team. With larger sys-
tems there are different teams of employees for monitoring process control and main-

taining equipment and devices.

OPC UA has the ability to log data and do analysis, the status of the system’s state on

each stage of the product is recorded in a log. If defects are noticed at a later stage, they
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can be traced using the log and checked to see if products made at the same batch have

the same quality problems.

Manufacturers can use OPC UA to connect factory’s devices with cloud services. (AWS,
Azure, Siemens Mindsphare). Cloud services are utilized to get more computing power
for more advanced analytics and optimizations. Cloud connectivity can also be used for
remote control and cloud-based storage. There is also a possibility to use edge compu-
ting. It means that there is additional computing hardware distributed around the area.
This can reduce the need for data transfer from every sensor to main control and com-

puting centers.

3.1.4 OPC UA usage at Industrial internet of things

The difference between IoT and lloT is indeterminate. Basically, both mean the same
thing, when talking about lloT it only means devices that are used with in industry. The
purpose of lloT is to connect sensors and devices into the same network which can be
connected to cloud systems. Getting in touch with cloud systems allows users to benefit

from cloud computing, edge computing, artificial intelligence (Al) and big data analytics.

Cloud computing allows systems to use external computing hardware for analytics and
other computing. It also gives access to cloud base storage features that can be used
alongside or instead of on local storage as figure 7 shows. With edge computing the

computing or storage hardware is planted physically closer to the device that needs it.
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Figure 7. lllustration of lloT architecture

When Internet connection comes to table with sensitive industrial systems there are new

threads with field of cyber-attacks. Information technology (IT) is used with basic office

tools such as email, finance, human resources and other applications with cloud and

data center. Operational Technology (OT) is used with SCADA systems, PLCs and other

industrial control systems and with computer numerical control (CNC) [58]. IT can be

seen as the center of organizations’ front-end informational activities and OT as back-

end production as it is used with machines.

IT devices are easy to maintain, and their lifespan is short compared to OT equipment.

OT devices need to operate continuously and control other devices without failure. Just

because having a cyberattack into OT system might cause huge financial losses and in

worst case scenario puts human lives in danger, the security is in a key role. [59]
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OPC Foundation and cloud providers like AWS, Google Cloud, Alibaba Cloud, Microsoft,
Huawei and SAP have been making collaboration [60]. By moving outside of local net-
work, the cyber risks rise, and OPC UA'’s built-in security methods come into play. OPC
UA uses Transport Layer Security (TLS) and Advanced Encryption Standard (AES) en-
cryptions to ensure safe communication between devices [61]. Each message is en-
crypted and signed which offers a certainty that the message is not modified or manipu-

lated during transmission.

In addition to encryption, OPC UA has strong authentication methods, like password
protected user accounts and certificates. There is also a possibility to restrict rights to
write, read, get access to or to control data or system. OPC UA communication is very
firewall friendly which eliminates the need to reduce firewall settings. OPC UA follows
the “zero trust” principle which requires authentication and authorization from every con-
nected device whether the connection comes from inside or outside of the network. This
offers great defense against network invaders [62]. OPC UA follows series of cyberse-
curity standard IEC-62443, which is used with automation and control systems at oper-

ational technology [63].

3.1.5 OPC UA with predicted maintenance

Maintenance plans can be separated into three sections as figure 8. At the bottom of the
maintenance pyramid is reactive maintenance, it means that when something breaks
down, it will be fixed afterwards. There is no anticipation for the maintenance. This allows
consumable parts to be used up. Reactive maintenance is usable when the worn-out
parts won’t break anything else from the machine or won'’t lead to dangerous situations.
The middle of the maintenance pyramid is predictive maintenance. It means that mainte-
nance is scheduled either tied up to date or to driving time. The idea of maintenance is
to avoid breaking down the machines. If the machine breaks during the use, the repair
costs might be higher, or the machine can break down beyond repair. Functional ma-
chines increase equipment’s lifetime, improve safety and decrease unwanted production
stoppage. These are the reasons why machines should have their preventive mainte-

nance. [64]
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Predictive maintenance

Preventive maintenance

Reactive maintenance

Figure 8. Maintenance pyramid

At the top of the maintenance pyramid is predicted maintenance and, in this section,
focus is at it. At the predicted maintenance device’s current conditions are monitored
continuously. Instead of changing parts of the machine before they are worn out, the
constant monitor of the machine’s operation and more specifically focusing on the states
of phenomena. The maintenance can be scheduled at the near end of consumable part’s
life which gives the maximum benefit of the part. Preventive maintenance allows longer

planning schedule which can be very important for plants.

One side why predicted maintenance can be better than preventive maintenance is that
parts can wear out faster than expected and this can cause changes in how the machine
runs. This is where OPC UA can be utilized, by monitoring the measurable conditions of
the machine, like temperature, power consumption, volume, vibration or movement and
by comparing them to normal behavior the system or the monitor room worker can notice
the deviation. Predicted maintenance’s popularity is rising because sensor technology is
getting better and cheaper. Also, pattern recognition is getting better and more advanced
phenomenon tracking is possible. A well-trained maintenance program brings credibility
to service providers and at the same time gives them possibility to use tools and parts

longer, which can be very profitable for provider.
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3.2 OPC UA service providers

Because every manufacturer does not have their own OPC UA software, there is also a
possibility to use third party service provider, for example Unified Automation, Prosys
OPC, Softing industrial automation, Matrikon, PTC, Takebishi, Rocketfarm and Cognite.
Platform independence attracts also non-industrial applications developing so the field

of market is larger and selection of providers is wider.

First there is an example of visualizing tag values with Unified Automation UaExpert cli-
ent. UaExpert is free and easy to use for fletching servers and showing tag values on
screen. Example’s servers are Python server and UaAnsiCServer. The python server is
the same which is used in server-client project later in this thesis and can be studied
from Program 1. UaAnsiCServer can be downloaded from Unified Automation download
section [65]. Servers can be added to UaExpert by clicking Servers and choosing “add”.
After that, the user needs to navigate to an advanced section and type down the endpoint
URL of the server. Users can also set configuration name for the server. Previous steps

are highlighted in figure 9.

v
] wii [l Add Server ? X =
Configuration Name @PythonServer
% ¢ =
U L [E] [E r‘ o [: PKI Store Default v
Project & % Dtz Access View 8 %
Discovery Advanced
v 3 Project # Server Node Id P o
~ ’ Servers 1 @UaAnsiCServer  M54|String[Deme.... B Server Information
2y @UaAnsiCServer
v [ Documents Endpoint Url opc.tep://127.0.0.1:1234]
D Data Access View Reverse Connect [:]
Security Settings
Security Policy None v
Message Security
Mode tone e
Authentication Settings
Address Space g X © Anonymous . 2 &
# No Highlight ~ B v [+]
> @ DateTime - G 2 rget Displayhame
> @ Double * Password
> @@ ExpandedModelc
» @ Float _ Certificate
@ Guid \
> @ Intls Private Key
@ Int32 ) )
S @ ntd Session Settings
> @ LocalizedText Session Name
> @ Nodeld
Leg | | g x
% B
Timestamp Source Server Message
_______ o e Sieen v PR an oL e s
28.4.202516.58 DiscoveryWidget Discovery FindServers on op{ (1] Connect Automatically
28.4.2025 16.58 DiscoveryWidget Discovery FindServers on opy cancel
28.4.2025 16,59 DiscoveryWidget Discovery FindServers on opy

Figure 9. lllustration on how to add servers to UaExpert client.

UaExpert’'s and Prosys’ products can be used with small DIY projects, but they also offer
considerable services for more professional use too. Like other service providers most

of them offer SDK sets for different manufacturers’ products and others offer SDK sets
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for common programming languages to help implement communication technology into
systems. UaExpert, for example, offer SDKs for clients and servers for C++, Ansi C, .Net,
Java and Delphi [66].

Comparing language-based SDKs to Softing Industrial selection, they offer dataFEED
packages for given manufacturer products. Those packages allow fast and convenient
access to the system and its controllers. Examples of these kinds of packages are OPC

Server for Mitsubishi, Rockwell and Siemens. [67]

Matrikon is a good example of an older and firm software and driver provider. They offer
certainly an encompassing set of every possible tool for OPC environment [68]. There
are several tools for gateway, brokers, adapters, tunnellers and many more for data
management. There is own section of tools for analytics and archiving. And other im-
portant items like OPC servers, test tools, data connectivity devices and security gate-
ways. Matrikon won Control magazine Reader’s Choice Awards at 2010, 2011 and 2012

[69], and has succeed in same competition in 2023 too [70].

The top 5 list of applicants in previous competition of Application software OPC Connec-
tivity in 2023 [70] are following: PTC, Matrikon, Siemens, Emerson, Rockwell Automa-
tion. PTC provides Kepware, which is an industrial connectivity solution. It can be used
for connecting legacy OT devices and software applications. Kepware systems are flex-
ible with drivers and protocols and provides working system with different mixture of

those under single server [71].

Emerson has three OPC UA solutions, DeltaV, Ovation and AVENTICS. AVENTICS of-
fers pneumatic solutions [72], and Ovation is used with power and water industry opera-
tions [73]. DeltaV is used for industrial automation solutions and therefore is the most
essential Emerson’s solution for this thesis [74]. All three solutions use OPC UA technol-
ogy. AVENTICS uses OPC UA for machine diagnostic, Ovation uses it for real-time data
monitoring and control and DeltaV data exchange between devices and external sys-

tems.

Rockwell Automation’s FactoryTalk Optix offers a platform for OPC UA system. Facto-
ryTalk Optix includes server and client features with OPC Certificated security standards.
Users can build their own user interfaces and add variables and objects of physical items
like containers and non-physical items like alarms. Variables represent real objects and
show their measurable values. Users can also add runtime method types and graphics

objects. User can determine logic by using C# and add it into system. [75]

Takebishi is first company that introduced OPC Server at Japan. Their OPC Server prod-

uct is called DeviceXPlorer OPC Server. Like several other third-party service providers



31

Takebishi also offers the possibility for connecting different manufacturers’ products into
the same system. They promise interoperability with over 400 series from 100 manufac-
turers focusing on PLCs, robots and process machines. Takebishi offers multilingual dis-
play, there is an opportunity to change display language from English to Japan, Korean
and Chinese. Another worth mentioning variant of DeviceXPlorer is that it works very
efficiently with Japanese and Asian industrial equipment for example Mitsubishi Electric,

Yokogawa, Keyence and Fuiji Electric. [76]

Norwegian Rocketfarm has URCap as OPC UA platform. URCap is mainly developed
for extending UR (Universal Robots) products’ functionalities and to offer data exchange

possibly using OPC UA protocol. URCap follows VDMA'’s compliances. [77]

Cognite is a SaaS (Software as a service) provider. Their product is called Cognite Data
Fusion (CDF) [https://docs.cognite.com/cdf/], and CDF has an addon called Cognite
OPC UA Extractor. Extractor reads time series, events and variable information from
OPC UA packages and copies the OPC UA hierarchy to CDF, which shows the data to
the user. [78]

3.3 Popularity and trends with OPC UA searches

Google trends is Google’s website that is used to search for the popularity of search
queries. It offers a comparable amount of Google searches with given search queries.
Here are some estimates of how popularity of the usage of OPC UA technologies has

raised according to Google trends by searching with given search queries.

The chart presents the popularity of the search query in given period and those are pro-
portional to the highest amount of searches. Scale’s value 100 is at the time when the
search query was most popular and 50 is the time when there has been half of the
amount of most popular time. Scale offers value 0 when there is not enough information

about the search query.

According to Google trends, the popularity of technologies which are dealt with in this
thesis are rising. At the beginning there is chart in figure 10 of the popularity of OPC UA.
The amount of the raise indicates that the awareness and usage of OPC UA systems is

growing.
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Figure 10. Trend curve of OPC UA

The amount of “Industrial robotics” as a search query is rising, but there is not as steep
trend compared to other charts this can be seen in figure 11. This indicates that even the
industrial robots are not a new thing even though the number of industrial robots has
risen in recent years. International Federation of Robotics (/FR) verifies this claim figure
12, there has been 10% increase in between 2022 and 2023 [79].
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Robotics Tomorrow article assumes that covid-19 was a major reason why manufactur-
ers wanted to invest in robotics [80], because the world’s situation caused problems with
human work power and availability. The steady rise of industrial robots in figure 12

speaks for it.



33

IFR Operational stock of industrial robots - World
International
Federation of 5
Loberios 1,000 units +10%
3,479
2,737
1,838
'
2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
Source: World Robotics 2024
Figure 12. Trend of rising number of industrial robots according to IFR.

Unlike other trend searches, “OPC UA” has been added to PLC search query in figure
13 because how the technology is used. OPC UA is closely connected to control systems
and other data acquisition which leads to the fact that it can be paired with PLCs but not
straightly to, for example industrial robots. From OPC UA PLC chart the trend is clear,
after the search query become significant it has been rising since then. The rise in pop-
ularity can be explained as the rise of meaningful use cases and the evolution of PLC
technology.
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Figure 13. Trend curve of OPC UA PLC.

Technology evolves and electronics become smaller and cheaper, which can be seen at
the popularity of IoT and therefore at the popularity of [loT. lloT and loT are in the same
chart so the rise of popularity can be compared easier. Their trend’s popularity search
has been created separately because loT is significantly more popular search quote
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compared to lloT. But the trend curves have similarity in terms of shape. loT has risen
earlier because the level of reliability required with home loT is less significant compared
to devices on lloT. Industrial sites cannot lean on devices with debatable functionality or
security, that is the reason why the rise of lloT follows further. The popularity of lloT and
IoT has been very high in past years which suggests that utilization rate and demand

have been rising too as figure 14 shows.
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Figure 14. Trend curve of IloT and loT

As earlier mentioned in chapter OPC UA with predictive maintenance, the ability to ob-
serve and find patterns on machines’ statuses has got better and therefore more trust-
worthy. It has led to the rise in demand for the service which can be seen on a rising
trend of search quotes in figure 15. Predictive maintenance as a search quote has had

its peak lately and the popularity of it has been significantly higher than earlier.
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Figure 15. Trend curve of Predictive maintenance.
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4.OPC UA CLIENT - SERVER PAIR AND MONI-
TORING PLATFORM

4.1 Introduction to the project

There is an example project on how OPC UA can be used. In this chapter there is an
explanation of how the project is built, what platforms can be used and what it looks like.
In this example there is a python OPC UA server which makes the connection to Ignition
Gateway and generates a signal to be transfer from server via gateway to client. The
HMI client is created by Inductive Automation’s Ignition platform [81]. The data of the
signal is expressed in different ways on HMI by using several components of it. There is
an illustration of how the project’s parts are connected to each other in figure 16. The
gateway is connected to everything and manages communication between other parts.

More detailed information about each piece’s actions is determined in this chapter.

Sample_SQLite_Database
e

——
Ignition Gateway u

Python Server

S
\

Monitoring Client

Figure 16. Diagram of the project.
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4.2 Setting up the OPC UA server with python

At program 1, there is a screenshot of the python script of the server. As the program
shows the project uses three packages, opcua [82] and NumPy [83]. The first one is
used to obtain the features that are required to set up the basic OPC UA server and
register the namespace into it. Second one, time is used at the end of the script line 39
to create a waiting period between each loop. And the third and final library is NumPy,
which offers numerical computing tools. NumPYy is used for creating stepfunction, getting

pi and calculations for square wave.

The setting up starts by defining variable server into Server function and server_url var-
iable to wanted port’'s URL (Uniform Resource Locator). This is followed by setting end-
points to defined server. After the setup, the namespace for the node is registered. This
is made by giving name for the namespace and adding it into server's namespace reg-
ister function. After that the node is handled and there will be an object added to it. In
this case the object is called “Signal’. The variable “var’ is used as Signal’s Stepfunc-

tion’s variable and at the begin its value is zero and it is set to be writeable.

After this, there are couple variables for computing square wave and data structure t to
get evenly spaced value from given set points. After that the data structure square_wave
is made for saving the values into. When the data structure is ready the computing be-

gins.

After these preparations the server can be started. Try-Except structure keeps the server
running until it interrupts. Inside of try-except, variable var sets new values into itself form
square_wave’s i-th value and keeps the value of i running cyclic. After each loop sleep

function slows it down so the change of the tag’s value is more easily seen on HMI.
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time

numpy np

param.add_variable(nam

writ:

frequency =

N
t np.Llins

* np.sin(2 % np.pi * k # frequency * t)

Program 1. Python script for OPC UA Server.

4.3 Managing the client

In this example, the Inductive Automation’s Ignition platform offers OPC UA client soft-
ware. Ignition’s trial version is free to use but it has a time frame of two hours per run
and the time can be restarted by restarting the gateway. The homepage of ignition gate-
way can be seen in figure 17. The URL is visible, and it shows that the system is running

locally. There are also the most important tools of it visible, link for designer, activating
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Ignition gateway and config menu. Designer is used for creating and designing the HMI

and config menu is for settings.

<« C ® localhost:8088/web/home?11 w i} 0

/' Ignition-KalloPC Log In=

\ / Help @ Get Designer

ﬁ # Home > Get Started

Home | Trial Mode Activate Ignition

WELCOME
Meet Ignition

Figure 17. Homepage of ignition gateway

To initialize the connection with client and server, user must navigate to configuration
page and OPC connections. From there user can create new OPC connection by press-

ing the link “Create new OPC Connection...” which can be seen in figure 18.

Trial Mode 1:38:41 We're giad you're test driving our software. Have fun.

Figure 18. Shows the OPC Connections of the gateway.

After choosing OPC UA — “Connect to device or server that supports OPC UA” and going
forward at configuration, platform asks for endpoint URL. The given endpoint URL must
match the server_url from program 1. After it, the user chooses server from list and can
choose security policies and modes. When this configuration is finished and user clicks
“Create New OPC Connection”, the Figure 18’s list of OPC Connections should be up-

dated with lastly created connection as seen in Figure 19.
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Read Only Status

false

Figure 19. Successfully created new OPC Connection.

4.4 Creating HMI with Ignition Designer

There is a walk through how to use Ignition Designer and which components are required
to and used in this assignment. Ignition Designer is a platform which allows users to
create their own HMI client. First step is to download Designer from Ignition’s homepage
as seen in figure 17. After downloading, the user can open Designer launcher and
choose gateway to use to open or create new project in Designer as seen in figure 20
and 21.

Ignition Designer Launcher - O X

+/ My Designers @ About £ Settings

is = Filter Designers Al Favorites

Ignition-KalloPC

http://localhost:8088

W

Edit Add Designer Open Designer

Figure 20. Homepage of Ignition Designer Launcher.

In figure 21 is an interface where user can choose existing projects to open or create
new one. In this example samplequickstart is suitable for the assignment. User can im-
port already existing projects by pressing “Import Project” and can continue the develop-
ment of that project with different device.
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Ignition-KalloPC — Open/Create Project X

Ignition‘célesigner
: 2 Import Project

Name Title Inheritable Inheritance Hierarchy Actions
samplequickstart  Sample Quick Start false OPEN ®
Figure 21. Interface of Designer Launcher after choosing gateway.

The most important tool of designer in this assignment are tags. At Program 1 the initial-
ize of data structure, register_namespace, add_object and add_variable are used at this
point of assignment. By navigating into Tag browser within Designer users find the drop-
down menu from the Plus sign. From the drop-down menu “Browse Devices” can be

found and clicked. This can be seen in figure 22.

Tag Browser al o X
+ -| Q < | sample_Tags v|3:-
Hii Browse Devices... UDT Definitions
o) New Data Type value
B New Folder
%  Data Type Instance
¥  New Standard Tag
| M Sine !
i ValueSimulation
i Writeable
Figure 22. Tag Browser and the path where to Browse Devices is found.

By navigating at the list into server that was initialized on OPC connections in figure 19,
in this case FreeOpcUa Python Server and choosing the object “Signal’ and under its
variable “StepFunction”. By dragging and dropping this variable into the tag list on the
right and clicking apply and ok to verify it, it can be seen afterwards at the Tag Browser

list. The path for the above is shown in Figure 23.
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&# Connected Devices - [Sample_Tags] X

Connected Devices

Add tags from the Connected Devices into the [Sample_Tags] provider.

OPC Browser For Provider [Sample _Tags] - Tags
IF- o b + -
¥ = FreeOpcUa Python Server 8
b I Server b
~ @ Signal ,
P stepfunction ____ {

w

b £ Ignition OPC UA Server
) = SimulationServer@LAPTOP

=
Import Details
0 Tag(s) staged for import.
£ *
Figure 23. Instructions on how to add variables into the tag list.

After adding variables into the tag list, it is time to change property settings of the new
tag by double clicking it and doing the following changes. These changes are highlighted
in Figure 24 Data type to double, history to enabled and storage provider to Sam-
ple_SQLite_Database. Database saves values into log and offers the ability to read his-
torical data of the system. Because stepfunction value is decimal number the variable
data type needs to be double to show more exact value. History needs to be enabled so
the program can plot the data on chart and the storage needs to be determined so the
program knows which one is used in this situation. Alarms are also highlighted because
those are used in this assignment.
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Highlights to properties which are targeted in the assignment.
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Ignition Designer has several types of tags. Two different kinds of tags are used in this

assignment, OPC tag and memory tag. OPC tag as the name indicates, takes the value

from OPC connection and memory tag’s value can be set up. Memory tags are used in

this assignment as the high and low threshold levels for alarms. They can be created by

clicking plus-icon at Tag Browser at Figure 23 and setting the value source as “Memory’,

data type as “Double” and name and value to fit to the purpose as Figure 25 shows.
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Tag Editor X
New Ta
9 Alle
Sample_Tags
Categories All Properties
= R —rh f—g
OOEEEE:
O Basic ~ Basic -
% Meta Data Name LowAlarm
12 value Tag Group Default v
Enabled
Numeric frue v
< | » Meta Data
4] Security v Value
[E scripting Value Source Memory hd
& Alarms 2 Double v
O History Value 0.9
» Numeric
/# Custom 5
» Security
» Scripting
» Alarms
¥ History
History Enabled true v .
Figure 25. Example how to initialize a memory tag for alarm.

After setting up the tags it is time to build the HMI. Figure 26 shows where the building
begins. Under “Vision” platform offers a possibility to create new window to add items
like charts and current value icons. The Vision must be used if the user wants to use a

chart-tool to illustrate the data’s curve.

') samplequickstart - Ignition-LAPTOP-KDF2N35K - Ignition Designer

File  Edit View Project Component Alignment Shape  Tools Help

.
CHG | W oalelo-» |- =
Project Browser o - X s
Q- Project Properties .3 vision Windows & Templates L[ Learn More [# Gateway Status

£*) Alarm Notification Pipelines
&% Sequential Function Charts

& scripting Create a New Window
® Perspective

v v

O Transaction Groups | New window{ |

[Z Client Events

+ ™ windows D EI :

» [Z Chartwindow [¥]

%8 Templates Main Window Popup Window Docked Window
3 % Named Queries
3 Reports
Create

Figure 26. Introduction on how to find Vision for new HMI window.
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On the right side of the page is a palette of components to use in HMI. By using a search
bar, the chart can be found easily and added to HMI. Tag can be added into the chart by
dragging and dropping it into it. Alarms can be set up by adding them into tags settings.
This can be done by opening tag editor, seen in figure 25 and opening Alarm category
and adding new alarm from plus sign. By customizing the properties, in this case name,
priority, mode and setpoint the alarm can be added into chart. To get more detailed,
property “Mode” means how the setpoint is viewed. By setting it to “Above setpoint” the

alarm triggers when value passes over the setpoint’s value.

At figure 27, there is also the current value of stepfunction-variable and alarm status
table. Component for current value can be added into window by dragging stepfunction’s
tag on empty place on window and choosing Display and Numeric Label. And the com-
ponent for alarm status table can be found from component palette and using search
bar. After all the components are added into the window, the work must be saved and

merged so Gateway gets the latest version of the window.
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4.5 Summary of the project

The goal of this project was to create a program which uses OPC UA technology for data
exchange between platforms. It started by studying different possibilities what platforms
could be used in it and by testing how the connections work out. The project was not as
straightforward as in this section because here is just the compaction of the results. Be-
hind the covers there were simulators and studying them, testing different platforms for

OPC UA connection, for example Prosys’s products and other tries and errors.

The opcua package for Python and the example code for it were very helpful. Still there
was room for problems and challenges with settings and configuration. Finding out why
and how everything works takes a chunk of time, for example studying how to use differ-
ent platforms and tools and searching for the root cause of each problem. Configurations
with Ignition were a bit tricky, but they offer very comprehensive guide and tutorial page

for their product.
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5.DISCUSSION & RESEARCH RESULTS

5.1 The stable status of OPC UA in industry

In this chapter there is a collection of results on the states of OPC UA in different fields.
The first section summarizes the state of OPC UA on robotics. Next section includes the
current state of art on PLCs, and it is followed by the state of OPC UA on manufacturing.
After that, there is a section about lloT and after it results of state on predicted mainte-

nance.

5.1.1 The state of OPC UA on robotics

By viewing the matrix in table 2 shows that manufacturers which were under the scope
of this thesis have the possibilities for use of OPC UA, if their product is utilized in indus-
try. The manufacturers who lack the OPC UA usage are mainly focused on non-industry
fields. Examples of these are Boston Dynamics and Intuitive Surgical. Boston Dynamics

produces agile mobile robots and Intuitive Surgical focuses on the field of surgery.

An exception to the pattern is Geek+, who develop robots for logistics and warehousing
purposes. They could benefit from using OPC UA technology on their product, but they
have made their own surveillance for their systems which meet the requirements for the
OPC UA.

In general, industrial robots are part of the bigger systems which include other robots,
PLCs and other controllers and monitoring systems which all should communicate with
each other. Functional and quick communication between devices is essential for meet-

ing real-time demands and to run systems efficiently.

5.1.2 OPC UA as the cornerstone of PLCs

For taking account where PLCs are used, the popularity of OPC UA usage with them
can be taken for granted. PLCs are often paired with systems that include SCADA. When
SCADA is on topic OPC technology is often attending with it.

Every PLC manufacturer which was researched during this work had their own execution
for OPC UA client and/or server. There are different solutions to how to implement it into
systems but often the is OPC UA driver block including all the software required for tech-
nology. In some cases, for example Siemen’s Simatic S7-1500 series, the OPC UA is
embedded into PLC block and therefore does not require additional hardware for OPC

UA functionalities.
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As mentioned earlier, the fact that every PLC manufacturer has implemented some kind
of solution for OPC UA usage. It is safe to say that OPC UA has firm stand on the field.
There are also more advanced embedded PCs for control which might take more band
from PLCs in the future. Embedded PCs have more computing abilities and might have

more advanced and faster ways for data exchange compared to original PLCs.

5.1.3 State of OPC UA on manufacturing

In generally speaking manufacturing in holds all other subjects which have been taken
account in this thesis. When talking about big pictures, there are always several device
providers, and all these devices must communicate somehow. This is the reason why

OPC UA is developed in the first place, for better connectivity and interoperability.

When the system is big enough, some kind of middleware is recommendable. OPC UA
has a couple of different middleware solutions to offer, and the user can choose the most

fitting one for the situation.

Usually manufacturing systems have ways to monitor the state of process. OPC UA of-
fers Access to historical data and saving data into log which can be utilized with moni-
toring. Monitoring interfaces can show real-time values of the system and chart of values.
The charts can be used to analyze trends of the values and which directions the process

is heading.

lloT, cloud and edge technologies are nowadays getting more and more popular. OPC

UA's Secure communication and fast data exchange is utilized with these technologies.

5.1.4 State of OPC UA on lloT

One of the key figures of OPC UA is the high-level security. With normal loT devices the
security is not as high demanded as with lloT. On the industry site secured communica-
tion is mandatory so the system can run safely. Often the connections are closed and

they run only locally, the IloT differs from this.

[loT utilizes these OPC UA’s security measures. OPC UA’s message encrypting, signing
and application identification shields communication between all devices of the system.
[loT also benefits from OPC UA'’s fast data exchange as it gets data faster to post-pro-

Cess.
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5.1.5 State of OPC UA on predicted maintenance

The role of OPC UA with predicted maintenance is not as fundamental as it is with other
fields of research. The key for successful predicted maintenance is better pattern recog-
nition and more advanced sensor technology. OPC UA’s role with this is data exchange,
which is important but there are also other possibilities for it too, so it is not dependent
on OPC UA.

5.2 OPC UA’s future features and collaborations

In this chapter, there is mention about what kind of collaboration OPC Foundation do
and what kind of service they are. Because OPC Foundation impacts many manufactur-
ers, there is also an external party which declares technical regulations and standardi-

zation.

5.2.1 Data Distribution Service

OMG’s (Object Management Group) DDS is platform independent and offers real-time
data exchange. OPC UA and DDS are used for solving similar issues, offering commu-
nication for different platforms. Both have their own market focus but there is overlapping,

for example in the field of lloT.

DDS is used with agriculture, autonomous vehicles, energy grids, healthcare, military,
transportation and space [84]. The field of technology’s usage is wide but differs mainly
from OPC UA. DDS creates middleware, DDS Domain which takes data from sensors
and other providers. It labels the data on specific topics and delivers it forward to the

subscribers of the given topic, as figure 28 shows. [85]
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Figure 28. DDS Domain separates topics for data providers and subscribers.

DDS uses QoS (Quality of Service) which means that each part of the chain requires its
own mixture of features and access to data. By removing all irrelevant data and features
from reach, the system can focus solely on what is essential. This way, the speed of data

exchange can be maximized.

OMG and OPC Foundation have planned cooperation with DDS and OPC UA in forms
of OPC UA/DDS Gateway and OPC UA DDS profile. Gateway lets unmodified OPC UA
and DDS applications interoperate. There is pub-sub communication and OPC UA’s
method invocation and address space browsing. With OPC UA DDS profile the goal is
to use OPC UA’s publish-subscribe information model and add DDS’ QoS and configu-
rability for DDS systems. [86]

5.2.2 VDMA

German VDMA stands for Mechanical Engineering Industry Association (Verband
Deutscher Maschinen- und Anlagenbau) and it is Europe’s biggest industrial association.
VDMA admins standardization and technology policies [87]. One example how VDMA is
affecting OPC UA'’s actions is this draft of OPC UA for Surface Technology — General
types [88]. This draft defines common ObjectTypes for certain devices. By using these
object types the applications may define the same objects only once and streamline the

system.

VDMA is not only about standardization, it also provides research and production with

the companies in the network. One well-known output of them is Industry 4. They also
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provide economic data for business planning, supports energy and climate protection
goals, create analyses, comments and discussion of social and economic policies and

other professional services.
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6. CONCLUSIONS AND FUTURE RESEARCH

6.1 Conclusion of results

This paragraph contains a repetition of the previous one but has been added to the au-
thor’'s own thinking into it. This thesis provides a collection of several manufacturers’
interest in the usage of OPC UA with their products. This interest has been adduced by
doing research into each manufacturer’s products and how they have included OPC UA
technology into them. Finding out the trends of google searches at chapter 3.4. also gave

estimates how the popularity of certain subjects has been rising in past years.

6.2 Evaluation of results
1. How commonly is OPC UA communication used with robotics?

Robots are often a part of a bigger entity, especially in the field of industry. Therefore, it
is critical that they have functional and secure connections with other devices on the
systems. Big producers must adopt all the significant technologies of the field and as this
research has pointed out, OPC UA is noteworthy technology on its field. To answer this
question OPC UA communication is heavily used with robots especially in industry, and

entities that have monitoring and PLCs in it.

The robots which lack the usage of OPC UA are not so strictly utilized in industry but
have their own fields, for example surgery or logistics. They have replaced the need of
OPC UA with their own APIls and tackled the requirement of communicating other man-

ufacturers’ devices by producing all services by themselves.
2. What is the state of art of OPC UA at PLC?

When taking account of where PLCs are used, maybe even higher probability than ro-
bots, PLCs are used as a part of bigger system. The requirement of transferring data to
and receiving data from actuators, SCADA or other PLCs is not just a cornerstone of
PLCs it is the foundation of them. By making a summary about PLCs’ readiness with
OPC UA technologies which results was 100% of the sampling, which makes the above

paradigm agreeing the results of research.

OPC UA is not the only data exchange technology on the PLC market, but it really has
its own share of those. It is hard to estimate the amount of how large part of the market
OPC UA has but it certainly is noteworthy because every PLC manufacturer has their

implementation for OPC UA.
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3. How does OPC UA appear in the current state of manufacturing?

Manufacturing has plenty of different devices and service providers. Especially the lower
levels of automation pyramid (Figure 1) include sensors, different controllers, actuators
and SCADA system for monitoring. There are often several different manufacturers, and
their syntax might not match with each other, so having OPC UA between them declines
this syntax error. This all demands quick and secure data exchange in real-time and

there is an opportunity for usage of OPC UA.

OPC UA also provides HMIs for monitoring, which is also an important part of manufac-
turing. Getting reliable data on state of processes and transferring control commands to
actuators allow the smooth operability of system. OPC UA can be used for transferring

data to upper levels of the automation pyramid, to MES and ERP.

OPC Foundation leans strictly on standardization and does cooperation with VDMA (Me-
chanical Engineering Industry Association). They aim to develop public information mod-

els, which help manufacturers adopting OPC UA for their systems.

OPC UA's foothold is firm on manufacturing. Their long-term investment in easier cross-
platform communication has borne fruit and is in use in every section of the manufactur-

ing sector.
4, What is the state of art of OPC UA on Industrial Internet of Things?

Industry 4.0 brought loT and IloT within it and it opened new dangers to the industry.
The networks which closed and only functioned locally opened for internet. This came
up with cybersecurity issues which opens the door for OPC UA. The secure methods
with OPC UA communication defend the systems from unauthorized viewers and van-
dals. Security on the messages is critical for safety and functioning production. There
are other options for delivering messages, but the OPC has a good reputation in industry,

so it is utilized with lloT.
5. Can OPC UA be utilized on predicted maintenance?

OPC UA might be used with predicted maintenance. OPC UAs monitoring and data ex-
change can be utilized with predicted maintenance, but more advanced pattern recogni-
tion might require help from other service providers. OPC UA has the ability for tracking
data values and tricking alarms if the values go through threshold. This kind of tracking
might be enough for some cases, but it probably misses the small trend changes which

differs the advanced pattern recognition from basic model.

A good predicted maintenance relies on modern sensors which allow systems to track

tiniest changes in the states of phenomena. The ability to detect minimal changes in the
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states opens the doors to see the patterns which could stay hidden without sensitive

sSensors.

6.3 Possible development of ideas and needs for future theses

This thesis’ goal has been finding out the current state of art of OPC UA in different fields
of industry. The state of art is changing constantly and the need to repeat this kind of
work might be useful in five to ten years. It might be useful to focus on the cooperative
actions of OPC Foundation and how device manufacturers adapt to the changes. An-

other possible idea is to make a comparison between OPC UA and similar technologies
if any pop up.

Future research could cover the difficulties and problems with OPC UA. Nowadays if the
manufacturer obtains the certification for OPC UA, device connection and implementa-
tion should be straightforward. One topic of these problems might be researched if there
is a difference in obtaining the certificate and implementing systems between bigger and

small providers
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