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Abstract—In this contribution we evaluate the transmission of
confidential information over F composite fading channels in
the presence of an eavesdropper (Eve) who also experiences F
composite fading, in the context of mm-wave communications.
Upon obtaining tractable closed-form expression for the secure
outage probability and the probability of strictly positive secrecy
capacity, we analyze extensively the achievable physical layer
security performance in the context of mm-wave communications.
This is realized with the aid of extensive measurement results
from realistic communication scenarios, which show the behavior
of composite 7 fading channels in device-to-device communica-
tion scenarios. The offered results provide meaningful insights
of theoretical and practical importance that are expected to be
useful in the design of mm-wave based communication systems.

I. INTRODUCTION

The Fisher-Snedecor F composite fading model was firstly
proposed to model a Nakagami-m fading envelope whose
root-mean-square (RMS) power is subject to perturbations
induced by an inverse Nakagami-m random variable [1]. Then,
to ensure stability in the ensuing performance analysis, the
underlying inverse Nakagami-m probability density function
(PDF) from that used in [1] has been slightly modified in [2].
It has been shown that the F composite fading model offers
two noted prominent advantages over many of the existing
composite fading models commonly used in the literature.
This includes the mathematical simplicity of its fundamen-
tal statistical metrics, such as PDF, cumulative distribution
function (CDF) and amount of fading (AoF), and performance
measures, €.g., outage probability and average bit error prob-
ability. Additionally, the F composite fading model provides
the enhanced fit to physical measurement data. Due to these
advantages, the F composite fading model has been widely
used in both conventional and emerging wireless applications,
e.g., optical [3], [4], cellular [4-6], cognitive radio [7] and
vehicular [3] communications.

The effect of composite fading on secrecy capacity was
addressed in the context of conventional radio communications
in [8—13]. For example, the authors in [9] presented analytical
expressions for the secure outage probability (SOP) and the

probability of strictly positive secrecy capacity (SPSC) over
correlated Nakagami-m / gamma composite fading channels
along with a secrecy capacity analysis. Additionally, the
expressions for the SOP and SPSC for F composite fading
channels in the presence of a single Eve were also presented
in [10-13]. However they are limited due to the constrained
consideration of the PDF of the 7 composite fading model in
[1]. Furthermore, all of the expressions presented in [10-13]
involve the largely inconvenient Meijer G-function, which is
laborious in terms of computational complexity and unsuitable
in providing insights on the impact of the involved parameters
on the overall system performance.

Based on the above and given the importance of mm-
wave communications in 5G systems, the present contribution
is devoted in the derivation of novel alternative closed-form
expressions for the SOP and SPSC over F composite fading
channels followed by an extensive analysis of the achievable
SOP and SPSC in the context of device-to-device (D2D)
communications in mm-wave communications. This is realized
with the aid of practical measurement results in realistic
communication scenarios, which provides useful insights on
the suitability of F composite fading in mm-wave communi-
cations and the corresponding physical layer security levels.

II. THE SYSTEM MODEL

Fig. 1 shows the system model of secure date transmission
where a legitimate transmitter (TX), Alice, sends a confidential
message W to the corresponding legitimate receiver (RX),
Bob, in the presence of an eavesdropper (Eve). Alice en-
codes a message block, W = [W(1), W(2), ..., W(i)], into a
codeword, X = [X (1), X(2),..., X(4)], for transmission over
the channel. Bod can obtain information about the transmitted
message by decoding the received signal, Y},, while Eve is
also capable of eavesdropping the transmitted message by de-
coding the received signal, Yz, which are respectively given as
Yar (i) = hag (1) X (i) 41 (2) and Yi (i) = hp(i) X (i)+np(i)
[14], where hj(i) and hg(i) denote the complex channel
fading coefficients from Alice to Bob (main channel) and from



w X
—»| Encoder >gx>

by

» Decoder —»

0

Fig. 1.

Alice to Eve (wiretap channel), respectively. Moreover, 1/ ()
and ng(i) are the zero-mean circularly symmetric complex
Gaussian noise random variables with unit variance of the
main channel and wiretap channel, respectively.

In this study, we assume that both main channel and
wiretap channel experience F composite fading, where the
channel gains remain constant during the transmission of entire
codewords, i.e., Vi € ZT: hp (i) = hy and hg(i) = hg.
Moreover, codewords are independent of each other and
are subject to the average transmit signal power (P), i.e.,
+ Zf\;l E{|X (i)|*} < P. The average noise power in the
main channel and wiretap channel are denoted by N, and
Ng, whereas the corresponding instantaneous signal-to-noise
ratio (SNR) and its average SNR at Bob are given by v,, =
Plhp|? /Ny and 5, = PE{|ha|?}/ N, respectively. Like-
wise, the instantaneous SNR and its average SNR at Eve are
given by v, = Plhg|?/Ng and 7, = PE{|hg|*}/Ng,
respectively. To this effect, the corresponding PDFs of ;s
and g can be expressed with the corresponding parameters
{m s ms,,, Yy + and {mpg, ms,,7, }, respectively, such as
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III. PHY LAYER SECURITY OVER JF FADING CHANNELS

The capacity of the main channel and wiretap channel
are given by Cp; = logy (1+7,,) and Cg = log, (1+7,),
respectively. According to Wyner’s model [14], the secrecy
capacity, Cg, for one realization (v,,,7,) of the quasi-static
F composite fading can be given by C's =Cp—CE, such that

log, (1 + — log, (1 + , >
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Likewise, when Alice sends data at a secrecy rate, R, > 0,
higher than the secrecy capacity, Cj, the target error prob-
ability can not be satisfied. This leads to an outage in the
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System model with a single Eve.

communication between Alice and Bob. Consequently, the
secure outage probability (SOP) (Pyy¢) is defined as

Pyt (Rs) =P[Cs < Rs] =1—-P[Cs > Ry] 4

where P[Cs > R,] is the probability of successful secure
transmission, which after some manipulations is expressed as
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where F, (-) is the CDF of v,,, which is given by
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with () representing the binomial coefficient [15, Eq.
(1.111)]. To this effect and with the aid of [15, Eq. (3.194.3)]
and [15, Eq. (3.197.1)] along with some long but basic
algebraic manipulations, the SOP can be expressed as
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[15, Eq. (9.111)].

In the same context, we recall the case of non-zero secrecy
capacity, also known as the probability of strictly positive



secrecy capacity, which occurs as a special case of the SOP
when Rs = 0, namely

Py=P[Cs >0]=1-Ply, >7,]=1- (11)
Consequently, for the case of F' composite fading channels,

the SPSC is deduced by setting R; = 0 in (7) and (8), yielding
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where
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It is worth ren;arkmg that (7) and (12) are more suitable
compared to the expressions presented in [10—12] because
they are based on the well consolidated SNR PDF of the F
composite fading model in [16]. Furthermore, they are less
complex compared to [10-13], which contain the computa-
tionally cumbersome Meijer G-function. Thus, (7) and (12)
are more useful because they provide insights on the impact
of the involved parameters on the achievable performance.

IV. APPLICATION - D2D COMMUNICATION CHANNELS

A. Measurement System

The hypothetical UE used for the TX consisted of a Hit-
tite HMC6000LP711E module!, which features a +7.5 dBi
antenna in-package. As shown in Fig. 2(a), a single con-
tinuous wave (CW) tone of 50 MHz was feed into a 90°
splitter to provided analogue baseband 1I/Q signal. This enabled
us to transmit a narrowband signal centered at 60.05 GHz
using at an equivalent isotropically radiated power (EIRP)
of +10.9 dBm. The TX module was securely fixed to the
inside of a compact acrylonitrile butadiene styrene enclosure
(80 mm x 80 mm x 20 mm). On the other hand, the hypo-
thetical mmWave UE used for the RX consisted of a Hittite
HMC6001LP711E module?, which also features a +7.5 dBi
antenna in-package. The 50 MHz intermediate frequency (IF)
signal outputted by the RX module was recorded using a
v1.4 Red Pitaya data acquisition platform®. The Red Pitaya
v1.4 contains a 14-bit, 125 Msps analog-to-digital converter
(ADC) which is connected to a field programmable gate array
(FPGA). The FPGA unit was programmed with a custom
direct digital down conversion implementation based on the
embedded software defined radio (SDR) transceiver described
in [17]. This implementation enabled to store the received
signal strength (RSS) data on the Red Pitaya platform with an

Uhttps://www.analog.com/media/en/technical-documentation/data- sheets/
hmc6000.pdf (visited on 08/24/2022).

Zhttps://www.analog.com/media/en/technical-documentation/data- sheets/
hmc6001.pdf (visited on 08/24/2022).

3This is manufactured by Red Pitaya [https:/redpitaya.com/ (visited on
08/24/2022)].

effective channel sampling frequency of 2 kHz and a receive
bandwidth of 86 kHz. The RSS data was then transferred to
a desktop personal computer (PC). More details about the TX
and RX modules are available in [18].

B. Measurement Environment and UE Usages

The measurements were performed in an indoor seminar
room with dimension of 7.92 m x 12.58 m which is located
on the 1% floor of the Institute of Electronics, Communica-
tions and Information Technology (ECIT), Queen’s University
Belfast in the United Kingdom (UK). The indoor environment
featured metal studded dry walls with a metal tiled floor
covered with polypropylene-fiber, rubber backed carpet tiles,
and metal ceiling with mineral fiber tiles and recessed louvered
luminaries suspended 2.70 m above floor level. The seminar
room was unoccupied for the duration of the measurements.
During the measurements, the TX-UE was held at two hands in
front of person A’s body (an adult male of height 1.83 m and
mass 80 kg) to imitate sending a text message or operating
an app. To investigate the D2D channels between the TX-
UE and three RX-UEs simultaneously, for all of the D2D
measurements, person B (an adult male of height 1.68 m and
mass 63 kg), person C (an adult male of height 1.72 m and
mass 69 kg) and person D (an adult female of height 1.65 m
and mass 51 kg) held the respective UE at their head (to imitate
making a voice call), hands and pocket (to imitate carrying
a device), respectively. Another RX-UE was placed on the
desk of height 1.05 m to demonstrate the effect of the user’s
body. Please note that UEs operated by persons B, C and D
are denoted as UE;, UE, and UEj3;, respectively whereas UE
placed on the desk is denoted as UE,.

During the measurements, as shown in Fig. 2(c), UE;, UE,,
UE; and UE, were positioned at the points W (0°), X (270°),
Y (90°) and Z (180°) in the shape of a circle of radius 3.5 m
and they are all stationary. Person A (i.e., the TX-UE) stood
at the center of the circle formed by the RX-UEs and faced
towards each RX-UE, i.e., 0°, 90°, 180° and 270°. Persons
C and D faced towards person A while person B faced in the
same direction that person C is facing so that their antenna
boresight was oriented towards person A. Consequently, the
channel between the TX-UE and each RX-UE is expected
to have three different conditions, namely line-of-sight (LoS),
quasi-LOS and non-LoS (NLoS).

C. Empirical Results

In this subsection, we evaluate the SOP and SPSC for
mmWave D2D communications using channel measurement
data. For simplicity, we only consider the scenario where
person A (TX-UE) faced towards UE4. In the sequel, UE,4 is
considered as Bob while UE,, UE, and UE; are considered as
individual Eve (i.e., a single Eve). We first extracted the com-
posite fading from the channel measurement data for analysis
by normalising all the measurements with respect to the local
mean. The local mean level was calculated by averaging over
a distance of 10 wavelengths. The corresponding parameter
estimates were then obtained using a non-linear least squares
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Fig. 2. Hypothetical (a) TX-UE, (b) RX-UE and (c) four UE usage cases used for the mmWave D2D channel measurements.

TABLE 1
PARAMETER ESTIMATES FOR THE F COMPOSITE FADING MODEL
UE, UE; UE; UE4
My Msg Ve Mg  Msp Ve Mg Msp Ve My Msy T

Facing UE; (0°) 227 764 124 1.11 7.64 140 1.14 997 135 1.10 476 145
Facing UE, (270°) 130 4.89 139 134 642 138 0.90 3.82 1.56 1.63 651 1.28
Facing UE3; (90°) 141 492 139 099 505 148 120 134.15 131 127 584 140
Facing UE4 (180°) 142 406 141 1.12 250 1.68 1.18 4.72 146 436 556 1.25
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Fig. 3. (a)-(c) SOPs and (d)-(f) SPSCs as function of ¥,, and ¥, for mmWave D2D communication channels in the presence of a single Eve.

routine programmed in MATLAB to fit (1) and (2) to the mea- and {mg, ms,, 7.}, for all of the D2D channels are available
surement data. The parameter estimates, i.e., {m,,, ms,,,7,,} in Table I to allow the reader to reproduce their own simulated
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Fig. 4. (a) SOP and (b) SPSC versus 7,, for mmWave D2D channels with three possible individual Eve.

data based on the measurement data presented here.

Using the fading parameter estimates obtained in mmWave
D2D communications channels (see Table. I), as shown in
Fig. 3, we now show the corresponding SOP and SPSC as
function of 7,, and 7. As expected, for all of the considered
channels, as 7, increases the SOP increases while the SPSC
decreases. In contrast, as 7y, decreases the SOP decreases
whereas the SPSC increases. When comparing UE;, UE, and
UEs, as shown in Fig. 4, UE; and UE; constitute greater threat
compared to UE,. For example, when 7,, = 7, = 10 dB,
the corresponding SOP for UE;, UE, and UEj; are 0.7, 0.6
and 0.7, respectively. This is most likely due to the fading
conditions observed in the D2D channels between the TX-
UE and RX-UEs. More specifically, as we can see from
Table I, the composite fading conditions for UE, (mg = 1.12,
ms, = 2.50) are observed to be worse than those for
UE, (mg = 142, ms, = 4.06) and UE3 (mg = 1.18,
ms, = 4.72).

V. CONCLUSION

Novel alternative closed-form expressions for the SOP and
SPSC over F composite fading channels have been derived
in presence of a single Eve. These expressions were validated
through comparisons with numerical results from respective
computer simulations and practical measurements. For the
latter, we considered realistic mm-wave communication sce-
narios, which quantified the suitability of F fading model
in mm-wave communications. Useful theoretical and practical
insights have been deveopled in the context of device-to-device
mm-wave communications. Indicatively, it was practically
verified that Eve (i.e., wiretap channel) becomes a greater
threat as its composite fading conditions are observed to be
better than those for Bob (i.e., main channel).
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