
Distributed Home Automation with Home Assistant
Anders Peter Aavild

Aalborg University
Aalborg, Denmark

aaavil21@student.aau.dk

Aleksander Rosenkrantz de
Lasson

Aalborg University
Aalborg, Denmark

alasso21@student.aau.dk

Christian Moesgaard Andersen
Aalborg University
Aalborg, Denmark

canded21@student.aau.dk

Erik Christensen
Aalborg University
Aalborg, Denmark

erchri21@student.aau.dk

Sergio Moreschini
Tampere University
Tampere, Finland
University of Oulu

Oulu, Finland
sergio.moreschini@oulu.fi

David Hästbacka
Tampere University
Tampere, Finland

david.hastbacka@tuni.fi

Davide Taibi
University of Oulu

Oulu, Finland
Davide.Taibi@oulu.fi

Michele Albano
Aalborg University
Aalborg, Denmark

michele.albano@gmail.com

Abstract
In this paper, we examine implementing distributed home automa-
tion platforms, with Home Assistant serving as a case study. Home
Assistant is an open-source platform that enables users to control
and automate various aspects of their homes. The paper addresses
the platform’s limitations due to hardware constraints, which can
cause performance bottlenecks when many tasks are running at
once, and with a focus on especially intensive tasks. Implementing
a distributed architecture facilitates computational loads across
multiple devices which improves Home Assistant’s capabilities.
Key aspects include establishing a distributed network, configur-
ing communication protocols, and developing data handling and
processing methods. This approach involves working with both ex-
isting and custom-developed components and tools. The achieved
results affirm the potential of a more distributed system in enhanc-
ing the performance of Home Assistant, offering a more scalable
and capable solution for managing and automating various home
functions.
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1 Introduction
Home automation is the process of connecting household appli-
ances and devices to a central system via WiFi, thereby enabling
control of their operation at the desired time and in the desired
manner. As an example, a radiator can be set to turn on automati-
cally based on temperature or time. The systemmay be accessed via
smartphones, tablets, or desktop computers, enabling homeowners
to customize setups for energy efficiency, security, and other fea-
tures. One noteworthy option is Home Assistant, an open-source
platform designed for Do It Yourself (DIY) enthusiasts [2]. One of
its main selling points is that it offers seamless integration and
control of smart home devices, making it an user-friendly option
for home automation.

Unlike other home automation systems like Google Home or
Amazon Alexa [6, 7], Home Assistant is community-driven, re-
lying on user contributions for improvement [17]. Its focus has
been on the interoperability with an extensive range of brands,
making it a champion of interoperability. Home Assistant, though
efficient, often runs on limited hardware like Raspberry Pis, leading
to bottlenecks with heavy tasks [4, 13, 18]. This can cause slow
response times and delays in automations, like smart doorbells or
locks. Properly leveraging available devices is key to avoiding these
issues.

Scaling up computational power can help with bottlenecks. The
majority of modern software is compatible with a range of devices,
including newer models such as the Jetson Xavier as well as more
affordable older options [9]. his has two main advantages: adding
an extra device in the picture does not have to be expensive, and
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extra devices are often easy to come by for most users [14]. This
benefits users like those of Home Assistant, who may add multiple
cost-efficient devices to their deployment.

This paper examines the distribution of computationally demand-
ing tasks in home automation and the extension of Home Assistant
to accommodate this for its add-ons. By focusing on resource uti-
lization, load balancing, and distributed systems, we aim to ensure
that every device contributes to the overall workload. This process
involves offloading resource-intensive tasks and monitoring perfor-
mance metrics across the network. The success of this approach is
measured by improved system performance through computation
offloading and hardware utilization. This enables CPU-intensive
tasks to be redirected without compromising stability, enhancing
system capability, scalability, and flexibility. This benefits both de-
velopers and users in the smart home ecosystem.

The rest of this paper will get through existing works related
to our topic in section 2. We then discuss the Home Assistant
system architecture we propose and the different tools, systems,
and other methodologies involved in the implemented prototype in
section 3. Thereafter, the tests performed, as well as the results are
documented in section 4, followed by a discussion of what those
results mean, as well as what this meant for our expectations, in
section 5. The paper then finishes by concluding on what goals and
objectives were met, as well as propositions for future development
on the product in section 6. 1

2 Related Work
In the field of home automation, systems such as Google Home and
Amazon Alexa utilize cloud servers to process and execute complex
tasks remotely [5]. In contrast, Home Assistant is designed for DIY
and self-hosting, necessitating local distribution.

Although Home Assistant offers robust computational capabili-
ties, such as MotionEye [11], which handles camera streams and
motion detection, it currently lacks support for distributed setups
and advanced tasks like face recognition. A review of the available
add-ons and community contributions has revealed that there is
currently no end-user solution for distributing computational tasks
within the Home Assistant ecosystem.

The use of retained hardware, such as older laptops, can pro-
vide a potential solution for workload distribution. Kahhat and
Williams [10] emphasize that even older computers, particularly
those running lightweight operating systems like Linux Ubuntu,
can still complete significant tasks. The utility of such hardware is
dependent upon its condition and specifications. For example, an
eight-year-old PC with a GTX 1080 GPU, for instance, could still
run modern games as of 2020 [8].

The objective of this work is not to provide a comprehensive
overview of the Home Assistant operating system; rather, it focuses
on a specific component of the system, namely the Home Assistant
hub.

As illustrated in Figure 1, Home Assistant [1] is a highly con-
tainerized framework. The entire Home Assistant hub is deployed
using Docker to containerize the entire system from the host op-
erating system. The Docker Engine, which is operational within
the Docker Desktop environment, facilitates the deployment of

1The system is available as open source at https://github.com/h98h9h9h90k9k0k09k0j
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Figure 1: Depiction of Home Assistant OS

software over either Windows or Linux operating systems. A Vi-
sual Studio extension, namely Devcontainer [15], is employed to
create a portable development environment within Docker. This
method facilitates deployment, enabling the transfer of libraries
and projects from the development machine to the target device.
A second Docker Engine, operating within the Devcontainer, is
responsible for managing the containers associated with the Home
Assistant hub, thereby facilitating communication between them.
The Home Assistant hub typically comprises the Home Assistant
Core, the Supervisor, and a range of Add-ons, which are employed
for the purpose of customization.

The Home Assistant hub has four installation methods2. These
include the option to install it as a Python application, within a
Docker container, across multiple Docker containers, or as the
Home Assistant Operating System (HAOS), which oversees the
entire device.

HAOS is a minimal operating system based on Buildroot, de-
signed specifically to run Docker CE and Home Assistant Super-
visor3. It’s essentially a Docker Engine OS with Supervisor pre-
installed and set to boot automatically. The most critical part of
HAOS is the Home Assistant Core, which manages smart devices,
automation logic, and the main user interface.

As illustrated in Figure 1, another vital element is the Home
Assistant Supervisor, which oversees system administration and
enables the utilization of Add-ons (i.e. discrete applications or ser-
vices that augment the platform’s functionalities). These Add-ons,
overseen by the Supervisor, operate within their own containers
and collaborate with the Home Assistant Core. The Supervisor
engages extensively with Docker to oversee the management of
multiple containers, thereby constituting the application layer of
Home Assistant. This layer enables users to install software such
as custom VSCode, MQTT servers, and other tools.

Supervisor serves as the software manager for Home Assistant,
overseeing pre-installed utilities including an audio manager, DNS,
CLI, and others, as depicted in the left side of Figure 2. Add-ons,
which are more restrictive than standard containers, can be installed
in any quantity and are accessed through the terminal, inter-process
communication (IPC), or web application programming interfaces
(APIs). The Home Assistant Core container, comparable to the one

2https://www.home-assistant.io/installation
3https://developers.home-assistant.io/docs/operating-system
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Figure 2: Our changes to Home Assistant OS

in installation method 2, is reconfigured to operate alongside the
Supervisor in this configuration.

Home Assistant Core operates as the primary hub and local
web server, automatically scanning the network for Internet of
Things (IoT) devices, such as a Phillips Hue Bridge, and integrating
them into the system. The Supervisor enables Home Assistant to
autonomously update itself and manage add-ons, which are Docker
containers that run in conjunction with the Core. Some of these
add-ons are fully isolated servers that are capable of running on
other Docker installations.

While Home Assistant is generally capable of performing well,
depending on the hardware, there are instances where performance
bottlenecks can occur, particularly with heavy workloads. As an
open-source platform, Home Assistant benefits from an extensive
and engaged community. Community discussions frequently iden-
tify the necessity for distributed solutions, yet rarely provide de-
finitive guidance or support for users seeking to offload workloads
or implement fallback mechanisms [4][16]. These community in-
sights reveal both the demand for distribution and the technical
challenges involved.

3 System Architecture for Distribution
In order to facilitate the distribution of add-ons (Docker contain-
ers), as illustrated in Figure 2, we propose a system that supports
the dissemination of both add-ons and their associated workloads.
Docker’s flexibility in deploying self-isolated applications renders it
an optimal choice for this approach. AsHomeAssistant’s Supervisor
is already capable of deploying containers on its Docker installa-
tion, our method builds upon this by enabling the deployment of
containers on external Docker installations that are sufficiently
self-isolated.

Our approach is centered on self-isolated add-ons, such as servers,
that do not necessitate user operation. Through modifications to
the Docker API component within Supervisor, it is possible to es-
tablish connections with disparate Docker installations, facilitating
the usual management of distributed add-ons (e.g., initiation, termi-
nation, and updating). The sole remaining requirement is a primary
connection for Home Assistant, with supplementary connections
utilized for distribution.

The primary Docker installation will be referred to as the Su-
pervisor and the extra external installation as a Pleovisors, since it
takes take of a plethora of different visors.

The additional functionalities for Supervisor comprise the capac-
ity to add and remove Pleovisor connections and to migrate add-ons
between them. This process entails the termination of the add-on

on Supervisor and its subsequent installation and commencement
on Pleovisor. Nevertheless, as Docker mounts local file system data,
the current solution relocates local data into volumes [3], thereby
preventing data from persisting during add-on transfers. Further-
more, system resource access (e.g., DBus) is disabled due to the
inability to guarantee its functionality in external installations.

In order to illustrate our methodology, we developed two Home
Assistant extensions for video processing tasks: one for the primary
device and one for external devices. These extensions facilitate
communication via gRPC. The primary device extension, installed
by the user, contains its own front end for interaction, while the
external device extension is deployed on Pleovisor.

The central component of the primary device extension is the
DistributionManager class, which oversees the management of ex-
ternal devices and task assignments. When a video stream task is
requested, the FFmpegManager class initiates the camera stream
processing.

The network comprises a series of external devices, each of
which is represented by an ExternalDeviceManager. These managers
assume responsibility for the fulfilment of a range of specific tasks
associated with their respective devices. User interactions with the
system are mediated via the FrontendManager class, which presents
a curated list of endpoints pertaining to the web user interface.

The external device add-on is formed of three principal compo-
nents: the gRPC server, TaskManagerServicer, and VideoStream-
erServicer. The gRPC server provides services for task handling and
video processing. The TaskManagerService handles general tasks,
while the VideoStreamerService manages video-specific functions,
including motion detection, face recognition, and emotion recog-
nition. These functionalities are accessible to the primary device
extension via a shared gRPC configuration, facilitating seamless
task completion on external devices.

Development in the Home Assistant developer environment
requires the use of a few software technologies. We conformed
to the programming standard for the libraries of Home Assistant,
since our Pleovisor addition is built directly on Supervisor. We used
Docker, as mentioned in section 3. We selected gRPC as an add-on
for workload distribution because it offers powerful features and
convenience, particularly its support for bidirectional streaming,
which provides advantages over technologies like Websockets.

We implemented a frontend to enable users to efficiently add
and configure external devices without the need to use SSH com-
mands or execute code directly, while also consolidating functional-
ity into a single, accessible, and user-friendly interface. The frontend
consists of two main pages. The first page displays a list of con-
nected external devices, retrieved from the server via a request, and

208



IoT 2024, November 19–22, 2024, Oulu, Finland Aavild et al.

Figure 3: Addon Web UI Frontend page 2

allows to add new devices by entering their IDs and IP addresses.
The second page, shown in Figure 3, is accessible by selecting a
device from the first page, and it allows users to modify distribution
settings, such as selecting the camera to stream to the external
device and choosing the desired processing mode for that device.
There is also the option to view the camera’s output. Furthermore,
a notification field displays alerts from the external device, with
the option to view screenshots triggered by events such as face
detection.

4 Experimental Evaluation
4.1 Setup for testing
The hardware specification for the testing environment is a Rasp-
berry Pi 4 Model B, 4 GB RAM, and a case with an integrated
fan. The device was installed with HAOS, and it represents a non-
specified regular smart home setup. It also generates the camera
output. Our secondary devices, to which we want to distribute
workloads to, is a container on a desktop on the local network with
the following specifications: CPU: i7-7700k, RAM: 16 GB DDR4,
GPU: Nvidia GTX 1080.

Following the initial deployment, relevant workloads were se-
lected for demonstration purpose from the official add-on store.
We then configured the community store to run a demo work-
load, and measured the performance impact on the device. We
conducted performance measurements using the Node-RED add-on
in Home Assistant, a tool for connecting hardware devices and
visualizing workflows and device performance [12]. By configur-
ing Node-RED to operate in conjunction with Home Assistant’s
system performance integration, we were able to monitor essential
metrics including CPU usage, RAM, available disk space, and CPU
temperature through the Node-RED dashboard.

The type of workload that was selected for our first distribu-
tion is graphical processing. Based on the findings from this trial
period, we proceeded to identify practical home automation appli-
cations for the specified workload, with a particular emphasis on
integrating camera feeds with various types of detection. This step
is crucial for understanding how different surveillance scenarios
can be effectively implemented in a distributed system within the
identified constraints.

4.2 Experimental Results
Our goal is to integrate advanced camera features into the home as-
sistant’s ecosystem in a distributed environment. We aim to demon-
strate the versatility and potential of the distributed system over a
non-distributed setup by tracking different use cases. This would
demonstrate the advantages of distribution over smaller tasks that
collectively overload the device.

Figure 4 shows the performance metrics when capturing two
camera streams, revealing substantial CPU usage, prompting further
investigation. As a next step on top of this, we have introduced a
basic motion detection over the camera streams. In Figure 5, CPU
usage and temperature spiked quickly, even on a minimal Home
Assistant setup running only preinstalled processes and the cameras.
This suggests that video processing tasks could significantly impact
the performance of a Home Assistant setup, potentially limiting
the scope of video analysis in larger environments.

Based on these outcomes, we decided to focus on distributing
camera/video workloads, as this would directly enhance Home As-
sistant performance and enable previously unfeasible image anal-
ysis tasks. Our preliminary results towards a distributed Home
Assistant were obtained by executing a face recognition task on the
primary Home Assistant device using a single USB camera, with a
frame rate of 30 frames per second at 1080p resolution. As shown
in Figure 6, CPU usage fluctuated between 73-86

The following results (Figure 7) are achieved by using workload
distribution to an external device where the same camera setup was
used. The primary device’s add-on component captures the camera
stream and transmits data packets containing pertinent frames to
the external device via a gRPC connection. The external device then
performs the same image analysis and responds to the main device
in accordance with the user-defined desired behavior.

5 discussion
The latest round of testing has focused on identifying the essential
procedures needed to streamline distribution operations within the
Home Assistant framework, while also highlighting some signifi-
cant obstacles that do not allow for centralized systems. In fact, a
centralized architecture appears to lead to a high risk of a single
point of failure. Moreover, the tests conducted in Section 4 have
revealed delays and performance bottlenecks, resulting in buffering
during video streams.

There are several areas that require further improvement and
testing. Our plan includes adding support for more types of cam-
era inputs and optimizing the capture and streaming process by
experimenting with different data encoding pipelines and different
camera settings. Another crucial factor to consider is the perfor-
mance of the main device add-on when more complex tasks, such as
object detection or zone monitoring, are introduced. Additionally,
we will assess the ability of the add-on to support multiple external
devices simultaneously, as this may potentially lead to increased
demands on the system’s performance in ways that are difficult to
predict.

Despite these challenges, the test results clearly demonstrate
the benefits of distributing heavy workloads to external devices.
By offloading tasks, we were able to significantly reduce the main
device’s CPU load, and we observed faster response times for face
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Figure 4: Home Assistant capturing two camera streams

Figure 5: Home Assistant displaying the two camera streams with motion detection

Figure 6: Addon running exclusively on the main device

Figure 7: Addon using an extern device to distribute workload to
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recognition. The primary device exhibited lag during the face recog-
nition training process, whereas the external device demonstrated
superior performance with minimal buffering. This outcome is con-
tingent upon the external device’s hardware, which in this instance,
was optimized for graphical input and analysis, thereby explaining
the enhanced performance.

However, there are challenges inherent to developing within the
Home Assistant ecosystem. Updates to the system can introduce
bugs and disrupt ongoing development. For instance, we utilized a
DevContainer (Figure 1) to emulate the Home Assistant OS. How-
ever, it was lacking several essential components that were required
for comprehensive functionality.

We encountered a significant challenge when a Docker patch
prevented access to system log files within the Supervisor contain-
ers, necessitating the use of console logs to track bugs. Furthermore,
each time Supervisor is executed, it scans for updates to all con-
tainers, which led to complications when Rekor, utilized for image
verification, failed due to an outdated URL. The Python Rekor li-
brary in Home Assistant was also outdated, further complicating
the issue.

The issue of incomplete documentation has further complicated
the situation. For instance, setting up the Supervisor DevContainer
required a specific process via a VSCode link, and Docker-CE was
only usable on Debian systems, with Docker Desktop introducing
its own issues. Installing the SSH add-on was essential for testing
Supervisor, as the default CLI in VSCode lacked access to curl.
Additionally, we needed to determine how to expose ports in the
DevContainer to connect via an SSH client, as the default CLI did
not provide this capability.

A significant limitation of the current setup is that add-ons are
unable to share system resources on Pleovisor, which in turn limits
the functionality available to them. As a result, add-ons may operate
with reduced performance, limited data handling capacity, and
limited functionality, ultimately hindering the overall effectiveness
of the system. To overcome this limitation, one promising solution
would be to integrate a Network File System (NFS) which would
serve as a shared storage solution that allows add-ons to seamlessly
access, store, and manage data across distributed environments.

Nevertheless, it is essential to assess each additional feature on
a case-by-case basis. It is important to consider the integration of
features such as file access directly into the Supervisor, while other
features, such as USB device connectivity, may require a direct con-
nection to the new system’s resources. Features such as Web UI and
Ingress may not be compatible with the Pleovisor architecture and
may require alternative handling or exclusion. Assessing these fea-
tures individually will ensure optimal integration and functionality
within the system.

6 Conclusion
In conclusion, our work with Home Assistant has made signifi-
cant progress towards enabling it to function in a distributed setup.
We have successfully addressed the computational limitations of
face recognition testing and training on a camera stream, proving
the feasibility of distributing this workload. This proof of concept
demonstrates the potential of a distributed architecture to enhance
system capabilities, particularly when workloads are better suited

for hardware on different devices. Our efforts represent a signifi-
cant step forward in expanding Home Assistant’s capabilities for
users, showcasing substantial progress towards our goals. Future
work could focus on distributing other types of add-ons and their
workloads in a similar way.

Notable outcomes include the development of a fully opera-
tional API. This methodology has demonstrated its efficacy, en-
abling straightforward development of innovative front-ends in the
future.

Future work could focus on distributing other types of add-ons
and their workloads in a similar way and to provide the ability to
connect Docker VLANs, allowing add-ons to appear on the same
LAN as Supervisor, even when on separate systems. This would
be a valuable feature, though it would require careful technical
planning.
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