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ABSTRACT
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Master thesis
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The most important feature of medical devices are their safety and efficacy. To ensure this,
medical device manufacturers must comply with regulatory requirements and many additional
national requirements and frameworks. The need for cybersecurity to ensure the functionality and
security of medical device software has become increasingly important in recent years.

This thesis work is done for Sensotrend, a medical device software manufacturer in Finland.
To be regulatory compliant is one of the most important quality characteristics of a medical device.
The aim of this thesis is to review the national requirements as research material from a cyber-
security point of view in countries that are relevant to the company as well as the requirements of
more general standards. In addition, the aim is to inspect reimbursement framework for mobile
health applications of different countries and to create a prioritized roadmap for the company as
a checklist.

The standard review indicated that there are a lot of requirements related to cybersecurity for
a medical device software manufacturer. Standards provide guidelines and requirements for en-
suring the safety, effectiveness, and security of medical devices and their associated software.

A separate checklist was created to analyse the reimbursement frameworks for mobile health
applications in four European countries and the USA, providing a comprehensive inspection anal-
ysis.

Uniform requirement for everyone in the European region is naturally the CE marking as a
medical device in accordance with the MDR. USA has its own approval system and requirements
for medical devices. Common to both the EU and the USA is the recommendation to apply the
ISO 13485 and ISO 14971 standards.

Some countries, like Finland and Germany, offer clear Excel checklists to ensure compliance
and justify any deviations. However, challenges arose due to language barriers, such as the Ger-
man authority's list being available only in German, and the use of different terminologies for
similar requirements.

When finding all requirements, it was easy to notice, that the requirements vary much between
countries. In some countries, the requirements were very easy to find with good details and ex-
amples, but mostly the requirements were told in high-level and hidden in several separate doc-
uments.

Keywords: cybersecurity, medical device software, framework, compliance, national
requirements
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Maria Montell: Kyberturvallisuuden viitekehys Iaakinnallisen laitteen ohjelmistolle
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Laakinnallisten laitteiden tarkeimpid ominaisuuksia ovat niiden turvallinen kaytt6é ja suoritus-
kyky. Taman varmistamiseksi ladkinnallisten laitteiden valmistajien on noudatettava seka viran-
omaisvaatimuksia ettd monia yksityiskohtaisia kansallisia sdantelyvaatimuksia ja viitekehyksia.
Kyberturvallisuuden tarve Iaakinnallisten laitteiden ohjelmistojen toimivuuden ja turvallisuuden
varmistamiseksi on noussut entista tdrkedmmaksi viime vuosien aikana.

Tama opinnaytetyo tehdaan yhteistydna Sensotrendille, joka on laakinnallisten laitteiden oh-
jelmistovalmistaja Suomessa. Maaraystenmukaisuus on yksi laakinnallisen laitteen tarkeimmista
laatuominaisuuksista. Taman opinnaytetydn tavoitteena on tarkastella tutkimusmateriaalina yri-
tyksen kannalta olennaisten maiden kansallisia viitevaatimuksia kyberturvallisuuden nakokul-
masta seka yleisempien standardien vaatimuksia. Lisaksi tavoitteena on tarkastaa eri maiden
mobiiliterveyssovellusten viitekehys ja luoda yritykselle priorisoitu viitekartta tarkistuslistan muo-
dossa.

Standardianalyysi osoitti, ettéd laakinnallisten laitteiden ohjelmistojen valmistajalla on paljon
kyberturvallisuuteen liittyvia vaatimuksia. Standardit tarjoavat ohjeita ja vaatimuksia laakinnallis-
ten laitteiden ja niihin liittyvien ohjelmistojen turvallisuuden, tehokkuuden ja suorituskyvyn varmis-
tamiseksi.

Mobiiliterveyssovellusten korvauskehysten analysoimiseksi neljdssa Euroopan maassa ja Yh-
dysvalloissa luatiin erillinen tarkistuslista tarjoten kattavan tarkastusanalyysin.

Oleellinen vaatimus kaikille ohjelmistolaitteille Euroopan alueella on luonnollisesti CE-mer-
kintd MDR:n mukaisesti. Yhdysvalloilla on oma hyvaksyntdjarjestelmansa ja vaatimuksensa 1aa-
kinnallisen laitteen ohjelmistolle. Seka EU:lle ettd USA:lle yhteistd on suositus ISO 13485- ja ISO
14971 -standardien soveltamisesta.

Maat, kuten Suomi ja Saksa, tarjoavat selkeat Excel-tarkistuslistat vaatimustenmukaisuuden
varmistamiseksi ja poikkeamien perustelemiseksi. Haasteita aiheutti kuitenkin kielimuuri, kuten
lukiessani saksalaisen viranomaisen luetteloa, joka oli saatavilla vain saksaksi. Taman lisaksi
haastetta toi eri terminologioiden kaytté samanlaisissa vaatimuksissa.

Analyysin perusteella oli helppo huomata, etta vaatimukset vaihtelevat suuresti maittain. Vaa-
timukset oli erittain helppo 16ytaa yksityiskohtaisesti ja hyvien selventavien esimerkkien avulla
toisista lahteista, mutta enimmakseen vaatimukset kerrottiin korkealla tasolla ja piilotettiin useille
erillisille dokumenteille.

Avainsanat: kyberturvallisuus, Iaakinnallinen laite, ohjelmisto, viitekehys,
vaatimustenmukaisuus, kansalliset vaatimukset

Taman julkaisun alkuperaisyys on tarkastettu Turnitin Originality Check -ohjelmalla.
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1. INTRODUCTION

The most important features of medical devices are that they are safe and effective to
use. To ensure this, medical device manufacturers must comply with the regulatory
framework and also many other additional detailed national requirements including re-
imbursement policies. Recently, the European Union (EU) implemented new regulatory
requirements, namely the Medical Device Regulation (MDR) and the In Vitro Diagnostic
Medical Device Regulation (IVDR). These regulations have increased the compliance
requirements for manufacturers. These two regulations provide oversight for medical de-
vice software and also include requirements related to cybersecurity, which are now ex-

plicitly addressed in the legislation.

To be regulatory compliant is one of the most important quality characteristics of a med-
ical device. Placing a medical device software (MDSW) on the EU market requires that
the device complies with the EU regulatory framework. At present, there are no harmo-
nized standards related to MDR cybersecurity requirements. However, the EU Commis-
sion has already made a standardization request to get more insight into the expectations
of regulatory authorities related to applicable standards. The draft request includes a
standard of International Electrotechnical Commission (IEC) 81001-5-1 Health software
and health Information technology (IT) systems safety, effectiveness, and security, which
is closely related to cybersecurity and relevant for the manufacturers of medical device

software.[1]

The need for effective cybersecurity to ensure the functionality and safety of medical
device software has though become more important. Robust cybersecurity measures
are indispensable in medical device software to protect patient safety, privacy, data in-
tegrity, and the overall trust in healthcare systems. Medical devices often have long
lifecycles, with some devices remaining in use for several years. This longevity means
that cybersecurity considerations must be integrated into the design, development, de-
ployment and maintenance phases to ensure ongoing protection against evolving threats

over the whole lifecycle of the device.

The need for robust and proper cybersecurity controls to ensure medical device safety
and efficacy has become more and more important with the increasing integration of

wireless, internet- and network-connected capabilities, portable media, like for example



Universal Serial Bus (USB), and the frequent electronic exchange of medical device re-

lated health information and other information.[2]

The healthcare field is particularly vulnerable to the risks of cybersecurity. That is be-
cause the risks to patient care and safety are particularly high. The sector also attracts
cybercriminals in light of sensitive data, but also how wide the area is and how vulnerable
it is to disruptions because of technological dependence.[3] Such cyber-attacks and ex-
ploits may lead to patient harm as a result of clinical hazards, such as delays in diagno-

ses or treatment.

Medical device software manufacturers define their design inputs related to cybersecu-
rity requirements to ensure product safety and effectiveness against cybersecurity risks
and threats. These cybersecurity requirements should be considered based on the na-
ture of the device, including the type of device, users of the device, and the intended use

of communication technologies. [4]

Manufacturers need to consider potential risks from the environment where the device
will be used. Because software is complex and involves many interconnected parts, there
are often vulnerabilities that could be exploited by hackers. It is not easy to predict if or
when these vulnerabilities will be discovered and exploited. During the risk management
process, manufacturers should foresee or evaluate possible misuse scenarios and as-
sess the risks associated with potential vulnerabilities being exploited. This helps them
take steps to minimize these risks and make the device as safe as possible for users.
[4]

During the product risk management process, the manufacturers need to distinguish two

important areas:

o safety risk management is normally covered in the overall product risk manage-

ment, and
e security risk, which is not associated with safety. [4]

Safety, security and effectiveness are critical aspects in the design of security mecha-
nisms for medical devices. Therefore, there is a clear requirement that these aspects
need to be considered by the manufacturers from every phase of development and pro-

duction, as well as throughout the device's entire lifespan. [4]

Cybersecurity is all the practice of protecting systems, networks and programs from dig-
ital attacks. The aim of these cyberattacks is usually to access, change or destroy sen-
sitive information or interrupt normal business processes. Implementing effective cyber-

security measures is especially challenging today, because there are more devices than



people and attackers are becoming more innovative. Cybersecurity threats can be many

kinds like phishing, social engineering and malware.[5]

The terms cybersecurity and information security often need clarification. Cybersecurity
focuses on guaranteeing the security of information, information systems and devices in
the network environment. Information security covers securing information more broadly.
[6] In ISO/IEC 27000:2020 information security management systems standard infor-
mation security is defined as “a preservation of confidentiality, integrity and availability of
information”.[7] These can often be used as synonyms for each other in everyday
speech. Information security is also called the simpler term data security. Data security
also includes physical storage of information and limiting access to information outside

the digital environment.[6]

Although the concepts are often used for the same purpose, there are differences be-
tween the terms and also threats are partly different. Whereas cybersecurity aims to
prevent damage caused by harms such as malware, information security also includes
the prevention of all kinds of unintended information dissemination and false information.

Cybersecurity can be considered as one area of information security.[6]

This thesis work is done for Sensotrend, a medical device software manufacturer in Fin-
land. The aim of this thesis is to review the current state of information and cybersecurity
framework of medical device cybersecurity. In addition, the aim is to inspect the reim-
bursement frameworks for mobile health applications of different countries and to create

a prioritized roadmap for the company as a check-list.

The work excludes the examination of cybersecurity of /In Vitro Diagnostic Medical De-
vice Software (IVD MDSW) and wellness devices. The work examines the topic accord-
ing to MDR, because it is a current, valid requirement for medical devices. Separate

legacy devices requirements have not been taken into account.



2. THEORETICAL BACKGROUND

The theoretical background essential for understanding the purpose and contents of this

thesis is explained in this chapter.

2.1 Medical Device Software

According to MDR “medical device” is defined as meaning “any instrument, apparatus,
appliance, software, implant, reagent, material or other article intended by the manufac-
turer to be used, alone or in combination, for human beings for one or more of the fol-

lowing specific medical purposes:

e diagnosis, prevention, monitoring, prediction, prognosis, treatment or alleviation

of disease,

e diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury or

disability,

¢ investigation, replacement or modification of the anatomy or of a physiological or

pathological process or state,

e providing information by means of in vitro examination of specimens derived from

the human body, including organ, blood and tissue donations,

and which does not achieve its principal intended action by pharmacological, immuno-
logical or metabolic means, in or on the human body, but which may be assisted in its

function by such means”. [8, Art 2]

Software must have a medical purpose on its own to be qualified as a medical device
software [9]. MDSW is a software that is intended to be used either alone or in combina-
tion, for a purpose as specified in the definition of a “medical device” in the medical de-

vice regulation or in vitro diagnostic medical devices regulation [10].

In order to be qualified as medical device software, the product must fulfil the previously
mentioned definition of software and the definition of a medical device according to Arti-
cle 2(1) of regulation (EU) 2017/745 MDR [9].

Another important definition according to MDR is an active device, because according to
regulation, software is considered an active device. An “active device” is defined as

meaning “any device, the operation of which depends on a source of energy other than



that generated by the human body for that purpose, or by gravity, and which acts by
changing the density of or converting that energy”. [8, Art 2]

There are lot of kinds of software types in around MDSW. Software can directly control
a (hardware) medical device, can provide immediate decision-triggering information (e.g.

blood glucose meter software), or can provide support for healthcare professionals.

2.2 Medical Device Cybersecurity

Medical devices are vulnerable to cyberattacks because they are increasingly connected
to the Internet. Medical device cybersecurity refers to the practices and technologies
used to protect the Internet of Medical Things (IoMT) and other connected medical de-
vices and software from unauthorized access, theft of sensitive data, damage to patient

safety, and disruption of critical services.

Medical device cybersecurity is a critical concern because attacks on medical devices
cannot only compromise personal health data or protected health information (PHI), but

they can also cause many kinds of patient safety issues.[11]

According to health software and health IT systems, safety standard IEC 81001-5-1:2021
cybersecurity is defined to be a “state where information and systems are protected from
unauthorized activities, such as access, use, disclosure, disruption, modification, or de-
struction to the degree that the related risks to violation of confidentiality, integrity and

availability are maintained at an acceptable level throughout the life cycle”. [13]

2.3 MDR requirements

The current EU regulation, MDR, has enhanced the focus of legislators on ensuring that
devices placed on the EU market suit the new technological challenges linked to cyber-
security risks. The regulation lays down General Safety and Performance Requirements
(GSPR) for all medical devices that incorporate electronic programmable systems and

for software that qualifies as a medical device in itself.[4]

MDR brought a lot of new requirements that manufacturers should be aware and know.
One important part of regulation is how to fulfil all the relevant essential requirements of
Annex | of the MDR regarding cybersecurity dealing with pre-market and post-market
aspects. However, considering the complexity of medical device supply chains and the
role of different operators in ensuring that devices are protected against unauthorized
access and possible cyber threats, the expectations of actors other than manufacturers

must also be taken into account. [4]



Cybersecurity requirements in MDR are listed in Annex |, General safety and perfor-
mance requirements. Those requirements and their interconnection are illustrated in Fig-
ure 1. These are a basis for the development of recommendations and guidance for

medical device manufacturers.

General safety and performance requirements
with focus on cybersecurity

IT Security (sec 17.4, 23.4ab)

Safety/security and
effectiveness (sec. 1)
Reduce risk to ensure intended
device performance and high

Secure Design and Manufacture (sec. 4a)

* Risk management across the life cycle (sec 3, 14.4,
145,193)

= Protection against risk during intended use and
reasonable foreseeable misuse (sec. 3c, 8)

* Protection against unauthorised acress (sec. 17.4,

1:_
Operation Security (sec. 14.1, 142, 17.1) > level of protection of health — 188) e
T e (sec 2,5,6,9) = Identify threats, vulnerabilities, hazards, risks (sec
: + |nall operation mode 3b)
« Intendedreasonable * Establish risk control measures (sec. 4)
oy = Minimum IT security requirements (sec. 17.4, 14.5)
{ Basic Cybersecurity Concepts A I,
/// Verification/validation |
Regular updates . / (sec. 17.2)
/
MDR Annex | 4 v
State of the art Acceptable residual risk
(sec 1,4,172) (sec. 4)
Information for users, Documentation®
instructions and labelling
(sec 3)

(sec 4,231,221,234)
* See alsa Annex |l of MDR

Figure 1. lllustrated requirements of cybersecurity in MDR Annex | [4].

Several requirements are not explicitly mentioned in the MDR that are generally associ-
ated with cybersecurity. Of particular relevance are those requirements regarding privacy
and confidentiality of data related to the use of medical devices and medical device soft-

ware.[4]

In the context of cybersecurity and within the MDR, the manufacturer of medical device

software should be especially aware of the following regulation parts:
e privacy and data protection on Article 62.4(h)

e general requirements regarding clinical investigations conducted to demonstrate

the conformity of devices conformity assessment procedures on Article 52
o post-market surveillance system of the manufacturer on Article 83

e post-market surveillance plan and report on Articles 84 and 85, and technical

documentation on post-market surveillance on Annex
e periodic safety update report on Article 86
e reporting of serious incidents and field safety corrective actions on Article 87

e trend reporting on Article 88



e analysis of serious incidents and field safety corrective actions on Article 89
e technical documentation on Annex |l
¢ clinical evaluation and post-market follow-up on Chapter VI and Annex XIV.[4]

Table 1 provides an overview of the particular focus that should be placed on managing
cybersecurity across the entire life cycle of medical device software. Additionally, the
table demonstrates the different pre-market and post-market activities that the manufac-

turer needs to carry out.[4]

Table 1. Cybersecurity activities across the life cycle of medical device
software according to the MDR [4].

Pre-market activities Post-market activities

Secure design (Annex |)

Risk management (Annex |) Risk management (Annex |)

Establish risk control measures (Annex I) Modify risk Control measures /
corrective actions / patches (Annex |)

Validation, verification, risk assessment, Validation, verification, risk assessment,

benefit risk analysis (Annex |) benefit risk analysis (Annex I)

Technical documentation (Annex Il and Ill) Maintain and update a post-market

surveillance plan and post-market
surveillance system (Article 83 and 84)
Conformity assessment (Article 52) Trend reporting (Article 88)

Establish a post-market surveillance Analysis of serious incidents (Article 89)
plan and post-market surveillance
system (Article 83 and 84)
Clinical evaluation process (Chapter VI) Post-market surveillance report

(Article 85)

Periodic safety update report (Article 86)
Update technical documentation

(Annex Il and Il)

Inform the electronic system on
vigilance (Article 92)

A central concept when talking about cybersecurity is a risk. According to MDR, risk is
defined to mean the combination of the probability of occurrence of harm and the severity
of that harm. (MDR Article 2;23) This kind of definition is all-encompassing in nature and
applies to several different types of risks. It is recognized that in the field of medical

devices, the (security) risk must be reduced to an acceptable level.[4]

Annex | of the MDR requests that any risks associated with the operation of medical
devices must be acceptable to enable a high level of protection of health and safety. This
can be only achieved through the establishment of an adequate balance between benefit

and risk during all possible operation modes of a medical device.[4]



Security
Risk
(includes
breach of data.  Security risk Safety

and systems with safety related risk
security and impact

reduction of
effectiveness)

Figure 2. Cybersecurity measures can cause safety impacts [4].

Assessing risks in accordance with Annex | of the MDR, it is important to include security
issues in the risk assessment, even in cases where security is not stated explicitly in the
requirements on risk minimization, because those risks may also include security risks

with safety impacts like illustrated in figure 2 [4].

2.4 Cybersecurity Act

The EU Cybersecurity Act (EUCA) enhances the authority of the EU Agency for Cyber-
security (ENISA) and establishes a comprehensive voluntary certification framework for
cybersecurity products and services across the European Union. This legislation, offi-
cially known as the European Cybersecurity Act (Regulation (EU) 2019/881), came into
force on June 27, 2019.[12]

The act introduces a standardized EU-wide certification framework for information and
communication technology (ICT) products, services, and processes. This framework
benefits companies operating within the EU by requiring them to certify their ICT prod-
ucts, services, and processes only once, with these certifications being recognized
throughout the EU [12].

Key elements of the act include granting ENISA a permanent mandate and creating a
uniform certification system that assigns the security levels for technology from low, me-
dium to high. Since June 2021, the EU Cybersecurity Act has applied to all Member
States and includes specific provisions for healthcare settings. ENISA is responsible for
overseeing the enforcement of the act at the national level, while National Competent
Authorities are empowered to impose penalties that are effective, proportionate, and dis-

suasive for any breaches of the regulations.[14]



2.5 NIS2 directive

The Network and Information Systems Directive 2 (NIS 2), (EU) 2022/2555, is an EU
directive aimed at enhancing the cybersecurity of critical infrastructure and digital ser-
vices across the European Union. By October 17, 2024, EU Member States must adopt
and publish the necessary measures to comply with the NIS 2 Directive, and these
measures must be applied starting from October 18, 2024. In Finland, a national law is

still being prepared to align with this directive.[15]

NIS 2 is applied to medium-sized organizations (meaning personnel over 50 or sales
over 7m€) operating in important or critical sectors. The scope of NIS 2 has been ex-
panded to include a broader range of healthcare entities. The updated revision, now
encompasses operators of essential services in healthcare, including manufacturers of
medical devices. Beyond the information technology security measures established in
the Medical Device Regulation (MDR), NIS 2 imposes additional cybersecurity require-

ments on medical device manufacturers.[15]

Micro and small enterprises are outside the scope of the NIS2 Directive, unless they are
critical and significant enterprises, such as enterprises that provide critical information
systems or software to, for example, healthcare providers. Even if the enterprise is small
in size, the services or products it provides can be very important for the functioning and
security of society. The final determination of a critical or significant enterprise is made,
for example, through public procurement. NIS2 requirements are already strongly re-
flected in public tenders and, for example, in agreements with welfare areas. Even small

suppliers are required to have a good level of cybersecurity.

The Directive also sets requirements for suppliers participating in public procurement.
Organizations must ensure that their suppliers comply with adequate cybersecurity prac-
tices, such as ISO 27001 standard. This may include supplier audits and stricter contrac-

tual practices.

Article 21 of the NIS 2 Directive outlines a modernized framework that specifies 13 areas
of information security for which organizations must develop operating procedures.

These areas include:
¢ risk management and information system security (art 21.2a)
¢ incident management and reporting (art 21.2.b and 23)
¢ logging and detection (art 21.2.b)

e business continuity, such as backup management, disaster recovery and crisis

management (art 21.2.c)
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e supply chain security and monitoring (art 21.2.d and 21.3)

e security in network and information systems acquisition, development, mainte-

nance, including vulnerability handling and disclosure (art 21.2.€)

e assessing the effectiveness of cybersecurity risk-management measures (art
21.2.1)

e cyber hygiene practices and training (art 21.2.9)

e procedures regarding the use of cryptography and encryption (art 21.2.h)
¢ human resource security (art 21.2.i)

e access control (art 21.2.i)

e asset management (art 21.2.i)

e the use of multi-factor authentication (MfA) or continuous authentication solu-
tions, secured voice, video, text communications and secured emergency com-

munication systems within the entity (art 21.2.j).[16]

It is good to notice that the implementation and certification of the ISO 27001 standard
of information security management systems covers organizations to meet the require-
ments of NIS 2 article 21.

According to NIS 2 directive article 23, organizations must report any disturbances both

to the authorities and to the users of the services.[15]

In both the MDR and the NIS 2 directive proposal foresee incident notification obligations.
The MDR requires that manufacturers of medical devices report serious incidents to the
relevant competent authorities in article 87. NIS 2 Directive proposes to oblige member
states to require essential and important entities to report without undue delay any inci-
dent that has a significant impact on the provision of their services or cyber threats that
could have led to a significant incident. These reports shall be notified to the competent
authority or the national computer security incident response team (CSIRT). And as there
is some overlap between the terminology between the two regulations, Table 2 clarifies
that.[17]
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Table 2. Comparative table: the NIS 2 Directive (incident) and the MDR (serious incident) [17].
NIS 2 Directive proposal MDR

Product Medical devices Medical devices

Regulated Important and essential entities Manufacturers

enlifies

Definition ‘Incident”: any evenl compromising Lhe *Serous incident’: any incident that di-
availability, authenticity, integrity or con- rectly or indirectly led, might have led
fidentiality of stored, transmitted or pro- or might lead to any of the following:
cessed data or of the related services ol- (a) the death of a patienl, user or other
fered by, or accessible via, network and person; (b) the temporary or permanent
information systems. serious deterioration of a patient’s,
‘Cyber threat’: any polential circumstance, user’s or other person’s state of health,
evenl or aclion thal could damage, disrupl (c) a serious public health threal
or otherwise adversely impact network
and information systems, the users of such
syslems and other persons

Lvenl/ Polential or occurred Poltential or occurred

conditions The event shall have a significant impact Reporting obligations also if
on the provision of services (having the aware—yel unsure—of potentially
potential to cause substantial operational reportable incident
disruption or financial losses [or the entity
concerned; or has affected or has the poten-
tial to affect other natural or legal persons
by causing considerable malerial or non-
material losses)

Timing Without undue delay and in any event Immediately to no later than 15 days
within 24 h after having become aware of after becoming aware of the incident;
the incident” 2 days in the evenl ol a serious public

health threat; or “immediately’, in the
event of death or unanticipated serious
deterioration of a person’s state of
health

Authorities CSIRT or national competent authority Relevant competent authority

2.6 General Data Protection Regulation (GDPR)

A General Data Protection Regulation (GDPR) (EU) 2016/679 is a comprehensive pri-
vacy and data protection law in the European Union area. The GDPR applies both to
companies or entities that process personal data as part of the activities of one of its
branches established in the EU and companies established outside of the EU that pro-
cess the personal data of EU subjects.[18]

This regulation has a significant impact on the security and privacy practices related to
medical devices that process personal data. Compliance with GDPR requirements helps
protect patients' privacy, promote transparency and improve security. Under the GDPR,
it is crucial to obtain consent from individuals when collecting and processing healthcare
information and data. This consent must be clear, explicit, and informed. To ensure con-

sent is informed, individuals need to understand how their data will be used. Therefore,
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consent forms should be written in simple, clear language that is easy to understand.
Article 7 of the GDPR specifically states that individuals must be aware of how their data
will be used. Since medical devices collect personal data, often considered 'high-risk'’

health data, it is vital that they comply with GDPR requirements.[19]

Some of the key elements for MDSW manufacturers to fulfill the GDPR requirements

are:

e data protection by design and development, ensuring that only necessary data is

collected and processed, adhering to the principle of data minimization.

¢ legal basis for processing by obtaining explicit, informed, freely given, specific,

and unambiguous consent from data subjects.

e transparency and communication. Manufacturer should provide clear and acces-
sible information to data subjects about how their data will be used, stored, and
shared by using plain language in consent forms and privacy notices to ensure

data subjects fully understand the processing activities.

e data subject rights: right of access by the data subject, rectification, erasure re-

strict the processing of data.

e data security, implement appropriate technical and organizational measures to
protect personal data from unauthorized access, alteration, disclosure, or de-
struction, review and update security measures to address emerging threats reg-

ularly.

e data breach notification, the manufacturer should establish procedures to detect,
report, and investigate data breaches. Note especially that, if the breach is likely
to result in a risk to the rights and freedoms of individuals, it should be notified to
the relevant supervisory authority of data breach within 72 hours of becoming
aware of it. In addition, if the breach poses a high risk to their rights and freedoms,

it should be informed affected data subjects without undue delay.

e conduct data protection impact assessments (DPIAs) for processing activities
that are likely to result in high risks to the rights and freedoms of individuals,
identify those, and mitigate potential risks to data subjects' privacy and data pro-

tection.

e nominate a data protection officer (DPO), who has the necessary expertise and
resources to perform their duties effectively, especially if the core activities of the
company involve regular and systematic monitoring of data subjects on a large

scale or processing large volumes of sensitive health data.
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e about international data transfers manufacturer should ensure that personal data
transferred outside the EU is adequately protected by using appropriate safe-
guards. Ensure that personal data transferred outside the EU is adequately pro-

tected.

¢ manufacturer should maintain records of processing activities, including the pur-
poses of processing, data categories, and data subjects involved and also be
able to demonstrate compliance with GDPR principles and requirements through

proper documentation and regular audits.[20]

2.7 IMDRF Guide on Cybersecurity of Medical Devices

The international medical device regulation forum (IMDRF) is a voluntary group of med-
ical device regulators from around the world who have come together to build on the
strong foundational work of the Global Harmonization Task Force on Medical Devices
(GHTF) and aims to accelerate international medical device regulatory harmonization

and convergence.[21]

According to IMDRF’s guide “Cybersecurity of Medical Devices”, medical device cyber-
security is an issue of global concern. Security incidents can endanger patients world-
wide by causing diagnostic or therapeutic errors, compromising device safety, disrupting
clinical operations, or preventing access to critical care. To protect patient safety while
fostering innovation and ensuring timely access to safe medical devices, global
healthcare cybersecurity efforts must converge. Stakeholders should align their cyber-
security strategies throughout the total product life cycle (TPLC) of medical device's in-
cluding design, risk management, labelling, regulatory submissions, information sharing,
and post-market activities. It is good to note that the life cycle activities for medical device
software are also specified in the standard IEC 62304 Medical device software — soft-

ware lifecycle processes.[22]

The guidance document on medical device cybersecurity, which was published in 2020,
purpose is to provide general principles and best practices facilitating international reg-
ulatory convergence on medical device cybersecurity and it helps stakeholders in the
medical device software field understand their roles in supporting proactive cybersecurity
measures. In addition, the guidance document outlines recommendations for medical
device manufacturers, healthcare providers, regulators, and users to how to minimize
cybersecurity risks that could arise from the use of the device for its intended purposes

and to ensure maintenance and continuity of device safety and performance.[22]
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Pre-Market Considerations for Medical Device Cybersecurity

Manufacturers should address key elements during the design and development of a
medical device before market entry. These include incorporating security features, ap-
plying risk management strategies, conducting security testing, providing users with in-
formation to operate the device securely, and planning for post-market activities. Addi-
tionally, manufacturers should consider the intended use environment and reasonably

foreseeable misuse scenarios during the pre-market phase.[22]

Manufacturers should proactively address cybersecurity threats during the design stage,
to be able to more effectively mitigate potential patient harm than relying solely on reac-
tive, post-market actions. These design inputs can arise from various phases of the prod-
uct’s total life cycle. Security requirements should be identified during the requirements
capture stage. Some relevant security requirements and risk control measures can be
found in standards IEC TR 80001-2-2, IEC TR 80001-2-8 and the ISO 27000 family.[22]

These standards are analysed later in this thesis work.

Some design principles that medical device manufacturers should consider in designing

their products:

e secure communications; the manufacturer should ensure device compatibility
with other networks and devices via Wi-Fi, Ethernet, Bluetooth, or USB. They
must validate all inputs, secure data transfers to prevent unauthorized access or
replay, and authenticate communications, potentially using encryption and ses-

sion timeouts

e data protection; the manufacturer should protect safety-related data with
measures like encryption, storing passwords as secure hashes. They should also
implement confidentiality controls for communication protocols and safeguard

cryptographic keying materials

e device integrity; the manufacturer should assess if the system architecture needs
features for data non-repudiation. They should also focus on the risk of unauthor-
ized software modifications and implement controls like anti-malware to prevent

the execution of malicious code

e user authentication; the manufacturer should establish user access controls, in-
cluding role-based privileges and emergency access, ensuring unique creden-
tials for each user. Authentication methods can be for example passwords, hard-

ware keys, biometrics or unique signals
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¢ software maintenance; the manufacturer should establish a process for regular
updates, ensure software control and in addition, plan responses to outdated en-
vironments. They must secure devices against new vulnerabilities and determine
if updates need user intervention, validate updates for safety and authenticate

update connections

o physical access; the manufacturer should implement controls to prevent unau-
thorized access, such as physical locks, restricted access to ports, or requiring

authentication for physical cable connections

¢ reliability and availability; the manufacturer should ensure that the device can

detect, resist, respond to and recover from attacks.[22]

Reasonable risk management principles should incorporate cybersecurity and safety risk
management throughout the device life cycle. The manufacturer should use risk man-
agement as described in the harmonized standard ISO 14971:2019 and cybersecurity

risk management to take the following steps as part of their risk management process:
¢ identify cybersecurity vulnerabilities
e estimate and evaluate associated risks
e control risks to acceptable levels
e monitor and assess risk control effectiveness
e communicate risks to stakeholders.

Figure 3 shows the security risk management process. These can be a specialized risk
management process performed as part of overall risk management or can be an integral
part of the risk management process standard ISO 14971 with appropriate mapping of

vulnerability, threat and other security-related terms.[22]
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Figure 3. The security risk management process [22].
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For cybersecurity in medical device regulation, risk analyses should focus on the risk of

patient harm by evaluating the exploitability of vulnerabilities and the severity of harm if

exploited. The manufacturer must incorporate compensating controls and risk mitiga-

tions in these assessments.[22]

Various types of security testing should be conducted to ensure code integrity and effec-

tive security controls at the verification and validation -stage in the design and develop-

ment process. Testing should take into account the context of the use of the device and

its deployment environment. Some high-grade testing considerations for MDSW manu-

facturers are:
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e perform ongoing vulnerability assessments during development, utilizing meth-
ods like static code analysis, dynamic analysis, robustness testing, vulnerability

scanning, and software composition analysis

e conduct technical security assessment like a penetration testing to uncover un-

known vulnerabilities through fuzz testing and identify alternative entry points

e complete vulnerability assessments, including impact analysis on other in-house
products, identification of countermeasures, and remediation or mitigation of vul-
nerabilities.[22]

TPLC cybersecurity plan

The IMDRF guidance suggests manufacturers to create a separate TPLC cybersecurity
management plan in the pre-market stage of product development and ideally maintain

it throughout the manufacturer’s organization. The plan is proposed to contain:

¢ TPLC vigilance; proactively monitoring and addressing new cybersecurity vulner-
abilities
¢ vulnerability disclosure; process for collecting information on vulnerabilities, cre-

ating mitigation strategies, and informing stakeholders

e updates and remediation; a plan for how software will be updated or how other
remediation actions will be applied to maintain ongoing safety and performance

of the device either regularly or in response to an identified vulnerability
e recovery; a plan to restore device operation after a cybersecurity incident

e information sharing; engage with information share organizations that promote
the communication and sharing of updated information about security threats and

vulnerabilities.[22]

It is good to keep in mind, that manufacturers should document and summarize their
cybersecurity activities. Depending on the device's risk class, regulators may require this
documentation prior to market entry or may request it during the post-market phase of
the product’s life cycle. If needed for pre-market authorization, manufacturers should
submit clear documentation covering the device's design features, risk management ac-
tivities, testing, labelling and plans to monitor and respond to emerging cybersecurity

threats throughout the product’s life cycle.[22]
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Post-Market Considerations for Medical Device Cybersecurity

Since vulnerabilities evolve, pre-market controls might become insufficient to maintain
an acceptable risk profile. Therefore, a post-market strategy involving multiple stakehold-
ers is essential. This approach includes several elements; operating the device in its
intended environment, information sharing, coordinated vulnerability disclosure, vulner-

ability remediation, incident response and managing possible legacy devices.[22]

As earlier mentioned, medical device cybersecurity is a shared responsibility and re-
quires the participation of all stakeholders, including healthcare providers. That is why
healthcare providers should also adopt a risk management process for medical device
cybersecurity. They should also offer basic cybersecurity training to all users, to create
security awareness and promote good cyber hygiene. Manufacturers should partner with
healthcare providers, distributors, and consumers to ensure optimal deployment and
configuration of their devices. This collaboration goes beyond product labelling and cus-

tomer security documentation.[22]

Information sharing is crucial for managing cybersecurity threats across the global econ-
omy and is of the most important things in post-market considerations for MD cyberse-
curity. Approaches to information sharing vary due to different resources, methods, and
maturity levels among stakeholders. Here are some key principles and stakeholders in-

volved in information sharing:

e share security information with all relevant parties to ensure the safe use of med-

ical devices

¢ provide meaningful, consumable, and actionable information tailored to different

stakeholders

e share information freely and in good faith to improve patient safety, regardless of

commercial interests

e aim for globally consistent and synchronous information sharing to enable appro-

priate responses across jurisdictions.[22]

The key stakeholders, in addition to medical device manufacturers, can include regula-
tors, healthcare providers, users like clinicians or patients and other stakeholders includ-
ing law enforcement, national security agencies and information sharing networks that
share and disseminate security information. Information sharing networks should oper-
ate with the understanding that shared information is to improve security and patient
safety, not for commercial gain. Anonymized sharing can encourage more open infor-

mation exchange.[22]
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The first part of any response to a cybersecurity vulnerability in a medical device is risk
assessment. Risk management outlined in ISO 14971:2019 is a well-established prac-
tice in the medical device sector. Conducting ongoing risk assessments to identify and
evaluate cybersecurity risks associated with medical devices in the post-market phase
is crucial. Implementing risk management strategies to mitigate identified risks and en-

sure patient safety and data security.[22]

Transparency is an essential building block in cybersecurity because it is difficult to se-
cure what is not yet known and as the medical device ecosystem evolves, transparency
becomes increasingly vital. One mechanism that enhances transparency is coordinated
vulnerability disclosure (CVD). CVD helps pre-emptively safeguard the public from po-
tential harm across multiple products affected by the same vulnerability. Manufacturers
are expected to promptly communicate vulnerabilities through customer bulletins or no-
tifications, adhering to jurisdictional requirements but also develop and implement pro-
cesses for addressing cybersecurity vulnerabilities identified in medical devices during
the post-market phase. This includes timely deployment of security updates, patches,

and other remediation measures to mitigate risks to patient safety and data security.[22]

At the very latest, manufacturers should ensure compliance with relevant regulatory re-
quirements and standards related to post-market surveillance and cybersecurity for med-
ical devices. This includes adherence to applicable guidelines, national regulations, and

reporting obligations for cybersecurity incidents.[22]

2.8 European Health Data Space

The European Union is developing a strong European Health Union where all EU coun-
tries can prepare for and respond to health crises, ensuring the availability, affordability,
innovation and adequacy of medical supplies, and fostering collaboration among mem-
ber states to enhance disease prevention, treatment and aftercare.[23] On March 5,
2025, the European Health Data Space Regulation was officially published in the Official
Journal of the European Union. It will come into force on March 26, 2025, initiating the

transition phase towards its implementation.[24]

EHDS is a specialized environment focused on healthcare. It includes rules, common
standards and practices, infrastructures and a governance framework aimed at creating
a unified digital framework to facilitate the sharing and use of health data across member
states.[25]

The European Health Data Space (EHDS) aims to achieve two primary objectives. First,

it places citizens at the centre of their healthcare, granting them full control over their
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data, to achieve better healthcare across the EU. And second, it allows the use of health
data for research and public health purposes, under strict conditions.[25] The more spe-

cific objectives of EHDS are seen on Figure 4.
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Figure 4. Objectives of the European Health data Space [23].

The EHDS utilizes existing EU regulations such as the General Data Protection Regula-
tion (GDPR), the Data Governance Act, the Data Act, and the NIS 2 Directive. It en-
hances these frameworks by introducing additional, tailored rules specific to the health
sector. Trust and security are fundamental to the EHDS. The initiative introduces strin-
gent security criteria for the interoperability and security of electronic health record sys-

tems, requiring manufacturers to certify their systems to ensure compliance.[24]

2.9 Cyber Resilience Act (CRA)

The Cyber Resilience Act (CRA) imposes minimum cybersecurity requirements for all
connected products sold in the EU, including non-medical device health apps. The Act
enhances cybersecurity standards for all kind of products with digital components, re-
quiring manufacturers and retailers to ensure cybersecurity throughout the product lifecy-
cle. This regulation aims to protect consumers and businesses by addressing inadequate
cybersecurity in many products and the lack of timely security updates.[61]

CRA significantly impacts medical device manufacturers by reinforcing compliance with
Regulation (EU) 2017/745. It introduces stricter cybersecurity requirements based on
risk classification, device type and company size. Manufacturers must integrate cyber-
security risk management throughout the product lifecycle, from premarket development
to post-market surveillance.[62] Certain critical products, especially those significant for
cybersecurity, must also pass a third-party evaluation by an authorized body before be-
ing marketed in the EU.[61]
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The regulation applies to all products connected to another device or network, with cer-
tain exclusions like open-source software and products already covered by existing rules,

which is the case for medical devices [61].

Products will bear the CE marking to indicate compliance with CRA requirements, help-
ing buyers make informed decisions. The CRA entered into force on December 10, 2024,
with main obligations applying from December 11, 2027. It builds on the 2020 EU Cyber-

security Strategy and complements other legislation like the NIS2 Directive.[61]
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3. MATERIALS

3.1 Overview

The cybersecurity regulatory framework for a medical device software depends mostly
on the marketing area. In the EU area, MDR is the most relevant regulation to confirm,
but as Figure 5 illustrates, there are a lot of other regulatory aspects to consider, as

discussed earlier.

Cybersecurity Act GDPR NIS
! v v

IT Security, Operation Security Safety/security and Secure Design and Manufacture

Information Security effectiveness Risk management across the life cycle
Regular updates Verification/validation I

State of the art Acceptable residual risk

Information for users, instructions

and labelling Documentation

Figure 5. Cybersecurity requirements in the MDR and the application of other rele-
vant EU legislations, such as Cybersecurity Act, GDPR and NIS [4].

In addition to the international and regional requirements, regulations and directives,
there are many national requirements that manufacturers need to be aware of. In this
thesis work, | review as research material the national requirements from a cybersecurity
point of view in countries that are relevant to the company as well as the requirements

of more general standards.

3.2 National requirements

3.2.1 Belgium

In Belgium, mHealthBelgium is the platform for CE-marked medical device mobile appli-

cations. All necessary and relevant information about mobile medical applications that
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meet criteria imposed by the federal government in Belgium has been centralized in this

unique platform.[26]

mHealthBelgium is organized as a 3-level validation pyramid (Figure 6). Every applica-
tion starts at the base level, M1, and has the potential to advance through the intermedi-
ate level, M2, to reach the highest level, M3.[26]

Level 3 plus

| have fully proven my social-economic value and | am definitely
financed by NIHDI

Level 3 light

| am in the process of proving my social-economic value and |
am tempoararily financed by NIHDI

Level 2

| submitted a reimbursement request to NIHDI, which is eligible.

Level 1

| am a CE certified medical device

Figure 6. Validation pyramid as a framework for reimbursement of mHealth applica-
tions [26].

One essential aspect in Belgium is to ensure appropriate financing in the form of reim-

bursement, because reimbursement of medical services is an integral and regulated part

of the Belgian healthcare system. This applies also to the mHealth apps. If a digital health

application meets the requirements of 3- or 3+ levels, it will be reimbursed by the Belgian

health insurances.[26]

The mHealth app manufacturer, or distributor, enters the validation pyramid to perform
pre-determined actions to meet reimbursement requirements, ultimately up to level M3,
which secures temporary or permanent reimbursement for the app [27]. Once an appli-
cation bears a CE mark, it must be approved at one of the levels of the mHealth pyramid
to be placed on the market in Belgium. The basic clinical efficacy and safety are therefore

already assured at this point.[28]

The levels are sequential and interdependent: a certificate from one level is required to
progress to the next level, meaning each level must be completed before moving on to

the subsequent one.[28] More information on the requirements of each level on Table 3.
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Table 3. Detailed information on the individual levels [28].

Level Admission Responsible Remuneration

requirement body option

Level 1 Approval as a medical Federal Agency Individual
device according to MDR for Drugs and agreements with
Compliance with Health Products clinics or health
the GDPR (FAHMP), insurance

voluntary companies
notification.

Level 2 Standards to be complied FAHMP Individual

with for user identification agreements
Coordination via with clinics or
Compliance with interoper- the so-called health
ability standards in the Bel- eHealth platform insurance
gian healthcare system in which various companies.
institutions
Enhanced protection of pa- participate.
tient data through technical
measures.
Compliance with a series
of ICT criteria that must en-
sure a secure connection
and integration.

Level 3 Proof of clinical efficacy National Institute Reimbursement
Proof of socio-economic for Health and by the health
benefits. Disability insurance
Integration into a supply Insurance (NIHDI) companies
concept (temporary or

permanent)

The level 2 ICT criteria requirements include identification and authentication of the user,
verifying the therapeutic relationship between the patient and the healthcare provider

and providing a data privacy impact assessment in the context of the GDPR regulations.

A multidisciplinary committee evaluates the received application for completeness and
reimbursement. The committee currently comprises 13 people from various interest
groups such as health insurance companies, patient representatives and members of
the NIHDI and evaluating can take approximately three meetings. Manufacturers have
the opportunity to explain the application dossier in person and respond to questions
during the decision-making process. The duration of the provisional authorization is usu-
ally three years. During that manufacturer must report to the NIHDI after 18 months on
the progress of the implementation plan for final approval. The complete documentation
for the decision on permanent approval and reimbursement must be submitted no later

than 6 months before the end of the trial period.[28]

Figure 7 illustrates the path of submission to approvement for level 3.
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Figure 7. The path from provisional to permanent reimbursement by the NIHDI [28].

3.2.2 Finland

Digi-HTA is a recommendation developed on behalf of Ministry of Social Affairs and
Health in Finland, which helps healthcare to get a reliable and unbiased assessment of
the suitability of the company's product to support decision-making. The issuing of rec-
ommendations process is becoming established as a national function for healthcare

digital solutions.[29]

The Digi-HTA evaluation is based on the information provided by the company about its
product and a literature review. Based on this information, a Digi-HTA recommendation
is given for the product. The Digi-HTA criteria and evaluation process are suitable for the
evaluation of digital medical devices for healthcare and well-being.[29] The product de-
velopers and manufacturers can use the criteria also for self-assessment and in product

development.

The Digi-HTA assessment enhances the CE-marked device by providing comprehensive
information on its effectiveness, costs, safety, usability and accessibility, as well as in-
formation security and protection. In addition, information on all key issues that must be
taken into account when introducing the product for example required maintenance pro-
cess and IT changes, integration with other systems, product support and user training.
[29]

In Finland, the Kanta system is a nationwide online service where all citizens are able to
view their own health data. MyKanta is part of the Kanta system and shows also client
data on social welfare services. Information systems related to Kanta services must meet
requirements related to functionality and security. The fulfiiment of these requirements
is verified through a certification, which has the purpose of ensuring the requirements

that have been defined by the Finnish Institute for Health and Welfare. Those essential
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requirements cover functionality, interoperability and information security in the infor-
mation system related to Kanta services, welfare applications, Kanta intermediary ser-

vices and other information systems that require certification.[30]

Use of Kanta Services requires that the system linked to Kanta meets the requirements
set for data security. All organizations acting as data intermediaries that process client
and patient data electronically must draw up an information security plan that is also
linked to the key requirements for the information systems used. Systems related to
Kanta services and other certifiable information systems must pass a data security as-
sessment in accordance with the Client Data Act performed by an information security

inspection body.[31]

The certification process for systems linking to Kanta Services includes joint testing car-
ried out with Kela’s Kanta Services and an information security assessment with an in-
spection body accredited by the Finnish Communications Regulatory Authority (Trafi-
com) [30].

Information management in social and healthcare services and the electronic processing
of customer data are guided by Finnish Institute for Health and Welfare regulations based
on the national Customer Data Act (703/2023). The regulations target customer data

structures and the transmission of data outside social and health services.[63]

The information security plan guides social and healthcare operators in implementing
adequate and consistent security and data protection actions. In addition, essential re-
quirements for information systems and welfare applications are harmonized nationwide.
The essential requirements regulations focus on the functionality, interoperability and
information security of solutions. The regulations also guide the certification of systems

and applications that process customer and well-being data.[63]

3.2.3 France

France has taken the path of creating uniform procedures for the recognition and reim-
bursement of digital health applications. The French Ministry of Health published a reg-
ulatory framework for the approval process for digital health applications reimbursable
by French health insurers in 2023. Such applications are referred to as Digital Medical
Device (DMD) for short by official bodies in France. A central part of the regulation is the

introduction of a fast-track procedure and is called PECAN.[32]

Approving a digital medical device in France requires the presence of a European CE
certification. Not every medical device is a DMD, but every DMD is a medical device

(Figure 8). France allows all risk classes of medical devices to DMD.[32]
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Figure 8. A diagram of software and medical devices [32].

The French government has its own requirements according to interoperability and se-
curity standards listed. This requires ensuring the portability of health data, accurate user
identification, and enhanced data protection. A crucial element is its integration with the
“French National eHealth ID” (INS), which facilitates consistent identification and man-

agement of personal and health information.[32]

In France, a DMD must adhere to both national and international data protection laws.
Nationally, this is governed by Law No 78-17 referred to as the Data Protection and Civil
Liberties act. Internationally, DMD must comply with the European data protection stand-
ard GDPR. Furthermore, all providers hosting personal health data, such as the cloud
service providers for a DMD, are required to have Hébergeurs de Données de Santé,
more familiar Health Data Hosting (HDS) certification.[32]

Depending on the type of Digital Medical Device (DMD), it is categorized into one of two
registers, LATM or LPPR, both established with the introduction of the PECAN proce-
dure. The LATM (List of Remote Medical Monitoring Activities) includes all digital medical
devices primarily focused on monitoring health data. The LPPR (List of Products and
Services Qualifying for Reimbursement) comprises all approved DMDs intended for ther-

apeutic purposes.[32]

The path to a reimbursable DMD can follow a two-stage fast-track process or potentially
a direct route to permanent approval (Figure 9). The PECAN fast-track process initiates
DMD recognition. Within two months, CNEDIMTS, a National Committee for the Evalu-
ation of Medical Devices and Health Technologies, provides a statement for the French
Ministry of Health to decide on early reimbursement without a study, though initial clinical
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evidence is required. The trial period is one year, after which full recognition needs suf-

ficient clinical evidence.[32]

Step one involves sending the application to the French Ministry of Health and
CNEDIMTS, with The Agence du Numérique en Santé (ANS) verifying compliance. Step
two sees CNEDIMTS assessing the DMD's health and organizational benefits. ANS pro-

vides a compliance certificate if requirements are met.[32]

The French Ministry of Health and Social Affairs then decides on one-year reimburse-
ment at a set price. Full recognition involves CNEDIMTS testing, lasting six months for
therapeutic use or three months for monitoring use. Successful validation leads to per-

manent reimbursability.[32]

Application
% To French Ministry of Health,
ANS and CNEDIMTS
6 Statements

Q Preliminary assessments of the
CNEDIMTS and certificate of the ANS.

@ Temporary reimbursement

By decision of the French Ministry of Health
] One year, non-renewable

*applies to therapeutic applications A i =
. fa e ication
**applies to telemonitoring applications =N, Pp : 5
%f" To French Ministry of Health,
ANS and CNEDIMTS

Q Application Evaluation

N Examination of the evidence regarding the positive effect

Reimbursement
m By decision of the French
Permanent == Ministry of Health

reimbursement of costs

After submission and review of
proven evidence

Permanent
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Figure 9. A diagram of application procedure [32].

3.2.4 Germany
Digital applications are an important element in the digital modernization of health care
and nursing in Germany. They are part of the future eHealth infrastructure and will inter-

act closely with other digital elements such as the electronic health record.[33]

Digital health applications (DiGA) are classified as risk class | or lla medical devices
according to the MDR or the transitional regulation MDD. These CE-marked devices
primarily function through digital technologies. Their medical purpose is mainly achieved
through their digital capabilities. DiGAs support the recognition, monitoring, treatment,
or alleviation of diseases, as well as the recognition, treatment, alleviation, or compen-
sation of injuries or disabilities. They can be used either by the patient alone or in collab-
oration with a healthcare provider.[34]
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The Federal Office for Information Security (BSI), in its technical guideline for e-health
application manufacturers (BSI TR-03161), highlight the critical need to safeguard pa-
tients' data and warns of the serious risks of failing to meet security standards. The BSI
argues that accidental exposure of patients' health information is more damaging than
certain breaches in the financial sector because it can endanger patients' health and
cannot be rectified. The loss of data confidentiality is permanent and has grave reper-

cussions.[34]

To be classified as DiGA and qualify for reimbursement from German health insurance
funds, the medical device must pass a fast-track -assessment by the Federal Institute
for Drugs and Medical Devices (BfArM). The assessment takes about three months and
checks the app’s general usability, interoperability, user-friendliness and handling of se-

curity and data protection.[35]

The Digital Health Applications Ordinance (DiGAV) defines the requirements that medi-
cal devices must meet in terms of data security. All manufacturers of digital health appli-

cations must meet the following relevant requirements:

implementing information security management (ISMS), such as ISO 27001

prevention of data leakage

e authentication

e access control

e integration of data and functions
e logging

e regular and secure updates

e safe uninstall

e hardening

e use of sensors and external devices
e use of third-party software

e penetration testing.[35]

In addition, digital health applications with very high protection requirements must meet

some additional requirements regarding:
e Two-factor authentication

e Encryption of stored data
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¢ Measures against DoS and DDoS
¢ Embedded web services.[35]

Naturally, GDPR requirements must also be followed.[34]

3.2.5 USA

The Food and Drug Administration (FDA) regulates and is responsible for protecting
public health by ensuring the safety, efficacy and security of medical devices but also

food, drugs, cosmetics, biologics and tobacco products in the USA.

The FDA advises that manufacturers should integrate cybersecurity measures through-
out the entire lifecycle of their products. This includes the stages of design, development,
production, distribution, deployment, and maintenance. Cybersecurity must be consid-
ered an integral part of device safety and quality system regulations. With an increasing
number of medical devices being networked to enhance patient care, these devices, like
other networked systems, are susceptible to cybersecurity threats. Exploiting these vul-
nerabilities can pose health risks, necessitating continuous maintenance to ensure suf-
ficient protection throughout the product's lifecycle. Addressing cybersecurity risks pro-

actively in medical devices helps to minimize overall health risks.[36]

The FDA acknowledges that cybersecurity for medical devices is a shared responsibility
among all stakeholders involved in the device's use environment. This perspective is
outlined in their guidance, "Management of Cybersecurity in Medical Devices." The
FDA's requirements for manufacturers concerning cybersecurity are detailed in the final
guidance titled "Cybersecurity in Medical Devices: Quality System Considerations and
Content of Premarket Submissions." The guidance specifies the following requirements

for manufacturers:

¢ manufacturers must include cybersecurity information in their premarket submis-
sions for cyber devices which includes for example information about monitoring,
identifying and addressing post-market cybersecurity vulnerabilities and provid-

ing updates and patches to address cybersecurity vulnerabilities

¢ manufacturers are required to design, develop and maintain processes and pro-
cedures to ensure that the device and related systems are cybersecure what re-
quires demonstrating reasonable assurance that the device can withstand cyber-

security threats
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manufacturers must provide a software bill of materials (SBOM), which includes
commercial, open-source and off-the-shelf software components used in the de-

vice

manufacturers need to comply with any other requirements specified by the FDA

through regulations to demonstrate reasonable certainty of cybersecurity

manufacturers should implement a secure product development framework
(SPDF) that addresses security risk management, security architecture and cy-
bersecurity testing throughout the device lifecycle what includes conducting cy-

bersecurity risk assessments and addressing interoperability considerations

manufacturers are advised to document cybersecurity risks and controls asso-
ciated with interoperability capabilities and the FDA recommends specific doc-
umentation elements to be included in premarket submissions, like a cyberse-

curity risk management report and threat model

manufacturers must comply with the requirements outlined in the Food and
Drug Omnibus Reform Act (FDORA), which includes the new statutory authority

related to cybersecurity.[37]

The mentioned “cyber device” in requirements is defined by FD&C Act section 524B(c)

to be “a device that

includes software validated, installed, or authorized by the sponsor as a device

or in a device,
can connect to the internet, and

contains any such technological characteristics validated, installed, or authorized

by the sponsor that could be vulnerable to cybersecurity threats”.[38]

Overall, the FDA expects device manufacturers to prioritize cybersecurity throughout the

device lifecycle, from development to post-market monitoring and updates. Failure to

comply with FDA cybersecurity requirements can result in criminal prosecution or injunc-

tive relief against non-compliant companies.[37]

The FDA particularly recommends the implementation and adoption of a Secure Product

Development Framework (SPDF), which consists of processes designed to reduce the

number and severity of vulnerabilities throughout the device lifecycle. The SPDF is ex-

pected to be the primary structure for addressing cybersecurity risks and should empha-

size three main elements: security risk management, security architecture, and cyberse-
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curity testing. The guidance also references the standard IEC 81001-5-1, a health soft-
ware standard, as a potential framework for the SPDF. Additionally, the FDA advises
including a security risk management report in premarket submissions to demonstrate

the device's safety and efficacy.[39]

The guidance acknowledges the difficulty in predicting cybersecurity risks and the im-
possibility of accurately estimating the likelihood of incidents using historical data or mod-
elling. Therefore, cybersecurity risk assessments should focus on the exploitability of
vulnerabilities within the device or system and those likely to exist in its operating envi-
ronment. The FDA advises that these assessments document the identified risks and
controls from the threat model, including the methods used to score these risks before
and after mitigation, the criteria for accepting risks, and how security risks are integrated
into the safety risk assessment. This assessment should be included as part of the pre-

market submission.[39]

3.3 Standards

Standards are consensus-based documents that provide guidelines, requirements and
specifications for manufacturing, testing, building, or operating a product or service. They
define how something should be done to achieve the best possible outcome and ensure
it is fit for its purpose. Standards can be either international or national. While the use of
standards is typically voluntary, it can sometimes be mandatory. Employing standards
enhances an organization's competence, reliability, and value. From a consumer's per-

spective, standards ensure that a product is safe, efficient, and performs as intended.[40]

The following subsections will introduce the main applicable standards for Medical De-
vice Software (MDSW) and the cybersecurity requirements in them. At the moment none
of the following standards are not MDR harmonized. The closest MDR harmonized
standard that has requirements for MDSW manufacturers related to cybersecurity is the
risk management standard 1SO 14971. This is obvious and natural, because risk man-
agement and assessment are important tools when manufacturers assess cybersecurity

threats and risks.

3.3.1 ISOI/IEC 27000 family

ISO/IEC 27000 family of standards is for information security management. In today's
world, IT security, cybersecurity, and privacy protection are crucial for companies and
organizations. ISO/IEC 27001 is the most recognized standard for managing information

security systems (ISMS) and their requirements. Alongside this, over a dozen standards
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within the ISO/IEC 27000 series offer best practices for data protection and cyber resili-
ence. These standards collectively help organizations of all sizes and industries safe-
guard assets like financial data, intellectual property, employee information, and third-

party entrusted data.[41]

The international ISO/IEC 27000:2020 standard document offers an overview and vo-
cabulary fundamental to the 27000 family, setting the stage for understanding the re-

quirements, implementation and management of information security. [42]

According to standards, information security is defined to be “preservation of confidenti-
ality, integrity and availability of information” and risk management is defined to be “co-

ordinated activities to direct and control an organization with regard to risk”.[42]

3.3.2 ISO/IEC 27001:2022

Standard ISO/IEC 27001:2022 “Information security, cybersecurity and privacy protec-
tion. Information security management systems. Requirements” is global, the world's
best-known standard for information security management systems (ISMS) at the mo-
ment. It defines requirements that an ISMS must meet. The ISO/IEC 27001 standard
offers companies of any size and from any sector of activity guidance for establishing,
implementing, maintaining and continually improving an information security manage-
ment system. Conformity with the standard means that an organization has put in place
a system to manage risks related to the security of data owned or handled by the com-
pany, and in addition, this system respects all the best practices and principles enshrined

in this international standard.[43]

There are about 20 upper-level management requirements set in the standard. These
include for example the role of management, risk management, personnel competence

and evaluation of one's performance.[43]

The ISO/IEC 27001 standard systematically identifies, assesses and considers cyber
and information security risks, helping organizations stay ahead of potential cyber
threats. It takes a comprehensive approach by covering people, processes and technol-
ogy, ensuring all aspects of an organization’s security posture are addressed. The stand-
ard mandates the development of comprehensive information security policies and the
implementation of various controls to mitigate cyber risks. It also includes requirements
for managing information security incidents, which are crucial for responding to cyber-
attacks. In addition, the ISO/IEC 27001 standard requires organizations to identify and

comply with applicable legal and regulatory requirements related to information security,
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including cybersecurity laws and regulations. Emphasizing continual improvement, en-
suring that the ISMS adapts to evolving cyber threats and organizational changes keeps

the management continual.[43]

The organization should identify internal and external factors relevant to its objectives
that might impact the ISMS's effectiveness. One common approach to determining inter-
nal and external issues is a ‘PESTLE’ analysis. This approach involves researching and
discussing political, economic, social, technological, legal, and environmental issues rel-
evant to the organization. The organization should gather information for each category,
focusing on legal requirements that could impact the ISMS. In addition, it must also rec-
ognize stakeholders related to the ISMS, understand their requirements, and determine
which of those needs will be addressed by the ISMS. This information should then be
used to establish the ISMS's scope.[4]

3.3.3 ISO/IEC 27002:2022

A standard ISO/IEC 27002 “Information security, cybersecurity and privacy protection —
Information security controls” is an essential companion to ISO 27001. Unlike ISO 27001,
it does not contain requirements for implementing an ISMS and organizations cannot
seek certification against it (figure 10). Instead, it provides detailed information and guid-
ance on the information security controls that are listed in Annex A of ISO 27001. This
makes the standard invaluable when implementing an ISMS for the first time for the or-
ganization. The guidance standard can be used to help evaluate the organisation’s in-
formation security controls, reducing the risk of control-related nonconformities and high-

lighting potential improvements.[44]

Management Standard that Supplementary Standard for
Definition explains how to design an ISMS implementing security controls
Lists security controls in Details how to implement each of
Description Annex A the security controls in Annex A
Yes No

Certification

Figure 10. Differences between ISO 27001 and ISO 27002 [45].
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The control methods are listed in Annex A of ISO 27001 and described in more detail in

the ISO 27002 standard. The methods are categorized into four themes (Figure 11) that

describe the broad area of security they are concerned with.[44]

e KN Kl

Organizational People Physical
controls controls controls

Technological
controls

Figure 11. The controls are categorized into four themes at ISO 27002 stand-
ard [46].

Each control is also associated with five attributes which are:

control type (preventive, detective, corrective)
information security properties (confidentiality, availability, integrity)

cybersecurity concepts (identify, protect, detect, respond, recover)

N =

operational capabilities (e.g. asset management, secure configuration) and

5. security domains (governance and ecosystem, protection, defence, resilience).
Attributes do not actually have any impact on the controls themselves and have no rele-
vance to ISO 27001 certification — their purpose is to provide easy-to-use, granular cat-

egories through which to view controls.[44]

3.3.4 IS0 27799:2016

The standard I1ISO 27799:2016 “Health informatics — Information security management
in health using ISO/IEC 27002 provides guidelines for organizational information secu-
rity standards and practices, including the selection, implementation, and management
of controls, tailored to the organization's specific information security risk environments.
This International Standard defines guidelines that support the interpretation and imple-
mentation of ISO/IEC 27002 in health informatics. ISO 27799:2016 enables healthcare
organizations and health information custodians to establish a baseline level of security
tailored to their specific needs. This ensures the confidentiality, integrity, and availability

of personal health information under their responsibility, fostering trust and compliance



36

with relevant regulations. The standard specifically focuses on health information secu-
rity but is crucial for medical device software developers to ensure the confidentiality,

integrity, and availability of health information.[47]

ISO 27799:2016 offers guidance on the 14 security control clauses, 35 main security
categories and 114 controls detailed in the standard ISO/IEC 27002. Each clause defin-
ing security controls encompasses one or more main security categories, with their order
not indicating importance. Depending on the context, controls from any clause could be
relevant. Healthcare organizations using this standard should determine the controls

based on their environment and processes.[47]

Each main security control category in ISO/IEC 27002 includes a control objective and
one or more controls to achieve it. Control descriptions in this standard are structured as

follows:

e Health-specific control: Defines the health-specific control statement to fulfil the
control objective as stated in ISO/IEC 27002.

e Health-specific implementation guidance: Offers detailed support for implement-
ing the control in a healthcare setting to uphold the confidentiality, integrity, and
availability of personal health information. If no health-specific guidance is pro-
vided, it's indicated as "No additional guidance for information security manage-

ment in health."

o Other health-specific information: Provides additional health-specific details,
such as references to other International Standards. If no other information is

relevant, this section is not included.[47]

For MDSW manufacturers, implementing an ISMS that aligns with both ISO 27799 and
ISO/IEC 27001 is essential. This involves conducting regular risk assessments to identify
potential threats and establishing comprehensive security policies that address data pro-
tection, user access, and incident response. Risk assessment is highlighted throughout
the standard.[47]

Other objectives on how to control cybersecurity threats according to standard is con-
trolling access to sensitive health data what is very paramount. This includes implement-
ing strong user authentication mechanisms to verify identities, ensuring users have ap-
propriate access rights based on their roles, and maintaining detailed audit trails to mon-
itor access and identify unauthorized actions. Also, data protection is crucial for health

data. This requires using strong encryption methods to safeguard data during storage
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and transmission and implementing integrity checks to prevent unauthorized alterations

or corruption of the data.[47]

Effective incident management is critical for responding to security breaches. Organiza-
tions should develop and maintain an incident response plan tailored to the software's
specific needs, establishing procedures for reporting security incidents and analyzing

them to improve security measures continuously.[47]

3.3.5 IEC 62304:2016

Standard IEC 62304:2006/A1:2015 Medical device software - Software life-cycle pro-
cesses apply to the development and maintenance of MDSW in cases when software is
itself a medical device or when software is an embedded or integral part of the final med-

ical device.[48]

The standard includes security provisions but does not explicitly address cybersecurity
requirements. However, manufacturers can adopt several cybersecurity-related prac-
tices from the standard. The most important of these is the integration of risk manage-
ment. Manufacturers should incorporate cybersecurity risk management into the soft-
ware development lifecycle. This involves identifying potential cybersecurity threats and

vulnerabilities, assessing their impact, and implementing mitigation strategies.[48]

Additionally, software maintenance is crucial. Regular updates should be part of the
maintenance process to address newly discovered cybersecurity vulnerabilities. Verifi-
cation and validation are also essential activities. These should include tests for security
vulnerabilities to ensure the software functions correctly under specified cybersecurity
requirements. Furthermore, strong configuration management practices are vital. This
includes maintaining the integrity of the software by preventing unauthorized changes

and ensuring that only authorized versions of the software are deployed.[48]

The standard classifies the software safety according to the risk of harm to the user re-
sulting from a hazardous situation to which the MDSW can contribute to a worst-case
scenario as indicated in Figure 12. The software safety classification is divided into A, B
and C, where A is the lowest class, which means the software is not likely to contribute
to hazardous situations, whereas C is the highest class, which is applicable when there

is a likelihood of serious injury or even death.[48]
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Figure 12. Assigning software safety classification [48].

This classification scale helps the manufacturer identify the safety-related processes
needed throughout the lifecycle of the medical device software. The applicable require-
ments are specific to the development and coding, release, and maintenance of medical

device software.[48]

While IEC 62304:2006/A1:2015 does not specifically mandate cybersecurity measures,
manufacturers should integrate these practices to comply with broader regulatory re-

quirements and industry standards for cybersecurity.

3.3.6 IEC 80001-1 and IEC/TR 80001-2

IEC standard 80001-1:2021 application of risk management for IT networks incorporat-
ing medical devices part 1 outlines the principles, concepts, terms, and definitions for
health software and health IT systems, focusing on key aspects of safety, effectiveness,
and security throughout their entire life cycle, from initial concept to decommissioning,
as shown in Figure 13. It also highlights the transition points in the life cycle where re-
sponsibility shifts, and the necessary multi-lateral communication at these points. Addi-

tionally, this document establishes a unified set of concepts and terminology for other
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standards that address specific aspects of the safety, effectiveness, and security (includ-

ing privacy) of health software and health IT systems.[49]

Health software and safe health IT systems
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Figure 13. Lifecycle framework addressing safety, effectiveness and security

of health software and health IT systems.[49]

The purpose of the risk management framework is to help the organization integrate risk
management into all key activities and functions. Effective risk management requires
support from all stakeholders, especially top management, and should be part of the
organization's governance and decision-making processes. Top management must en-
sure that risk management is applied throughout the health IT system lifecycle and its
effectiveness is evaluated. The organization must establish and follow a defined risk
management process. This dynamic and iterative process should be customized to fit
the organization’s culture and objectives, integrating seamlessly with its purpose, lead-

ership, strategy, and operations.[49]
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The standard encourages the organization to do a risk management plan to document
and schedule the risk management activities throughout all lifecycle phases. The risk
management process which establishes the requirements of that document is seen at

Figure 14.

Options :
analysis Risk
estimation
Benefits
analysis
Hazard ID
Implementation
Risk Risk
control analysis
Evaluation
Risk Sl
evaluation
Risk
evaluation
Figure 14. Risk management process [49].

IEC technical report 80001-2-2, titled "Application of Risk Management for IT-Networks
Incorporating Medical Devices - Part 2-2: Guidance for the communication of medical
device security needs, risks, and controls," establishes a framework for disclosing the
security-related capabilities and risks needed to manage the connection of medical de-
vices to IT networks. This framework supports the security dialogue essential for the risk
management of IT-network connections as outlined in IEC 80001-1. The security report
provides a set of common, high-level security-related capabilities that help in understand-
ing user needs, identifying relevant security controls, and recognizing the risks that ne-
cessitate these controls. The intended use and local factors will determine which specific

capabilities are relevant in the risk management dialogue.[50]

The standard is risk based and is segmented into 10 parts to address the broad areas of

safety and effectiveness, together with data and system security. To facilitate this, the
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standard presents 19 security capabilities. These capabilities are outlined in ISO/IEC
80001-2-2.

The technical report uses security and risk-related terms from both the IT and traditional

medical device (ISO 14971-based) risk management fields [50].

3.3.7 IEC 81001-5-1:2021

A standard IEC 81001-5-1:2021 “Health software and health IT systems safety, effec-
tiveness and security Part 5-1: Security — Activities in the product life cycle” outlines the
life cycle requirements for developing and maintaining health software in according to
the standard IEC 62443-4-1, considering the specific needs of health software. It de-
scribes a set of processes, activities, and tasks that create a common framework for
secure health software life cycle processes. The aim is to enhance the cybersecurity of
health software by incorporating specific activities and tasks within the health software
life cycle and improving the security of the software life cycle processes themselves.
Maintaining a balance between safety, effectiveness, and security, as discussed in ISO
81001-5-1, is crucial.[13]

The outlined requirements for the development and maintenance of health software, em-
phasizing that all activities must occur under a quality management system implemented
according to medical device quality management system standard 1SO 13485 or its
equivalent. While it aligns closely with the clause structure of the standard IEC 62304, it
does not adopt the same software safety classification. The requirements apply to all
classes of software, impacting the development process depending on the type of prod-

uct and the extent of existing cybersecurity measures.[51]

The standard highlights sources of cybersecurity risks and appropriate handling methods
without revolutionizing the software development approach. It covers a comprehensive
range of activities from determining and reviewing requirements, developing software
design, conducting testing, including threat mitigation, vulnerability, and penetration test-
ing, to release and decommissioning. It also addresses managing conflicts between test-
ers and developers, ensuring file integrity, and controlling private keys, among other se-

curity-related topics.[51]

For the software maintenance process, the standard specifies timely delivery of security
updates, monitoring public incident reports, verifying updates, documenting updates, and
delivering updates in line with IEC 82304-1. The risk-management process introduces
new cybersecurity risks, aiming to help identify, estimate, control, and monitor these

risks, which is crucial for network-connected software-based devices.[51]
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The configuration-management process requires listing external components suscepti-
ble to vulnerabilities, while the problem-resolution process involves anticipating notifica-
tions on vulnerabilities, reviewing and analysing them, and addressing issues accord-
ingly.[51] A “software bill of materials” (SBOM) has emerged as a key building block in
software security and supply chain risk management. An SBOM is a nested inventory, a

list of ingredients that comprise software components.[56]

Integrating IEC 81001-5-1 requirements into QMS standard operating procedures is a
complex task. Organizations can use the standard to enhance cybersecurity by perform-
ing a gap analysis, comparing existing processes to the standard’s expectations, and
gradually incorporating the specific requirements. The standard acts as a checklist to

improve software development activities systematically.[51]

The EU is considering harmonizing IEC 81001-5-1 standard, but the healthcare standard
has wider implications for any organization developing medical equipment-containing

software, around the world, to ensure the security of their embedded systems [52].

3.3.8 ISOI/TS 82304-2
ISO/TS 82304-2:2021 is a technical specification that provides quality requirements for

health and wellness apps. It defines a health app quality label to visualize the quality and
reliability of these apps. It covers the entire life cycle of health apps and is useful for
consumers, patients, healthcare professionals, health authorities, and insurers when rec-
ommending or selecting health apps. This standard is intended for use by app manufac-
turers and assessment organizations to communicate the quality and reliability of health

apps.[57]

Label2Enable is an EU-funded project aimed at promoting the adoption of the CEN-
ISO/TS 82304-2 standard and its quality label for health and wellness apps. The project
focus on creating a digital single market where high-quality health apps are widely used
for prevention, healthcare, and self-care. To obtain the quality label for a specific health
app, manufacturers must provide supporting evidence for all the requirements they claim
to comply with. This evidence is then assessed by accredited app assessment organi-
zations using the 82304-2 EU certification scheme, developed by the Label2Enable pro-
ject. [58]

CEN-ISO/TS 82304-2 provides a form with 87 questions covering various topics such as
accessibility, ethics, technical quality and interoperability. Out of these, 67 questions are

essential to achieve the ISO certification. The questions are divided into five groups to



43

establish the product’'s quality level and obtain a score based on their relevance on a

quality scale from A to E (Figure 15):
e basic product information
e patient health and safety criteria
e usability criteria
e data security criteria

e robust build criteria.[58]
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Figure 15. Display of the quality label.[58]
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4. RESULTS

The aim of this thesis was to review the current state of information and cybersecurity
framework of the medical device cybersecurity. In addition, the aim was to inspect reim-
bursement framework for mobile health applications of specific countries and to create a

prioritized roadmap for the company as separate checklist.

The review was made by inspection of relevant standards that apply to medical device

software cybersecurity.

4.1 Standard requirements

The standard review showed that there are already a lot of requirements related to
cybersecurity for a medical device software manufacturer today. Standards provide
guidelines and requirements for ensuring the safety, effectiveness, and security of med-

ical devices and their associated software.

The review identified some requirement similarities were found between inspected
standards. Together with ISO 14971, ISO/IEC 27001 and ISO/TS 82304-2:2021 stand-
ards enhance the focus on risk management. They require organizations to identify, as-
sess, and mitigate risks throughout the product lifecycle. Effective risk management and
cybersecurity require the involvement of all relevant stakeholders, including top manage-
ment. This ensures that risk management processes are integrated into the organiza-

tion's management and decision-making frameworks.

Standards like ISO/IEC 27001 and IEC 62304 outline the necessity of implementing se-
curity controls to protect information and ensure the integrity of medical device software.
These controls include measures for data protection, access control and incident man-
agement. Additionally, information security standards, such as the ISO/IEC 27000 series
and the health informatics standard 1ISO 27799, highlight the importance of preserving
the confidentiality, integrity, and availability of information, which is critical for maintaining

the trust and safety of health data.

Many standards highlight the importance of lifecycle management. For example, IEC
62304 focuses on software development and maintenance processes, while ISO/IEC
27001 covers the ongoing management of information security systems. Lifecycle pro-

cesses can include regular updates, vulnerability assessments, and continuous monitor-

ing.
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Itis good to keep in mind, that the systems like risk management and information security
system management should always be related to the company and the related medical

device software. The documentation of the processes is vital to prove conformity.

4.2 Checklist

A separate checklist was made for the company about the inspection of reimbursement
framework for mobile health application of different countries. The countries with well-

known operating methods were chosen in the thesis meetings in the beginning.

Uniform for everyone in the European region is naturally the CE marking as a medical
device in accordance with the MDR (or MDD). The USA has its own approval system
and requirements. Belgium, Germany and France have closely related systems with

many similarities.

Next, | will briefly introduce the most important requirements for each country in a check-

list format.

4.2.1 Belgium

mHealthBelgium is the Belgian platform for mobile apps that are CE-marked as medical
devices [26]. Regarding cybersecurity, mHealthBelgium requires that all apps comply
with stringent security standards to protect patient data and ensure safe usage. This
includes adherence to the General Data Protection Regulation (GDPR). Apps must
demonstrate robust data encryption, secure user authentication, and regular security up-

dates to mitigate potential vulnerabilities.[53]

The validation pyramid is 3-level and as the levels build on each other, they are passed
through one after the other if necessary: the certificates from one level are required for

admission to the next level.

e The M1 level medical apps that have this basic classification are approved as CE
marked medical devices, comply with GDPR, and are entered into the Federal
Agency for Medicines and Health Products (FAMHP) database.

o The M2 level apps classification can be achieved when the device meets certain
M1 criteria as well as others in user identification and authentication, interopera-

bility and data protection.

e Apps can only be submitted for M3 or reimbursement once M1 and M2 have been

met, and if they demonstrate clinical and socio-economic value.[27]
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The individual requirements for each level are described in table 4.

Table 4. Individual level requirements [28].

Admission requirement

Level 1 Approval as a medical device according to MDR

Compliance with the GDPR

Level 2 Standards to be complied with for user identification

Compliance with interoperability standards in the Belgian healthcare
system

Enhanced protection of patient data through technical measures
Level 3 Proof of clinical efficacy

Proof of socio-economic benefits

Integration into a supply concept

4.2.2 Finland

The Digi-HTA assessment is based on information provided by the manufacturer about
its device and a literature review. Based on this information, a Digi-HTA recommendation
is given for the product. The Digi-HTA criteria and assessment process are suitable for
the assessment of digital medical devices in healthcare and well-being, as well as digital

non-medical devices and other solutions.[29]

One mentioned requirement for devices is to meet MDR (or MDD) compliance and have
a CE marking for marketing authorization in the EU. The voluntary Digi-HTA assessment
complements this by providing information on the device's effectiveness, costs, safety,
usability and accessibility, data security and protection, and all key issues that need to
be considered when introducing the product. For Digi-HTA assessments of data security
and protection, the criteria used are the requirements for social and health care procure-
ments developed in the Cyber-Health project of the Service Security Center. The list of
information security and data protection requirements is by nature a shared understand-
ing of good practices among cybersecurity and data protection experts in the social and
health sector, but it is not an official guideline or recommendation. However, it is im-
portant to remember that even though Digi-HTA is a voluntary assessment process,
there are some mandatory points to fulfil in the regulations of Finnish Institute for Health

and Welfare if the mobile health application is related to Kanta services.

The Digi-HTA framework in Finland does not explicitly require ISO 27001 certification.
However, it emphasizes the importance of robust information security management,

which aligns with the principles of ISO 27001.

Other framework requirements are the EU General Data Protection Regulation (GDPR)
and the Finnish Data Protection Act, which also regulates the data security of medical

devices.
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Currently, there is no national-level reimbursement process in Finland linked to the Digi-
HTA assessment; instead, Digi-HTA assessments have been part of regional procure-

ment and implementation requirements.[59]

4.2.3 France

PECAN is not the only way for medical devices to get reimbursement in France, but it
provides early access to reimbursement for digital medical devices (DMDs). After the
PECAN period, a full routine reimbursement request must be submitted. Standard reim-
bursement pathway involves a more traditional process where medical devices undergo
a thorough evaluation for clinical and economic benefits before being approved for reim-

bursement by the French health authorities.[32]

The main focus of PECAN security-content is compliance with "National Health Identity”
of France and user data protection by GDPR compliance. Other requirements are not
highlighted that much only mentioning other kinds of security requirements like referring
to security-related standards like ISO 10781 and ISO 13606-4, but they are also narrow
in their scope. The requirements document has many references to INS Implementation
Guide and a National Identity Security Standard (Référentiel national d'identitovigilance

- RNIV)". These do not directly specify more broad security requirements either.[54]

A DMD must comply with national and international data protection laws. Nationally, the
authoritative legal standard is Act 78-17, and internationally it is the European data pro-
tection law GDPR. In addition, all providers hosting personal health data and the corre-
sponding cloud service provider must undergo 'Hébergeurs de Données de Santé (HDS)'
certification.[32]

4.2.4 Germany

DiGA is for health apps, including medical devices, that have been approved for pre-
scription by healthcare providers in Germany and sets the requirements for the manu-
facturer. The Digital Health Applications Ordinance (DiGAV) is the ordinance on the pro-
cedure and requirements for assessing the reimbursability of digital health applications
in statutory health insurance in Germany and it has very well-structured checklist in two
annexes, another for requirements for data protection and information security and an-
other for requirements for interoperability, robustness, consumer protection, ease of use,

support of healthcare providers, quality of medical service and patient safety.[60]

The information security criteria for DIGA are divided into two sections: "Basic Require-
ments that Apply to All Digital Health Applications" and "Additional Requirements for Dig-

ital Health Applications with a Very High Need for Protection." All basic requirements
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must be met without exception, unless they are not applicable to certain types of DiGA.
The additional requirements are only necessary if the DiGA has been identified as need-
ing very high protection due to the type of data processed, the care scenarios addressed,

or the context of use.[60]

The specifications in the DIGAV for information security are based on the relevant publi-
cations and recommendations of the Federal Office for Information Security (BSI). They
start from the processes of a management system for information security described in
the BSI standards 200-1, 200-2 and 200-3 (Figure 16). These are supplemented by com-
ponents of the IT-Grundschutz catalogues (IT-basic data protection), which focus on the

subject area of a DiGA, use of digital applications in healthcare.[60]

BSI Standards for Information Security IT-Grundschutz Compendium
Information Security and IT-Grundschutz

o Chapter 1 Introduction
BSI Standard 200-1 Chapter 2 Layer Model and Modelling

Information Security Management Systems (ISM5)

Elementary Threats

BSI Standard 200-2 Layer Model

Process-oriented Modules:
IT-Grundschutz Methodology . 1SS (Information Security Management Systems)

ORP  (Organisation and Personnel)
CON  (Concepts)

BSI Standard 200-3 oPs  (Operations)

- : DER  (Detection and Reaction)
Risk Analysis based on IT-Grundschutz System-oriented Modules:

u IND (Industrial IT)
APP  (Applications)
sYS (IT Systems)

BS| Standard lw'4 L MNET (MNetworks and Communication)
Business Continuity Management * INF (Infrastructure)
Figure 16. Requirements and recommendations of the BSI regarding infor-

mation security.[60]

To keep up with the fast-paced market and release cycles of DiGA, the DiGAV empha-
sizes information security as a process embedded within the company, rather than just
a set of technical measures. This process is reflected in a management system for infor-
mation security (ISMS), as described in ISO 27001 and BSI standard 200-1. Although
DiGA manufacturers are not yet required to implement an ISMS according to the 1ISO
27000 series or BSI Standard 200-2, Annex 1 to the DiIGAV mandates several processes
to ensure ongoing security like protection requirement analysis, release, change, and
configuration management and directory of libraries in use and market monitoring. These

processes help maintain a consistent level of security.[55]

In addition, DiGA require following of GDPR and other privacy laws in Germany, like

national Federal Data Protection Act (Bundesdatenschutzgesetz — BDSG).[60]
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4.2.5 USA

The FDA has released a Guideline for cybersecurity in medical device manufacturers on
securing their devices from assaults, due to the increase in cyber assaults on medical
devices. Unlike many others, the FDA recognizes that medical device cybersecurity is a
shared responsibility among stakeholders throughout the medical device system's use
environment. And the rapidly evolving and increased understanding of emerging threats
and the need for capable deployment of mitigations throughout the total product lifecycle
(TPLC) including premarket expectations and post-market follow-up, warrants an up-

dated, iterative approach to device cybersecurity.[37]

A Secure Product Development Framework (SPDF) is a set of processes that reduce the
number and severity of vulnerabilities in products throughout the device lifecycle and is
a way to implement and adopt the requirements of guidances. In addition, a risk man-
agement process for device manufacturers is highlighted as an essential systematic
practice and addressed in the Quality System (QS) regulation in 21 CFR Part 820.[37]

The primary goal of using an SPDF is to create and maintain safe, effective, and secure
devices. These devices can be managed by manufacturers or users and integrated into
healthcare facilities' cybersecurity frameworks like the National Institute of Standards
and Technology Cybersecurity Framework (NIST CSF).[37]

Even though the FDA recommends using QS regulation-compliant design processes, to
maintain flexibility, the FDA has stated that manufacturers can adopt alternative frame-
works that meet QS regulation requirements and align with the FDA's SPDF recommen-
dations. These other usable frameworks are according to the guidance the Medical De-
vice and Health IT Joint Security Plan (JSP)[65], IEC 81001-5-1 standard [13] of health
software and health IT systems safety, effectiveness and security, and ANSI/ISA-62443-
4-1 standard of security for industrial automation and control systems where in Part 4-1:
Product security development life-cycle requirements outlines a secure product develop-

ment lifecycle similar to that of the JSP.[37]

Another helpful interactive tool is available for mobile health app noting that privacy and
security are important considerations for all applications, but especially for applications
that collect and share consumer health data. Tool helps developers navigate the federal
laws and regulations that may apply to their health-related apps. It provides guidance on
compliance with various important USA’s laws, such as Health Insurance Portability and

Accountability Act (HIPAA) Rules for privacy, security and breach notification and the
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Children’s Online Privacy Protection Act (COPPA) and the COPPA Rule, which give par-
ents control over the information that operators of websites and online services can col-

lect from children.[64]
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5. DISCUSSION

Itis clear that requirements related to cyber and information security are constantly being
reviewed. The pressure on medical device cybersecurity comes from two directions; the
regulations themselves are getting stricter and on the other hand the internal control of

customers is getting tighter (Figure 17).

Customer

Regulatory
requirements

e Regulatory and

market
requirements

Figure 17. Value chain of information and cybersecurity requirements.

This thesis regulation review was limited to the most significant regulations that were in
force in 2024. It is good to notice and keep in mind that the cybersecurity area develops
all the time and new requirements and refinements to those already in force can be as-
sumed to come, because of evolving challenges and threats related to cybersecurity.
Therefore, regulations are also being updated and refined at a fast pace. This was al-

ready noticeable during this work.

One good example of this is NIS 2 directive and its coming national act. The former
version of directive is already well established in many countries and now when health
sector is taken with, can be assumed that this directive and its national acts requirements
is one of what are essential to be taken into account when considering demonstrating

adequate cybersecurity actions.

A more detailed clarification of the various requirements took a lot of effort. Some coun-
tries, like for example Finland and Germany, had very clear excel checklist to what they
expect to comply and justify if any point does not need to be complied with. An additional
challenge was that, for example, the German authority's list was only available in Ger-
man. It was also found challenging that many things were presented in different words
to different requirements. The structuring of cybersecurity-related requirements set by
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different requirement frameworks is valuable and useful for numerous different applica-
tion manufacturers and vendors considering expanding into one of the markets dis-

cussed.

Overall, information was available, but the requirements related to the cybersecurity
framework were often hidden or fragmented. | found the MDCG guidance to be clear and
informative. Similarly, the FDA's guidance documents were easy to understand, although
there are several of them, so it's important to ensure the requirements apply to the spe-

cific phase in question.

However, many of the requirements were identifiable as completely consistent when re-
viewing the reference frameworks of different countries. What came up with many re-
quirements was the GDPR what regulates the processing by an individual, a company
or an organisation of personal data relating to individuals in the EU. Even the FDA has
recognized the GDPR impacts by imposing strict data protection requirements. The FDA
concern has been that GDPR's strict data protection requirements can complicate their
ability to conduct inspections and access clinical trial data from the EU. This, in turn,

impacts their capacity to ensure the safety and effectiveness of medical products.

GDPR is not specific to medical devices but is the legal framework in the EU for the
processing of health data and an essential part of cybersecurity assessments. MDR in-
cludes requirements for data protection that align with GDPR principles, meaning that
any medical device that collects personal data must adhere to GDPR's data protection
requirements. This integration ensures that both the safety and privacy of health data
are maintained. There can be challenges due to differences in how each regulation is
implemented and enforced across EU member states. This lack of full harmonization can
create legal and operational complexities for companies and lead to potential compliance

challenges.

In the future, it would be easier if the requirement frameworks related to cybersecurity
were harmonized and unified and, in particular, if different requirements frameworks
could recognize certification already completed elsewhere, at least for those require-

ments that are similar.
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6. CONCLUSION

Modern medical devices and their manufacturers must increasingly take into account
and focus on improving compliance to cybersecurity requirements. Challenges arise as
regulatory requirements evolve, which can pose barriers for manufacturers. Managing
cybersecurity risks is paramount, but many companies struggle with inadequate security
culture and processes. This often results in significant gaps between new requirements
and current practices. Adopting global healthcare cybersecurity principles and best prac-
tices is essential to comply with security standards and ensure optimal performance of

medical device software.

It is important good to remember, that the state of data security is ever stable.
Manufacturers must be able to react to changes and keep the risk management and

requirements of ISMS as an on-going developing process.

In addition to Finland, the European countries from Belgium, France and Germany were
reviewed the current information and cybersecurity framework for medical device cyber-
security. The USA was also included in the review as an important country with its own
requirements. The aim was also to review the reimbursement frameworks for mobile
health applications in different countries and create a simple prioritized roadmap for the

company as a checklist.

When finding all requirements, it was easy to notice, that the requirements vary a lot
between countries. In some countries, the requirements were very easy to find with good
details and examples, but mostly the requirements were expressed in high-level and

hidden in several separate documents.

Challenges include varying national requirements and the need for harmonization.
GDPR and MDR integration ensures data protection, but differences in implementation
across EU states can create compliance complexities. Unifying cybersecurity frame-

works and recognizing existing certifications could simplify compliance in future.
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