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Abstract—The present work investigates the physical layer security of
wireless communication systems over non-homogeneous fading envi-
ronments, i.e. n-u and A-p fading models, which are typically encoun-
tered in realistic wireless transmission scenarios in the context of con-
ventional and emerging communication systems. This study considers
a single-input multiple-output system that consists of a single-antenna
transmitter, a multi-antenna legitimate receiver, and an active multi-
antenna eavesdropper. To this end, novel exact analytical expressions
are derived for the corresponding average secrecy capacity and secrecy
outage probability, which are corroborated by respective results from
computer simulations. Capitalizing on the offered results, the physical
layer security is quantified in terms of different parameters, which leads
to useful insights on the impact of non-homogeneous fading environ-
ment and the number of employed antennas on the achieved physical
layer security levels of the underlying system configuration. The offered
results and insights are useful for the design of such systems as well
as for the computational requirements and sustainability relating to such
systems, since emerging communications are largely characterized by
stringent quality of service and complexity requirements.

Index Terms—Multipath fading, secrecy capacity, secrecy outage prob-
ability, physical layer security, multi-antenna communications, computa-
tional complexity.

1 INTRODUCTION

Physical layer (PHY) security has received a great deatefiibn
in the past few years since it can address the issues of prarat
security in wireless communication networks, without reseeily

relying on encryption techniques. Owing to this fact, seler
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reported contributions have investigated the secrecypuegnce
over small-scale fading channels and large-scale fadiegrutls

( [1]-[6] and references therein). However, the aforenoered
fading conditions do not typically encompass various fgdipes
that are experienced in practical communication scenafibs
also concerns the effects of non-homogeneous fading emnviro
ments such as-u [7], and k- and n-p [8], which although
they are encountered in realistic communication scenatiey
are typically neglected for the sake of complexity redutctids

a result, several simplistic assumptions have led to reghkt
are largely inaccurate, which is a critical issue in the ernbf
secure communications since the reliability of modelinfpes

is of paramount importance. To this end, recent emphasis on
generalized fading distributions that do not necessasiyume
homogeneous fading environments has generated a corigalera
interest in analyses relating to PHY security, which cdotts a
critical topic of interest in emerging communication teclugies
(see for instance, [9]-[18] and references therein). Sipaty, the
authors in [9] derived analytical expressions for the lolweund

of the secrecy outage probability (SOP) and the probabdfty
strictly positive secrecy capacity (SPSC) over generdlizamma
fading channels. Likewise, the secrecy performance aisaby&r
generalizedK fading channels was investigated in [10], while
the effects ofk-p and a-p fading conditions were investigated
in [11] and in [12], respectively. Considering a differerdne
figuration from the above studies [9]-[12], the authors B}
[16] investigated the PHY security problem in a single-inpu
multiple-output (SIMO) system over the generalizEd-x-u, k-

1 shadowed andv-p¢ fading channels, respectively. In [17], the
secrecy performance of stochastic MIMO wireless networes o
a-p fading channels was studied in terms of the connection
outage probability (COP), the probability of non-zero segr
capacity (PNZ) and ergodic secrecy capacity. Most receatly
comprehensive and unifying fading model introduced in [18],
the a-n-k-p distribution, was investigated in the context of secure
wireless communication systems (e.g. [18]). In [18], théhats
obtained novel and exact expressions for the secrecy peafare
metrics of the classic Wyner's wiretap model.

Other types of versatile fading distributions are the déeda
n-p and A-p fading models [8], [20], which can accurately model
the small-scale variations of the wireless signal undeklivaof-
sight conditions. The generality of these models is alsdesvi by
the fact that they include as special cases well-known pathi



fading models such as Rayleigh, Nakagamiand Nakagamiy
i.e. Hoyt distributions. Because of their wide applicdiiland
versatility [8], their consideration in the context of PH¥csirity
arises as an interesting issue to be investigated. Howeopg of
the above-cited works (i.e., [9]-[18]) has studied the ganance
analysis of secure wireless communication in eithgr or A-p
fading conditions. Importantly, it is expected that the gosed
investigations will be also insightful in terms of the contgtional
complexity and sustainability associated with the deteatidon of
secure communications in the context of emerging commtioita
systems. Besides the traditional communication-basexppetive,

2

models. Likewise, the corresponding exact and asymptd@P S
under these fading conditions are analyzed in Section Kvied
by corresponding numerical results, and insightful distrss are
provided in Section 5. Finally, concluding remarks are ped in
Section 6.

2 SYSTEM AND CHANNEL MODELS

As shown in Fig. 1, we consider a SIMO wiretap channel in
which the transmitter (Alice) sends confidential messagethe
legitimate receiver (Bob) with a transmit power denoted By

such insights on the related computations are of paramoent iwhile the eavesdropper (Eve) overhears the transmissiongh
portance since modern communication systems and netweoeks e eavesdropper channel. In this context, it is assumed tha

typically characterized by stringent quality of servicgqugements
and increased computational complexity and costs, whinbdee
their sustainability a challenging task. Thus, the core afrthe
present analysis is to provide the necessary tools for atejuth
quantification of the computational sustainability asatszl with
physical layer security in emerging communications in istial

Alice is equipped with a single antenna whereas Bob and Eve
are equipped with multiple antennas, denotedlas and L g,
respectively. Also, both the legitimate (Alice-Bob) chahmand

the eavesdropper (Alice-Eve) channel are assumed to umderg
independent and identically distributed (i.i.d.) quasitis gener-
alized n-p and -y fading conditions. In this context, an active

propagation media, which will be useful in the effective angavesdropping scenario is considered, in which the chztat
sustainable deployment and operation of future commuinitat information (CSI) of both the main and wiretap links are kmow
systems, both independently and as part of the generimkttef at Alice. Also, a maximal-ratio combining (MRC) scheme is

Things (IoT) paradigm.

employed at the involved receivers in order to exploit theeana

To the best of the authors’ knowledge, the secrecy perfocmarf“versny and to maximize the probabilities of secure traission

of wireless communication systems over and -y fading mod-
els remains vastly unexplored. Motivated by the above, thegnt
work conducts an investigation into the physical layer siggcu

and successful eavesdropping. The latter probabilityesspts the
worst-case scenario in the context of physical layer sgcamd it
is paramount to investigate wireless communication systeder

of SIMO systems under generalized multipath fading coaditi SUCh circumstances.

characterized by)-;, and A\- distributed fading conditions. The
main contributions of this work are as follows:

e Novel analytical expressions for ASC and the secrecy outage E
probability (SOP) of the considered setup are derived. &hes
expressions are given in terms of infinite series representa
tions, which are fully convergent and involve elementargt an
known special functions. Also, a small number of terms is
required to ensure a sufficiently low truncation error.

e Simple closed-form upper bounds for the truncation errors
of the involved infinite series are also derived in order to \\
enable precise determination of the number of truncation .LT
terms required to achieve certain accuracies. The derived °
analytical expressions are subsequently employed to ifpant T E &
the ASC and the SOP under the considered fading conditions. -

e Simple and explicit expressions of the asymptotic SOP in the

high-SNR regime are obtained under both the and A-p,  Fig. 1: lllustration of a SIMO wiretap channel, where a séaghtenna trans-
fading models mitter (Alice) communicates with a multi-antenna legitimeeceiver (Bob) in

. . . the presence of an active multi-antenna eavesdropper.(Eve
e The validity of the offered results is verified through exten P pper.(Eve)

sive comparisons with respective results from computer sim

ulations. It is shown that the number of antennas is criteal |\ o 1o be-. and A-u distributed with arbitrary values of
the level of 'achieved security as it improves the performan? ding parameters. These two models represent physicaiuresa
yvhen they |ncrease.at the legitimate user, and they degr% have been distinct for their generality since they haenb
!t as their number increases at the eavesdropper.. AISO’sh[own extensively, both theoretically and experimentathpable
Is shown thgt the effects of non-homogeneous fading ha%?providing accurate characterization of versatile npaith fading
a non-negligible effect on '.[he ASC.a.nd S.OP performangghannels [8], [20]-[22], and the references therein. Sioedly,
However, the effect of fading conditions in both cases These fading models consider that the signals are compdsed o
as _e_xpected, smaller when th'e r_lumt_)er of antennas at (tHSSters of multipath waves propagating in a non-homogesieo
legitimate and at eavesdropper’s links is not small. environment. Within any one cluster, the phases of the eveatt
The remainder of the paper is organized as follows: Sectiovaves are random and have similar delay times with delag-tim
2 describes the considered system and channel models, whjpeeads of different clusters being relatively large. remnore,
Section 3 focuses on the analysis of the ASC over generalizth@ in-phase and quadrature components of wireless sigitais
multipath fading channels characterized #py and A\-p fading each cluster are assumed to: i) be independent to each other

o)
Bob

Alice

=

—3- Main links
— > Eavesdropper links

L XX )

The encountered fading conditions in the underlying setap a



and have different powers, in the-u fading model; ii) have distribution functions (CDF) are expressed as follows:
zero mean and identical power but they are correlated, in the

Lipi 0
A-p fading model. In this contexty represents the number of F, () = VT, l — Z S— 1 —
multipath clusters, in both fading models,denotes the power 20(Lip ) (mi + 1)2Lems j=0 j122r (Liﬂi +J+ 5)
ratio of the in-phase and quadrature components of the agisel 1—n 2j (1 + ;)%
signal within each cluster anddenotes the correlation coefficient X < l) Yinc (QLWZ- + 27, %) ,
between the scattered-wave in-phase and quadrature cemigon L+ 207 (5)

in each multipath cluster [8], [20]. Different from theu and \-p
fading models, thew-; fading model accounts for the nonlinearityand

and clustering of a propagation channel, while the, fading V(1 — A2)Limi &2 A\

distribution is better suited for line-of-sight (LOS) afmaitions. F,, (2) ZQQLW_lFZ(L. ) 192 (L- . A l)

In the former model, the nonlinearity is described in termhs10 i) j=o " i T Ty
power parameter, so that the resulting signal intensitytsioed v (2L + 27 2pix ©)
in two ways: (a) modulus of the sum of the multipath composgent ine \ £l T 2], (1-=X)5 )’

(b) modulus to a certain given exponent. In the latter moeksth
cluster of multipath waves is assumed to have scatteredsweitie
identical powers and a dominant component found within.

The signal-to-noise ratio (SNR) probability density fuoos 3 AVERAGE SECRECY CAPACITY
(PDF) of then-p and A-p fading distributions are obtained using

[22, Eqg. (1)] and [22, Eq. (2)], respectively and setting= 1, and |n this section, the scenario wherein the CSI of the eavesno

respectively, whereyinc(cr, ) denotes the lower incomplete
Gamma functiofi[23, Eq. (8.350.1)].

are expressed as channel is available at Alice is considered. This scenasio i
(n + 1)#+%\/— ptlopu—3 applicable to wireless networks where Eve is active andeAlic
_n T ahT 2 .
fy(x) = pE— has access to her CSI [25]. In this case, a fundamental perfor
L(p)y/m(n — D=2yttt (1) mance metric used to evaluate the secrecy performance is the
« ,ugn_ﬁw (n* — Dz ASC, which is defined as the instantaneous secrecy capacity
¢ n=3 217y ’ Cs averaged over the instantaneous SNRs and vg, where
and CS = maX{C’B — CE,O} with CB = 10g2(1 + ’YB) and
o L Cr = logy(1 + vg) denoting the capacities of the main and
£@) = (=Drm=2y/mptr ek eavesdropper channels, respectively. In what follows, vié w
K T(u)VI = A\WI+ I smuts @ determine the ASC for the case gf— p and A — p fading
_ 2 2\ conditions, which are encountered in practical commuitoat
xe OO, 1 (m) ) scenarios.

whereI'(-) and ,,(-) denote the Euler Gamma function and the

modified Bessel function of the first kind, respectively ané= 31 Exact ASC over 5-; fading channels

E{~} represents the average SNR, with-} denoting statistical

expectation. Based on the above representations and withidh It is recalled that the ASC can be formulated as follows:

of [23, Eq. (8.445.1)] and [24], the corresponding PDFs & th Co— R e c dved 7
SNR~;, i € {B, E}!, at the receiver's combiner output for each Sl o sfrs (vB) frs (VE) B dYE ™
case are given by 1 00 | g
o 21—2Lmﬁ4k(m + 1)2Lmi(1 _ m)gkungﬁzk - |n(2) /0 n(l + VB)f'VB (’YB)F'yE (VB) B
(x) = :
DA e e / (L +7E) fre (VE) s (VE)dVE
,7_2Lill«i+2k ’ 0
(3) NE
1 o0
and - M/ N1+ ) fp (72) s - ®
f: 2\/7_TA2/€‘LL2Li,U«i+2k 0
f’y(x) = -t VE!
‘ k'l—)\Q L“”JerF Ll 11—‘ Lz 1+k—|—l
k=0 ( - ‘)Qk ) (Lips) ( " 2) Based on this, the ASC in the considered set up for the case of
F ke o (lf“j)é”% n-p fading conditions can be derived with the aid of the PDF and
y2Einit2k ’ CDF representations in (3) and (5), respectively. To thid, én

(4) is evident that the ASC for the considered case can be olbtaine

i i i J1 n m
respectively. Based on (3) and (4), the corresponding catinal by deriving analytical expressions for tf', 7, and.7;' terms’

2. The subscript “inc” is used in order to differentiate thetantaneous SNR
~; from the lower incomplete Gamma functigc(-, -).
3. The 7, andZ,! terms account for7,, andZ,, for the case of;-i; fading
1. Henceforth, the subscrii is associated with Bob's measures, while theehannels, whereas thg andZ,) terms account for7,, andZ,, for the case
subscriptE refers to Eve's measures. of A\-u fading channels.



Therefore, by substituting appropriately (3) and (5) i), the manipulations,7;' can be derived as
j1” term can be expressed as

Lepe
2/ (ne +1)?
1-2Lgup+2L 2L =
" 2 _ B:B ERET(np + 1) ZBL“BM I3 IN2)T(Lepr) < Ang
In(2)n5**#T(Lppup)T(L B oo 2Leust2k o
(2 )nB Liufui) ( E:LLEQ)'VB o .S p2lere 2R (O i + 2k) <(nE -+ 1)2)

Z Z (1—n3)¥ 1-ng P ET(Lgug + k +0.5) dng

k'] 77 + 1 2LENE+4nyzk 47’]3 N .
k=0 35=0 E Ag 2LEIE+2]€F(—2LE,U,E—2]€+’ITL AE) —2k

(Bt kol —2Lepn —2j xe Z (2pu )y 2lmpet2hom Ap™

m=1

X .
I(Lppupg +k+05)(Lgur + 25+ 0.5) (17)
" /'°° In(1 + v5)%inc (2LENE + 2j, AEYVB)
0

dyg, (9) Therefore, by substituting (16) and (17) into (8) leads te th

1-2L —2k
vg PP eAsvB corresponding analytical expression for thg for the case of
where ) n-p fading channels. B
Ap — pe(ns +1) (10) It is evident that the derived analytical expression for €he
s 20y is expressed in terms of an infinite series representatioweter,
and this is not a detrimental issue in practice since this sasigslly
Ap — pe(ne +1)° (1) convergent and it requires few terms to achieve sufficievelée
E= MEvE of accuracy. In fact, fairly accurate results can be obthibg

truncating the series after 50 terms, which yields a retagivror
due to truncation [27] of less than 0.0®2 Also, the algebraic
representation of the derived series is tractable sincerisists
- of well-known elementary and special functions, which remid
T = (2Lppup +2j — 1)) {/ In(1 +v5)7% 2Lpup+2k—1 convenient to handle both analytically and numerically.
0

By denoting the integral in (9) a%/, making use of [23, Eq.
(8.352.4)], and carrying out after some algebraic manipriag, it
follows that

2LEpp+2j—1

1
Xe—AB’YBd,yB _ Z —'A%
ne0 n.
"0 In(1 —+ YB -
X/ 1—2(LB;LB—21)c—ne AB’YBJFAE’YBC'VB . (12)
0 7B

3.2 Exact ASC over \-u fading channels
It is noticed that both integrals in (12) have the forﬁg In(1+

z)ze~b"dx, wherea > 0 andb > 0. To this effect and using

[26, Eq. (78)], the first integral of (12), denoted B&Y,, can be

derived as Capitalizing on the derived analytical expression for tf&CAover
(2L ok n-p fading channels, we can als_o derive a similar expression for
WAES %BB—F) the ASC for the case oA-u fading channels. To this end, by
(&

substituting (4) and (6) into (8) and following the same gsxas

2L +2k
y Bi I'(m—2Lgup — 2k, Ap) (13) in the previous subsection, it follows that
— A . 27
m= j1>\ _ S
Similarly, the second integral in (12) can be derived sofHatan In(2)(1 — Ag)Eersl(Lpps)l (LEpr)
be expressed as in closed-form as follows: y i i AN (1 — A3 Lere
0 . A k11 — A%)2ky 2l munt2k
I = T(2Lpus + 27) [1“(2LBMB + 2k)eAn 70 5= K\ VB
1-2Lpup—2j,2Lepe+2k
2LB#B+2kr(m_2LB’uB —2I€,AB) % 2 Up '
x oy i (14) D(Lppp+k+ 0.5 (Lepg + 25 +0.5)
m=1 B MB’YB
) 2Lpup+2k—1 T 3p(1-2%)
QLE,uiJ:rQ]leLB,uBZJkaJrn T(2Lpps + 2k +n) X /o In(1+v8)v5 e B B
B ! 2
=0 = w X Yinc (2LEME + 24, %) dys, (18
Aperto e oL % —n, Ap + A 15 (1= Xe)7e
X T (1 — — 2k — )
(A5 + An) L' BUB n,Ag+Ag)|. (15) g

Then, by replacing (15) into (9), an analytical expressionf,’ , * In(l+9p) -
can be obtained as (16), shown at the top of the next page1 (see %1 =T @Lene +2j) {/ g 2hmpn=2k e iR
5), whereT'(-, -) denotes the upper incomplete Gamma function 57,421 "
[23, Eq. (8.350.2)]. Likewise, an expression {@' can also be  _ 1 <2“7E)
attained from (16) after replacingg by Lg, up by pug, Hg by Jor n! \¥e(1 — %)
Hg, hp by hg, andyg by g, and vice-versa. = in(1 4 yp) _ %upvp  2upep
Next, by substituting appropriately (3) into the expreasid X / P Ay i p(1-3E) WE“*‘L:)dyB} , (19)
Js'in (8), and using [26, Eq. (78)] along with some algebraic 0

B



jl_

2m ((nB + 1>2)LB”B
|”( ) (Lpup)T(LEpr) dnp

y Z Z ’LLQBLB#B+2]€(2LENE 4 2] _ 1)' (1 _ 7723> <1 _ T] )2.7 ( 477E )LEILE+2j
k']'22LE“E+23 1F(LB/LB +k+ O5)F(LE,ME +5+ 05) dnp dng (’I]E + 1)2

k=075=0
2Lpup+2k 2Lgpe+2j—12Lpup+2k+n 1
(2Lpup + 2k —1)le?t” Y~ AZ"T (m —2Lpup — 2k, Ap) — Z% Z; —
XF(QLB/LB + 2k + TL)A% (AB + .AE)_L 6AB+AE1—‘ (—QLB/LB —2k—n+1, A + AE)} . (16)
\ 2m(1 — A)LEne )\27/\% 2LB;LB+2/€21 2bene =21 (2L pup + 27)
jl a |n(2)F(LB[LB LE;LE ZZ k'j )\2 LB“B+2kF(LB,LLB+k+O5) (LE/LE +j—|—05)
_ 2up QLB;,LB+2]€ ( A ) 2
. KB
x |D(2Lpup + 2k)e 75035 (73) r (m —2Lppp — 2k, _7)
[ mzzl 218 Y(1 =A%)
2LEpp+2j—12Lpup+2k+n n —t
1 2pE 2pp 2pE
— —F(2LBMB+2k+n)(_ ) (_ + =
X ow a-w) G- -
_2vp_ _2p_ 2 20E
xe”(l’*%)e““*%ﬂ)f‘(L—QLB/LB—Qk—n, _hB )] (21)
Y1 =AE) A1 =AE)
which yields for the C's over A — 1 fading channels is deduced.
2up
If\ = F(QLE/LE + 2]) |:(2LB/LB + 2k — 1)!6'73(17)‘23)
2LB§+% ( (1 — )\2 )) 3.3 Upper Bounds for the Truncation Errors
>< -
2
m=1 = As already mentioned, the derived expression for the AS@eng
«T (m —2Lgup — 2k, 2pp ) in terms of infinite series. Depending on the value of the lved
¥5(1 =A%) parameters, this series requires different number of tetons
. 2pB : .
2Lpup+2j—12Lgpnp+2k+n —az; ensure acceptable truncation that leads to accurate seblillike
_ Z Z I'(2Lppp +2k+n) e’® lw r error rate measures that typically require several decilgits
ne0 — n! e‘ﬁ accuracy, the derived ASC measure only requires, at mosipa t

2
xr( 2pp — 2k =+ 1, BB o

25 decimal digit accuracy. Nevertheless, even though thehiedo
= )

351 —A2) series achieves a sufficient accuracy for a relatively lomier
" ., of terms, deriving a tight closed-form upper bound for thaax
% ( 21 ) ( 21 + 21 ) _ truncation error of this series will allow the determinatiof the
Ye(1 =A%) (1 =X%)  Ae(l1—2A%) exact accuracy for a specific number of terms at given saenari
(20) Based on this, we derive a tight and tractable closed-forpeup
und for the truncation error of the derived series reprasion
n (8). In this case, the truncation error of (8) can be boudnle
deriving closed-form bounds fQj71 , j2 and 7., for the case of

To this effect and after some long but basic algebraic manlptalo
lations, one obtains (21), at the top of this page. Likewase,
expression for7;' can be deduced from (21) after replacihg

by Lg, ug by up, Hg by Hp, hg by hg, andyp by 7p, and  "TH fading.
vice-versa, wheready' can be expressed as To this end, the truncation of" afterp — 1 terms results to
the truncation error in (23), at the top of the next page, pe.
j3A _ 2ym 6. It is evident that (23) can be upper bounded by (24), shown
IN2)L(Lepep)(l — A2)Eene at the top of the next page (see p. 6). To this effect, we use the
XN\ 2LEHE+2]9F(2LEME + 2k) Pochhammer symbol identities in [28] and after some algebra
X Z k(1= 23)2*=mD(Lgug + k + 0.5) manipulations, the resulting expression with the two indiisieries

can be expressed in terms of the hypergeometric functiop [23
which yields a closed-form upper bound fgf’. By following

the same methodology, it follows that the upper boundJgf

can be also obtained in closed-form. The aforementioned two

Therefore, by substituting (21) and (22) into (8) and afeme representations can be expressed in a more compact form as

algebraic manipulations, the corresponding analyticaression in (25), fm Ehe” bottom of the next page (see p. 6), where the
superscript “Tr” denoteguncate

2Lppp+2k T (m 9L pup — 2k, W)
—y - (22)
R R TIC )

X

m=1



2k

T = ZZ N2Bk(2LEME+2j_1)!(1_77E)2j _ (1—77?9)

2 2 W Lppup + b+ DT Lops 13+ D+ )% \ 0
2L ppup+2k
I'(—2L — 2k
(2Lppus + 2k — 1)leAs Z (=2Lppsp E +m, Ap)
m=1 AB
2Lppe+2j—12Lppp+2k+n
T(2Lpup + 2k + n) A .
— . I'(-2L — 2k — 23
nZ:o ; n(Ap + Ap)le-As—Ar ( BIE n+iAp+Ap) (23)
T < Z Mg i AAT(2LgpE +25)
! k(1= Ap)?*I(Lpus +k + 5 ) — j12%T (Lppe +j+ 3)
2up 2LB#B+2P ( AQ) 9
I'(2L 2p)eB12E) —_— r — 2L —2 _ BB
S I G e R G
2L 2j—1  2Lpup+2ptn n
B EMEZJr j } BIBZ+ P DL s + 2p + n) ( 265 ) eaB(Zfi%)JrﬁE?fi%)
n=0 i=1 n! V(1 =A%)
2pp 2pE )l < 2up 2pE
X | = + — I 2LB,uB—2p—n+z,_ + — . (24)
<VB(1—)\23) Ye(l =A%) s(1=2%)  Ap(l-2%)

Tr I'(Lpps+ 3)T (Leps + 3) ot Lens

<1£"§>2“2‘; L (1-ng)*/(14ne)®
(Yo [ ) 0 ({Ees s {amain)
PN e

| (2 {me) 2p —1)te a2} “:Zi ({;‘j})mr(—2 {foned —2p+m2{42})
2o{rone Jr2i-12{L 200 br2pin 2 {EB"B} +2p+n) An eAnt+An
- 2 : nl (Ap + Ap)

n=0 i=1

{g1 L r(2{ize}) . (;{LBMB}JF%;{

r (—2 {LB“B} % —n+i,Ap +AE)

Lpue

(25)

feri]miIarlg)/, a:jclpsedd-form upper bound for the truncatioroerr A NE /’LEI‘(2LME)6’YE(1_>\E) Fy (L,UE . ApZ N2, )
of J5' can be derived as 3 F(LMEJFE)VQL#EHP ,,7(1_)\%)2
B _2\2 2L +2
2LHED(2Lpg) 1 Fo (LME; ; (2,UE 14777;’2) ) e Y 21k
S XY T (m = 2Lpp - 2p,
3 I (L,UE + %) '_}/QL#E‘FQPQ*-AE m=1 (2/'LE) ( A )
2Lup+2p _ (28)

X E 27777EI‘ (—2Lpg —2p+m, Ag). (26) The derived bounds for the considered ASC cases are tight and
— pHme +1)2 - :
m=1 FE can be readily computed in popular software packages (ssich a

MATHEMATICA and MATLAB) that include the involved elemen-
tary and special functions as built-in functions. Thus,dbeuracy
of the derived series can be determined precisely at any gase.

4 SECRECY OUTAGE PROBABILITY

Having derived closed-form upper bounds for the truncatighl Exact SOP over 5- fading channels
error of the infinite series representation for the ASC ayer Having determined the ASC overu and A-p fading channels, it

fading channels, we can readily deduce a similar expre$sidhe is next assumed that Eve acts in a passive manner and tteerefor
truncation error of the ASC for the case ®fi, fading channels. the CSI of the eavesdropper channel is not available at Alice

To this end, by following the same procedure and after long blihe secrecy outage probability arises as an important pegioce
basic algebraic manipulations, the closed-form bound8ih{op metric to evaluate the security performance in this scenamd
of the next page, i.e., p.7) and (28) are deduced it is defined as the probability that the instantaneous sgcre
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2#3/(@3(1—%3))} 2o{ BB 2w

o (o {fm) v ) BRCRT TS (T Y (o (B — s 2 {1200

Lppe
m=1
Lpp . Lpgn
Q{Lgﬂﬁi}:ﬁﬂu{ﬁﬂ%};%*" 2 {égﬁg} +2p+n) ( 2up )n ( 2up 2up )—i
— _ _ + =
— ~ n! Ye(1 =A%)/ \1B(1=2%)  As(l-A%)
_2kB 4 _ 2B . 2 2
(27)
ArhlEre oo X, QZipkpret2 2lepetk () 232K 2V T pop ) p 4 20D (2L pup + 2k
P(?ut(RS) _ E Z Z B E ( E) ( B) ( ( )

D(Lepe)T(Lus) == k112403 (s + 1)2Lors 49T (Lppg + k + 0.5)T (Lpus + j + 0.5) 73 =422

n 2Lppp+2j—1 m (_1)m—L2RSL m
% AEQLENE—Q/C —6(1_2 S)Ap Z ZT<L>A7E\IJ (QLE/LE+2k,b+2LE,uE+2/€+1;.AE+AB)
m=0 1=0 :
(30)
2
P> (Rg) =
o) = R e T (L) (1~ NG eie
x i i 21 —2Lpps =2 JREE 2N (1 — A} Lo rsT (2L g + 2))T (2Leps + 2k) ( AE >2k
== KT (Lpps +k +0.5)T (Lpup + j + 0.5) y5-2+et2k 1-)%
_ 2 2Lppe+2k 2u 2Lppue+2j—1 m m—i1oRat
y (7E(1 - /\E)> G E s vy DS (=pmr27s fm
2uE — = m! L
x (2“73)7”\1/ (2LEuE 20t 2L+ 24 1, 2B 2K )} (31)
¥5(1 = A}) ’ (=A%) B(1—23)

capacity remains below a target rate denotedRy. This can 4.3 Upper Bounds for the Truncation Errors

be mathematically formulated as . . .
y In the previous section, we derived closed-form upper beund

h for the truncation error of the infinite series represeaotetifor
Poui(Rs) = F,. (2fs(1 —1) dvyg. .
(Rs) /o Fre (V) e ( (1+7z) ) ’YE(zg) the ASC overn-u and A-u fading channels. These bounds are

o ) o tractable and they can determine the required number ofsterm
Therefore, by substituting (3) and (5) in (29), and with tlck @&f

) ' ) for certain target accuracy. Based on this, similar closeadh
[23, Eq. (8.352.4)] and [23, Eq. (3.351.3)], the binomigd@msion ,ner hounds can be also derived for the truncation errohef t

(y — 1) = 320 ()(=1)"XyX, and [23, Eq. (9.211.1)], &N gerived SOP infinite series representations for the cage ofnd
exact SOP is derived in (30), shown at the top of this page. i1, fading conditions. To this end and given that the algebraic
this expression¥'(-, -;-) denotes the confluent hypergeometriceresentation of the series representations for the deresi ASC
function of the second kind defined by [23, Eq. (9.211.1)]. Wnq SOP scenarios are algebraically similar, we follow traes

is also worth noting that although (30) is expressed in teoMs yrocedure in bounding the series which ultimately leadsho t
infinite series, this converges rapidly and steadily withy@nfew following simple upper bound

terms.
PTr,n < F(2LBMB)F(2LEME)
4.2 Exact SOP over \-u fading channels I (Lpps + 3T (Leps + 1)
Having derived an explicit expression for the outage ex#@P S (1 —ng)*u%
over n-u fading channels can lead to the derivation of a similar x 1k <LE“E; A2 )
analytical expression for the SOP overu fading channels. To (1 _isz
this end, by performing the necessary variable transfaoman x 1Fp (LBMB; ; m) , (32)

(4) and (6) and substituting into (29) along with some algébr
manipulations yields the explicit analytical representatn (31), for the truncation error of the SOP oveyy, fading channels.
at the top of this page. Based on this, a similar closed-form upper bounds can be



POOH(RS) _ i 7T,S%LBMB,7§2LB#B1—\(2LBMB_’_QLEME_’_QWL)IMQBLBHB*I(nB_i_1)2LBMB22LBMBRS—Zm-ﬁ-lnJQELBHJs*JrLE#E

0ut7
= mILpT(Lpup)T(Lepp)T (Lpps + 3) T (Lepe +m + 1) ng?H2 15k 22 (np + 1)*reret2hens
37)

deduced for the truncation error of the SOP untlgr fading con- well as carrying out some algebraic manipulations, theofalhg
ditions. Hence, by performing the necessary change ofblasa compact closed-form asymptotic expression can be dedwred f
and after some algebraic manipulations, the following uadity the SOP over-u fading channels at the high SNR regime:

is deduced . .
T(2Lppup)T (2L i) poein(Rg) = — "LLpps + 2Lpup)g T
plnA & f EEE —~1Fo (Lpup; i A\3) ot I'(Leps+ 1) (14 77E)4LB“B+2LE“E77,§BMB
U (Lppp+ 5)T (Lepe + 3) 2L 2Lpup—1
(2)\EIME)2 y ﬁE BKB ,LLB BHB 21+2LB;,LBR5—2LE;,LE (1 + T]B)QLB;LB
x 1Fg (LE,UE§ ; ,_}/]25(1 — )\QE)2> : (33) LB:y]QBLB‘uB,LLQELBHBF(LB,LLB)F(LE,LLE)F (LB,LLB + %)
It is evident that the derived closed-form upper bounds &) éhd 2P (Lpps + Lppe, Lppus + Ci; €15 Ca) - (38)
(33) are rather compact and tractable. whereC; andC, are constant values given by
1
4.4 Simple Asymptotic SOP Representations Ci=Lgpr + 3 (39)
Capitalizing on the exact derived expressions for the SOt ov.
n-p and A\-p fading channels, we can investigate their behavior )
at the high SNR regime in order to develop useful insights on Cy = (1 —ng) ) (40)
the role of the involved parameters on the system performanc (1+ng)?

To this end, assumingp — oo and fixedyp?, our aim is to The above expression provides useful insights on the impact
find an approximate expression @bu(Rs) in the form [29] of the involved parameters on the overall system performanc
Pgs(Rs) = G475, whereG, represents the secrecy array gaiftyrthermore, it can be used to derive a similar expressiothf
andg, denotes the secrecy diversity gain. The secrecy divers®op over\-, fading channels. Thus, by performing the necessary

gain is defined as [30] variable transformation and after some algebraic maniouls,
log (PS5(Rs)) the following closed-form expression is deduced
Gi=— lim ——— 2o (34) 2 \2Lpup+L
ys—o0  log(7B) soA U'(2Lpps + 2Lppp) (1 — Ag)*Pretoers
. i Pout, (RS) = 1 2\Lpup

where P25 (Rs) will be determined subsequently for both U (Lppe + 3) (1= Xg)bons
n-p and A-p fading conditions. First, note that (29) can be WrryéLB‘u’B‘LLQBLBP‘B7121*2LB#B(17RS)*2LE:U‘E
approximated using the expression of the lower bdund X 2L

- Lpvyg BHBMQELB#BF(LB/LB)F(LE/LE)F (LBMB‘F%)
00 _ R 1
FouilB5) = /0 Fre(18) g (275 7) v @5 x,m (LBMB +Lppp, Lpps + Lpps + 53C; A )

Next, an approximation for the CDF, , (vx) will be derived (41)

since it is dependent ofjz. To this end, as the PDF in (3) isTg the best of the authors knowledge, the above analytical ex

dominated by the term correspoqding ko= 0 in the Summa- pressions have not been previously reported in the openitath
tion, for yp — oo, such expression can be used to obtain thgerature.

corresponding CDF, i.e.,

2L —1 2L
Vg PP T (14 ) 2nrs e 5 NUMERICAL RESULTS AND DISCUSSIONS

LpU'(Lppg)l(Leps +O.5)(4773)LB“571%LB“B In this section, representative numerical examples aréteplo

. — , , (36) along with Monte Carlo simulations to assess the accuracy of
Finally, substituting (3) and (36) into the aforementiorgprox- the derived mathematical results. Without loss of gentgraili
imated SOP expression and using [23, (Eq. 3.381.4)] aloiky Wis assumed thaRg = 1bit/s/Hz throughout the paper, unless
some algebraic manipulations, the asymptotic SOP can teeder otherwise stated. In this section, we present the ASC and SOP

in_ (37)_’ a_t th_e top of this page. Itis e_vident that the sec_da'ngr- performance metrics for various values of the fading patarse
sity gain is given byjy = 2L g5, which provides useful insights |, =\ 2, 1t is worthwhile to recall that) represents the

on the effect of the_involved key para_meter on the overallesyis scattered-wave power ratio between the in-phase and quegira
performance. To this effect and recalling the Pochhamm®bsy . 1\5nents of the wireless signal within any one cluster and
identities and the properties of the hypergeometric fomstias has real positive values, i.€), < < oo. On the other hand,

4. Intuitively, due to the high probability of successfuveadropping, the —1 < A < 1 reprgsents the correlation coefficient between
diversity gain associated with the case whergin— oo, is zero. the scattered-wave in-phase and quadrature componentsyof a

5. It has generally been shown that the lower bound of the SORdlose multipath cluster, whilg: > 0 is the number of multipath clusters
agreement with the exact SOP over the entire SNR regime {4ée[14] and in both fading models
the references therein). Since finding a solution for thesldvound of the SOP . ’ . .
is easier than the exact SOP one, we use the former to derivasymptotic Fig. 2 shows the average secrecy capacity for various number

expressions of the SOP at high SNR. of antennas at Bob and Eve, and different fading paramétean

F’YB (VE) ~
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be seen that the analytical results are in good agreemenmthédt Therefore, besides ensuring thgs must be considerably greater
Monte-Carlo simulations across all the scenarios, whidfifige than?g, it must be also ensured that the valuejef is not low

the validity of the derived expressions. Although the fgdpa- since the corresponding SOP will be rather poor regardiegdso
rameters for the main and eavesdropper links vary, we nateath value ofyg and the number of antennas. These figures also exhibit
the number of antennas at Eve increases, the ASC decredses. fhe accuracy of the derived closed-form asymptotic expyass

is expected since a high number of antennas at Eve yields sdimethe SOP, which exhibit a tight match with the respectivaat
antenna diversity and therefore a secure eavesdroppirgdhwhin results in both moderate and high regimes.

be detrimental to the security performance of the system. The behavior of the SOP overu and A-u fading conditions

In addition, different combinations of the fading parameteis also illustrated in Fig. 10 and Fig. 11. It is evident thia¢ t
for the main and eavesdropper channels are considered. $8e Aderived secrecy diversity gain is confirmed, i@y, = 2Lpup.
corresponding to)p = 1.6, up = 3 andng = 0.7,ug = 0.5 Moreover, itis verified, as in the ASC case, that for a fixed ham
outperforms the other ASC performances correspondingherot of antennas at Bob, an increasing number of antennas at Eve
fading parameters. This observation shows that the fadimgnp- reduces considerably the overall security performancesreds
eters affect the overall security performance of the uyidtegl an increasing number of antennas at Bob (for a fixed number
system. In the same context, Fig. 3 illustrates the achi&®@ of antennas at Eve), improves the overall system performanc
for different antennas values undgsu fading conditions. It is Furthermore, since it has been shown that the diversity igain
shown that the number of antennas is critical also in thie @ss function of 15, an increasing value qgi g yields a performance
the achieved ASC doubles in the moderate and high SNR regin@provement. Fig. 12 shows the SOP performance for various
whenLp = 2 is changed td.p = 8 for fixed fading conditions target secrecy rateBgs in n-u conditions. It can be noted that as
andLp = 2. Rg increases, the SOP increases due to the fact that the outage

Fig. 4 illustrates the impact of and i« fading parameters on event is likely to occur. It is worth noting that the aforertiened
the achieved ASC. It is evident that the power ratio of thpliase behavior can also be seen for different fading parameteds an
and quadrature components of the wireless signal in the atltsp number of antennas.
affects the overall system performance even for a fixed numbe Fig. 13 shows the SOP versgg for different values of the
of used antennas. Particularly in the case of consideraflyeh target secrecy rateRs for some well-known fading distributions,
neg compared tong, a non-negligible ASC degradation occurg.e., One-sided Gaussian, Rayleigh and Nakagamitn this
across all SNR regimes. Likewise, this is also the trendrotgg scenario,Lg = 4, Ly = 2, andyg = 10 dB and it can be
the effects of the correlation between the scattered-wayghase seen that under the Rayleigh distributiop 1, u, = 0.5), the
and quadrature components in Fig. 5. It is noticed that cBs§l results coincide with the ones in [31, Fig. 3]. Moreoverstigure
over 20% for fixed number of antennas. Therefore, the variationfepicts the SOP performance under the one-sided Gaussian an
of the number of antennas along with the fading paramejers Nakagamim with m = 2. It is noted that as?s decreases, the
A andy affect the achieved ASC levels significantly. Moreover, 8OP performance improves in all scenarios, which corrdbsra
performance comparison between the underlying systenmveuer the results in Fig. 12.

M- and the one over Rayleigh fading channels is provided. It can

be seen that there is a performance improvement or dettoio

of then-u or \-i over the Rayleigh depending on the values 8
fading parameters of the generalized fading. For exampdeASC
with ng = 1, up = 1.5 andng = 3, pg = 0.5 outperforms th
ASC corresponding to the Rayleigh from medium to high-¢
regimes, while the ASC correspondingrig = 4, up = 0.5 and
neg = 2, pg = 1.5 is outperformed by the one in the Rayle
case. From these observations, one can infer the scenaiss
which the generalizeg-. provides a better security performai
with respect to the well-known fading models.

Fig. 6 and Fig. 7 demonstrate the effectyf on the corre
sponding ASC performance for fixed fading conditions and
different antenna combinations. It is evident that the eslo!
YE IS, as expected, rather critical on the achieved ASC le
For example, an over 20 ASC enhancement or degradatiol
observed when the value 9f; decreases or increases, respecti 7B (dB)
at both severe and light fading conditions. Furthermotee@omes
evident that the value of; is comparably crucial to the numberFig- 2: Exact average secrecy capacity versgsfor different n_umber of
of selected antennas at Bob and Eve. ggt_ennas andp = 16, pp = 2.5, np = 0.7, up = 05 at%e = 10

The above behavior is also observed in Fig. 8 and Fig. 9,
which demonstrate the SOP for the considered fading camditi Finally, the overall impact of the involved different pareters
It is noticed that changing the value ®f typically leads to SOP on the overall performance under the effectg-gf and\-u fading
variations of about an order of magnitude acrossyallvalues. is demonstrated in Table 1, which depicts the correspordBg
In addition, it is shown that highp values can ensure acceptabl@and the SOP for different values 9%, g, up, prp againstL g,
SOP levels even at moderate to high values. Conversely, low Lz, ¥5 andyg values. The two considered cases are analyzed for
~p values lead to dramatically poor performance even for lothe following realistic scenarios: (a) severg andu s with favor-
~g values since the achieved SOP is shown to lie around uniéplenr andug; (b) favorablens andyu g with severeng andug;

*

Lp=8Lg=2

~
T

Lp=6,Lp=2

Lp=4,Lg=2

(2]
T

Lp=2Lp=2

a1
T
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Lp=2Lp=6

n
>+ v O <O O

Lp=2Lp=8

w
T
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T
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TABLE 1: Effects of Fading parameters on the SOP and ASC fiferdint system parameters.

| Fading | System Parameters | 75 (dB) | ASC (bits/s/Hz)| SOP |
L1 L.—1 15 3.81980 0.893285
o B= 5 2B 25 7.08452 0.021604
S . 15 431824 0.950617
£ | severep-up, lightnp-yp | Lp =2, Lp=2 25 7.61596 0.001489
S . .
S 15 451655 0.976031
O = p—
> Lp=3, Lp=3 25 7.82320 0.000115
c
£ 15 4.01385 0.815588
© _
3 Lp=1 Leg=1 25 7.29112 0.003253
=] _ 15 4.43691 0.909554
|| NGt ns-pp, severeys-pp | Lp =2, Lp =2 25 7.73743 | 0.000073
= 3 L.—3 15 4.60384 0.952317
B=o HE T 25 7.91168 1.8091e-6
o1 L.—1 15 3.35750 0.864553
o B= 5 2B 25 6.41581 0.047707
S . 15 1.16424 0.692372
= severe\p-pip, light Ap-pip | Lp =2, L =2 25 455584 | 0.006152
o 15 0.214783 0.371675
O = p—
> Lp=3 Lp=3 25 1.441140 0.000886
c
< 15 3.84456 0.705777
© _
S Lp=1 Lp=1 25 6.92600 0.001010
E 15 3.24434 0.565260
|| gt Ap-pp, sever@Ap-pp | Lp =2, Lp =2 |—%g 553814 | 5.78436-8
= s .3 15 1.86507 | 0.295097
B=o HE= 25 3.09455 1.919e-13
7
% Lp—8Lp—2 h 5r ¥ mp=1l,up=15ng=3up=05
o b= 6 Ly —2 ] O s =03,u5 =25, ng = 10,5 = 0.5
g 6 o iu - Z,i,., -, /g 45 g iﬂ :1,;1“,3 = 0.5, n,;]: 2Au,,;‘: 1.5
B Lp=21Lp=2 > = ay’elgh
z 5l Z Lp—2.Lp—4d ] 5 4 Analytical
< + Ly=2L;=6 7 £ 35} 1
-:‘5'4, A Lp=2Lp=8 ] &
g Analysis g o3r b
g r 2 of 1
%ﬂ 2r 1 é 151 1
05 4
o |
0 5 10 15 20 25 o = - - -
g (dB) 5 10 15 20 25

Fig. 3: Exact average secrecy capacity versgsfor different number of

antennas andg = 0.4, up = 0.5, A\p = 0.1, up = 1.5 at4s = 10

dB.

Fig. 4: Exact average secrecy capacity vergufor different fading conditions
andLp =4, Lg = 4 atys = 10 dB.

(c) severe\g andpu g with favorableAg andu g; and (d) favorable 7z, 1. Similar observations are made for the case-gf fading.
Ap and up with severe g and pp. Without loss of generality, Furthermore, as the number of antendas and Lg increases,

the following parameters are usefly = {15dB,25dB} and
n, =4,u, = 2 (severe)y, = 1,u, = 5 (light or favorable) for
the case of)—p fading, where = {B, E'},and\, = 0.9, u, = 2
(severe) and\, = 0.1, u, = 5 (favorable) for the case of-u

the ASC improves regardless of the scenario and the valutee of
main link SNR (e.g. 15dB, 25dB). More importantly, it is sekat

in both cases and for any number of antennas, the ASC in soenar
(b) outperforms the one in scenario (a). It is worth mentigrihat,

fading. In addition, we assumgz = 0dB for the case of ASC the performance difference between the two scenarios&dnese
andyg = 15dB for the case of SOP. In this context, it is firstwith the number of antennas between the correspondingwvalue
verified that the ASC performance is affected by the differethe main link SNR.

values of the fading parameteng, A, and u,. For example, in In the same context, the effects of the fading parameters on
then-u case, it can be noted that for various number of antennthe SOP are discussed. In theu case, it can be seen that as

or main link SNR values, the ASC under sevegg 15 and light

the number of antennas increases, the SOP performancdysligh

ne, g outperforms the one with favorables, 1z and severe deteriorates fofyz = 15dB. Intuitively, this can be explained as
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Fig. 5: Exact average secrecy capacity vergufor different fading conditions Fig. 8: Exact secrecy outage probability versesfor different~e values and

andLpg = 4, Lp = 4 atyg = 10 dB. ng = 0.5, up = 0.5, ng = 1.5, ug = 2, and system parametefss = 2,
andLg = 4.
10 : T
* Fgp=0dB 100 ———
9t . E S
[m] Fr=5 dB e
S 8t ,E * T N
= & = 10dB h 10
=
£ 7r FE=15 dB - =
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O A =20dB
5L v g =25dB
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OE — — — Asymptotic
0 6 . . . . . .
10
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Fig. 6: Exact average secrecy capacity versgidor different4e values and B )
number of antennas fofg = 2.5, up = 3.5, nE = 0.85, ug = 0.5. Fig. 9: Exact secrecy outage probability verggsfor different4e values and
Ap = 0.2, up = 0.5, A\g = 0.1, up = 2, and system parametefs; = 2,
andLg = 2.
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Fig. 7: Exact average secrecy capacity versgdor different 3¢ values 7B (dB)

number of antennas foxg = 0.1, up = 2.5, A\ = 0.1, up = 1.5. . . .
Fig. 10: Exact secrecy outage probability verggsfor different L values

andnp = 0.8, up = 1.5, np = 0.5, up = 2.5,andLp = 1 at7e = 10
dB.
follows: the wiretap SNR is set to 15dB, i.e., the eavesdeopp

channel has the same quality as the main link. However, as

the main link SNR improves (i.eyp = 25dB), a substantial As aforementioned, it is seen that, A\, and i, have affect

performance improvement is noted as the number of antentlas PHY security of the underlying system. It is noted thathsu
increases in both scenarios. effects can be detrimental or can improve the system pedioce
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Fig. 11: Exact secrecy outage probability versgfor different L i values and
A =0.8 pup =15 g =05, up = 2.5,andLg = 1 atye = 10 dB.
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Fig. 12: Exact secrecy outage probability verggsfor various secrecy target
ratesRg. L values and\p = 0.8, up = 1.5, A\g = 0.5, up = 2.5, and
Lp =1aty = 10 dB.
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Fig. 13: Exact secrecy outage probability verggsfor various well-known
fading distributionsLp = 4, Ly, = 2 at3e = 10 dB. Solid lines correspond
to Rg = 0.1 and dashed lines correspondRg = 1.

depending on the values @f andy, for the main and wiretap
channels. The offered conclusions on the effects of thengadi
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parameters on the system performance provide interestanghts
that might be useful to future designs since the issue ofrigadsi
addressed in this work.

6 CONCLUSIONS

This contribution addressed the secrecy performance ofeless
communication system over the generalized fading conditio
characterized by thg-;» and A-;¢ fading models. Novel analytical
expressions were derived for the ASC and SOP, which have
been validated through comparisons with respective e$dn
Monte-Carlo simulations. Also, the asymptotic analysis the
SOP has shown to approximate well the exact SOP at the high
SNR regime. The offered analytical results were then used in
quantifying the effects of the different parameters on ttldeved
PHY layer security. It was shown that PHY depends signifigant
on these parameters, which verifies the need for accuratacha
terization and modeling of multipath fading conditionsséJ the
offered results are expected to provide insights on theledb
computational complexity and sustainability, since enmgrgom-
munication systems are largely characterized by stringeatity

of service and computational complexity requirements.sPbs
future extensions to this work involve multiple-input niple-
output (MIMO) wiretap channels with transmit antenna stbec
MIMO systems have emerged as good candidates for current and
future communication systems and therefore, its consiideran

the context of physical later security is of paramount inig@oce.
Another direction of research could investigate the impafct
outdated channel information in transmit antenna selectio
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