Resilient Cooperative Voltage Control for Distribution Network with High
Penetration Distributed Energy Resources

Azwirman Gusrialdi, Ying Xu, Zhihua Qu, and Marwan A. Simaan

Abstract— This paper considers the problem of designing a
resilient distributed voltage control algorithm for distribution
systems with high penetration of distributed energy resources
in the presence of an unknown cyber-attack. The purpose
of the attack is to force the system to violate the operating
voltage limit by intercepting its communication channels and
inserting exogenous signals to perturb and/or modify the
information being exchanged. We first review the cooperative
voltage control proposed in our previous work and provide
a new stability analysis for it. Next, we present a resilient
cooperative voltage control algorithm by introducing a virtual
system interconnected with the original system such that the
voltage can be maintained within the operational limit under
unknown attacks. The resiliency of the proposed algorithm is
demonstrated via simulations on the IEEE 8500-node system
when subjected to an attack which consists of corrupting the
data being exchanged in the communication network between
two generation units.

Index Terms— Voltage control, cooperative control, cyber
attacks, resilient control, distribution network

I. INTRODUCTION

The increasing number of controllable devices in high-
penetration energy distribution networks and smart grids re-
quires the application of distributed optimization and control
algorithms in coordinating the operation of these devices.
In contrast with centralized algorithms, where all data and
computations are performed at a control center, computations
in distributed algorithms are performed by agents locally and
the resulting information is exchanged via a communication
network to enable each agent to compute its own decisions
variables. Distributed algorithms for optimization and control
have several potential advantages over centralized algorithms
including scalability to system’s size, robustness with re-
spect to failure of individual agents, robust state estimation,
and preservation of data privacy [1]-[3]. In this paper,
we focus on a distributed algorithm for optimization and
control of voltage regulation in distribution energy networks.
Distributed voltage control has attracted significant research
interest in the literature (see for example the work in [4]-
[10].
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The increased penetration of distributed energy resources
(DERSs) in energy systems over time provides an immense
opportunity for improving the overall performance of the
system. In particular, the potential significant role that re-
active power produced by DERs plays in improving the
voltage regulation’s performance, increases the capacity of
distribution networks for renewable energy resources.

While the information and communication technology
(ICT) facilitates the implementation of distributed control
algorithms, it is known that ICT is vulnerable to cyber-
intrusions. A cyber attack on a power network may cause
considerable damage due to the tight coupling between the
physical and cyber (communication) layers. A real-world
example of a cyber-attack on a power system is the most
recent attack on the Ukraine power grid in December 2015.
This attack was synchronized and coordinated causing a
6-hour blackout and affecting hundreds of thousands of
customers [11]. Recent survey papers on different attack
scenarios and defense strategies in smart power grids can be
found in [12] and [13]. Cyber-attacks on voltage regulation
may cause voltage violation, real power curtailments and
economic losses. The analysis and impact of cyber-attacks
on voltage regulation of future smart power distribution
systems are investigated in [14]-[19]. Due to the impact
that cyber-attacks can have on the operation of power
systems, several papers have proposed methods to detect
cyber attacks on voltage regulation in distribution system
(see for example [20] and [21]). In all of these approaches,
one issue that needs to be considered is that the stability
of the system may already have been compromised before
the attack is detected. Given that, in general, cyber-attacks
cannot be foreseen in advance, it is therefore desirable to
design distributed control algorithms so that the overall
system becomes resilient against unknown attacks. Such
algorithms which are capable of maintaining or restoring
systems performance under unexpected events are commonly
referred to as resilient control algorithms. The authors in [22]
propose a trust-based resilient cooperative control (by remov-
ing/neglecting compromised data) to mitigate the adverse
effects of attacks due to hijacking the communication links
and controller in DC microgrids. However, the proposed
method requires that the maximum number of converters and
communication links being attacked be less than a certain
threshold. Moreover, in [23] the authors propose an ad-
hoc method of self-organizing communication architecture
to mitigate the impact of denial-of-service attack on voltage
control. In this paper, we first review the cooperative voltage
control algorithm proposed in our previous work [5] and



present a new associated stability analysis. In comparison
to the original analysis in [5], the new stability analysis
does not require linearization and facilitates the design of
resilient control algorithm. Next, we propose a resilient
cooperative voltage control algorithm by introducing a virtual
system interconnected with the original system such that the
voltage can be maintained within the operational limit under
unknown attacks. The virtual system can be realized using
the software-defined networking technology. Furthermore, in
comparison to the state-of-the-art, the algorithm proposed in
this paper does not require any assumptions on the maximum
number of communication links being attacked.

The paper is organized as follows. The cooperative voltage
control problem proposed in our previous work is reviewed
and reformulated in the presence of an unknown attack
in Section II. A new stability proof that does not require
linearization is presented in Section III. The proposed re-
silient cooperative voltage control algorithm is presented and
discussed in Section IV and evaluated using the IEEE 8500-
node system in Section V. Concluding remarks are presented
in Section VI.

II. PROBLEM FORMULATION

In this section, we first describe the models of distribution
network together with distributed generations (DGs) and
communication network topology. Next, we review the coop-
erative control algorithm developed in our previous work [5]
and discuss a scenario in which the cooperative system is
subjected to external (unknown) attacks.

A. Distribution Network, DGs and Their Communication

Consider a distribution network consisting of n number
of distributed generations. The bus injection power flow
equation in general is given as follows:

Py, — Py, =V, Z Vie(Gi cos b, — By sinf;), (la)
k

Qg — Qa, = Vi ¥ _ Vi(Gisin Oy, + Bix cosfir), (1b)
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where P, (resp. (Qy,) and Py, (resp. (Q4,) are real (resp.
reactive) power generation and consumption on the ith node,
respectively; G, > and B;;, > are real and imaginary parts
of the system admittance matrix entries; V; is the voltage at
node i; and 6;, is the phase difference between nodes ¢ and
k. A useful property of B;; is B;; = — Zk# B < 0. In
addition, lets introduce the following property which holds
in practice for power system and is used in the analysis of
the proposed control.
Property 1: For an adequately designed power system, the
following inequality holds: for Q; = Q4, — Qq,,
2
Qi< b @
Proof: 1In order to ensure both the system voltage and
reactive power strength performance, the net power injection
at bus ¢ is always limited to be less than 1/3 of the short
circuit power Ss., as demanded by NERC regulations [24].

The short circuit power S, is defined as
Sse; = ViQ/ZTh“

where Zrp,, is the Thevenin impedance. Given that Q); <
Sec; /3 and that the impedance satisfies the property of
1/Zrn, < —Bj;, inequality (2) is obtained. [ |

The power injection from the ith DG, i.e. Pg, and Q¢,,
are generally determined by decoupled d — ¢ controls via
phase locked loops. Since the active power control can be set
by dispatch reference or certain curtailment strategy (which
is not the focus of this work), the power injection Pg, will be
treated in this paper as a given reference. The reactive power
generation (4, is modeled by the following equations [25]:

Qgi = ‘/;I i) Iq1 = Uy, (3)

where

1Qg. < Qg - 4)

In the above, I, is the output current in g-axis, u; is the
DG reactive power control input to be designed, Sg, is
its inverter capacity, and @Gi = ,/Séi — szi > 0 is the
maximum available reactive power at the DG. In practice,
the dynamics (3) is very fast compared to cooperative control
to be designed, and thus can be neglected in the subsequent
analysis.

Finally, the communication network topology of the DGs
can be modeled by a graph whose nodes represent the
local controller of DGs and whose edges represent the
communication links. Let N denote the neighboring set of
node 4. In other words, node j € N; if node i can receive
information from node j. In this paper, it is assumed that the
communication network topology is given by an undirected
graph, that is i € N; < j € N, see the example in Fig. 1.
Moreover, the undirected graph is assumed to be connected,
i.e., there is no isolated nodes in the network [26].

B. Cooperative voltage control and potential cyber-attacks

In this paper, we focus on the voltage control problem
whose goal is to control the reactive power of DGs in a
distributed manner such that the voltage deviation of all DG
buses are well regulated within a certain limit, that is, V;
satisfies the operational constraint of

|1 —V;] <0.05 p.u. 5)

in order to ensure power quality. To this end, we formulate
the above objective as the following real-time optimization
problem [5]:
min  F,, (6)
Qg1 Qup !

where F), is defined as, for some V;* € (0.95, 1.05),

Fo=> fou=>Y ViV (7)
=1 =1

Note that optimization (6) need only be performed for
the buses with DGs due to two reasons. First, given that
the initial operating condition (voltage) of power system is



within its limit, optimizing the voltages at the DG nodes also
yields appropriate regulation of the voltages at the remaining
nodes (without DGs). Second, the DGs can also be placed in
a way so that the performance (voltage) of the overall system
is within the limit given that (6) is optimized.

In addition to minimizing (7), we would like to see reactive
power load sharing in the sense that all the DGs contribute
equally. In other words, the so-called utilization ratio of
reactive power, defined as state variable z; as in [5],

i = Qq./Q, ®)

should reach a consensus. That is, our control objective is to
achieve a fair (uniform) utilization ratio given by

= Tn. ©))

'1:1:..'

Given that the total maximum available reactive power of
the DGs is sufficient to regulate the voltages, there exists a
consensus solution (9), denoted by z* = [z}, ,2}]T =
c*1, to the optimization problem (7). As proposed in [5],
an adaptive and distributed control solution can be chosen to
be the following subgradient-based cooperative control:

T; = Z sij(xj — x3) — kigi(), (10)
JEN;
where s;; = 1 if j € N; and s;; = 0 if otherwise.

Scalar k; > 0 is a step size gain and g; is the subgradient
of f,, w.rt. x;, that is g;(x;) = 0f,,/0x;. Specifically, the
subgradient g; can be calculated from (7), (1b) and is given
by [5]

I =V, 9Q, v Qi— V2B

The first term in (10) is designed so that z; reach consensus
for all DGs (i.e., satisfying (9)), and the second term is
designed to minimize (7). It should be noted that V;* can be
found distributively through a distributed optimal power flow
solution similar to that in [4]; alternatively, we can choose
V* =1 for simplicity and, in control implementation, set
k; = 0 once |V; — 1| becomes less than any chosen small
threshold. Defining = [x1,--- ,2,]7, K = diag{k;} and
g(x) = [g1(21), , gn(x,)]T, we can write (10) for all the
DGs in a compact form as

(an

z=—Lxr — Kg, (12)

where L > 0 is a Laplacian matrix whose entries are defined
as [L]; = Zj# si; and [L];; = —s;;. In addition, we have
L1,, = 0 where the vector 1,, denotes a vector of length n
whose entries are all ones. Hence, the eigenvalues of L are
given by 0 = A (L) < Aa(L) < - < M\ (D).

Since it is not always possible to ensure that all commu-
nication networks/channels are secure, the system may be
subject to attack. Specifically, in this paper we consider a
cyber attack where the attacker distorts the communication
channels by adding exogenous signals to modify the neigh-
bors’ information that a specific node receives, see Fig. 1.
Hence, cooperative control (12) under potential attacks can

then be written as

t=—-Lx—d) — Kg (13)

where d € R"™ denotes the attack vector. Furthermore, it
is assumed that the adversary inserts a bounded injection,
that is, ||d|| and ||d|| are both bounded, as considered in the
literature, e.g., in [27]. This assumption is reasonable for the
following two reasons. From the attacker’s perspective, an in-
telligent attacker would aim at destabilizing the system (e.g.,
to steer its operating point away from the optimal value) with
a limited change to avoid any detection. On the other hand,
from the defender’s perspective, an injection of unbounded
magnitude can be easily rejected by a threshold check as
discussed in [28]. Other than injections being bounded, there
is no other assumption on injection d, including no restriction
on the number of communication links that are attacked.
There are many choices of d which make the voltages violate
the operational constraints in (5), as will be demonstrated
later in Section V-B. Therefore, the objective of this paper
is to develop a network enabled defense mechanism for the
cooperative system so that attacked system (13) remains to
operate close to its optimal utilization ratio z* under all
possible attacks d.

Although the proposed cooperative voltage control con-
tains a consensus term, the existing results on resilient
consensus algorithms do not apply to system (13) since
they are not designed to solve the optimization problem (7).
Recently, distributed optimization under adversarial nodes is
considered, where the mitigation of adversarial behavior is
only guaranteed for the nonadversarial nodes under certain
assumptions on network topology. In contrast to [29], the
proposed design aims to guarantee resilient operation of all
DG buses under unknown cyber attacks.

III. COOPERATIVE VOLTAGE CONTROL: REVISITED

It is shown in [5] that the state x in (12) converges to
the optimal solution z* = c*1. However, V;* = 1 for all ¢
may not be realistic, and the proof in [5] is done using the
eigenvalue analysis on the resulting linear dynamics from lin-
earizing both subgradient term and power flow equation (1b).
Furthermore, the previous analysis is performed for discrete-
time system. In this section, we present an nonlinear proof
which is based on Lyapunov stability analysis, does not
involve any linearization, and in turn facilitates the analysis
of resilient cooperative control in Section IV. To this end,
the following result on convexity of f,, with respect to z; is
first introduced, and it plays an important role in concluding
the stability analysis in the proof of theorem 1.

Lemma 1: For power systems satisfying Property 1, ob-
jective function f,, in (7) is strictly convex with respect to
utilization ratio z;, and g;(z;) is uniformly bounded.

Proof: To prove that f,, is strictly convex with respect
to x;, we just need to show that 9% f,, /0z7 > 0. It follows

that
O%fo, _ 0gi _ 0g; OV; 0Qy,
or?  Ox;  OV;0Q, Ox;

(2




It is clear that 0Qg/0xz; > 0. Next, we know
from (2) that |Q;| < |Vi?B;;|/3 and thus 0V;/0Q,, =
Vi/(Q: — V2B;;) > 0. Similarly, dg;/0V; can also be
evaluated as
g‘gz = MWW - Vi)Qi — Vi’ Bl
When 0.95 < V; < 1 and since |Q;| < |Vi>B;;|/3 we have
(2V; = V*)Q; — V2 B;; > 0. Moreover, when 1 < V; < 1.05
and since |Q;| < |V;2Bii|/3 we also have (2V; — V;*)Q; —
V2 B;; > 0. Hence, it can be concluded that g;(z;) defined in
(11) is uniformly bounded and that 62 f,,, /0x? = dg;/0x; >
0 and thus function f,, is strictly convex with respect to x;.
|
Theorem 1: The point z* = ¢*1,, is the unique equilib-
rium of (12) and is asymptotically stable.
Proof: Tt is well known [30] that for a strictly convex
function f : RN — R, the following inequality holds for any
x,y € RV

(Vf(x) = V) (z—y)>0 (14)

where Vf : RY — RY denotes the gradient of f. Hence,
we know from lemma 1 that

(gi(xi) — gi(c™))(x; — ") >0,

where c* is the consensus equilibrium of x; that yields
solutions V;* to load flow equation (1b). Therefore, we know
that subgradients have the property of g;(¢*) = 0 and
g(z*) = 0. It follows from the property of Laplacian matrix
L1, = 0 and from z* being the optimal point that z* is an
equilibrium of (12), that is,

—L1,¢" — Kg(z*) = 0.

15)

Next, let us define the error state T = = — x*. It follows
that the error dynamics are

i =L — K(g(z) — g(a")).

Taking the derivative of positive definite (p.d.) Lyapunov
function V = ||Z||?/2 results in

V =37 (-Li — K(g(z) — g(z*)))

n

=T Li = Y |Kalgiles) — i) (@i — w7)| <0

i=1

is p.d. from (15)

Since V < 0, then £ — 0 and thus z — z*, which completes
the proof. [ ]

IV. RESILIENT COOPERATIVE VOLTAGE CONTROL

In order to make cooperative voltage control (10) resilient
against attacks, we adopt and extend the approach proposed
in our previous work [28], [31], [32]. Specifically, a virtual
system is introduced whose number of nodes is equal to
n and interconnected with the cooperative control (i.e.,
local controller of the DGs) as illustrated in Fig. 1. The
virtual system can be realized by using a cloud computing/

cloud computing/communication

[
o,
’
local controller
substation !

Fig. 1: Resilient cooperative control via a virtual network:
dashed lines — auxiliary information flow within the virtual
network; solid lines — information flow for the physical
network.

N
S /{\‘/
‘ ‘communication
link
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communication in combination with software-defined net-
working [33], and its steady state is independent of the physi-
cal system during normal operations. The interconnection of
cooperative system under potential attacks and the virtual
system is given by:

t=—-Lx—d)— BKg+ BHz
2=—Lpz— PBGx

where z € R™ denotes the state of the virtual system, scalar
B > 0 is the control gain, matrix L, is the Laplacian
matrix corresponding to the hidden network, and H and G
are the interconnection matrices. Here, 3, Ly, H, G will be
designed such that stability of the overall system (16) is
guaranteed, and state x converges to the neighborhood of
z* under unknown attack d, while virtual state z converges
to its own equilibrium z* or its neighborhood. Specifically,
let us choose the matrices Ly, H, G in (16) as

L,=H=G=PA2PT.

where A = diag(0, \a(L), -+ , A\n(L)), P = [v1,--+,0p],
and v; denotes the eigenvector of L associated with eigen-
value \;(L) (that is, L = PAPT). Then, we have the
following theorem.

(16)

A7)

Theorem 2: Let matrices Ly, H,G in (16) be chosen
according to (17). For any sufficiently large value of 8 > 0,
the state x in (16) asymptotically converges to a small
neighborhood of ¢1 under all bounded injection vectors of d.
Furthermore, once x converges to cl for a sufficiently large
8 >0, then z — x*.

Proof: First, it can be observed that L;, is a symmetric
matrix and L1, = 0. Let us define the error states & = = —
26, 2 =2—2°and d = d — d°, where 2¢ = [2¢,--- ,2¢]T

z¢, and d° denote the equilibria of system (16), respectively;

bl



that is, the error system becomes

&= —L(&—d) — BK[g(x) — g(z°)] + BLrZ

. (18)
Z=—LpZ — BLxZ.
Next, consider the following Lyapunov function
V = Blz|° + BIZ| + 227 Lad. (19

Taking the derivative of V along (18) and noting that
Lth =1L yield

—28iTLi + 2837 Ld + 28T Lz — 2837 Ly 2
—2823T K[g(z) — g(x°)] — 26%27 L&

257 Lyd — 25T L Lnd — 2837 Ly Lnd
—28iT Li 4 287 Td + 2875 bmz — 2877 Ly, 2

=282 "[kilgi(wi) — gi(af)) (@i — a5)]
i=1

—28% 5 & + 22T Lyd — 27 Ly Lyd

—28#%7d.
It follows from strict convexity that term k;(g;(z;) —
gi(z§))(zi — x§) > 0 when x; # xf [30], hence the
quadratic terms in V' are negative definite with respect to
Z and negative semi-definite with respect zZ. Moreover, term
—2BZT L% is zero if and only if Z = ¢l which also implies
the terms QZTL;,,J and 22TLthcZ are zero. Therefore, the
above expression of V' implies both Z and Z are uniformly
bounded for any unknown but bounded injections d. Since
the cross-product terms are independent of 3, the ultimate
bounds on Z and Z become small as 3 increases.

V =

(20)

The next step is to prove that ¢ converges to cl as the
value of [ increases. At the steady state of (16), we have

0=—L(z° —d°) — BKg(x°) + BLn2",
0=—Lpz°— BLpx".
Eliminating Lz yields

(Lp + B2I)Lya® = Ld® — BK g(z°), (21)

which yields
Lyz® = (L, + B2I)"[Ld® — BKg(x°)].

Recalling from lemma 1 that g(+) is uniformly bounded, we
know from the above equation that L,x® — 0 or equivalently
x® — ¢l as [ increases.
The final step shows that, if ¢ = c1 for sufficiently large
B > 0, then ¢ = z*. This can be seen from (21) since, if
¢ =cl,
e 1 -1 e

B
which yields ¢ = ¢* or ¢ — z* due to the unique optimum
under strict convexity. This completes the proof. [ ]

As its name suggests, the virtual nodes are not phys-
ical and the state of the virtual system has no physical
meaning which makes it less meaningful to an attacker
or difficult for the attacker to associate the information

flow with measurements of physical variables exchanged
among the DGs. While the addition of such a virtual system
incurs an additional cost of increased communication, such a
burden is manageable and the corresponding computational
is minimal since both the communication and computation
are performed distributively and using one of the standard
network technologies.

Next, we consider the case that the virtual system is also
subject to attacks. In this case, the interconnected system
with matrices Ly, H, G chosen as in (17) is expressed as

t=—L(x—d)— BKg+ 8Lz,

2= —Lp(z—d)— BLyx, (22

where ||d’||, ||d’|| are also uniformly bounded.The following
theorem provides the stability result.

Theorem 3: Consider (22) in which matrices L, H,G
are chosen according to (17). For any positive value of 3,
the state x in (22) is unformly bounded under all bounded
injections d and d'.

Proof: Analogous to the proof of theorem 2, the error
dynamics of interconnected system (22) can be written as

&= —L(& —d) - BK[g(x) — g(z°)] + BLnZ,

, . (23)
P=—L,(—d) - BLyi.

where d’ = d’ — d'°. Choosing Lyapunov function (19), we
know from (20) that the time derivative of V' along (23) is

V = —28iTLi—-28"Lyz - 282 3T Kg(x) — g(z°)]
p.d. wrt. &
25T Lpd — 25T Ly Lyd + 2d7 Ly, Ly, d'
+8z"L,d . (24)

It is clear that the quadratic terms are negative definite
with respect to £ and LpZ and that all cross-product terms
involving Z vanish if L,z = 0. Therefore, we know that all
the state variables are uniformly bounded no matter what
d and d’ are, as long as the attack vectors are uniformly
bounded. This completes the proof. [ ]

The result in theorem 3 is much weaker than those in
theorem 2, and this is due to the fact that, in (24), the
last cross-product term is proportional to 3. In order to
recover the result in theorem 2 for the case that the one-
layer virtual network may be comprised, we can introduce
and activate additional layer(s) of virtual networks. As did in
theorem 2, asymptotic convergence to a small neighborhood
of the optimal solution can be shown for multi-layer virtual
networks so long as one or more layers of the network is
free of attacks. That is, deep virtual networks provide an
effective way to design resilient cooperative controls and
achieve robustification of cooperative systems.

V. SIMULATION

The proposed resilient cooperative voltage control is
demonstrated and evaluated using IEEE 8500-node system,
with 100% penetration distributed evenly among 10 PVs at
two branches: group 1 contains 7 PVs and group 2 contains 3



Fig. 2: IEEE 8500 system utilized in the simulation

PVs as shown in Fig. 2. We assume that only DGs in group 1
are being attacked, that is the attacker manipulates data
being exchanged between the DGs over the communication
network. The Laplacian matrix of the DGs in group 1 which
represents the communication network topology is given by

3 -1 0 0 0 -1 -—1]

-1 3 -1 0 0 0 -1

0 -1 3 -1 0 0 -1
L=l0 0 -1 2 -1 0 0
0O 0 0 -1 2 -1 0

-1 0 0 0 -1 3 -1

-1 -1 -1 0 0 -1 4]

In order to demonstrate efficacy of the proposed strategy,
we investigate the following three cases: (i) the baseline
case, that is the cooperative control (12) without attacks;
(ii) cooperative control under attacks given by (13); (iii)
cooperative control interconnected with hidden network in
the presence of attacks, as given by (16).

A. Case 1: cooperative voltage control without attacks
We set the gain K in (12) to

K = diag{[0.05 0.05 0.05 0.05 0.05 0.05 0.05]}.

The voltage profile and reactive power utilization ratios
under (12) are shown in Fig. 3a and Fig. 3b, respectively.
The results show that the system voltages are well maintained
within the limit (5) using cooperative voltage control (12).
Moreover, the utilization ratios of the DGs reach a consensus,
that is each DG contributes equally to the voltage regulation.

B. Case 2: cooperative control under attacks but without
protection

Next, we simulate a scenario where cooperative voltage
control in group 1 is being attacked. The attack vector in (13)
in group 1 is given by

d=10,0,0,0,0, 0.5 0],

that is node 6 sends compromised information over local
communication network to its neighbors. The Voltage profile
of the DGs under such attack is shown in Fig. 4a. It can be

observed that the attack yields an overvoltage problem (i.e.,
the voltages violate the limit in (5)) for the DGs in groups 1
and 2. Moreover, the utilization ratios of the DGs fail to
reach a consensus as can be seen from Fig. 4b.

C. Case 3: resilient cooperative control in the presence of
attacks

Finally, we interconnect the cooperative control with a
virtual system whose overall system under potential attacks is
given by (16). To this end, we set Ly, GG, and H according
to (17), and also we set the control gain § = 8. As can
be seen from Fig. 5, by interconnecting the cooperative
system with the virtual network, the voltages of the DGs can
still be regulated within the limit (5) even though some of
the communication links are being compromised. Moreover,
utilization ratios of the DGs almost reach a consensus (i.e.,
close to each other).

VI. CONCLUSIONS AND FUTURE WORK

In this paper, we present a resilient cooperative voltage
algorithm for distribution network to ensure the voltage of
the system are within the operational limit in the presence of
unknown attacks. To this end, the paper considers distributed
voltage control problem for distribution network with high
penetration distributed energy resources in the presence of
unknown attacks. The resilient cooperative voltage control
algorithm is realized by introducing a virtual system (virtual
network) interconnected with the cooperative system in a
way such that the overall system is stable under unknown at-
tacks. In addition, we also present a new stability proof of the
cooperative voltage control proposed in our previous work.
Simulations on IEEE 8500-node system verify the efficacy
of the proposed algorithm to maintain the voltages within
the operational limit under attacks. In the future, we aim to
apply the proposed framework to other security problems in
power system including the problem of frequency stability
in the presence of cyber-attacks.
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