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Abstract—Non-orthogonal multiple access (NOMA) has been
proposed as a promising technology that is capable of improv-
ing the spectral efficiency of fifth-generation wireless networks
and beyond. However, in practical communication scenarios,
transceiver architectures inevitably suffer from radio frequency
(RF) front-end related impairments that cause non-negligible
performance degradation. This issue can be addressed by analog
and digital signal processing algorithms, but factors such as time-
varying hardware characteristics and imperfect compensation
schemes result to detrimental residual distortions. In the present
contribution we investigate the physical layer security of NOMA-
based amplify-and-forward relay systems under such realistically
incurred residual hardware impairment (RHI) effects. Exact and
asymptotic analytic expressions for the corresponding outage
probability (OP) and intercept probability (IP) of the considered
set up over multipath fading channels are derived and corrobo-
rated by respective simulation results. Based on this, it is shown
that RHI affects both the legitimate users and eavesdroppers by
increasing the OP and decreasing the IP. For a fixed OP, RHI
generally increases the corresponding IP, thereby reducing the
secure performance of the system. Further interesting insights
are also provided, verifying the importance of the offered results
for the effective design and deployment of secure cooperative
communication systems.

I. INTRODUCTION

Non-orthogonal multiple access (NOMA) was recently in-
troduced as a promising candidate for 5G systems. The key
concept underlying NOMA is to utilize the non-orthogonal
resources such as power or code domains for multiple access
instead of the time or frequency domains used in orthogonal
multiple access (OMA) schemes [1]. It is also known that the
uncertainty and time-varying nature of wireless channels can
theoretically create a secure communication link without the
need for encryption algorithms [2]–[4]. In this regard, physical
layer security has recently attracted considerable attention,
particularly in the context of multiple access systems [5].

However, in NOMA based communication systems, physi-
cal layer security is associated with challenges that have been
only recently considered [6]–[10]. Nevertheless, all related
contributions assume an ideal RF front-end, which is not typ-
ically the case in realistic communication systems [11], [12],
[14], [20] and the references therein. In this context, several
reported analyses have investigated the impact of residual
hardware impairment (RHI) on relay networks. For instance,
the impact of hardware impairments has been investigated in
a massive MIMO full-duplex relaying system. Meanwhile, in
the context of NOMA, recently a few works considering the
impact of hardware impairments on NOMA systems have
emerged such as [15] where the effects of common RF
impairments on NOMA are highlighted. Likewise, the outage
probability of both single-carrier and multi-carrier NOMA
systems under the effects of in-phase/quadrature-phase imbal-
ance was derived [16]–[18]. More recently, the effects of RHI
in the simultaneous wireless information and power transfer
NOMA network was investigated in the concept of outage
probability in [19].

In spite of the detrimental effects of RHI on wireless
communication systems, such effects are often neglected
in the analysis of conventional and emerging communica-
tion systems, leading to idealistic results that deviate from
those encountered in realistic communication scenarios [20],
[21]. This is also the case for the secrecy performance of
cooperative multi-user NOMA systems. Motivated by this,
the present contribution quantifies the effects of imperfect
hardware impairment compensation on the performance of
secure cooperative NOMA. To this end, useful theoretical and
practical results on the corresponding OP and IP are developed
which can be ultimately useful in the design and deployment
of secure emerging wireless communication technologies and
systems.
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Fig. 1. C-NOMA system model with eavesdropper.

The remainder of this paper is organized as follows: Sec-
tion II describes the considered system and channel models,
whereas Section III is devoted to the exact and asymptotic
analysis of the OP and IP of the considered setup. Section
IV provides the respective numerical results and discussions,
while closing remarks are given in Section V.

II. SYSTEM MODEL

In this section, we consider a downlink cooperative NOMA
(C-NOMA) system with an eavesdropper (E), shown in Fig.
1, where M users (Dm, m = 1, ...,M ) are served by a base
station (S) via an AF relay (R) using the same time and
frequency, but with different power levels. Without loss of
generality, we assume that there is no direct link between S
and Dm, which can be justified by the presence of large objects
and heavy shadowing conditions encountered between the
source and destinations nodes [22]. Furthermore, we assume
that E is in the range of the relay (R) only, which can wiretap
the signals from R. Here, we model hSR, hRDm , and hRE ,
which, respectively, represent the fading gains of the S → R,
R → Dm, and R → E links, as complex Gaussian random
variables with zero mean and variance λSR, λRD and λRE ,
respectively.

The base station divides its transmission power among
the users, whereas at Dm multi-user detection is realized by
performing SIC. We also assume an ideal RF front end, for
|hRD1 |2 ≤ |hRD2 |2 ≤ ... ≤ |hRDM

|2, so the transmitted
signal at S is given by

xS =
M∑
i=1

√
Pisi (1)

where Pi = aiEs and si denote the power and information
symbol of the ith sorted user, respectively. Also, Es is the
transmitted power at S, ai is the ith user’s power allocation
factor satisfying a1 > ... > aM and

∑M
i=1 ai = 1 [23]. Based

on this, the transmission is carried out in two phases: during

phase 1, S sends the downlink NOMA signal in (1) to the
relay R, and during phase 2, R broadcasts the received signal
to the destination nodes, which are also wiretapped by E. To
this effect, the received signal at the mth sorted user Dm can
be represented as

yDm = hRDmG

(
hSR

M∑
i=1

√
Pisi + nR

)
+ nDm (2)

where G is the amplifying coefficient, whereas nR and nDm

denote the zero mean and variance, σ2
R and σ2

m, circularly
symmetric complex additive white Gaussian noise (AWGN)
at the relay and the mth user, respectively.

Taking into account the RHI present at the nodes, the
received signal at R is represented as [24]

yR = hSR

(
M∑
i=1

√
aiEssi + µS

)
+ µR + nR (3)

where µ denotes the distortion noise from RHI and the
subscripts S and R denote the source and relay nodes,
respectively. Moreover, µS ∼ CN (0, ρtS

2
Es), where ρtS

specifies the severity of TX RHI at the source, whereas
µR ∼ CN

(
0, ρrR

2Es|hSR|2
)

represents the distortion noise
from RX RHI at R. As a result, the distortions from transceiver
RHI can be regarded as an additional noise source, yielding

yR = hSR

(
M∑
i=1

√
aiEssi + µSR

)
+ nR (4)

where µSR ∼ CN (0, ρ2SREs) is the aggregate level of RHI in
the link between S and R, and ρ2SR = ρtS

2
+ ρrR

2.
Likewise, during phase 2, R amplifies and broadcasts

the received signal to the users Dm, where the amplifying
coefficient G is given by

G =

√√√√ ER(
1 + ρ2SREs |hSR|2

)
+ σ2

R

(5)

where ER denotes the transmitted power. Hence, taking into
account the RHI at R and Dm, the received signal at Dm can
be expressed as

yDm =hRDmGhSR

(
M∑
i=1

√
aiEsxi + µSR

)
+ hRDmG (nR + µRDm) + nDm

(6)

where, µRDm ∼ CN (0, ρ2RDm
ER) is the aggregate level of

RHI in the links between R and Dm, and ρ2RDm
= (ρtR)

2
+(

ρrDm

)2
. The received signal at E in phase 2 is written as:

yE =hREG

[
hSR

(
M∑
i=1

√
aiEsxi + µSR

)
+ nR + µRE

]
(7)



where nE is the AWGN at E, µRE ∼ CN (0, ρ2REER) and
ρ2RE = ρtR

2
+ ρrE

2 is the aggregate level of RHI between R

and E. Moreover, ρtR
2 and ρrE

2 denote the residual impairment
factors at R and E, respectively.1

At the users’ receivers, SIC is used to realize multi-user
detection (MUD) and mitigate interference [25]. Effectively,
SIC first decodes users with the higher transmission power and
then subtracts them from its received signal while treating all
the signals of all other users as noise. In particular, user Dk

( k = 1, 2...,M ) first detects the stronger users’ signals Dj

( j < k) and then subtracts them from the received signal.
Next, it detects its own signal by treating the weaker users’
signals Dl (l > k) as noise. Likewise, at the eavesdropper’s
side, considering the availability of the CSI, the SIC process is
also carried out at E. Therefore, assuming perfect interference
cancellation, the effective signal for user Dk to decode its own
message can be obtained by substituting script m with k in
(6).

III. PERFORMANCE ANALYSIS

It is recalled that the outage probability can be defined as
the probability that the symbol error rate is greater than a
certain required quality of service and it can be computed
as the probability that the SNR falls below a corresponding
threshold which depends on the detection technique, the
modulation order and the encountered fading conditions [26].
According to the principle of NOMA, Dm decodes and cancels
the interference from the users allocated more power than
itself before decoding its own message. Therefore, Dm should
first detect the signals from Dj (j < m) before decoding
its own signal. Hence, the SIDNR for Dm when decoding
Dk’s message (k ≤ m) is given in (8) and the corresponding
achievable data rate is evaluated as

Rk→m =
1

2
log2(1 + γk→m). (9)

Based on the principle of NOMA, an outage event occurs
at the mth user if it fails to decode its own signal or the
signal of any user in the SIC. Therefore, the mth user’s OP
is evaluated as

Pm
out = 1− Pr(Am,1 ∩ · · · ∩Am,m) (10)

where Am,k denotes an event in which Dm can correctly
decode the kth user’s signal by

1For mathematical tractability and without loss of generality, hereafter, we
assume that the main link noise variance is σ2

R = σ2
m = σ2, whereas in the

wiretap link, the noise variance is σ2
e .

Am,k
∆
= {Rk→m > Rk}

=


1

2
log2(1 +

akΥDm(
M∑

j=k+1

aj + ρ0

)
ΥDm + 1

) > Rk


(11)

where

ρ0 = ρ2SR + ρ2RDm
+ ρ2SRρ

2
RDm

, (12)

ΥDm =
EsER |hSR|2 |hRDm |2

ρ1Es |hSR|2 + ρ2ER |hRDm |2 + σ4
, (13)

ρ1 = (1 + ρ2SR)σ
2, (14)

and

ρ2 = (1 + ρ2RDm
)σ2. (15)

Furthermore, taking

ωk =

 ak
22Rk − 1

−

 M∑
j=k+1

aj + ρ0

−1

, 1 ≤ m ≤ M−1

(16)

ωM =

(
aM

22Rk − 1
− ρ0

)−1

, (17)

and

ω∗
m = max(ω1, · · · , ωm), 1 ≤ m ≤ M (18)

and assuming independent and identically distributed (i.i.d.)
channels hRDm , while omitting the subscript m for notational
convenience, we can obtain the OP Pm

out expression in (19).
In addition, |hRD|2 also follows a Rayleigh distribution with
variance λRD, while the PDF and cumulative distribution
function (CDF) of the mth ordered variable |hRD|2 are given
by [22]. After some algebraic manipulations and with the aid
of [27, eq. (3.471.9)], we can obtain the OP expression in
(20).

The eavesdropper successfully intercepts the kth legitimate
user’s signal only if Dk’s signal is correctly decoded. It is
recalled here that according to the principle of NOMA, users
with poor channel quality are allocated more transmission

γk→m =
akG

2Es |hSR|2 |hRD|2

G2 |hRD|2
(
Es |hSR|2

(
M∑

j=k+1

aj + ρ2SR

)
+ σ2

)
+ ERρ2RD |hRD|2 + σ2

(8)



power. Also, we assume perfect cancellation, thus when Dk’s
signal is wiretapped, E is a able to successfully eliminate the
high power users’ signals Dj using SIC (j < k), whereas
the signals of the low power users Dl (M ≥ l > k) are
treated as noise. Based on this and with the aid of (7),
the corresponding IP achieved at E, when Dk’s message is
wiretapped, is obtained in (21).

IV. NUMERICAL AND SIMULATION RESULTS

Considering the C-NOMA approach described above and
utilizing the derived analytic expressions and their respective
computer simulations, this section quantifies the effect of TX
and/or RX RHI on the performance of communication systems
based on C-NOMA with a present active eavesdropper (C-
NOMA-E). Assuming Rayleigh fading conditions, we carried
out extensive Monte Carlo simulations to investigate the IP
and OP performance of C-NOMA-E under RHI effects. Unless
otherwise stated, the number of users considered is taken as
M = 3, and the NOMA power allocation coefficients are a1 =
1/2, a2 = 1/3 and a3 = 1/6. The associated target data rates
are R1 = 0.4bps/Hz, R2 = 0.6 bps/Hz, R3 = 0.7 bps/Hz,
respectively. Also, we assume that all the nodes are impaired
by RHI, where ρt = ρtS = ρtR, ρr = ρrR = ρrDm

= ρrE and we
set σ2 = σ2

e = 1, λ = λSR = λRDm = 1, and λe = λSE =
λRE . Throughout this section, the numerical results are shown
with solid lines, whereas markers are used to illustrate the
corresponding computer simulation results. Thus, it is clearly
observed that the derived expressions accurately characterize
the simulated IP and OP performance in the presence of RHI.

Fig. 2 illustrates the effects of joint TX/RX RHI on the
IP performance of the considered C-NOMA-E system under
SIC with three users and one eavesdropper, as a function of
the MER. For a transmitted SNR of 35 dB, we evaluated
the intercept probability of each NOMA user at E. In this
case, RHI may come from the TX and/or RX, where the
value of ρRE = 0.15 represents the aggregate level of RHI
between R and E. The selected RHI values represent practical
values that have been widely used in other relevant analyses.
It is evident that the derived asymptotic expressions provide
tight approximations to the exact IP and that the RHI effects
reduce the IP probability of the NOMA users. In addition,
it is shown that this impairment affects the NOMA users in
different ways. For example, in the three-user scenario, RHI
has little impact on D1’s IP, whereas the IP of D2 and D3

exhibit more significant shifts. Moreover, if we assume that E
performs SIC and can therefore eliminate the signals of D2

and D3 when D1 is intercepted, joint TX/RX RHI reduces the

highest MER required for E to intercept users D1, D2 and D3

For the three users, the MER declined from 37 dB, 34.1dB
and 33.9 dB to 35.9 dB, 31 dB and 30 dB, respectively.
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Fig. 2. IP as a function of MER for a 3 user NOMA system under SIC,
SNR=35dB.

Figs. 3-4 show the effects of RHI on the OP performance
of a three-user C-NOMA-E system as a function of the
transmitted SNR. We consider joint TX/RX RHI, and set
ρr = ρt = 0.14. The derived asymptotic expressions accu-
rately characterized the exact OP, and it is shown that RHI
causes significant degradation of the OP performance for all
NOMA users. Moreover, the level of performance degradation
depends on the user order. Precisely, from Fig. 3, it is observed
that the detrimental effects of RHI appear to affect D1 less
than the other users. Interestingly, under the effects of this
impairment, the performance of D2 and D3 are degraded to
the point where their OP becomes higher than that of D1.
In fact, RHI is an additive impairment, so the severity of
the detrimental effects of this impairment depends on several
factors, including the power splitting ratio and the user order.

The effect of RHI at the different nodes is shown in Fig.
4. Interestingly, RHI at the source node or the destination
node only achieves a relatively small increase in the average
OP value. In a scenario where RHI occurs solely at the relay

Pm
out = 1− Pr(ΥDm > ω∗

m)
= Pr(ΥDm ≤ ω∗

m)

= Pr
{
Es

(
ER |hRD|2 − ρ1ω

∗
m

)
|hSR|2 ≤

(
ρ2ER |hRD|2 + σ4

)
ω∗
m

}
=
∫ ρ1ω∗

m
ER

0 f|hRD|2(y)dy +
∫∞

ρ1ω∗
m

ER

f|hRD|2(y)
∫ (σ4+ρ2ERy)ω∗

m
Es(ERy−ρ1ω∗

m)

0 f|hSR|2(x)dxdy

(19)



Pm
out = 1− 2

Qm

λRD
e
− ρ2ω∗

m
λSREs

M−m∑
i=0

(−1)
i

(
M −m

i

)m+i−1∑
j=0

(
m+ i− 1

j

)
(−1)

j

((
σ4 + ρ1ρ2ω

∗
m

)
ω∗
mλRD

λSREsER (j + 1)

) 1
2

× e
− (j+1)ρ1ω∗

m
ERλRD K1

2

√
ω∗
m (σ4 + ρ1ρ2ω∗

m) (j + 1)

λRDλSREsER

 (20)
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Fig. 3. OP as a function of transmit SNR for a 3 user NOMA system under
joint TX/RX RHI.

node, the performance penalty is of ∼ 1.5 dB only. However,
joint RHI at all the nodes causes a significant penalty of ∼ 4
dB.

V. CONCLUSION

We investigated the effects of RHI on secure NOMA-based
amplify-and-forward cooperative systems under Rayleigh fad-
ing conditions. All derived analytic results were extensively
corroborated by respective computer simulations. Capitalizing
on these results, it was shown that RHI degrades both the
legitimate users’ and the eavesdropper’s performance. Useful
theoretical and practical insights were provided on the detri-
mental effects of hardware impairments on conventional and
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emerging communication systems and their potential need for
compensation.
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P k
int =

1

λRE
e
−
(

e1
ERλRE

+
e2

EsλSR

)
δk

∫ ∞

0

e
− ξ

λRE
− (σ2σ2

e+e1e2δk)δk
EsERλSEξ dξ

=
2

λRE
e
−
(

e1
ERλRE

+
e2

EsλSR

)
δk

(
λRE

(
σ2σ2

e + e1e2δk
)
δk

λSREREs

) 1
2

K1

2

√
(σ2σ2
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λREλSREREs
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