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Abstract—We investigate the physical layer security of a relay-
assisted underlay cognitive radio network with simultaneous
wireless information and power transfer (SWIPT). To this end,
we consider a secondary network comprising a secondary source
S, one secondary user (SU) relay R, one SU destination D,
one primary user (PU) transmitter, and one PU receiver. In
addition, we consider an eavesdropper E which can overhear
both communications of the S — R and R — D links whereas
power constraints are imposed on the secondary network in order
to maintain a tolerable interference level at the primary network.
Under these constraints, we derive a closed-form expression for
the secrecy outage probability assuming uncorrelated Rayleigh
fading channels. Numerical and simulation results are presented
to corroborate the corresponding analysis. It is shown that the
harvested energy, energy conversion efficiency, and maximum
tolerable interference level imposed on the primary receiver
impact considerably the overall system’s security.

I. INTRODUCTION

In recent years, the proliferation of mobile devices has
led to unprecedented demand for the wireless spectrum and
energy efficient solutions. In this regard, energy harvesting
(EH) and cognitive radio notions have been proposed as
promising solutions to ensure energy and spectrum efficiency.
Specifically, EH enabled devices harvest energy from either
ambient RF signals or dedicated RF sources, while cognitive
radio allows an efficient utilization of spectrum [1], [2]. Si-
multaneous wireless information and power transfer (SWIPT)
is an EH technique that has been proposed in the context of
two variants: (i) time switching (TS) and (ii) power splitting
(PS) [3]. Specifically, the PS scheme splits the received signal
into two streams, one for EH and the other for information
decoding, while TS receivers allocate portion of the time to EH
and dedicates the rest to information processing. Likewise, in
underlay CRN, the secondary users (SUs) share the spectrum
with primary users (PUs) under the condition of meeting the
PUs’ security and quality of service (QoS) requirements.

Recently, physical layer security (PLS) of CRNs gained
a significant attention as an enhancing security technique,
complementary to cryptography. In this context, several ap-
proaches have been proposed to enhance the security of
such networks. For instance, a cooperative relaying technique
was proposed to achieve a secure transmission in [4]-[10].
In these contributions, closed-form expressions for the SOP
were derived by considering either a single multi-antenna
relay [4]-[6] or multiple relays [7]-[10]. In [11]-[12], the
authors considered the use of artificial noise to disrupt the
eavesdroppers where several SOP expressions were derived
assuming Rayleigh fading channels. Likewise, the PLS of
non-cooperative CRNs was investigated in [13]-[16]. Closed-
form as well as asymptotic expressions of the SOP were
derived under Nakagami-m [13], [14] and Rayleigh fading
conditions [15], [16], respectively. Also, the PLS of a non-
cooperative EH-CRNs has been investigated in [17]-[20]. In
these contributions, the authors assumed the presence of a
direct communication link between the transmitter and the
receiver. Additionally, the SUs are assumed to harvest energy
from the PUs’ signals. In [17]-[19], by considering Rayleigh
fading channels, the SOP was derived while the IP was
considered in [20]. However, to the best of our knowledge,
the PLS of cooperative EH-CRNS5 has not been investigated in
the open literature.

Motivated by the above, we investigate PLS of a cooperative
EH-CRNSs consisting of one SU source (5) that communicates
with a SU destination (D) through a SWIPT-enabled relay
(R) in the presence of an eavesdropper (£) who attempts
to intercept communication at both hops. We also assume
that the relay is not causing any interference to the PUs.
In order to gain meaningful insights into the performance
of PLS in SWIPT-enabled CRNs, we derive a closed-form
expression for the SOP and demonstrate that the security of



such communication systems is improved for certain values
of the energy harvesting parameters as well as the maximum
tolerable interference power at the PU receiver.

The remainder of this paper is organized as follows: Section
II presents the system and channel models. In Section III, we
derive a closed-form expression for the SOP of the considered
EH-CRNs. Numerical results are provided and discussed in
Section IV. while closing remarks are given in Section V.

II. SYSTEM AND CHANNEL MODELS

In the aforementioned EH-CRN system illustrated in Fig. 1,
SUs share the same spectrum with PUs under the requirement
of respecting the PUs’ quality of service (QoS). Therefore,
node S has to continuously adapt its transmission power in
order to avoid interfering with PUs. For the considered system,
the communication is carried out in two phases as follows:

o Phase 1: The source S transmits data with power Ps.
In order to avoid interference with the PU signal, the
transmit power Pg should fall below the maximum tol-
erated interference level at PUg, (i.e., Pr). It follows
that the transmission power of S is constrained by its
maximum transmit power Pg'®* and the tolerated Pr at
the PU receiver:

Pg = min (Pg“”ﬂ PI) , (D
gsp
where gsp = |hsp|? with hgp standing for the fading
amplitude of the S-P link.

o Phase 2: The relay R harvests energy from RF signals
transmitted by S. In the considered setup, it is assumed
that the relay performs power splitting (PS) for energy
harvesting. Hence, R harvests a fraction of power 6 (i.e.,
0 < 6 < 1), from the received signal. The remaining
power (1 — 0)Pg is used to carry out information pro-
cessing. If R harvests energy from the received signal for
a duration of T, then the harvested energy at R is

Ey =TnPsgsr, 2

where 77 denotes the energy conversion efficiency co-
efficient (0 < n < 1). Importantly, all the harvested
energy by R is assumed to be used for forwarding the
information to its destination during the same time slot
considered at the first hop. Therefore, the transmission
power of R is given by

FE
Pp= TH — 10Psgsr- 3)

Without loss of generality, we assume that the relay is
located away from the primary network. Therefore, it is not
required by the relay to adopt the power adaption policy as it
does not impact the PU’s QoS.

Also, all fading amplitudes are assumed to be Rayleigh
distributed. Consequently, the channel power gains g, = |hy|?,
with ¢ = {SR,SE, RD, RE}, are exponentially distributed
with parameters A, that are inversely proportional to the
average SNRs of the associated inks.

Accordingly, the received signal at R and D are given by

yr = /(1 — 0)Pshsrzs + nrg, €]
and
yp =V Prhrp, + np, @)

respectively, where np and np denote the additive white
Gaussian noise (AWGN) of zero mean and variance Ny and
Np, respectively. Likewise, x5 and x,. stand for the transmitted
signals from S and R, respectively.

The received signals at the eavesdropper at the first and the
second hop, respectively, are expressed as

yie =+ (1 —80)Pshspzs + ng, (6)
and
Y2E = \V/ PRhrEZ, + 1 E, (N

where ng is the AWGN with zero mean and variance Npg.
Without loss of generality, we also consider that all noise
powers are identical, i.e., Ng = Np = Np = N.
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Fig. 1: The considered EH-CRN system.

III. SECRECY OUTAGE PROBABILITY

The SOP stands for the probability that the secrecy capacity
Cg falls below a predefined security rate R;.

SOP = Pr(Cs < Ry). (8)

It is clearly seen from (8) that a secure system from the
PLS prospect corresponds to great values of C'g.

A. Secrecy capacity

The secrecy capacity is defined as the maximum rate of the
confidential information that is transmitted from a given source
node to a given destination. Therefore, sufficient security is
achieved when the capacity of the legitimate link ie., S-
R, is maximized. In the considered EH-CRN system, the
eavesdropper is assumed to be intercepting communication at



both hops i.e., S-R and R-D. Hence the secrecy capacity can
be considered as the minimal capacity of the two hops i.e.

Cs = min(Cig, Casg), )

where C15 and Cag account for the secrecy capacities at the
first and the second hop, respectively [15, Eq. (4)]

10g2(1+7R) s YR > NE
Cis = L+me (10)
0 , elsewhere
and
10g2(1+7D) s VD > V2B
Cos = 1+ Y2E (1m)
0 , elsewhere

where g consists of the combined signal-to-noise ratio at the
relay R and is given by

yr = (1 — ) min (’Ysa 7P) JSR-
gsp

Likewise, yp represents the SNR at D and it can be expressed
as Yp = prYRD, With

12)

. _
pr = nf min (ws, P) 9SR, (13)
gsp

and ¥, = P§** /N, and ¥p = Pr/N.
Finally, the SNRs at the eavesdropper 1 and ~op of the
links S-FE and R-E, are given by

Y1Ee = (1 — 0) min (vs, WP) 9sE, (14)
gsp

and Yo = prRYRE, Tespectively.

B. Closed-form secrecy outage probability

Using (8) along with (9), a closed-form expression for the
SOP is derived in Theorem 1.

Theorem 1. The SOP of the considered EH-CRN system
subject to flat Rayleigh fading channels is given by (10),
as shown at the top of next page, where x = AsrV/\sE,
p = Asp(r—1)/(1 - 0), & = AspTp/Ts: @ —
Asr/(M07,), v € {S, P}, £ =Agp (v — 1), whereas

A -1,0; —
= —2.1,2 [ ASP ,0;
E1=£6°Gy1 | — 11
1 5 2,1 (WP§ O, _ > ) ( )
and
1,01,1:11 [ wp§ ——:1;—:1;—
Q_G(),11112()\SP7£S 2’_1’_170 )7 (12)
m,n (ai)igp H 11 _ i
with Gl [ 2 denoting the Meijer G-function
’ (b ) r<q

[21, Eq. (9.301)], and GOmaimanaima.ns (1 4| T) | with T =

P1,91:P2,92:P3,93

( (ai)i:Lpl : (Ci)¢:1zp2 : (ei)izlng
(b5)

) > denoting the bivari-
1/ j=l:qx *

dj)jm1igy * (i) =125

ate Meijer G-function [22, Egs. (1.14)-(1.16)].

Proof: Substituting (9) into (8), the SOP becomes

SOP 1—Pr (CIS > R;) Pr (CQS > RS)

— 1-[1—SOP;|[1 - SOP,],

(13)

where SOP; and SOP5 denote the SOP of either the first or
the second hop.

1) Expression of SOP;: By using (10), SOP; can be
expressed as

SOP; = Pr(ygr <mEe)+Pr(yg>mge) (14)
xPr(Cis < Rs|Yyr > m1E) -
Utilizing [21, Eq. (12)], one can obtain
(o] o0
SOPl = / / F’\/R\gsp:m (’Yy‘f")/_ 1) (15)
=0 Jy=0

f’YlE|95P:m (y)fgsp (v)dydz.

The CDFs of yr and v, for a given gsp are expressed as

F“/R\QSPZI (Z) = Pr ('YR <z ‘gSP = .T,‘) (16)
z
= F -
gan <(1 —9)q>(l‘)> ’
and
FVlE\QSP:x(y) = Pr ('ylE < ylgSP = J}) (17

Y
= F, — .
e ((1 —-0)o (w))
respectively, with ® (z) = Jg for z < 7p /74 and @ (x) =
Yp/x for . >7p /7.

Hence, substituting the derivative of (17) alongside with
(16) yields

o} —1
5" Fose () |

X fose (7(175;@(9:) dy

fosr (@)

sore = | e

h A P 18
- /JC:OfQSP(l') - Y+1 z (18)
By also using the definition of ® (z), we obtain
L Ip
e s RE
SOP; = <1 Tt 1) A:O fosp (x)dx 19)

S e*%
[ fer@) (1—%1)@:




£ —
e 7s e
lee @y — —
x+1< S +1>

YpAsp

1
P=1-—
SO ;

. A —¢
(-eeitose] g1 )+ M s

10
Swp (19)

2) Expression of SOPs: Using (11), SOPy can be ex-
pressed as

SOPy = Pr(yp <v2e)+Pr(yp >vE) (20
Pr(Csas < Rs|vp > 72E) -

To this effect, by using [15, Eq. (12)], we obtain

SOP, = /:OO /OOO Fypipr=a vy +7v—1)  (21)
<y ipnes () )i,
The CDFs of vp and g for a given pr can be expressed as
Frplpnes (2) = Pr (10 < 2lpr = ©) = Fanp (2), (22)
and
Froplon=s (2) =Pr(n2p < 2lpr =) = Fypp (g) , (23)

respectively. Based on this, the CDF of pg is given by

. ([~ TP z
F,.(z) = Pr|min|7%,, — < = (24)
PR( ) ( ('Yk gSP) dsRr 779)
- Pr(gSRs S 2%)
Ny, gsp
v
+Pr (93’*" <— 1z Svs),
asp ntyp gsp
I
where the two terms Z; and Z5 can be rewritten as
z Tp
I, = F, — | F, -, 25
Lo (?797) 9sr (vs ) 2
and
o z
I, = 7 F}SR 5@%;;y jbsp<y)dy (26)
Vs
= Aspﬁ (1 — 67‘*”’29) e Py dy
'lP
_ o Aspe”wsmtd)
wpz + Asp
Then, by replacing (25) and (26) into (24), yields
_ _ ASPe_(wSZJF({b)
F =1l—ewsF(1loe?) 22— 27
o (2) e (l—e?) T s @D
whreas by differentiating (27), it follows that
for (2) = (1—e?)wge ¥s* (28)

Agpe ? [ wge sz n ewWs?
Asp 2

wp Z+T}p <Z+ )\wsp)
P

Based on the above, substituting (22), (28), and the derivative
of (23) into (21), yields

1 o0
SOP; = 1-5 / Fon(@)e™ *da (29)
=0
1 Agpe™?
= 1-= {(1—e—¢)q>1+ SPC @y + @) |,
6 (,dP
where o
— 7($+wsw)
P, = wg e \w dzx, (30)
0
[e’s] ef(ws:rk%)
By — ws / ¢ &)
: 0 T+ ’}jf
and
[e’s] ef(wstr%)
q)3:/ — _dz 32)
0

2
A
(24 22)
which need be evaluated. To this end, using [21, Eq. (3.324.1)]
alongside with [23, Eq. (03.04.26.0006.01)], it follows that

wsy/ingg (wss TE_) (33)
ws
= Gég(wsé d?i; >~

By performing integration by parts, ®3 can re-written as

3
[e'e) é- 6—(wsm+;)
Py = - =) D da.
3 /0 ( ws+x2 x+’tf—; T

On the other hand, using [23, Egs. (07.34.03.0271.01),
(01.03.26.0007.01)] along with (34), yields &5 + &3 =
¢[E1 — Z], where

o, =

(34)

= < A 0; —
alz/ ye Gy (jy‘ 0 — )dy, (35)
0 )
and
= _ Ooi 11(Asp | 0;— 11 (ws| ;-
=2 —/0 egyGl,l (wp Z/‘ 0; — >G1,2 ( y 1,0 )dll-
(36)

Using [23, Eq. (07.34.21.0088.01)], (11) is attained.
On the other hand, (36) can be rewritten using Mellin-
Barnes integrals as

Hy = (%le)z/al"(s)F(l—s)<>j§)s

(1 T(— oo, v—s+1
x/ wdsdv/ Yy dy
e, T'(l—v)wy 0 esy

(37

which becomes Zp = /&2, where j = +/—1, I'(.) denotes
the Euler Gamma function [21, Eq. (8.310.1)], C; whereas



and Cy are two complex contours of integration ensuring the
convergence of the above bivariate Meijer G-functions.
Next, substituting (11) and (37) into (III-B2), yields

1 1.2 )\SP —-1,0; —

Py + P53 =—- |Gy | — o - Q.
2+ @3 5{ 2,1<wP5 0; —

By also substituting (33) and (38) into (29), yields

1 (1—e?) @1+
)-0)

1,2 -1,0; -
CHE
39

Finally, substituting (19) and (39) into (13), leads to (10)
which concludes the proof. [ |

(38)

SOP, = 1—

< Aspeid)
g wp&

IV. RESULTS AND DISCUSSION

In this section we evaluate the security performance of
the considered EH-CRN setup. The derived SOP expression
in (10) is validated through corresponding Monte-Carlo sim-
ulation by generating 10% exponentially distributed random
values. The simulation parameters are depicted in Table I.

TABLE I: Simulation parameters.

Parameter | Ay | 7p (dB) | 745 (dB) | Rg (bit/s/Hz) 0
value 0.5 10 10 1 0.5

Fig. 2 illustrates the SOP as a function of 7 for various
values of 7. It can be observed that SOP decreases with the
increasing values of 7, and 7. Indeed, under the assumption
that fading severity parameters of the legitimate links i.e.,
Asgr and Agp are smaller than those of the wiretap channels,
i.e., Asg and Agg, the greater 7yp, the greater the SNRs g
and v;p. Consequently, the capacity of the legitimate links
is greater than the one of the wiretap links, which ultimately
leads to an enhanced system security.

Closed-form
*  Simulation

0.99

0.98 -

0.97

0.96

SOP

0.95

0.94

0.93

0.92

0.91 . L
-15 -10 -5

7p (dB)

Fig. 2: SOP vs 7p for various values of 7.

Fig. 3 shows the SOP versus the energy harvesting ratio
0 for different values of 7. Clearly, the SOP is a concave
function of #. This behavior can be construed by the fact that
as 6 tends to O the instantaneous SNRs given in (III-A), also
approach 0. Hence, Cg tends to 0 leading to the highest value

of the SOP. Similarly, as 6 tends to 1 the instantaneous SNRs
given in (12) and (14) approach 0. Consequently, both Cig
and C's approach 0, and thus the SOP increases accordingly.

1
Closed-form
*  Simulation
0.99 - 1
0.98.¢ 1
0.97 - 1
&
& X
0.96 - 1
E
0.95 - n=03 -
0.94 7 =0.6 —
n=0.9
0.93 L !
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

4

Fig. 3: SOP vs 6 for various values of 7.

Finally, Fig. 4 demonstrates the SOP versus both 7, and
0. Evidently, the parameters 7p and € admit certain values
for which a better security is achieved. For instance, one can
infer that a higher secrecy is achieved for 0.4 < 0 < 0.6 and
Fp > 15dB.

5p(dB) S0 57 o

Fig. 4: SOP versus 6 and 7p for n = 0.9.

V. CONCLUSION

The secrecy performance of an EH-CRN system was an-
alyzed. In particular, a power splitting based scheme was
considered for energy harvesting at the relay. A closed-form
expression for SOP was then derived and subsequently used
in quantifying the impact of the involved parameters on the
overall secrecy performance. The offered results provide useful
theoretical and technical insights that will be useful in the
design of EH-CRN systems. For example, it was shown that
a better secrecy is achieved when the tolerated interference
power at the PU receiver is higher and when the coefficient
of the energy efficiency coefficient tends to 1. In addition, it
was shown that the system’s security is enhanced when the
fraction of the harvested power is between 0.4 and 0.6.
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