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ABSTRACT Physical layer security is an important and timely topic in the research of future wireless
systems and it constitutes a part of the Internet of Things (IoT) notion. IoT oriented systems are largely
characterized by a stringent quality of service and enhanced security requirements, which comes at a cost
of increased computational complexity that needs to be maintained within sustainable levels. In the present
contribution, we investigate the physical-layer security of a dual-hop energy RF-Powered cognitive radio
network over realistic multipath fading conditions. Assuming a spectrum sharing scenario, our analysis
assumes that a source S communicates with a destination D with the aid of a multi-antenna relay R and
in the presence of an eavesdropper £ who is attempting to overhear the communication of both S-R and
R-D links. The involved relay is powered by the renewable energy harvested from the signal sent by the
source based on the power-splitting energy harvesting strategy. Furthermore, the relay uses a maximum
ratio combining technique to process effectively the received signals. In addition, owing to the underlying
strategy, both S and R adjust their respective transmit powers in order to avoid causing interference to the
primary network. By considering both the independent identically distributed and the independent but not
necessarily identically distributed flat Rayleigh fading channels, closed-form expressions for the secrecy
outage probability are derived, based on which an asymptotic analysis is carried out. Our results quantify
the impact of the main key system parameters and point out the optimal values ensuring a high-security
performance of such a communication system. The validity of the derived results is verified extensively
through comparisons with respective Monte Carlo simulation results and useful theoretical and technical
insights are developed which are expected to be useful in the design of future cooperative CRNs.

INDEX TERMS Cognitive radio network, energy harvesting, maximum ratio combining, physical layer
security, power splitting, interference, secrecy outage probability.

I. INTRODUCTION cognitive radio network (CRN) has been introduced as an effi-
With the increasing number of mobile users, the demand for cient solution for the currently witnessed spectrum scarcity
the radio spectrum has drastically increased. In this context, issue. Indeed, in CRNs, the unlicensed users, known as sec-
ondary users (SUs), can dynamically access the underutilized

The associate editor coordinating the review of this manuscript and spectrum of primary users (PUs) [1], [2]. Moreover, coopera-
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the reliability of the communication, especially in the absence
of a direct communication link between the source and
the destination. In a cooperative CRN, the information is
forwarded to its intended destination through the aid of
one or multiple relays. However, in some cases, the relay
nodes can be energy-constrained, which leads to degraded
network performance. To deal with this issue, energy harvest-
ing (EH) has been recently proposed as an effective emerging
technology that makes use of radiofrequency energy. In this
context, two simultaneous wireless information and power
transfer (SWIPT) techniques have been proposed in the lit-
erature, namely, the time switching (TS) and power splitting
(PS). In the former, the entire power of the source is used
by the relay during two different time slots i.e, one for the
EH and the other one for the information decoding. In the
latter scheme, the power of the source is split by the relay
such that a part of the source power is used for EH whereas
the remaining one is used for information processing. Despite
the advantages of the TS approach, its requirement for tight
synchronization between the nodes renders it relatively less
attractive. Owing to this and without loss of generality, the
PS technique is considered in the present contribution.

It is noted that despite the promising advantages of a coop-
erative EH-CRN, securing data transmission in such complex
environment becomes a critical and challenging issue. It is
also recalled that it has been pioneeringly demonstrated by
Wyner in his seminal work in [3] that perfect secrecy can be
achieved when the capacity of the legitimate channel, i.e., the
link between the source and the destination is better than
the one of the wiretap channel. Consequently, the security
from the physical layer prospect can be achieved by using
some techniques such as spatial diversity and combining,
sending artificial noise from a friendly jammer to disrupt the
eavesdroppers, cooperative communication with the aid of
multiple trusted relays, transmitter precoding and beamform-
ing techniques, energy harvesting, non-orthogonal multiple
access technique, fiber space optics transmission with narrow
beam, full versus half duplex, etc. Hence, combining more
and more techniques among the aforesaid ones will certainly
contribute to the improvement of the PLS of a given commu-
nication system. In this context, considerable research anal-
yses have investigated the physical layer security (PLS) of
CRNs under different system setups [6]-[13]. In general, two
types of CRNs have been considered in the literature, namely
(i) a system that assumes the existence of a direct commu-
nication link between the source and the destination; and
(i) a cooperative system where the source communi-
cates with the intended destination with the aid of mul-
tiple relays. For instance, the authors of [6]-[9] derived
both a closed-form and asymptotic expressions for the
secrecy outage probability (SOP) metric considering either
Rayleigh or Nakagami-m fading conditions. In [6]-[8],
the source node was equipped with one antenna, whereas
in [9] a multi-antenna source was considered and analyzed.
Also, the receivers (i.e., destination and eavesdropper), were
assumed to be equipped with multiple antennas. Additionally,
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in [6] the authors assumed the existence of two eavesdrop-
pers, in which one is intercepting the communication of
the primary network whereas the other is eavesdropping the
secondary user. In [10], [11], the PLS of a cooperative CRN
was investigated. In these contributions, the authors consid-
ered that the source is communicating with the destination
through multiple relays, while closed-form and asymptotic
expressions for the SOP were derived under the optimal
relay selection technique. In [10] and [11], the SOP expres-
sions were derived under Nakagami-m and Rayleigh fading
channels, respectively. Moreover, the intercept probability
(IP) was derived in [12] over Rayleigh fading conditions.
Likewise, the secrecy performance of cooperative EH-CRNs
has been investigated in [14]-[17]. In [14], lower bounds
for the probability of strictly positive secrecy capacity were
derived by assuming that the destination receives via a direct
link both confidential information and a sub-frame used for
energy harvesting purposes. Next, that energy is exploited
to broadcast jamming signal towards an eavesdropper so
as to achieve secure communication. By considering that
the SUs harvest energy from the PU’s signals, the SOP
has been derived over Rayleigh fading channels in [15],
while the authors in [16] investigated the corresponding IP.
In [17], the SOP is derived by considering a dual-hop over-
lay EH-CRN in which the SUs act as relays to forward
the PU’s data to its intended PU destination. The SUs,
in this case, harvest energy from the received signals of the
PU source.

Nevertheless, despite the usefulness of the above scenar-
ios, they do not embrace all the practical cases that are
encountered in realistic communication scenarios involving
cognitive radio systems. For instance, a direct communica-
tion link does not typically exist between the source and
the destination. Moreover, the case of multiple relays seems
to be also impractical as, in some cases, only one relay
can be available to forward the data from the source to the
destination. Likewise, the corresponding energy consumption
and computational complexity can be increased dramatically
when the number of cooperative nodes is high, which can
render the required computation and processing unsustain-
able. Additionally, the available relay may not always have
sufficient energy to forward the received information to its
intended destination. Motivated by the above, the main objec-
tive of this work is to investigate the PLS by combining
both diversity as well as EH at the relay. In more details,
we aim at investigating the impact of EH, power adaptation
constraints at both the source and the relay, and the MRC
diversity at the relay as well on the physical layer security
of a dual-hop EH-CRN system where the source S is com-
municating with the destination D through a multi-antenna
relay in the presence of an eavesdropper who attempts to
overhear the communication at both hops. It is worth men-
tioning that the channel state information (CSI) of the legiti-
mate signals in the first hop is assumed known at the relay
so as to perform the MRC diversity technique, while it is
not necessary for the wiretap link R-E at both R and E as
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FIGURE 1. The considered cooperative EH-CRN.

no relay selection protocol has been employed here [18].
Specifically, the main contributions of this work can be sum-
marized as follows:

¢ A dual-hop underlay EH-CRN where the relay harvests
energy from the received signals of the SU source is
considered. Closed-form and asymptotic expressions for
the SOP are derived by considering both independent
but non-identically distributed (i.n.i.d) as well as inde-
pendent and identically distributed (i.i.d) flat Rayleigh
fading channels.

o We investigate the impact of key parameters such as
the maximum tolerated interference power at the PU,
maximum power at both the relay and the source, power
splitting ratio, and the number of MRC branches at the
relay on the overall system security.

The rest of this paper is organized as follows: In Section II,
we present the system and channel models. In Section III,
we derive the exact and asymptotic expressions of the SOP
for the i.n.i.d and i.i.d Rayleigh fading channels. The numer-
ical and simulation results are provided and discussed in
Section III. Finally, in Section IV, conclude the paper and
point out some future research directions.

Il. SYSTEM AND CHANNEL MODELS

In this paper, we consider a dual-hop cooperative decode-and-
forward (DF) EH-CRN system, as illustrated in Fig.1. This
system consists of one SU source node S who is transmit-
ting data to one SU destination node D through an energy-
constrained SU relay R, under the eavesdropping’s attempt
of E. The relay is assumed to be equipped with multiple
antennas and an MRC diversity receiver in order to combine
the received signals. Without loss of generality, all other
nodes are assumed to be equipped with a single antenna.
Additionally, R performs the PS-EH technique to mitigate the
lack of energy constraint, whereas E is continuously listening
to both communication hops. During the data transmission,
the PU receiver is subject to the interference signals coming
from both S and R. Under this constraint, only the node §
has to adjust its transmit power in order to satisfy the PUs’
quality of service [6, Eq. (2)]. That is, the transmit power Pg
is constrained by the maximum transmit power P¢'®* and the
interference power Pj at PU receiver, namely

P
Pg = min (Pgm, —’> , (1)
&SP
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where gsp = |hsp|? and hsp denotes the fading amplitude of
the link S-Pg,.

On the contrary, according to [15] and under the PS variant,
the relay harvests energy from the received information for a
duration of T. Hence, the harvested energy at the relay can be
expressed as

L
Ey =TnoPs Y gsg,. )
k=1

where 1 accounts for the energy conversion efficiency coef-
ficient that takes values in the interval [0, 1]. Also, 6 denotes
the fraction of power harvested by the relay from the received
signal and it takes values also in the interval [0, 1], whereas
L is the number of diversity branches. To this effect, the max-
imum transmit power of R is given by
Ey L
max __
PR = = = n0Ps ,; £5Ry.- 3)

In the same manner as (1), the transmit power allowing the
relay to avoid any potential interference to the PU is given by

P
Pgr = min <P}?ax, —I)
8RP

L
) Py
= min (779PS ZgSRk, —gRP) . @)

k=1

One can ascertain from (1) and (4) that when P; increases,
the nodes S and R are able to use their maximum transmit
powers, which results in increasing the signal-to-noise ratio
(SNR) at both R and D, ultimately leading to the system’s
security enhancement.

Without loss of generality, the communication between the
transmitters and the receivers is assumed to be established
in a non-line-of-sight scenario. Therefore, the fading ampli-
tudes of all links are Rayleigh distributed, i.e. the channel
coefficients of links S—R; ,R—D,S—E,R—E, Pr,— Pgy,
R— Ppy are hsRr,, hrD , hsg, hRE, hp, hrp, respectively. For
simplicity, we write the channel power gains as gsg, =
|hsr, |, grp = |hrp|*, gsE = |hsl®, gre = |hREl®, gp =
|hp|%, grp = |hrp|?>. Evidently, all these gains are exponen-
tially distributed with parameters Asr,, ARD, ASE, ARE, AP,
ARPp, Asp that are inversely proportional to the average SNRs
of the associated links. Moreover, each input signal at the
relay arrives with a certain delay compared to the one received
by its first branch. Since the considered receiver employs
MRC, all these delays will be eliminated and the interference
of these signals will be canceled out. It is worth mentioning
that the delays, as well as the interference cancellation, are
out of the scope of this paper since the present contribution
is devoted to the investigation of the impact of the primary
network, the EH, as well as the diversity techniques on the
security performance of the system.

Additionally, the relay operates according to the PS scheme
such that 6 Pg is dedicated to EH and (1 — 0)Py is used for
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information detection. Accordingly, the signal at the MRC
output of R can be expressed as

yr =+ (1 = 0)Ps|lhsr||xs + wrng, ®

where || . || denotes the Frobenius norm, hggr denotes the L x 1
channel vector (hsRr, )1<k<L, Xs 1S the transmitted signal from
S, ng stands for the additive white Gaussian noise (AWCT}N)

with variance Ny and zero mean, whereas and wg = %,
where { denotes the transpose conjugate.

On the other hand, the received signal at the destination D
is given by

yp = v/ PrhrpX; + np, (6)

where x, denotes the transmitted signal from R after perform-
ing both the relaying and the EH techniques, and np is an
AWGN of zero mean and variance Np.

The received signals arriving at the eavesdropper from the
source and from the relay are, respectively, written as

yie =/ (1 = 0)Pshsexs + ng, N

and

y2E = v/ PrhREX, + 1E, (8)

where ng is the corresponding AWGN with zero mean and
variance Ng. Without loss of generality, we also consider that
all noise powers are identical, i.e. N = Ng = Np = N.

Ill. SECRECY OUTAGE PROBABILITY

The SOP is an important metric that is used to evaluate the
security performance of a wireless communication system.
This metric accounts for the probability that the secrecy
capacity Cg falls below a predefined security rate Ry, namely

SOP = Pr(Cs < Rg) . ©)

It is evident from (9) that the smaller the Cg, the greater
the SOP i.e. the legitimate link capacity becomes close
to the wiretap channel one. Hence, in order to derive
the SOP, we have to define first the expression of the secrecy
capacity Cys.

A. SECRECY CAPACITY

The secrecy capacity is defined as the maximum rate of
the confidential information that is transmitted from a given
source node to a given destination. Wyner showed in his
pioneering work in [3] that the source and the destination can
securely communicate if the capacity of the main channel i.e
the link between source and destination is higher than the one
of the wiretap channel i.e. the link between the source and the
eavesdropper. Assuming a DF relay, the secrecy capacity can
be formulated as

Cs = min(Cyg, Cas), (10)

where Cis and Cps represent the secrecy capacities at
the first and the second hop, respectively, and are defined
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as [6, Eq. (4)]

log, (y1), > Y
Cis = g v YR > VIE (11)
0, elsewhere
and
log, (y2), >
Cos = g (12 YD > V2E (12)
0, elsewhere
with
1+ yr
V= , (13)
1+ viE
and
14+ vp
V=—, (14)
I+ vk
where
o yr is the combined SNR at the relay R, namely
YR = (1 —0) W, (15)
with
W = min (7 Yp
k= min yy - YSR5 (16)
8sp
and 7, = P{ /N, 7p = Pi/N, Ysr = Y g5k,
« yp denotes the SNR at the destination D, namely
YD = PRERD> (17
where
. YP
PR = min <n9Wk, —) . (18)
&8RP

e y1r and yyg are the SNRs of the links S-E and R-E,
respectively and are expressed as

yie = (1 — 0) min (7 ﬁ) gsE. (19)
8sp
and

V2E = PRERE- (20)

From (10), it can be seen that improving the security of the
system relies on increasing the two secrecy capacities at the
same time. In other words, improving the secrecy of only one
link will not enhance the system’s reliability. In addition, it is
noticed from (13) and (15) that the greater the number of
branches L, the greater the yg, y1, C1s and Cs. Consequently,
the SOP metric decreases, which in turn leads to an overall
system’s security improvement.

Remark 1: As the parameters Ay are inversely propor-
tional to the associated average SNR, it follows that the
greater ASg and ARg, the smaller the first and the second
wiretap link capacities, respectively. That is, the two secrecy
capacities become greater which lead to the SOP reduction
and consequently to enhanced system security.
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B. EXACT SECRECY OUTAGE PROBABILITY 1 12 Asp |—1,0;—
. o . Zw = — |Gy} A |, (39
Using (9) alongside with (10), closed-form expressions of u w]((P ul 0 —
the SOP are derived in Theorem 1 for both i.n.i.d and i.i.d ®)
Rayleigh fading channels. GLOLLLL (@1 ) | =5 — L—:1—
. oo Ax () = Gyl » W ’
Theorem 1: The SOP of the considered communication > 0hbh Asp 2, —:1;=:1;0
system subject to i.n.i.d and i.i.d flat Rayleigh fading channels (40)
can be expressed by (21) and (22), respectively, as shown at
the bottom of the this page, where Q= M) - Ma2(B), 41)
L 1: —
W, = 1_[ sy , 23 M) = —G1 3 (wsu I ’1. 0 > , (42)
1 )»SRI. — ASRy , 1;
=l Q=J6E-T@. (43)
_ ASRyY 1 wpu | (1,0),(0,¢); —
e = = @ gw=-613— , (44)
o u Asp | (L,0),(1,0);(0,0)
y =2, (25)
0= w, (26) with u referring to either £ or B8, I' () and I" (.,.) denote
N 1-6 Euler Gamma and the upper incomplete Gamma functions
¢ = S_P;VP’ Q27) [20,  Egs. (8.310.1), (8.350.2)],  respectively,
)»RVDS)/ Gy (;l)’<p denotes the Meijer’s G-function [20,
b= 28 41, (28) | Bri=q .o
RE m,n aj, o i<p
E= );\RD (-1, (29) Eq. (9.301)], while G") <Z (b B)iea ) accounts for the
w;k) = S—E‘, [={P,S) (30) upper incomplete Meijer’s G-function, and
noy, Gﬁ{ﬁﬁ%jé%{ﬁ; (x,y|Y), stands for the bivariate
w; = )”L_RV 1 ={S, P}, (31) Meijer’s G-function [23, Egs. (1.14)-(1.16)] with ¥ =
779]/_1 ((ai)i:l:pl (c)i= Ipy * (€)= 1p3)
B = ARPVp A+s (32) B )iy * ()
_ AsR + v 13 Proof: Substituting (10) into (9), the SOP can be rewrit-
¢= 1—6 (33) ten as
ASR
K=1"¢ (34) SOP =1 —Pr(Cis > Ry) .Pr (Cas > Ry) (45)
ASE (1_1> = 1—[1—SOP{][1 - SOP,],
Y
o= ——", (35)
1-6
o £ where
o = My ) - FMIB). (36)
. SOP, = Pr (CqS < RS) , q={1, 2} (46)
My () = Gég (a)](cs)u ‘ 0 1’ . ) ) (37)
e T denotes the SOP of either the first or the second hop. There-
(k) _ SASP fore, to derive the above SOP expression, it is sufficient to
N (Z2E -2/, (38) ’ p ’
2 WP P know SOP; and SOP;.
1 XL: \Ilke_% ( @ e ? XL: ( ¢) k) & ()
SOP; pig=1— - e wk[ 1—e?) ol 40! ] 1)
§i o et 7oisr T 1) i
_m —1
(1—e ) e %1 (my1, 210
ASE s um Vs
SOP;ig=1-— @
Lid sy (1—0) Zm'gm"‘l | 21 —Deo [(0,¢6+—=):(1,0)
SRR =) AEX e Vs
s SPYPTT 10,00, m+ 1,01 —
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x|:1—§(l+
B

e ?
(1-e )Ql+92)j| )
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1) EXPRESSION OF SOP;
By using (11) and (13), the expression of SOP; can be
expressed as

SOP; = Pr(yg < y1E) +Pr(yr > v1E)
xPr(Cis < Rslyr > v1ie). (47)

According to [7, Eq. (12)], SOP; can be rewritten as
o o
SOP; = / / Fyglgsp=x (vy +y = 1)
x=0Jy

Xfelgsp=x Mfeqp(X)dydx.  (48)

The conditional CDF of yg given gsp is expressed as

Fopigsp=x (2) = Pr(yg < zlgsp = x) (49)

(T=5aw)
\a=oow)’

with ® (x) = yg forx < yYp/yg and ® (x) = yp/x for
x>¥Yp/Vs-
Similarly, the one of y1r given gsp can be written as

Fyiplgsp=2(¥) = Pr(yie < ylgsp = x) (50)

(T=ew)
EANCEOR OV

Substituting the derivative of (50) alongside with (49) into
(48), yields

1 oofgsp(x)
1—06 @ (x)

[ el
o N1-0) P

y
X fosk (—(1 0% (x)) dydx

o i.n.i.d Rayleigh fading channels of the link S-R

SOP; =

(S

For i.n.i.d Rayleigh fading model, the CDF of Ysgr is given
by [19]

L
Frge ) =W (1 - e*ASRkX) . (52)
k=1
Substituting (52) into (51) alongside with the function
® (x), and performing some algebraic manipulations, one can
obtain

_i

Vs
SOPI,M—Z%] Fesp®) 1—ﬂ—k dx

L 00 — &2
+ E Ve | fop@) |1 — —— | dx
;i 8sp ﬂk
L —k e ®
] s e
=1-y -~ <+_¢> (53)
€k _ %k +1
k=1 7phsp

where €, = xx + 1 and yy are defined in (24).
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« i.i.d Rayleigh fading channels of the link S-R

Under this assumption, it can be seen that Ysg is chi square
distributed of 2L degrees of freedom. That is, the CDF of Ysg
can be expressed as [15, eq.(8.352.1)]

v (L, AsrY)

FYSR (}’) = T (L)

’

_ o ISRY Z ()»SRy) , (54)

where y(., .) denotes the lower incomplete Gamma function
[20, Eq. (8.350.1)].

Incorporating (54) into (51), and by carrying out some
algebraic manipulations, the term SOP ;; 4 can be expressed
as

_ spe_ 7S sl w
(=) Yo 0 m!

e i)

Qm+1

SOP; ;ia = (1 —e7?)
X

L—
~¢ ﬂzﬂ i

+e - Qm+17

55
y(1—0) = o>

where
*© (= —1
Fi =/ o (Ftase i <m+1,(y_—)9x> dx.  (56)
Yp

Using [21, Eq. (06.06.26.0005.01)], the term F i can be
expressed in terms of upper incomplete Meijer’s G-function
as follows:

—1 —vx
d.
/ vp 07m+];_)e *

11 FrOrm+1+sT 1 —ys,0)
__/ [ (1+5s)

<=
ot

Fi

20 (v —1Dox
G12<—

<=
[N

T v2mj e

. ((y_— 1>a>‘ ds
YpV

lai(r=De| 0.6):(1.0
v 22\ [0,0), (m+1,0); -

) Y

where j = +/—1, C is a complex contour of integration
ensuring the convergence of the above Meijer’s G-function,
s=¢+ 5, andv =Asp+@/Vp.

Replacmg (87) into (55), yields

SOPy ;iq
L—1 m

ASE w
= 1 -_
y(1—-0) mX_%) mlo™+1

(1—e—¢)e7F( +1, w)
x 0, Vs . (58)

w
1+ Vphisp

0,);(1,0) >

+

Ypv

_ 21 [ =D
where®m—G2,2<y ’ 0,0), (m+1,0); —
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2) EXPRESSION OF SOP,
In the same manner to SOP, the SOP; for the second hop
can be expressed from (12), (14), and (46) as follows:

SOP, = Pr(yp < y26) +Pr(yp > v2£)
x Pr(Cs < Rslyp > v2e). (59)

Similarly to (48), SOP; can be expressed as

o0 o
SOP; = / / FyDIpR:x yy+vy -1
x=0 Jy=0
ij/zg\pR=x(y)pr(x)dydx~ (60)
The CDFs of yp and y»g for a given pg are expressed as
Fyplor=x (2) = Pr(yp < zlpr = x)
z
oo (9). o
and

Fy25|pR:x () =Pr(y2e <zlpr =x)
z
= Fou <Z) , (62)

respectively, while the one of pg is given by

Fpe () = Pr (min <newk, ﬁ) < z)
&8RP

— Pr (newk <z X2 > newk)
8RP

7

+Pr (ﬁ <z X2 < n@Wk>. (63)
8RP 8RP

e

Likewise, the terms Z; and Z, can be expressed as

I, =Pr (newk <z X > neWk> (64)

8RP

Z/On Fop (%)fwk () dy,

I = Pr(” <z, re < n9Wk>
&RP &8RP

= /77}) (1 - FWk <%))fglzp () dy. (65)

respectively. Substituting the two terms Z; and Z; into (63)
and performing some algebraic operations, the CDF of pg can
be rewritten as

Fpp@=1- gRP(VZP>[1—FWk(nZH>] (66)

On the other hand, the CDF of Wy is expressed by

Fw, () = Pr (min (75, ﬁ) Ysr < y)
8SpP
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and

T
The two terms 7; and 7, can be rewritten as
y Yp
Ty = Fy, <_—) F, <_—> , (68)
$\vy ) # v,
and
© y
T = /LP Fyg (V_Pt)fgsp () dt. (69)

<

In the sequel, two cases will be distinguished.
« i.n.i.d Rayleigh fading channels of the link S-R

With the aid of (52), the two terms 77 and 7, can be rewritten
as

(k)
Ti=(l-e) Y w(1-e?), (0
k=1
and
L <a§k)y+¢>
_ - _ ¢
T=) Wl ———|. (71)
— ot 2
*sp +1

where o) = Asg, /71, [ = (S, P}.
Now, substituting (70) and (71) into (67), yields

—a®y
‘-IJke s

—e "y Y. (72)

Fye ) =1—(1—-¢?

The CDF of pg can be now rewritten as

Y
FPR(Z):]_FgRP<7P)

(S)
+ Fopp ( ) —¢ Z Wpe %% °

1
X 1= = | (73)
)LSPZ-FI

By substituting (61), (73), and the derivative of (62) into (60),
along with some algebraic manipulations, yields

SOPy jpia =1—< |:1 - 5/

L

1 )
1—§Z\yk[1—e ) @'

For (x)dx:|

_¢<D(2k):| ’
(74)
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where
), ¢
o0 _(wk x+7> ARPT
ol = ¢ i ex—2 (1 - e*i‘“i”’) dx,  (75)
and
) &
. e (wk x+;> (1 e AR};VP)
o) = ¢ /0 - dx  (76)
[0}
x2 ([?x + 1)
_ §hsp
(P) (G &) -G (B,
with

(5)

, k

+ut
°°te

g<u>=/ s,
0 I+ (,,)t

where f is defined in (32). Using [20, Eq. (3.324.1)] along-
side with [21, Eq. (03.04.26.0006.01)], we obtain (36).
By also using Egs. (07.34.03.0271.01) and (01.03.26.0007.01)
of [21], (77) can be rewritten as

G =

o° A 0; —
- — 1 SP >
Bl = te "G —z‘ i dt, (79)
/0 b a),((P) 0; —

o0 A 0; —
—ut ~1,1 SP 5
/ e Gy (_(P)t‘(y_)
0 wy, ’

u=1{§, B}, (77)

B — &, (78)

where

[l
(3]
I

1,1 wl(<S) L;
><Gl:2 " 10 dt. (80)
Using [21, Eq. (07.34.21.0088.01)], the term E; can be
rewritten as
A —-1,0; —
m o —2A12 Sp » U5
Er=u "Gy <(P) 0: — ) (81)

On the other hand, the term E; can be re-expressed as

i WP\
= r—sra —
2 Qrj)? /S (=)' +9) <)»SP>

00 4s+v+1
o [ RO g [ a2
Czl"(l-\/)(”) 0o e

which becomes E; = Ay (1) /52, where Ay (1) is being
defined in (40) and Cs and C; are two complex contours of
integration ensuring the convergence of the above bivariate
Meijer’s G-functions.

Replacing (81) and (82) into (78) and then incorporat-
ing (78) into (76), one can obtain (38).

(1]
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« i.i.d Rayleigh fading channels of the link S-R

Subject to this case, (68) and (69) can be rewritten
using (54) as

O Uit 83
1—W)/( , asy) . (83)

Using (54) along with [21, Eq. (06.06.26.0004.01)], the term
(69) can be expressed as

/ T(L+5T ()T —s,¢) (O[py>_s
T = - — ds
c 20 (1 =) T (L) Asp
_ b aafapy |(1,0),(0,¢); —
N5 22()»319 (L,0);(0,0) ) ®4)

where o, = Asr/V,, v = {S, P}. Now, substituting (83) and
(84) into (67), yields

(1—e?)y (L, asy)

FWk ) = T @)
1 1,2 @ (1,0),(0, ¢)7 -
T (L)GZ2 <Asp (L,0);(0,0) > - (89

Substituting (85) into (66), one can obtain

_*RpYP
_ 1—e =
ARPYP

For@)=e = + T

(1-e?)y (L, ws2)
+G{;§ (wpz (1,0),(0,45);—) (86)

(L,0);(0,0)
where wp is being defined in (31).
Similarly to (74), SOP, ; ;4 can be expressed as

SOPy;ig =1— |: 5/ — pR(X)dx]

1 1 (1-e?)+
crotfiefpetempien

87)

X

00 ,—2 ARPY,
Q) = /‘ e (1 . ngp) y (L, wsx)dx, (88)
0

ws (170)9(07 ¢))’ -
Gl (s
* P12 <xspx (L, 0); (0,0)
By making a change of variable + = 1/x and using
[21, Eq. (06.06.26.0004.01) ], the term €2] can be rewritten

as
I;
L: 0>dt

Ql :/ 7§IG1 1 (
0 t
_ e PG
/(; 12< P

) dx. (89)

1;
1.0 )dt (90)
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1; — /I"(L—s)f‘(s) r\"°
— = _— | — ds
L;0 ¢ T+ ws
t |1—-L;1
=Gl — ). 91
2! <ws 0; — > oD
Now, making use of [21, Eq. (07.34.21.0088.01)], one can

obtain ( 41). On the contrary, the term €25 can be expressed
as

Q — FL+s)T (=) (1 —=s5,¢) [ wp\ "’
27 /c 27T (1 — 5) <x_sp>

x o0
x { / e S5 drds — / e—ﬂ'rSdr}ds, (92)
0 0

which leads to (43). Finally, replacing (36) and ( 38) into
(74) and incorporating (53) along with the final expres-
sion for SOP3 ; ;4 into (45) yields (21). By also replacing
(41) and (92) into (87), one can obtain the final expres-
sion for SOP, ; ;4. Then, by substituting it alongside with
(58) into (45), we obtain (22), which concludes the proof
of Theorem. 1. [ |

C. ASYMPTOTIC SECRECY OUTAGE PROBABILITY

An asymptotic analysis is next carried out in order to obtain
useful insights on the impact of the involved parameters on
the overall system performance. Based on this, we quantify
the impact of the maximum tolerated interference power
at the PU receiver on the SOP behavior. Similarly to [7],
we assume that the interference power P; is proportional
to the maximum transmit power of the source S. For the
sake of simplicity, we define the positive constant o = yp/
Ys = Pr/Pg™.

Proposition 1: The Asymptotic SOP in high SNR regimes
(i.e., y p — 00) of the considered communication system sub-
ject to i.n.i.d as well as i.i.d flat Rayleigh fading channels for
the S-R link can be expressed by (93) and (94), respectively,
as

A Ay
SOP; g~ 1— 2L - 22301 (93)
s B
and
C C,+Dy__
SOP g~ 1 — — 4 2= Lyt (94)
s B
where
Wi
A = , 95
| kg oy (95)
e ? &
kZ:‘T xk+1 ASp ARP
—1 m
ask (3 + Xnoh 2)
C = , o7
y(1-0)
L—1
ASE 1 u
2 y—1l4+o |-+
y(1-0) [ (Q = omt!
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_ I'@2,¢)
1—e® , 98
X[( ot — ] (98)
_£C (1—e?)
DI—E[1+W(B1+82)—B3 ) 99)
(—a)*
By = T [¥(1)+2¢(L) — ¥ (1 + L) —log (a)].
(100)
Sre-iy
B, = ; —— a), (101)
B _ 1 G2,2 a (150)’(05 d’)v -
T T @ 23\ kspo |(L.0).(1,0):(0,0)
_ M7 (102)
(L — 1) Aspo
whereas a = % and ¢ (.) stands for the Polygamma

function [21, Eq. (06.14.02.0001.01)].
Proof:

1) ASYMPTOTIC EXPRESSION FOR SOP AT THE FIRST HOP
In order to find the asymptotic expression of SOP for both
i.n.i.d and i.i.d cases, we use the Maclaurin series when
1/¥ p approaches zero, to express the exponential function,
the upper incomplete Gamma function, and the polynomial
power function as well.

o i.n.i.d Rayleigh fading channels of the link S-R
Armed by Maclaurin series of the exponential function and
the polynomial power function, the approximate SOP can be
expressed from (53) as

L o,
1,i.n.id ]g e+ 1
—¢ L W
—1 e klk
—7p o+ —) —, (103)
P ( Asp ,; Xk + 1

« i.i.d Rayleigh fading channels of the link S-R

Note that the upper incomplete Gamma can be asymptotically
expressed, near x = 0 as

F(a,x)~{1_x’ a=1 (104)

F'a, a>1

By replacing (104) into (55), yields

(1 — e_¢) ASE <1 — %)

SOPy::ij~1—
1,i.i.d y (1 — 0)
_aly=be L-1 o
Vp
|
+1
Q Pt o™
_ )\SP 0 e,)\SpX)\SE <l _ E_x)
y(1=0) Jz Vr
s
1— %x L-1 m
X T + Z o dx, (105)
m=1
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By performing some mathematical manipulations, we obtain

SOPy jia ~ 1 —C1 +Co7p', (106)

where C1 and C, are defined in (97) and ( 98), respectively.

2) ASYMPTOTIC EXPRESSION FOR THE SOP AT THE
SECOND HOP

In this part, the residues theorem will be used to derive
the asymptotic expressions of both Meijer’s and incomplete
Meijer’s G-functions.

« i.n.i.d Rayleigh fading channels of the link S-R

The term CIJ(Zk) given in (76) can be approximated for high
values of ¥ p as

© &
w0 (o) 1 @
— 11— ——x)dx
0 X A
0, (of x+2) o
— Q3 1 — ——x]dx
0 x Asp

That is, this term becomes with the help of [22, Eq. (2.9.32)]
as

k
o) ~ ¢

- o (Ms &) — M (6)
d) ~Etw s

M- Macey | 0P
SP

where M3 (u) = Gé:g (aw,(cp)u

0’_1;_>, M) =
Gosa (ow;(f’)u ‘ 0.0: - ) Landu = (£, B).

The term M3 (u) given in (108) can be written in terms of
complex integral as

! r (S) (ow,EP)u) - ds,

M @) = 271] c s—1

(109)

That is, the above integrand function has

o Poles of second-order: —I, [ € N.

« Simple pole (i.e., of first-order) at / = 1.
Hence, (109) can be expressed using the residue theorem
[22, Theorem 1.5] as follows:

Ms () = lim 2 ( P )‘S+ - . 901 (s, u)
3 u)—sl_rH (8) (ow; "u A s—1>n—11 s )
(110)
where
-8
01 (s, w) = Hi(Ha) (o) . 1D
Hi(s) = (s + D°T2(s), (112)
and
The partial derivative of (111) with respect to s is given by
a
WOD _ im @4t 1), (1)
s——1

173338

where
Uy = —Hi1(s)Ha(s) (Ow,({ ) ) log (oa),({ )u> (115)
Hi(s) =
t =~ (o) " (116)
Us = 25+ DI2(s) [1 + (s + Dy (5)] Hals) (ow,i) )
(117)

Using [21, Eq. (06.05.04.0004.01)], the limit of the terms Uf]
and U can be expressed as

(aa),(C )u) log (ow,(cp)u)
lim U = , 118
o I+ D! (118)
and

(col”)
liml = ——=. (119)

s—— [+ D'
By considering s = —I/ + € and making use of [21, Eq.

(06.14.06.0026.01)], one can see that
. _2yd+ ) @ \
Jm s = = D ( Pk )
Finally, substituting (118), (119), and (120 ) into (114), yields

+00 (Ua),(cp)u)

o= (o) 50

x [log (aw,ﬁ”) ) —opl+1)— l%} . 121)

In the same manner to M3 (1), it can be seen that the inte-
grand associated with M4 () has only poles of second-order,
namely —/, [ € N. Thus, similarly to (110), the term My (u)
can be expressed as

(120)

)
Ma () = +Z % [w(z + 1) —log (aw; ) )]
- (122)

On the other hand, one can notice that the integrand of
the Mellin-Barnes integral associated with the Meijer’s G-
function M (u) defined in (37) has poles of second-order
at —[, | € N. To this effect, it follows that

400 (P)
My () = g(m;%)
[llog(aa)k )—21¢(1+l)+1]. (123)

Now, by substituting (121) and (122) into (108) and incorpo-
rating (123) into (36), then replacing <I>(1k) and the approxi-
mate expression of CI>( ) into (74) and by considering only the
first terms in the 1nf1n1te series (i.e., [l = O and [ = 1), the
asymptotic expression of SOP3 ; ,; 4 is obtained, namely

1
Y
) ARPY p

SOP; ; .ia (124)
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« i.i.d Rayleigh fading channels of the link S-R

One can notice that M> (u) is given in (41) can be rewritten
in terms of complex integral as
11 rqa+s)riC+s)r(—s
Mo () (+9TL+9T (=),
u 271] I' (1 —5) (cwpu)
It can be noticed that the integrand function given in (125)
has poles of second-order at —L — i, i € N and ones of simple
orderat —i, 1 <i <L — 1. Thatis

(125)

L 1

Ma () = Xﬂm@+o&@w
e 003 (s, u)
+ u ;s—}—u(gﬂ) as (126)
Based on this, it follows that
. . (—D'r@ - i
lim (s +0 Q2 (s, 1) = —————— (owpw)’, (127)
and
s (5.10) = +L+D)TL+)T A+ ( s). (128)

I' (1 —5s) (cwpu)’

On the other hand, the partial derivative of Qs (s, u) with
respect to s is given by

w — Uy +Us + U, (129)
where
_ 2 I (—s)
Uy =—(+L+D)TL+sTC (1 +S)—I‘(1 .
x (cwpu) " log (cwpu) , (130)
Us =2+ +L+D{YIL+s)+ ¥+ 5}
(s+L+z)F(L+s)F(1+s)F( S)
(131)
' —ys) (cwpu)®
and
Us = (s+L+)’TL+sT(1+s)
x (W_s) A S)> (Gopu)~*. (132)
N
That is
lim Uy = —i (owpu)l‘"’i log (cwpu), (133)
5> —(L+i) i+ L)! ’

while the limit of U5 can be expressed using [21, Eq.
(06.14.06.0026.01)] as

D+ D + Y@ +0)] oy

li Us =
s—>—1(rllj+z) ST i (i+L)! (owpu
(134)
whereas, the one of the term U/ can be expressed as
_1L-! i+L
P ol )l 4 220
s—>—(L+i) i@+ L)!
x[Y(L+D)—yA+L+D]. (135)
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Now, replacing (133), (134), and (135) into (129) and then
substituting (127) and (129) into (126), one can obtain

(-1 )L : L+i
Z T+l G+ D) (ocwpu)

[ —log (cwpu) + Y(i+ 1) }

My W) =

2y (L +k)— Yy +L+10)

(cwpu). (136)

12( i IF(L—z)
u —
In a similar manner to the previous computation performed
for (125 ), the incomplete Meijer’s G-function 7 (u) given
in (43) can be expressed as sum of residues by considering
the poles of second-order at —L — i,i € N and the ones of
first-order at —i, 1 <i <L — 1. Thatis

T (u)
1 i"i (—DE'T (1 + L+, ¢) N; (w)
Wi G+ L) (M)_(Hl)

Asp

1= (D7D (@L = )T (1 +i, ¢) (wpu)
- _ 1
ta iDL (37

N () = —log (%) F PG4 1)+ 20 (L + i)

SP
1t
FA+L+i¢)

3,0 =11
xGy3 ((1)‘0’0’1_'_1._’_1‘;_). (138)
Now, by substituting (136) and (137) into ( 41) and (43),
respectively, then by incorporating the final expressions of
Q1 and 2, into ( 87) and by considering only the first term

in the infinite series and the case of L > 1, the asymptotic
expression of SOP; ; ; 4 is given by

1—e=¢
~1— 1 + S_ I+ 5 ,
5§ SArpYp \ x (B1 + B2) — B3

(139)

+log (@) — (1 +i+L)+

SOP; ;.4

where B, B;, and B3 are defined in (100), (101), and (102),
respectively.

Finally, substituting (103) and (124) into (45) yields (93),
while replacing (106 ) and (139) into (45), we obtain (106),
which concludes the proof. [ ]

Remark 2: It can be noticed from (93) and (94) that the
asymptotic expressions of SOP for both i.n.i.d and i.i.d cases
with respect to y g can be obtained by replacing Y p by oy g

A Ar_
SOPi,n_,',d ~ 1= T - g S (140)
and
Cl C2 + D] —1
SOP;jqg ~1— 5 + 3 Vg - (141)
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TABLE 1. Simulation parameters.

Parameter | value | Figures

Asp 0.1 All figures
ARD 0.3 All figures
ASE 0.2 All figures
ARE 0.4 All figures
ARP 0.5 All figures
R (bit/s/Hz) 1 All figures

4p(dB) 10 All except Figs. 2, 3

s (dB) 10 All except Figs. 2, 3
n 0.8 All figures

0 0.5 All except Figs. 6-8

Remark 3: It is worth mentioning that the approximate
expression given in (93) is an increasing function with respect
to ¥ p as the coefficient A is positive. In a similar manner,
one can notice that the approximate SOP representation in
(94) is a decreasing function in yp as the term CzEDI is a
positive real number.

IV. RESULTS AND DISCUSSIONS

This section capitalizes on the derived analytic expressions
and provides a thorough analysis of the corresponding results.
To this end, illustrative numerical examples are presented and
validated through extensive results from respective Monte
Carlo simulations. The used parameters are set up as shown
in Table 1. The parameters Asg = 0.5 for i.i.d case and
AsR, = B + 1k_0’ 0 <k < % for i.n.i.d fading channels
with B either equal to 0.1 or 0.5. The aim of the conducted
simulation is to evaluate the impact of the maximum tolerated
interference power at the Pgy, the maximum transmit power
of the source §, the fading severity parameters, the energy
harvesting ratio €, and the number of the relay antennas on
the security performance of the system. The corresponding
computer simulation has been performed by repeating the
same experiments 10° times. From Fig. 2-12, we observe that
the simulation results match perfectly the numerical results,
which verifies the validity of the derived exact and asymptotic
analytic expressions.

Figs. 2-5 depict the closed-form expressions of the SOP
as a function of ¥ p and ¥, respectively for various values
of the relay’s antennas for both i.n.i.d and i.i.d cases. It can
be noticed that this probability decreases with the increasing
values of either yp or . This can be justified by the fact
that the greater the ¥ p and y, the greater the ygr, yp, viE,
and y»g. Under the assumption of no significant difference
between fading severity parameters of legitimate and wiretap
channels, it follows from (15), (17), (19), and (20) that the
increasing scale of yg and yp exceeds largely the one of
y1e and Yo as the relay performs the MRC diversity tech-
nique. In addition, when ¥ p and y g exceed certain thresholds,
the instantaneous powers Pg and Pg remain constant as stated
in (1) and (4). As a consequence, the SOP remains constant
as well. Furthermore, one can ascertain that the greater the
parameters Asg, the smaller the combined SNR at the relay.

173340
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*  Simulation

o 3= ]
075 B=01 =2
e N4
T L " L=3
074 = —\ = e - ¥ H— ¥ on *
M v_ e L4 O * e % O
0.65 L L L L
15 20 25 30 35 40

7p(dB)

FIGURE 2. Secrecy outage probability versus yp for s = 20 dB and i.n.i.d
Rayleigh fading channels.

1.05 T

Closed-form
— — — Asymptotic | 7
% Simulation

SOP

7p(dB)

FIGURE 3. Secrecy outage probability versus yp for yg = 50 dB and i.i.d
Rayleigh fading channels.

Closed-form
% Asymptotic

0.95 - Simulation

0.85

SOP

0.8 [

0.7 |

0.65 I I I I I I I I

FIGURE 4. Secrecy outage probability versus y ¢ for i.n.i.d Rayleigh fading
channels.

Consequently, the secrecy capacity at the first hop decreases
as well, leading to a degradation of the system’s security.
Fig. 6 and Fig. 7 illustrate the SOP for the i.n.i.d and
i.i.d cases versus the energy harvesting ratio 6 for different
values of the relay antennas, computed using (21), (22), (93),
and (94). It can be observed that the SOP is a concave function
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Closed-form
%  Simulation

SOP

7s (dB)

FIGURE 5. Secrecy outage probability versus 7 ¢ for i.i.d Rayleigh fading
channels.

1 T T

Closed-form
% Simulation
0.95 - q

07 I I I I I I I I
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
(4

FIGURE 6. Secrecy outage probability versus ¢ for i.n.i.d Rayleigh fading
channels y5 = yp = 10 dB for g = 0.1.

1 T T

Closed-form
*  Simulation

SOP

0.65 : :
0.1 0.2 0.3 0.4 0.5 0.6 07 0.8 0.9 1

FIGURE 7. Secrecy outage probability versus ¢ for i.i.d Rayleigh fading
channels yg =7p = 10 dB for Agg = 0.1.

of 6. Indeed, it can be seen from (17), (18), and (20) that as
0 approaches 0, both yp and y»g tend to 0. Consequently,
both Cs, and Cs tend to 0, which leads to a higher value of
the SOP. Similarly, according to (15) and (19), the greater
the value of 0 i.e., when it tends to 1, both yg and yg tend
to 0. Therefore, both Cis and Cs approach 0, and therefore
the SOP increases accordingly.

VOLUME 7, 2019

Fp (dB) 10 0.2 0

FIGURE 8. Secrecy outage probability versus ¢ and yp for i.n.i.d Rayleigh
fading channels for yg =10 dB, 8 = 0.1,and L = 4.

Finally, Fig. 8 shows the SOP versus 6 and y p. Obviously,
the parameters ¥ p and 6 admit certain values for which better
security is achieved. For instance, one can infer that higher
secrecy is achieved for 0.4 <6 < 0.6 and ¥p > 15 dB. This
constitutes a practical insight that is expected to be useful in
the design of future EH based CR systems and networks.

V. CONCLUSION

This contribution analyzed the physical layer security of a
dual-hop EH-CRN system. The considered system consists
of one SU who is transmitting its confidential information
to a destination through an energy-constrained multi-antenna
relay in the presence of one eavesdropper. To this end, closed-
form and asymptotic expressions were derived for the SOP by
considering both i.n.i.d and i.i.d Rayleigh fading channels.
Furthermore, we investigated the impact of several parame-
ters on the system’s security performance. We showed that the
security is improved for high tolerated interference power at
the primary receiver as well as for high secondary users trans-
mit power. Furthermore, better secrecy is achieved when the
fraction of the harvested energy takes its values in the interval
[0.4,0.5]. As future work, we intend to study the physical
layer security of a dual-hop CRN system in the presence
of multiple eavesdroppers and under imperfect channel state
information conditions subject to more generalized fading
conditions. Among others, this will also lead to meaningful
insights on the computational complexity and sustainability
of such system architectures.

REFERENCES

[1] M. Bouabdellah, N. Kaabouch, F. El Bouanani, and H. Ben-Azza, “Net-
work layer attacks and countermeasures in cognitive radio networks: A sur-
vey,” J. Inf. Secur. Appl., vol. 38, pp. 40-49, Feb. 2017.

[2] Y. Saleem and M. H. Rehmani, “Primary radio user activity models for
cognitive radio networks: A survey,” J. Netw. Comput. Appl., vol. 43,
pp. 1-16, Aug. 2014.

[3] A. D. Wyner, “The wire-tap channel,” Bell Syst. Tech. J., vol. 54, no. 8,
pp. 1355-1387, Oct. 1975.

[4] Y.R. Ortega, P. K. Upadhyay, D. B. da Costa, P. S. Bithas, A. G. Kanatas,
U. S. Dias, and R. de Sousa Junior, “Joint effect of jamming and noise on
the secrecy outage performance of wiretap channels with feedback delay
and multiple antennas,” Trans. Emerg. Telecommun. Technol., vol. 28,
no. 11, May 2017, Art. no. e3191.

[5] F. Oggier and B. Hassibi, “The secrecy capacity of the MIMO wire-
tap channel,” IEEE Trans. Inf. Theory, vol. 57, no. 8, pp. 4961-4972,
Aug. 2011.

173341



IEEE Access

M. Bouabdellah et al.: Cooperative EH CRNs With Spectrum Sharing and Security Constraints

[6] H.Tran, G. Kaddoum, F. Gagnon, and L. Sibomana, ‘“Cognitive radio net-
work with secrecy and interference constraints,” Phys. Commun., vol. 22,
pp. 3241, Mar. 2016.

[7]1 M. Elkashlan, L. Wang, T. Q. Duong, G. K. Karagiannidis, and
A. Nallanathan, “On the security of cognitive radio networks,” IEEE
Trans. Veh. Technol., vol. 64, no. 8, pp. 3790-3795, Aug. 2015.

[8] N.-P. Nguyen, T. L. Thanh, T. Q. Duong, and A. Nallanathan, ‘““Secure
communications in cognitive underlay networks over Nakagami-m chan-
nel,” Phys. Commun., vol. 25, pp. 610-618, Dec. 2017.

[9] H.Lei, C. Gao, I. Ansari, Y. Guo, Y. Zou, G. Pan, and K. Qaraqe, “‘Secrecy
outage performance of transmit antenna selection for MIMO Underlay
cognitive radio systems over Nakagami-m channels,” IEEE Trans. Veh.
Technol., vol. 66, no. 3, pp. 2237-2250, Mar. 2017.

[10] H. Lei , H. I. S. Zhang, Ansari, Z. Ren, G. Pan, and K. A. Qarage,
“On secrecy outage of relay selection in underlay cognitive radio networks
over Nakagami-m fading channels,” IEEE Trans. Cog. Commun. Netw.,
vol. 3, no. 4, pp. 614-627, Dec. 2017.

[11] Y. Liu, L. Wang, T. T. Duy, M. Elkashlan, and T. Q. Duong, “Relay
selection for security enhancement in cognitive relay networks,” IEEE
Wireless Commun. Lett., vol. 4, no. 1, pp. 4649, Feb. 2015.

[12] K. Ho-Van and T. Do-Dac, “Analysis of security performance of relay
selection in underlay cognitive networks,” IET Commun., vol. 12, no. 1,
pp. 102-108, Jan. 2018.

[13] M. Bouabdellah, F. El Bouanani, and H. Ben-Azza, ““Secrecy outage prob-
ability in cognitive radio networks subject to Rayleigh fading channels,”
in Proc. Int. Conf. Adv. Commun. Technol. Netw. (CommNet), Apr. 2018,
pp. 1-5.

[14] J.Zhang, G. Pan, and H.-M. Wang, ““On physical-layer security in underlay
cognitive radio networks with full-duplex wireless-powered secondary
system,” IEEE Access, vol. 4, pp. 3887-3893, 2016.

[15] H. Lei, M. Xu, I. S. Ansari, G. Pan, K. A. Qarage, and M.-S. Alouini,
“On secure underlay MIMO cognitive radio networks with energy harvest-
ing and transmit antenna selection,” IEEE Trans. Green Commun. Netw.,
vol. 1, no. 2, pp. 192-203, Jun. 2017.

[16] P. Yan, Y. Zou, and J. Zhu, “Energy-aware multiuser scheduling for
physical-layer security in energy-harvesting underlay cognitive radio
systems,” IEEE Trans. Veh. Technol., vol. 67, no. 3, pp. 2084-2096,
Mar. 2018.

[171 M. Li, H. Yin, Y. Huang, Y. Wang, and R. Yu, “Physical layer security
in overlay cognitive radio networks with energy harvesting,” IEEE Trans.
Veh. Technol., vol. 67, no. 11, pp. 1127411279, Nov. 2018.

[18] Y.Zou, X. Wang, and W. Shen, ““Optimal relay selection for physical-layer
security in cooperative wireless networks,” IEEE J. Sel. Areas Commun.,
vol. 31, no. 10, pp. 2099-2111, Oct. 2013.

[19] S. Nadarajah, “A review of results on sums of random variables,” Acta
Appl. Math., vol. 103, no. 2, pp. 131-140, Sep. 2008.

[20] I. Gradshteyn, I. Ryzhik, A. Jeffrey, and D. Zwillinger, Table of Integrals,
Series, and Products. New York, NY, USA: Oxford, 2007.

[21]1 Mathematica, Version 12.0, Wolfram Research, Champaign, IL, USA,
2019.

[22] A. Kilbas, “H-Transforms: Theory and applications,” in Analytical Meth-
ods and Special Functions. Cogent OA, USA: Taylor and Francis, 2004.

[23] T. Nguyen and S. Yakubovich, The Double Mellin-Barnes Type Integrals
and Their Applications to Convolution Theory. Singapore: World Scien-
tific, 1992.

MOUNIA BOUABDELLAH received the M.S.
degree in electronic systems and telecommuni-
cations from the Faculty of Science and Tech-
nology, Mohamed Ben Abdellah University, Fes,
Morocco, in 2012. She is currently pursuing the
Ph.D. degree with the ENSIAS College of Engi-
neering, Mohammed V University, Rabat. She
has authored around seven publications in well-
known conferences and journals, such as the IEEE,
Elsevier, PIMRC, and ISWCS. Her main research
interests include cognitive radio networks, signal processing, information
theory, and physical layer security.

173342

FAISSAL EL BOUANANI was born in Nador,
Morocco, in 1974. He received the M.S. and Ph.D.
degrees in network and communication engineer-
ing from Mohammed V Souissi University, Rabat,
Morocco, in 2004 and 2009, respectively.

He served as a Faculty Member with the Uni-
versity of Moulay Ismail, Meknes, from 1997 to
2009, before joining the National High School of
IT/ENSIAS, College of Engineering, Mohammed

)V University, Rabat, in 2009, where he is currently
an Associate Professor. His current research interests include coding, cryp-
tography, and performance analysis of wireless communication systems. His
Ph.D. thesis was awarded the Best One by Mohammed V-Souissi University,
in 2010.

Dr. El Bouanani advised multiple Ph.D. and master’s degree students
at Mohammed V University and Moulay Ismail University. His research
efforts have culminated in more than fifty articles in a wide variety of
international conferences and journals, including the IEEE TRANSACTIONS
oN Communications, IEEE Acckss, the IEEE WIRELESS COMMUNICATIONS
LerTERS, the IEEE TRANSACTIONS ON SUSTAINABLE COMPUTING, the Eurasip
Journal on Wireless Communications and Networking, the International
Journal of Communication Systems (Wiley), Physical Communication Jour-
nal, PIMRC, GLOBECOM, TWCMC, and CROWNCOM. He served as
the TPC Chair for ICSDE conferences and the General Co-Chair of ACO-
SIS’16 and CommNet’18 conferences. He has been involved also as a
TPC Member in various conferences, including VTC, ISWCS, IWCMC,
UNET, and WINCOM. He served as the General Chair for 2019 CommNet
conference, as well as a Reviewer of the IEEE ComMuNnicaTiONS LETTERS and
the IEEE TrRANSACTIONS ON COGNITIVE COMMUNICATIONS AND NETWORKING.

PASCHALIS C. SOFOTASIOS (S5'07-M’12-
SM’16) was born in Volos, Greece, in 1978. He
received the M.Eng. degree from Newcastle Uni-
versity, UK., in 2004, the M.Sc. degree from
the University of Surrey, U.K., in 2006, and the
Ph.D. degree from the University of Leeds, U.K.,
in 2011.

He has held academic positions at the Univer-
sity of Leeds, the University of California at Los
Angeles, Los Angeles, CA, USA, the Tampere
University of Technology, Finland, the Aristotle University of Thessaloniki,
Greece, and Khalifa University, United Arab Emirates, where he is cur-
rently serves as an Assistant Professor with the Department of Electrical
Engineering and Computer Science. His M.Sc. degree was funded by a
scholarship from UK-EPSRC and his Ph.D. degree was sponsored by UK-
EPSRC and Pace plc. His research interests include digital and optical
wireless communications as well as topics relating to special functions and
statistics. He has been a member of the technical program committee of
numerous IEEE conferences. He received the Exemplary Reviewer Award
from the IEEE CoMmMuUNICATIONS LETTERS, in 2012, and the IEEE TRANSACTIONS
oN COMMUNICATIONS, in 2015 and 2016. He received the Best Paper Award at
ICUFN 2013. He currently serves as an Editor for the IEEE COMMUNICA-
TIONS LETTERS. He serves as a Regular Reviewer of several international
journals.

VOLUME 7, 2019



M. Bouabdellah et al.: Cooperative EH CRNs With Spectrum Sharing and Security Constraints

IEEE Access

SAMI MUHAIDAT (S’01-M’07-SM’11) rec-
eived the Ph.D. degree in electrical and com-
puter engineering from the University of Waterloo,
Waterloo, ON, Canada, in 2006.

From 2007 to 2008, he was an NSERC Post-
doctoral Fellow with the Department of Electrical
and Computer Engineering, University of Toronto,
Canada. From 2008 to 2012, he was an Assistant
Professor with the School of Engineering Science,
Simon Fraser University, Burnaby, BC, Canada.
He is currently a Full Professor with Khalifa University, and a Visiting
Reader with the Faculty of Engineering, University of Surrey, U.K. His
researches focus on wireless communications, optical communications,
the IoT with emphasis on battery-less devices, and machine learning. He
is also an Area Editor of the IEEE TrRaNsAcTIONS ON CoMMUNICATIONS. He
served as a Senior Editor for the IEEE Communications LETTERS, an Editor of
the IEEE TraNsAcTIONS ON CoMMUNICATIONS, and an Associate Editor of the
IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY. He is also a member of the
Mohammed Bin Rashid Academy of scientists.

DANIEL BENEVIDES DA COSTA (S’04-M’08-
SM’14) was born in Fortaleza, Ceard, Brazil,
in 1981. He received the B.Sc. degree in telecom-
munications from the Military Institute of Engi-
neering (IME), Rio de Janeiro, Brazil, in 2003,
and the M.Sc. and Ph.D. degrees in electrical engi-
neering, area: telecommunications, from the Uni-
versity of Campinas, Brazil, in 2006 and 2008,
respectively.

From 2008 to 2009, he was a Postdoctoral
Research Fellow with INRS-EMT, University of Quebec, Montreal, QC,
Canada. Since 2010, he has been with the Federal University of Ceard, where
he is currently an Associate Professor.

He is a Productivity Research Fellow of CNPq. He is also a member of the
IEEE Communications Society and the IEEE Vehicular Technology Society.
He was a recipient of four conference paper awards. He received the Exem-
plary Reviewer Certificate of the IEEE WIRELEss COMMUNICATIONS LETTERS,
in 2013, the Exemplary Reviewer Certificate of the IEEE CoMMUNICATIONS
LEeTTERS, in 2016 and 2017, the Certificate of Appreciation of Top Associate
Editor for outstanding contributions to the IEEE TRANSACTIONS ON VEHICULAR
TECHNOLOGY, in 2013, 2015, and 2016, the Exemplary Editor Award of the
IEEE ComMUNICATIONS LETTERS, in 2016, and the Outstanding Editor Award
of IEEE Access, in 2017. He is also a Distinguished Lecturer of the IEEE
Vehicular Technology Society. His Ph.D. thesis was awarded the Best Ph.D.
Thesis in electrical engineering by the Brazilian Ministry of Education
(CAPES) at the 2009 CAPES Thesis Contest. He is currently the Vice-
Chair of Americas of the IEEE Technical Committee of Cognitive Networks
(TCCN), the Director of the TCCN Newsletter, and the Chair of the Special
Interest Group on Energy-Harvesting Cognitive Radio Networks in the IEEE
TCCN. He is currently an Executive Editor of the IEEE COMMUNICATIONS
Lerters and an Editor of the IEEE COMMUNICATIONS SURVEYS AND TUTORIALS,
the IEEE TRANSACTIONS ON CoOMMUNICATIONS, the IEEE TRANSACTIONS ON
VEHICULAR TECHNOLOGY, IEEE AccEss, the IEEE TRANSACTIONS ON COGNITIVE
COMMUNICATIONS AND NETWORKING, and the Eurasip Journal on Wireless Com-
munications and Networking. He has also served as an Associate Technical
Editor for the IEEE Communications Magazine. From 2012 to 2017 and from
March 2019 to August 2019, he was an Editor for the IEEE COMMUNICATIONS
Lerters. He has been an Area Editor of the IEEE OPEN JOURNAL OF THE
ComMmunIcATION Society—Area: Green, Cognitive, and Intelligent Commu-
nications and Networks, and as a Guest Editor of several journal special
issues. He has also been involved on the Organizing Committee of several
conferences. He is also the Latin American Chapters Coordinator of the IEEE
Vehicular Technology Society. He also acts as a Scientific Consultant of
the National Council of Scientific and Technological Development (CNPq),
Brazil.

VOLUME 7, 2019

KAHTAN MEZHER received the B.Sc. degree
in electronic engineering from the University of
Sallah-Aldin, Arbil, Iraq, in 1987, and the M.Sc.
and Ph.D. degrees in power electronics and elec-
tronic engineering from the University of Brad-
ford, U.K., in 1987 and 1992, respectively.

From 1992 to 1999, he served as a Postdoctoral
Research Assistant and a Lecturer with the Univer-
sity of Bradford, U.K. He is currently an Associate
Professor with the Department of Electrical and
Computer Engineering, Khalifa University of Science and Technology, Abu
Dhabi, UAE. His current research interests include analogue integrated
circuits, analogue filters, semiconductor device modeling, and analogue and
digital communications.

HUSSAIN BEN-AZZA received the Ph.D. degree
in mathematics and computer science from Claude
Bernard University Lyon 1, France, in 1995.
He is currently a Professor with the ENSAM-
National High School of Arts and Trades, Meknes,
Morocco, attached to the Department of Industrial
and Production Engineering, Moulay Ismail Uni-
versity. His research interests include coding the-
ory, cryptography, and wireless communications,
but also applications of optimization techniques to
industrial engineering.

GEORGE K. KARAGIANNIDIS (M’96-SM’03—
F’14) was born in Pithagorion, Samos Island,
Greece. He received the degree from the Univer-
sity Diploma (five years), in 1987, and the Ph.D.
degree from the University of Patras, in 1999,
in electrical and computer engineering.

From 2000 to 2004, he was a Senior Researcher
with the Institute for Space Applications and
Remote Sensing, National Observatory of Athens,
Greece. In June 2004, he joined the faculty of Aris-
totle University of Thessaloniki, Greece, where he is currently Professor with
the Electrical and Computer Engineering Department and the Director of the
Digital Telecommunications Systems and Networks Laboratory. He is the
author or coauthor of more than 500 technical articles published in scientific
journals and presented at international conferences. He is also the author of
the Greek edition of a book Telecommunications Systems and the coauthor of
the book Advanced Optical Wireless Communications Systems, (Cambridge
Publications, 2012). He is also an Honorary Professor with South West Jiao-
tong University, Chengdu, China. His research interests are in the broad area
of digital communications systems and signal processing, with emphasis on
wireless communications, optical wireless communications, wireless power
transfer and applications, communications for biomedical engineering, and
stochastic processes in biology and wireless security.

Dr. Karagiannidis has been the General Chair, the Technical Pro-
gram Chair, and a member of Technical Program Committees of sev-
eral IEEE and non-IEEE conferences. He has also been an Editor of
the TEEE TransacTioNs oN COMMUNICATIONS, a Senior Editor of the IEEE
Communications Lerters, an Editor of the EURASIP Journal on Wireless
Communications and Networking, and several times as a Guest Editor of the
IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS. From 2012 to 2015,
he was the Editor-in-Chief of the IEEE CommunicaTions LETTERS. He is also
a highly-cited author across all areas of electrical engineering, recognized
from Clarivate Analytics as Web-of-Science Highly-Cited Researcher in the
four consecutive years, from 2015 to 2018.

173343



	INTRODUCTION
	SYSTEM AND CHANNEL MODELS
	SECRECY OUTAGE PROBABILITY
	SECRECY CAPACITY
	EXACT SECRECY OUTAGE PROBABILITY
	EXPRESSION OF SOP1
	EXPRESSION OF SOP2

	ASYMPTOTIC SECRECY OUTAGE PROBABILITY
	ASYMPTOTIC EXPRESSION FOR SOP AT THE FIRST HOP
	ASYMPTOTIC EXPRESSION FOR THE SOP AT THE SECOND HOP


	RESULTS AND DISCUSSIONS
	CONCLUSION
	REFERENCES
	Biographies
	MOUNIA BOUABDELLAH
	FAISSAL EL BOUANANI
	PASCHALIS C. SOFOTASIOS
	SAMI MUHAIDAT
	DANIEL BENEVIDES DA COSTA
	KAHTAN MEZHER
	HUSSAIN BEN-AZZA
	GEORGE K. KARAGIANNIDIS


