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Development of autonomous machinery or highly automated production lines require high reliability in components.  

Failure of equipment in one phase of a work process can halt the whole production chain.  In mining industry, for 

example, the failure of underground rock drilling machine delays rock excavation and trucks responsible for 

transporting of ore remain idle during repairs.  Modeling of degradation of components in machinery can be used 

as a prognostic tool for predictive maintenance.  Also, unexpected failures and “ad hoc” repairs in field can be 

avoided, which is a personnel safety issue. 

In highly automated machinery, data transfer components make major contribution to equipment reliability.  

Therefore, it is important to test components in conditions matching real operating conditions.  Acquired degradation 

data makes possible to model the degradation process and predict its evolution over time. 

In this study, varying humidity exposure to CAN-bus connector used in underground mine machinery was 

simulated.  Three different exposure conditions were used. These conditions were modeled separately with 

deterministic function models, and combined to form a cumulative degradation model. 

The paper comprises a procedure to test waterproofness of connector components, the response of observed 

connector condition to changing exposure, modeling of degradation in varying test condition, and how degradation 

evolves as a function of exposure and time.  The presented method can be used as a base for modeling of other 

similar objects. 
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1.  Introduction 

Risk of component failure increases over the time 

and usage of machinery. Unexpected failures can 

cause financial losses due to production halts and 

equipment downtime, but also risk personnel 

security. 

Different maintenance practices have been 

developed to avoid these events. Scheduled 

inspection by operators is a traditional procedure. 

Continuous monitoring of functionalities in 

vehicles has been standard feature for a long time. 

Monitoring of condition of components and sub-

systems during operation and prediction of 

degradation has made predictive maintenance 

possible. In predictive maintenance, the service of 

machinery can be scheduled, so that disturbance 

to production is minimal and no components with 

plenty of remaining useful lifetime are replaced. 

(Rao 1996) 

Requirement to efficient predictive 

maintenance is sufficiently accurate estimate of 

current state of the equipment. Continuous 

monitoring of all components in machinery is 

usually impractical, so few representative 

components are observed. Scheduling of 

maintenance can also be done by estimating 

degradation with a degradation model. Details of 

the applied model must take required accuracy, 

varying operating and storage conditions etc. into 

account. 

In underground mining, drill machinery is 

exposed to flushing water during operations and 

relatively high levels of humidity while waiting 

for a new drilling task underground. Timely 

equipment is taken to surface for maintenance 

where drill dries up. Therefore, connector CAN-

bus components are prone to different humidity 

conditions during their lifetime. According to 
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specifications of tested connector component and 

standard SFS-EN 60529 for IP rating, component 

should tolerate long-term exposure to humidity. 

Preliminary research showed that even IP rating is 

sufficient waterproofness is compromised.  

This paper presents a case study of CAN-bus 

connector component under varying exposure 

conditions and modeling of the processes. 

2.  Theory 

Modeling of degradation is usually realized with 

a process model (Ross 1996) or a mathematical 

function model (Misra 2008). Parameters of 

models and rate of degradation depend on stress 

factors of operating conditions. In static operating 

conditions, model can be as simple as cumulative 

operating time. 

Stress levels in operating conditions can vary 

and affect progress of degradation. For example, 

in case of LED technology effect of operating 

temperature to lifetime of a product is estimated 

with Arrhenius law (Meeker 1998). 

Some degradation types progress only during 

operation, such as mechanical wear out of a 

gearbox, or degradation is continuous over time 

even active exposure has stopped e.g. oxidation or 

corrosion. However, it is not always clear what 

mechanism or process affects the monitored 

quantity and does it represent quantity of interest.  

In this study, main damaging mechanism is 

presumed to be seep through of humidity into a 

connector. Seep through is eventually a diffusion 

process that is described by Fick’ first law (Smith 

1993):  

𝐽 = −𝐷 
𝑑

𝑑𝑥
(1) 

 
where J = diffusion flux, D = diffusion 
coefficient,  = concentration and x = position. 
Solutions of this type of differential equations are 
exponential functions. 

Parameters of degradation models can be 

defined with accelerated testing. Accelerated 

testing is a methodology where a device under test 

is tested with higher use rate or stress levels than 

in normal operation. In applying elevated use rate 

acceleration is linear function of use rate, but in 

use of elevated stress level effect is usually more 

complex. For example, Arrhenius law that is an 

exponential function of temperature, with case 

specific parameters, describes the effect of 

temperature on rate of degradation. Stress level 

must remain within limits where degradation 

mechanism remains the same as in normal 

operating conditions (Escobar 2006). 

Operating conditions of machinery vary. 

Heavy work vehicles that have many 

functionalities such as tractors in agricultural use 

have many different operating points. These 

operating points, present different stress levels to 

the machinery and affect to reliable useful time 

with different amounts. In tailored testing 

(Lalanne 2014) relative ratios of different 

operating conditions of total operating time are 

analyzed and synthesized to form a test profile for 

particular operating profile. 

Accelerated test can include multiple variables. 

Variables can be accelerating variables, that have 

elevated stress level compared with normal use or 

non-accelerating variables. Non-accelerating 

variables affect degradation process without 

taking part to degradation itself. (Nelson 1990) 

Multivariate accelerated testing is well known 

method and profound consideration of theory is 

available in e.g. Meeker 1998, Escobar 2006, 

Nelson 1990. Also, generic instructions of 

realization of such a test (MIL-STD-810G 2008) 

exist, realization requires specialist and is always 

compromise between resources and accuracy 

(Dazer 2016). 

3.  Experiments 

3.1  Specimen and test methods 

In mining, water is used to remove crushed stone 

material from drilled hole during process. Flush 

water can become chemically very aggressive 

depending on composition of the rock type. Salt 

(sodium chloride) that is often present in mining 

sites, was selected as a representative chemical to 

indicate chemical migration into connector 

component.  

Salt fog chamber testing was used to test CAN-

bus connectors’ tolerance to the simultaneous 

bending, temperature and humidity exposure. Salt 

fog test followed standard SFS-EN ISO 9227.  

In a test rig connectors were bend to simulate 

mounting on drill machinery and placed in the salt 

fog chamber. Bending is a non-accelerating 

variable and continuous humidity and 

temperature accelerating variables of multivariate 

accelerated testing. Mounting of tested samples in 

the test rig is shown in figure 1. 
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Fig. 1. Tested samples in the test rig. 
 

As a measure of degradation of a connector 

component, resistant between connector pins was 

used. When salt solution seeps through inside the 

connector, into a narrow space between the 

connector parts, it causes measurable 

conductivity. This indicator of degradation was 

recorded as a resistance data with a multiplexing 

multimeter. In a CAN-bus cable connector, there 

is five wires, four signal and one grounding wire. 

Resistances between each signal pin and ground 

pin were monitored, totaling four monitored 

channels per sample connector. 

3.2 Exposure conditions 

In this study functionalities of the salt fog 

chamber were used to create three different 

exposure conditions: continuous salt fog 

exposure, active ventilation and passive drying in 

the normal room temperature, pressure and 

humidity of central heated, mechanically 

ventilated laboratory. 

Respond to different conditions were studied 

with fixed routine. First salt fog exposure testing 

is paused and the test equipment is set to ventilate 

the chamber so that salt fog is removed and 

samples start to dry and cool down. Then 

ventilation is stopped and a chamber lid opened 

and samples continue drying in the normal room 

temperature of laboratory facilities. Durations of 

both phases are the same, and form one test cycle. 

After test cycle the lid is closed and salt fog 

exposure in continued. 

Test cycle durations were 60, 120 and 240 

minutes. Three test cycles with each duration 

were run. 

Continuous exposure is studied in two different 

cases. In first case, as a long-term process that 

takes place during the whole test. And in second 

case, where connector has dried during test cycle, 

and salt fog exposure returns. 

3.3 Scanning electron microscope analysis 

Scanning electron microscope (SEM) is a 

research device that uses electron scattering in 

formation of an image. As an addition to the high 

resolution image used JEOL JSM-IT500 SEM 

device yields the element content of the studied 

sample. This feature can be used in the 

investigation of salt diffusion into the sample 

structure. 

4.  Results of experiments 

During salt fog test all samples showed similar 

behavior. There was three different, 

distinguishable phases. In the first phase where a 

connector is intact, resistance is out of dynamic 

range of the datalogger and these readings were 

set to constant value (1E9 Ω) that is easily 

identified as censored data (Meeker 1998) and not 

mixed with real resistance values. In second 

phase, resistance values oscillate between 

constant value and real resistance values. In the 

final phase, systematic degradation has begun and 

resistance value decreases.  

Observed oscillation phenomenon in second 

phase is used as indicator of initiation of seep 

through and beginning time (Tt) of steady 

degradation process. The time was estimated with 

parameter analysis of two-state Markov process 

(Ojala 2017). This transition time, Tt when 

systematic degradation begins, varies between 

samples and channels, so Tt is used as a time limit 

to select appropriate data for further analysis. 

Only data after transition time, Tt of each channel 

is used in analysis. Resistance data starting from 

Tt is shown in figure 2. 

 
Fig. 2. Data starting from Tt. 

 
Data shown in figure 2 is median filtered for 

presentational reasons. Part of the graph is blurred 

with peaks in data. This is caused by time shift of 

data according to Tt times. As can be seen in 
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figure 3 effect of ventilation is almost 

simultaneous on every channel. When each 

channel is moved on a time axis peaks due to test 

cycles appears all along on the axis causing 

blurring. 

Effect of a test cycle is shown in figure 3. 

Starting instances of sequential test cycle phases; 

active ventilation (a), passive drying (b), and 

continuing of salt fog exposure (c), are marked 

with dash lines. 

 
Fig. 3. Effect of test cycles to resistance readings. 

 
Each of these phases; long-term salt fog 

exposure, active ventilation, passive drying, and 

returning to salt fog exposure were modeled with 

the most suitable function model in a sense of R-

squared value and physical background of 

diffusion process. 

5.  Modeling of effects of different exposures 

In total, four different cases were modeled: Initial 

long term exposure, active ventilation, passive 

drying, and continuing of salt fog exposure. 

Dynamic range of the datalogger and high 

resistance values proved to be problematic for 

modeling accuracy. Part of data is censored and 

some information crucial for accuracy is 

unavailable. Part of missing information had to be 

supplemented with assumptions based of physical 

phenomena behind observed degradation. 

5.1  Continuous salt fog exposure 

The best fit to data covering the whole duration of 

salt fog test (SF) was achieved with two-term 

exponential function model  

𝑅𝑆𝐹 = 𝐴𝑒𝐵𝑡 + 𝐶𝑒𝐷𝑡 (2) 

where RSF = resistance, A, B, C, D = parameters 

of two component exponential function, t = time. 

Resistance data and the fitted model are shown in 

figure 4. 

 
Fig. 4. Data (black) and fitted two-term exponential 

function model (red). 

5.2  Active ventilation 

Change from salt fog exposure to active 

ventilation is transition between two states of 

equilibrium. Typical solution to this kind of 

transition is sigmoid-function (Bejan 2011). Due 

to censored data, parameter estimation is 

uncertain. Also, there is some variation in 

behavior. Indications of both increasing and 

decreasing trends are present. As a compromise, 

linear model is applied to model representative 

progression. Linear model is also plausible 

approximation for development of sigmoid-

function in area between early and late stage 

exponential behavior. 

Linear model for active ventilation phase (V) is 

𝑅𝑉 = 𝑘𝑡 + 𝑏 (3) 

where RV = resistance, k = angular coefficient and 

b = constant term defined by the process endpoint 

of previous test phase. Parameter k was calculated 

for each sample and test cycle. Data and fitted line 

based on median k value is shown in figure 5. 

Value of k depends on the resistant level at the 

beginning of the ventilation. Relation was solved 

with linear fit. Dependence of k on resistance is 

shown in figure 6. 
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Fig. 5. Data (black) with fitted median line (red) of 

active ventilation. 

 

 
Fig. 6. Scatter plot of values of k and initial resistance 
level (blue cross) and linear fit of a k as a function of 
starting resistance level. 

5.3  Passive drying 

Passive drying (D) phase was severely hindered 

by censored data. Main part of analyzed channels 

had already reached upper limit of dynamic range 

during active ventilation, so very little 

information was available for modeling. Six data 

samples in the set of 120-minute test cycles stayed 

within dynamic range and model was based on 

them. 

Like in long-term exposure, the best fit was 

with a two-term exponential model:  

𝑅𝐷 = 𝐴𝐷𝑒𝐵𝐷𝑡 + 𝐶𝐷𝑒𝐷𝐷𝑡 (4) 

where RD = resistance, AD, BD, CD,  DD = 

parameters of two component exponential 

function, t = time. 

However, three out of six fits had to be 

excluded on physical intuition. When fitted 

functions were plotted with data, reason is 

obvious. Excluded fits behave counter intuitively 

when extrapolated. Values start to decrease in 

long run even they should keep increasing as 

connectors dry. Also, visual inspection of the 

limited data speaks for an exclusion.  

Parameters of two-term exponential function 

model of drying process are calculated as average 

of parameters of remaining fits. When each of six 

data samples is compared with the model, all 

seem plausible. Only off-set differs. Available 

data of the passive drying and fitted model is 

shown in figure 7.  

 
Fig. 7. Passive drying. Data (black cross), and fitted 
lines (black) that are used in calculation of the model 
(red line), and excluded fits (dash line). 

5.4  Continuing of salt fog exposure 

Continuing of the salt fog exposure (RT) after the 

pause is modeled with two-term exponential 

function, as was long-term exposure: 

𝑅𝑅𝑇 = 𝐴𝑅𝑇𝑒𝐵𝑅𝑇𝑡 + 𝐶𝑅𝑇𝑒𝐷𝑅𝑇𝑡 (5) 

where RRT = resistance, ART, BRT, CRT, DRT  = 

parameters of two component exponential 

function, t = time. In figure 8 data and fit are 

shown. 

 
Fig. 8. Data (black) and fitted model (red) of continuing 

salt fog exposure. 
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5.5  Combining of separate components of the 
model 

Principle of joining sub-models is evident. The 

last and the first points of adjacent sub-models 

must meet. With complete data, this would be 

straightforward task, but with censored data, some 

special methods had to be applied. The active 

ventilation seems to be modeled appropriately 

with the linear model, but exponential progress 

could be also plausible. The drying model is 

constructed with sparse data, but is well-founded 

by the physics of the process. Continuing of salt 

fog exposure begins with censored resistance 

readings. Therefore, these uncertainties have to be 

fixed with other information available in 

degradation data. 

Many options are available, but the most 

apparent is manipulation of resistance level after 

a test cycle ends and salt fog exposure continues. 

Representative data sample is shown in figure 9. 

Effect of the test cycle can clearly be seen. When 

the salt fog exposure continues, resistance values 

stay at a higher level compared with the last 

reading before the test, but progress of the 

degradation process seems to continue as before 

test cycle. Only offset is added. Value of this 

offset, Ai is calculated by fitting line to data 

samples taken before and after test cycle, and 

analyzing results accordingly. 

 
Fig. 9. Systematic resistance level steps during 

exposure pauses. 

 

This analysis was done for test cycle times 60, 

120, and 240 minutes. Average resistance value 

was used as a representative value for each test 

cycle duration. Magnitude of the resistance offset 

values Ai is linear function of duration of cycle 

time between 60 and 240 minutes. A partially 

linear model was formed with setting offset value 

to zero in origin. Magnitude of resistance offset 

values Ai as a function duration of test cycle is 

presented in figure 10. 

 
Fig. 10. Effect of the test cycle duration to the value 

offset Ai with 95 % confidence error bars. 
 
This offset value Ai defines how much RT data 

values has to be changed. RT data is shifted on 

resistance axis so that the difference between 

values before test cycle and after the cycle time is 

equal to Ai. 

This method leads to discontinuity in simulated 

process data between D and RT phases. Example 

of discontinuity is presented in figure 11. 

 
Fig. 11. Effect of shifting of RT data. Discontinuity in 

data after end of the test cycle. 

5.6  Modeling of long-term development 

Even it is possible to simulate all different 

exposure conditions during salt fog test, long-

term development can be realized with fewer 

components. As presented in chapter 5.5 effect of 

test cycle can be estimated with the offset term Ai. 

Also, long-term development of degradation is 

dominated by latter term of RSF model (eq. 2). It 

contains progress after the test cycle, thus latter 

term in RRT (eq. 5) is redundant and it is removed 

to avoid multiple presenting. Effect of the first 

term of RRT decays rapidly, so it can be omitted 
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from the long-term modeling. Thus, it is sufficient 

to take account total time of pauses in salt fog 

exposure and add offset Ai after each test cycle. 

Long-term development of resistance is 

formulated as 

𝑅𝐿𝑇(𝑡 + Σ𝑡𝐷𝑖) =  𝑅𝑆𝐹(𝑡 − Σ𝑡𝐷𝑖) + Σ𝐴𝑖 (6) 

where t = time, tDi = duration of test cycle i,   = 

sum operator over index i. Principle of long-term 

development of resistance is presented in figure 

12. 

 
Fig. 12. Principle of long-term modeling of the 

degradation. 

5.7  Model validation 

The developed model was validated by comparing 

it with the data of similar salt fog test. Verification 

data was compared with the simulation based on 

the developed model. In the simulation, exact 

time locations of test cycles do not affect the long-

term development of the degradation process, so 

same 11 test cycles of varying durations that are 

in verification data, are places evenly into 

simulation between times 40 000 and 75 000 

minutes. 

The simulation endpoint is compared with 

distribution of endpoints of the verification data. 

The normal distribution is used for endpoint 

analysis so monitored parameters are mean µ and 

standard deviation .  

The resistance value of the simulation endpoint 

at time t = 75 000 min is 50.08 MΩ. Verification 

data distribution has at the same time instance 

parameter values µ = 47.53 MΩ and    = 7.67 

MΩ. Correspondence between the simulation and 

the validation data is very good. Difference 

between average values is 2.55 MΩ, 33.2 % of the 

value of the standard deviation of verification data 

endpoint distribution. Simulation, verification 

data and endpoint distribution is presented in 

figure 13. 

 

 
Fig. 13. Simulation of degradation process (solid line) 

with verification data (grey), data endpoint average µ 

curve (point line), and ±2 boundaries (dash line). 
 

6.  Scanning electron microscope analysis 

SEM analysis was used to visually observe inside 

of connector and measure element composition. 

Two connector were studied. One that has been in 

the salt fog test and one fresh, intact connector for 

reference. 

The salt fog test used laboratory grade sodium 

chloride, so traces of this should be found in the 

tested sample, but not in the reference sample. 

Similar, generic sample areas of the surfaces 

facing each other in the connector component 

were selected and analyzed. Results of element 

content analysis are shown in figure 14.  

 
Fig. 14. Element content of inside surface of two CAN-

connectors. The salt fog exposed sample (left) and the 

reference sample (right). 

 

In results of salt fog exposed sample (left) the 

peaks of sodium (NaKa) and chloride (ClKa and 

ClKb) are present. In the reference sample (right) 

neither sodium nor chloride were found. Location 

of sodium and chloride peaks are marked with 

dash lines. 
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7.  Conclusions 

Modeling of degradation in separate phases eased 

task, but it was far from trivial. Limited dynamic 

range of the multimeter led to censored data and 

this required some special solutions. Even 

fundamental phenomena behind observed 

degradation is diffusion, simple exponential 

function is not sufficient. Need for two 

exponential components in modeling of long-term 

development points toward multiple simultaneous 

processes. In complex structure like CAN-bus 

connector is many possible routes how salt water 

causes short circuit current between signal pins or 

wires. The most plausible route for that is through 

waterproof structures between component parts. 

The modeling of the active ventilation differed 

from other exposure conditions. Linear regression 

fitted best to the available data.  However, to some 

data in figure 5 increasing or decreasing 

exponential model would be suitable, but the 

linear model was considered as the best 

compromise. Drying phase is modeled with least 

data, but result is well founded on physics. 

Modeling of continuing of salt fog exposure 

follows well short-term process, but had to be 

modified with the offset term to follow long-term 

development. Modeling of long-term 

development of the whole process can be 

considered sufficient for indicative use. 

From practical point of view, most important 

results are systematic testing of long-term effects 

salt fog exposure and observations. SEM-analysis 

showed that salt was cumulating inside connector 

structure during salt fog exposure. This salt forms 

a plausible mechanism for rapid reverting of 

degradation when exposure continues. Salt works 

as an absorbing material than quickly draws 

humidity into the connector and between signal 

pins. Thus, curing of the connector components 

during drying is only apparent. This has to be 

taken into account in planning of condition 

monitoring. If drill equipment is taken to separate 

facilities for maintenance and similar short circuit 

measurement, like used in this study is applied, 

results might be false. Components have dried and 

condition of CAN-bus seems to be intact, but 

waterproofness has failed and the degradation 

process has started. 
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