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Abstract—Today, the rapid adoption of mobile social network-
ing is changing how and where humans interact. As a result,
over the recent years we have been increasingly moving from
physical (e.g., face-to-face) to virtual interaction. However, there
is also a new emerging category of social applications that take
advantage of both worlds, i.e. using virtual interaction to enhance
physical interaction. This novel form of interaction is enabled
by device-to-device (D2D) communication between/among the
laptops, smartphones, and wearables of persons in proximity of
each other. Unfortunately, it remained limited by the fact that
most people are simply not aware of the many potential virtual
opportunities in their proximity at any given time. This is a result
of the very real digital privacy and security concerns surrounding
direct communication between ”stranger” devices. Fortunately,
these concerns can be mitigated with the help of a centralized,
trusted entity, such as a cellular service provider, which can not
only authenticate and protect the privacy of devices involved into
D2D communication, but also facilitate the discovery of device
capabilities and their available content. This article offers an
extensive research summary behind this type of ”cellular-assisted”
D2D communication, detailing the enabling technology and its
implementation, relevant usage scenarios, security solutions, and
user experience observations from large-scale deployments.

Index Terms—Mobile social networking, proximal interaction,
device-to-device communication, cellular network assistance, en-
abling technology, use cases, security, user experience.

I. INTRODUCTION AND MOTIVATION

The use of personal mobile devices has already become in-
separable from our daily lives due to the ubiquitous availability
of cost-efficient wireless connectivity. Consequently, mobile
communication is rapidly evolving into a truly global com-
modity, with over 80% of Internet users owning a smartphone
as of early 2015. Today, the average person tasks their device
more than 1,500 times weekly, starting from early morning
to check personal e-mails and Facebook account while still
in bed or commuting to work, and then utilizes it over three

S. Andreev, A. Pyattaev, A. Ometov, M. Gerasimenko, and Y. Koucheryavy
are with the Department of Electronics and Communications Engineering,
Tampere University of Technology, Finland.

J. Hosek and P. Masek are with the Department of Telecommunications,
Brno University of Technology, Czech Republic.

T. Olsson, E. Olshannikova, and T. Mikkonen are with the Department of
Pervasive Computing, Tampere University of Technology, Finland.

K. Johnsson is with Intel Corporation, Santa Clara, USA.
This work is supported by Intel Corporation and the Academy of Finland.

Research described in this paper was financed in part by the National
Sustainability Program under grant LO1401. For the research, infrastructure
of the SIX Center was used. The work of the first author is supported with a
Postdoctoral Researcher grant by the Academy of Finland as well as with a
Jorma Ollila grant by Nokia Foundation.

†S. Andreev is the contact author: P.O. Box 553, FI-33101 Tampere,
Finland; e-mail: sergey.andreev@tut.fi

hours throughout the day, which adds up to almost one full
day a week [1]. In addition to contemporary smartphones that
allow for producing, sharing, and uploading diverse digital
content, people also actively employ other gadgets in their
digital device ecosystems, including laptops, tablets, and smart
watches [2].

Not surprisingly, the resulting avalanche in mobile data
traffic, with almost 70% growth over 2014 and another 10-
fold increase projected within the following 5 years [3], is
straining contemporary broadband wireless systems. In par-
ticular, much of today’s traffic consists of large user-created
videos and images shared across many social media services.
To effectively meet this unprecedented acceleration, current
cellular technology is aggressively developing towards its fifth
generation (5G), embracing higher carrier frequencies, mas-
sive multi-antenna techniques, and ultra-dense heterogeneous
deployments. All these and other technological advancements
are altogether expected to dramatically increase the available
network capacity by the factor of 1,000 and more towards
2020 [4]. On the other hand, the parallel progress in mobile
devices with increasingly powerful computation and communi-
cation capabilities brings to life novel device-centric architec-
tures, where intelligent user equipment is becoming involved
into decision-making at par with the network infrastructure.

Smarter mobile devices, equipped with more intelligence,
enhanced connectivity, and advanced caching and interfer-
ence rejection capabilities are therefore expected to take a
larger role in managing future 5G networks. Particularly,
direct device-to-device (D2D) connectivity is envisioned to
ultimately aid in transmitting user information more efficiently.
The resulting fundamental change from axiomatic network-
centric to emerging device-centric system design, where the
center of gravity shifts from the network core to the pe-
riphery, is in turn facilitating the revolution on how mobile
communication systems are used. Indeed, while in the legacy
voice-centric networks all user traffic traveled solely through
the network infrastructure, in the modern era of data-centric
communication it is common for the users to wirelessly share
their content in close proximity.

However, user-centric mobile interaction is very different
from centralized networking in that it is inherently intertwined
with human social behavior as well as driven by the respective
user needs [5]. Historically, Internet forums and chat rooms
have become the first forms of web-based social networks
driven by people’s desire to communicate freely. Later, these
have been augmented with a multitude of file sharing net-
works, facilitated further by the dedicated social websites [6].
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More recently, novel device-centric technology capabilities
– improved localization (via GPS and cellular positioning),
higher context awareness (via sensors), diverse short-range
radios, and ubiquitous Internet connectivity – have all become
instrumental to liberate the user from the ”face-to-monitor”
life. Presently, billions of people access a rich variety of on-
line social networks, such as Facebook, LinkedIn, Twitter, and
Google+, by utilizing their capable hand-held gadgets.

It is known from sociology that human contacts are naturally
very clustered, as the life of an individual typically follows a
certain social structure: people’s interactions and social rela-
tions remain highly local, being organized around shared phys-
ical space. As a result of the above transformation, however,
mobile social networks promise a decisive paradigm shift by
pushing their users from physical to virtual communities (i.e.,
groups of individuals sharing experience virtually). These are
essentially composed of people who are organized according
to certain stable social structures, with their specific interaction
patterns, exhibiting meaningful social relationships.

While remote connectivity through centralized networking
has indeed created an immense effect on the productivity
and connectivity of people, it also has limitations and in-
duces challenges to the naturalness of social interactions.
A major impediment to such virtual communities and on-
line social contacts is in that people are not aware of the
rich social opportunities available to them in the surrounding
environment (e.g., new possibilities for acquaintance, business,
and entertainment, collective gaming, contextual media data).
Further, recent research has shown that the remote connectivity
has hampered the face-to-face social interactions – the most
traditional and natural activity for humans.

Therefore, future 5G technology has to provide efficient
means to bridge across physical and virtual communities
allowing its users to interact with matching people (e.g., those
with similar interests) and objects in physical proximity, as
well as to virtually engage into joint social activities according
to personal preferences. This can not only advance the general
interactivity between people, but also practically enhance col-
laboration through identification of meaningful combinations
of people and their skills, or create better sense of community
in urban environments where the sense of loneliness has
become an increasing concern.

In light of the above we envision that together with its
undisputed benefits, proximity-based mobile social networking
brings along the unique challenges of socially-aware au-
tonomous discovery and real-time identification, trusted con-
tent management in public environments, as well as adequate
quality of service and user experience. In this article, our mis-
sion is to provide a unifying perspective on this emerging form
of communication, with the primary emphasis on network-
assisted proximal connectivity employing a certain degree
of cellular network coordination and control of otherwise
distributed direct connections. To this end, we begin with sur-
veying the respective technology background, then summarize
our latest real-world implementation and deployment efforts,
discuss the key enablers behind the technology adoption, as
well as conclude with our user experience evaluation efforts.

II. TOWARDS PROXIMITY-BASED SOCIAL NETWORKING

A. Prospective applications of direct connectivity

The structure of mobile demand in today’s wireless net-
works reveals that the majority of traffic consumption comes
from the download of popular content, such as videos or
mobile applications [7]. Therefore, whenever feasible, prox-
imal users may prefer acquiring such locally popular data
directly from their neighbors to relieve cellular congestion thus
benefiting the network operators. Doing so should also reward
the users themselves owing to shorter and lower-to-the-ground
(thus, more power efficient) direct radio links [8]. However, the
D2D communication paradigm, while started more as a vital
solution to mitigate the imminent wireless capacity crunch
via traffic offloading, is turning now into one of the most
promising innovations on the way to 5G mobile networks
by enabling a rich palette of novel 5G-grade applications and
services (see Fig. 1).
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Fig. 1: Scenarios employing social direct connectivity.

1) Proximity-based discovery and identification: In these
scenarios, D2D connectivity helps disseminate user identi-
fication data to facilitate further direct interaction. It can
also assist in retrieving ”lost connections” or locating ”famil-
iar strangers”, who share similar interests, especially when
supplied with relevant social recommendations and mainly
focused on users experience improvements.

2) Collaborative content creation and sharing: As the
name implies, these use cases empower proximal users to
opportunistically download and share their desired content.
The respective content could e.g., be user-created (photos,
videos, etc.) and may relate to a particular event or activity.

3) Professional community networks: In this category, there
are applications related to professional use or the needs of local
businesses. These may generally require faster connection
establishment as well as more stringent security, privacy, and
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trust guarantees. Here D2D links are required to have standard-
ized security mechanisms strictly specified by commissions
and, therefore, corresponding laws. For example, in the case
of disaster recovery when the cellular infrastructure becomes
unavailable – governmental units could still communicate to
reach shared nation safety-targeted goals..

4) Proactive and serendipitous interaction: Interestingly,
D2D communication can also be made to proactively notify
the user of certain events and locations (nearby commercial
offers, location-based advertising, etc.), or even act on user’s
behalf (e.g., automated opportunistic invitations, trading, and
data exchange).

5) Localized social media: In addition, D2D-based in-
teraction can assist people in physical proximity to engage
jointly into collective activities and contact each other with
the emphasis on socialization and leisure. This category also
includes many location-based services and is mainly targeted
to social events’ content distribution. A football match and the
last goal replay broadcated to all interested users.

6) Proximal gaming and other indirect interactions: Fi-
nally, D2D connectivity has the potential to advance a plethora
of proximity-based gaming scenarios, featuring both nearby
people and identifiable objects. Gaming is an attractive activity
for people to engage into, without a need for explicit social
interactions or identification of other users, and it is likely
that this kind of playful interactions will become even more
common with the new D2D connectivity enablers.

B. Advancement of cellular-assisted D2D technology

As maintained above, D2D communication opens door to
unprecedented opportunities for people in proximity. All of
that, however, requires the development of simple and reliable
technology enablers, pushing proximal interactions into the
mainstream of socio-technical 5G systems. To fully leverage
the promised D2D benefits, such as higher transmission rates,
lower transfer delays, and better energy efficiency, future
wireless technology has to natively incorporate direct con-
nectivity. In the past though, only rudimentary support has
been available in the form of delay- and disruption-tolerant
networks (DTNs), mobile ad hoc network (MANETs), as well
as sensor and mesh networks, offering close to no system-wide
control of distributed peer-to-peer (P2P) connectivity.

Going beyond these legacy inefficient topologies, the ubiq-
uitous availability of cellular connectivity promises to aug-
ment the distributed direct links with a certain degree of
management, coordination, or assistance coming from the
operator’s network, as it is stated in 3GPP TS 33.303 [9].
Such cellular-assisted D2D connectivity may generally exist
in two forms [10]: (i) as a 4G add-on in licensed (e.g., cellular)
spectrum, known as in-band; or (ii) as an alternative non-
cellular technology available in unlicensed (e.g., ISM) bands,
named out-of-band. The former option can in turn be imple-
mented as underlay (when D2D transmitters opportunistically
access time-frequency resources occupied by cellular users) or
overlay (when cellular and D2D transmitters use orthogonal
time-frequency resources). Both these variations have been
subject to much recent research and subsequent consideration

as part of Long Term Evolution (LTE) cellular technology (in
Release-12) by Third Generation Partnership Project (3GPP).
However, the directions of the respective specification work
have been focused primarily on a proximity detection 4G
feature for public safety [11], with very limited performance
potential.

As a result, the standardization efforts behind cellular-
only D2D, also referred to as LTE-Direct, are developing
slowly, such that the related products may not be the first
to enter the market. By contrast to the cumbersome in-band
operation, there is a possibility to deploy cellular-assisted D2D
systems today, by freely employing one of many unlicensed-
band technologies, such as IEEE 802.11 (WiFi). Indeed,
most contemporary hand-held devices can already establish
concurrent LTE and WiFi connections – if the devices are
continually associated with the cellular network, they may
thus use this connectivity to control their WiFi-based D2D
communication. In other words, the cellular network can
quickly and without much overhead determine if/when users
are potentially within the D2D range, notify them accordingly,
and automate the subsequent connection establishment. With
the advent of emerging 802.11 protocols, including WiFi-
Direct (for infrastructure-less communication in ISM bands)
and 802.11ad (for data transmission in mmWave frequencies
at extremely high rates), the consideration of out-of-band D2D
connectivity is becoming increasingly attractive.

III. REAL-WORLD D2D DEPLOYMENT EXPERIENCE

A. Paradigm shift of direct connectivity

Today’s mobile users inherently rely on the premise that
wireless connectivity is nearly-ubiquitous and omnipresent. In
fact, this judgment is implicitly supported by the primary net-
work protocol, the Internet protocol (IP), which assumes that
communicating devices have static, topology-bound addresses.
In sharp contrast to such thinking, D2D connections cannot be
made to work in similar way – they are opportunistic by nature.
Therefore, direct communication calls for redefining the very
foundations of network design philosophy by employing the
principles alternative to ”always-on” connectivity. To this
end, proximal interaction requires that a network dynamically
adapts its topology to reflect the current application-layer
requirements in a manner not impeding the everyday social
routines of human users. Our proposed D2D communication
framework detailed in the rest of this section appears to be the
first attempt to address this issue.

Unlike previous network architectures, which lend them-
selves as a static ”service” to their over-the-top applications,
the envisioned network-assisted D2D system attempts to fol-
low the actual structure of the social group of users that intends
to utilize it. As demonstrated in Fig. 2, the Social plane corre-
sponds to the real-world interactions between proximal people
in a shared physical space 1©, which motivates the use of D2D
communication in the first place. However, these interactions
are somewhat ”hidden” from the underlying network, since
it is not generally aware of such aspects due to limitations
of the state-of-the-art technology. On the other hand, social
networking (SN) websites have a much better understanding
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of current relations between their users, thus producing the SN
”reflection” of the corresponding contacts 2©.
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Fig. 2: Principles and structure of proximal direct connectivity.

Our proposed D2D framework then enables its users to
selectively share this reflection with the Proximity Services
(ProSe) 3GPP infrastructure, thus empowering it to ”see” far
beyond its default capabilities. Indeed, in our system each
mobile device is not only a SIM card, but also a set of social
networking identifiers, potentially coupling together multiple
communicating entities, as shown by the Physical topology
layer 3©. Finally, by leveraging the knowledge of physical
topology, we entrust the applications running on the mobile
devices to address the desired proximal social contacts with
the assistance coming from the cellular ProSe function 4©.

The resulting communication is then conducted directly via
the necessary D2D connections, which can in turn be initiated
for this purpose as necessary. Therefore, the Logical topology
of the network in question can be constructed on-demand,
such that the capabilities of the involved devices are utilized
in the optimal way. As a result, the proposed framework
allows the social interactions to be reflected by the logical
network topology, thus enhancing – not obstructing – them
with technology. Below we continue with our implementation
of the discussed ideas.

B. Implementing LTE-assisted WiFi-Direct

Driven by a need for a reliable D2D communication archi-
tecture that allows to exploit the social network properties,
we employed a full-featured 3GPP LTE network deployment
and augmented it with all the necessary support to provide
D2D connectivity over the contemporary WiFi-Direct technol-
ogy [12]. To this end, our LTE-assisted D2D implementation
aimed at demonstrating how direct connectivity could be

seamlessly integrated into a real-world, operator-grade cellular
network with minimal modifications and overheads.

For this purpose, we have utilized the experimental LTE
deployment in Brno University of Technology (BUT), Czech
Republic, which supports most of the functionality expected
of LTE Release 10 communication system. Description of the
network topology and main prototyping experiments could be
found in [13]. Further, we have upgraded the deployment in
BUT with our own implementation of the ProSe functionality
(see Fig. 3, left) as envisioned by the current 3GPP specifica-
tions. Further design choices and lessons learned are explained
below.

1) Impact of radio access network on D2D: The Radio
Access Network (RAN) is crucial for any kind of service
in a mobile network as it is responsible for signaling and
data transfer. Fortunately, direct connectivity is not particularly
demanding with respect to the RAN capacity as the respec-
tive messages are only several bytes in size, whereas D2D
communication itself is actually meant to reduce the RAN
loading. The D2D signaling should, however, be prioritized
to decrease service response times. In addition, positioning
services residing within RAN are crucial to enable proximal
interaction, and are based on the collaboration between base
stations and other Evolved Packet Core (EPC) elements.

2) Providing unrestricted IP connectivity: Any direct con-
nectivity requires an ability to communicate packets between
the target devices without any intermediary nodes at transport
layer or above. Typically, cellular networks employ reserved
IP ranges for their associated devices, which theoretically
does not impose any constraints as long as communicating
devices reside within the same operator’s network. However,
in practice the effective firewall policies may deny direct
communication between user devices thus causing difficulties
for D2D operation. Hence, the impact of firewall needs to be
circumvented thus enabling the D2D server to maintain direct
paths for selected connections whenever necessary.

3) Communication between D2D server and users: By
design, cellular-assisted D2D communication inherently relies
on the ability of the network to communicate with the user
devices engaged into direct connectivity. This ability must be
augmented with the efficient means of initiating such connec-
tions. For instance, either SIP protocol may be employed for
this purpose, which however requires an active radio bearer,
or more economical non-access stratum (NAS) signaling may
be utilized, which is commonly used to setup the bearers
themselves.

4) Integrating location services: For their efficient op-
eration, D2D systems need regular updates on the current
user locations. In LTE, such information is conventionally
managed by the evolved Serving Mobile Location Centre
(e-SMLC) entity, which can then be made available to the
devices securely. However, the exact means to obtain such
information may vary from relying on GPS-based positioning
mechanisms to inserting dedicated reference symbols inside
the LTE frame and subsequent triangulation. Either way, the
current coordinates may readily be accessible by most modern
user equipment.
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Fig. 3: Trialling LTE-assisted WiFi-Direct technology.

5) D2D connection control: Finally, D2D communication
requires effective connectivity control, which embraces both
signaling and executive components. The signaling may be
handled by a service running as an application on the user’s
mobile device, whereas the executive part is essentially inte-
grated into the kernel drivers of the mobile operating system
(OS). In practice, for most platforms (Android, the majority of
Linux-based systems, etc.) this means employing custom-built
firmware for the phone, or obtaining administrative privileges
by alternative means. For other platforms, such as iOS and
Windows Phone, similar solutions are close to impossible
without the respective support from the platform vendors.

C. Live trial of LTE-based D2D technology

The above experimental D2D implementation is a complete
deployment of LTE mobile communication system augmented
with the cellular assistance (i.e., ProSe) functionality. Our trial
setup is configured to provide all conventional services: packet
data, VoIP communication over converged LTE-WiFi radio
access, etc. Full-featured IMS functionality is also included.

In our implementation, we have been relying on the 3GPP
specifications as much as possible within the limitations of
the target deployment platform. Therefore, in this work, as
opposed to numerous past publications, we can study the
performance of signaling and network assistance logic, as
the latter can be reliably assessed in our controlled trial
environment, but cannot be adequately simulated. To this end,
we target to investigate the connection setup time as the key
measurable parameter of network-assisted D2D procedures.

To provide the best available accuracy, we have additionally
decomposed the considered D2D protocol [8] into individual
messages and performed our measurements on a statistically
large sample set. The cellular link latency has been analyzed
between the client device and the D2D server under various
network loads, as it has a major impact on D2D link setup
procedure. In addition, the WiFi-Direct D2D link setup times
have been assessed between two Sony Xperia ZL phones,

running custom Cyanogenmod 10.2 aftermarket firmware.
The D2D link setup, in turn, has been managed by the

known-channel Pre-Shared Key (PSK) authentication proce-
dure. The measurement of the WiFi-Direct D2D connection
setup time (see Fig. 3, right) has been made with wpa_cli
interface, by monitoring the time between when a new network
has been enabled and when a new connection has been
completed. The connection was considered completed once
the first IP packet was successfully acknowledged.

Our results indicate that if the overall loading on the LTE
network does not exceed 90%, the round-trip times (RTTs)
between the client and the D2D server are generally below
30ms. Hence, cell loads of up to 90% do not have any
evident effect on the D2D signaling procedure when compared
to the WiFi link setup time. Under higher cell loads, LTE
latencies become comparable with the WiFi connection time,
thus making LTE signaling optimization a growing concern.
This is especially critical since e.g., offloading is most needed
under high loads.

In the case of a scenario marked as Cell Load 99%, the
network queues have been overfilled, as would happen under
congestion. The resulting LTE RTT values are on the order
of half a second, and without the appropriate QoS support in
LTE the signaling delay might dramatically impact the overall
performance of the considered D2D technology.

Based on the performance numbers obtained above as well
as on our trial experience, we can conclude the following on
the current bottlenecks of the network-assisted WiFi-Direct
technology.

• The WiFi-Direct link setup time could be dramatically
shortened by removing the OS-introduced delays. While
this does not significantly affect user experience (as we
demonstrate below), it does delay the actual start of
offloading. Under most conditions, this overhead is nearly
constant.

• The D2D connection negotiation stage is the primary
bottleneck in an idle LTE system, as it involves up to
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four LTE RTT cycles in order to complete, and can thus
grow exceptionally quickly when RTT increases.

• In a loaded network, any communication with the D2D
server may take a considerable time since the signaling
traffic shares the same channel with the data traffic due
to the absence of dedicated bearer support in the mobile
OS API.

• If the users are highly mobile, their location tracking
may become inaccurate (especially inside buildings), thus
resulting in false proximity notifications or late link es-
tablishments due to relatively short durations of effective
proximity.

IV. USER ADOPTION OF PROXIMAL COMMUNICATION

A. Understanding key challenges behind technology adoption

While the technology behind network-assisted D2D com-
munication is already taking shape as the respective stan-
dardization and implementation efforts are getting momentum,
the user’s perspective on this new type of environment is
not nearly well understood. On one hand, technology-related
issues of proximate communications, as energy consumption,
efficient latency and relative throughput, should be taken
into account. On the other hand, social-aware tasks like: (i)
proposing D2D-aware scenarios, (ii) developing D2D-centric
system architecture, (iii) designing efficient D2D operation
mechanisms, (iv) performance evaluation of D2D solutions,
(v) leveraging available D2D benefits for operators and for
clients [14], new set of challenges should be taken into
account. In particular, the central question remains on how can
D2D service providers earn their customers’ trust and deliver
security, privacy, and reliability when accessing, processing,
and transferring sensitive user data. Presently, the crucial
aspects of security, privacy, and trust in the context of assisted
D2D communication have not been sufficiently explored [15].
Hence, they constitute an emerging research area riddled with
numerous challenges connected with how a human user would
use and feel about using this new technology.

We believe that the cornerstone security-related problems in
the context of assisted D2D (with a central entity facilitating
system operation) might be drastically different from the
similar problems in both conventional client-server and P2P
architectures. Accordingly, (semi-)distributed identity manage-
ment is a much harder problem than a centrally-located list of
identities. On the other hand, enabling D2D communication
is an attractive way of alleviating potential vulnerability of
centralized systems with a single point of failure, which would
be difficult to recover in case of a cyber-attack.

Given that there already exist singular solutions for D2D key
management [16], in addition to more conventional techniques
for P2P communication, in order to provide smooth user
experience it is necessary to unify all of them into a single
framework, where a clear and simple set of rules governs com-
munication between all involved partners. For example, all the
participating devices could be made to associate themselves
with their clients’ application-layer credentials, as to provide
the users with understandable identifiers for connection and
access control management. Based on those identifiers, the

system’s users will be able to define what is allowed and what
is not as far as D2D communication is concerned.

Further, since today’s protocols do not follow any unified
security paradigm, it will be necessary to also ensure that
there are appropriate mechanisms developed for all of them
to function correctly within the new framework. This will,
potentially, involve development of novel key management
schemes, as well as introduction of new applications to the
conventional ones. Working together with user-defined rules,
they will deliver hierarchical security assurances from the
application layer, down to the individual physical and logical
links between devices.

Most importantly, in order to provide improved reliability,
the envisioned system would require a degree of flexibility in
case of intermittent connections [17]. In real-world situations,
the hierarchical security framework would need to operate
without access to the application server due to unreliable
nature of wireless connections. Owing to the larger scale
of today’s networks, disruptive overloads can easily occur
naturally, or could be caused by a cyber-attack, but in neither
case should they impact the connectivity and user experience.

B. Security framework for unreliable cellular connectivity

As a consequence of the above reasoning, our main target
in this subsection is to review the resulting hybrid centralized-
distributed D2D architectures. The underlying goal is to allow
secure data delivery for already communicating proximal users
even in the cases of unreliable cellular connection, which may
become temporarily unavailable due to a variety of different
factors, such as user mobility, natural obstacles, tunnels, lifts,
etc. When connected to the centralized infrastructure, a group
of D2D users can straightforwardly establish their own in-
formation security rules with conventional methods. However,
whenever infrastructure link becomes unavailable (unreliable),
we need to empower a certain number of user devices in this
group to admit a new (previously unassociated) device or to
exclude one of the existing members from the group.

Today, such group admission/exclusion can only be man-
aged by the cellular network employing the Public Key In-
frastructure (PKI) and new methods are required to extend this
functionality for the cases of partially unavailable infrastruc-
ture link. this topic is currently under standardization by 3GPP
and more details may be found in pages 10-24 of Technical
Specification [9]. Correspondingly, novel information security
protocols for network-assisted D2D connectivity are in prompt
need, which remain operational even when cellular connection
becomes temporarily unavailable. To this end, we assume that
the mobile network coverage is imperfect and some of the
users can face situations of intermittent cellular connectivity.
However, while using proximity services such as games, file
sharing, and data exchange, users rely on having continuous
support for these applications over a secure channel. Fig. 4
illustrates the concept of such secure group of devices (named
a coalition) and various cases of joining it.

Recently proposed in [18] information security framework
allows to handle not only case ­ with stable cellular connec-
tivity illustrated Fig. 4 but also cases ¬, ® and ¯ where the
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Fig. 4: D2D interaction under unreliable cellular connectivity.

connection to the cellular infrastructure is partially unavailable.
This solution brings such opportunities as cellular coverage
extension, QoS improvement highlighting such benefits as:
secure group establishment; continuous adding and exclusion
of a user inside a group in both available and unavailable
cellular connectivity cases. Patently, this brings such cons
as higher energy consumption but, on the other hand, direct
communication utilizing the technology of operator’s choice
becomes possible also in areas with limited coverage.

C. User experience assessment and evaluation

In parallel with our above research on security-centric
framework and enablers, we also recognized that in order
to deliver assisted proximity-based services with the ade-
quate customer adoption levels, the complete D2D system
needs to be designed and evaluated from the user experience
(UX) perspective. Indeed, it has been confirmed by numerous
Quality of Experience (QoE) studies that a much broader
UX-centric vision has to be considered when developing a
new technology, including subjectively-defined aspects such
as perceived benefits, enjoyability and fun, trust, sense of user
control, feeling of community, societal impacts, etc. To this
end, QoE incorporates many factors related to conventional
and objective technology performance and usability measures,
as well as embraces the subjective user experience aspects.

The emerging D2D-empowered mobile multimedia stream-
ing and social networking services are highly interactive by
nature. Therefore, any disturbances in their expected operation
may not only become sources of disappointment and thus
negatively impact the end user satisfaction, but also hamper
the very social fabric between interacting people. With this in
mind, as well as relying on the state-of-the-art research and
standards behind the QoE assessment, we decided to conduct
a full-fledged user experience assessment campaign targeting
to unveil the key UX hurdles on the way to user adoption.
Utilizing our extensive practical experience in this field [19],
we developed our own subjective assessment methodology
for mobile social networking applications, with a particular
emphasis on the very popular YouTube service. Based on
the latest QoE studies, our proposed methodology takes into
account the most significant factors, which contribute to and
affect the resulting subjective user opinion (see Fig. 5, left).

Around 200 participants featured in our conducted UX trial,
who submitted their quality assessment score on the two de-
facto quality rating scales: (i) the Absolute Category Rating
(ACR) with the five-grade Mean Opinion Score (MOS) and
(ii) the acceptability score in the form of a binary answer
for the marketing analysis. The discussed subjective QoE
evaluation conducted on the smartphone Samsung Galaxy
Nexus and the tablet Samsung Galaxy Tab 10.1 has been
performed in the laboratory conditions with the viewing setup
typical for home environments as defined by ITU-T P.911
and P.910 recommendations. The main goal of this study was
to identify the impact of initial service delay and possible
service interruptions on the resulting QoE. In addition, it
was crucial to analyze the ”demography” of our test subjects
(age, gender, level of education, type of mobile device, etc.).
For QoE assessment, we employed our sophisticated QoE
evaluation tool, which allows for automated modification of
input parameters and convenient remote collection of test
results.

The most interesting of our obtained results (see Fig. 5,
right) evidence that the overall mobile video quality is clearly
insufficient under the resolution of 640x360 pixels, while the
QoE saturation point is achieved at around 854x480 pixels.
Further, we observe a relative decrease in QoE between the
optimal streaming conditions (no initial delay) and 5 to 10
seconds of initial delay. However, the test subjects are surpris-
ingly tolerant to the initial delay of up to 10 seconds. Finally,
in identical scenarios, but on various devices, very different
results have been obtained. Based on that, we conclude that
people generally have higher QoE expectations from their
tablet, rather than from their smartphone, which may be due to
larger screen size and higher resolution of the former allowing
for more comfortable viewing experience.

Our above finding on that people seem to be less sensitive to
the initial delay (up to several seconds without any significant
QoE degradation in our tests), when they are waiting for
their desired service to start on a hand-held device is highly
valuable in the context of the discussed proximity-based D2D
technology. Combined with the results of our measurement
campaign reported in Fig. 3, right, we can conclude that even
in the overload network (the load of 99% in case of e.g., D2D-
based traffic offloading), the D2D connection setup time takes
less than 1.5 seconds, which should not become a significant
barrier towards user adoption of this technology according to
our evaluations.

By contrast, the most irritating UX factor appears to be the
lack of subsequent service continuity, which translates e.g.,
into the stalling of video. Indeed, even a slight interruption
in smooth video playback with a duration of 2 seconds
can decrease the resulting MOS by one point, whereas a
repeated stalling produces even higher degradation of one ad-
ditional MOS point. Therefore, any further improvement of the
proximity-based mobile multimedia system should primarily
concentrate on stability and reliability of direct connections.

Given that user expectations are constantly evolving driven
by the respective technology enablers, the ultimate user adop-
tion evaluation should be implemented in several iterations
(see Fig. 5), where the UX testing methodology is updated
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Fig. 5: User adoption study of mobile social networking.

based on the results obtained at each iteration. Moreover,
as human demands are steadily growing and the consequent
network overload is imminent, we should not rely solely on
the network performance optimization, but also enforce the
”QoE-by-design” approaches when developing novel mobile
services.

V. SUMMARY AND CONCLUSIONS

Our extensive research on assisted proximity-based mobile
communication reported systematically throughout this article
confirms that the enabling wireless technology is already
mature enough to accommodate spontaneously and oppor-
tunistically connected users. With our proposed prototype im-
plementation, current 3GPP LTE networks may supply multi-
radio mobile devices with effective means to discover, connect,
and communicate with their desired proximal partners over
high-rate WiFi-Direct channels. What is even more important,
such connectivity can be made seamless and automatic, taking
advantage of reliable, secure, and optimized direct links.

Moreover, the broad research knowledge of human behavior
and social interactions could also be utilized to further improve
upon any significant limitations of present technology, prefer-
ably at the early stages of platform design and connectivity
optimization. For instance, within the considered proximity-
based social networking ecosystem, it might be possible to
achieve better link reliability by lengthening initial connection
setup times – should the user know that there is another person
at the other end of a communication chain – as people tend
to be more forgiving of other humans, rather than technology,
when it comes to response times and operational efficiency.
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