
Feasibility Characterization of Cryptographic
Primitives for Constrained (Wearable) IoT Devices

Aleksandr Ometov†, Pavel Masek?, Lukas Malina?, Roman Florea†, Jiri Hosek?, Sergey Andreev†,
Jan Hajny?, Jussi Niutanen‡, and Yevgeni Koucheryavy†

†
Tampere University of Technology, Finland, Tampere, Korkeakoulunkatu 10, FIN-33720

?
Brno University of Technology, Czech Republic, Brno, Technicka 3082/12

‡
Intel Finland, Tampere, Insinoorinkatu 7, FIN-33720

Contact e-mail: aleksandr.ometov@tut.fi

Abstract—The Internet of Things (IoT) employs smart devices

as its building blocks for developing a ubiquitous communication

framework. It thus supports a wide variety of application do-

mains, including public safety, healthcare, education, and public

transportation. While offering a novel communication paradigm,

IoT finds its requirements closely connected to the security issues.

The role of security following the fact that a new type of devices

known as wearables constitute an emerging area. This paper de-

livers an applicability study of the state-of-the-art cryptographic

primitives for wearable IoT devices, including the pairing-

based cryptography. Pairing-based schemes are well-recognized

as fundamental enablers for many advanced cryptographic

applications, such as privacy protection and identity-based en-

cryption. To deliver a comprehensive view on the computational

power of modern wearable devices (smart phones, watches, and

embedded devices), we perform an evaluation of a variety of

them utilizing bilinear pairing for real-time communication. In

order to deliver a complete picture, the obtained bilinear pairing

results are complemented with performance figures for classical

cryptography (such as block ciphers, digital signatures, and hash

functions). Our findings show that wearable devices of today have

the needed potential to efficiently operate with cryptographic

primitives in real time. Therefore, we believe that the data

provided during this research would shed light on what devices

are more suitable for certain cryptographic operations.

Index Terms—Bilinear Pairing, Cryptography, Group Signa-

tures, IoT, Performance evaluation, Wearables

I. INTRODUCTION

The Internet of Things (IoT) creates the means for intercon-
nection of highly heterogeneous entities and networks bringing
a variety of communication patterns, including Human-to-
Human (H2H), Human-to-Machine (H2M), and Machine-to-
Machine (M2M) communications. IoT in general and wearable
technology in particular empower the industry to develop
new technology in almost unlimited numbers. Today, the
term wearables stands for connected devices that collect data,
track activities and improve user experience across different
application domains. From the IoT point of view, wearables
could be characterized as networked ”smart devices” equipped
with microchips (System on the Chip, SoC), sensors, and
wireless communications interfaces deployed in the immediate
vicinity of their owner [1] (see also Fig. 1 indicating the
devices used in everyday life of tomorrow).

New findings from the leading telecommunication players,
such as Juniper [2] and Cisco [3], reveal that global retail
revenue from smart wearable devices will treble by 2016,
therefore reaching $53.2 billion by 2019, compared to the

$4.5 billion at the end of 2015. The market over the following
five years is expected to be substantially driven by the sales
of smart watches and smart glasses. As it is common for
new and highly innovative digital technologies, wearables will
also challenge existing social and legal norms. In particular,
wearable technologies raise a variety of privacy and safety con-
cerns, which should be addressed immediately. Without strong
security frameworks capable of being executed directly on
wearable devices, attacks and malfunctions might overshadow
any of the expected benefits.
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Fig. 1. Future secure smart home / IoT environment
Wearable devices can be secured by means of the public

key cryptography, i.e., digital signature schemes providing user
authentication and protecting data during their transmission
over the medium. Information security specialists are targeting
to design digital signature schemes that are (i) secure, (ii)
computationally efficient, and (iii) have small communication
overheads. Conventional digital signature schemes use stan-
dard operations and are based on mathematical assumptions,
such as the discrete logarithm problem, the RSA problem, or
integer factorization [4]. These conventional methods provide
standard security properties, including authenticity, integrity,
and non-repudiation.

In this paper, we expand our vision not only on clas-
sical cryptography but also on pairing-based algorithms by
evaluating their usability for wearables and other constrained
IoT devices (smart watches, smart phones, and embedded
devices, see Section III). In particular, pairing-based cryp-
tography is often used in modern solutions to implement
privacy-enhancing features that are difficult to achieve with
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conventional asymmetric cryptography. Using bilinear pairing
operations, it is possible to design schemes like group signa-
tures [5], [6], anonymous attribute -based credentials [7], [8],
or identity-based encryption [9]. Some of those mechanisms
are particularly important for the IoT system operation, such
as efficient revocation of invalid devices based on dynamic
accumulators [10] and identification of attackers. These would
be difficult to construct without pairing-based cryptography.
Inspired by that, we analyze and evaluate the most common
personal / wearable devices – starting from the conventional
smartphones (Samsung Galaxy S4, Apple iPhone 6, etc.) to
the embedded devices (Intelr Edison, Raspberry Pi 1 Model
B, Raspberry Pi 2 Model B) to smart watches (Sony Smart
Watch 3, Apple Watch) – with a particular focus on their
ability to execute both standard and advanced cryptographic
operations. As pairing-based cryptography primitives have not
been rigorously evaluated on these devices so far, we also
address this type of security functionality.

The rest of the paper is organized as follows. Section II pro-
vides the description of related work dealing with the classical
cryptography and pairing-based cryptography. Further, in Sec-
tion III we discuss the selected devices for our test scenarios
that are employed and characterized in Section IV. Finally, the
lessons learned and conclusions are summarized in Section V.

II. CLASSICAL AND PAIRING-BASED CRYPTOGRAPHY

In our work, we consider the classical cryptographic primi-
tives (calculations using big integer as multiplication, division,
power functions and schemes for classical elliptic curves) for
constructing the RSA signature, hash functions (SHA1, SHA-
256), and block cipher (AES). These are well-known and well-
analyzed construction blocks and we target to assess their
execution time on low-power and constrained IoT devices.

A thorough overview is given in [11], where implementation
of 12 lightweight and standard block ciphers in ATMEL
AVR ATtiny45 has been described. Further, in [12], the
authors focus on benchmarking the modern hash functions,
where 15 hashes were evaluated on 8-bit micro-controllers.
However, there has been very limited work documenting
classical cryptography implemented on modern wearable de-
vices e.g., smart watches.

To construct novel cryptographic primitives with advanced
security properties, Pairing-Based Cryptography (PBC) has
been developed. PBC-based solutions have exploded since
2000, when Joux [13] presented the three-party one-round
Diffie-Hellman protocol based on bilinear pairings. The bi-
linear pairings enable efficient design of many protocols with
enhanced properties, such as one-round three-party key agree-
ment, identity-based encryption, and group signatures [5].

1) Bilinear Pairing Operations: A bilinear pairing function
maps two elements of groups G1 and G2 onto the third
cryptographic group GT , i.e., e : G1⇥G2 ! GT . The pairing
function e must be computable, non-degenerative and bilinear.
The pairing operations work with pairing-friendly Elliptic
Curves (EC), including MNT curves (Miyaji-Nakabayashi-
Takano) [14], BN curves (Barreto-Naehrig) [15]. The pairing

operations can be symmetric (G1 = G2) or asymmetric
(G1 6= G2). Symmetric and/or asymmetric bilinear pairing
operations can be computed by pairing algorithms, such as
Weil, Tate, Ate, Eta, or O-Ate. Symmetric pairings are usually
more computationally efficient than asymmetric pairings [16].

2) Pairing-Based Cryptographic Schemes: In general, pair-
ing functions can reduce a problem that is in one group by
solving it in a different group where the problem is easier
to solve. This property enables to design new cryptographic
schemes such as identity and attribute encryption, group
signatures or three-party key establishment. In addition, the
use of elliptic curves allows some pairing-based signature
schemes to produce shorter signatures than the conventional
digital signature schemes like RSA [17]. For example, the
pairing-based short signature scheme BLS [18] employing the
Weil pairing [19] produces 20 B only signatures. Due to space
limitations, only a short overview is provided in this section;
for more information related to pairing-based cryptography,
please follow [20], [21].

3) Optimization of Pairing-Based Cryptographic Schemes:

There are only few studies addressing the pairing-based cryp-
tography on smartphones. For example, the work in [22]
presents several ways for the efficient implementation of
pairing-based cryptographic protocols on restricted devices.
The BBS04 scheme that requires one online bilinear pairing
during the signing phase is used to illustrate the below
optimization approaches. The paper presents the pros and cons
behind the approaches applied to the BBS04 scheme. The first
approach uses the ”Shamir’s trick” [23], which reduces the
time complexity of scalar multiplication (or modular expo-
nentiation). The second method replaces an expensive pairing
operation by less complex operations. The pre-computation of
pairing operations is utilized, but the final efficiency depends
on the number of components in the multi-exponentiations.
The third approach delegates the computation of bilinear
pairings to a more computationally stronger entity. Only the
public parameters can be delegated and the communication
between a constrained device and said entity must be fast.

The work in [24] presents the first Java wrapper of a pairing-
based cryptography library. The authors implement jPBC that
is a Java port of the PBC library written in C. As an example,
the implementation of the BLS signature scheme [18] is de-
scribed. The paper contains benchmarks of bilinear symmetric
pairings and exponentiation operations for two devices (Sam-
sung I9000 Galaxy S and a PC machine). However, the paper
does not offer any performance results for asymmetric pairing
operations that are required by many PBC signature schemes.

The challenge of PBC scheme optimization conventionally
refers to decreasing the number of pairing operations. Opti-
mization techniques, such as a pairing precipitation and pairing
collapsing, can thus be applied to the PBC mechanisms. In ad-
dition, the verification phase of signature and group signature
schemes can be optimized by using a batch verification trick
[25]. The batch verification method can be used only in the
case, when a verifier is able to verify more signatures in one
batch. Some PBC schemes on constrained devices are able to



delegate expensive pairing operations to more powerful nodes.
But, this trick can only be done if the pairing operation does
not map secret and private parameters as inputs. More about
the optimization tricks can be found in [4].

4) Performance Requirements of Pairing-Based Crypto-

graphic Schemes: The bilinear pairing operations are consid-
ered to be more computationally expensive than other mod-
ular arithmetic operations, such as scalar multiplication and
modular exponentiation. The computation time of a pairing
operation depends on the type of a pairing algorithm, the
type and the length of EC parameters, the implementation of
the PBC methods, as well as on the hardware and software
specifications of a device. For example, according to MIRACL
benchmarks, one 512-bit pairing operation by the Tate algo-
rithm takes 20 ms and one modular exponentiation with 1024-
bit numbers takes 8.8 ms [26]. Unfortunately, some devices,
such as smartphones and smart cards, need more time for com-
puting a single pairing operation. For example, the results in
[24] indicate that one symmetric pairing operation takes about
254 ms on smartphone (Samsung I9000 Galaxy S). Moreover,
the results in [4] show that asymmetric pairing operations are
more time consuming and require around 3 seconds on current
Android smartphones. However, no similar study is presently
available for general public in the area of wearable devices.

III. SELECTED WEARABLE DEVICES

Broadly, terms ”wearable technology”, ”wearable devices”,
and ”wearables” all refer to electronic technologies or comput-
ers that are incorporated into items of clothing and accessories,
which can be worn on the body [1]. Following the fact that the
computational performance is constantly growing (see Table
I for a comparison of hardware parameters), contemporary
wearable devices are becoming able to perform similar com-
puting tasks as handheld devices or even laptop computers.

For the purposes of our research work, we have selected
today’s pioneers as well as already widely used devices from
three main categories: (i) smartphones, (ii) smart watches, and
(iii) embedded devices, see Fig. 2.

As representatives of the first group, we chose devices
built on two main mobile platforms: Android and iOS. More
specifically, we used Samsung Galaxy S4 (SGH-I337) and
Jiayu S3 Advanced (JY-S3), both running Android 4.4.2,
Apple iPhone 4s (MD128CS/A) running the iOS 7.1.2, and
Apple iPhone 6 (MG4F2CN/A) with the latest iOS 9.1.

To provide a comprehensive evaluation at par with the
selected smartphones, we also employed smart watches run-
ning Android Wear and Apple WatchOS. The utilized devices
are correspondingly Sony Smart Watch 3 (SWR-50) with
Android Wear 5.1.1 and Apple Watch 42mm Sport edition
with WatchOS 2.0.

Following the fact that most of today’s embedded devices
(often named the IoT development boards) are intended to be
used also as wearables, we decided to additionally evaluate
the well-known examples from this class: Intelr Edison [27],
Raspberry Pi 1 (Model B), and Raspberry Pi 2 (Model B).
Both Raspberry Pi devices run the latest version of Raspbian
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Fig. 2. Wearable devices used in our performance evaluation.

OS (Jessie, v 8.0) together with the latest version of Oracle
JDK (1.8.0-b132). Edison features a Ubilinux 3.10.17-yocto-
standard-r2 build equipped with JDK (1.8.0 66-b17)1. In more
detail, Edison is a small-sized computing module aiming to
enable the next generation of wearables and IoT devices,
where size and power consumption are extremely important
factors. In addition, Edison may be attached to a number of
different extension boards, for example, to enable Arduino
compatibility. Hence, Edison empowers a range of different
use cases, whereas Raspberry Pi might be more suitable for
graphics and multimedia related applications and products.

IV. PERFORMANCE EVALUATION

To adequately evaluate the performance of the devices listed
in Table I, we decided to implement the above described
security primitives in a unified framework. For Raspberry Pi,
Android, and Android Wear devices, it has been executed
as a standalone Java application. To run the framework on
Apple devices (iPhone 4s, iPhone 6, and Apple Watch), we
have ported the logic and created a standalone application
written in Objective-C programming language. To make our
assessment conditions even more equivalent, we terminated all
unnecessary background processes and enabled the flight mode
whenever possible. To execute our application on the restricted
Intelr Edison board, we followed the manual [28] to prepare
a Linux build equipped with JRE. Further, an executable jar
file was designed, deployed, and executed on the device.

We split all of the tested devices based on their performance
metrics into two groups: Smart devices and IoT boards. As
the main evaluation criteria to characterize this equipment, we
have selected the security primitive execution time. This is
due to the unification and well-acceptance of this approach
in addition to the fact that some of the devices are hardware
restricted and, therefore, could not provide any other valuable
and unified evaluation metric. Further, we compared the clas-
sical cryptographic primitives and the bilinear pairing on both

1Ubilinux stands for embedded Linux distribution based on Debian Wheezy
and enables to run JVM / JDK. The targeted application domain for those
platforms is embedded devices with limited memory and storage capacity;
the image is currently available for Intelr Galileo Gen 1 / Gen2 and Edison.



TABLE I
SELECTED DEVICES WITH THEIR CORRESPONDING SPECIFICATIONS

Device Type SoC Processor RAM

Apple Watch Smart Watch APL0778 520 MHz Single-core Cortex-A7 512 MB
Sony SmartWatch 3 SWR50 Smart Watch BCM47531 1.2 GHz Quad-Core ARM A7 512 MB
Apple iPhone 4s Smartphone APL A5 800 MHz Dual-Core Cortex A9 64bit 512 MB
Apple iPhone 6 Smartphone APL A9 1.5 GHz Dual-Core Cortex A57 64bit 1 GB
Samsung I9500 Galaxy S4 Smartphone APQ8064T 1.6 GHz Dual-Core Cortex-A15 2 GB
Jiayu S3 Advanced Smartphone MT6752 1.7 GHz Octa-Core 64bit Cortex A53 3 GB
Intelr Edison IoT Development Board Atom + Quark 500 MHz Dual-Core Intelr AtomTM CPU, 100 Mhz MCU 1 GB
Raspberry Pi 1 model B IoT Development Board BCM2835 700 MHz Single-Core ARM Cortex-A6 512 MB
Raspberry Pi 2 model B IoT Development Board BCM2836 900 MHz Quad-Core ARM Cortex-A7 1 GB

Intelr Edison development board and ”off-the-shelf” devices
available on today’s market. The following results have been
obtained as an average of 1000 executions for each operation
to achieve statistically-reliable data.

A. Classical Cryptographic Primitives Evaluation

First, Fig. 3 indicates the average time overhead for en-
cryption and decryption operations of the conventional non-
optimized RSA schemes with correspondence to different
decimal digits. Public and Private keys were generated using
OpenSSL with default parameters. Adopting a security value
of 1024 or 2048 bits and default public exponent (3 bytes)
(which is reasonable for the constrained wireless devices [29]),
the RSA Encryption operation remains under 1 ms on a typical
Android smartphone, around 2.5 ms for a Smart Watch, and
less than 12 ms on Intelr Edison and Raspberry Pi 2.

Decryption time looks less optimistic and, therefore, for an
Android phone it takes around 25 ms, but up to 100 ms for
an iPhone. Similar behavior is observed for Android Wear
and Apple Watch – here, the values are 35 ms and 200 ms
correspondingly. On the IoT boards, the execution may take up
to half a second, which may still be feasible for delay-tolerant
applications. Concerning smart devices, we can state that Sony
Watch is demonstrating high performance even though it is not
classified as a standalone device. Interestingly, here and further
on, iPhone 4s is sometimes showing better results than iPhone
6 or Apple Watch, which may be due to the lack of the power
consumption optimization feature on the version of iOS that
was introduced only starting 9.0.1. Hence, CPU utilization is
able to approach 90 %, while for the latest models it remains
well below 50 %.

Taking into account such basic operation as Hashing func-
tion, we evaluate the execution of SHA1 and SHA2 (SHA-
256) on all of the devices. The corresponding results are
summarized in Fig. 4. We can conclude that for all of our
test devices SHA1 and SHA2 are hardware optimized and
mainly depend on the utilized equipment. As an example of the
data encryption, we used AES 128 cipher. The corresponding
results still follow the execution time pattern of public-key
cryptosystems and hashing functions for all of our devices.

B. Pairing-based Primitives Evaluation

Further, we present the results for bilinear pairing opera-
tions. The curve types A and D (175) are assessed utilizing
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jPBC-benchmark framework [24]. To this end, Fig. 5 shows
one pairing operation with curve A. The most efficient device
here is Intel Edison with JDK 1.8.0 that computes a single
pairing operation in 580 ms. At the same time, Intel Edison
needs over 8 seconds for the pairing initialization. Moreover,
the modular exponentiation (EC point addition) operation takes
about 4x more time than that on Android devices. EC multipli-
cation follows a similar pattern. Our results confirm that some
curve operations on smartphones and smart watches are more



efficient than on the single-board computers (Raspberry Pi 1/2
B). Further, Fig. 6 depicts the results of the PBC operations
with D curves. Interestingly, Android devices with a more
powerful CPU take as much time for one pairing operation as
the less powerful devices (Intel Edison, Raspberry Pi). Hence,
JRE seems to be more efficient than the Android platform.
Our results indicate that optimized PBC schemes with only
few pairing operations (i.e. < 2), several exponentiation,
and scalar multiplications can be deployed in the security
layers of non-real time IoT applications that run on current
smartphones and wearables.
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To provide a clear viewpoint of testing, Table II contains the
information of which devices best match which cryptographic
operations – with respect to HW parameters in Table I.

TABLE II
SUITABILITY OF WEARABLES FOR CRYPTOGRAPHIC OPERATIONS OVER

RELATIVELY ACCEPTABLE TIME

Device Cryptographic operations

Apple Watch SHA 1 / 2; Curve operations
Sony SmartWatch 3 RSA 1024, 2048 E / D; Curve operations
Intelr Edison RSA 2048 E / D; AES; SHA 2
Raspberry Pi 1 model B RSA 1024 E / D
Raspberry Pi 2 model B RSA 1024, 2048 E / D; AES; SHA 1
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V. LESSONS LEARNED AND CONCLUSIONS

In this section, we discuss the important aspects that we
faced during the implementation of our experimental frame-
work, as well as outline our conclusions and future steps. In the
process of developing the said framework, we have addressed a
number of challenges regarding the very different requirements
by the selected operating systems (i.e., Android, iOS, Android
Wear, Apple WatchOS).

In particular, we had to adapt the jPBC library to run not
only on smartphones but also on wearable devices. After the
actual implementation, we learned that the same cryptographic
primitives (i.e., the same application) may be optimized in
completely different ways on similar devices. Further, a deeper
study in the area of Apple development brought us to a number
implementation challenges. For example, due to the lack of
integrated information security libraries, we developed most
of the primitives from scratch, thus solving many platform-
dependent issues. However, as our future step, we plan to
develop a pairing-based framework in Objective-C, that is, to
enable its operation on iOS devices as well. Also the question
of power consumption (CPU and memory) which is superfi-
cially mentioned in literature will be covered in further results.

Our main and the most essential learning while working
with the pairing-based solutions is such that pairings consume
from several hundreds of milliseconds to few seconds on



current handheld and IoT devices. We identified the most
resource-consuming operation of pairing-based cryptography,
that is, the bilinear pairing operation. The time necessary to
compute this operation is several orders longer than that for the
other operations on the elliptic curve. Therefore, in practical
implementation, we highly recommend using cryptographic
schemes [30], [31], in which an IoT device executes only basic
operations on the curve and offloads the pairing operations
to some central device with more computation power. On
the other hand, some smartphone applications that send data
in real-time and must secure data integrity and authenticity
(e.g. for remote control systems) should avoid using the PBC
schemes. These applications need to be secured by classical
cryptographic primitives (SHA2, AES, RSA) that take only
several milliseconds.

Finally, we can conclude that modern wearable electronics
has already reached the computational power of a two-year-
old smartphone and, thus, IoT world fulfills the security
requirements of today. Constrained but powerful IoT devices,
like Intel Edison, are designed so that the energy consumption
is minimized. Due to that fact, the computational power is
somewhat lowered, but this class of devices appears to be
an attractive enabler for the required levels of information
security. Importantly, the Raspberry Pi board, which is often
nicknamed ”a tiny and affordable computer” is demonstrating
more modest performance results comparing to a small Edison
chip designed specifically for the IoT-centric use cases.
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