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Introduction

Technological developments in machine translation (MT) have led to an ever-
increasing use of MT as an aid in communicating across languages. In content
delivery, MT is most commonly used in a post-editing (PE) process, where a
professional translator checks and edits the MT (see, e.g. Guerberof-Arenas
2020). Parallel to this, MT can also be used in its raw, unedited form to help people
interact with either content or other people across language barriers. In addition
to people using free online MT tools, companies and public organizations
may also provide machine-translated content. An organization might choose
to deliver information as raw MT so that they can offer more content in more
languages and reach new audiences while saving on time and costs. For example,
some technology companies have aimed to broaden the range of languages in
which they offer product support information by delivering the content in some
languages as raw MT (Thicke 2013). In another example, the field of intellectual
property rights (IPR) has relied on raw MT for more than a decade (Nurminen
2019) to enable patent professionals to identify relevant patent documents in
languages they do not speak themselves.

When MT is used for delivering content, it is important to manage the
risks involved. Recent literature (Vieira, O’'Hagan and O’Sullivan 2020; Scott
and O’Shea 2021) has highlighted the consequences associated with the use
of raw MT. Other studies have discussed risk management, although mainly
with a focus on scenarios where MT is post-edited (Nitzke, Hansen-Schirra
and Canfora 2019; Canfora and Ottmann 2020). Scenarios where raw MT is
used, however, entail specific risk considerations. Despite the recently reported
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improvements of neural MT systems, the possibility of inaccurate translations
still exists, and translation errors may entail high risks. At the same time,
the use of MT should be balanced against the potential consequences of not
translating the information at all, as argued by O’Brien (2020: 313). In this
way, delivering information via raw MT can be considered not only a risk but
also a mitigation of the higher-level risk of people receiving no information.
To better understand the contexts where delivering information via raw MT
would be effective, and to manage the potential risks and mitigating factors, a
more nuanced understanding would be needed about how people react to and
consume raw MT. However, research and discussions of best practices in this
area are currently lacking.

This chapter aims to investigate how risk management principles can be
applied to scenarios where information is delivered to end-users of products
and services as raw MT. We examine risk factors for assessing the use of raw
MT, as well as options for managing and mitigating the risks. We contend that
a simple checklist of rules that would lead to minimal or no-risk delivery of raw
MT content is not possible, and therefore do not aim to propose one. Rather,
our goals are to provide general considerations for assessing and managing the
risks involved in content delivery via raw MT and to contribute a new viewpoint
to existing risk management models in translation. Besides contributing to
academic discussions, this can offer a concrete tool for organizations considering
using raw MT to communicate across languages. The chapter first provides an
overview of risk management principles based on International Standard ISO
31000:2018 and related work on risk management in the context of translation.
We then apply the risk management framework to the delivery of content as
raw MT, before illustrating these considerations through a concrete use case for
raw MT in the patent world. The final section presents the conclusions of this

analysis.

Related work: Risk management

Key concepts and framework for risk management

A commonly used risk management framework is the International Standard
ISO 31000 (ISO 2018), which defines principles, key concepts and processes.
The central concept of risk is defined as the ‘effect of uncertainty on objectives’
(ISO 2018, term 3.1). The uncertainty arises from a given risk source (term 3.4)
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and can lead to positive or negative consequences (term 3.6). Risk management
according to the ISO standard involves a systematic, iterative process integral
to an organizations operation. This process should be customized to each
organization’s internal context, which relates to the values, strategies and culture
of the organization itself, and the external context, which involves social,
regulatory, technological and economic factors among others (ISO 2018: 10).
The standard also emphasizes the need to account for stakeholder needs and
perspectives through active communication and consultation. The overall risk
management process of ISO 31000:2018 is illustrated in Figure 5.1.

Within the risk management process, the ISO standard defines risk assessment
to encompass risk identification, where the organization examines both
tangible and intangible risk sources and consequences, followed by risk analysis
to understand the nature of a risk and the likelihood, nature and severity of
consequences. Risk evaluation then compares the analysis results to risk criteria,
and, based on this evaluation, the organization can decide to take the risk, to
avoid the risk by not starting or continuing an activity that causes risk, or to
employ some risk treatment measures (see ISO 2018). The standard emphasizes
that decisions should not be made on an economic basis alone but should also
consider organizational obligations and the diverse stakeholder perspectives.

Scope, context, & criteria

Risk assessment

Risk identification

Risk analysis

M3IN3J '3 SULIONUOIN

Risk evaluation

Communication & consultation

Risk treatment

Recording & reporting

Figure 5.1 Risk management process according to ISO 31000:2018, figure 4.
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Reporting and monitoring risk treatment is also important to dynamically

address new and emerging risks, and to continually improve the process.

Translation, MT and risk

Relatively little research has been conducted on risk management in the context
of (human) translation, but in recent years this topic has received increasing
interest. Risk management has been applied at different levels and stages, from an
individual translator’s management of uncertainty and risk mitigation (see Pym
2021 for an overview) to risk management in terms of business considerations
and project management (e.g. Dunne 2013; Zaveckaite and Ulbinaite 2018).

A common view of risk is as something negative, and although risk-taking
can also lead to positive outcomes, risk management tends to focus on potential
negative consequences and mitigation (see Zaveckaite and Ulbinaite 2018:
1325-6). Translation errors are a central source of risk that can affect ‘the author,
translator, translation agency, client or end user of the translation’ (Canfora
and Ottmann 2018: 168), and previous work has examined risks and potential
consequences of translation errors in safety-critical situations (Canfora and
Ottmann 2018; 2019) or in conjunction with commercial, legislative, normative
and political texts (Byrne 2007; Cismas 2010). Potential consequences are
discussed further in ‘Risk analysis’ section.

Recently, risk related to the use of MT has received increased attention.
Canfora and Ottmann (2020: 59) note that although many of the risks involved
are similar to risks in human translation, some are more specific to the use of
MT and entail different considerations. These include potential liability and
cyber risks, such as the potential exposure of confidential information. As with
Canfora and Ottmann’s focus on translation in safety-critical contexts (2018,
2019), several studies on MT suggest that a greater consideration of risk is
necessary when the texts involved in MT are from high-risk areas. Way (2013)
describes the use of raw MT as risky for translating stock reports because of the
high financial risk. Both Nurminen and Koponen (2020) and Vieira, O’'Hagan
and O’Sullivan (2020) cite public health and medicine as high-risk contexts,
and Haddow, Birch and Heafield (2021) argue that post-editing of MT is always
needed in these settings. Risk in legal contexts has been discussed by Vieira,
O’Hagan and O’Sullivan (2020), Scott and O’Shea (2021) and Guerberof-Arenas
and Moorkens (2023).

Ontheother hand, researchers have also pointed out that some environments
in which MT could be used might be somewhat resistant to risk (e.g. Way
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2013). Nurminen (2021) lists risk-tolerant environments as a contextual
factor that positively influences if and how MT gisting is used, specifically
citing the patenting process as one such an environment. She describes the
paradox of risk tolerance in the environment: since patenting has a wide
variety of inherent risks, affordances for mitigating those risks have been
built into processes. Those same affordances help to provide an environment
which is tolerant to the risks involved with relying on raw MT (2021: 94-5).
This is discussed further in ‘Risk management in action: The case of patent
professionals’ section.

A few models have been proposed for classifying different use cases as more
or less appropriate for raw MT. Guerberof-Arenas and Moorkens (2023) propose
a model for classification that relies on two factors: the shelf life of the content
to be translated and its riskiness. They offer a number of suggested use cases
that fit into one of four categories: short term/low risk, short term/high risk,
long term/low risk, and long term/high risk. However, shelf life and risk seem to
be separate factors that are simply put into the same model rather than factors
that influence each other. A more comprehensive model for risk assessment is
offered by Nitzke, Hansen-Schirra and Canfora (2019: 240), who argue that such
a model can be employed for both strategic decisions (whether to use MT at all)
and operative ones (whether to use MT for a specific purpose or with a specific
text). Their model includes factors related to technology, the sensitivity of the
text to be translated, the number of people who might read the translation, the
level of quality required of the translation and the number of translators and
time available for human translation.

A few studies discuss risk treatment strategies, such as introducing guidelines
and legislation (Canfora and Ottmann 2020; Martindale 2020), developing
technology that enables risk mitigation (Canfora and Ottmann 2020; Martindale
2020) and promoting MT literacy among users (e.g. Bowker and Buitrago Ciro
2019; Martindale 2020). Besides these articles, however, past research on risk
treatment tends to emphasize mitigating risk through post-editing and quality
control by human translators.

A different approach to the question of risk and MT gisting is taken by
Nurminen (2021: 140-1) in her proposal that the practice of MT gisting could be
conceptualized as an exercise in risk management. She maps the risk assessment
and treatment processes discerned in her study of patent professionals to
ISO 31000 (see previous section) to demonstrate how the processes conform
to the standard’s description of risk management. She then proposes that
conceptualizing MT gisting as risk management offers us a framework for
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analysing people’s use of raw MT, an idea that was first proposed by Pym (2021:
453): “The categories of risk management invite studies that assess the strategies
of all participants in a translation event and use that matrix to try to explain
translator decisions’ Nurminen concludes that MT literacy programmes could
benefit from including risk management in their syllabi. It would encourage
end-users of raw MT not only to acknowledge the risk but also to realize that the
risk can be managed through concrete actions.

Risk management considerations for raw machine translation

In this section, we apply the ISO 31000 risk management framework to content
delivery via raw MT. Risk is always present in this context: there is no guarantee
that a text will convey the meaning intended. The same naturally applies to human
translation, but the revision and review controls commonly used to minimize
risk in human translation workflows are not available with raw MT. Thorough
analysis is therefore required if the use of raw MT is considered, and this section
aims to support that analysis. Our discussion focuses mostly on the ‘heart’ of
the process: scope, context and criteria; risk assessment; and risk treatment. It is
here that issues that are specific to the delivery of information using raw MT are
likely to arise. The other processes — communication, monitoring and reporting
— are equally important. In particular, it would be important to implement
processes to collect feedback from end-users or internals who notice issues
themselves or encounter them in customer comments. For example, Canfora
and Ottmann (2018) propose a process for monitoring and analysing incidents
related to human translation, and a similar process could be applied to the raw
MT situation. Other aspects of risk communication, monitoring and reporting
are likely already covered by risk management processes in the organization.
We make certain background assumptions in our discussion. First, the
risk management considerations are appropriate for any type of organization,
including private businesses, public administration or non-profits, so we use the
generic organization to refer to them collectively. Second, the considerations
presented are not intended to account for decisions regarding which MT tool
to select. Instead, we assume that the organization has already evaluated and
identified appropriate MT tools or will do so separately. Information on this
process is available both in academic literature (e.g. Canfora and Ottmann
2020), and from commercial technology providers and consultants. We also
assume that the MT tool selected would be trained on the organization’s own
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material and would be in the organization’s private use. This would offer better

quality than generic MT solutions and ensure data protection and privacy.

Communication and consultation

A key part of the risk management framework is communication and consultation
with both internal and external stakeholders. This entails involving people with
different backgrounds and expertise in order to build a comprehensive and nuanced
understanding of different types of risk, the situations where they can occur, and
the potential consequences. Needs and expectations with regard to information
may vary between stakeholders, as do understanding of MT technology and
attitudes towards it. Furthermore, different stakeholder groups may have differing
perspectives on risk levels and the acceptability of specific risk treatment options.

Internally, people or groups responsible for content creation and translation
would logically be involved in risk management processes focused on MT and
information delivery. Other relevant internal stakeholders include managers,
people responsible for language technology, and groups who interact with end-
users. Consultation can also involve external technology or language service
providers or independent consultants, as suggested by Martindale (2020).

A vital external stakeholder group is of course the people to whom the
organizationintendsto offer raw machine-translated information. Theimportance
of this end-user perspective should be recognized, and the organization should
seek to proactively involve them in the early stages of planning to start delivering
information as raw MT, as well as in later processes like monitoring. Forms of
involvement could include user studies and focus groups, such as those described
in Bowker and Buitrago Ciro (2015) or Haddow, Birch and Heafield (2021).

Scope, context and criteria

One of the first steps in implementing risk management step is to establish
the scope of the exercise. First the organization needs to determine what
unit of content is assessed when considering delivery via raw MT. Assessing
the suitability of raw MT for each document produced by the organization
would probably be a cumbersome and fractured process. In contrast, different
information types involve varying types and levels of risk, so assessing risk
for all content collectively is not feasible. Therefore, we assume that the basic
unit for risk assessment is a specific content set or information type, such as
product support materials or internal announcements. Similarly, the decision
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model for MT use by Nitzke, Hansen-Schirra and Canfora (2019) uses text type
as the assumed unit of analysis. The scope definition should also involve the
number of intended target languages and the estimated number of people who
would receive the information via raw MT. As noted by Canfora and Ottmann
(2018: 172), the wider a translation is circulated and the more target languages
are involved, the greater the likelihood of a serious incident (see also Nitzke,
Hansen-Schirra and Canfora 2019).

To establish the context, the organization should evaluate external and internal,
organization-specific factors that affect the identified risks. External factors
include the organization’s operating environment or industry; social, regulatory
and technological factors; and general perceptions of information and risk.
Awareness of and attitudes towards automation, MT and the implications of using
raw MT are also important considerations. In some environments, information
delivery via raw MT could be viewed negatively, while other target audiences
might consider it a sign of innovation. Internal factors include the organization’s
operational culture and ‘risk appetite’ (see Nitzke, Hansen-Schirra and Canfora
2019: 241), specifically, its willingness to take risks in information delivery. Such
factors can change over time, so analyses should also be updated periodically.

These various factors will inform the criteria for evaluating risks, determining
risk likelihood and severity and deciding which risks can be accepted and under
what conditions. An important consideration for risk criteria is identifying
potential benefits. Being able to deliver more information via MT to more
people, especially to those who currently are not offered information in their
own languages, can mitigate risks posed by not providing information at all (see
O’Brien 2020). The increased reach could also provide a better understanding
of what content and languages end-users access the most (Dillinger and Gerber
2009: 11) or increase customer satisfaction and reduce support calls (Thicke
2013: 50). When the output is provided by the organization’s own domain-
specific MT solution, it can also offer higher-quality information and mitigate
the risks posed by stakeholders’ use of free online tools (see Canfora and
Ottmann 2020). However, potential benefits must be carefully weighed against
the risks (Nitzke, Hansen-Schirra and Canfora 2019: 246; Vieira, O’'Hagan and
O’Sullivan 2020: 12).

Risk identification

One of the most important phases of risk management is risk identification.
However, this phase can be challenging because the practice of delivering
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content as raw MT is not yet widespread and best practices are lacking. In our
viewpoint, the most important principle is to carry out the most comprehensive
analysis possible. This can be achieved by systematically analysing potential
risks through distinct categories. Besides providing a more comprehensive
analysis, the approach also makes it easier to identify specific risks and allows
people with diverse expertise to participate in analysing areas that are familiar to
them without needing to participate in the entire exercise. The need for a holistic
approach to risk analysis has been noted in past research as well. For example,
Canfora and Ottmann (2018: 171) point out that translation is a complex activity
and that serious issues are not usually caused by an individual translation
error but result from a series of failures. We propose that analysis focus on the
categories of technical, content and context of use.

As discussed briefly earlier, we also propose that a diverse group of people
should be involved in analysing these four phases, and that carrying out four
distinct analyses allows the appropriate parties to participate in the areas they
are most familiar with. In an exercise focused on information delivery in
different languages, it is logical that people or groups responsible for content
creation and translation would be involved in all phases. In addition, the
analysis of organizational or business risks could include managers or other
people responsible for the organization’s strategy, people responsible for
risk management, and representatives from marketing or sales. The analysis
of risks related to technology might include people who are responsible
for language technology, the organizations other technology and external
participants such as the provider of the organization’s MT solution, language
service providers or, as suggested by Martindale (2020), independent
consultants.

The analysis of the content could include those responsible for language
technologyand representatives from internal groups that rely on the organization’s
content, for example, those who train customers and other stakeholders. It might
also include external participants such as language service providers or external
consultants. Finally, the phase devoted to identifying risks in the context of use
should include people who study or interact with end-users, for example, people
who train customers and other stakeholders, people involved in marketing and
sales and members of the user interface team.

A key point in contexts where unedited MT is used is that MT output is not
error-free, and although truly misleading translations are rare (Martindale and
Carpuat 2018: 16; Martindale 2020: 31), MT will produce errors and predicting
where they occur and how they impact the output is difficult. Therefore, errors
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are not risks but rather risk sources, and actual risk arises when someone
relies on faulty information when taking actions and those actions lead to
consequences.

The following sections examine possible risk factors related to technology,
content and context of use in more detail. Based on prior research, we provide
examples that are intended as guidance for identifying risks, not as definitive
lists of all risk factors. The risks relevant to each organization are specific to its
context, information and target audience and may involve factors differing from

the examples given here.

Technological risk factors

Examples of technological risk factors include the quality of the MT output, the
language pairs involved and cyber risks. The quality of MT output depends on
several factors such as the text types and languages involved (see, e.g. Barrault et
al. 2020 for an evaluation of multiple language pairs). Even after MT technology
has been chosen and implemented, it would be important to analyse the quality
of the MT for the specific information type and language pair an organization is
planning to use for raw MT delivery.

A second issue with the quality of MT output is that it is unpredictable,
even within one text: it can be good, it can contain clear and frequent errors
that lead to confusing or incomprehensible translations, or it can be fluent and
easily understandable but nevertheless inaccurate, particularly in the case of the
currently predominant neural MT technology. In particular, ‘believable output’
that is both fluent and plausible can lead the reader to judge the information
as credible (Martindale 2020: 25). Problems can then arise when inaccurate
translations are trusted by readers. MT output quality also varies depending on
the language pair. In addition to a potentially higher likelihood of risk due to
more frequent errors, Vieira, O'Hagan and O’Sullivan (2020: 7) suggest that this
variability could lead to the unequal treatment of the target audience, or at least
the perception of inequality. Byrne (2007: 7) discusses problems caused by faulty
English-to-Chinese human translation in a US election process and the ensuing
perception that it was ‘proof of the indifference of the federal government to the
[Chinese American] community’

The use of MT also involves cyber risks (e.g. Canfora and Ottmann 2020;
Nitzke, Hansen-Schirra and Canfora 2019) which centre around the use of
external systems that are not secure and may expose the organization’s non-

public information to others. This cyber risk is lessened if the organization
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employs a secure MT solution and the machine-translated information offered

to external parties is already publicly available.

Content risk factors

Another set of risk factors involve the content or information type that an
organization is considering delivering as raw MT. The genre, subject matter and
content creation processes should be examined.

The first concern is whether the subject matter involves safety-critical
information. Information meant to be used in situations where the safety of the
end-user or others may be endangered is particularly risky due to the potentially
severe consequences (see Canfora and Ottmann 2018; Vieira, O'Hagan and
O’Sullivan 2020). As an example, Byrne (2007: 17) discusses a case where a
translation error in a product manual led to unsafe behaviour when the product
malfunctioned. Safety-critical information types would therefore be unsuitable
for delivery via raw MT (Nitzke, Hansen-Schirra and Canfora 2019; Canfora
and Ottmann 2020). Other content types less suited for MT would include
information with potential financial, legal or political ramifications (see Byrne
2007; Cismas 2010; Vieira, O’'Hagan and O’Sullivan 2020).

A second factor concerns whether the genre is conducive to producing high-
quality MT output. Although evidence on which genres lead to better MT output
is somewhat unclear, creative texts such as literature, marketing and advertising
are commonly suggested as poor candidates for MT (see Nitzke, Hansen-Schirra
and Canfora 2019 or, for an industry perspective, Densmer 2020). Conversely,
content types in which translations are required to follow the source text strictly
would be more suitable for MT.

A related factor is the content creation process. In general, content that is
created in a standard way is considered to be better suited for MT than content
that varies greatly (Nitzke, Hansen-Schirra and Canfora 2019). In contrast, using
raw MT to deliver content authored by a variety of people using non-standard
methods is riskier. Nitzke, Hansen-Schirra and Canfora (2019: 243) outline a
general rule that texts (and processes) suited for translation memories are also

good for MT if they do not contain other risks.

Contextual risk factors

To date, little attention has been devoted to the contexts in which MT is used,
although research suggests that context influences how people use and receive
raw MT (see Nurminen, 2021). Relevant contextual factors include the size of
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the intended group of end-users; their qualities, such as familiarity with the
subject matter and MT; their goals and processes when using raw MT; and
factors related to the environment in which MT would likely be used, including
access to possible auxiliary tools and materials.

The user’s knowledge of the subject matter can positively impact the
reception of raw MT (Nurminen 2021), whereas a low level of familiarity can
make MT gisting more challenging. For example, Nitzke, Hansen-Schirra
and Canfora (2019: 245) suggest that customer service agents could have
sufficient background knowledge to understand a question posed via raw MT
messages, but the customers who lack the same knowledge might have difficulty
understanding the agents’ machine-translated replies.

Another factor is the users’ MT literacy, meaning their knowledge regarding
how MT works, how it can be used and what the implications of using it are
(Bowker and Buitrago Ciro 2019). A low level of MT literacy could make the
users more prone to trusting MT uncritically, while a better understanding of
the technology can help them recognize potential errors. On the other hand, a
low level of MT literacy could be associated with a negative perception of MT
and cause the users to not accept MT use at all.

Contextual factors like the user’s goals are also important. If the user of the
raw MT will act on the information, for example, install an electronic device,
then defective translations in the user manual can lead to unsafe situations (see
Cismas 2010: 493; Byrne 2007: 17). Contextual factors may offer additional
considerations for safety-critical content. For example, a text of medium safety
risk might be considered less risky if the target audience has a high level of
expertise in the subject matter. Caution is required in such considerations,
however, because the audience and their level of expertise may not be fully
known to the organization (cf. Pym 2021: 451-2). The users” goals also impact
how acceptable they find raw MT. For example, users may be more accepting if
the purpose is to find practical information about services than if the information
somehow impacts the rights of a language minority (see Bowker and Buitrago
Ciro 2015).

Environmental factors such as access to other resources also affect the users’
means and motivation to verify raw MT output when they encounter an unclear
passage or suspected error (see Martindale 2020). The easy availability of
auxiliary language resources like glossaries or alternate translation versions — or
a colleague who speaks the source language - could help verify unclear passages.
Higher risk is involved if the end-users of the raw M T are assumed to work in an

environment without such verification aids.
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Risk analysis

Each identified risk is then analysed in terms of likelihood, potential
consequences and their severity. As noted, the main risk that someone may use
incorrect information delivered via raw MT and that may lead to consequences.
To define likelihood levels and types of consequences, the organization could
apply a risk matrix like the one outlined by Canfora and Ottmann (2019).

Likelihood of occurrence

The likelihood of a risk (in terms of an incident leading to some consequences)
can be categorized using different levels. For example, Canfora and Ottmann
(2019: 83) use the likelihood levels of very likely, probable, occasional, remote
and improbable. Estimating the likelihood of translation-related risks is
challenging because, beyond anecdotal reports, clear and reliable evidence of
faulty translations leading to severe consequences are difficult to find (Canfora
and Ottmann 2018; Byrne 2007: 3). Canfora and Ottmann (2018: 169) note
that this lack of information can be dangerous due to a human tendency to
underestimate the likelihood of (negative) incidents and ignore incidents with
low likelihood but potentially serious consequences.

As discussed earlier, likelihood of risk may be higher for some texts and
information types. Additionally, even within one text, certain parts might carry
higher risk than other parts (see Pym 2015). Another factor is the MT output
quality. Frequent MT errors increase the likelihood of faulty translations leading
to consequences. Conversely, fluent and believable MT output may increase
the likelihood that the user places unwarranted trust in the output. Finally, the
exposure of the translation needs to be considered, as the size of the audience
and number of languages affect the likelihood of an event.

Possible consequences

Asin the case of human translations, consequences arising from faulty M T output
can involve physical harm like injury and death, legal consequences, property
damage, financial damage, embarrassment, damage to reputation or trust and
impaired or prevented communication (see Byrne 2007; Cismas 2010; Canfora
and Ottmann 2018: 171; Canfora and Ottmann 2019: 81-2; Vieira, O’'Hagan
and O’Sullivan 2020: 10; Scott and O’Shea 2021: 26-7). Various consequences
are also tied to each other in that the same incident can cause more than one

consequence, and one consequence can lead to others.
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Impaired or prevented communication with the target audience could be caused,
on the one hand, by MT output that is difficult to understand or contains clear
errors. Conversely, impaired communication can be caused by output that is easy to
understand in that it is fluent, but it nevertheless contains errors. Neural machine
translation, which is currently the predominant MT technology in use, can produce
output that sounds fluent but that contains errors (see Martindale and Carpuat
2018). Both Martindale and Carpuat (2018) and Rossetti, O’Brien and Cadwell
(2020) found that fluent MT output engendered trust among MT users. Martindale
(2020: 25) identifies ‘believable output’ as a risk and defines believability as a
combination of fluency, plausibility and human judgement of credibility. Problems
can arise when texts contain translation errors, yet they are trusted by readers.

When someone uses information that is incorrect due to translation errors,
they may incur property damage, financial damage or physical harm, which
in turn can result in questions of liability and legal consequences for the
organization that provided the information. As noted by several researchers (e.g.
Canfora and Ottmann 2020; Vieira, O’Hagan and O’Sullivan 2020) currently
legislation is just starting to react to liability questions concerning MT, leading
to uncertainty in predicting and planning for potential consequences. Some
laws and regulations concerning human translation do exist (for a more detailed
discussion, see Byrne 2007), but it is unclear whether or which of these might
also apply in cases in which information is translated by a machine.

The final example risk could also be viewed as the consequence of all the
risks listed above. Impaired communication, damages to property or body, and
questions of liability can cause embarrassment and loss of reputation of the
organization. As illustrated by Zaveckaite and Ulbinaite (2018: 1336), although
language and translation are often seen as less important support features to the
main product or service, they have direct impact on how the user perceives that
product or service. If the end-user finds an error in the translation (see Pym 2015:
78), loss of credibility of the translation can potentially also affect the credibility
of the organization offering the information in the raw MT scenario (see Vieira,
O’Hagan and O’Sullivan 2020). In addition to a loss of reputation due to concrete
issues that end-users notice, an organization’s reputation might also suffer from
a general negative attitude towards MT. For example, Baumgarten and Cornella-
Detrell (2019: 18) discuss a case where translation errors drew negative attention
to the use of MT for translating subtitles in Catalonia, leading to backlash from
the viewers towards the TV channel. Also, simply the knowledge that MT has
been used may lead the users to perceive the content more negatively (Asscher
and Glikson 2021).
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Severity of consequences

Death and major physical harm are generally viewed as the most severe potential
consequences. Martindale (2020: 22) labels the most severe consequences
‘dangerous catastrophic failures’ while Google designates high-risk content as
YMYL or Your Money or Your Life (Google 2022: 26). Canfora and Ottmann
(2018: 176) deem fatal or lifelong injuries as most severe, followed by other
injuries, and then material or financial damage, legal consequences or damage
to reputation. If the same incident leads to multiple consequences, severity
should be assessed according to the most severe (see Canfora and Ottmann
2019). However, such severity categories are not straightforward and depend on
situational factors. Impaired communication is often considered the lowest in
severity, but in the voter information case discussed by Byrne (2007: 6), impaired
communication had rather important political ramifications.

How severe the consequences will be is affected by the various factors. As
noted previously, consequences can be particularly severe for safety-critical
content (see Canfora and Ottmann 2018). Even for a given content type,
consequences can vary from negligible to very severe depending on situational
factors (see Cismas 2010: 493). According to Martindale (2020), potentially
dangerous situations are characterized by ‘believable’ MT output, lack of means
or motivation to verify the output on the part of the users, and use cases where

the user will act on the information provided.

Risk evaluation

The risk analysis results are then evaluated against the risk criteria set earlier
(see section above on scope, context and criteria). Based on the risk likelihood,
potential consequences and their severity, as well as the organizations context
and risk appetite, the organization can decide that some risks may be tolerated
while others are not. Using a risk matrix (see Canfora and Ottmann 2019:
82-3), the organization might, for example, deem occasional risk with low-
impact consequences like impaired communication to be acceptable, but even
improbable risks with potentially catastrophic consequences to be unacceptable.
Pym (2021: 446) likens such evaluation to distinguishing ‘kittens’ (risks with low
likelihood and lesser impact) from ‘tigers’ (risks with high likelihood and severe
consequences): one can live with kittens, but protective measures are needed
with tigers.

Factors for this evaluation again include information type and content as

well as contextual factors. As noted, raw MT is better suited to low-risk texts
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(Nitzke, Hansen-Schirra and Canfora 2019: 242), and not advisable for safety-
critical information, at least until a clearer understanding can be formed of
its use and users. Evaluation might additionally include factors like resources
and time available for translation and expected life span of the translation (see
Nitzke, Hansen-Schirra and Canfora 2019: 244-5). However, decisions should
not be based on time or financial aspects alone. Finally, evaluation should
also balance the risks of providing raw MT against the risk that no translated
information is provided and the risks posed by customers turning to generic

online systems.

Risk treatment

Based on the risk evaluation, the organization can decide to avoid the risk, take
the risk, remove the risk source, change the likelihood or consequences of risk or
share the risk with other stakeholders. When risks are deemed unacceptable, the
primary way to avoid risk is to not use raw MT for a specific text type or purpose.
Conversely, if the risk level of raw MT is low enough to accept (cf. ‘kittens’ in
Pym 2021: 446; see also Canfora and Ottmann 2019), the organization can
decide to take the risk without additional measures. Removing the risk source
could mean changing the process so that the machine translation is checked by
humans, which differs from the use case in this chapter (see Nitzke, Hansen-
Schirra and Canfora 2019 for details).

The organization can also decide that the risk involved in raw MT use is
acceptable with some further treatment. The following sub-sections provide
examples of measures categorized as changing the likelihood or the consequences
of a risk or sharing the risk with other stakeholders. Effective risk management
generally requires combining multiple measures at different levels (Canfora
and Ottmann 2018: 179-80) and should account for user behaviour, such as
the tendency to use default options (see Canfora and Ottmann 2020: 65). Many
of the proposed measures could be implemented without a large investment of

resources.

Change the likelihood or consequences of the risk

The likelihood of a risk can be reduced by helping users achieve the best
possible understanding of raw MT content, and outcomes can be changed
by aiming to ensure faulty information will not lead to severe consequences.
To accomplish this, users could be encouraged to check an auxiliary source
to verify a raw MT text, or in critical situations, even be required to do so

BLO_05_TRCH_CO005_docbook_new_indd.indd 126 22-12-2023 20:24:05



Risk Management and Machine Translation 127

(see Martindale 2020: 38). What follows are examples of treatment options
organizations could consider.

Increase MT literacy among users. MT literacy can help raw MT users
understand risks, recognize common errors and follow best practices (Bowker
and Buitrago Ciro 2019; Nurminen 2019; Vieira, O’'Hagan and O’Sullivan 2019;
Martindale 2020). Organizations could embed information, tips and hints in
the interfaces through which users access raw MT, or even offer training in MT
use. Guidelines on using raw MT can also raise MT literacy and promote best
practices.

Show the source document. People using MT often translate from languages
in which they have some proficiency, and they tend to look at the source text
when reading raw MT. This can contribute to their ability to understand raw
MT (Nurminen 2019, 2020). Especially if the organization publishes content in a
language in which the target audience might have some proficiency (e.g. English),
users could benefit from having that language version easily viewable, either side
by side with the raw MT output, or by hovering the mouse over the corresponding
target passage.' Pictures and other multimodal elements of the source text also
provide important information when using raw MT (Nurminen 2019, 2020).
Some MT solutions translate full documents, showing the original multimodal
elements in place (e.g. Microsoft; see Doss Mohan 2021). Alternatively, users
should be given other ways to quickly refer to the source document.

Provide easy access to multiple MT outputs. MT users sometimes translate the
same text with different tools to improve their understanding of it (Nurminen
2019, 2020; Martindale 2020), and Gao et al. (2015) found that providing MT
users with two outputs is an effective way to improve understanding. Access to
multiple MT outputs could be offered by embedding a second MT tool directly
into the interfaces used to access raw MT (see an example in Nurminen 2019:
37). Another option is automatically generating output with multiple engines
and showing all outputs to end-users (Martindale 2020).

Provide access to other language resources. Verifying the correctness (or
incorrectness) of specific words or passages can be helpful in MT gisting.
The organization can encourage such verification by providing easy access to
resources. For example, the organization’s own glossaries could be translated (by
humans) into the languages in which raw MT is delivered and opened to end-
users. Technology could also be used to highlight terms or offer links between
source and target versions of terms. Integrating access to freely available
resources such as online dictionaries can also enable easy verification of raw MT
content (Martindale 2020: 41).
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Help users recognize errors. Some technological solutions can flag output with
potential errors. For example, MT confidence estimation (or quality estimation)
produces an automatically estimated score for the quality of a translated piece
of text (see Guerberof 2020: 347). Highlighting passages with low scores can
prompt MT users to approach them with caution and verify the information
(Martindale 2020: 42).

Offer an alternative path to information. Whenever possible, MT users should be
offered a second way to get information in case of MT failure. Commonly, people
are offered the option of contacting support services, and this should continue to

be an option even after information is delivered in users’ own languages via M T.

Share the risk

The organization can also decide to share the risk with other stakeholders, most
importantly, with the people reading the raw MT content. Sharing the risk means
ensuring that the end-user is aware of the risk and obtaining confirmation of
that awareness for reasons of liability. The following are examples of treatment
options organizations could consider.

Make MT transparent. People should always be aware that they are reading
raw MT output. If users request MT themselves, they are naturally aware
of it, but if they are offered pre-translated content, it may not be obvious to
them. Therefore, clear labels and disclaimers are needed. People might also
save machine-translated documents for future use or share them with others
(Nurminen 2020). Therefore, raw MT should be properly labelled as such.
Disclaimers, explanations and warnings placed in critical points of the end-
user’s process of accessing raw MT are also important for increasing MT literacy
among users (see previous section).

Confirm that end-users are aware of risks. Asking end-users to confirm that
they understand the risks involved in using raw MT might be appropriate in
addition to warnings and disclaimers. For example, users might be required to
check a box confirming their understanding before proceeding to raw machine-
translated content.

Change the external environment. Sharing risks could also mean joint risk
management initiatives with other organizations that deliver content as raw
MT. For example, organizations in an industry might join forces to implement
industry-wide guidelines and best practices for raw MT publishing, develop
MT literacy programmes, sponsor sessions on MT gisting in conferences and
user group meetings, or even introduce legislation if needed (Canfora and
Ottmann 2020).
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Monitoring and review, recording and reporting

An important part of the risk management framework in ISO 31000 is the
ongoing monitoring, review and reporting of risks and risk treatment. Explicit
and transparent communication about risks is important (see Zaveckaite and
Ulbinaite 2018: 1338) for monitoring. People within the organization should be
encouraged to report any MT-related problems or errors they notice themselves
or encounter in customer comments. For human translation, translators
themselves are in key positions to report translation errors, including near-
misses that were caught during revision (see Canfora and Ottmann 2018:
178), but no such revision stage exists for raw MT use. For this reason, it is
vital to proactively collect feedback and experiences from the end-users of the
organization’s machine-translated texts, for example, in the form of surveys. The
organization should also implement easy procedures for end-users to report
MT errors and encourage them to use this option regardless of whether major
consequences occurred.

It is also important to establish clear procedures for identifying incidents
involving raw MT use. This will provide the organization valuable information
on risks and consequences, and will facilitate the assessment of the effectiveness
of risk treatment. Canfora and Ottmann (2018) propose a process for
monitoring and analysing incidents related to human translation, and a similar
process could be applied to the raw MT situation. In addition to major incidents
where more or less serious consequences have occurred, Canfora and Ottmann
(2018: 181) emphasize the importance of analysing ‘near-miss’ incidents
where a translation error could have caused a potentially hazardous situation
even if no consequences occurred. For example, a customer might report on
a translation mistake they encountered in the raw MT that would have led
to severe consequences if not noticed. Observing and analysing such cases is
important because near-misses and major incidents share the same root causes,
and addressing the causes helps reduce the likelihood of more serious events
(Canfora and Ottmann 2018: 172-3).

Risk management in action: The case of patent professionals
To illustrate the principles of risk management, this section examines the use of

raw MT for information in a real-life use case involving patent professionals in

the intellectual property rights (IPR) field. This group has actively relied on raw
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MT to understand patent documents needed in their work for approximately
a decade (Nurminen 2019: 32). The background for our discussion of risk
management is formed by a study conducted in 2018-19 by Nurminen, who
interviewed nine Scandinavian patent professionals about how raw MT is used
in their working environments (for more detailed results, see Nurminen 2019,
20205 2021).

In an IPR process such as patenting an invention or defending a patent, one
of the most important tasks of patent professionals is to review all potentially
relevant patent documentation. This review can involve hundreds of documents
in various languages. Documents written in languages the patent professional
does not speak are read as raw MT, and the goal is to understand each document
well enough to evaluate whether it is relevant to the IPR case or not. If raw MT is
not sufficient for making this decision, patent professionals can request a human
translation. However, time and costs limit the number of documents that can be
translated by humans. On the other hand, overlooking a relevant document can
lead to negative consequences and is considered one of the main risks patent
professionals face. These conflicting needs and risks are weighed against each
other when deciding whether to rely on raw MT or choose human translation.

Nurminen (2019) concluded that this decision-making was a process of
risk assessment. Although the process was described as more informal and
manifested through patent professionals’ own thought processes and discussions
with their colleagues, the way risks are evaluated and weighed against benefits
nevertheless reflects more formalized risk management principles. In what
follows, we examine the use of raw MT by patent professionals through the lens
of the risk management principles presented in this chapter.

To begin with, the patent professionals displayed a good knowledge of
the scope and context in which they evaluated risk in decisions concerning
translation. They discussed their own organizations’ views on risk and were
aware of the criteria that determined if risks were acceptable. They also displayed
a familiarity with the external context of IPR work and its various stakeholders
and processes.

When faced with the need to understand a potentially relevant patent
document written in a foreign language, patent professionals described
identifying the risks of using raw MT. For example, they pinpointed risk factors
related to the IPR process in which the document would be used and risks related
to their own initial understanding of the machine-translated version. They then
analysed the identified risks, considering likelihood and potential consequences,
as in this example that was voiced by informant #4 in Nurminen (2019: 36):
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If we make the wrong decision and allow a product to the market which does not
have freedom to operate, there is a risk of using time and money and goodwill in

a court case and potentially being responsible to cover the damages of a client.

Finally, they evaluated the identified risks against their organizations’ risk
criteria and decided whether to rely on the machine-translated document or to
incur further time and cost by ordering human translations.

If the treatment decision was to take the risk by relying on raw MT, patent
professionals might continue to try and achieve a better understanding of the
raw MT document in question, for example, through discussions with technical
experts or accessing further material such as multimodal components of the
original patent document (see Nurminen 2019: 37). In the IPR context, the risk
of using raw MT is always shared through full transparency. All stakeholders are
kept fully aware of the general use of raw MT and of which texts are authored by

humans and which are raw MT.

Conclusion

This chapter set out to examine risks and risk management in situations where
an organization intends to deliver information to end-users as raw MT. Such
practices are still relatively new but will likely increase as technology advances
and people adjust to new ways of communicating and receiving information.
Although such practices offer the benefit of making more information available
in more languages to more people, those benefits must nevertheless be weighed
against risks. As illustrated in this chapter, applying the risk management
principles and framework defined in ISO 31000:2018 can help organizations
identify and analyse potential risks, evaluate whether the risks are acceptable,
and determine how to treat the risks. Examples of risk factors, analysis and
evaluation criteria, and proposed treatment options are provided in various
sections of the chapter and illustrated with the real-life use case of MT gisting
by patent professionals. Nevertheless, we emphasize that risk management
requires analysis of the organization’s specific operating context and active
communication with a diverse group of stakeholders.

Although risk management can offer a lens through which translation
processes and actions can be analysed, as suggested by Pym (2021: 447) and
Nurminen (2021), risk management in the specific context of content delivery
using raw MT has to date gone unexplored. This chapter contributes a new
viewpoint to considerations of risk in various types of translation and contributes
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to practical risk management planning and decision-making in organizations
that use raw MT to deliver content or are considering doing so.

The nascent nature of research on MT gisting and its inherent risks means
that our approach focuses more on initiating a conversation than offering final
solutions, and we look forward to further discussions and contributions on the
topic. Future research could concentrate on examining specific areas of risk
management in greater detail. Additionally, empirical investigations into how
risk is conceptualized in actual environments in which content is delivered as

raw MT would be welcome.

Note

1 For example, the European Patent Office’s MT tool, Patent Translate, has this
function.
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