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Abstract: The number of embedded devices connected to the Internet in 2023 has grown upto 15 billion
devices. Already in 2020, the global amount of data generated daily was roughly 2.5 Exabytes and a large
portion of this is from IoT devices. A significant amount of the data is generated by measuring biosignals,
from which all this data cannot be transferred to cloud servers for processing and storage. Some processing
to reduce data must be done already at the system edge. This paper proposes an architecture for a fog
computing platform suitable for wearable biosignal monitoring. We also demonstrate one implementation

for ECG monitoring.
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1. INTRODUCTION

The number of embedded devices connected to the Internet has
grown fast with a compound annual growth rate (CAGR) of
19%. In 2023 there are already close to 15 billion networked
devices, 50% of all Internet connections. These IoT devices
are compact embedded systems containing sensors and/or
actuators for environmental interaction, computational
resources for data processing, and machine-to-machine
(M2M) communication capabilities. Household appliances
represent 50% of all devices. Also, there are close to 9 billion
handheld or personal mobile-ready devices and 4.4 billion
mobile M2M connections. (Cisco, 2020) Already in 2020, the
global amount of data generated daily was roughly 2.5
Exabytes (Khan, T.M. et al., 2020) and a large portion of this
is from IoT devices. A significant amount of the data is
generated by measuring different biosignals. All this data
cannot be transferred to cloud servers for processing and
storage. Some processing to reduce the data must be done
already at the system edge, i.e., in the IoT nodes or the
gateways. We propose an architecture for a fog computing
platform especially suitable for wearable biosignal monitoring
applications.

2. METHODS
2.1 Architecture

The proposed architecture for the IoT-based Biosignal
Monitoring System is shown in Fig. 1. The sensing layer
encompasses the edge nodes responsible for gathering
biosignal data. These comprise microcontroller units and
sensors e.g. ECG (Electrocardiogram), EMG
(Electromyogram), or EEG (Electroencephalogram). We
opted for the ESP32C3 Dev Module as the microcontroller unit
and the AD8232 SparkFun Single Lead Heart Rate Monitor
Sensor as the sensor. The collected sensor data is then
transmitted via BLE (Bluetooth Low Energy) to the gateway
module, where it undergoes further processing before being
relayed to the IoT cloud platform over Wi-Fi for storage and

long-term analysis. We chose the Raspberry Pi 3B+ (RPI) for
the gateway module, constituting the network layer. To
visualize and store the sensor data, we utilized the
ThingsBoard IoT Cloud Platform.
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Figure 1. General architecture of the biosignal monitoring
platform

2.1.1 Sensing layer

IoT nodes typically are resource-limited, low-power and
battery operated, with dynamic wireless connections and real-
time intermittent operation, have small physical size, are light,
cheap, exist potentially in large numbers, and have various
interfaces (AD, DA, digital-IO, primitive UI). Selecting the
appropriate System-on-Chip (SoC) for the IoT nodes is pivotal
in wearable technology, particularly for biosignal sensor
devices. The SoC acts as the heart of the device, dictating its
performance, energy efficiency, and overall usability. The
ESP32C3 Dev Module, chosen for its Xtensa LX6 32 Bit
architecture, high processing speed of upto 160 MHz, and
advanced 12-bit SAR ADC, was employed in the pilot phase
due to its efficient power consumption, Bluetooth 5.0 LE
support, its ease of use with an extensive available code base
and alignment with initial project requirements.

In subsequent phases, a transition to more specialized SoCs
like Ambiq Apollo 4 Blue, Nordic nRF52, or TI CC2640 is
considered, emphasizing energy efficiency and enhanced
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processing capabilities to meet the evolving demands of
wearable monitoring systems integrating machine learning
algorithms.

2.1.2 Network layer

Gateways play a vital role in IoT systems primarily due to their
ability to bridge diverse communication protocols and network
architectures together with higher processing and storage
capabilities compared to IoT nodes. In our ECG monitoring
system, gateways facilitate seamless communication between
low-power sensor nodes and remote servers or cloud
platforms. They collect data from multiple sensors,
standardize it, and transmit it efficiently to the central data
processing unit. Additionally, gateways often serve as
intermediaries for data preprocessing, ensuring that only
relevant and processed data is transmitted, reducing network
congestion, and optimizing bandwidth usage. This pivotal role
of gateways enhances the scalability, reliability, and efficiency
of IoT systems, making them indispensable components in
complex sensor networks.

The Raspberry Pi 3B+ (RPI) was selected as the gateway
module for its robust processing power, featuring a 1.2GHz
quad-core ARM Cortex-A53 CPU, ideal for managing the
biosignal data. Its integral Wi-Fi and Ethernet connectivity
options seamlessly integrate it into local networks and enable
communication with IoT cloud platforms. Moreover, the
onboard Bluetooth 4.2 and BLE support enable interaction
with low-power BLE-enabled edge nodes, making it a pivotal
component in the monitoring system.

In the biosignal monitoring system, the gateway plays a pivotal
role not only in data transmission but also in data analysis and
anomaly detection. RPI receives data from resource-
constrained IoT nodes as byte arrays through BLE. Upon
receiving data RPI conducts meticulous data processing and
filtering procedures. During this stage, the system implements
various checks and algorithms to detect abnormal biosignal
values. If any anomaly is detected, alarms are generated, both
at the cloud level and at the sensor node level, alerting medical
professionals and patients in real-time.

A decision was made to leverage the Raspberry Pi as the
gateway, offloading Wi-Fi functionality from the sensor
nodes. This choice arises from the power-intensive nature of
Wi-Fi modules, which could drastically shorten the
operational lifespan of battery-powered sensor nodes. By
centralizing Wi-Fi communication on the Raspberry Pi, we
conserve vital energy on the sensor nodes. The Raspberry Pi,
acting as the gateway, then relays the processed ECG data to
the ThingsBoard cloud securely over Wi-Fi using the MQTT
application layer protocol. To fortify data security and protect
sensitive patient information, TLS encryption is implemented
atop MQTT. This ensures a robust layer of security for the
exchanged data.

The implementation of fog computing enhances the system's
efficiency. Fog computing involves the deployment of
computing resources closer to the data source, reducing
latency and optimizing data processing. In our context, RPI as
a fog computing node, performs initial data analysis and

anomaly detection on-site. This localized processing
significantly reduces the amount of data sent to the cloud,
minimizing bandwidth usage, and ensuring faster response
times. Furthermore, it ensures continuous monitoring even if
there are network connectivity issues, enhancing the reliability
of our ECG monitoring system.

2.1.3 Cloud layer

After considering several cloud platforms, we chose
ThingsBoard as the IoT cloud platform for our ECG
Monitoring System based on its flexibility, stand-alone
operation, easy set-up, and low cost. It enables real-time
visualization of biosignal sensor data through customizable
dashboards. This platform seamlessly handles JSON message
exchange, ensuring efficient communication with MQTT
brokers. Its scalability accommodates the network's growth,
while robust device management capabilities facilitate remote
monitoring and configuration. Furthermore, ThingsBoard's
emphasis on data security, and integration with various
hardware devices, and protocols ensures seamless and secure
management of biosignal data, aligning perfectly with the
complex requirements of the monitoring system.

2.2 Communication
2.2.1 Sensing layer to network layer

Short-range protocols are essential for communication
between sensor nodes and gateways due to their localized and
focused data exchange. In healthcare applications, where
precision, low latency, and energy efficiency are critical, short-
range protocols, particularly BLE, provide optimal solutions
when compared to other contenders such as Zigbee and RFID,
see Table 1.

Table 1. Wireless networks comparison

Criteria BLE Zigbee RFID
Power Low Moderate | Low to
Consumption Moderate
Data Rate Moderate (1 High (250 | Low (Up to
Mbps) kbps -2 424 kbps)
Mbps)
Range Short to Moderate | Short (Up to
Moderate (Up | (Up to 10m)
to 100m) 100m)

Topology Star, Mesh Mesh Point-to-
point, multi-
tag

Interference Low Moderate | Low

Susceptibility

Implementation Low Moderate | Low

Complexity

BLE excels due to its low power consumption and higher data
rates in comparison to its contenders, making it ideal for
battery-operated devices like our ECG sensors. Its moderate
data rate ensures timely transmission of ECG data without
overwhelming the network.
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2.2.2 Network Layer to IoT Cloud Platform

Wi-Fi was chosen as the communication interface between
RPI and the cloud platform. Wi-Fi operates on the TCP/IP
stack ensuring that data packets are efficiently routed and
delivered to their intended destination, enhancing the overall
reliability and integrity of the communication process.
Furthermore, Wi-Fi offers robust, high-speed data
transmission over long distances, making it ideal for our
application which requires continuous and large-scale data
exchange capabilities.

Data exchange between devices and the ThingsBoard platform
occurs through the MQTT (Message Queuing Telemetry
Transport) protocol. MQTT is a lightweight messaging
protocol ideal for IoT applications. It facilitates efficient, real-
time communication between devices and servers. In our
project, MQTT serves as the backbone, ensuring seamless
transmission of vital data such as biosignal readings. Its low
bandwidth usage, reliability in unstable networks, real-time
capabilities, and support for secure, encrypted communication
make MQTT the ideal choice as compared to its competitors
e.g., CoAP (Constrained Application Protocol), HTTP
(Hypertext Transfer Protocol) etc. as can be seen in Table 2.

Table 2. Data transfer protocols comparison

Protocol MQTT CoAP HTTP

Efficiency | Low Uses UDP Higher bandwidth
bandwidth for reduced | usage, especially for
usage overhead large payloads

Reliability | Reliable Limited Reliable, but with
delivery reliability, variable latency and
(QoS UDP-based | connection
levels) overhead

Real-time Real-time Limited Limited real-time
support real-time support due to the
with support, request-response
minimal often event- | model
latency driven

Security Secure Secure Secure (HTTPS)
(TLS/SSL) | (DTLS) encryption, standard
encryption encryption | for web

communication

RPI, acting as the MQTT client, sends biosignal data to
ThingsBoard via MQTT. Using predefined topics, RPI
publishes the data, which ThingsBoard subscribes to.
ThingsBoard processes this data, enabling real-time
visualization, data analysis, and triggering of alerts or
notifications based on predefined rules. In MQTT
communication, the hierarchical structuring of topics is
pivotal, enabling the organized transmission of data. This
hierarchy ensures streamlined data routing, allowing devices
to subscribe to specific topics of relevance.

MQTT, being at the application layer, is independent of the
underlying network technology. This independence allows
MQTT to be used over various transport mechanisms. MQTT
messages are created and understood in the same way

regardless of whether the network is Wi-Fi, Ethernet, or
cellular.

2.3 Software
2.3.1 Data Exchange between IoT Nodes and RPI

In the communication model for RPI and sensors, data is
exchanged through structured byte arrays. The packet format
includes a command and associated data. CRC (Cyclic
Redundancy Check) checksum is used to detect errors in the
transmitted data. Notably, this approach minimizes bandwidth
usage on both BLE channels and RF transceivers, significantly
reducing power consumption during transmission compared to
utilizing string data types.

All the features of the biosignal are updated on different BLE
characteristics which are then read by the gateway device. The
features can be disabled and enabled directly from the
ThingsBoard Dashboard. These BLE characteristics are
constant for all edge nodes. The edge node responds to these
commands in a similar fashion. The response data in the byte
array is a single byte indicating a successful or a failed
operation. A response is essential for each command sent from
the Raspberry Pi to ensure that the transmission is successful.

2.3.2 Data Exchange between RPI and Cloud

In the context of data exchange between the gateway module
and ThingsBoard, the established message exchange format is
JSON (JavaScript Object Notation), a widely adopted practice
in IoT applications. JSON serves as a lightweight data-
interchange format characterized by its ease of readability and
writability for humans, as well as its simplicity for machines
to parse and generate.

For the monitoring system, opting for JSON offers several
advantages over other formats ensuring streamlined
communication and system efficiency. This can be illustrated
by drawing a comparison between JSON and another widely
used format XML (Extended markup language), Table 3.

Table 3. Comparison of data formats

Aspect JSON XML
Ease of Human- Clear, Concise, and Tag-based
Readability Readable Syntax Structure, Prone to
Verbosity
Data Parsing Minimal Data Redundant Tags,
Efficiency Repetition, Easier to | Requires Complex
Parse Parsing Logic
Payload Size Compact and Larger Payloads,
Lightweight Due to Tag
Repetition

Processing Speed

Faster Parsing due
to Simplicity

Slower Parsing,
Heavier Structure
to Interpret

Transmission

Data Exchange Reduced Higher Bandwidth
Overhead Bandwidth, Usage, Increased
Efficient Overhead

JSON messages encapsulate biosignal telemetry data and are
transmitted over MQTT channels. The gateway encodes the
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data and publishes messages to specific MQTT topics.
ThingsBoard, acting as an MQTT broker, subscribes to these
topics. Upon reception, ThingsBoard processes the JSON
messages, storing them in the database for real-time
visualization and analysis. Furthermore, command messages
from  ThingsBoard, specifying actions such as
enabling/disabling specific telemetry features, are transmitted
back to devices using similar JSON over MQTT structure.

A typical update message transmitted from the gateway
module conforms to the following structure:

{

"device": {

"id": 0xC7,
thpe": VIECG"

}’

"telemetry": {
"ecg_value": 2039,
"heart_rate": 60,
"rr_interval":78

}’

"timestamp": 1635258000

H

Within this structure, the "device" field encapsulates pertinent
details about the device dispatching the data, encompassing an
"id" and a "type". The "id" serves as a unique identifier for the
edge node transmitting the data. The "telemetry" section
contains specific information regarding data transmitted by
ECG sensors. Each update message is accompanied by a
timestamp.

The ThingsBoard platform is equipped to transmit data to the
gateway module in a JSON format, allowing the IoT platform
to exercise control over edge nodes or communicate
information about newly added nodes within the IoT network.
A typical control message from ThingsBoard appears as
follows:

{

"device": {
"id": 0xC7,
"type": ||ECGH

}’

"command": {
"type": 0
"enable ecg": 0,
"enable_heart_rate": 1,
"enable_rr_interval": 0,
"enable led": 1

}
}

In this message, the intended edge node is identified through
the "id" field. The "command" field specifies the operations to
be executed on the edge node. A control operation specifies
that the command is related to controlling the edge node. The
system configuration specifies that the command is related to
performing configuration operations such as adding/removing
edge nodes.

The logic for evaluating these signal values is implemented
through Rule chains in ThingsBoard, allowing for

sophisticated decision-making and automation within the IoT
system.

2.3.3 Gateway Software

The essence of our system lies in the software operating on the
Gateway module. BLE communication is facilitated through
the Bleak asynchronous Python library, ensuring seamless data
exchange. To bridge the gateway-ThingsBoard connection,
protocol translation algorithms convert raw byte arrays into
JSON format, ensuring compatibility and efficient data
transmission. The Paho MQTT library establishes a robust
connection with the MQTT broker on ThingsBoard.

The core functionality involves scanning for edge nodes, each
defined in a JSON configuration file within RPI. Successful
connections trigger data processing and rapid transmission to
ThingsBoard, where it is displayed on a customized
dashboard, providing real-time insights.

A specialized biosignal data handling class takes center stage,
inheriting essential functionalities from the BLE interface
class. This design choice ensures a dynamic system
architecture, allowing seamless integration of diverse health
devices in the future, enhancing adaptability, and expanding
capabilities as new technologies emerge.

2.3.4 Cloud platform

For real-time data analysis, we used MQTT allowing
messaging between device to cloud and cloud to device. For
reliable message delivery, MQTT Broker with quality-of-
service levels: 0 - at most once, 1- at least once was used.
ClientID was used for connecting with ThingsBoard following
the modern authentication protocol OAuth.

Every message has a topic, based on which the message can be
processed further by the Broker. Additionally, each message
payload data. The MQTT payload is not bound to a certain
structure and can be designed freely. However, it is helpful to
specify a particular structure for the message content so that it
can be read by other devices and JSON was chosen. A defined
structure enables smooth internal communication as soon as
all devices and software communicate with the same structure.

ThingsBoard supports important alarm types. Alarms can be
configured to e.g., notify the health care professional when a
heart rate anomaly is found. Alarm notifications can also be

sent via email.

3. RESULTS AND ANALYSIS
3.1 ECG signal

To demonstrate the flexibility of the developed biosignal
monitoring platform concept, a system measuring single-
channel ECG was implemented. ECG monitoring and analysis
represent pivotal methodologies in the domain of
cardiovascular disease detection and diagnosis. Given the
global prevalence of cardiovascular diseases and their
association with sudden, life-threatening events, the timely
and precise identification of these conditions carries
paramount importance. (Acharya et al., 2017)
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The ECG signal serves as a dynamic representation of the
intricate electrical processes within the heart. The voltage
fluctuations observed in this signal originate from the action
potentials generated during the rhythmic contraction of cardiac
cells. The signal comprises distinctive components, consisting
of the P wave, QRS complex, and T wave, along with crucial
segments, such as the ST segment, RR interval, PR interval,
and QT interval. These components and segments are
explained in Table 4. Also, other essential physiological
parameters, including heart rate (HR) and heart rate variability
(HRV), can be obtained from ECG analysis. (S6rnmo ef al.,
2005)

Table 4. Definitions of ECG components and segments

P wave sequential atrial
depolarization

Ventricular depolarization

QRS complex

T wave

Ventricular repolarization

Interval, while ventricles are
in a depolarized state

ST segment

RR interval Length of the ventricular

cardiac cycle

PR interval Time between the beginning
of atrial depolarization and
the beginning of ventricular

depolarization

QT interval Time between the beginning
of ventricular depolarization
and completion of ventricular

repolarization

One of the most used values from the ECG signal are the HRV
and ST segment values in diagnosing and detecting diseases
(Sérnmo et al., 2005; Khan M.G., 2008). HRV is used to
determine the function of the autonomic nervous system
(ANS). It has a crucial role in detecting arrhythmia which is an
abnormal cardiac rhythm. The assessment of HRV is based on
RR intervals, which can be obtained through the detection of
QRS complexes. HRV can be quantified either in the time
domain, yielding parameters like the standard deviation of
normal-to-normal (NN) intervals (SDNN), the root-mean-
square of successive differences of adjacent NN intervals
(RMSSD), and the percentage of pairs of adjacent NN
intervals differing by more than 50 ms (pNN50). (S6rnmo et
al., 2005; Lu et al., 2009) Alternatively, HRV quantifications
can be performed in the frequency domain, providing
parameters such as low frequency (LF), high frequency (HF),
and the LF/HF ratio (Lu et al., 2009). Furthermore, changes
observed in the ST segment of the ECG signal offer an early
indication of conditions such as acute myocardial infarction
and myocardial ischemia (Khan M.G., 2008). Myocardial
infarction results from the abrupt and sustained cessation of
blood flow, often due to coronary artery arteriosclerosis
leading to death of some heart cells. In the case of myocardial
ischemia, reduced blood supply leads to the deprivation of
cardiac cells from oxygenated blood being caused by the
narrowing of one or more coronary arteries. (Sérnmo et al.,
2005)

Contemporary research has harnessed the power of machine
learning and deep learning techniques to detect arrhythmia
from heart rate and HRV data. This application is particularly
relevant in the context of wearable devices, where signal noise,
accuracy, and limited memory and battery resources present a
persistent challenge. (Itzhak et al, 2022) Additionally, the
integration of convolutional neural networks (CNN) and deep
learning approaches has gained prominence. These techniques
hold significant value in diagnosing various stages of ECG
abnormalities. It’s important to detect for example whether the
abnormalities are life-threatening or not, for further action.
The development of computer-aided diagnosis systems has
enabled rapid and precise ECG analysis, lightening the load on
cardiologists since it might be hard to detect abnormal
differences since the signal can be noisy. Such
implementations offer efficient, cost-effective solutions
compared to conventional diagnostic methods. (Acharya et al.,
2017)

3.2 ECG measurement circuit

During our implementation, we opted for the AD8232 as our
ECG measurement solution. Our choice was driven by several
factors, including cost-effectiveness, seamless compatibility
with our chosen microcontroller, and the presence of
functionalities vital for processing ECG signals. The AD8232
is also capable of measuring other biopotentials but in our case,
we were focusing on ECG. This device features a total of nine
connection points, SDN, LO+, LO-, OUTPUT, 3.3V, GND,
RA (Right Arm), LA (Left Arm), and RL (Right Leg), from
which we were using all of them excluding SDN, LO+, and
LO-. (SparkFun Electronics, 2023)

To validate the operability of our design, we utilized a
Multiparameter Simulator MS400, capable of generating
various physiological signals, including ECG. We conducted
simulations by connecting the simulator's output to the RA,
LA, and RL pins of the AD8232. This configuration emulated
the signal acquisition process as it would occur with actual
human electrode connections. We established connections
with ESP32 by linking the 3.3V and GND pins of the AD8232
to their counterparts on the ESP32. The vital output signal
from the AD8232 was connected to PIN 2 of the ESP32.

One critical aspect of the AD8232 is its capability to amplify
and filter the incoming signal. The device incorporates a high-
pass filter designed to prevent amplification of the electrode
half-cell potential. Simultaneously, a low-pass filter is
employed within the AD8232 to mitigate noise, enhancing the
clarity and reliability of the ECG signal. Furthermore, the
ADS8232 incorporates specialized amplification circuitry for
the "driven right leg" connection, effectively countering
common-mode voltage interference originating from the
coupled powerline. This feature is paramount for achieving
accurate and artifact-free ECG recordings in real-world
scenarios. (SparkFun Electronics, 2023)

In conclusion, our selection of the AD8232 in conjunction with
the ESP32 microcontroller, has proven to be a robust and
versatile solution. The AD8232's inherent functionality, signal
processing, and noise-reduction features have significantly
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contributed to the reliability and efficacy of our ECG signal
acquisition.

3.3 ECG signal processing

The software on the IoT node encompasses functionalities
designed for BLE communication, signal detection, and the
computation of essential signal-derived parameters. Upon
power supply connection, the ESP32 begins to receive signals
from the AD8232, Fig. 2. If the output signal falls below 2.0V,
it signifies the absence of an ECG signal, prompting the code
to display "No signal!" on the serial monitor. Upon signal
detection, the code initiates the display of ECG values on the
Serial plotter and commences R-peak detection. A signal value
exceeding 3.0V serves as an indicator of the presence of an R-
peak. Only one R-peak is detected per heartbeat. Upon each R-
peak detection, the code calculates the RR interval by
subtracting the time of the last detected R-peak from the
current time. This RR interval is then used to compute the heart
rate in beats per minute.
@
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Figure 2. Real-time ECG data at the IoT node

In the event of an RPI connection to the ESP32 and the receipt
of a command from the RPI to transmit values, the ESP32
begins to send the RR-interval and heart rate values to the RPI
over BLE. Additionally, the code includes a validation
function to check if the heart rate falls below 60 BPM or
exceeds 100 BPM, indicating an irregular resting heart rate
that may signal an underlying medical condition. In such cases,
the ESP32 extends its data transmission to include ECG signal
values. RPI single board computer is connected to the
university wireless network. The ThingsBoard cloud platform
is used remotely with dashboards created for real-time ECG
information, Fig. 3.

While the code is primarily designed for ECG signals and the
AD8232/ESP32 combination, it can be readily adapted to other
signals, such as those from the Nicla Sense Me board (Bosh
Sensortec). This versatility allows for the detection and
transmission of various data types, such as temperature,
humidity, and motion parameters, over BLE.

WTECC Monitor = (O Rustime Mstsecond 1 |/ Foumede s H+3

ECG Value Heart Rate

. RRInterval
A V)

2537 mV 334 ms 180 bpm

Figure 3. ECG data on the ThingsBoard dashboard

4. CONCLUSIONS

The implementation of the biosignal monitoring system,
focusing initially on ECG, highlights the system's adaptability
to incorporate various biosignals and sensors in real-world
scenarios. Data processing at different levels (IoT node,
gateway, and cloud platform) balances the response time,
energy consumption, and the complexity of algorithms. IoT
node operates at <100ms time scale, the gateway at 1 - 10s
time scale, and the cloud platform will react in >10s to real-
time triggers and can also analyze long-term trends in the
signals. The energy consumption of the IoT node is minimized
by moving all but the lowest level data processing to the
gateway and transmitting only the biosignal data when it is
needed for further analysis. The gateway is connected to the
mains power which allows for running more complex and
power-consuming algorithms on a multicore processor. Using
a cloud platform for long-term storage and analysis enables
collecting information from several instances of the
monitoring system and correlating the data with the
cumulative database.
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