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ABSTRACT

Tatu Niemi: Wheeled dual-arm robot manipulator: design and integration
Master’s thesis

Tampere University

Degree Program in Automation Engineering, MSc.

January 2025

This thesis focuses on the design and integration of a wheeled dual-arm robotic manipulator,
combining a mobile platform, dual robotic arms, and state-of-the-art technologies such as artificial
intelligence (Al) and autonomous navigation. The research addresses the unique challenges as-
sociated with developing a modular and functional system that integrates mobility, dexterity, per-
ception, and interaction capabilities.

The robot design, based on the MiR200 mobile platform and UR5e robotic arms, required
innovative solutions to balance payload capacity, stability, and power efficiency while maintaining
operational flexibility. A key contribution of this thesis is the modular mechanical design, optimized
for adaptability and ease of assembly, using Vention's advanced design tools and lightweight
aluminum components. The iterative design process considered factors such as the robot's center
of mass, structural stability, and integration of electronic systems.

The integration process explored software frameworks, particularly ROS2, to enable seamless
communication and coordination between the robot's components. Emphasis was placed on
safety features and human-robot interaction, ensuring that the system complies with stringent
industry standards and supports collaborative applications in shared environments.

Through simulation, hardware testing, and real-world implementation, the research demon-
strates the robot's capabilities in performing complex tasks with precision and reliability. Potential
applications include manufacturing, logistics, healthcare, and research, where the combination of
mobility and dexterous manipulation offers significant operational benefits.

This work provides a comprehensive scheme for the development of modular, autonomous
robotic systems, addressing both technical and practical challenges. The findings contribute to
advancing the field of robotics, paving the way for more versatile, intelligent, and human-centered
robotic solutions.

Keywords: robotics, URSe, humanoid, human-robot interaction, modular design, cobot, dual-
arm, manipulator, ROS2, autonomous, Al
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Tama diplomityd keskittyy pyorilla varustetun kaksikatisen robottimanipulaattorin suunnitte-
luun ja integrointiin yhdistden mobiilialustan, kaksoisrobottivarret ja huipputeknologiat, kuten te-
koalyn (Al) ja autonomisen navigoinnin. Tutkimus kasittelee ainutlaatuisia haasteita, jotka liittyvat
sellaisen modulaarisen ja toimivan jarjestelman kehittdmiseen, joka yhdistaa liikkuvuuden, kate-
vyyden, havainnoinnin ja vuorovaikutuskyvyt.

MiR200-mobiilialustaan ja UR5e-robottikasivarsiin perustuva robottisuunnittelu vaati innovatii-
visia ratkaisuja hydtykuormakapasiteetin, vakauden ja tehokkuuden tasapainottamiseksi samalla
kun toiminta joustavuus sailyy. Taman diplomitydn keskeinen panos on modulaarinen mekaani-
nen rakenne, joka on optimoitu mukautuvuuden ja asennuksen helpottamiseksi kayttamalla Ven-
tionin edistyneita suunnittelutydkaluja ja kevyita alumiinikomponentteja. Iteratiivisessa suunnitte-
luprosessissa huomioitiin muun muassa robotin massakeskipiste, rakenteellinen vakaus ja elekt-
ronisten jarjestelmien integrointi.

Integraatioprosessissa tutkittin ohjelmistokehyksia, erityisesti ROS2:ta, mahdollistamaan
saumattoman kommunikoinnin ja koordinoinnin robotin komponenttien valilla. Painopiste oli tur-
vaominaisuuksissa ja ihmisen ja robotin vuorovaikutuksessa varmistaen, etta jarjestelma noudat-
taa tiukkoja alan standardeja ja tukee yhteistydsovelluksia jaetuissa ymparistoissa.

Simuloinnin, laitteistotestauksen ja todellisen toteutuksen avulla tutkimus osoittaa robotin ky-
vyt suorittaa monimutkaisia tehtavia tarkasti ja luotettavasti. Mahdollisia sovelluksia ovat valmis-
tava teollisuus, logistiikka, terveydenhuolto ja tutkimus, joissa liikkuvuuden ja kaksikatisen mani-
puloinnin yhdistelma tarjoaa merkittavia toiminnallisia etuja.

Tama tyo tarjoaa kattavan suunnitelman modulaaristen, autonomisten robottijarjestelmien ke-
hittdmiseen seka teknisiin ettd kdytannon haasteisiin. Loydokset edistavat robotiikan alaa ja luo-
vat tietd monipuolisemmille, alykkdammille ja ihmiskeskeisemmille robotiikkaratkaisuille.

Avainsanat: robotiikka, UR5e, humanoidi, ihmisen ja robotin valinen vuorovaikutus,
modulaarinen suunnittelu, kobotti, kaksikatinen, manipulaattori, ROS2, autonominen, tekoaly
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1. INTRODUCTION

Autonomous robots are becoming increasingly prevalent across diverse industries due
to their ability to perform intricate tasks requiring both dexterity and coordination. These
robots integrate advanced technologies like artificial intelligence (Al), machine learning
and computer vision to interact effectively with their surroundings and conduct various

applications [1].

In industrial environments, autonomous dual-arm robots significantly boost productivity
and adaptability. These robots excel in tasks such as assembly, packaging, and material
handling, performing with precision and speed [2]. For example, robots with sophisticated
perception systems can autonomously manage logistics in warehouses by picking items
from shelves and transporting them to specified locations [2]. This capability streamlines

operations, particularly in response to the growing demands of e-commerce. [3], [4]

Collaborative robots, or cobots, are a key category of dual-arm robots designed to col-
laborate safely with humans. These cobots are increasingly utilized in manufacturing to
automate repetitive tasks, freeing human workers to concentrate on more complex and
creative responsibilities. [5] By learning and adapting to human movements, cobots en-
sure seamless human-robot collaboration, improving overall productivity and workplace
safety.[6].

Autonomous dual-arm robots are also making strides in the service sector, particularly
in assisting individuals with disabilities. These assistive robots help with mobility, daily
activities, and emotional support, promoting user independence [2]. Their dexterity and
sensitivity enable them to perform delicate tasks such as serving meals, providing com-

panionship, and assisting with personal care [7].

In healthcare, autonomous dual-arm robots support surgical procedures, rehabilitation,

and patient care. Their precision and control allow them to perform tasks such as



suturing, dispensing medication, and facilitating physical therapy, proving instrumental
in enhancing patient outcomes and operational efficiency in medical settings [8]. With Al
integration, these robots can tailor their actions to the unique needs of each patient,

further increasing their value in healthcare.

1.1 Motivation

The motivation behind the development of mobile dual-arm robots stems from several
key factors, including enhancing human-robot collaboration, addressing labor shortages,
achieving operational efficiency, and bridging the skills gap in the workforce. By facilitat-
ing seamless interaction between humans and robots, these systems improve produc-
tivity and adapt to evolving workplace dynamics. Furthermore, their ability to perform
high-precision tasks allows human workers to focus on more strategic roles, thereby op-
timizing workforce effectiveness while maintaining job relevance in the face of increasing
automation. [9], [10], [11]

Despite their advantages, the implementation of mobile dual-arm robots is not without
challenges. Technical issues related to design, navigation, and human-robot interaction
must be addressed to ensure effective integration in complex environments. Moreover,
safety concerns and the need for collaboration among industry stakeholders to establish
operational standards remain critical factors for broader adoption. Addressing these
challenges is essential for harnessing the full potential of mobile dual-arm robots and

maximizing their impact on various industries. [12], [13]

As technology continues to evolve, mobile dual-arm robots are expected to play an in-
creasingly prominent role in reshaping industries. With advancements in artificial intelli-
gence and machine learning, these robots are becoming more adaptable and user-

friendly, facilitating their integration into everyday tasks and workflows.

1.2 Problem statement and research questions

The development of wheeled dual-arm manipulators represents a convergence of inno-
vative robotics technologies, integrating mobility, dexterity, perception, and autonomy
into a single platform. This thesis is trying to find the best solution to conclude the whole

design process of wheeled dual-arm manipulator.



The criteria above conducted the thesis to be answering the following research ques-

tions:
- How to design a modular dual-arm mobile robot?
- How to integrate dual-arm mobile robot?

Designing a dual-arm robot is a huge topic that has the focus of the thesis in the first part
of this paper. On the second part of this paper, we are focusing to the integration of the

system of this dual-arm mobile robot.

1.3 Objectives

This thesis has several objectives that it is trying to achieve along with the research
questions, as the objectives should help with the work, and they work as a step to answer
the research questions. The objectives are part of the robot that must be done to have a

working system at the end. The objectives are as follows:
- Balancing payload capacity with mobility and stability during manipulation tasks.

- Reducing system complexity and costs to enable broader adoption in various in-

dustries.

- Achieving seamless coordination between the mobile platform, dual arms, per-

ception systems, and control algorithms.

- Ensuring sufficient energy for simultaneous mobility, manipulation, and onboard
computing.
- Accurately interpreting complex environments and dynamic interactions in real-

time.

- Managing multi-degrees of freedom arms and mobile base coordination for pre-

cise and stable operation.

- Guaranteeing safe interaction with humans and objects, especially in unstruc-

tured environments.

When the implementation is ready, the last objective is to evaluate the solution and con-

clude the thesis.



1.4 Background

FAST-Lab is a partner in the HE project titled “Al-Powered Human-Centered Robot In-
teractions for Smart Manufacturing.” The project aims to foster collaboration between
humans and robots in manufacturing environments, emphasizing tasks requiring agility
and adaptability. Leveraging Human-Centered and Atrtificial Intelligence-based solutions,
the project’s goal is to integrate Al, robotics, and Social Sciences and Humanities to
enhance production processes in SMEs. Additionally, FAST-Lab oversees the AI-PRISM
Open Labs Alliance, connecting key European facilities to offer services to third parties.
Within this framework, FAST-Lab is pioneering innovative applications in Human-Robot

Interaction, focusing on seamless communication modes.



2. LITERATURE REVIEW

The domain of autonomous mobile dual-arm robots and collaborative robots (cobots)
has witnessed remarkable progress over the past few decades, driven by advancements
in robotics technology and the growing demand for automation across various sectors.
Autonomous mobile dual-arm robots are engineered to perform intricate tasks with high
precision and efficiency, utilizing two articulated arms to manage objects while navigating
complex environments. Cobots, in contrast, are designed to operate safely alongside
human workers, promoting productivity, and enhancing safety within shared workspaces.
These developments signify a fundamental shift in how industries adopt automation, par-
ticularly in fields such as manufacturing, logistics, healthcare, and defense [4], [14], [15],
[16]

Research in this field primarily focuses on system design and integration, addressing the
challenges and opportunities unique to these technologies. Dual-arm robots have
demonstrated superior performance compared to single-arm counterparts in tasks that
demand complex manipulation. Additionally, advancements in sensor technology have
enabled mobile robots to adapt to dynamic environments in real time [17], [18]. Cobots
further distinguish themselves through their ability to collaborate closely with humans,
improving workflow efficiency while reducing the need for extensive safety barriers tradi-

tionally associated with industrial robots [14], [19].

Despite their promise, the adoption of autonomous mobile dual-arm robots and cobots
is not without hurdles. Key challenges include the complexity of testing these systems,
adapting the workforce to interact with them effectively, ensuring cybersecurity, and ad-
dressing the economic implications of deploying these advanced technologies within ex-

isting operational frameworks [13], [20], [21].

Ongoing research aims to overcome these obstacles by improving the capabilities of
robotic systems while ensuring their safety and seamless integration into various envi-
ronments. The trajectory of this research highlights a transformative era in automation,
with significant implications for efficiency, safety, and the evolving dynamics of human-

robot collaboration. As industries continue to embrace these innovative robotic solutions,



advancements in areas like machine learning, sensor integration, and control systems
are expected to be pivotal in shaping the next generation of automation technologies[22],
[23], [24]

2.1 System design

System design is a cornerstone of engineering, emphasizing the creation and implemen-
tation of tangible systems that integrate hardware, software, and user experience. As
technology has advanced, the discipline has grown beyond basic object design to include
intricate systems, reflecting a need for structured methodologies to address complex
challenges across industries. Physical system design is particularly significant for im-
proving performance, reliability, and usability in fields ranging from aerospace and auto-

motive to healthcare and information technology [25], [26].

The evolution of physical system design has been shaped by advancements in materials
science, engineering principles, and systems engineering, which focus on the interde-
pendence of system components. A historical example is the transformation of New York
City’s transportation infrastructure, where the shift from horse-drawn carriages to auto-
mobiles highlighted the impact of technological progress on design priorities and meth-
odologies [27], [28]

In recent years, collaborative and user-centered design practices have gained momen-
tum. These approaches prioritize teamwork and the inclusion of diverse perspectives,
resulting in systems that better meet user needs and improve overall outcomes [29], [30].
Despite these advancements, physical system design continues to face challenges, such
as integrating innovative technologies, engaging stakeholders effectively, and maintain-
ing adaptability in a rapidly changing landscape. Emerging trends, including artificial in-
telligence and automation, coupled with a focus on sustainable practices, are driving
engineers to innovate solutions that are both efficient and environmentally conscious
[31], [32].

Physical system design also plays a critical role in addressing the growing demand for
systems that blend technology with sustainability. For instance, renewable energy sys-

tems and smart grids exemplify how physical design can promote environmental



responsibility while enhancing performance. These advancements illustrate the disci-
pline's adaptability and its potential to contribute to solving contemporary global chal-
lenges [33], [34].

The design process transitions from conceptualizing abstract functionalities to imple-
menting concrete systems. This phase involves aligning technical specifications with
practical applications, ensuring that designs are not only functional but also optimized
for usability and longevity. The principles of effective physical system design—such as
modularity, scalability, and user-centered interfaces—form the foundation for creating

innovative and reliable systems.

In the future, physical system design will increasingly leverage digital twin technologies,
machine learning, and real-time data analysis to optimize performance. These tools en-
able designers to simulate and refine systems before deployment, reducing costs and
accelerating innovation cycles. Additionally, interdisciplinary collaboration across engi-
neering, computer science, and environmental science will become integral to creating

systems that address complex societal needs.

By integrating advanced technologies with sustainable practices, physical system design
remains essential in developing innovative solutions that meet the demands of a dynamic
world. This ongoing evolution underscores discipline’s vital role in shaping the future of

engineering.

2.1.1 Key considerations in design

Physical design focuses primarily on addressing non-functional requirements such as
performance, reliability, availability, and maintainability, distinguishing it from logical de-
sign, which prioritizes functional aspects [32]. This process entails creating detailed
specifications for hardware, software, personnel, network infrastructure, and data re-

sources essential for system implementation [32].

A critical aspect of physical system design is the deliberate selection of architecture and
technology to meet the functional requirements established during the logical design

phase. This involves selecting database management systems, programming



languages, and network topologies that align with the intended performance, security,
and scalability standards [32]. Ensuring technological alignment enables the system to
process data efficiently while remaining scalable, maintainable, and adaptable to future

needs.

2.1.2 Transformation of logical to physical design

The transition from logical to physical design involves converting high-level requirements
into actionable, detailed specifications. This phase provides a technical blueprint that
defines how data is input, processed, and output [32]. Additionally, it considers physical
system constraints, including hardware limitations and performance benchmarks, which

inform critical design decisions.

Anticipating changes in requirements is another key consideration. Incorporating adapt-
ability into the system architecture ensures that it can evolve in response to emerging
challenges and technological advancements, safeguarding the system’s relevance and
longevity [32], [25].

The intended audience for physical design plays a significant role in the process. Logical
design is aimed at customers and management for validating requirements, whereas
physical design is directed at developers responsible for implementation. Effective com-
munication between these groups ensures that the system aligns with stakeholder ex-

pectations and end-user needs [32].

Applying systems thinking enhances physical design by fostering a holistic view of com-
ponent interactions within the system. This approach allows designers to predict poten-
tial performance limitations and systemic issues, leading to more robust and efficient
solutions [27], [25]. By leveraging systems thinking, designers can create more robust

and efficient systems that are better suited to meet complex real-world challenges.

2.1.3 Design Process
The physical system design process is a structured and iterative approach that trans-
forms stakeholder expectations into detailed technical requirements and viable design

solutions. It begins with the Stakeholder Expectations Definition Process, identifying key



stakeholders and capturing their objectives and strategic goals. This alignment forms the

foundation for the system design [33], [34].

At the heart of the process is the Technical Requirements Definition Process, where
requirements are articulated as precise "shall" statements. These statements must be
clear, correct, complete, and feasible. Rigorous validation ensures the requirements are
not redundant or overly prescriptive while remaining verifiable. Well-defined require-
ments are critical for maintaining clarity and effective communication between stakehold-

ers and technical teams [33], [34].

Following the establishment of requirements, the technical team evaluates alternative
design solutions. This involves conducting trade studies to assess each alternative
against key factors such as performance, cost, schedule, risk, and technical feasibility.
The iterative refinement of design alternatives ensures alignment with system objectives

and functional requirements [33], [34].

Validation of design solutions is an ongoing process. It includes evaluating the system's
functionality, resilience to failures, and cost-effectiveness. If discrepancies arise, adjust-
ments to the design or stakeholder requirements may be required, initiating a new cycle
of refinement and validation. This iterative process ensures that the final design meets

stakeholder expectations and is robust enough to handle real-world challenges [33], [34].

2.1.4 Future trends

The future of physical system design will increasingly integrate advanced tools and meth-
odologies such as digital twins, real-time data analytics, and Al-driven simulation. These
technologies enable designers to visualize, evaluate, and optimize systems before phys-

ical implementation, reducing costs and accelerating innovation cycles.

Additionally, as industries prioritize sustainability, physical design must incorporate en-
vironmentally responsible practices. For instance, leveraging renewable materials, opti-
mizing energy efficiency, and designing for recyclability are becoming integral aspects

of the design process [31], [32].
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Interdisciplinary collaboration across engineering, environmental science, and computer
science will also be critical. By fostering these synergies, engineers can address complex
societal challenges with systems that are not only functional and efficient but also adapt-
able to future demands. This evolution underscores the critical importance of physical

system design in creating innovative, sustainable solutions for a rapidly changing world.

2.2 System integration

Physical system integration refers to the systematic process of assembling and intercon-
necting physical and digital components to create cohesive, functional systems across
various industries. This process has evolved alongside industrial revolutions, transition-
ing from mechanization in Industry 1.0 to the Cyber-Physical Systems of Industry 4.0. In
this current era, the interplay between digital and physical elements has become central
to operational success, enabling intelligent manufacturing environments and adaptive

processes [35], [36].

The importance of physical system integration lies in its ability to enhance operational
efficiency, improve productivity, and enable organizations to respond dynamically to mar-
ket demands. By facilitating seamless interaction between diverse systems, integration

reduces costs, automates processes, and fosters innovation [37].

Despite its advantages, physical system integration presents significant challenges. Is-
sues such as compatibility between legacy and modern systems, data security, and the
integration of advanced technologies like Al and the Internet of Things (loT) create con-
cerns about privacy, cybersecurity, and operational integrity [38], [39]. The rapid pace of
technological advancement within Industry 4.0 further complicates integration, requiring

interdisciplinary expertise and continuous workforce upskilling [40], [41].

Future trends in physical system integration, such as advanced machine learning and
edge computing, are set to further reshape its landscape, emphasizing the necessity for
ongoing innovation and adaptability to ensure sustainable and efficient operations across

sectors. [42]
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2.2.1 Principles of Physical System Integration

The process of physical system integration is guided by several foundational principles

to ensure a cohesive and functional outcome:

Physical Integration Points: These are the tangible connections—such as ca-
bling, network links, or wireless communication—identified during gap analyses
and use case evaluations. These connections establish the physical links ena-

bling communication between system elements [38].

Logical Integration Points: While not physical, these points represent the rela-
tionships and interactions facilitated by physical connections. Logical integration
ensures that disparate systems operate harmoniously through logical communi-

cation frameworks [38].

Integration Strategy: The integration strategy defines how system components
are combined. It is outlined in an integration plan that specifies minimum config-
urations, assembly sequences, and techniques tailored to the system architec-

ture and verification and validation (V&V) protocols [39].

Mixed Integration Techniques: Integration approaches must balance efficiency
and adaptability. Mixed techniques are often employed to account for diverse
system elements, varying delivery schedules, and associated risks, optimizing

the integration process [39].

2.2.2 Process Activities

The physical system integration process involves structured activities to ensure a seam-

less assembly of components:

1.

Integration Planning: Developing a comprehensive integration plan that defines
assembly order, minimum configurations, and V&V requirements. This plan

serves as a blueprint for execution [39].

Optimized Assembly Order: Determining the most efficient sequence for com-
bining lower-level system elements into higher-level aggregates while ensuring

that individual components meet predefined specifications [39].

Verification and Validation: Incorporating tools and procedures to confirm that

integrated components meet design properties and functional requirements. V&V
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actions occur throughout the assembly process to address potential discrepan-

cies early [39].

4. Artifact Generation: Producing critical documentation, such as integration
plans, assembly procedures, and integration reports. These artifacts capture out-
comes, highlight issues encountered, and provide guidance for future iterations
[39].

The ultimate objective of the integration process is to ensure that all system elements
function cohesively and satisfy design specifications, enabling a smooth transition to pro-

duction or operational deployment.

2.2.3 Future of System Integration

Future advancements in physical system integration will rely heavily on technologies
such as Al-driven diagnostics, loT-enabled connectivity, and augmented reality for en-
hanced monitoring and troubleshooting during integration. These tools can provide real-

time feedback, reduce errors, and increase the efficiency of the integration process.

Furthermore, the integration of sustainability principles—such as energy-efficient sys-
tems and resource optimization—will become a key focus as industries aim to minimize
environmental impact. Collaboration across disciplines, including engineering, data sci-
ence, and environmental studies, will be essential for designing integration strategies

that align with both technical and ecological objectives.

By adhering to these principles and leveraging emerging technologies, physical system
integration will continue to drive innovation and efficiency in industries, meeting the de-

mands of an increasingly interconnected and dynamic global landscape.
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3. MECHANICAL DESIGN

Designing a robot mechanically presents a significant challenge, as it necessitates bal-
ancing space constraints, functional requirements, and aesthetic considerations. The
specific limiting factors can vary depending on the type of robot being developed, as
these factors are dictated by the initial requirements and the intended application of the

robotic arms.

In this project, the robotic arms selected were the UR5e model from Universal Robots
(UR). Even though choosing the most capable robotic arms on the market did still intro-
duces several design constraints, such as the arm’s reach, payload capacity, and the
physical dimensions of the controller units associated with larger arms. Increasing the
size of the arms typically results in greater weight, which subsequently demands higher
power, enhanced carrying capacity, and additional space to accommodate these require-

ments.

Effective mechanical design for a robot necessitates concurrent development of the elec-
tronic components, emphasizing the need for close collaboration with an electrical engi-
neer. Preliminary sketches of the electronic systems provide critical input for the me-
chanical design process, enabling the formulation of realistic assumptions and specifi-

cations for the robot’s structure.

Mechanical design must also account for several key factors, including the integration of
electronic components, thermal management, structural affiliations, and electromagnetic
considerations. For a mobile platform supporting robotic arms, these constraints are
compounded by the need to minimize the robot’s size and weight. Achieving a lightweight
design enhances the carrying capacity of the mobile base, which is crucial for maintain-
ing operational flexibility. In an ideal scenario, the robot’s purpose is clearly defined for
its entire lifespan. However, as a research tool or a product for diverse end-user appli-
cations, the robot’s carrying requirements may vary significantly. Consequently, maxim-
izing the carrying capacity of the mobile base ensures that the fundamental movement

system remains adaptable without necessitating major redesigns.
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Incorporating a modular base design enhances the robot’s versatility but may influence
its external appearance and ease of installation. In this project, Mobile Industrial Robots
(MiR) was selected as the mobile platform provider. MiR offers various mobile robot base
solutions with a fixed layout, facilitating seamless integration between multiple devices
[43, p. 39]. The design of the cabling between the application and the MIR platform is
straightforward but has implications for the overall mechanical design. Considerations
include ensuring easy access to connectors and determining how to arrange compo-

nents to avoid obstructing these critical interfaces.

By addressing these mechanical and electronic integration challenges systematically,
the robot’s design achieves a balance between functionality, adaptability, and efficiency,

supporting its intended applications effectively.

3.1 Mobile industrial robot

Autonomous mobile robots (AMR) manufacturing company MiR has suvenerity in AMRs
and therefore was quite straightforward choice for the base solution as it has a lot of
useful equipment attached to it. As a complete product it also provides resilience devel-

oping software on such a robot.

MiR brought some considerations to the given assignment, as complete product we
couldn’t disturb the lower body of the robot under 200 mm of the robot [43, p. 23], as
then we would have been blocking the laser-rays. We had to also consider the weight of
the robot, as the MiR has limitations of the total weight, towed weight and how the MiR
would be stacked [43, pp. 25, 31-37].

3.1.1 Payload of the robot

After we had decided what kind of robotic arms and base the robot should have, it af-
fected the choice of how long we are able to use such a robot that is mobile and depend-
ing on batteries. As we have a moving platform that we are working with, it made sense
to have the top application to work if the base can move. This led to calculations of how
much power we might be consuming on average at the top, and how the heavy load

reduces our driving time of the mobile base.
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In an optimal situation the MiR’s base solution can be driven 10 hours with maximum
payload of 200 kg where we can estimate the affect of the old battery, actual usage range
of the battery capacity, the optimal 20 — 80 % of the maximum, as it has studied that it is
beneficial for the battery and for the charge up [44]. We can assume that from the original

10 h we are only using 60 %, meaning we are left with 6 hours of continuous max load

driving.
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Figure 1, MiR battery management system

BEMS communication active

Pack voltage v 25.3

Charging current A 0
= Discharging current A 25
= Remaining charge % 33
= Remaining time to full charge hours 0
= Remaining capacity mah 11083
&= State of health = 100
= Status flags 0
= Temperature °C 21
= Cell D voltage m\V 3616
= Cell 1voltage mV 3617
= Cell 2 voltage mV 3617
= Cell 3 voltage mV 3612
= Cell 4 voltage mV 3617
= Cell 5 voltage mV 3616
= Cell 6 voltage mV 3614
= Battery type SBS
= Battery state Discharge
=] Battery serial number 1 3033000000000000
=] Battery serial number 2 3630303035303232
= Battery article 10.724.4

Firmware version 0332

Raw battery data is OK

QK

OK

By accessing the statistics of the MiR200 we can find out the usage of the robot and

assume how many cycles the battery has gone, and then we end up with the actual
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estimate of how much of the capacity of the battery is left. MiR200 has its own battery
management system (BMS) that can check the health of the battery as it is keeping track
of the cycles of the battery and is able to tell the voltage differences between the battery
cells as seen in the figure 1. According to the BMS the battery should be in perfect con-
dition. According to the study of health status of lithium-ion (Li-ion) batteries we are able
to estimate that even after 200 battery cycles there is still over 90 % of the original ca-

pacity [45, p. 2162], that would give us at least 9 hours of driving with full load of weight.

After solving how long we should be able to work with the robot we were able to give a
good estimation of the size of the batteries for the top application. Taking into consider-
ation the cost, weight and endurance of the batteries we found the cheapest, lightest and

most durable batteries. were 2 pieces of 50 Ah batteries weighing 26,5 kg each [46].

3.1.2 Centre of mass
Mobile bases also limit the design of the robot by defining a desired center of mass (CoM)

for the top application. In the case of MiR200 the payload is illustrated by these drawings.

In figure 2 below we can see various ways the CoM of 50 kgs can be attached on top of
MiR200. Understanding of the functionality of center of mass is crucial in stacking of MiR
as the weights can be outside of the given range, if they have counterweight, and there-
fore adjusting the CoM in the specified range. The center of mass with 50 kgs can be as
high as 1100 mm as seen on the y-axis of figure 2 if the CoM is centered just behind the

middle wheel around 350 mm from the back of the MiR.
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Figure 2, MiR200 CoM with 50kg payload [43, p. 31]

50 kg payload on MiR200 has generous ways to stack the MiR, compared to when there

is @ maximum load of weight on the base. Either way the CoM is relatively easy to ma-

nipulate by adding additional weight as low as possible in the solution. MiR has provided
specification for the payload between 50-200 kg in 25 kg increments.

Below we can see figure 3 to compare with figure 2. With relatively heavy batteries we

were able to have a good counterweight for robotic arms. This led to a discussion of how

the batteries should be oriented on top of the mobile base. As in figure 3, the center of

mass had to be as low as 200 mm of the robot base. Achieving this low CoM is a notice-
able challenge as for example you should be loading the MiR 200 kgs in 400 x 400 x 400

mm if being homogenous weight, therefore having the center of mass in the middle of

the block.
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Figure 3, MiR CoM with 200kg payload [43, p. 37]

That way we could either stack the batteries on top of each other or spread the weight
evenly on the mobile base. But as in figure 3 we did not want to bring the weight in front
of the robot, as there isn’t any possibility to achieve the desired CoM, we ended up stack-
ing the batteries on top of each other on the backside of the robot. That way we wouldn’t
disturb the connectors of the MiR in front of the base or the attachment of the upper

frame where we had the robot arms attached [5, p. 20].

In such an application where we are building something as big as human is, or even a
bigger on average, comes a significant challenge having the CoM as low as possible.
Like humans, our robot has the arms attached in shoulder height, which means its quickly
hanging the weight of the arms from 1,5 m, which is nearly a meter of the recommended
height of the CoM.

MiR only specifies that the given CoM:s are for safe operation, so we can assume that
achieving these points is enough if we are going to drive around with the mobile base

itself [43, p. 31]. That means we must manipulate the CoM by moving the hands in
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desired position before we are going to move the actual robot around. Otherwise by the

picture we already get the idea how we should be stacking the MiR.

3.2 Vention design application

Vention provides design software for aluminum frames and plating attached to the frame.
This is used straightly from the web application, giving user 3-dimensional (3D) interface
where the user can model the desired frame, and get a building instruction of it. The
provider delivers the pieces of the frame according to the 3D-model, so the service is

straightforward and easy to access for everyone.[47]

Advantages of this kind of service are the accessibility, easy design application and the
delivery of the product. The aluminum profile is produced in length in 45 mm intervals.
This is a huge advantage to an end user as well, because it ensures that there aren’t
missed cuts / parametrizing by the end user and by that it makes sure that the pieces
will fit in, even if there are slight measurement errors and therefore it reduces the cost

and amount of scrap metals [48, p. 160].

For this project Vention provided the most necessary functions of the designing, as it
gave a 3D-model of the mobile platform of MiR as a reference guide for the frame and it
was able to tell approximate weight of the frame as in figure 4. This played a significant

role in the designing of the frame, as the weight of the robot was majorly a limiting factor.
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Figure 4, Example of the frame properties specified by Vention

Vention has its own design on the frame, as aluminum is easy to process further, Vention
has produced their design on electroplating the aluminum profile with 6 microns deep
blue anodization which already gives a nice look for the robot [48, p. 160], [49]. The
aluminum profile itself is slightly different from the one commonly used at the market [50].
This unique aluminum profile limits combining different aluminum profiles among them-
selves. Using the software provided by Vention was the most convenient way to build
the frame because of the easiness of the service of having the design software and de-

livery combined.

Vention also gives an opportunity to design plating for the robot, offering different kind of
metals and plastics to cover gaps between the frames [51], this is ideal way to provide
covering for the inner parts or designing baseplate to attach electrical equipment. These
plates are also measured in weight in the application and there are plenty of options to
choose from. In our we ended up to the most lightweight plates for the robot as they
would mostly work only as covers, but in the electric box we used stronger and more
electromagnetic resistant material, stainless steel, to provide structural support for the

equipment inside of the box.
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From the design application, almost every parameter of the designed frame can be ex-
tracted. Vention can convert the 3D model directly into a STEP-file (Standard for Ex-
change of Product model data) [52], a format widely used in mechanical design. This file
can then be transformed into an STL (stereolithography)-file, which is compatible with
robot operating system (ROS2) and suitable for 3D simulation environments such as
Gazebo [53]. STEP files are preferred in mechanical design due to their precision and
ability to retain complex geometric and parametric data. These files are highly useful
during the design and manufacturing phases, as they can be directly imported into com-

puter aided design (CAD)-software for detailed edits and fabrication processes.

In contrast, STL-files are optimized for simulation environments like Gazebo. Unlike
STEP-files, STL-files describe the surface geometry of a 3D object using a mesh of tri-
angles, which simplifies rendering and computational processing [54, p. 8] as the STEP-
file provides very high level hierarchical level of the information [52]. ROS2 and Gazebo
prefer STL-files because they focus on visualizing and simulating the external structure
of the robot rather than its internal parametric data in STEP-file [52], [53], [54, p. 2]. This
distinction ensures that simulations run efficiently without the overhead of processing

unnecessary details [53].

The ability to seamlessly convert between STEP and STL formats bridges the gap be-
tween mechanical design and simulation. By exporting a STEP-file from Vention and
converting it to STL, engineers can validate the robot’s design in a virtual environment,
testing factors such as kinematics, collision detection, and workspace reach. This pro-
cess helps identify potential issues early, reducing the risk of costly modifications during
physical assembly. Moreover, the integration of these formats supports iterative design

workflows, enabling rapid prototyping and optimization.

Overall, the robot’s components are intentionally designed to be accessible and easily
replaceable, streamlining the process of updating or modifying the design. During the
construction phase, identifying and addressing problematic areas is straightforward.
Vention’s stock sizes for aluminum pillars further simplify the process by eliminating the
need for custom-sized components. The availability of fixed-length pillars ensures relia-
ble and efficient assembly, enhancing the overall modularity and adaptability of the robot
[65, p. 138].
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3.3 Design iteration with Vention

As the upper frame of the robot was already designed with Vention it was a convenient
way to continue designing the whole frame with the application Vention provides. We
used Vention to iterate the robot into its final form in a collaboration with the designers

of Vention.

As Vention provided the model of the MiR body it was straightforward to also mimic other
crucial parts of the robot in Vention by combining several aluminum profiles for the outer

dimensions of the inner parts as in figure 5.

Figure 5, From left to right mimicking the dimensions: two controllers back-to-
back, two flat batteries of 48 v stacked on each other, one upright battery of 24 v

Having these kinds of props as in figure 5, implemented in the application gave a better
visual clue for implementing the whole robot, as having just several dimensions laying
around the sketch wouldn’t be long lasting idea. Utilizing these props, we could sketch

the frame of the robot with ease.

The following iteration process wasn’t as straightforward as it looks. The iterations went
back and forth trying several cases of options to support such robot. In the next chapters

the iterations are simplified to be understood by the reader.

3.3.1 First iteration

The first version of the mobile dual-arm robot, nicknamed Snufkin, was designed with 24
voltage (V) upright batteries, due to the recommendations of the combination of UR ro-
bots and these batteries. It was considerably hard to have the controllers and the batter-
ies all lengthwise in the frame of the robot, so that caused the upper frame to be in
between the batteries, as in figure 6. There were also several considerations about fixing
the inner parts in the frame conveniently, as moving the MiR the batteries shouldn’t be

moving inside the frame, as well as the upper frame should be fixed down to the frame.
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This caused the robot to have lengthwise pillars in the base of the frame to support the
upper frame and the batteries. This kind of frame blocks the attachment points of the

MiR and wouldn’t be easily fixable to the frame.
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Figure 6, First version of the Snufkin robot

In figure 6 we had already implemented the main idea of the functionality of the frame.
Having the electronics easily accessible and facing the controllers on the side of the
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frame for easy access. The frame was too bulky and heavy, including the only aluminum
profiles, was calculated to be approximately 40 kg [47], to be implemented in a real world,

as we wanted to minimize the weight.

3.3.2 Second iteration

During these iterations we found that the batteries we tried to use had an alternative
option with different dimensions and different output voltage. These batteries were an
option to be utilized in the robot, but being stuck in the early versions of the design of the
frame it was unclear how to stack the batteries inside of the robot, because often the
frame went considerably long, as in the figure 7, we had to turn the controllers around at

the front of the robot.
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Figure 7, Second iteration with the flat, 48 v batteries

This kind of design in figure 7 had a lot of excess space and heavy supports for the upper
frame. The frame followed the same principles as used in the first iteration having the
base of the upper frame surrounded with aluminum frame but was also lacking attach-
ment points to the MiIR. In this point the designing was mostly brainstorming different

options as it was unclear how we could achieve the best outcome.
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3.3.3 Third iteration

After several iterations with the upright batteries as well as the flat batteries we collabo-
rated with the Vention designing group and came up with sleek looking robot that was
breaking the barrier of the width and the length of the robot. In the collaborative iteration
we made the robot significantly slimmer than the previous version. It also had a casing
for the MiR under it to have a continuous look of the upper frame. Having such hem as
in the lower part of figure 8, around MiR, easily disturbing the light detection and ranging
sensors of MiR and was abandoned quickly. In this version we got the idea of the frame

and how it should look like.
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Figure 8, Next iteration of the Snufkin-robot in collaboration of Vention

Here we understood the upper frame could also be turned around to have more space
for the batteries and electronics beneath it. This kind of frame was still too complex and
heavy for the usage on MiR. There were several unnecessary parts disturbing the inner
equipment of the robot as the connectors to the MiR attachment points were colliding
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with the batteries and the whole frame should have been cut to custom width to use the
connectors. It was clear that those connectors should be changed because of the com-
plexity of the attachment, as it needed three excess pieces per attachment point to be

implemented.

3.3.4 Fourth iteration

After the collaboration with Vention we were supposed to be ready with the frame, but
the complication with the base of the frame made us come up with the fourth iteration. It
was obvious that the pillars in the base supporting the upper frame were unnecessary
and should be changed, but it was unclear how to support the massive weight on the

upper frame with the robotic arms weight over 20 kgs each.

After evaluating the frame of the collaborating work the pieces came together to show
how to get rid of the base pillars and give enough support for the upper frame. Combining
the two ideas of the flat batteries, and the more lengthwise frame made as utilize the 48
V batteries as they were suitable in between the MiR attachment points and then attach-
ing the robot on 3 points to the lower frame gave enough support for the upper frame as
in figure 6. One point on the base of the frame, one utilizing the triangle attachment plate

at the up front and one point supporting the frame at the top of the electrical box.
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Figure 9, Lengthwise frame, 48 V batteries utilizing robot iteration

That way we could make the frame even slimmer to be attached straight through the
aluminum pillar to the MiR attachment point and provide a casing to the batteries at the
same time. Replacing the lengthwise base pillars with one widthwise pillar as in the figure
9, reduced the weight of the robot and brought down the batteries to the minimum level,
straight on top of MiR. The frame in figure 9 was just ready to be optimized in use. The
frame had unnecessary pillars in the front and in the back bringing excess weight, but it
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was just matter of going through every connection and evaluating the necessity of the

pillars and connection in the aspect of dynamics.

3.4 Final form of the robot

The frame must provide the best possible structural support for the robot to ensure sta-
bility and prevent tilting or structural failure. Simultaneously, it serves as a support for
internal components, minimizing the need for additional support. In essence, the frame
acts as a unified structural element, providing a sturdy base for attaching robotic arms
while also supporting the electronic components. This multifunctional structure was

achieved by integrating two parts of the frame into a single cohesive unit.

3.4.1 Upper frame

The design of the upper frame, which had been pre-selected and purchased, imposed
constraints on the robot’s base design. The upper frame has challenges at providing
enough support for the arms to be hung from the shoulder plates and providing closure
for head rotating motor and cabling for the robotic arms. In Figure 10, we can see the
upper frame as it was originally designed, but this design was slightly changed into lighter
and more convenient one, as there is some blockage for the cabling in between the

pillars.
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Figure 10, Upper frame in the original form

This necessitated providing support for the upper frame at both high and low points.
Placing a support point at the top reduced the effective length of the pillar, enhancing its
ability to bear weight reliably. Securing the longer pillar at its lower end increased torque

resistance. These design decisions strategically distributed a significant portion of the
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robot’s weight—comprising batteries, the electrical box, and the upper frame—towards

the back wheels.

The upper frame was dictating the flow of the design with the different length pillars, but
it also provided some point to start to work the frame around it. As one goal of the project
was to be as cost effective as possible, we did not want to disturb the design too much.
By unblocking the middle passageway and reducing some of the corner pieces, we got

as efficient an upper frame as possible.

3.4.2 Lower frame

The lower frame of the robot was the main subject of the design, as it was the key part
of combining the whole body of the robot, upper frame for the arms and the mobile plat-
form, MiR200, into one working robot. After several iterations we formed a simplest form

of the lower form with Vention.

In figure 11 we can see the design of the lower frame of the robot behind the panels that
are transparent in the picture, the frame has been simplified even further from the fourth
iteration by removing the lengthwise pillars in the front and removing unnecessary pillars
from the electric box. Simplicity in such frames is a key solution to having a successful

project.
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Figure 11, Lower part of the frame

Concentrating most of the robot’s mass towards the rear aligns with the MiR’s design,
particularly its suspension system at the front [43, p. 37]. This feature helps the robot
navigate obstacles such as doorsteps. As illustrated in Figure 11, a crossbeam at the
base of the robot acts as both a stopper for the batteries and a support point for attaching

the upper frame.

Also, in the up-right corner of figure 11 you can see the electrical box of the robot with
the striped aluminum frame. Stripes on the frame means that they are made of lighter
version of aluminum profile. This kind of frame could be utilized more in the design of the
frame, but as the structure is already simple enough, the only lightweight profiles were
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used in the electrical box, as it doesn’t need such structural support, that’s also the rea-
son the box has only 3 supporting pillars, 2 in the front and one in the middle at the back.
Not having pillars in the front would block the opening of the electrical box. In this kind of
design, we can have the box divided into two sections and then hide the aluminum profile
behind the back plate of the electrical box and at the same time provide a way for the

cables to fit neatly behind the coverings.

Building a frame that is supporting relatively high weights should be a thoughtful process,
as using such aluminum pillars is easily designed in such way that the weight doesn’t
rely on structural support, but more on the pillar connections, which could be fatal for the
functionality of the robot. As we built the robot to be relying on firm placements of the
pillars, we then could just ensure that the pillars would not move off from top of each
other. That way we do not make unnecessary torque on the pillar connections and there-

fore we can have higher reliability on the frame and the robot in total.

3.4.3 Connecting upper and lower frames

The front of the upper frame is supported by two connection points, one point at the base
of the frame. Most of the time the hands of the robot are facing the frontside of the robot
and that way it is producing more weight on the front pillar of the upper frame. That is
why we are ensuring that we are compensating for the power produced by attaching the

robot in several points at the front.

In figure 12, we can see the force pattern of the frame. There is described the important
force relationships of the upper frame, lower frame and the MiR. For every red arrow
facing downwards causing force to the frame is implemented enough green arrows so,

that equal forces are compensated.



36

Figure 12, Power pattern of the lower part of the robot

The back pillar of the upper frame is not usually under such high loads, but in case it is
also supported by several points of support. This is not as convenient a way to support
the frame as there are several connections between the backside of the frame compared

to the frontside.



37

The space forward of the lower crossbeam is dedicated to housing the robotic arm con-
trollers. Although these controllers are large, they are lightweight. Their design posed
challenges due to the placement of connectors on four of their six sides. To ensure ac-
cessibility to all connectors, the controllers were suspended from the upper part of the
frame. Two additional aluminum profiles were used to support and stabilize the control-
lers against each other, as we can see from the white aluminum pillar in between in

Figure 13. This configuration allows for easy access to both controllers by simply remov-

ing a plastic cover.

Figure 13, Controllers hanging from the frame



38

These structural decisions simplified the robot’s base design. The final consideration was
the arrangement of the electronic components. Multiple configurations were evaluated,
including positioning the electronics flat on the top on the frame to achieve easy access
from above. The electric box was divided into two sections separating data and electric-
ity. The location of the electric box underneath the shorter section of the upper frame not
only provides support to the frame but also places the electric box at the rear of the robot
for convenient maintenance and at the same time it as a place for a user to place his or
her laptop in case it has to be plugged to the robot, making the robot convenient to use
by the user as well as at the robot itself. This configuration maximizes the usable space
in the lower part of the robot, allowing it to maneuver under certain structures. Addition-
ally, this design enhances the robot’s aesthetic appeal by avoiding a monotonous block-

like appearance.

The overall design ensures a stable base for the heavy robotic arms mounted at the top,
with an appropriate counterweight to prevent tilting. Concentrating the mass near the
specified CoM mitigates potential stability issues and offers the robot the capability to
carry loads in front without significantly affecting its balance. While such load transpor-
tation was not a primary design objective, it is a potential feature for this research-ori-

ented machine.

3.4.4 Dual-arm Mechanism with UR5e robot arms
The top frame of the robot was designed beforehand and therefore it had to be designed
compatible with the lower part of the robot. The robotic arms hanging from the shoulders

of the robot caused certain things to be considered.

Firstly, we had to think about the total height of the robot as well as the reach of the arms.
As seen in figure 14 below, robots that are too high could not reach their bottom and
therefore plug themselves into charge for example. In this robot we are already reaching
the maximum height limit, as the wrist of the robot is barely able to touch the bottom of
the frame. This is only relevant in terms of the aluminum frame, as it does not have to do
operations at the MiR. As well as too high robot would be dangerous if falling over. Nei-
ther we could make it too short either as it would affect the look and how the arms could

be operated.
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Figure 14, The reach of the arms relative to its base

There is total of six joints of the arm which makes it quite flexible, at least what becomes
to the wrist of the robot, but after the shoulder of the robot we must be able to move the
upper arm as freely as possible. It interferes with the electrical box quite easily which
then affected the design to be higher. As in figure 14 above, the so-called elbow of the
robot is on the level of the electric box interfering with its range of motion.
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The UR5e arms are reasonably lightweight, made mostly of aluminum, and have a me-
chanical locking system while out of power. Having six joints in an arm and being able to
rotate each joint 360 degrees [56, p. 747], combined in a sleek design of the frame makes
the arms able to reach almost every position with the end effector in their sphere of
influence. The total length of the arm with 850 mm is enough for the robot to reach its
front of the frame as well as the bottom of the frame [57, p. [-23]. With different end

effectors it might be also able to manipulate the MiR under its own frame.
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Figure 15, UR5e arm dimensions [9]

In the figure 15 is declared the dimensions of the robotic arms. They have their own
challenges in passing itself as the lower arm is longer than the upper arm and as soon
as we are inserting the robot cable-housings on to the robot arm, it is limiting its move-

ment significantly with respect to its own arm. This affects the tight angles as some
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movements must be made in wider range of motion, thereby challenging the nearby en-

vironment more, but it is not affecting the overall performance of Snufkin.

The arms are attached to the upper frame in 135 degrees angle which then doesn’t give
the robot a straight line to lengthen its arms but putting the base in 90 degrees angle and
the shoulder in 45 degrees angle is giving it a maximum reach of 123,5 cm on the side
with a height of 123 cm. Having both arms in maximum length on the sides makes it have

a wingspan of 247 cm.



Figure 16, contracted dual-arm position

The arms should be able to contract into the space limits of a regular door, which com-
monly is 90 cm wide. As in the figure 16 we achieve the most contracted position of the
robot, being only 75 cm widest at the top, slightly wider than the MiR being 60 cm wide
[43, p. 31].
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This means that the base of the arms can’t be turned outwards as it is challenging the
limit of 90 cm and considering the passages of the doorways you shouldn’t have a tight
fit to the door as then you should fit the piece straight through and it wouldn’t give it a
change on error margins or going through the door if the entrance to the door is in angle

and there isn’t space for the machine to turn.

3.5 Modularity

The aspect of modularity in robot design is not always a priority, but it becomes a critical
element in research projects. The MiR platform is ingeniously designed to facilitate mod-
ularity, offering seamless access to data exchange and input/output interfaces for the
top-mounted applications. These features are integral to achieving comprehensive mod-
ularity, as they allow the robot to be easily detached from the mobile platform [43, pp.
38-39].

The robot was also required to operate independently of the MiR platform, such as when
mounted on a workbench. This requirement significantly influenced the robot’s design,
necessitating portability, compatibility with external power sources, and the ability to
function effectively from a stationary position. The robot’s upper frame needed sufficient
reach to meet these criteria, while also being compact enough to operate in confined

spaces.

As illustrated in Figure 17 below, the robot is designed to be disassembled into three
main components: the top frame, the batteries, and the MiR platform. The top part can
be lifted with a crane, requiring only the disconnection of two to three cables to separate
the components. Additionally, an optional underplate for the batteries can be attached,
enabling the batteries to move with the robot, reducing the number of detachable cables,
as the batteries are then moving around with the frame. However, this approach adds
considerable weight to the frame, necessitating carefully planned lifting points to avoid

relying on makeshift methods such as wrapping lifting slings around the frame.
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Figure 17, The robot in 3 pieces; top-frame, batteries and the MiR

Another important aspect of modularity lies in material selection. The frame was con-
structed using Vention, a platform that provides planning software for aluminum frame
designs. Vention’s 3D planning tools facilitate efficient frame design and offer numerous
options for constructing aluminum structures [47]. Aluminum’s versatility and ease of

modification make it an ideal choice for this application [48, p. 212]. With a 3D-model of
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the robot readily available online, modifications or extensions to the frame can be de-

signed and implemented with ease.

Overall, the robot’s components are intentionally designed to be accessible and easily
replaceable, streamlining the process of updating or modifying the design. During the
construction phase, identifying and addressing problematic areas is straightforward.
Vention'’s stock sizes for aluminum pillars further simplify the process by eliminating the
need for custom-sized components. The availability of fixed-length pillars ensures relia-
ble and efficient assembly, enhancing the overall modularity and adaptability of the robot
[58].

As the robot is made as small as possible, there would not be much concern attaching it
to different kinds of bases either. For example, MiR has higher capacity, lower models
from an ARMs it would need different kind of attachment, but as the frame of the body is
made from aluminum, it would not be too much of a challenge to attach it in smaller or
bigger bodies of autonomous vehicles. That makes the Snufkin surprisingly modular

base.

3.6 Human interaction on design side

The philosophy of FAST-Lab is to achieve robots that can integrate into the existing world
of humans. By those means the robot must be designed so that it will not collapse into
the pit holes of humans. Meaning that the robot must be able to go through the same

environment with all the entrances and doors etc. as humans.

There is also the challenge of the look of the robot, as it cannot be too intimidating on its
looks or movements. This means that the robot cannot totally look like a human or have
any kind of threatening arm accessory for example. Humans have a lot of concerns about
robots which must be considered. As if the robot is going to look threatening, it affects
the feel of collaboration with the robot. Humans cannot feel unsafe when entering the
field of influence. We cannot mimic humans with robots, as humans tend to be shy with
something trying to look-alike human. Keeping the robot as obvious as it can makes the
best effort for the outcome. [59, p. 3601]
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4. INTEGRATION PROCESS

The integration process started with building up the frame in collaboration with the elec-
trical designer. That way we could have enough measurement of the frame with all the
devices that had to be included in. After assembling the frame and the electrical devices

in it, we began the process of deploying the device on the software side.

4.1 Robot simulation with ROS2

The robot simulation was decided to be implemented with ROS2 as the robots are com-
patible with ROS2, which makes it easy for developers to integrate the system under one
technology [60, p. 2]. ROS2 is specially designed for robot controlment, which works by
using different kinds of nodes that robots can communicate with. ROS2 was chosen for
the project because ROS1 is not supported in the future anymore. ROS2 has security
and reliability improvements compared to ROS1, but most importantly it has support
longer than ROS1 [60, p. 1]. ROS2 has a lot of different versions of its which each of
them has different features, but we decided to stick with ROS2 Humble Hawksbill better

performance and stability and being more backwards compatible to ROS1 [61].

The actual process of building a robot controlment of a UR5e requires building the robot
in simulation, robot visualization (RViz), in the case of ROS. Building a usable 3D model
in RViz is straightforward after the components of the robot have already been designed
in 3D, and transformable into STL -form for the RViz to use. This is achieved by declaring
the components of the robot in Unified robot description format (URDF)-file by it having
to read them from a specific directory and then scaling them into the right size and place.
URDF-files can also be generated by using extensible markup language (XML) macro
(XACRO)-files, this simplifies the process of developing URDF-files and makes the file
more readable and robust. After specifying the robot dimensions and crash models for

the simulation, you can start moving the robot with the control management nodes.

4.2 Hardware System Design

The robot is designed to be as flexible as possible. That is why the electrical equipment
must have the best properties. It is also extending the system from the MiR and therefore

there must be some equipment that is able to communicate with it. But this is mostly
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minor things according to actual hardware, as the MiR is designed to be easily accessi-
ble.

In figure 18 we can see the basic layout of the hardware of the robot and some crucial
connections between the structures. Every structure is named after its functionality or
placing. Figure 18 below is built from the source up to the end effector to build a logical

structure for the drawing.
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As in Figure 18, pointed by the arrows, MiR is only demanding the safety side from the
top application. This means that we must provide it the correct signaling and of course
make sure that the safety functions are functioning properly on the top application also
[62]. A separate safety-programmable logic controller (PLC) ensures this. Safety side of
electricity is highly regulated, and therefore it needs a specific PLC to do the task, so we

won’t mix the functionalities in bigger logic-programs [63].

The total electricity side does not really need to be much more than safety and comput-
ers, as the modern electrical wirings can be replaced with data cables. That is why the
electricity of the mobile robot has been separated into two sections, one containing the
actual electricity and the other side with the data control. Electricity side includes the
safety-PLC and contactors, transforming the electricity in lower voltage and some elec-

trical safety relays.

On the data side, we are having the Al-computer, wireless fidelity (Wi-Fi) router and the
switch for it. Most of we can get from the Wi-Fi-router for it being high end industrial
router that is able to provide a lot from controlling the machine. As it is giving various
options for the locating of the robot, by being able to use Wi-Fi-locating, global positioning
system and locating by mobile networks. Otherwise, the Al-computer can handle its sur-
roundings with the usage of the sensors from MiR, external sensors from the head of the

robot and with the functionalities of the UR5e-robot arms. [64]

As we are living the modern era of electrics there isn’t too much of an equipment that
would be limiting the factors how we can utilize the robot, that's what is keeping the
modularity of the robot high [55, p. 147]. Integrating new equipment into the system is
basically a matter of what kind of supply it needs, as we can’t have every variety of
supplies for the equipment to use. One aspect of modularity is how replaceable some
equipment is, and that depends on how we can get our hands on them. This is totally
solved by the design of the frame, as every part is easily detachable and therefore every

part is easily accessible [58].
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4.3 Software to mechanical safety

Researching the topic of industrial mobile collaborative robots (cobot) does not provide
much of results during this research. It did not provide an explanation why such things
were not done. This is an interesting issue, as mobile cobots can be utilized in many

different tasks and therefore they would give more flexibility to using robots.

This brought us to a discussion of why such robots have not been made and how they
could be utilized. This is of course of the safety of such robots that are acting in the same
environment as humans are. As the safety regulations in the European Union (EU) are
such that the systems must be 100 % reliable in every situation. A robot making an error
with human is considered a fatal flaw. That makes it hard to manufacture a reliable sys-
tem that can detect humans in every situation. Some of the use cases are represented
in figure 19, where the robot might miscalculate the presence of a human. As we can
see there is not a reliable system that would effectively cover all the use cases to be

considered safe.
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Figure 19, Safety related vulnerability use case diagram in cameras and sen-
sors
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We can regulate the environment such that we make some tests for humans, as checking
the temperature of the human etc., to access in a same space with the robots, so we
wouldn’t face such things, but that is limiting the use cases of the robot, so it should be
in a limited space and couldn’t use the same environment as humans are using. As the
regulations of EU are so tight, it limits the usage of such robots as there cannot be reliable

system for detecting humans at the moment this paper is written.

The UR also demands that the robots must be configured as safely as possible and
manage a risk assessment about the installation. This also correlates with the EU stand-
ards and should be considered every time that the robot safety settings are changed.
Our case the risk assessment takes in consider all the vulnerabilities of the machine, in
tier 3, which correlates into an information system level risk assessment [65, p. D-1]. Our
risk assessment is conducted from a template made by Americas Defense Counterintel-
ligence and Security Agency, which can be seen in the appendixes [66]. This risk as-
sessment in appendix 1 takes into consideration possible threats from cyber-attacks into

human errors.

The two UR5e robotic arms can be configured with the incoming teach pendant of UR.
This pendant has an easy access interface to manipulate the areas where the robotic
arm could be reaching to. The arms can be restricted to specific areas in three different
ways. The safety boundaries are specified in figure 20 below. The N and R represent the
speed configurations of the robotic arms. As N relates to “Normal” speed and R relates
to “Restricted” speed configuration of the robot. These speed configurations can be

changed by the user.
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The safety boundaries in figure 20, helps the programmer to specify certain areas near
the robot that it should not be passing, or at least the robot should be moving with specific
power. This way the robot will follow specific procedures in every situation and possible

faults can be avoided with different kinds of programs.

4.4 Power Management

For power management there is designed enough power for the robots to be able to work
for a day, so it would not disturb the schedule of the workers. That means we had to
calculate the average of what the robots are consuming during a day and then give it

some kind of margin, for example the wear of the batteries or so-called excess reserve.

The robot is designed to be chargeable with one cable, so the charging is made as easy
as possible, and it is possible to make the robot plug itself into an outlet. That meant the
actual top application for the robot needed an own charger, as the MiR is using different
voltage system and even with the same voltage system the charger of MiR would have

challenging time to charge the MiR and the top application in a reasonable time.
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4.4.1 Power consumption

Those two chargers led us into a concern of how we can supply them with one cable
such way that a normal wall outlet would be enough for the robot to be charged. As in
Finland at least the wall outlets are often under a one 10-16 A fuse [67]. That means on
a 230 volts alternating current (VAC)-system, the output under one fuse is 2,2-3,7 kilo-
watts max, which also has some margins to itself [67]. We could have used two cables
to load the robot to even load from the outlets, but it would not have helped as normally
the outlets are indeed in series and therefore it wouldn’t make a difference by plugging

it into visually different outlets.

The concern was real, as the power management wasn’t planned that far, but by luck we
didn’t end up too close of the limits of such fuses, as the MiR is consuming around 13
amperes (A) at 26 V, so roughly 338 watts (W) and the top application at the same time
is using around 600-900 W [68], making it a rough total to 900-1400 W, which still is
easily considered as a hair dryer consuming only %2 to 1/3 of the whole reserve of the

fuses, depending on the fuse.

Power consumption of course has some concerns as it is still consuming substantial
amounts of energy, as it might be breaking the fuse if there is other heavy equipment on
the line. Considering that the robot might be consuming half of the possible reserve, it

might cause some problems on the way.

All in all, the combination of the chargers makes it possible for the robot to be charged
up in relatively fast time, as the battery of MiR is full in 4,5 hours [43, p. 16] and the top
application can be charged up in about 7 hours, as the charger is able to produce up to
960 W and on average its producing around 700 W per hour [68], and our maximum
capacity of the batteries is 5000 Wh or 100 Ah [46].

The whole battery pack itself contains 100 Ah of energy which means that on basic usage
starting from using only the UR5e arms consumes little less than 200 w/h and makes the
whole battery pack last almost 30 h. This time is significantly reduced after we plug in all
the Al-computers that can consume another 200 W/h. By this kind of consumption, we
reduce the usage of the batteries into 15h, which still is a significant amount of energy

for the robot to work with. Easily going over two working days if having even little breaks
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during the day. Combined with one day or night of charging it is quite an effective robot

to use.

4.4.2 Victron Energy’s Victron Connect - software
The robot’s energy tracking is controlled by Victron Energy, which can calculate the in-
take of the robot as well as the output of the batteries. Making it thorough software to

follow the energy consumption.

The current meter has some flaws that might trick the user if not being careful enough.
As the meter cannot be always turned on, because of the consumption of the meter, it
would eventually drain out the batteries if it were left unmonitored. Shutting down the
robot will make the software assume on the startup that the battery pack is full, making

the meter not have sufficient memory to itself about what condition it was left in the end.

In figure 20 below, we can have accurate measurement of the state of the battery. The
software provides all the data from voltage, amperes, to the watts we are using. This way
we can predict when we must be charging the robot and make the patterns for it to be
able to reach a charging point early enough. The current meter is only provided the type

and the capacity of the battery to be able to make the calculations on it.
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The Victron Connect software is also having another flaw of unable to save the data long

enough, as following the trends in the application, you should not change the width of

the window, as the software isn’t able to withstand the sudden change of the set of the

coordinates.

Overall tracking the power consumption is easy enough through the Victron connect if

you know how to not lose the data. It gives you a convenient place to track the data and

make calculations with it regarding the lasting of the robot’s energy.
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4.5 Controlling MiR with ROS2

MiR provides two options to control its mobile robot. The first one is user friendly visual
browser-based application, and the second one is representational state transfer (REST)
application programming interface (API), where you can fetch and put data between the
robot and the computer [43]. Both options give the user various ways to control the MiR,

but both lacks features.

With the browser application you can see and use every feature of the robot, this applies
to the REST API also, but it lacks the freedom of fetching the raw data from the robot,
which then affects the usage of the mobile robot. As an end user it would be more con-
venient to use the raw data to be able to identify things and make movements based on
that data. As the REST API of the MiR is used on coordinate-based applications, the
user should input exact locations of places where the robot should be heading to. There-
fore, it makes it a challenge for the user to find the right coordinates where the robot
should be heading, as there is not mapping done from every place the robot is moving

around and so it is hard to control the mobile robot in such a way.

Other researchers have faced this problem also and they have implemented an applica-
tion that communicates between the MiR and ROS, this is so called bridge between the
two. This application has its own challenges also, as being non-dependent from the ac-
tual developers of MiR, it does not follow the latest versions of MiR and has any support
for the application. Which means it gets outdated quickly and then it is dependent on
specific versions of ROS and MiR. [69]

As during 2024 we are in the mid-point of changing the versions from ROS1 to ROS2
which also means that developing anything on ROS1 isn’t beneficial as the support for
ROS1 is ending and therefore one should be migrating the system from ROS1 to ROS2,
which implies into the MiR-ROS -bridge. The application is developed on ROS1, and we
are using ROS2 on the project. Migrating ROS1 to ROS2 isn’t an easy task to do, as if
the system is getting big enough, finding right dependencies and having to change some
of the techniques used in ROS1 to ROS2 gets into a huge challenge as the program size

grows [70].
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4.6 Hardware Testing

Hardware testing of the MiR included several actions on each part of the robot. Such as
going through every device that the robot has and then having the devices to be used in
part of the robot. The hardware testing itself is straightforward, as it includes going
through every device and what it is capable of, and so we could identify what the devices
are able to do in part of the robot and identify if there are some limiting factors brought

by individual components.

Most concerning test was about the driving the mobile platform under such a heavy and
high load. As the center of mass must be precise on top of the MIR, it was not obvious it
would be able to hold the weight of the robot still. The testing included driving the MiR
around with the top application, braking and accelerating, and trying to find if there are
actual concerns of the machine to be tilting in different situations. In this test the MiR200
mobile platform was able to maintain its posture due to the suspensions of the base and
even applying substantial outer force, over 400 newtons, to the top of the frame couldn’t
get the robot tilting over in any directions. This kind of test makes sure that the robot
cannot produce such forces to itself and then tipping over, neither a human cant acci-

dentally produces that kind of force to the robot causing it to fall over.

Most concerned about the test was that the robot cannot back off from a board even as
low as 1 cm, as there is not suspension on the backside of the MiR. It may cause trouble
in situations where the robot can be driven over the board, but the MiR could not turn
around after passing the board. These kinds of situations should be checked beforehand

for the robot to make the decision whether it should go into such space.

The test for the arms was basically finding the maximums for the arms and then identi-
fying if there are any concerns in that. There are some limitations for the arms to be
aware of because the arms are so capable of reaching almost every position around
them. We must check the actual positions where the robot can reach and where it should
avoid moving, as it might affect the balance of the robot if it is applying moments on the
side of itself. Every movement of the arm must be made in stationary position, as the

combining forces of the arm movement and the base movement can be unpredictable.



58

The last test for the robot was about the batteries and how those can affect the usage of
the robot. Combining two tests, we were checking how does the system manages the
load and how long the batteries were lasting, and how does the charger charge up the
batteries and how long does it take to be full. This was also part of checking that the

current sensor is also on the track of the batteries.
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5. PHYSICAL DEPLOYMENT

The implementation process was straightforward, as the frame design encompassed a
significant portion of the overall robot development. However, this project presented
unique challenges due to the absence of real-world references, relying solely on the
precise specifications of the components to be incorporated into the robot. This reliance
made it difficult to estimate the amount of excess space required within the robot and

how to utilize it effectively.

Once the frame was constructed, it became possible to identify potential issues with fit-
ting all components inside. Fortunately, the frame design included sufficient margins,
allowing all components to fit snugly without excessive adjustments. However, this com-
pact design left little room for additional add-ons, limiting the robot’s capacity for future

modifications.

The deployment process was relatively smooth, with the primary challenges arising from
fitting the panels on to the robot. The panels required modifications due to minor changes
in the robot’s structure and the need to integrate external controls. While the project

exceeded the anticipated timeline, significant setbacks were avoided.

As a research project, the robot is subject to ongoing modifications, making it essential
to avoid permanent changes that could hinder future development. Flexibility was a crit-
ical consideration, ensuring that the design accommodates a range of potential applica-
tions without compromising accessibility. For example, careful attention was paid to ca-

ble routing and avoiding overly tight enclosures for equipment.

Overall, the project’s deployment was successful, with testing and iterative adjustments
proving effective. Despite some modifications during the latter stages of deployment, the
robot’s structure remains robust. For instance, plans to integrate Al-enabled camera vi-
sion on the end effectors have introduced new challenges, but the design has proven

adaptable enough to accommodate these advancements.
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6. RESULTS AND OBSERVATIONS

The mobile dual-arm robot, Snufkin, was successfully built within the given spectrum of
criteria. The robot is not tilting over on different kinds of driving modes and is able to

complete the tasks on the design side that were specified to it.

The design of the robot was challenged as the arms of the robot had to have more vision
in them as we had to buy excess cameras and computers to compute the footage from
the end effector of the arms. Therefore, the accessory took more of the space than was
thought and needed some improvision to be attached into the frame to still maintain its

tidy look. Due to the flexibility of the frame we managed to extend the frame even further.

One could make this robot in a more detailed version as modelling the cabling and the
ability to build this kind of robot. It would give more confidence than trusting the process
itself. Then it would have more of a plan of how the robot should be built. It was a blessing
that one could not fit all the equipment in the robot in the most efficient way, as there
were minor adjustments to it. Excess space is hard to calculate in such devices that

should be as small as possible. This should be noticed in research devices.
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7. CONCLUSION

This M.Sc. thesis covers an expansive and multidisciplinary subject, requiring knowledge
of mechanical design, electronics integration, and robotics software configuration. Even
after completing the primary design, future work involving Al and machine learning will

present additional challenges in optimizing and utilizing the robot.

This thesis has focused on the design and integration of a wheeled dual-arm robotic
manipulator, addressing the challenges of combining mobility, dexterity, and autonomy
into a cohesive system. The research aimed to answer the key questions presented in
Section 1.2:

1. How to design a modular dual-arm mobile robot?

The modular design of the Snufkin robot was achieved by following a structured ap-
proach to mechanical, electronic, and software integration. The use of lightweight, mod-
ular components from Vention allowed for iterative prototyping, ensuring adaptability and
ease of assembly. By strategically aligning the center of mass and optimizing the frame
structure, the robot achieved stability while supporting the dual-arm configuration. Mod-
ularity was further enhanced by designing the robot to be disassembled into two main
components—top frame and MIiR base—facilitating upgrades and modifications for fu-

ture use cases.
2. How to integrate a dual-arm mobile robot?

Integration required seamless communication between hardware and software compo-
nents. The MiR200 mobile base and UR5e robotic arms could be combined using ROS2,
which provides a robust platform for controlling the system. Safety considerations were
paramount, with measures such as incorporating a dedicated safety PLC and defining
safety boundaries for the robotic arms. Hardware testing ensured stability, operational
reliability, and compliance with safety standards. The integration process also included
power management solutions to enable uninterrupted operation, leveraging separate

charging systems for the MiR and the top application.
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7.1 Challenges of the work

Efficient time management is one of the most significant challenges in a project of this
scale. The involvement of multiple stakeholders often slows progress, making close com-
munication essential to ensure tasks are completed effectively. Simultaneously, main-
taining cost efficiency can introduce delays, as it may limit the prioritization of critical

elements.

One key lesson from this project is the importance of meticulous planning to minimize
the risk of redesigning major components. For instance, incorporating two large Al com-
puters into the system had a profound impact on the robot’s frame design. Conducting
thorough research and designing for maximum capability from the outset could help mit-

igate the need for significant changes later in the development process.

7.2 Future work

The development opportunities for this robot are substantial. Starting with the MiR base
layer, there is scope for creating a more advanced system that seamlessly integrates
MiR with ROS2 or for developing tools to facilitate the reliable migration of ROS1 sys-
tems to ROS2.

While this project addressed many critical aspects, it also opened avenues for further
exploration. These include investigating the use of two UR5e robotic arms or other dual-
arm configurations on a mobile platform, as well as advancing industry-focused human-
robot collaboration. Achieving efficiency in these systems is complex but could yield

transformative improvements in control and functionality.

Researching the robot’s vision system offers another promising avenue for development.
Enhancing its ability to adapt to new environments and ensure safety would enable more
seamless human-robot interaction. Creating reliable methods to identify humans and
fragile objects could revolutionize how robots operate in shared human environments,

setting the stage for safer and more effective collaboration in the future.
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APPENDIX A: RISK ASSESSMENT REPORT

RISK ASSESSMENT REPORT
Tampere university
Wheeled dual-arm robot manipulator

8.1.2025
Record of Changes:
Ver- Date Modifier Description of Changes
sion
1.0 21.8.2024 Tatu Niemi Report created
1.1 26.8.2024 Tatu Niemi Added physical attributes to the risks
1.2 8.1.2025 Tatu Niemi Updated the physical risk assessment re-
sults.

This document is originally conducted by Defense Counterintelligence and Security
Agency and then modified to match the purpose of this project. [66]

System Description

The wheeled dual-arm robot manipulator (MUR) consists of mobile robot with two
arms processing any task it is given in any space detailed. The risk categorization for
this cyber-physical system (CPS) is assessed as moderate-low-low

The robotic system (RS) MUR is built and developed in a Rakennustalo, Ri208 within
the Tampere university FAST-Lab, equipped with controlled access and environmental
monitoring systems. The CPS has wireless external connection of its own. This CPS is
used for performing automated tasks such as material handling, assembly, and
inspection processes, supporting various research and development projects within the
projects of FAST-Lab. The CPS features advanced mobility, allowing the robot to
navigate and operate within dynamic and unstructured environments.

Scope

The scope of this risk assessment is focused on the system’s use of resources and
controls to mitigate vulnerabilities exploitable by threat agents (internal and external)
identified during the risk management framework (RMF) control selection process,
based on the system’s categorization.

This initial assessment will be a Tier 3 or “information system level” risk assessment.
While not entirely comprehensive of all threats and vulnerabilities to the CPS, this
assessment will include any known risks related to the incomplete or inadequate
implementation of the NIST SP 800-53 controls selected for this system. This document




will be updated after testing to include any vulnerabilities or observations by the

assessment team. Data collected during this assessment may be used to support higher

level risk assessments at the mission/business or organization level.

Assumptions, Constraints, and Timeframe:
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Threat Range: The assessment considers a range of threats including
unauthorized access, data breaches, operational disruption due to
environmental factors, and physical tampering.

Tools/Methods: The assessment utilized automated vulnerability scanning
tools, manual control reviews, and compliance checklists to ensure NIST SP
800-53 compliance.

Non-Compliance Instances: Any instances of non-compliance, such as outdated
firmware on the robot’s control systems, will be documented and addressed in
a mitigation plan.

Operating Conditions: The robot operates mainly in a controlled laboratory
environment with restricted access, temperature and humidity controls, and
regular maintenance schedules. The robot has a possibility to be driven around
public and is so vulnerable to environmental differences.

Assessment Timeframe: The assessment covers the current operational state of
the CPS, with a focus on the upcoming authorization process and anticipated

security-relevant changes within the next 12 months.

Purpose

This initial risk assessment is being conducted to evaluate the security posture of the
MUR system, identify areas where the selection and implementation of RMF controls

may have left residual risk and where can it be mitigated by limiting the movement of

the robotic arm, and document these for review by security control assessors and

authorizing officials. The assessment was prompted by the need to establish a baseline
risk profile prior to the system’s deployment in a live operational environment, ensuring

that all security measures are adequately addressed.

Risk Assessment Approach

This initial risk assessment was conducted using the guidelines outlined in the NIST SP
800-30, Guide for Conducting Risk Assessments. A semi-quantitative approach will be

utilized for this assessment. Risk will be determined based on a threat event, the

likelihood of that threat event occurring, known system vulnerabilities, mitigating

factors, and consequences/impact to mission.
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Table 1: Sample Threat Sources (see NIST SP 800-30 for complete list)

TYPE OF THREAT SOURCE DESCRIPTION
Cybersecurity Involve risks related to unauthorized access
Unauthorized Access (outsider, insider, trusted, by insiders or external hackers, who may gain
privileged) control over the system. Malware and ransom-

Malware and Ransomware

Network Attacks (DoS/DDoS, MitM, spoofing)
Data Breaches (Data Exfiltration, Privacy Viola-
tions)

Software Vulnerabilities (Unpatched softwares, In-
secure APIs)

ware present dangers through malicious soft-
ware that can disrupt or take over the robot's
operations. Network attacks, such as Denial of
Service (DoS) and Man-in-the-Middle (MitM) at-
tacks, can interfere with the robot's communi-
cation or deceive it into executing harmful ac-
tions. Data breaches pose the risk of sensitive
information being stolen or exposed, potentially
compromising privacy and security. Addition-
ally, software vulnerabilities, if exploited, can
lead to unauthorized access or cause the sys-
tem to fail.

Physical Security Threats
Tampering and sabotage (Physical Tampering,
Sensor spoofing, Component theft)
Environmental threats (Extreme temperatures, wa-
ter and humidity, electromagnetic interfer-
ence(EMI))
Power supply distributions (Power outages, battery
depletion, power surges)

Include tampering and sabotage, where
physical damage, theft, or manipulation of the
robot or its components can occur. Environ-
mental threats involve risks from extreme
weather conditions, water, humidity, or electro-
magnetic interference, which can damage the
robot or disrupt its operation. Power supply dis-
ruptions, such as power outages or battery de-
pletion, can lead to operational downtime or un-
expected shutdowns.

Operational Threats
System failures (Hardware malfunctions, software
bugs)
Human errors (Operator errors, maintenance mis-
takes)
Supply chain threats (compromised components,
logistic distripution)

Encompass system failures, where hard-
ware malfunctions or software bugs cause the
robot to behave unpredictably or stop function-
ing. Human errors, such as mistakes made by
operators or during maintenance, can lead to
incorrect operations or safety risks. Supply
chain threats arise from compromised compo-
nents or logistics disruptions, affecting the ro-
bot’s maintenance or operation.

Safety Threats
Collision risks (Obstacles, humans)
System overload (Overheating, overloading)
emergency response failures (Failed emergency
stops, inadequate safety protocols)

Concerned with collision risks, where the ro-
bot may fail to detect and avoid obstacles,
leading to potential accidents. System over-
loads, such as overheating or overloading, can
cause mechanical failures or tipping over. Fi-
nally, emergency response failures, like mal-
functioning emergency stops or inadequate
safety protocols, can increase the risk of acci-
dents or injuries.

The following tables from the NIST SP 800-30 were used to assign values to likelihood, im-

pact, and risk:
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Table 2: Assessment Scale — Likelihood of Threat Event Initiation (Adversarial)

Qualita- Semi-Quantita- L
tive Values tive Values DO AE
Very 96- Adversary is almost certain to initiate the threat event.
: 10
High 100
. 80- Adversary is highly likely to initiate the threat event.
High 95 8
Moder- 21- 5 Adversary is somewhat likely to initiate the threat event.
ate 79
Low 5-20 2 Adversary is unlikely to initiate the threat event.
Very 0-4 0 Adversary is highly unlikely to initiate the threat event
Low

Table 3: Assessment Scale — Likelihood of Threat Event Occurrence (Non-adversarial)

Qualita- Semi-Quantita- o
tive Values tive Values DESETeN
Very 96- 10 Error, accident, or act of nature is almost certain to occur; or
High 100 occurs more than 100 times per year.
High 80- 8 Error, accident, or act of nature is highly likely to occur; or oc-
9 95 curs between 10-100 times per year.
Moder- 21- 5 Error, accident, or act of nature is somewhat likely to occur; or
ate 79 occurs between 1-10 times per year.
Error, accident, or act of nature is unlikely to occur; or occurs
Low 5-20 2
less than once a year, but more than once every 10 years.
Very 0-4 0 Error, accident, or act of nature is highly unlikely to occur; or
Low occurs less than once every 10 years.
Table 4: Assessment Scale — Impact of Threat Events
Qualita- Semi-Quantita- .
tive Values tive Values DO
The threat event could be expected to have multiple severe or
Very 96- . o . g
: 10 catastrophic adverse effects on organizational operations, organi-
High 100 : L L k
zational assets, individuals, other organizations, or the Nation.

The threat event could be expected to have a severe or cata-
strophic adverse effect on organizational operations, organiza-
tional assets, individuals, other organizations, or the Nation. A se-
vere or catastrophic adverse effect means that, for example, the

High 80- 8 threat event might: (i) cause a severe degradation in or loss of mis-
9 95 sion capability to an extent and duration that the organization is not
able to perform one or more of its primary functions; (ii) result in
major damage to organizational assets; (iii) result in major financial
loss; or (iv) result in severe or catastrophic harm to individuals in-
volving loss of life or serious life threatening injuries.
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Qualita- Semi-Quantita- L
tive Values tive Values DSl
The threat event could be expected to have a serious adverse
effect on organizational operations, organizational assets, individu-
als other organizations, or the Nation. A serious adverse effect
means that, for example, the threat event might: (i) cause a signifi-
Moder- 21- 5 cant degradation in mission capability to an extent and duration
ate 79 that the organization is able to perform its primary functions, but
the effectiveness of the functions is significantly reduced; (ii) result
in significant damage to organizational assets; (iii) result in signifi-
cant financial loss; or (iv) result in significant harm to individuals
that does not involve loss of life or serious life threatening injuries.
The threat event could be expected to have a limited adverse
effect on organizational operations, organizational assets, individu-
als other organizations, or the Nation. A limited adverse effect
means that, for example, the threat event might: (i) cause a degra-
Low 5-20 2 dation in mission capability to an extent and duration that the or-
ganization is able to perform its primary functions, but the effective-
ness of the functions is noticeably reduced; (ii) result in minor dam-
age to organizational assets; (iii) result in minor financial loss; or
(iv) result in minor harm to individuals.
Vv The threat event could be expected to have a negligible ad-
ery - . S .
L 0-4 0 verse effect on organizational operations, organizational assets, in-
ow g N .
dividuals other organizations, or the Nation.
Table 5: Assessment Scale — Level of Risk
Qualita- Semi-Quantita- o
tive Values tive Values DEEEIE
Threat event could be expected to have multiple severe or
Very 96- . R )
: 10 catastrophic adverse effects on organizational operations, organ-
High 100 - L o .
izational assets, individuals, other organizations, or the Nation.
Threat event could be expected to have a severe or cata-
High 80-95 8 strophic adverse effect on organizational operations, organiza-
tional assets, individuals, other organizations, or the Nation.
Threat event could be expected to have a serious adverse ef-
Moder- L : . A
ate 21-79 5 fect on organizational operations, organizational assets, individu-
als, other organizations, or the Nation.
Threat event could be expected to have a limited adverse ef-
Low 5-20 2 fect on organizational operations, organizational assets, individu-
als, other organizations, or the Nation.
Ve Threat event could be expected to have a negligible adverse
L Y 0-4 0 effect on organizational operations, organizational assets, individ-
ow o )
uals, other organizations, or the Nation.




72

Table 6: Assessment Scale — Level of Risk (Combination of Likelihood and Impact)

Risk Assessment Approach

Likeli- Level of Impact
hood Very Low Moderate
Very Software
High Update Issues
High Logl_stlc dis- Overloading
ruptions
Lo Delayed Software
Moderate | mised compo- .
maintenance bug
nents
Low Battt_ery deple- Sensor er- Tampering
ion ror
. Ransom-
Very Low DEIE) Phy§|cal ware attack
breach crashing

Determine relevant threats to the CPS. List the risks to the CPS in the Risk Assessment Re-
sults table below and detail the relevant mitigating factors and controls. Refer to NIST SP 800-
30 for further guidance, examples, and suggestions.

Risk Assessment Results

Vulnerabilities / Mitiqating Fac- Likeli- Imoact Risk
Threat Event Predisposing gating hood (Tbl 2 P (Tbls 5 &
o tors (Table 4)
Characteristics or 3) 6)
Power surge Voltage spike Surge protectors Very low Very Low
High
Overheating Inadequate Temperature High Very high Very High
cooling monitoring
Critical system Software bugs, Regular software Moder- Very high High
failure hardware malfunc- | updates, thorough | ate
tions, improper in- | testing
tegration
Denial of ser- Dependence on Firewalls, traffics Low High Moderate
vice attack networked systems | monitoring, rate limit-
ing
Ransomware Lack of encryp- Data  backups, Low High Moderate
attack tion and cyberse- | strong  encryption,
curity antimalware
Tampering Hardware can Secure enclo- Very Low Moder- Very Low
be tampered sure, restricted ar- ate
eas
Data breach Weak encryp- Strong  encryp- Low Low Low

tion, poor access
controls, insecure
communication

tion, robust control
policies, secure
communication pro-
tocols
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Vulnerabilities / Mitigating Fac- Likeli- Impact Risk
Threat Event Predisposing ¢ hood (Tbl 2 (Thls 5 &
Characteristics ors or 3) (Ui 6)
Network attack Insecure  net- Strong firewalls, Low High Moderate
work connection, | VPNs, security au-
lack of network | dits
segmentation,
weak authentica-
tion
Malware infec- Unsecured soft- Anti-malware Very low Very high Moderate
tion ware updates, | software, secure
weak endpoint se- | software update pro-
curity, user errors | tocols, user training
Component Aging hard- Regular mainte- Very Low Moder- Very Low
malfunction ware, defects, | nance, component ate
wear and tear redundancy, quality
control
Battery deple- Prolonged use Battery monitor- Low Moder- Low
tion without charging, | ing, regular charg- ate
battery degrada- | ing, energy-efficient
tion, high power | operation
consumption
Software bug Complex code, Rigorous testing, Moder- Moder- Moderate
insufficient testing | code reviews, robust | ate ate
and rapid software | update protocols
updates
Unauthorized Weak authenti- Strong  access Very High Very High
access cation, poor access | control policies, | High
controls, insider | multi-factor authenti-
threats cation and regular
security audits
Man in the mid- Unsecured Secure communi- Low High Moderate
dle (MitM) attack communication cation protocols, net-
channels, weak en- | work monitoring,
cryption strong encryption
Environmental Dust, humidity, Air filtration, hu- High Low Moderate
interference electromagnetic in- | midity regulation
terference
Delayed Natural wearing Maintenance Low Low Low
maintenance schedule, compo-
nent monitoring
System glitches Temporary fail- Software up- Moder- Low Low
ures, minor con- | dates, thorough test- | ate
flicts ing, robust error han-
dling
Power outage Lacking the Secure the range Low High Moderate
charge, driving the | to be able to drive
robot too far from a | back to charger
charger
Theft Robot is de- Surveillance, Very low High Moderate
ployed in public tracking device,

quick response pro-
tocols
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and body might
pinch a person

the robot is moni-
tored by cameras.
Force sensors stop
the movement as it
detects unexpected
interference. Press-
ing emergency stops
disables the robots
from continuing the
act. Movement is re-
duced in the areas of
possible pinching.

Vulnerabilities / Mitigating Fac- Likeli- Impact Risk
Threat Event Predisposing ¢ hood (Tbl 2 (Thls 5 &
Characteristics ors or 3) (Ui 6)
Sensor error Environmental Regular sensor Low Low Very Low
factors, temporary | calibration, redun-
obstructions, cali- | dancy in critical sen-
bration issues sors, compensation
in software
Data leak Data encryption Strong encryption Low Low Very Low
or access control | protocols, strict ac-
lacking robustness | cess controls, regu-
lar audits
Software  up- Temporary is- Testing in con- Moder- Low Low
date issues sues in compatibil- | trolled environment, | ate
ity, bugs or system | rollback procedures
downtime
Human error Input or opera- User training, Very high Low Low
tional error clear operational
procedures, auto-
mated error-check-
ing system, limited
moving factors to
avoid sewer damage
Collision Robot is moving The movement of Low Low Low
in a free space the robot is moni-
tored by cameras
and sensors and will
stop the robot on in-
terference. Pressing
emergency stops
disables the robots
from continuing the
act.
Pinching Moving  arms The movement of Low High Moderate
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Vulnerabilities / Mitiqating Fac- Likeli- Imoact Risk
Threat Event Predisposing gt’ors 9 hood (Tbl 2 (Tablg 4) (Tbls 5 &
Characteristics or 3) 6)
Clamping Moving  arms The movement of Very low Moder- Low

and body might
clamp a person

the robot is moni-
tored by cameras.
Force sensors stop
the movement as it
detects unexpected
interference. Press-
ing emergency stops
disables the robots
from continuing the
act. Movement is re-
duced in the areas of
possible pinching.

ate

* Likelihood / Impact / Risk = Very High, High, Moderate, Low, or Very Low




