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Global Navigation Satellite Systems (GNSS) are critical for accurate positioning,
navigation, and timing solutions in applications such as aviation, transportation
and smart grids. However, due to the known signal structure and the fact that the
received signal is low power, GNSS signals are vulnerable not only to unintentional
interference such as multipath but also to intentional attacks, which can result in no
or incorrect positioning solutions. This is very dangerous and can lead to harmful
outcomes.

This thesis deals with GNSS spoo ng threats and suggests some solutions by per-
forming pseudorange-level analysis on both Android raw GNSS data and high-
guality in-lab measurements. The results showed that monitoring the distance be-
tween position solutions or comparing recalculated pseudoranges with the initial
measurements could correctly indicate if spoo ng is happening. Moreover, in-lab
data analysis, such as TAU and FGI datasets, showed some signi cant di erences
between the numbers of level crossing rates of double di erential pseudoranges when
comparing spoo ng data and real signals. However, more advanced spoo ng attacks
did not show same results.

The study shows that as spoofers become more sophisticated, traditional statistical
analysis might not be enough. Thus, the need for more advanced algorithms with
ML is evident. Moreover, to improve reliability, GNSS should be used with together
with other systems such as cellular or LEO technologies.

Keywords: GNSS, Spoo ng, Pseudorange Analysis, Spoo ng modeling, Threshold-
Based Detection, Level Crossing Rate.

The originality of this thesis has been checked using the Turnitin Originality Check
service.



Preface

Firstly, I would like to thank my supervisor, Professor Simona Lohan, for giving me
the opportunity to work in the eld of GNSS. Although, before starting my work, |
did not have strong knowledge in positioning, her expertise, patience, and encour-
agement helped me develop my skills and understanding of GNSS.

| would also like to thank \Enabling Clean and Sustainable Water through Smart
UV/LED Disinfection and Solar Energy Utilization (LEDSOL)" Project funded
within the Long-Term Joint European Union-African Union Research and Inno-
vation Partnership on Renewable Energy (LEAP-RE) Programme by the Euro-
pean Union's Horizon 2020 Research and Innovation Program under Grant 963530
in conjunction with the Academy of Finland under Grant 352364, the Algerian
Ministry of Higher Education and Scienti ¢ Research (MESRS) under Project 31,
the Federal Ministry of Education and Research, Germany, and the Romanian
Ministry of Research, Innovation and Digitization, National Council of Scientic
Research (CNCS)/Consultative College for Research-Development and Innovation
(CCCDI){Executive Unit for the Financing of Higher Education, Research, De-
velopment and Innovation (UEFISCDI) within National Research-Development and
Innovation Plan |11 (PNCDI I11), under Project 292 COFUND-LEAP-RE-LEDSOL.

| would also like to thank my friends and family, in particular my parents, Regina
and Rytis, for their care and support throughout my life.

Finally, I would like to thank Tampere University for the great academic atmosphere
and resources that have made this work possible.

Tampere, 20th December 2024
Paulina Verbaityte



Contents

1 Introduction . . . . . . . . . . e 1
2 GNSSBasicsand GNSS Threats . . . .. .. ... ... .. ........ 4
2.1 GNSSReceiver . . . . . . . . . e 4
2.1.1 GNSS Receiver Architecture . . . . . ... ... ... ..., 4
2.1.2 Acquisitionstage . . . . . . ... 5
213 Tracking . . . . .. ... 6
2.1.4 PVT Calculations . . . . .. .. ... .. ... .. .. ..., 7
215 Assisted GNSS . . . . . ... .. 9
22 GNSSThreats. . . . . . . . . . . 10
2.2.1 Unintentional Threatsto GNSS . . . . . . .. ... ... ... .. 10
2.2.2 Intentional Threatsto GNSS . . . . . .. ... ... ... .... 12
3 Spoo ng Detection and Mitigation Techniques . . . . . . . ... ... ... 17
3.1 AntennaMethods . . . . . .. ... ... ... 17
3.2 Pre-Correlation and Post-Correlation Methods . . . . . . ... .. .. 18
3.3 Pseudorange-Based Methods . . . . . .. .. ... ... ... ..... 19
3.3.1 Receiver Autonomous Integrity Monitoring (RAIM) . . . . . .. 19
3.3.2 Generalized Likelihood Ratio Test (GLRT) . . . ... ... ... 20
3.3.3 Sum of Squares (SoS) Methods . . . . ... ... ... ...... 21
3.4 Other Methods . . . .. ... ... .. .. .. ... 23
3.4.1 Cryptographic Authentication. . . . . . .. ... ... ...... 24
3.4.2 Machine Learning-Based Approaches . . . . . . ... ... .... 26
4 Measurement-Based Analysis . . . . . ... oo 27
4.1 Android-based data analysis . . . . .. ... ... .. .. .. .. ... 27
4.1.1 Positioning Accuracy with Various Android Phones . . . . . . .. 27
4.1.2 Proposed Spoofer Modeling Based on Android Raw Data . ... 35
4.1.3 Spoofer Detection Based on Android Raw Data . . . .. ... .. 41
4.2 In-Lab measurements based data analysis . . . ... ... ... ... 50
4.2.1 Description and Results based on Three Datasets . . . . . . ... 50
4.2.2 Spoofer Detection Based on In-Lab Measurements . . . . . . .. 60

5 Conclusions . . . . . . .. 64



List of Figures

2.1 General block diagram of a GNSS receiver. Shows the RF front-end
and digital processing stage, additionally pre-correlation and post-
correlations stages. . . . . . ...

2.2 Code delay estimation in the receiver: the red line represents the
transmitted signal, and the blue line represents the receiver's replica.

t represents the time it took for the signal to reach the receiver.
The correlation peak indicates that the code delay has been found.

2.3 Code delay vs Doppler shift during GNSS acquisition. The peak
indicates where the signal is detected, corresponding to a specic
Doppler frequency and code delay. . . . . . .. ... .. ... .....

2.4 lllustration of GNSS trilateration: It demonstrates trilateration on a
2D plane with three satellites, where the intersection of three circles
(red dot) estimates the receiver's position in two dimensions. . . . . .

2.5 Assisted GNSS. . . . . . .

2.6 Multipatheect. . ... .. ... . .. . .. . .. . 11

2.7 Power spectral density (PSD) of modulated GNSS carriers, and three
di erent types of jamming CWI jamming; chirp jamming and pulse
jamming. . . ... e 13

2.8 lllustration of asynchronous and synchronous spoo ng attacks. . . . .

2.9 Acquisition results of asynchronous (Blue Cone) and synchronous
(Orange Cone) spoo ng attacks, with the green cone representing
the authentic signal. . . . . . . . .. ... .. .. ... ... ..., 15

2.10 lllustration of how synchronized spoofer tricks the receiver into lock-
ing onto spoofed data. Initially, the spoofed signal closely mimics the
authentic satellite signal. Once the receiver successfully locks onto
the spoofed signal, the spoofer increases the signal power, overpower-
ing the authentic signal and causing the receiver to track the spoofed

datainstead. . . . . . . . . . ... 15

3.1 OSNMA working principle. Public key can be download from the
internet before and user will have access to this key. This key will be
used if received navigation data is a good match [1]. . . . . . . . . ..

4.1
4.2

NMEA from 7 phones (left) and average of all 7 phones (right). . . . 28
Interpolated vs non-interpolated pseudorange. . . . . .. ... .. .. 28



4.3 2D (left) and 3D (right) RMSE error values for each phone, comparing
NMEA data from each phone to average NMEA. The errors were
computed in the Earth-Centered, Earth-Fixed (ECEF) frame. . ... 29

4.4 Results after interpolation. . . . . ... ... ... ........... 29

4.5 3D Mean (left column) and STD (right column) of seven Android
phones over three days: 8.9.2023 (top row), 10.9.2023 (middle row)
and 20.9.2023 (bottom row). . . . . . . . ... 31

4.6 Spoo ng modeling using Android data.Di erent columns represent
di erent satellite numbers (PRN) and di erent rows represent di er-

enttime indexes. . . . . . . . . . ... 36
4.7 Result of simulated spoofer attack for GooglePixel 7. . . . . ... .. 37
4.8 Result of simulated spoofer attack for Nokia XR20. . . ... .. ... 38
4.9 Result of simulated spoofer attack for Samsung A52. . . .. ... .. 38

4.10 Mean 2D and 3D positioning errors relative to the 'true' position as

the number of spoofed satellites increases, shown for three Android

phones: (a) Nokia XR20, (b) GooglePixel 7 and (c) Samsung A52. . 39
4.11 Results of subset analysis with one spoofed satellite. . . . . ... ... 41
4.12 Results of subset analysis with two spoofed satellite. . . . . . ... .. 42
4.13 Result of evaluating d, for Nokia XR20 phone where a) is the di er-

ence in consecutive poinlgs_d vs time indexj and b) is the summation

of disdenedasS = !, d,withj asthetimeindex. ... .. 43
4.14 Distribution of d when no spoofer is present and when one or two

spoofers are present in the calculations with set threshold. Optimal

threshold was determined using data from NokiaXR20 phone. . ... 44
4.15 d values when no spoofer, one and two spoofers are present, along

with their uctuations around the threshold. . . .. ... ... ... 45
4.16 Histograms of comparing the di erences between recalculated and

original pseudoranges when one spoofer is present. . . . . . . ... .. 46
4.17 Histograms of comparing the di erences between recalculated and

original pseudoranges when two spoofer is present. . . . . . .. .. .. 47
4.18 Absolute di erence between recalculated and original pseudoranges

for no spoofer, one spoofer and two spoofer case. Optimal threshold

was determined using data from NokiaXR20 phone. . . . . . .. . .. 48
4.19 Absolute di erence between recalculated and original pseudoranges

for no spoofer, one spoofer and two spoofercase. . . . . ... .. ... 48
4.20 Carrier-to-Noise density ratio over time for tracked satellites from the

TAU dataset. . . . . . . . . . . . 51

4.21 Satellite parameters for spoofer PRN 2 (a) and genuine satellite PRN
27 (b) from the TAU dataset. . . . ... ... ... ... ....... 52



4.22 Coordinate deviation from true position for the TAU dataset. . . .. 53
4.23 Carrier-to-Noise density ratio over time for tracked satellites from the

FGldataset. . . . . . . . . . . . . . . e 54
4.24 Satellite parameters for PRN 2 (a) and PRN 26 (b) from the FGI
dataset, with spoo ng starting at around 87 seconds. . ... ... .. 55
4.25 Coordinate deviation from true position for the FGI dataset. . . . . . 56
4.26 Carrier-to-Noise density ratio over time for tracked satellites from the
TEXBAT dataset. . . . . .. .. . . .. it 57
4.27 Satellite parameters for PRN 3 (a) and 16 (b) from the TEXBAT
dataset, with spoo ng starting at around 50 seconds. . .. ... ... 58
4.28 Coordinate deviation from true position for the TEXBAT dataset. . . 59

4.29 Example of pseudorange, its di erential, and double di erential over
time from the FGI dataset (PRN 24) used in level crossing rate analysis. 60
4.30 Variation of crossing rate with di erent threshold values for di erent

satellites in the FGl dataset. . . . . . . . ... ... .. .. ...... 61
4.31 Variation of crossing rate with di erent threshold values for di erent
satellites in the TAU dataset. . . . ... ... ... ... ....... 62

4.32 Variation of crossing rate with di erent threshold values for di erent
satellites in the TEXBAT dataset. . . . . . .. ... ... ....... 63



List of Tables

2.1

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Summary of spoofertypes . . . . ... . ... ... 16
Correlation matrix of pseudoranges between di erent smartphones for
PRN 5 for high SNR (average SNR=37.8dB). . ... ... .. ... 32
Correlation matrix of pseudoranges between di erent smartphones for
PRN 13 for low SNR (average SNR =30.2dB). . . ... ... .. .. 32
Correlation matrix of di erential pseudoranges between di erent smart-
phones for PRN 5 for low SNR (average SNR =37.8dB). .. .. .. 33
Correlation matrix of di erential pseudoranges between di erent smart-
phones for PRN 13 for low SNR (average SNR =30.2dB) ... ... 33
Correlation matrix of double-di erential pseudoranges between dif-

ferent smartphones for PRN 5 for high SNR (average SNR = 37.8
dB). . .. e 33

Correlation matrix of double-di erential pseudoranges between dif-
ferent smartphones for PRN 13 for low SNR (average SNR = 30.2

dB). . .. 33
Accuracy for di erent cases based on di erences in estimated posi-
tions d, using the Nokia XR20 dataset. . . . . ... .. ... .. .. 45
Accuracy for dierent cases, based on p results, using the Nokia

XR20 dataset. . . . . . . . . .. .. 49
Comparison of accuracy with xed and optimized thresholds. . . . . . 63



List of Symbols and Abbreviations

Double di erencial in carrier phase measurements
t, Receiver clock bias
ts  Satellite clock bias
Phase noise
Threshold for decision making
Likelihood Ratio
Wavelength of GNSS signal
Carrier phase
Pseudorange
C Speed of light in a vacuum
Ho  Null Hypothesis
H;  Alternative Hypothesis
I lonospheric delay
N Integer number of cycles (ambiguity factor)
T Tropospheric delay
A-GNSS Assisted GNSS
ADC Analog-to-Digital Converter
AGC Automatic Gain Control
AoA Angle of Arrival
CDMA Code Division Multiple Access
CRPA Controlled Reception Pattern Antennas
CWI Continuous wave interference
DGNSS Di erential GNSS

DLL Delay Locked Loop



DMT Distance Measuring Equipment

ECEF Earth-centered, Earth- xed Coordinate System
FLL Frequency Locked Loop

GLRT Generalized Likelihood Ratio Test

GNSS Global Navigation Satellite System

I/Q In-phase and Quadrature Components
LCR Level Crossing Rate

LEO Low Earth Orbit

LNA Low-Noise Ampli er

LO Local Oscillator

LTS Least Trimmed Squares

MAC Message Authentication Code

MCD Minimum Covariance Determinant

MEO Medium Earth Orbit

MLE Maximum Likelihood Estimates

MM  M-estimators and Minimum Covariance Determinant
MSA Mobile Station Assisted

MSB Mobile Station Based

NLOS Non-Line-of-Sight

NMEA National Marine Electronics Association.
PLL Phase Locked Loop

PRN Pseudo-Random Noise

PVT Position, Velocity, Time

RAIM Receiver Autonomous Integrity Monitoring

RFF Radio Frequency Fingerprint



RMSE Root Mean Square Deviation

SNR Signal-to-Noise Ratio

SoS Sum of Squares

STD Standard Deviation

TESLA Time-E cient Stream Loss-Tolerant Authentication
TTFAF Time to First Authenticated Fix

UAV Unmanned Aerial Vehicle



1 Introduction

Global Navigation Satellite Systems (GNSS) are used in many elds, such as avia-
tion, transportation, smart grid systems, and personal navigation. GNSS provides
not only positioning and navigation solutions but also timing solutions across various
sectors. Thus, it is also used for various timing and frequency standards. Despite
the high importance and widespread use of GNSS systems, they are vulnerable to
interference and attacks.

This vulnerability arises from the fact that the GNSS signal structure is publicly
available, meaning the structure and design are openly accessible, allowing anyone to
use them. While this is good for compatibility and wide applications, it also makes
it possible to exploit the signals. The second reason is that the signals are low power
because they are transmitted from satellites that are thousands of kilometers away
from the receiver. Furthermore, these signals must comply with ITU (International
Telecommunication Union) regulations, which restrict their power to avoid interfer-
ence with other communication systems sharing the same or neighboring frequency
bands. Thus, these weaknesses are some of the main reasons why GNSS signals are
considered vulnerable and can be compromised by both unintentional errors, such
as atmospheric and multipath e ects, as well as intentional threats like jamming
and spoo ng, where attackers purposefully try to deceive the receiver.

In recent years, di erent regions of the world have reported an increase in GNSS
jamming and spoo ng incidents [2] [3]. The Nordic and Baltic regions are no ex-
ceptions, and in the past year, they have experienced several GNSS attacks [4] [5].
These incidents highlight the vulnerabilities in GNSS, and there have been many
examples in the media of GNSS failures. For example, a small airport in Estonia
was recently forced to suspend ights due to GNSS signal disturbances [6], and a
plane was forced to return and land in Helsinki after failing to land in Joensuu [7].
Some airports in Finland were forced to revert to using an old-school radio naviga-
tion system called DME (Distance Measuring Equipment) in an attempt to mitigate
these attacks [8].

These incidents of disturbances in satellite navigation signals highlight the in-
creasing threat to safety in sectors that require reliable positioning, such as aviation.
To address these issues, further research is needed to better understand intentional
attacks on GNSS signals and to develop e ective mitigation techniques. This thesis
aims to address these challenges by researching and developing GNSS signal pro-
cessing techniques to detect, monitor, and mitigate the impact of spoo ng attacks.

The main goal of the thesis is to analyze GNSS data quality at the pseudor-
ange level and to explore spoo ng models and spoo ng mitigation algorithms. The



research questions are as follows:

A

Q1. How does GNSS raw data quality vary across di erent Android phone
models? This question is addresses in Section 4.1.1.

Q2: How can a spoo ng attack be e ectively modeled using Android raw
GNSS data? This question is addresses in Section 4.1.2.

Q3: How can spoo ng attacks be detected and mitigated using lower-quality
Android GNSS data? This question is addresses in Section 4.1.3.

Q4: How can spoo ng attacks be detected and mitigated using higher-quality
in-lab measurements? This question is addresses in Section 4.2.2.

The author's contributions are as follows. Firstly, the development of Matlab-
based software for the analysis of GNSS data available from Android measurements
(via GNSSLogger) and in-lab measurements. Some of the developed software started
from existing Matlab-based le readers in the TAU team as well as from the FGI
GNSS SDR receiver, but new features for new statistical analysis have been added
by the author. Another contribution was implementing a simpli ed spoo ng at-
tack model using Android GNSS data and testing various consistency check algo-
rithms. The author also processed three 1/Q raw GNSS datasets across various
receiver stages: pre-correlation, post-correlation, and navigation, analyzing various
statistical features in the presence and absence of spoo ng. Finally, the author con-
ducted an literature review on spoo ng mitigation techniques, discussing existing
approaches and where further research or improvement is needed.

The methodology of this thesis is based on measurement data analysis, focusing
on the evaluation of di erent statistical parameters of real and spoofed datasets.
The main goal is to detect anomalies that occur when spoo ng is present. This
approach could be used for the e ective identi cation and mitigation of spoo ng
attacks in GNSS.

The thesis consists of ve chapters. Chapter 2 provides an overview of the
GNSS receiver structure and its main stages, such as acquisition, tracking, and
position calculations. It also explains various threats, both unintentional (such as
multipath and atmospheric delays) and intentional (such as jamming, meaconing,
and spoo ng), with a focus on spoo ng.

Chapter 3 reviews spoo ng detection and mitigation techniques, including antenna-
based approaches, pre- and post-correlation methods such as RF ngerprinting, and
pseudorange-based techniques such as RAIM (Receiver Autonomous Integrity Mon-
itoring), GLRT (Generalized Likelihood Ratio Test), and SoS (Sum of Squares),
along with other methods found in the literature.



Chapter 4 discusses the results of the analysis of di erent Android phones, as
well as spoofer modeling and detection using data from Android devices. The second
part of this chapter focuses on analyzing high-quality in-lab measurements of spoofed
datasets from three sources, along with the results of analyzing the level crossing
rate of the double di erential of pseudoranges.

In Chapter 5, a discussion of the main results, their signi cance, limitations and
key takeaways is presented.



2 GNSS Basics and GNSS Threats

2.1 GNSS Receiver

This section we give an overview of GNSS architecture and the key signal processing
stages acquisition, tracking and PVT calculation.

2.1.1 GNSS Receiver Architecture

Global Navigation Satellite System receivers are devices designed to process signals
from GNSS satellites; this allows them to determine location, time and velocity. The
GNSS receiver architecture typically comprises multiple stages, which are responsi-
ble for receiving, processing and nally calculating the position.

A typical GNSS receiver is has two primary sections: the RF front-end and the
baseband signal processing stage, as shown in Figure 2.1. Both of these stages are
important for accurate estimation of position, velocity and time (PVT) [9] [10] [11].

. . Navigation
Ex

Figure 2.1 General block diagram of a GNSS receiver. Shows the RF front-end and
digital processing stage, additionally pre-correlation and post-correlations stages.

The RF front-end is the section of the receiver that receives satellite signals via an
antenna. These satellite signals are typically received at a very low power due to the
large distance between the transmitter and the receiver (over 20,000 km). The front-
end ampli es the signal with low-noise ampli ers (LNA) [9] [10] [11]. Then, high-
frequency RF signal is downconverted to an intermediate frequency (IF) or directly
to the baseband using a local oscillator (LO) and mixer. After downconversion, the
signal is easier to process and the requirements on the subsequent lters are less
stringent than in the RF domain. The downconverted signals are then digitized by
an Analog-to-Digital Converter (ADC) with Automatic Gain Control (AGC) and
passed on to the digital signal processing unit, which includes acquisition, tracking
and PVT solutions [9] [10] [11].



2.1.2 Acquisition stage

The rst step in the digital signal processing stage is acquisition. During this process
the receiver detects all visible GNSS signals and determines the approximate values
of the signal's Doppler shift and code delay for each satellite. To do this, the receiver
scans a two-dimensional search space: frequency shift also referred to Doppler shift
and time delay or code delay. Doppler shift is caused by the relative motion between
the satellite and the receiver, this relative motion courses shift in frequency of the
received signal by several kilohertz from the transmitted frequency [9] [10] [12].

To detect the signal, the receiver searches across discrete frequency bins within a
range of possible frequencies, typically a few kilohertz around the carrier frequency,
on top of that goes through all code delays. The code delay is basically a time
di erence between the transmitted and received Pseudo-Random Noise (PRN) code,
which is unique to each satellite.

The receiver estimates this delay by generating a replica of the satellite's PRN
code and shifting it in time across all possible positions. For each time delay, it
correlates the received signal with the shifted replica by multiplying the two sig-
nals and integrates the result over time. When the correct delay is found, in the
correlation output we would see a peak, as shown in Figure 2.2, indicating the sig-
nal delay. This delay is related to the distance between the satellite and the receiver.

PRN Code transmitted from satellite

Time

Code replica genrated at the receiver

_____ 7-— L L L L L]

Time

Correlation

Figure 2.2 Code delay estimation in the receiver: the red line represents the transmitted
signal, and the blue line represents the receiver's replica. t represents the time it took
for the signal to reach the receiver. The correlation peak indicates that the code delay has
been found.

Since both Doppler shift and code delay are needed for the next stage, the
acquisition process needs to determine both. Thus correlations of all combinations
of Doppler frequency shift and code delay is performed until a peak is found. If a
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peak is detected, it indicates that a coarse estimate of Doppler shift (in Hz) and
code delay (in chips) has been found, as illustrated in Figure 2.3. This information
is then sent to the tracking stage, where it is re ned and continuously updated to
maintain a lock on the satellite.

Figure 2.3 Code delay vs Doppler shift during GNSS acquisition. The peak indicates
where the signal is detected, corresponding to a speci ¢ Doppler frequency and code delay.

Additionally, during acquisition, the receiver determines which satellites are cur-
rently in view. This can occur via two methods: cold start or warm start. A cold
start happens when the receiver has no prior information about satellite positions,
time, or its location (e.g., after being turned on in a new location). In this case,
the receiver must search for all visible satellites and calculate its position, a process
that can take a couple of minutes.

In contrast, a warm start occurs when the receiver has prior data, such as ap-
proximate location, time, or satellite positions, allowing it to acquire the necessary
signals more quickly and reducing the time needed to obtain a position X.

2.1.3 Tracking

Once the acquisition stage is complete and the signals from the satellites have coarse
estimation of Doppler shift and code delay, the receiver signals go to neaxacking
stage. The main goal of tracking is to continuously monitor the signal from each
satellite and maintain a lock on it. This is done by making small adjusting to
Doppler shift and code delay due to the movement of both the satellite and the
receiver [9] [10] [13].



The receiver tracks two key parameters: code tracking and carrier tracking of
the incoming signal. It keeps a lock on the signalsarrier frequency and based on
that makes adjustments for Doppler shifts, while simultaneously tracking theode
phase to this ensures that signal is aligned with the satellite's Pseudo-Random
Noise (PRN) code. This way, the receiver is able to track the satellites signals as
they change due to their movement, after which its position can be estimated [9] [10].

Code Tracking : The main goal of code tracking is to minimize the the dier-
ence between the received signal and the local replica code, basically adjusting delay.
To achieve this the tracking loop use®elay Locked Loop (DLL) As the signals time
of arrival changes slightly due to relative motion between receiver and satellite, the
DLL receiver continuously tracks and adjust this delay, making sure that delay is
synchronized [9].

Carrier Tracking : To manage Doppler shifts and maintain synchronization
with the satellite signals, the receiver usesrequency Locked Loop (FLL) which
tracks and adjusts the local oscillator's frequency to match frequency of the incom-
ing signal. While Phase Locked Loop (PLL) which synchronizes the phase of the
local oscillator with the received signal, this gives precise phase alignment for accu-
rate signal demodulation [10].

The main di erence from acquisition stage is that acquisition provides rough
estimates for tracking stage while tracking provides ne continuous monitoring for
the next stage. This ne tracking is important for the receiver to extract precise
time-of-arrival information and navigation data from the satellite signals [9] [10] [13].

2.1.4 PVT Calculations

The PVT block is the nal stage in a GNSS receiver, where the extracted nav-
igation data and pseudorange are being used to estimate the receivestssition,
velocity and time . The method used to determine the receiver's position is called
trilateration. The main idea is that we are using distances between satellites and
the receiver, also known as pseudoranges, from at least four satellites to determine
the receiver's location [9] [10] [13] [14].

The receiver measures the pseudorangefrom each satellitei. This pseudorange
value is based on the time of ight of the signals,it also includes corrections for clock
errors, atmospheric delays, multipath e ects and other errors. The pseudorange is
de ned as:

i=Cc ti+b+ (2.1)
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where:

A

i is the measured pseudorange to satellite
" cis the speed of light,

ti is the time di erence between satellite signal transmission and reception
at the receiver,

" b is the receiver clock bias,

i accounts for errors due to atmospheric delays, multipath e ects, and other
system errors [9] [10] [14].

To nd the receiver's position we need to solve a system of equations. The
position of each satellite Xi;V;; z) is known, while the receiver's position, denoted
by (X:;yr;z), is unknown. A simplied 2D version is shown in Figure 2.4. In
this gure, we see that knowing the positions of three satellitesx(;y;; z;) and their
corresponding pseudoranges i, or distances from the satellites to the receiver,
makes it possible to determine the interception point, which represents the receiver's
location. The actual distanced;, between the receiver and satellite is given by:

4= 0 x)Pr(y Yt (m 7y (2.2)

Since the receiver's clock is not perfectly synchronized with the satellite clocks,
the measured pseudorange also includes a clock HiasThus we have the following
equation for each satellite:

sd+h=" 6 XZF(N WPt(z z)+h (2.3)

This equation is important when talking about trilateration, where the position
(Xr;¥Yr; z) and the clock biash are the unknowns and satellites positionx;;y;; z;)
and pseudoranges () are known. In order to solve for these four unknowns, at
least four pseudorange measurements and satellites positions from four satellites are
needed:

= T P r(z zi+h (2.4)
=" Xty vtz z)P+h (2.5)
I R I CARTA EN A ER (2.6)



4= P (Xr Xa)2+(Yr Ya)2+(zZr z)?+h (2.7)

These equations are typically solved using linearization and iterative methods to
determine the receiver's position and clock bias [9] [10] [13].

Receiver position
(xr' yrr ZT')

Figure 2.4 lllustration of GNSS trilateration: It demonstrates trilateration on a 2D
plane with three satellites, where the intersection of three circles (red dot) estimates the
receiver's position in two dimensions.

2.1.5 Assisted GNSS

Modern Android phones can use Assisted GNSS (A-GNSS), which was developed
for handheld devices in the US to ensure that cell phone locations are available
for emergency situations [15]. A-GNSS speeds up the process of nding satellite
signals, especially when starting from a cold start [16]. It obtains data from cellular
networks or the internet, which are connected to GNSS ground receivers and other
entities, to help the phone get its location faster or more accurately (Figure 2.5).
Normally, determining position can take a couple of minutes; with A-GNSS, this
process is quicker as information on satellite positions (ephemeris and almanac) can
be downloaded from GNSS ground stations. This information helps the receiver lock
onto the satellite signal much faster and more accurately.
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Figure 2.5 Assisted GNSS.

A-GNSS is particularly useful in urban environments, where many obstacles like
tall buildings, indoor settings and other interferences can disrupt signal reception.
In these environments, the availability of mobile base stations can enhance the
performance of GNSS by providing additional data and computational resources [17].

2.2 GNSS Threats

GNSS signals are susceptible to di erent types of interference, both unintentional
and intentional. Since the GNSS signals received are very weak, having traveled
around 20,000 km from the satellite to the receiver, they are prone to attenuation,
distortion and disruption from multiple sources. Furthermore, because the satellite
signal structure and frequency bands are publicly known, there is a signi cant threat
from intentional interference, including jamming and, the main focus of this thesis,
Spoo ng.

2.2.1 Unintentional Threats to GNSS

Unintentional interference is usually an issue that comes from natural factors and
imperfection in the receiver's hardware. Understanding them is important to get
correct positioning results. The main types of unintentional interference include
multipath, atmospheric delays and hardware-related errors.

Multipath

Signals from the satellite to the receiver can be reached in two ways. When there are
no obstacles between the transmitter and receiver, the signal follows a direct path
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known as Line-of-Sight (LOS). But in cases where obstructions such as buildings,
trees or other terrain features are present, the signal will likely go through re ection
and di raction from those obstacles. In that case, these signals which went through
refection and refraction will reaches the receiver via multiple paths, this is known
as Non-Line-of-Sight (NLOS) [18].

Multipath occurs when the signal reaches the receiver through both Line-of-Sight
(LOS) and Non-Line-of-Sight (NLOS) paths, or just through NLOS. This results in
the superposition of multiple signal replicas, each with di erent power levels and
time delays Figure 2.6. Consequently, the receiver nds it more challenging to
estimate the signal's arrival time and content, as multipath introduces range errors
that require accounting for discrepancies in amplitude and phase [19] [20].

Satellite Atthe receiver
transmitted signal received multiple signal
. replicas

IA\
’ I\

Power

Code delay
Figure 2.6 Multipath e ect.

Atmospheric Delays

The atmospheric delay is another source of unintentional errors in GNSS systems,
speci cally ionospheric and tropospheric e ects. lonospheric delays are a conse-
guence of the ionosphere layer, its location is between 50 and 1,000 km above the
Earth's surface. The delays are a consequence mainly due to free electrons and ions
which are created by solar activity. These delays are frequency-dependent, with
higher frequencies experiencing less delay. This is important as ionospheric errors
can be mitigated using dual-frequency receivers [21].

The troposphere, the lowest layer of the Earth's atmosphere (up to 15 km above
the surface), also introduces errors in GNSS positioning due to temperature, pres-
sure and water vapor variations along the signal propagation path. Unlike the iono-
sphere, the troposphere is non-dispersive, this means that the delay is not frequency-
dependent [22] [20].
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Receiver and Transmitter Hardware

Unintentional GNSS errors can also originate from imperfections in receiver and
transmitter hardware. For example, thermal noise in receiver and transmitter com-
ponents can cause errors. Additionally, instabilities in the radio frequency oscillator,
particularly in lower-quality receivers, can add random uctuations in the signal's
phase and frequency. This introduces time inaccuracies between the receiver and
transmitter, which will lead to errors in position, velocity and time estimation. While
satellite clocks are equipped with precise atomic clocks, minimizing their contribu-
tion to errors, any discrepancies in timing still a ect GNSS accuracy [20] [21].

2.2.2 Intentional Threats to GNSS

Unlike unintentional threats, intentional interference is done on purpose to disrupt or
trick GNSS receivers. These attacks can range from signal jamming, which is easier
to detect, to highly sophisticated spoo ng attacks, which are harder to detect. This
section discusses some of the intentional threats, such as jamming and spoo ng
which is the focus of this thesis and the sub-class of spoo ng known as meaconing.

Jamming

GNSS jamming is a form of intentional interference where a strong radio frequency
signal is transmitted close to the GNSS frequency bands, such as L1 (1575.42 MHz),
L2 (1227.6 MHz) and L5 (1176.45 MHz). The main goal of the jammer is to over-
power the real signal by transmitting a stronger RF signal. This strong interfering
signal reduces the signal-to-noise ratio (SNR) at the receiver, and this makes it dif-
cult for the receiver to correctly process the weak GNSS signal. As a result, the
receiver can either not lock onto satellite signal or lose the lock, consequently no
navigation solution will be calculated. [18].

There are several types of jamming, including continuous wave interference
(CWI). This type of jammer transmits a constant signal at a speci c frequency.
This creates a narrowband interference in the frequency spectrum can be seen in
top Figure 2.7. Another type is the chirp jammer; this type of jammer changes
signal frequency from high to low (or vice-verse) linearly over a certain time period,
after which it comes back to the original frequency and the process repeats. This
creates a broader spectrum of interference (spectrum shape can be seen in middle
Figure 2.7 ). Pulse jammers emit short bursts of energy at regular or irregular
intervals. We can see that pulse jammer hasinc shaped spectrum bottom Figure
2.7 [23] [24].
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Examples of Jammer Frequency Spectra
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Figure 2.7 Power spectral density (PSD) of modulated GNSS carriers, and three di erent
types of jamming CWI jamming; chirp jamming and pulse jamming.

Some GNSS systems, such as GPS, Galileo and BeiDou, use the Code Division
Multiple Access (CDMA) technique, which spreads signals across a wide frequency
band. This method makes the signal appear below the noise oor. While this
provides some resistance to jamming, GNSS systems remain vulnerable to jamming,
as the receiver can still lose lock on the satellite signal.
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Spoo ng

Another intentional GNSS threat is spoo ng, which is the focus of this thesis. Spoof-
ing involves a malicious device generating signals with characteristics that try to
match legitimate satellite signals. These counterfeit signals appear as authentic,
but the navigation data is changed to re ect a false position. The idea is to trick
the receiver into processing these fake signals. Thus, the receiver without know-
ing will go through signal processing stages and produce incorrect PVT solutions.
Spoofers are particularly dangerous because they can operate without detection, and
if not detected, the receiver cannot warn users that the positioning estimates might
be invalid [25] [26]. Two main Spoo ng scenarios are shown in Figure 2.8. Spoofers
can be categorized based on their level of sophistication|basic, intermediate, and
sophisticated [27] [28].

Asynchronous attack Synchronous attack
N / g < SN
A \ \\ / i ~ \ \. : Authentic
N\ \ / \\ \\ | signals
\\ \ / Authentic TN \ |
signals :_,.- ~ N \ |
P N
— ~ \\ |
________ N
Spoofsignal | | i e
Spoof signal
Spoofer Receiver ]
Spoofer Receiver

Figure 2.8 lllustration of asynchronous and synchronous spoo ng attacks.

" Basic Spoofers: Basic spoofers transmit fake GNSS signals without proper
synchronization to real signals, as shown in Figure 2.9. These fake signals are
misaligned in terms of frequency and timing, so acquisition results can appear
as a separate peak. To perform this attack, the receiver's tracking needs to be
disrupted, causing it to lose lock on the real satellite signal. Then, the spoofer,
having a higher power signal, will be tracked by the receiver after it performs
acquisition.
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Figure 2.9 Acquisition results of asynchronous (Blue Cone) and synchronous (Orange
Cone) spoo ng attacks, with the green cone representing the authentic signal.

Intermediate Spoofers:
synchronize their fake signals with real GNSS signals in terms of signal strength,
Doppler, timing, coordinates, and timestamps. Then, the spoofed signal power

is increased, causing the receiver to track the spoofed signal, as shown in Fig-
ure 2.10. Once locked onto the spoofed signal, fake positioning data can be

Intermediate spoofers are more advanced. They

introduced.
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Figure 2.10
spoofed data.

instead.

[llustration of how synchronized spoofer tricks the receiver into locking onto
Initially, the spoofed signal closely mimics the authentic satellite signal.

Once the receiver successfully locks onto the spoofed signal, the spoofer increases the signal

power, overpowering the authentic signal and causing the receiver to track the spoofed data

" Sophisticated Spoofers:
of spoo ng technology. These spoofers are not only perfectly synchronized
but also equipped with multiple transmitters. They can transmit multiple
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synchronized spoofed signals from di erent sources, creating a more complex
and realistic environment, thus making them very di cult to detect.

Table 2.1 Summary of spoofer types

S_?_;F())(faer Description Synchronization Key Characteristics
. Transmit fake GNSS signals L o
Basic . o Misaligned timing, frequency,
without proper synchronization No ) .
spoofers and structure; easily detectable.

to real signals.
Synchronize with real GNSS signals,
matching signal strength, phase, Yes
and timing, then introduce errors.
Perfectly synchronize with real
Sophisticated | signals, adding realistic noise
spoofers | and interference, spoo ng entire

constellations.

Gradually introduces errors;
harder to detect.

Intermediate
spoofers

Fully synchronized, can spoof
Yes multiple constellations; extremely
di cult to detect.

Meaconing

Sub-section of spoo ng is meaconing. Meaconing involves recording and re-broadcasting
authentic GNSS signals with a speci c delay. This causes signi cant errors in po-
sition and navigation results because GNSS relies on the pseudorange, which is the
estimated time of ight of the signal from the satellite to the receiver. Any delay in

the signal leads to discrepancies in position calculations [29] [28].
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3 Spoo ng Detection and Mitigation Techniques

As already discussed in Introduction 1, spoo ng instances can lead to dangerous
consequences. This is particularly true in applications where safety is very im-
portant, such as aviation, autonomous driving, and nancial systems. Therefore,
several detection and mitigation techniques have been developed and are currently
implemented on many commercial GNSS receivers.

This chapter gives an overview of the techniques which are used for detecting
and mitigating spoo ng attacks in GNSS. It will discuss antenna-based methods,
pre-correlation and post-correlation methods, pseudorange-based techniques, and
other methods.

3.1 Antenna Methods

One of the most widely used and researched spoo ng detection and mitigation tech-
niques is the antenna-based method. This method monitors the direction of arrival
of GNSS signals, as spoofed signals come from ground based transmitters. Also, if
there are multiple spoofed signals, they are most likely coming from the same trans-
mitter, thus some signal pairs would have same or very similar direction of arrival,
which can be detected. These suspicious arrival angles can be detected using an-
tenna arrays. Authentic signals, in contrast, come from satellites distributed more
widely in the sky, especially in non-urban environments. However, in certain NLOS
(Non-Line-of-Sight) cases, such as narrow streets, all satellite signals might appear
to come from the same or similar direction.

These methods involve the use of advanced antenna arrays at the receiver side
[30] [31] or controlled reception pattern antennas (CRPAs) [32] [33] [34] to detect
anomalies in signal direction.

Beamforming, spatial Itering, and angle-of-arrival (AoA) estimation techniques
can pinpoint suspicious signal arrivals [35]. AoA estimation determines the direction
of arrival. By comparing the AoA of received signals to the expected directions of
satellites, the receiver can identify and ignore spoofed signals. Then, beamforming
and beam-steering can be used to direct the antenna pattern toward the direction
of authentic signals. This allows the receiver to focus on signals arriving from
real satellite directions while spatially Itering out unwanted signals. Directing the
beam toward the direction of arrival focuses more energy on the authentic signal,
thus improving the chance of locking onto the GNSS signal. Consequently, steering
the beam away from the spoofer prevents the receiver from processing signals from
suspicious directions.

17



However, antenna methods require additional hardware, such as multiple anten-
nas at the receiver, which can increase both cost and complexity. Complex algo-
rithms are needed to analyze data from multiple antennas; this can lead to increased
computational overhead. Also, the need for adaptation to di erent environments in
real time will require additional signal processing [36] [37] [38]. Despite these chal-
lenges, the antenna-based method is a decent approach in defending against spoo ng
attacks. However, if spoo ng signals originate from UAVS, LEO or MEO satellites,
AoA-based methods may not be e ective.

3.2 Pre-Correlation and Post-Correlation Methods

Pre-correlation and post-correlation methods refer to spoo ng detection techniques
performed before and after the signal correlation process in GNSS receivers as shown
in Figure 2.1. These include methods based on statistical signal properties in pre-
and post-correlation domains and radio frequency ngerprinting (RFF), a technique
for spoo ng detection based on each transmitter's unique hardware features of n-
gerprints, which can be used to identify genuine signals [39].

The pre-correlation technique refers to analyzing raw RF signals before they
undergo the correlation process. By examining unique characteristics of the raw
signal, such as amplitude, phase, and frequency variation, patterns can be identi ed
to detect spoo ng signals. These transmitter-speci ¢ characteristics could be used
as unigue ngerprints and would help receiver to distinguish between spoofed and
genuine signals [40] [41] [42]. According to a comprehensive survey on RFF in
GNSS [43], RFF techniques using pre-correlation data show potential for improving
spoo ng detection. This study highlights that pre-correlation data, which has not
yet been smoothed or ltered, can carry distinct information about the transmitter's
features. However, pre-correlation techniques are computationally more complex as
they deal with high frequency, unprocessed signals and require complex algorithms
to extract wanted features.

A post-correlation technique, in contrast, analyzes the signals after they have
been processed by the correlation. At this stage, the signal has already undergone
downconversion and various ltering, and the receiver has already despread the
pseudo-random codes. Due to these signal processing stages, some unique features
have been lost. Consequently, post-correlation techniques may o er less accurate
results than pre-correlation methods, as they work with altered data [44]. However,
they are less computationally intensive compared to pre-correlation as they deal
with lower frequencies. Thus it is easier to implement in standard GNSS receivers.

In this thesis a look is taken at some of the statistical properties of the signals in
pre- and post-correlation domains, trying to identify patterns specic to spoofers.
However, these patterns were di cult to identify, and RFF could be the method of
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choice in future studies.

3.3 Pseudorange-Based Methods

Pseudorange-based methods are one of the most popular GNSS spoo ng detection
techniques. These methods rely on the consistency of pseudorange measurements.
Spoofer pseuroranges typically cause inconsistencies in measurements characteris-
tics, as they might not align with the real signals in terms of timing or navigation
solution. There are many methods developed and used such as RAIM (Receiver
Autonomous Integrity Monitoring), GLRT (Generalized Likelihood Ratio Test) and

SoS (Sum of Squares).The main pseudorange-based methods are described in the
next subsections.

3.3.1 Receiver Autonomous Integrity Monitoring (RAIM)

One of the most widely utilized pseudorange based techniques is the Receiver Au-
tonomous Integrity Monitoring (RAIM). It was developed even before the full op-
eration of GPS and is frequently used in civil aviation [45]. The main idea behind
this technique is to check the consistency of the pseudorange measurement across
multiple satellites. It relies on redundancy of satellite signals. To compute a loca-
tion, the receiver needs at least four satellite signals. Most of the time we have more
than four satellite signals available.

The process involves comparing pseudorange residuals. The receiver rstly com-
putes the position based on all available pseudoranges. Based on that the receiver
predicts pseudoranges that should be observed from each satellite. Residuals are
then calculated by comparing the actual received pseudoranges with their estimates,
which are calculated based on the positioning solution. These residuals may show
measurement errors and inconsistencies. If a residual exceeds the set threshold, it
suggests a potential spoo ng attraction.

In some implementations, RAIM can identify outliers and exclude satellites or
satellites which couses large residuals. Then the receiver can calculate the position
using remaining satellites.

This method can fail under scenarios where there are multiple outliers. Therefore,
studies suggest a proposed improvement to RAIM algorithms in order to better
deal with multiple spoofers. One such proposal is a RAIM algorithm that uses
MM (M-estimators and Minimum Covariance Determinant) estimation techniques.
This technique involves using M-estimators and Minimum Covariance Determinant
(MCD) to improve the detection of multiple simultaneous spoofers. When combining
Least Trimmed Squares (LTS) and M-estimators this approach demonstrates higher
detection performance under multiple spoofers, leading to better and more reliable
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detection rate [46].

One signi cant challenge is that if more than half of the visible satellites are
spoofed, as can happen with sophisticated spoofers, the RAIM method may incor-
rectly identify spoofed signals as authentic and authentic signals as spoofed. This
misidenti cation could lead to very dangerous situations [45] [47].

3.3.2 Generalized Likelihood Ratio Test (GLRT)

This is a statistical model that tests the likelihood that the received signal's pseu-
doranges are likely to be authentic GNSS signals. The main idea is that the GLRT
compares the likelihood of two hypotheses: the null hypothesibi§), where the sig-
nal is authentic, and the alternative hypothesis ifi;), where the signal is spoofed.
The GLRT evaluates probability of the received signal for both hypotheses (au-
thentic or spoofed). It then compares these probabilities and makes the decision;
whether the signal is more likely to be authentidd, or spoofedH ;.

The rst step in the GLRT involves estimating the maximum likelihood of the
observed signal under both hypothesesdaximum Likelihood Estimates (MLESs)are
calculated for the speci c parameters which are associated with the authentic signal
( o) and the spoofed signal (;). In this case (o) and ( 1) can represent di erent
GNSS signal parameters such as signal power, carrier phase or code delay. The
likelihood function L ( o; data) is used for hypothesiddy and L( 1; data) is used for
hypothesisH;. In this case 'data’ refers to observed measurements by receiver such
as pseudoranges or carrier-to-noise density ratios.

After that, the likelihood ratio is determined, which is denoted by . This ratio
compares the likelihood of the signal being spoofed to the likelihood of it being
authentic:

max , L( 1;data)

max , L( o;data) (3.1)

where max, L( ;;data) is the maximum likelihood underH; (spoofed), and
max , L( o;data) is the maximum likelihood underH, (authentic).
Then likelihood ratio is then compared to a threshold , which is set to some
value. This value for example can be determined beforehand using some test data.
Then the decision is made : if > | the test rejectsH, and acceptsH 4, this would
indicate that that the signal is spoofed. OtherwiseH, is accepted, and the signal
is authentic.

This method has several challenges. Accurately determining the parametegs
and ; can be di cult and computationally heavy, thus this might not be applicable
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in real-time applications. Finding the right threshold is also important, as a
low threshold might lead to false positives, resulting in incorrectly authenticating a
spoofed signal as authentic and if setting the threshold to high signals more likely
to be categorized as spoofed despite being authentic. Additionally, threshold might
need to be dynamically adjusted as spoofer characteristics may change in time [48]
[49].

3.3.3 Sum of Squares (SoS) Methods

Another method is the Sum-of-Squares (SoS) approach [50]. This method relies on
analysis of carrier phase measurements from two spatially separated GNSS receivers.
The carrier phase is a measurement of the signal's phase equation for it shown below:

= +cC (t, t)+ N +1+T+ (3.2)

Where
is the measured carrier phase,
is the true geometric range between the satellite and receiver,
" cis the speed of light,
t, is the clock bias of the receiver,
t s is the clock bias of the satellite,
is the wavelength of the GNSS signal,
N is the integer number of cycles or the ambiguity factor,
" | is the ionospheric delay,
" T is the tropospheric delay,

represents the measurement noise and/or error.

The idea behind this model is to monitor the summation of the squared di er-
ences between the carrier phase measurements of the two receiveasd j.

X
Tsos = ( icj )2 (3.3)
i6]
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Where o= j Is the dierence in carrier phase measurements for a
given satellite signal received by two receivelisand j. This equation is relatively
simple and thus would be ideal for real-time applications.

The idea behind this approach is that in the case of authentic signal3s,s is
larger due to variations in the Angle of Arrival (AoA), which refers to the direction
from which a GNSS signal reaches a receiver. Genuine signals arrive in more varied
angles, due to the satellites' spatial distribution in the sky. However, in challenging
environments, such as urban areas, the signals arrive in NLOS conditions. In such
cases, signals may arrive from similar angles due to signal blocking of LOS signals
or re ections.

In the case of spoo ng, we expect signals to have relatively similar AoAs as
they come from, for example, a stationary spoofer located on the ground. Thus, by
comparing the decision statistic to a prede ned threshold, the SoS approach can
detect spoo ng attacks.

In general, higherTsys values indicate authentic signals due to di erent angles
of arrival (AoA), while lower Tsqs values indicate minimal variation in carrier phase
due to similar AoA or similar propagation paths of arriving signals, indicating of
potential spoo ng.

This approach has several challenges, for example, the need for two receivers,
which can be expensive. Additionally, very strict requirements for precise synchro-
nization between the receivers [50].

To address these limitations, further improvements were suggested by using a
dual-antenna system that analyzes carrier-phase double di erences (DDs). This ap-
proach produces better results by removing common errors with double di erencing
and analyzing signal dispersion. For satellitesand j, and antennasa; and ay, the
double di erence is expressed as:

al;a2;ij :( i(al) i(aZ)) ( j(al) j(aZ)) (3-4)

The idea behind SoS with double di erences is that common errors are elimi-
nated. thus, only the relative di erences between signals received are left. Dispersion
analysis is used to identify subsets of spoofed signals, which is an improvement from
the previous SoS method that assumes all signals come from a single source. In this
case, the SoS test statistic computes the double di erences for all observed satellite
pairs:
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Tsos = ( al;az;i;j )2 (3.5)
i6]

Under authentic signals, Tsos is higher due to variations in Angle of Arrival
(AoA). In the case of spoo ng, where signals have relatively similar AoAs, the double
di erences should be small, resulting in a lowells,s. Thus an optimal threshold

is set which is used to make a decision whether we have spoofed signal or real.
If Tsos < , the signals are classi ed as spoofed; otherwise, they are considered
authentic [51].

Under authentic signals, the Angle of Arrival (AoA), varies a lot due to the ge-
ometry of the satellite constellation and the locations of the receiver. This variation
in AoA will lead to di erent phase shifts in the signal as it reaches di erent anten-
nas. As a result, for authentic signals, the double di erences in the carrier phase
measurements () will be larger, resulting in a higher Tsgs.

On the other hand, during spoo ng attacks, the attacker sends spoofed signals
from a single source, for example, ground spoofer. As a result, the phase shifts at
the two receivers will be more similar, and the double di erences ( ) are smaller,
this will result Tsos to be lower.

Using this information an optimal threshold is set, based on this value we can
classify signal as spoofed or real. Tisos < , the signals are classi ed as spoofed;
otherwise, they are considered authentic [51].

SoS method using dual frequencies

Although the traditional SoS approach involves two GNSS receivers or antennas,
similar principles have been suggested in the literature [52] using a single receiver
and utilizing dual frequencies, for example L1 and L2. This method involves mon-
itoring carrier phase measurements of L1 and L2. It is primarily used to mitigate
ionospheric errors, as ionospheric errors are frequency dependent. But this method
could potentially be used to detect spoo ng by comparing the phase measurements
and nding inconsistencies.

3.4 Other Methods

Apart from antenna-based, pre-correlation, post-correlation, and pseudorange-based
methods, several other innovative approaches to spoo ng detection and mitigation
have emerged.
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3.4.1 Cryptographic Authentication

Another technique which is used to increase robustness against spoofed signal is
cryptographic authentication, where GNSS signals have additional encrypted data
or digital signatures which are hard for spoofer to replicate.

For example, the European satellite system Galileo has been developing the
Open Service Navigation Message Authentication (OSNMA). It is currently
available for testing by manufacturers and developers. The main idea behind this is
that the Galileo E1-B signal, which operates in the E1 frequency band and is used
as the data channel, includes a code called Message Authentication Codes (MAC).
When a receiver gets navigation data, it computes the tag using the same method
and compares it with the received tag. If the data matches, the signal is most likely
authentic.

The tag is generated using a cryptographic key. This key is not sent out imme-
diately but after a delay. This delay is important because even if a spoofer receives
the signal, it cannot generate a valid tag without the correct key. Consequently, the
spoofer would not be able to produce realistic signal. But for this authentication
technique, we can see that time synchronization is important. This is because the
delayed key needs to be received correctly for the veri cation process to begin and
prosed [53] [54].

Additionally, the key used for the tag is part of a TESLA (Time-E cient Stream
Loss-Tolerant Authentication) chain. This is important as every key is part of a
“chain'. This means that we can use any part of the 'chain’ to verify the validity of
the next segment. To verify the validity of the rst key, this is also known as the
root key, the receiver has to use a public key and a digital signature algorithm. The
basic working principle is shown in Figure 3.1
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Figure 3.1 OSNMA working principle. Public key can be download from the internet
before and user will have access to this key. This key will be used if received navigation
data is a good match [1].

As OSNMA testing has been done for a couple of years, it has shown some
promising results. For instance, in this research [55], operational testing's have
demonstrated that OSNMA can authenticate navigation messages under various
conditions. Tests have shown the system's robustness in both open-sky and urban
environments. One important aspect to asses is Time to First Authenticated Fix
(TTFAF), which measures the of the time it takes for a GNSS receiver to get its
rst position solution after being powered on. As OSNMA message authentication
method increases TTFAF because of the delayed key disclosure inherent in the
TESLA protocol. However, some approaches have been suggested to decrease this
time and optimize this authentication method. For example, in open-sky scenarios,
the average TTFAF was reduced from around 100 seconds to approximately 68.8
seconds, with best case scenarios achieving 44 seconds [55] [56].

Challenges with this method is that rstly, existing GNSS receivers may need
hardware and software updates, which would introduce additional cost for manufac-
turers. Another challenge is related to the need of precise time synchronization|any
errors in time could result in veri cation failures. Additionally, addition of authen-
tication data increases the volume of transmitted information. This is a problem
as it may lead to delays in data processing and higher power consumption on the
receiver side. This is an important aspect to consider especially when talking about
battery power devices [57].
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3.4.2 Machine Learning-Based Approaches

Another technique for detecting spoo ng is based on various machine learning (ML)
algorithms. The involves analyzing GNSS signal characteristics to identify patterns
which would be di erent for spoofed and authentic signals. Then, use the di erent
pattern behaviors to detect attacks and dynamically adjust detection parameters.
The receiver can then use those parameters to improve accuracy. Some methods
for spoo ng detection using ML include supervised [58], unsupervised [59] and rein-
forcement learning [60].

In supervised learning , models are trained using labeled datasets. In this case
we know which dataset is spoofed and legit. Then methods such as decision trees,
random forests, and neural networks could be used. The advantage of supervised
learning is that it could be high in accuracy in detection, provided there is an
adequate amount of labeled data available [61]. This method requires the availability
(for training) of a lot of spoo ng data in various conditions. The challenge with this
approach is that spoo ng techniques can evolve, and algorithms that worked with
past data might become outdated and ine ective against even slightly modi ed
Spoo ng attempts.

With unsupervised learning , you do not need labeled data. Instead, clustering
methods such as K-means or anomaly detection models such as autoencoders are
performed and irregularities are detected in signal. These approaches are good as
it does not require prior knowledge of spoo ng, so it could potentially adapt to
new spoo ng techniques as they emerge. However, this technique can provide less
interpretable results since anomalies might not come from spoo ng but from factors
such as multipath or atmospheric conditions, which can increase false positives [62]
[60].

Reinforcement learning is another way. The key idea is that the system will
keep adjusting itself to deal with spoo ng. This involves changing receivers' pa-
rameters such as signal thresholds or tracking. Additionally, reinforcement learning
model can be applied which rewards good detection of real signals and penalizes
false positives or negatives. This is useful for real time detection [63]. However, real
time adjustments can be resource intensive and time consuming.

Overall, machine learning is a highly researched technique for detecting GNSS
spoo ng. However, it still has some challenges such as requiring large and diverse
labeled dataset and high-quality spoofed data which are hard to obtain. Also, it can
be complex to implement and slow to converge [61].
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4 Measurement-Based Analysis

In this chapter, we analyze three di erent types of GNSS data to evaluate perfor-
mance and test spoo ng detection methods. Firstly, we analyze Android RINEX
les from seven Android phones obtained using the GNSSLogger app. Next, we
examine in-lab raw I/Q spoo ng data collected at Tampere University. Lastly, we
analyze open-access I/Q datasets, including the FGI spoo ng dataset and TEXBAT
Spoo ng datasets. The results are separated into two sections: Android-based data
analysis 4.1 and in-lab based data analysis 4.2.

4.1 Android-based data analysis

In this section, we present the results obtained from a GNSS pseudorange analysis
using data collected simultaneously from seven Android phones. The data was
gathered over three di erent days|08.09.2023, 10.09.2023, and 20.09.2023|while
walking the same path around Suoligrvi Lake in Hervanta. The main objectives
of this section are to evaluate and compare the positioning accuracy of each device
under identical conditions. Additionally, this data was used to create a simpli ed
spoo ng model and perform statistical analysis to detect spoo ng and evaluate its
performance.

4.1.1 Positioning Accuracy with Various Android Phones

Each phone was used to record GNSS pseudorange data during walking sessions
along a path around the lake. The analysis focused on determining if any of the
devices showed better performance in terms of positioning accuracy. The data was
collected using the GNSSLogger app, and the data analysis was performed in Matlab,
with in-house software, partly developed by other team members in our team and
partly developed by the thesis Author.

Additionally, we used NMEA data from all phones as a baseline for the 'true’
position reference. The exact ground truth position was not available. The aver-
aged NMEA data from all 7 phones was used as true position for error calculation
as shown in Figure 4.1. Also, to make results fairer the pseaudoranges were inter-
polated to have the same time axis points as shown in Figure 4.2. Furthermore, we
wanted to check if any phone's positioning results signi cantly deviated from the
others. To do this, we compared each phone's NMEA data to the average NMEA
and computed the Root Mean Squared Error (RMSE), as shown in Figure 4.3. This
analysis showed that the OnePlusNord2T and XiaomillT had the largest RMSE er-
rors when compared to the average but did not signi cantly deviate from the rest
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of them.
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Figure 4.1 NMEA from 7 phones (left) and average of all 7 phones (right).
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Figure 4.3 2D (left) and 3D (right) RMSE error values for each phone, comparing
NMEA data from each phone to average NMEA. The errors were computed in the Earth-
Centered, Earth-Fixed (ECEF) frame.

After that we used interpolated pseudoranges to calculate position and evalu-
ate errors as shown in Figure 4.4. For this study, we used six di erent mobile
models, including two devices of the same model, the Nokia XR20. To di erentiate
these, the two identical models were labeled NokiaXR20 and NokiaXR20D, with
"D" indicating a second device of the same manufacturing model.
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Figure 4.4 Results after interpolation.

We expect to observe some level of error, given that our position estimation is
based on a Weighted Least Squares (WLS) approach using only GNSS data from
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GPS, Galileo, Glonass and Beidou systems. In contrast, we consider the NMEA po-
sitions from the phones as the "true" positions, as these are derived from proprietary
algorithms that combine GNSS, cellular, accelerometer, gyroscope and other sensor
data from the device. This multi-sensor approach typically yields greater accuracy
compared to WLS.

For the evaluation, we computed two key metrics:

" The mean positioning error for 3D (latitude, longitude, and altitude) posi-
tioning with respect to the averaged NMEA solution over the 7 phones was
computed in the Earth-Centered, Earth-Fixed (ECEF) frame.

" The standard deviation (STD) of errors, which assesses the consistency of the
measurements.

The results from each day for each phone, showing the average (mean) error and
average standard deviation (STD) error across the entire dataset when the average
NMEA was used as a 'true’ position, can be seen in Figure 4.5. The analysis revealed
that none of the tested Android phones exhibited signi cantly poorer performance
than the other ones in terms of GNSS data quality and that the measurements taken
in di erent days exhibited similar performances.
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Figure 4.5 3D Mean (left column) and STD (right column) of seven Android phones
over three days: 8.9.2023 (top row), 10.9.2023 (middle row) and 20.9.2023 (bottom row).

Another parameter we wanted to evaluate was the correlation between the pseu-
doranges reported by each smartphone, speci cally focusing on whether certain mod-

els exhibited similar performance. Since the phones collected data at the same time
and location.

We analyzed the signals received from the satellites by all seven
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phones. Our analysis included both higher and lower Signal-to-Noise Ratios (SNR),
reported in the RINEX data. The results for the higher SNR case are shown in
Table 4.1 while the lower SNR case can be seen in Table 4.2. In both tables,
the rows and columns represent the various Android models, with each cell show-
ing the correlation coe cient between the pseudoranges of the corresponding pair
of models. A value closer to 1 means a high correlation, which suggests a similar
behavior between the two models' pseudoranges. While a value closer to 0 indicates
little to no correlation. The diagonal values are the correlation of each smartphone
with itself, therefore is always 1. We observe that, as expected, the correlation is
generally high between the pseudoranges calculated from the same satellite, except
for the OnePlusNord2T and XiaomillT phones, which exhibit additional error due
to discrepancies in their hardware clocks.

Table 4.1 Correlation matrix of pseudoranges between di erent smartphones for PRN 5
for high SNR (average SNR = 37.8 dB).

GOOGLEPIXEL7 NOKIAXR20 NOKIAXR20D ONEPLUSNORD2T SAMSUNGA52 XIAOMI11T XIAOMI12
GOOGLEPIXEL7 1 1.0000 1.0000 0.9152 1.0000 0.8426 1.0000
NOKIAXR20 1.0000 1 1.0000 0.9152 1.0000 0.8426 1.0000
NOKIAXR20D 1.0000 1.0000 1 0.9152 1.0000 0.8430 1.0000
ONEPLUSNORD2T 0.9152 0.9152 0.9152 1 0.9152 0.7709 0.9152
SAMSUNG A52 1.0000 1.0000 1.0000 0.9152 1 0.8426 1.0000
XIAOMI11T 0.8426 0.8426 0.8430 0.7709 0.8426 1 0.8426
XIAOMI12 1.0000 1.0000 1.0000 0.9152 1.0000 0.8426 1

Table 4.2 Correlation matrix of pseudoranges between di erent smartphones for PRN
13 for low SNR (average SNR = 30.2 dB).

GOOGLEPIXEL7 NOKIAXR20 NOKIAXR20D ONEPLUSNORD2T SAMSUNGA52 XIAOMIL1T XIAOMI12
GOOGLEPIXEL7 1 1.0000 1.0000 -0.4041 1.0000 0.3669 1.0000
NOKIAXR20 1.0000 1 1.0000 -0.4186 1.0000 0.3771 1.0000
NOKIAXR20D 1.0000 1.0000 1 -0.5204 1.0000 0.4204 1.0000
ONEPLUSNORD2T -0.4041 -0.4186 -0.5204 1 -0.4083 -0.0810 -0.4277
SAMSUNGA52 1.0000 1.0000 1.0000 -0.4083 1 0.3768 1.0000
XIAOMI11T 0.3669 0.3771 0.4204 -0.0810 0.3768 1 0.3779
XIAOMI12 1.0000 1.0000 1.0000 -0.4277 1.0000 0.3779 1

To get rid of some biases and noise, we rst performed single di erencing, with
the results shown in Tables 4.3 and 4.4. Then, we applied double di erencing, which
gives the residuals of the pseudoranges, and the results can be found in Tables 4.5
and 4.6.

32



Table 4.3 Correlation matrix of di erential pseudoranges between di erent smartphones
for PRN 5 for low SNR (average SNR = 37.8 dB).

GOOGLEPIXEL7 NOKIAXR20 NOKIAXR20D ONEPLUSNORD2T SAMSUNGA52 XIAOMI11T XIAOMI12
GOOGLEPIXEL7 1 0.9930 0.9921 0.0175 0.9931 0.0098 0.9930
NOKIAXR20 0.9930 1 0.9966 0.0169 0.9973 0.0090 0.9975
NOKIAXR20D 0.9921 0.9966 1 0.0166 0.9963 0.0100 0.9964
ONEPLUSNORD2T 0.0175 0.0169 0.0166 1 0.0164 -0.0009 0.0165
SAMSUNGA52 0.9931 0.9973 0.9963 0.0164 1 0.0083 0.9974
XIAOMIL1T 0.0098 0.0090 0.0100 -0.0009 0.0083 1 0.0100
XIAOMI12 0.9930 0.9975 0.9964 0.0165 0.9974 0.0096 1

Table 4.4 Correlation matrix of di erential pseudoranges between di erent smartphones
for PRN 13 for low SNR (average SNR = 30.2 dB)

GOOGLEPIXEL7 NOKIAXR20 NOKIAXR20D ONEPLUSNORD2T SAMSUNGA52 XIAOMILLT XIAOMI12
GOOGLEPIXEL7 1 0.9883 0.9853 0.0001 0.9883 0.0081 0.9879
NOKIAXR20 0.9883 1 0.9933 -0.0011 0.9929 0.0095 0.9934
NOKIAXR20D 0.9853 0.9933 1 -0.0074 0.9924 0.0016 0.9927
ONEPLUSNORD2T 0.0001 -0.0011 -0.0074 1 -0.0025 -0.0014 -0.0021
SAMSUNGAS52 0.9883 0.9929 0.9924 -0.0025 1 0.0053 0.9931
XIAOMIL1T 0.0081 0.0095 0.0016 -0.0014 0.0053 1 0.0100
XIAOMI12 0.9879 0.9934 0.9927 -0.0021 0.9931 0.0120 1

Table 4.5 Correlation matrix of double-di erential pseudoranges between di erent smart-
phones for PRN 5 for high SNR (average SNR = 37.8 dB).

GOOGLEPIXEL7 NOKIAXR20 NOKIAXR20D ONEPLUSNORD2T SAMSUNGA52 XIAOMIL1T XIAOMI12
GOOGLEPIXEL7 1 -0.0106 -0.0312 0.0183 0.0265 -0.0004 -0.0091
NOKIAXR20 -0.0106 1 0.0093 0.0277 0.0087 -0.0188 0.0493
NOKIAXR20D -0.0312 0.0093 1 0.0012 -0.0297 0.0233 -0.0225
ONEPLUSNORD2T 0.0183 0.0277 0.0012 1 -0.0094 0.0000 -0.0134
SAMSUNGAS52 0.0265 0.0087 -0.0297 -0.0094 1 -0.0141 0.0246
XIAOMI11T -0.0004 -0.0188 0.0233 0.0000 -0.0141 1 -0.0158
XIAOMI12 -0.0091 0.0493 -0.0225 -0.0134 0.0246 -0.0158 1

Table 4.6 Correlation matrix of double-di erential pseudoranges between di erent smart-
phones for PRN 13 for low SNR (average SNR = 30.2 dB).

GOOGLEPIXEL7 NOKIAXR20 NOKIAXR20D ONEPLUSNORD2T SAMSUNGA52 XIAOMI11T XIAOMI12
GOOGLEPIXEL7 1 0.0032 -0.0229 0.0210 0.0136 -0.0162 -0.0309
NOKIAXR20 0.0032 1 0.0317 0.0248 -0.0594 -0.0267 0.0179
NOKIAXR20D -0.0229 0.0317 1 0.0013 -0.0176 0.0494 -0.0267
ONEPLUSNORD2T 0.0210 0.0248 0.0013 1 -0.0014 0.0000 -0.0040
SAMSUNGA52 0.0136 -0.0594 -0.0176 -0.0014 1 -0.0412 0.0002
XIAOMI11T -0.0162 -0.0267 0.0494 0.0000 -0.0412 1 0.0059
XIAOMI12 -0.0309 0.0179 -0.0267 -0.0040 0.0002 0.0059 1

The results show that correlation is high in single di erencing with both high and
low SNR conditions, this is because pseudoranges of the Android phones were similar
due to data being collected in parallel. However, in the double di erencing analysis,
after further noise and bias reduction, the correlation between pseudoranges from the
smartphones is not signi cantly correlated. We expected that the double-di erenced

33



pseudoranges (residuals) would carry information about errors that are not common
across the phones, such as clock jitters or hardware imperfections. As expected, the
low correlation observed between di erent devices suggests that it might be a correct
hypothesis, indicating that these devices exhibit independent sources of error.
Notably, the highest correlation in the high SNR case is observed between the
NokiaXR20 and Xiaomil2 models, with a correlation coe cient of 0.0493. In the low
SNR case, the lowest correlation value is between XiamollT and OnePlusNord2T
models exhibit the lowest correlation, with a coe cient very close to absolute O.
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4.1.2 Proposed Spoofer Modeling Based on Android Raw
Data

This section presents the modeling of GNSS spoo ng events based on raw data
from Android smartphones. The purpose of the model is to simulate a simpli ed
Spoo ng attack in which the user's location is manipulated to appear at an incorrect
position. The motivation behind this work comes from the limited access to real-
world spoo ng measurement data and the need for practical, easily derived spoo ng
models. Such models are important for testing and evaluating various Spoo ng
detection and mitigation algorithms. Speci cally, the model demonstrates a scenario
where the user's location is shifted by 1000 meters in a north and west direction,
with small random height variations between 0 and 10 meters.

In this spoo ng scenario, the "attacker' aims to deceive the GNSS receiver by gen-
erating fake pseudoranges. First, the real satellite positions and their corresponding
pseudorange data are calculated based on the RINEX observables and the broadcast
ephemeris data. The true pseudoranges are calculated using the receiver's actual
position and satellite positions, which include errors such as clock, tropospheric,
ionospheric, and multipath delays. These errors are estimated based on the true
pseudoranges.

After estimating the errors, the position of the receiver is shifted to simulate the
spoofed position. Speci cally, the receiver's true coordinates are displaced by 1000
meters in both thex andy directions. This simulates a movement to the northwest.
The z-coordinate is adjusted by a random height between 0 and 10 meters, re ecting
small variation in altitude.

Once the shifted position is determined, new spoofer pseudoran@gsoed are
computed. These spoofed pseudoranges are based on the distance between the
spoofed position and each satellite, while also error estimates are accounted (clock,
ionospheric, tropospheric, and multipath).

(position(i; x)  shift satpos(PRN; x))2 +
(position(i;y) shift satpos(PRN;y))*+
(position(i;z) randi(10;1) satpos(PRN;z))?

Vv
u
u
] u
pspoofed(l; PRN) = {J

(4.1)

" Ppspo(i; PRN): The spoofed pseudorange measurement for a given time index i
and satellite PRN.

"~ position(i; x); position(i; y); position(i; z): Coordinates of the user's shifted po-
sition in the x, y, and z directions at time index i.
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sat pos(PRN; x); sat pos(PRN; y); sat pos(PRN; z): Coordinates of the satel-

lite's position in the x, y, and z directions for satellite PRN at time index i.

shift: A constant o set applied to the x and y coordinates to simulate the
spoofed position shift.

randi(10, 1): A random integer o set between 0 and 10 meters applied to the

z (altitude) component, simulating small random variations in altitude.

spheric delays.

" . Estimated errors, including clock errors, as well as tropospheric and iono-

In order to simulate spoo ng attacks, some or all of the satellites can be re-
placed with 'spoofed’ pseudoranges substituted for the original values. This leads
the receiver to compute a false location that corresponds to the spoofed position, as

illustrated in Figure 4.6.
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Figure 4.6 Spoo ng modeling using Android data.Di erent columns represent di erent
satellite numbers (PRN) and di erent rows represent di erent time indexes.
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To further test the model's e ectiveness, a mixed scenario is introduced, where
both real and spoofed satellite signals are combined. The number of genuine signals
N, and spoofed signal®, were varied, so thatN; + N, = N = const, meaning the
total number N of visible satellites in the sky at any given time instant remained
constant. Speci cally, N, was varied from 0 toN, meaning that in di erent test
cases, the number of spoofed signals could range from zero up to the maximum
number of visible satellites. For instance, a test case can be constructed where the
receiver observes signals from both spoofer and authentic satellites, as illustrated in
Figure 4.7, Figure 4.8 and Figure 4.9 for three Android devices, respectively. In
these cases, the receiver sees 0, 1, 2, or 4 spoofed signals, and 12, 11, 10, or 9 real
signals, respectively. We can see how di erent phones are e ective by same number
of spoofers. By examining the receiver's computed location under these conditions,
we can evaluate the potential impact of spoofed satellites on the positioning accu-
racy.

Figure 4.7 Result of simulated spoofer attack for GooglePixel 7.
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Figure 4.8 Result of simulated spoofer attack for Nokia XR20.

Figure 4.9 Result of simulated spoofer attack for Samsung A52.

From this we evaluated error based on how many spoofer were replaced Fidure
4.10

From Figures[ 4.7] 4.B and 4|9, we can see how di erently the proposed spoofer
model a ects the navigation solution for three di erent phones. What can be seen
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(c)
Figure 4.10 Mean 2D and 3D positioning errors relative to the ‘true' position as the

number of spoofed satellites increases, shown for three Android phones: (a) Nokia XR20,
(b) GooglePixel 7 and (¢) Samsung A52.
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from Figure[ 4.10 is that the largest deviation from the true position occurs when
moving from zero spoofers to 2-3. Increasing number of spoofers even more the
deviation from true position increases more slowly.
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4.1.3 Spoofer Detection Based on Android Raw Data

We wanted to investigate how spoofers a ect the results. To analyze their impact,
we used all available GPS satellites visible at the time. These were numbered with
indices 1 to 12, corresponding to PRNs: 5, 7, 8, 9, 13, 14, 15, 18, 20, 22, 27, and 30.
In rst case satellite 1 was the spoofer. We ran 12 separate tests, each time excluding
one satellite from the solution. In the rst run, satellite 1 (the spoofer) is excluded,
and the solution uses the remaining 11 satellites: 2, 3, 4,5, 6, 7, 8,9, 10, 11, and 12.
This is the case with no spoofer. For the next 11 runs, one authentic satellite was
excluded. For example, in the second run, satellite 2 is excluded, and the solution
includes satellite 1 (the spoofer). Then the next run will exclude satellites numbered
3. This setup allows us to evaluate how the solution is a ected when one satellite is
excluded while the spoofer (satellite 1) remains present. The data from these runs
was then analyzed to assess the impact of the spoofer on the results. All of the
calculations were done using the NokiaXR20 phone dataset.

To observe the di erences, we created groupings with only one spoofed satellite
as shown in Figuré 4.7]1 and two spoofed satellites, where satellites numbered 1 and
5 were spoofers as shown in Figurgs 4.12.

Figure 4.11 Results of subset analysis with one spoofed satellite.
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Figure 4.12 Results of subset analysis with two spoofed satellite.

Analyzing the distance patterns to detect spoo ng

We began by assessing the subsets of the calculated positions. As shown in Fidures
4.11 and 4.1P, the case without spoofers shows a more predictable distance between
the consecutive points. The idea was to monitor the di erences between consecutive
positions, as spoofed data tends to display greater irregularities and larger jumps in
distances between points. Then by setting a threshold, we can identify cases where
unusually large distance changes occur thus indicating the presence of a spoofer.

di = P Xi X )2+(Yi ¥ 1)?+(z z 1)? (4.2)
where:
" di: Represents the distance change between consecutive points.
Xi;Yi; Zi: Coordinates at the current estimated location point.

Xi 1;¥i 1,z 1. Coordinates at the previous estimated location point.

~§ = 1, d: Summation of the distance change between consecutive points.
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Figure 4.13 Result of evaluating d, for Nokia XR20 phone where a) is the di erence
in copsecutive points d vs time indexj and b) is the summation of d is de ned as
Sy = 1., di, withj as the time index.

In Figure [ 4.13, we present the results for ve subset cases. The rst subset
represents the non-spoofed case, while cases 2 and 3 result from one spoofer out of
12 being present, and cases 4 and 5 result from two spoofers out of 12 being present.
These results are derived from Figurds 4[11 (for cases 2 and 3) pnd ]4.12 (for cases
4 and 5). Figure[ 4.1B only includes 5 cases to illustrate the impact of the spoofers.
For later analyzes, all cases were used to have more accurate representation.

When no spoofer is present, the distance between calculated solutions is more
stable and lower compared to spoofed cases, as shown by the blue line in Fijgure
[4.13a. This consistency also can be seen in Figlire 4.13b, which shows the sum-
mation of d. We can see that non-spoofed case (Subset 1), the cumulatSe
remains consistently low and grows at a near-linear, minimal rate. In contrast, in
spoofed cases (Subsets 2{5), exhibits a signi cantly faster also less linear growth
rate over time. This rapid increase shows the instability introduced by the presence
of spoofers.
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Next, by plotting histograms (Figure[ 4.14), we observe that the spoofed cases
have a "longer tail." Based on these histograms, an optimal threshold was set at
16. Additionally, in Figure we can see how d values uctuate around the set
threshold. This threshold was then used to determine the presence of a spoofer:

“if d Threshold, no spoofer is present;
“if d> Threshold, a spoofer is present.

Using set threshold we evaluated the performance of spoo ng detection by calcu-
lating accuracy for both non-spoofed and spoofed data. The accuracy is estimated
separately for non-spoofed and spoofed data, shown below:

Non-Spoofed Accuracy:

_Correctly classi ed non-spoofed samples

Accuracy (non spoofed) = Total samples (4.3)

Spoofed Accuracy:

Correctly classi ed spoofed samples
Total samples

Accuracy (spoofed) = (4.4)

This evaluates the accuracy of correctly detected spoofed and non-spoofed data.
Accuracy estimates are provided in Tablg 4]7.

Figure 4.14 Distribution of d when no spoofer is present and when one or two spoofers
are present in the calculations with set threshold. Optimal threshold was determined using
data from NokiaXR20 phone.
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Figure 4.15 d values when no spoofer, one and two spoofers are present, along with
their uctuations around the threshold.

Table 4.7 Accuracy for di erent cases based on di erences in estimated positions d,
using the Nokia XR20 dataset.

Cases Accuracy
Correctly guessed non spoofed 95.1%
Correctly guessed when one spoofer is present| 92.91%
Correctly guessed when two spoofers are present 93.75%
Correctly guessed when four spoofers are present 98.22%

Analyzing the recalculated pseudoranges to detect spoo ng

We also evaluated recalculating the pseudoranges and comparing them to the original
values. This method is done by recalculating the pseudoranges for each satellite
within the subsets of N-1 satellites and then comparing these recalculated values
to the originals. The di erence between recalculated and original pseudoranges is
represented as p:

P( S;j) = p(S;))reca  P(S;] )original (4.5)
where:

" p( s;j): Represents the di erence in pseudorange for satellitefor time index
j.

" p(s;])reca: The recalculated pseudorange for satellite for time index j .
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" p(S;])originai - The original pseudorange for satellites for time index j .

The idea is that p would be more spread. This can be seen when plotting
histogram for spoofed signals compared to authentic ones, as shown in Figure ]4.16.
In this gure, the histogram in position (1,1) is the case with no spoofed signals.
Additionally, the standard deviation was calculated to as another evaluation metric,
which can be seen on top of each subplot.

Figure 4.16 Histograms of comparing the di erences between recalculated and original
pseudoranges when one spoofer is present.

The same process was then performed with two spoofers present, as shown in
Figurd 4.17. In this case, there are no histograms representing the scenario with
zero spoofers; however, we can see the di erences between subsets containing one

and two spoofers.
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Figure 4.17 Histograms of comparing the di erences between recalculated and original
pseudoranges when two spoofer is present.

Similar to the previous case, a threshold was set by plotting histograms Figyre
[4.18. We observed that the spoofed cases have a longer distribution, and based on
these histograms, an optimal threshold was set at 30. Additionally, in Figufe 419,
we can howj pj values uctuate around the threshold.
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Figure 4.18 Absolute di erence between recalculated and original pseudoranges for no
spoofer, one spoofer and two spoofer case. Optimal threshold was determined using data
from NokiaXR20 phone.

Figure 4.19 Absolute di erence between recalculated and original pseudoranges for no
spoofer, one spoofer and two spoofer case.

Accuracy estimates are provided in Tablg 4]8.
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Table 4.8 Accuracy for dierent cases, based on p results, using the Nokia XR20
dataset.

Cases Accuracy
Correctly guessed non spoofed 88.6%
Correctly guessed when one spoofer are present 87.1%
Correctly guessed when two spoofer are present 92.1%
Correctly guessed when four spoofer are present 92.7%

We can see from the Tabl¢ 4|8 that as the number of spoofers increases, the
accuracy improves. This is because each additional spoofer introduces more bias.
These biases cause the calculated position to deviate further. As a result, recal-
culated pseudoranges and measured pseudoranges have larger discrepancies|this
makes spoo ng easier to detect.

By comparing the Tables[ 4.y and 4|8, we see that monitoring the distance
between points ( d) achieves higher accuracy in correctly classifying non-spoofed
signals (95.1%) and detecting when one spoofer is introduced (92.91%). When
looking atthe p method achieves 88.6% and 87.1% accuracy for non-spoofed signals
and one spoofer, respectively. Thus method discussed in Secfion 4.1.3 is better.
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4.2 In-Lab measurements based data analysis

In this section we analyzed three datasets|Tampere University (TAU) data, FGI
spoofed data, and the TEXBAT Spoo ng Dataset. These datasets provide a com-
prehensive evaluation of spoo ng scenarios.

The datasets were processed and analyzed using FGI-GSRx, a GNSS software
receiver developed by the Finnish Geospatial Research Institute (F@I)With this
software we can perform detailed signal processing and analysis of GNSS data. Dif-
ferent parameters can be extracted, such as signal acquisition results, noise levels,
Doppler shift, pseudorange and other related metrics. These parameters are then
analyzed to detect spoofed signals by examining anomalies in the signal character-
istics.

4.2.1 Description and Results based on Three Datasets

TAU spoo ng dataset

The lab measurements were analyzed using data collected in an in-lab setup at
Tampere University in October 2022. Spoo ng attacks were simulated by rst cap-
turing authentic satellite signals. Speci c pseudorandom noise codes from satellites
that were not visible were then generated using a Spectracom device. These simu-
lated satellite signals carried randomly generated navigation information. Using a
combiner, the real and spoofed signals were combined. Consequently, the measure-
ment setup included a combination of four real satellite signals and two 'spoofed’
signals.

The results of processing the TAU dataset are shown in Figufe 4]20, which
illustrates the carrier-to-noise ratio over time for the visible satellites. In this case,
the dataset is fully spoofed for the entire time period, with satellites PRN 2 and
PRN 18 being the spoofers, while the others are real signals.

Figures| 4.2] present parameters such as:

" Discrete-Time Scatter Plot: shows the | and Q scattered data bits.

" Doppler Estimation: This plot shows how the receiver gures out the
Doppler shift. Early on, the estimation is less accurate, but it stabilizes as
the receiver locks onto the signal.

" PLL Lock Status: This subplot shows whether the Phase-Locked Loop
(PLL) is locked onto the signal's carrier frequency. A stable lock shows that
the receiver is synchronized with the signal.

Ihttps://iwww.maanmittauslaitos.fi/en/fgi-gsrx-os
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" Correlation Results:  These show how well the incoming signal aligns with
the locally generated signal.

~

DLL Discriminator: This plot shows the error signal from the Delay Lock
Loop (DLL). The DLL makes sure the receiver stays aligned with the signal's
code phase. A small, stable error means things are going smoothly.

" FLL Lock Status: This plot shows how well the Frequency-Locked Loop
(FLL) is keeping track of the carrier frequency. It starts with some uctuation
during acquisition but becomes steady once the receiver locks onto the signal.

Additionally, in Figure [4.22] the deviation from the true position can be seen.
For the TAU dataset the deviations in ENU coordinates are as follows: in the
East is approximately 25 10*° meters, 78 10 meters in the North direction
and 36 10°® meters in the Up direction. These values indicate that this type of
Spoo ng attack signi cantly shifts the spoofed position from the true position. This
is because spoofer position was generated through random distribution on the Earth
and thus the actual estimated position bears no signi cance; the TAU dataset was
collected with the initial goal of analyzing only 1/Q data through RFF.

Figure 4.20 Carrier-to-Noise density ratio over time for tracked satellites from the TAU
dataset.
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Figure 4.21 Satellite parameters for spoofer PRN 2 (a) and genuine satellite PRN 27
(b) from the TAU dataset.
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Figure 4.22 Coordinate deviation from true position for the TAU dataset.

FGI spoo ng dataset

We also used a dataset from the Finnish Geospatial Research Institute (FGI). We
analyzed their Targeted Single-Frequency Multi-Constellation Spoofed Data. FGI
dat was recorded in October of 2023, the setup was a bit di erent from TAU data
set in this case the initial dataset has no spoo ng. This is good as this gives a clean
signal and then after some time the signals are spoofed. Dataset sourced from the
FGI's GNSS Spoo ng Dataset Repository]

The results of the spoo ng dataset can be seen in Figufe 4]23, the carrier-to-
noise ratio density increases clearly for all PRN when spoo ng starts. In Figuje
4.24, changes in satellite parameters for example in Doppler estimate and a drop
in the Phase-Locked Loop (PLL) status, which means that the receiver temporarily
lost and then regained its lock on the satellites. Finally, Figuré 4.25 shows that
coordinate deviations has a sinusoidal pattern once spoo ng begins, demonstrating
that the spoofed location oscillates around the true position.

Zhttps://etsin.fairdata.fi/dataset/367379a8-7d78-4b08-91f0-8027ce7a621b/data
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Figure 4.23 Carrier-to-Noise density ratio over time for tracked satellites from the FGI
dataset.
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Figure 4.24 Satellite parameters for PRN 2 (a) and PRN 26 (b) from the FGI dataset,
with spoo ng starting at around 87 seconds.
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Figure 4.25 Coordinate deviation from true position for the FGI dataset.

TEXBAT spoo ng dataset

The TEXBAT dataset, developed by the University of Texas at Austin, is a
widely recognized resource in GNSS spoo ng research. Similar to the FGI dataset,
it rst provides a clean signal, and then spoo ng starts. Dataset was sourced from
the Texas Spoo ng Tesf]

The results showing the jump in carrier-to-noise density ratio when spoo ng
starts can be seen in Figur¢ 4.26 in the TEXBAT spoo ng model. Satellite pa-
rameters from PRNs 3 and 16 are shown in Figufe 4]27. Unlike the FGI dataset,
the Doppler estimation here remains continuous, with no abrupt changes. However,
similar to the FGI dataset, we see a loss of Phase-Locked Loop (PLL) lock when
spoo ng begins. Finally, the coordinate deviations in the East, North, and Up di-
rections are shown in Figur¢ 4.28. Here, the spoofed location appears more random
compared to the sinusoidal pattern observed in the FGI dataset.

3https://radionavlab.ae.utexas.edu/texbat/
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Figure 4.26 Carrier-to-Noise density ratio over time for tracked satellites from the
TEXBAT dataset.
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Figure 4.27 Satellite parameters for PRN 3 (a) and 16 (b) from the TEXBAT dataset,
with spoo ng starting at around 50 seconds.
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Figure 4.28 Coordinate deviation from true position for the TEXBAT dataset.
From all of these datasets we can see di erent spoo ng approaches. By using

these three datasets, we ensured a diverse and comprehensive analysis of spoo ng
scenarios.
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4.2.2 Spoofer Detection Based on In-Lab Measurements

In this section, we analyzed various parameters of in-lab spoo ng datasets to iden-
tify if any were distinctive enough to detect GNSS spoo ng attacks. Among the
parameters studied, we observed that the level crossing rate (LCR) [64] of the
double-di erenced pseudoranges showed di erences when comparing spoofed and
non-spoofed data.

We computed double-di erenced pseudoranges for the satellites, which removes
most common-mode errors such as satellite clock biases, ionospheric delays, and
tropospheric e ects. An example for one satellite (PRN 2) is shown in the Figuje
[4.29, where we can see that the double di erence uctuates around zero. By setting
di erent threshold levels in the Figure[ 4.29, as threshold as an example is set to
0.25 (green dashed line), we can calculate how many times the double di erential of
pseudorange crosses the threshold.

Figure 4.29 Example of pseudorange, its di erential, and double di erential over time
from the FGI dataset (PRN 24) used in level crossing rate analysis.

The results for di erent threshold levels and di erent PRNs are shown in Figure
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[4.30 for FGI data and Figure| 4.3]1 for the TAU dataset. The level crossing rate
is higher for real signals. This was observed for both TAU and FGI datasets. This
might be because authentic GNSS signals have more variations due to propagation
environments, such as ionospheric scintillation and multipath e ects. These factors
are harder for a spoofer to mimic, thus producing a lower crossing rate.

Using a xed threshold at 0.25 and setting a condition that if more than 800
crossings occur, the signal is considered real, the detection accuracy is shown in Table
[4.9. While the threshold provided reasonable accuracy, further optimization could
produce higher accuracy, as shown in Tabfe 4.9, where threshold was optimized for
each dataset. Thus, for example, incorporating advanced methods such as machine
learning techniques could further enhance accuracy by enabling better threshold
optimization and adaptability to di erent scenarios.

Figure 4.30 Variation of crossing rate with di erent threshold values for di erent satel-
lites in the FGI dataset.
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Figure 4.31 Variation of crossing rate with di erent threshold values for di erent satel-
lites in the TAU dataset.

We also performed the same analysis on the TEXBAT dataset, as shown in
Figure[ 4.32. Interestingly, the TEXBAT dataset showed di erent results: either
spoofed and real signals exhibited similar level crossing rates, or authentic signals
had a lower crossing rate than spoofed ones. Thus, the estimated accuracy was
46.2% (as showed in Tablg  4.9) when using the same threshold as the TAU and
FGI datasets, meaning that, conversely, real signals had a lower level crossing rate.
Therefore, when optimizing threshold, the condition was opposite: if the crossing
rate was lower, it was classi ed as authentic.

TEXBAT data being di erent from TAU and FGI could be explained by the fact
that the spoo ng techniques used in the TEXBAT dataset were more sophisticated,
as a result spoo ng signals closely mimic real signals. As shown in Figlire 4.27 of
previous sectiorj 42, analyzing the Doppler estimate parameter revealed no abrupt
changes when spoo ng starts. This indicates that the spoo ng simulations were
better synchronized and of higher quality.
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Figure 4.32 Variation of crossing rate with di erent threshold values for di erent satel-
lites in the TEXBAT dataset.

Table 4.9 Comparison of accuracy with xed and optimized thresholds.

Dataset | Accuracy (same thresholds) Accuracy (optimized thresholds)
FGI 64.3% 78.6%
TAU 62.5% 75.0%
TEXBAT 46.2% 61.5%

In conclusion, while the level crossing rate can be used for GNSS spoo ng detec-
tion, it is not su cient on its own. To achieve reliable performance, it must either
be combined with other spoo ng detection parameters or enhanced using machine
learning techniques trained on diverse datasets.
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5 Conclusions

Given that the number of spoo ng attacks is growing all over the world and in
particular in the Nordic and Baltic regions, there is a need to understand these
threats and nd detection and mitigation techniques. This thesis addresses the
research questions outlined in the Introduction section by analyzing GNSS data
at the pseudorange level, utilizing both Android raw GNSS data and high-quality
in-lab measurements.

Key Findings and Answers to the Questions Proposed in the Intro-
duction:

~

GNSS data quality analysis (Q1): It can be seen that there is no signi cant
variation in the quality of GNSS navigation using di erent Android phone
models. Android phones exhibit high quality; therefore, no signi cant discrep-
ancies were observed between the phones. Pseudorange correlation was also
performed, and the results did not show any signi cant similarity between any

of the phone pairs.

Proposed spoo ng modeling using Android data (Q2): Proposed spoo ng

modeling can be used to est in a fast manner, without the need of intensive
measurement campaigns, how di erent spoo ng scenarios will a ect navigation

solutions.

Detection of spoo ng using Android data (Q3): By monitoring parameters
such as d (distance between navigation solutions) or p (comparing recal-
culated pseudoranges with the original), it is possible to detect anomalies and
potentially identify spoo ng attempts.

Detection and mitigation of spoo ng using laboratory raw 1/Q data (Q4):
Since spoo ng attacks are becoming more sophisticated, relying on classical
statistical data alone is not su cient. Parameters such as carrier-to-noise
ratio, Doppler and others were examined, but none of them indicated any
anomalies which would be related to spoo ng behaviors. Analysis of the dou-
ble di erential of pseudoranges revealed that the Level Crossing Rate (LCR)
could serve as an indicator of some spoo ng attacks, though optimization is
needed. However, LCR is not capable of detecting more sophisticated spoo ng
attempts, as seen with the TEXBAT dataset.

Limitations and Future Work
As GNSS spoo ng techniques become increasingly sophisticated and mimic real
signals very well, it is clear that standalone GNSS will not o er enough robustness.
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Future systems must integrate GNSS with complementary technologies, such as Low
Earth Orbit (LEO) satellite systems and cellular networks such as 5G/6G. These
integrations can provide additional resilience and redundancies thus improving po-
sitioning accuracy in challenging environments. Additionally, incorporating diverse
sensor data, including inertial measurement units (IMUs), gyroscopes, and other
devices, will provide data that would more accurately determine speed, orientation
and other parameters. This will most likely be the future of positioning.

Additionally, as statistical parameters are not su cient, future detection tech-
niques should involve ML approaches. As spoo ng datasets are often hard to come
by also di erent environments will produce di erent statistical properties, advanced
reinforced ML techniques should be implemented. Testing these new ML algorithms
in real-world scenarios will e ciently validate their performance.

This thesis discusses the vulnerabilities of GNSS. This underscores the need for
multi-sensors and multi-system solutions in order to achieve su cient and robust
GNSS safety.
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