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ABSTRACT

Arpita Chiddarwar: Tools and Techniques for managing technical debt
Master of Science Thesis
Tampere University
MSc in Software, web and cloud
December 2024

Technical debt refers to the hidden cost of extra work resulting from opting for a quick or less-
than-ideal solution in software development to achieve short-term objectives. While it allows for
faster delivery, unmanaged technical debt can lead to significant long-term consequences, such
as reduced software quality, increased maintenance costs, and compromised scalability. Manag-
ing technical debt effectively is therefore crucial to maintaining sustainable software development
practices. Much research is already performed to identify technical debt and apply strategies to
pay technical debt off. But it is also important to investigate the current strategies and advanced
tools in order to provide software organizations with the information that enables technical debt
management in practice. This thesis focuses primarily on two aspects: firstly, the identification of
various types of technical debt (TD) using tools, and secondly, the best practices for successfully
managing technical debt in a software organization.

The study reveals that tools for identifying technical debt are underutilized, primarily due to a
lack of awareness and limited adoption in practice. While numerous tools are available to assist
practitioners, selecting the most suitable tool for a specific project can be challenging. To ad-
dress this, the research also explores strategies to help practitioners identify the right tool for their
unique needs. Additionally, the tools are evaluated in detail and categorized to provide a clearer
understanding of their strengths and applicability in different scenarios.

This thesis also contributes to a deeper understanding of management practices by performing
SLR, offering actionable insights and recommendations for organizations to enhance their TDM
processes. By leveraging the right tools and strategies, organizations can effectively address
technical debt, improve software quality, and achieve better business outcomes.

Keywords: Case Study, Technical Debt, Technical Debt management, Software Organizations
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1. INTRODUCTION

1.1 Background

The term technical debt(TD) was first coined by Cunningham[1] for the accumulated ad-

ditional rework to be done on software tasks. These software tasks accumulate because

of taking shortcuts in developing software. In an organization, a software developer takes

a quicker approach to deliver the project swiftly, resulting in short-term output but long-

term impact[2] .According to [2] technical debt often accumulates gradually as developers

make trade-offs between short-term gains and long-term maintainability. Over time this

affects the quality of software in terms of adherence to the organization’s coding stan-

dards, documentation, and how easy code is to understand[3]. In an organization, soft-

ware maintenance team managers or leaders estimate costs, and resources and trace

risks that hinder the quality[4]. In large systems, delayed tasks are often overlooked, or

their impact is misjudged [4]. This frequently results in unexpected delays in implement-

ing required changes and a decline in overall quality. The technical debt term comes into

the picture when these delayed tasks often provide short-term gain(debt) but later the

"debt" has to be paid off which means this software task has to be completed along with

"interest", here interest is additional efforts and decreased productivity[5].

According to [2] in large-scale organizations the impact of paying back the technical debt

can be costly. Technical debt poses risks to the organization, such as increased mainte-

nance costs, reduced agility, and decreased software quality. By detecting technical debt

early and assessing its potential impact, organizations can better manage these risks and

make informed decisions about resource allocation and project planning. A tool for de-

tecting technical debt can help estimate the true cost of maintaining and refactoring the

codebase, enabling organizations to allocate resources more effectively[6].

1.2 Research Objective

The primary objective of this thesis is to investigate strategies and methodologies for de-

tecting and managing technical debt in its early stages within large organizations. The

study aims to explore various tools, techniques, and best practices employed for the early

detection of technical debt, with a focus on their effectiveness and applicability in real-

world scenarios. In a large organization, it is important for the regular detection and man-
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agement of such tasks because unaddressed technical debt leads to higher maintenance

costs in the long run. As the codebase becomes more complex and difficult to maintain,

developers spend more time fixing bugs and which in turn decreases productivity. This

research tackles the following research questions. :

RQ1: What are the tools to identify the technical debt?

The first research question evaluates a range of tools commonly used for detecting tech-

nical debt in software projects. The question assesses their capabilities and limitations

for detecting different types of technical debt.

RQ2: How can an organization manage technical debt successfully?

The second research question aims to provide insights and guidelines for organizations

through a systematic literature review. The findings aim to enhance any software orga-

nization’s ability to detect and manage technical debt effectively throughout the software

development lifecycle.

1.3 Research Process

In addressing the research questions, a case study approach is used. The research be-

gan with a comprehensive literature review in Chapter 2, which involved studying existing

academic literature to gather insights into technical debt, types of debt, causes and im-

pact. This literature review identified existing methodologies and best practices regarding

technical debt detection.

The range of tools and techniques that can effectively detect technical debt are discussed

in Chapter 3 which answers RQ1. In chapter 3 we also discussed evaluation criteria for

selecting the right tool for the project’s needs. We also compared two tools as per the

derived evaluation criteria. Research design and approach, in-depth research process,

case study analysis is presented in Chapter 4 to answer RQ2.

Findings from the evaluation of tools and SLR(Systematic Literature Review) is summa-

rized in chapter 5 to answer RQ1 and RQ2. We discuss the limitations and future work of

the thesis in chapter 5 as well. The conclusion in chapter 6 summarizes the research.
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2. RELATED WORK

2.1 Technical debt overview

The concept of technical debt was first introduced as a metaphor by Ward Cunningham

in 1992 [1], describing the eventual consequences of shortcuts or suboptimal solutions in

software development. Over time, these shortcuts accumulate and create a "debt" that

must be repaid through additional work. This literature review explores the evolution of

the concept, its impact on software development, types of technical debt, and emerging

research trends. Cunningham’s metaphor of technical debt has evolved significantly since

its inception. Initially, technical debt was primarily understood in the context of code-level

issues. Early discussions focused on "code debt," which includes poor coding practices

that lead to high maintenance costs and increased complexity. Over time, the scope

of technical debt expanded to include broader software engineering aspects, such as de-

sign, architecture, testing, and documentation[7]. Martin Fowler and other thought leaders

in software development played a significant role in broadening the concept. Fowler [8]

emphasized the importance of refactoring to manage technical debt, introducing the idea

that continuous improvement of code quality is necessary to prevent debt from becoming

unmanageable.

Debt can encompass any element of the software identified as suboptimal but not im-

mediately addressable. Examples include missing or outdated documentation, unper-

formed planned tests, excessively complex code needing refactoring, and unresolved de-

fects. These incomplete artifacts often cause unforeseen delays in implementing required

changes and pose challenges in achieving the project’s quality standards [9][10].

Technical debt often arises in software projects when there is a trade-off between ensur-

ing system quality and quickly delivering the software with limited resources.[2]. These

instances of TD, often referred to as "items," may necessitate debt repayment with penalty

later in the project. Translating this metaphor into a model for analysis, following variables

were identified:

• Principal of the debt: This is the cost of resolving the debt, which reflects the effort

needed to complete the task that was previously postponed [2].
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• Interest amount: This refers to the potential penalty incurred due to delayed task

completion, leading to increased effort and reduced productivity in the future. It also

accounts for the higher cost of addressing the debt later rather than sooner [11].

• Interest probability: This represents the likelihood that technical debt will have a

negative impact on future project activities. For instance, if the artifact associated

with the debt is likely to require maintenance, the chances of the interest negatively

affecting the project increase.

Despite similarities between the terms and concepts, technical debt is not identical to fi-

nancial debt. The key difference is that the interest associated with technical debt may not

always need to be repaid [9]. To maintain short-term productivity while tracking project

progress to prevent incurred debt from hindering development, technical debt (TD) man-

agement techniques have been developed [11]. These techniques focus on identifying

and monitoring TD items to make them explicit and ensure they are addressed at the

appropriate time.

In the blog post "The Future of Managing Technical Debt" Robert Nord discussed the

conceptual model of technical debt[12]. The conceptual model serves the purpose of dif-

ferentiating the TD from other software anomalies. The conceptual model can be used to

understand core concepts of TD that are important to make progress on the TD quantifi-

cation.

Figure 2.1. Conceptual model of technical debt to aid debt quantification [12]
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In this conceptual model, the highlighted word Technical debt is associated with the com-

plex software System. This technical debt is composed of Technical Debt items(TD Item).

The TD item has causes and consequences. The causes of TD Item that produces the

Technical Debt in the system are poor decision-making by management, schedules, in-

sufficient development process, unknowledgeable persons about the technical feature,

and so on.

There are many negative consequences of technical debt: the first being the impact on

productivity which in turn affects the cost, the schedules of the deliverables are affected,

and through schedule delays, the code quality is degraded.

The TD item is associated with several tangible artifacts in the software development pro-

cess such as code and architectural designs, test suites build suites, and documentation.

According to Robert Nord[12] these tangible artifacts can be managed and monitored to

detect the defects associated with the system.

The conceptual model is the basis for understanding the classification of TD, what arti-

facts to look at and what kind of techniques are needed to analyze the TD. In the further

sections, I have discussed the classifications of TD derived from the conceptual model.

2.2 Technical debt types

Technical debt can be divided into two categories [13] such as unintentional technical

debt and intentional debt. The term "unintentional technical debt" refers to modifications

performed in a hurry without considering refactoring the code. Inadequate planning due

to unskilled employees or environmental changes is a prevalent cause of unintentional

TD, which happens spontaneously and non-strategically [14]. It may also be the con-

sequence of bad design choices brought on by ignorance or disregard for development

guidelines. In the context of testing, unintended technical debt happens when testing is

not conducted properly. The other category presented in [13] is Intentional TD which oc-

curs when professionals intentionally and strategically choose to take shortcuts, find other

solutions, or leave jobs unfinished in order to gain short-term advantages. Technical debt

that is purposeful is chosen consciously. It needs to be planned for refactoring and doc-

umented. For instance: A regional sales manager has a report that has to be generated

by a certain date, but the platform isn’t able to do it. To make the deadline, the manager

starts using an open-source report writer. It is known as technical debt [15]. However, it is

a deliberate technical debt if the development team invests money to replace the master

reporting system and eliminate the open-source report writer. According to [11] this type

of category of TD is helpful to find the causes of TD, which further can lead to various

identification approaches.

Furthermore, Li et al.[16] carried out a systematic mapping study to better understand
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the concept of technical debt (TD) and provide an overview of the existing research on

TD management. From the 96 selected studies, Li et al.[16] developed a classification

scheme that identifies 10 distinct types of TD across various levels of software lifecycle.

This classification highlights the potential sources and types of technical debt, each of

which may require distinct methods for detection and strategies for management. First,

Requirements TD represents the gap between ideal requirements specifications and the

actual implementation of the system, considering domain constraints. Architectural TD

arises from architectural decisions that compromise certain internal quality factors, like

maintainability. Design TD involves shortcuts taken during the detailed design phase.

Code TD is characterized by poorly written code that disregards best practices, including

issues like code duplication and excessive complexity. Test TD encompasses shortcuts

in testing processes, such as a lack of essential tests, including unit, integration, and ac-

ceptance tests. Build TD relates to flaws in a software system, its build system, or the

build process itself, leading to unnecessary complexity. Documentation TD pertains to in-

adequate, incomplete, or outdated documentation throughout the software development

lifecycle, such as obsolete architectural documents or insufficient code comments. Infras-

tructure TD involves sub-optimal configurations of processes, technologies, and tools that

hinder a team’s capacity to deliver quality products. Versioning TD addresses issues with

source code versioning, such as unnecessary forks in the codebase. Finally, Defect TD

refers to the presence of defects, bugs, or failures within software systems.

However, in this research, we focus on the four main TD types. These TD types or

dimensions of TD are the most commonly analyzed in the research papers. According to

Alves et al. [3] the papers from 2006 to 2014 mostly concentrate on architecture, design,

and documentation debt, along with some papers on code and test debt. The figure 2.2

shows the number of research papers that discuss each TD type.

Figure 2.2. Papers by type of TD over the years.[3]

Ampatzoglou et al.[17] carried out a multiple case study in the embedded systems sector
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to examine the anticipated lifespan of components impacted by technical debt (TD) and

identify the most common forms of TD. The study involved seven companies from five

different countries. The findings revealed that the most prevalent types of TD identified

were related to testing, architecture, and code. Prathibhan[18] in his research examining

the tools for managing different dimensions of Technical Debt has discussed four main

dimensions of technical debt: code debt, design debt, test debt and architecture debt.

[18] provides the categorization of the technical debt items associated with their technical

debt dimension. The TD types code, design, test and architecture and the corresponding

TD items are shown in the Table 2.1

TD type TD items

Code debt Coding guideline violations, Code smells, Inconsistent style

Design debt Design rule violations, Design smells, Violation of design constraints

Test debt Lack of tests, Inadequate test coverage, Improper test design

Architecture debt Architecture rule violations, Modularity violations, Architecture smells

Table 2.1. Categorization of TD items[18]

Code debt is a collective term that refers to poor quality or suboptimal code and whose

structure is hard to understand, modify, or even develop further. This might be missed or

skipped during coding sessions, failure to follow coding standards, or rarely refactoring or

code deprecation or using outdated libraries or frameworks [19]. Alves et al. [3] discuss

that the design debt includes mistakes in the system architecture or design that render

the system more difficult to alter, integrate, or re-configure. Lack of careful planning at the

start, lack of vision as to what the software should embody, changes in the requirement,

or changes in technology are the main causes. Architecture Debt means issues with the

overall system design, such as the use of outdated or incompatible technologies, lack of

scalability, or poor modularization [3].

Test debt is caused by poor test coverage, inadequate tests or no tests at all meaning a

higher probability of defects and lower assurance for customers on structures in question.

Some common instances include; Constant aggregation of tests in the name of meeting

deadlines, low test coverage, and reliance on manual testing instead of automated [20].

2.3 Impacts of TD

As technological debt accumulates, the team’s capacity to improve the system properly

becomes increasingly challenging[5]. This can be the result of bad code that is hard

to modify today or bad feature documentation done by previous tech teams during the

development cycle. Inevitably, such technical debt can have significant impacts on firm

performance[21]. Fig. 2.3 summarizes the impacts of TD on code, organization’s product,
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team and business.

Figure 2.3. Impacts of TD

Research suggests that technical debt can have both positive and negative implications

for firm performance[21].On the one hand, incurring technical debt can allow firms to

expedite system deployment and implement unique functionalities that may enhance per-

formance[21].On the other hand, technical debt can lead to system disruptions that impair

firm-level performance[21]. Additionally, the extent to which a firm accumulates technical

debt may depend on the industry and competitive dynamics it faces. Companies in soft-

ware industries with faster "clockspeed" and greater competitive pressures are more likely

to accumulate technical debt [21]. Systems with larger technical debt are more error-

prone, resulting in a greater number of defects. Furthermore, technical debt can impede

a firm’s ability to react quickly to new demands and opportunities in the market[21][5].

Legacy code that was implemented in a suboptimal manner may require significant refac-

toring efforts before additional development can be effectively undertaken[22]. Technical

debt accrued through such suboptimal design decisions can accumulate over time, mak-

ing the codebase increasingly complex and challenging to maintain[23]. Addressing this

technical debt through strategic refactoring is often necessary to enable further devel-

opment efforts on the system. The team’s productivity may decrease over time as more

technical debt accumulates, necessitating a deliberate approach to managing this debt[5].

Often this technical debt and security vulnerabilities are related, making security issues

difficult to address[24]
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2.4 Technical Debt Management

As software systems grow in complexity and scale, the need to effectively manage TD

becomes increasingly critical for successful software delivery[25]. Maintaining low lev-

els of technical debt (TD) in critical areas of a software system, particularly in design

hotspots—modules with a high likelihood of accruing interest—is crucial for ensuring sys-

tem quality and sustainability[26]. The practice of controlling and managing TD through-

out the lifecycle of a software system is known as technical debt management (TDM) [26].

Preventing the accumulation of TD using tools as the software evolves is a key objective

in this research.

Effective TDM, as outlined by Li et al. [27], involves a set of activities. The first step is

identifying the software artifacts, such as classes, that are affected by TD. Once identified,

the second step is to quantify the TD, often translating it into monetary terms to measure

the principal, interest, and the likelihood of accruing interest. Prioritizing these TD items

based on the urgency of their resolution is the third step and it is essential to manage

them effectively. The fourth step is the prevention of further TD accumulation, which re-

quires proactive strategies to avoid the introduction of new debt. Additionally, continuous

monitoring of TD is necessary to track its status throughout the project’s evolution. Re-

payment, often achieved through refactoring, addresses the existing TD by resolving the

issues associated with it. Documenting and visualizing all relevant TDM data ensures

that the process remains transparent and traceable. Finally, effective communication of

TD-related information is vital to keep all stakeholders informed about the status and

management efforts, promoting a shared understanding and collaborative approach to

addressing technical debt.

Similarly, as per the researchers, TDM encompasses a range of activities that are per-

formed to identify, measure, prioritize, and address technical debt within software sys-

tems[4]. These activities typically involve code and architectural analysis to detect areas

of technical debt, as well as the development of strategies and plans to gradually reduce

or manage this debt over time[4]. These activities often involve tasks like code and archi-

tectural analysis, which can be highly time-intensive when performed manually. There-

fore, this research has focused on studying automated tools to simplify and speed up

the tasks involved in TDM. These tasks usually involve reviewing the code and software

design to find areas with technical debt.

2.5 TD identification

There can be multiple reasons why TD occurs in the system but despite that it is impor-

tant to manage the occurred TD so that it does not hinder the quality and growth of the

project[3]. Identification is the first step to avoid the late discovery of TD and to avoid the
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correction cost[27]. According to [2] TD identification is potentially significant because

this activity helps to know what type of TD exists and where it is located. Many studies

have presented strategies and tools for identifying common TD indicators and evaluators

to assess and measure TD. Alves et al. [3] conducted research to identify the common

TD indicators and strategies to manage the TD. Alves et al.[3] found that code smells

were the most common indicator. Fowler first used the term "code smells," which de-

scribes design decisions made in object- oriented systems that depart from recognised

guidelines such as information encapsula- tion and concealing. Three categories of code

smell exist: disharmonious classification, identification, and collaboration. To find code

smells, automatic detection techniques have been created. The accuracy and recall of

these automated methods were assessed by Zazworka et al. (2014) [43]. The study by

Olbrich et al. (2010) [44] investigated the connection between software component defect

and change proneness and code smells, including god classes. The researchers discov-

ered that in industrial settings, automatic classifiers for god classes show good recall and

precision. Furthermore, compared to the non-smelly counterparts, deity classes had a

considerably higher likelihood of being affected by flaws and changes—up to 13 times

and seven times more, respectively.

The second common indicators found in a system are Code Comments and Defect/Bug[28]

while Alves[3] suggests the most common indicators are Violations of modularity and Au-

tomatic static analysis(ASA) issues. A fundamental principle of software engineering is

modularity, which states that a system should be divided into smaller, independent com-

ponents that can be developed, tested, and maintained separately[29]. However, over

time, large-scale business applications often deviate from this intended architecture and

deteriorate into unmanageable monoliths. As the system grows in complexity, it becomes

increasingly difficult to make changes or additions without introducing bugs or unintended

side effects[29]. There are several reasons why modularity violations occur. The concur-

rent development of modules that should, in theory, evolve independently is one typical

explanation. This situation points to a systemic concealed reliance or undesired side ef-

fect. A lot of things can lead to this kind of simultaneous evolution, such as hurriedly

writing code without thinking through its long-term effects, remaining experimental code

that ought to have been eliminated. [3] suggested Automatic static analysis issues as

the other common TD indicator. Automatic static analysis issues refer to problems or

warnings generated by static analysis tools, which analyze a software codebase without

executing it. Static analysis is useful for identifying technical debt, as it highlights prob-

lematic areas in the code that may require refactoring [3]. Automatic Static analysis (ASA)

tools, such as FindBugs, automatically detect "issues," or deviations from standard pro-

gramming techniques, which can cause errors or deteriorate software quality attributes

like efficiency and maintainability [30]. We discussed about ASA tools in detail in next

sections.
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Zazworka et al. in their study which compares the technical debt identification approaches

[29], suggested additional indicators, such as design patterns and grime buildup. Many

factors contribute to the popularity of design patterns, such as the assertion that they

are more flexible and easier to maintain, that there are fewer errors and defects [31],

and that the result in better architectural designs. As systems, users, and operating en-

vironments change, software designs deteriorate; this degradation might include design

patterns. Classes that take part in the realisation of design patterns amass dirt, or code

unrelated to patterns. Understandings of design patterns can also degrade when modifi-

cations compromise the structural or functional integrity. Rot and filth are examples of TD.

Izurieta and Bieman (2007) [32] conducted a pilot research on the impacts of decay on a

tiny portion of the open-source system JRefactory and offered the idea of design pattern

grime. Studying a limited number of pattern realisations, Izurieta and Bieman (2007) dis-

covered that design pattern filth caused coupling to rise and namespace management to

become more complex. However, the researchers were unable to identify any alterations

that would "break" the pattern (design pattern rot).Izurieta and Bieman (2007) [32] also

looked at how design pattern grime affected JRefactory’s testability. After looking at a

few patterns, Izurieta and Bieman (2007) discovered that testability can be impacted by

at least two different mechanisms: First, there are design anti-patterns emerging, and

second, there are more interactions (dependencies, realisations, and associations) which

raise the need for tests. The study also discovered that coupling increases account for

most of the dirt accumulation. Grime buildup refers to the gradual accumulation of poor

design or implementation practices in software code over time, specifically within the con-

text of object-oriented design patterns. It occurs when code meant to follow certain design

patterns becomes cluttered with small, incremental changes that deviate from the original

design intent. These changes may not initially seem harmful but, over time, they degrade

the code’s structure, making it harder to maintain and increasing technical debt. Grime

buildup is a form of design decay, where the code still adheres to a pattern but becomes

less clean and more difficult to work with due to unnecessary complexity or rule viola-

tions. This concept highlights the importance of not only following design patterns but

also maintaining their integrity through regular refactoring.

2.6 Agile methodology in technical debt management

Agile software development makes extensive use of the technical debt concept to mitigate

the effects of working in extremely short cycles [33]. In this context, instances of technical

debt involve executing only those aspects of a norm that are required for present use,

rather than fully complying, or adding capabilities to an existing too big module instead

of splitting it up into smaller, simpler modules. The effects on subsequent work are cu-

mulative in both of these situations. The situation deteriorates with each addition to the

excessively large module in the first instance, making it harder to comprehend, alter, and
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test. In the second scenario, inadequate adherence to standards may lead to integration

challenges and promote shoddy solutions, thereby diminishing the product’s overall qual-

ity [33]. Agile approaches, while potentially contributing to technological debt, provide

effective methods for managing and reducing it. Agile promotes frequent evaluation on

ways to increase efficiency, which can be used to manage technology debt by adjusting

practice as necessary. For example, frequent, small releases are highly valued in ag-

ile methodologies. This approach allows teams to identify issues and take action before

they become more serious. They can also refactor as they go, which gradually improves

the codebase and reduces technical debt. Moreover, Agile’s focus on collaboration en-

courages team members to share information, which reduces the likelihood of knowledge

silos, which can lead to technological debt. Maintaining clean, debt-free code is made

easier when everyone is familiar with the source [34].
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3. ADVANCED TOOLS

3.1 Overview of tools in TDM

In software engineering, many tools are already available for technical debt management,

but the question is as to what particular tool should be used in a particular software

project[35]. The current research [36] highlights that the majority of tools for managing

technical debt (TD) primarily focus on three key types: source code issues, which are

addressed by 60% of the tools examined (30 out of 50), architectural issues, targeted by

40% of the tools (20 out of 50), and design issues, covered by 28% of the tools (14 out of

50). These findings align with those of earlier studies conducted by Rios et al. (2018) [37]

and Li et al. (2015) [27], which similarly identified source code, architecture, and design

as the predominant areas of interest among researchers developing tools for technical

debt management.

This consistent focus on source code, architecture, and design in both current and pre-

vious research suggests that these TD types remain central to the ongoing challenges

faced by developers and organizations in managing technical debt. Given their critical

impact on software maintainability, performance, and scalability, tools addressing these

types of debt play a significant role in improving the long-term health of software systems.

As a result, this study will emphasize tools that effectively address these areas of tech-

nical debt, as they represent the most pressing concerns within the field and continue to

attract the attention of both researchers and practitioners.

3.1.1 Classification of tools in TDM

TDM tools typically belong to distinct categories, where each targets the specific stages of

organizational needs[36]. However, this thesis primarily focuses on four types of technical

debt: Code TD, Design TD, Architecture TD, and Test TD. To address these, I identified

three categories of TD identification tools based on evaluation studies conducted by [27],

[36], [38], and [39]. These categories include Static Analysis Tools, Architecture Anal-

ysis Tools, and Test Management Tools, which are specifically designed to identify and

address the aforementioned technical debt types.

Static code analysis is a method of examining computer programs without executing the
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software [40]. This technique is often employed to identify potential problems, defects,

security vulnerabilities, or deviations from coding standards, all of which can contribute

to the accumulation of code TD within the software system[38]. By analyzing the source

code statically, developers can detect issues early in the development lifecycle, allowing

them to address these problems before they manifest into larger technical debt concerns

that can impact the long-term maintainability and sustainability of the software project

[41][3].

According to study done by Stefanović et al. in [41] and [40] the most common static

analysis tools studied in the recent pieces of literature are given in the Figure 3.1. These

tools are most often analyzed and they are presented in 3 or more times in research. The

detailed evaluation of these tools is presented in the Appendix A Table A.1 based on the

official documents available on the tool’s website and comments from the community who

have used the tools.

Figure 3.1. The most commonly featured static code analysis tools in the primary stud-
ies[41]

.

Architectural analysis tools focus on evaluating the design and framework of software sys-

tems[42]. They help identify architectural problems and potential design flaws that could

lead to technical debt[36]. According to [43], many tools are available that identify these

two particular TD types: design TD and architecture TD. These tools detect TD indica-

tors such as Architecture smells, Grime, Violations of good architectural and/or design

patterns, and Code smells. [36] has provided a list of tools that help in the identification

of design and architectural TD. Architectural and design analysis tools such as Arcan,

Designite, Lattix, Sonargraph, JSpIRIT are evaluated in detail in Appendix A: Table A.2

Test management tools help identify test debt. Test debt refers to the problems or issues

that may affect the quality of testing activities[38]. These tools include frameworks for unit

testing, systems for examining user interfaces, and various other testing packages[18].

The primary goal is to ensure thorough testing across all aspects of the software, reducing
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the risk of introducing technical issues when code is modified or updated. The evaluation

of two test management tools is present in Appendix A : TableA.3

3.1.2 Evaluation Criteria for selecting a tool

Selecting the right tools for your software development is a critical step in ensuring the

successful execution of a project[38][35]. The existing tools employ various techniques

to identify problematic files, such as detecting "hot-spots" or using co-change information

to define anti-patterns[44]. However, the lack of uniformity in these approaches suggests

that the tools may not consistently identify the same set of problematic files [35]. This

prompts the question of which tools and metrics are most effective in identifying genuine

technical debt that demands attention [44]. Therefore, the evaluation criteria outlined

below are crucial when selecting an appropriate tool for detecting technical debt.

1. Technology and languages

Not all tools support the programming languages a company requires. Therefore,

organizations must evaluate which programming languages a tool supports to en-

sure alignment with their needs.

2. Features

One important evaluation criteria is the functionalities that a tool offers. The func-

tionality and features can be evaluated by reading the documents available on offi-

cial website and by trying out if demo licenses are available.[35]

3. Integration capabilities

Another key evaluation factor for a technical debt management tool is its ability to

integrate seamlessly with existing systems and workflows. The ability to seamlessly

integrate with existing tools and workflows is crucial for adoption and effectiveness.

If a tool requires significant effort to set up and integrate, it is less likely to be used

consistently by the development team. Tools that can integrate with common devel-

opment tools such as version control systems, issue trackers, and CI/CD pipelines

will be more valuable as they can provide a more holistic view of technical debt

within the overall software development lifecycle.

4. Costing

The tool’s pricing model should align with the organization’s budget and the value it

provides in terms of identifying and managing technical debt.

5. Depth and breadth of data

While choosing a tool checking tool’s capability to deliver insights on code smells,

vulnerabilities, test coverage, and an overall technical debt score. [44]
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3.2 Tools Comparison

3.2.1 Objective of the comparison

Technical debt identification involves tools that employ varying terminologies, metrics,

and methods, creating significant diversity in how technical debt is defined and assessed

[35] and there is a wide range of tools available to select from. As the number of tools

continues to grow, practitioners face increasing challenges in selecting the right tool for

their requirements [40].

This chapter focuses on comparing the features of two tools within the static code anal-

ysis category. By narrowing the scope to two tools, we aim to provide a detailed yet

manageable examination of their capabilities. The comparison is based on the evaluation

criteria outlined in Section 3.1.2, to offer a clear and practical framework for practitioners

to evaluate and select a tool that aligns with their needs. This targeted approach helps

illustrate how a methodical assessment can aid in navigating the diverse landscape of

technical debt identification tools.

3.2.2 Design of the Comparison

A Tools selection

For this study, I selected two widely used static code analysis tools, namely Sonar-

Qube and PMD. Both tools are effective in detecting code smells. I use code smell

detection to identify technical debt in a system because code smells are indicators

of poor design or implementation practices that can compromise code quality and

lead to long-term maintenance challenges. SonarQube and PMD provide valuable

insights into code quality and both support Java language but differ significantly in

their features, approaches, and capabilities. Hence despite both the tools being

from the same category and the purpose of the tools being similar, these tools rep-

resent two distinct yet overlapping approaches to static code analysis, making them

ideal for a thorough and insightful comparison.

SonarQube[45] is a popular open-source static code analysis tool designed to iden-

tify and resolve code quality issues. It can be accessed as a hosted service via the

SonarCloud.io platform or installed and operated on a private server. SonarQube

assesses various metrics, such as code complexity and the number of lines of code,

while ensuring compliance with predefined coding standards for widely used pro-

gramming languages. Violations of these rules are flagged as "issues," with the tool

estimating the effort required to address them, referred to as remediation effort.

SonarQube categorizes its rules into three key areas: reliability, maintainability, and
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security. Reliability rules, commonly referred to as "Bugs," identify errors in the

code that are likely to result in functional bugs. Maintainability issues, or "Code

Smells," are problems that reduce the readability and modifiability of the code.

PMD[46] is a static code analysis tool primarily tailored for Java and Apex, func-

tioning through the command line using its binary distributions. It assesses code

quality based on a predefined set of rules, addressing key issues such as unused

variables, empty catch blocks, and unnecessary object creation. For Java projects,

PMD provides 33 predefined rule sets, which can be customized to suit specific

requirements.

The rules are categorized into eight groups: best practices, code style, design,

documentation, error-prone, multi-threading, performance, and security. Each rule

violation is assigned a priority level ranging from 1 (most critical) to 5 (least severe).

B Tools setup

Both tools support Java, making them suitable for comparison in this study. To eval-

uate their effectiveness, we analyzed an existing project, OpenMRS-core, available

on GitHub [47]. OpenMRS-core is a Java-based project that serves as a patient-

centered medical record system, designed to provide healthcare providers with a

free, customizable electronic medical record (EMR) solution. This publicly acces-

sible project was chosen for its practical relevance and its suitability for static code

analysis.

To set up and configure SonarQube, I installed Docker on the Ubuntu machine to

enable containerized deployment. I then pulled the SonarQube v9.9.7 community

LTS image using Docker and started the SonarQube instance. Next, I cloned the

OpenMRS-core repository from GitHub [47] onto the Ubuntu machine and con-

nected it to the running SonarQube instance for analysis. Finally, I configured a

custom ruleset on the SonarQube dashboard to tailor the analysis to the study’s

requirements. Rulesets refer to a collection of coding rules that the tool applies to

analyze source code for issues like code smells. I have created the custom ruleset

on the SonarQube dashboard for detecting code smells such as Cyclomatic com-

plexity, cognitive complexity, etc. I kept the threshold values for SonarQube and

PMD similar. For example, the threshold for cyclomatic complexity is set to 10, the

threshold for cognitive complexity is set to 15, maximum number of allowed meth-

ods in a class is set to 20. The image shows the custom ruleset for SonarQube.

To set up PMD, I began by downloading the official PMD package from its website.

I then configured it as an environment variable on my Ubuntu machine to ensure

system-wide accessibility. After completing the setup, I created a custom ruleset
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Figure 3.2. SonarQube Ruleset

in a XML file and placed the ruleset file in the PMD folder. The method to define

ruleset is quite different in PMD but I created a similar ruleset to maintain unifor-

mity in comparison. Similar to the Sonarqube the threshold values for cyclomatic

complexity, and cognitive complexity is set 10 and 15 respectively. The image 3.3

shows ruleset.xml which is created for PMD. With PMD properly configured, I could

seamlessly open my cloned repository in Visual Studio Code and execute PMD

directly from the VS Code terminal.

C Criteria used for comparison

For comparing two tools I have considered the evaluation criteria written in section

3.1.2. When comparing SonarQube and PMD, selecting factors like programming

language support, integration capabilities, features, cost, and the depth and breadth

of data will give an overall view of tools capabilities. Different projects use a variety

of programming languages, and a tool’s ability to support multiple languages di-

rectly impacts its relevance. Integration capabilities are vital for assessing how well

the tools fit into modern software development workflows. Another important factor

while comparing these tools are the set of features each tool offers. Lastly, the com-

parison is made based on the code smell detection capabilities. Code smells are

indicators of potential problems in the source code of a software system.The term

"code smells" is used as a metaphor to signify quality issues in source code[48]. A

high number of code smells within a software system is linked to significant techni-

cal debt, which impedes the system’s development and progress[49]. Both the tools

are static code analysis tools and specialize in detecting code quality issues such

as code smells using customizable rulesets and hence this will be a good com-

parison factor to investigate tool’s capability. The comparison in this study focuses

on evaluating the ability of each tool to detect rule violations. Rulesets, which are

collections of criteria designed to analyze source code for specific issues, form the
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Figure 3.3. PMD Ruleset

basis of this evaluation. For consistency, I used customizable rulesets configured

to be as similar as possible in both tools, alongside their default rulesets. The inclu-

sion of similar rulesets provides a reliable basis for assessing the precision of each

tool, making it an effective factor for comparison. This approach ensures that the

analysis highlights not only the tools’ default capabilities but also their adaptability

to user-defined configurations, offering a more comprehensive evaluation.

3.2.3 Result of comparison

In this section, I discuss the source code quality issues identified by the tools. I begin by

summarizing the evaluation criteria of the tools. To do this, I referred to the tools’ doc-

umentation to gather information about their key features. Specifically, I compiled a list

of the programming languages each tool supports and the kinds of issues they address.

For programming language support, we relied directly on the details provided in the doc-

umentation. To conduct a detailed comparison of SonarQube and PMD, I independently

applied both tools to analyze the OpenMRS Java project[47], a patient-centered medical

record platform. Using the evaluation factors outlined in Section 3.1.2, I systematically

examined the results from each tool and created a comparison table to highlight their dif-
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ferences and strengths. The evaluation factors included programming language support,

integration capabilities, features, cost, and the depth and breadth of insights provided.

Evaluation Factor SonarQube PMD

Programming

Language Support

Supports 27+ languages via

plugins

Primarily Java and Apex, with

support for 16 other lan-

guages

Integration Capabilities Strong integration with CI/CD

pipelines and DevOps tools

Focused on IDE integration

and command-line opera-

tions

Features Advanced dashboards, tech-

nical debt scoring, and vul-

nerability analysis, duplicate

code detection, code cover-

age, Sonarlint IDE integration

Contains 400+ built in rules

and extended with custom

ruleset, copy-paste-detector,

built-in checks

Cost Offers both free/community

editions and paid enterprise

versions

Completely free and open-

source

Depth and Breadth of

Data

Provides detailed insights on

code smells, vulnerabilities,

test coverage, and maintain-

ability

Focuses primarily on detect-

ing specific code smells and

rule violations

Table 3.2. Comparison of SonarQube and PMD based on evaluation factors.

After outlining the tools’ features, I analyzed their code smell detection capabilities by

calculating the number of issues produced by rule violations within the reference dataset.

Here, the reference data is a Java project namely OpenMRS[47]. For the comparison, I

used free trial versions of SonarQube and PMD. By digging into the tool’s documentation,

I first tried to group similar rulesets and then created rulesets for each tool. Table 3.4

shows the names of rules and the number of rule violations detected by each tool.

Rule name Number of vio-

lated rules

PMD Detected Rules #
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Rule name Number of vio-

lated rules

CognitiveComplexity 181

GodClass 50

CyclomaticComplexity 258

TooManyMethods 49

LawOfDemeter 296

CouplingBetweenObjects 48

ExcessivePublicCount 40

NcssCount 48

SwitchStmtsShouldHaveDefault 4

TooManyStaticImports 13

SonarQube detected Rules #

The cognitive complexity of methods should not be too high 196

"Switch case" clauses should not have too many line of code 3

"Switch" statements should have "default cases" 4

Classes should not have too many "static" imports 10

Cyclomatic complexity of the method should not be too high 138

Methods should not be too complex 30

The two branches of a conditional statement should not share an

identical structure.

12

Table 3.4. Issues detected by PMD and SonarQube

Following the analysis of results from both tools, PMD produced its output as an HTML

report, categorizing all detected rule violations as code smells. In total, PMD identified

987 rule violations. The report provided detailed information about each violated rule,

including the name of the class where the violation occurred and the corresponding line

number. Conversely, SonarQube identified 439 code smells, 41 bugs, 0 vulnerabilities,

26 security reviews, and 542 duplicated blocks. SonarQube presented its findings on an

interactive dashboard, which further classified code smells based on severity levels such
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as blocker, critical, major, minor, and informational. The SonarQube dashboard report

included information on the rule violations, the classes and methods affected, the effort

required to refactor the code, and the type of rule violations.

To ensure consistency, similar rules were configured in both tools, including thresholds for

cyclomatic complexity, cognitive complexity, a maximum number of methods allowed in a

class, and switch-case structures. Despite these identical configurations, the results var-

ied significantly between the tools. For instance, with a cyclomatic complexity threshold of

10, PMD detected 258 violations compared to 138 identified by SonarQube. Similarly, for

cognitive complexity, with a threshold of 15, discrepancies in detection persisted. When

the threshold for the maximum number of methods in a class was set to 20, PMD identi-

fied 49 violations, whereas SonarQube reported 30. These inconsistencies can primarily

be attributed to differences in how each tool interprets and applies the rules, as high-

lighted by Lenarduzzi et al.[40]. The low precision of these tools often stems from the

high sensitivity of their rule configurations, where overly strict threshold values can result

in numerous false positives. Silva et al. (2018) [50] further emphasize that most static

analysis tools suffer from significant false positive rates, with precision levels ranging in

between 18% and 57%

3.2.4 Discussion and Reflection

The findings of this study offer valuable insights for researchers and tool vendors to guide

their selection of the most suitable static analysis tool (SAT) for specific projects. By

comparing two widely used SATs—PMD and SonarQube—based on evaluation factors

and their ability to detect predefined static analysis rules, this study sheds light on the

strengths and weaknesses of each tool. Using a Java project hosted on GitHub as a case

study, I derived a set of similar rules for detection by both tools, further comparing their

detection results at the line and class levels. Additionally, a manual precision analysis

was conducted to evaluate their accuracy in identifying quality issues.

One of the key takeaways from this study is that there is no "silver bullet" among static

analysis tools when it comes to source code quality assessment. Both tools analyzed

in this study—PMD and SonarQube—demonstrated their ability to detect different types

of source code quality issues, but neither comprehensively covered all potential issues.

PMD excelled in identifying certain rule violations, such as cyclomatic complexity, while

SonarQube provided a broader assessment of issues, including security vulnerabilities

and duplicated blocks. This disparity in detection capabilities highlights that each tool is

tailored to address specific quality concerns, making it necessary for teams to align their

tool selection with their unique project requirements.

From a practical perspective, this finding suggests that software development teams aim-

ing for robust source code quality assessment may need to combine multiple SATs. By

leveraging complementary tools, practitioners can gain a more holistic view of quality is-
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sues and technical debt within their codebase. However, combining tools also introduces

challenges, such as managing overlapping or conflicting rule detections and the increased

effort required to configure and interpret results.

The results of this study emphasize that there is no universally best tool that fits all use

cases and organizational needs. Each tool has specific strengths and weaknesses, mak-

ing it essential for teams to carefully evaluate their priorities and project goals when se-

lecting a tool. For instance, SonarQube offers advanced features such as technical debt

calculation, security vulnerability detection, and customizable dashboards, making it suit-

able for projects requiring detailed quality metrics and ongoing monitoring. On the other

hand, PMD provides a lightweight, customizable ruleset engine that is particularly effec-

tive for teams focusing on coding style and maintainability.

Moreover, the way tools calculate and report quality metrics, such as technical debt princi-

pal and interest, varies significantly. As shown in this study, the two tools often disagreed

in their detection of similar rule violations, demonstrating that interpretation differences

can impact results. Teams should therefore prioritize tools that align with their coding

practices and quality objectives, ensuring that the tool’s rule engine and metrics provide

actionable insights relevant to their context.
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4. CASE STUDIES ON TECHNICAL DEBT

MANAGEMENT

4.1 Research design and approach

To answer RQ2 this study adopts a quantitative research approach through the use of

a systematic review methodology[51]. The purpose is to conduct a systematic review of

existing case studies that focus on the management of technical debt (TD) within orga-

nizations. These case studies typically involve interviews with, and data collection from,

key stakeholders in organizations that have been actively managing technical debt. The

research aims to derive insights into the most effective strategies for managing technical

debt from an organizational perspective by analyzing the methods and processes identi-

fied in these studies.

The rationale for using systematic review as the primary research methodology lies in

its structured, transparent, and replicable approach[52]. Systematic reviews allow for the

comprehensive collection, critical evaluation, and synthesis of existing research, ensuring

that all relevant studies are included, and the analysis is conducted objectively[52]. In this

context, a systematic review provides the best approach to evaluating how technical debt

is managed across different organizations and identifying common strategies that lead to

successful outcomes.

In this study, the focus is on the systematic evaluation of existing case studies from a

broad, organizational point of view. The goal is to identify patterns across multiple cases

rather than delve into the specific experiences of individual stakeholders. Therefore, a

quantitative approach through systematic review is more appropriate for synthesizing find-

ings from different organizations and providing generalized conclusions about effective

technical debt management practices.

This study evaluates case studies that concentrate on how various processes and prac-

tices are used in technical debt management in organizations. The organizational per-

spective is essential because technical debt is not solely a technical issue but also an

organizational challenge that requires coordination across different teams and manage-

ment levels. By focusing on case studies that examine technical debt from this perspec-

tive, this research aims to identify methodologies that are not only technically effective but

also align with organizational goals and workflows. The ultimate aim is to provide insights

that can help organizations optimize their approaches to technical debt management in a
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way that improves long-term software sustainability and business performance.

4.2 Research process

The research process followed in this study is designed to rigorously and systematically

collect, evaluate, and synthesize data from existing case studies on technical debt man-

agement. Given the systematic review methodology employed, the process is divided

into several key stages, each ensuring that the review is comprehensive, transparent,

and replicable.

Figure 4.1. Research process in answering RQ2

The first step in the research process involved the formulation of research question and

the definition of clear inclusion and exclusion criteria for selecting relevant case studies,

The research question is RQ2: How can an organization manage technical debt success-

fully? The sub-research question is What are the activities performed in an organization

to successfully manage the TD? This research question was designed to guide the review

towards understanding which methodologies and strategies are most effective for man-

aging the technical debt within organizations. The inclusion criteria were established to

ensure that only case studies focusing on organizational practices in technical debt man-

agement were considered. The exclusion criteria was to exclude the research papers and

studies that do not mention the list of TDM activities specified by Li et al.[27].

Following the definition of research questions and criteria, a literature search was con-

ducted across multiple academic databases, including Scopus, IEEE Xplore, Science

direct, Research Gate and Tuni Library (Andor). The search was designed to capture a

wide range of case studies on technical debt management, using search terms such as
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"technical debt management," "software debt," "technical debt strategies," and "organi-

zational practices in technical debt.". Finally I used a searched using this search string

to maintain uniformity through the search "( ( "technical Debt management" ) AND ( "Or-

ganization" OR "Industry" ) )". The number of results obtained from each database is

highlighted in the figure 3.1. Other than search string I applied the filters for including

papers only in English, papers only after 2015 and papers related to software industry.

Figure 4.2. Number of papers across various databases

After the literature search, the next stage of the process was the screening and selec-

tion of studies. Initially, the titles and abstracts of all identified studies were reviewed to

eliminate those that did not meet the inclusion criteria. The studies that cleared the initial

screening were subsequently subjected to a full-text review, during which their methodolo-

gies, findings, and relevance to the research questions were thoroughly assessed. This

two-step screening process helped to ensure that only high-quality and relevant studies

were included in the systematic review. I only included the papers with technical debt

management activities studied in [27]

In total, I selected 7 such case studies that match my inclusion and exclusion criteria.

Then a data extraction process was implemented. A standardized data extraction form

was created to capture relevant information from each case study, including details on

the organization being studied, the technical debt management strategies used, the out-

comes of these strategies, and any challenges or limitations encountered. This structured

approach to data extraction ensured consistency across studies and facilitated the syn-

thesis of findings. Table 4.2 represents the case studies that I selected for data extraction
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process.

Case Title

Case 1 [50] Technologies to support the technical

debt management in software projects: a

qualitative research. (2018).

Case 2 [22] An enterprise perspective on technical

debt

Case 3 [53] Managing technical debt: An industrial

case study

Case 4 [54] How do software development teams

manage technical debt? – An empirical

study

Case 5 [55] Measure it? Manage it? Ignore it? soft-

ware practitioners and technical debt.

Case 6 [56] Success Stories in Managing and Paying

Down Tech Debt

Case 7 [57] Technical Debt tracking: Current state

of practice: A survey and multiple case

study in 15 large organizations.

Table 4.2. Selected case studies

The final stage of the research process involved the synthesis of results. The extracted

data were analyzed to identify common methodologies and practices used across differ-

ent organizations. This synthesis allowed for the identification of patterns and trends in

technical debt management, which were then used to answer the research questions.

In particular, the analysis focused on identifying which strategies were most commonly

associated with successful technical debt management and how these strategies were

implemented within organizations. The synthesis process also involved critically evaluat-

ing the findings from the different case studies to ensure that the conclusions drawn were

robust and well-supported by the evidence.

The research process concludes by formulating recommendations and conclusions based

on the synthesized findings. These conclusions are presented with an emphasis on pro-

viding actionable insights for organizations seeking to manage their technical debt effec-

tively.
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4.3 Case studies

Silva, Victor Machado da[50] in his qualitative research about technology support in TDM,

surveyed Brazilian software organizations to gather information on existing methods used

for TDM. The authors carried out the survey on a group of practitioners working at different

Brazilian software organizations. The authors designed the questionnaire in such a way

as to understand the existing knowledge about TD among the participants and if the par-

ticipants had any experience of effective TDM activities in their recent software projects.

The practitioners who participated in the survey served different roles in Brazilian software

organizations. The participants were asked to select the TDM activities they had observed

in their organization or the activities they were part of. The background for this TDM activ-

ities was given to the participants to avoid any confusion. The list of these TDM activities

was derived from [27]. In total, 67 practitioners from different education levels and various

roles in the software organization, participated in the survey. Out of 67 participants, 40

answered the survey completely. Out of these 40 only 24 were aware of the term techni-

cal debt. 9 answered about the TDM activities at their organization. The most common

TDM activity was TD identification and TD documentation. TD Communication was also

among the commonly conducted TDM activity. The responses showed varied approaches

across identification, documentation, communication, measurement, prioritization, repay-

ment, and prevention of TD. For TD identification, two participants recognized a formal,

necessary strategy, one acknowledged a non-mandatory strategy, and three reported no

formal strategy. TD identification was described as a continuous process by three par-

ticipants, with others identifying TD only when issues arose, and classifications varied,

including categories like Design and Documentation Debt, origin artifact, and “effort vs.

business value” considerations. Regarding TD documentation, two participants followed

a standardized documentation method, with one reporting a non-mandatory standard and

two using informal methods. Four participants used a general backlog for documenting

TD, while one used a specific TD backlog. In TD communication, four participants dis-

cussed TD in project meetings with limited stakeholder involvement, while one reported

only informal discussions. TD measurement saw minimal engagement, with only two par-

ticipants responding. One measured TD informally using metrics, while the other used a

formal approach with item count. Information used for measurement included “effort vs.

value,” person-hours/months, and lines of code (LOC). For TD prioritization, guesses or

experience-based estimates were common, with considerations for client impact, project

impact, severity, system-wide usage, and cost/benefit ratios among the prioritization cri-

teria. TD repayment was either planned according to project needs, continuously, or

undertaken as a last resort. Finally, TD prevention was informally managed by individual

team members without a formal process.

Klinger et al. [22] conducted interviews with 4 architects at IBM to get a perspective on

TDM in different kinds of projects. The four architects who participated in the survey
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were referred to as Subjects A, B, C, and D respectively. Subject A was responsible

for a relatively new offering that integrated into an established product portfolio at IBM.

This solution needed to interface with current and emerging technologies. Subject B,

an experienced architect. Subject C is an architect who successfully integrated the ac-

quired product into existing IBM products. Subject D is also an experienced architect

who worked on large-scale projects in IBM. Klinger et al. conducted semi-structured in-

terviews with the subjects. Each subject faced different encounters with tackling the TD.

Subject A had to choose between designing a product to work with an older API that

would soon be outdated or a newer API that was expected to be used in future versions.

Both options would work for the current project, but only the new API would meet long-

term needs. But using the new API required help from another team and the new team

had another priority task and only the older API was compatible with other components.

Because the partner team didn’t support the new API, Subject A’s team faced “technical

debt,” meaning that choosing the old API would create problems they’d have to fix later.

Subject A felt that this technical debt could have been avoided with better communica-

tion and estimation. Subject B joined to work on a new version of a product that IBM

recently acquired. Before IBM’s acquisition, some requirements were given low priority

because they weren’t crucial for the original customers. However, after the acquisition,

IBM’s global reach made these previously low-priority needs—like accessibility, global-

ization, and performance—much more important, especially as the product became part

of a larger software suite. Alongside these requirements, the team also had to add new

features. This shift led to “technical debt” because the product’s original design didn’t

account for these newly important requirements. Subject B felt that this TD could have

been avoided with better TD prioritization. Subject C’s company was acquired by IBM,

and he was tasked with integrating his product with an existing IBM product. Although

both teams agreed on the ideal integration approach, the existing product team had lim-

ited resources and prioritized delivering promised features over creating new APIs for

integration. As a result, they chose an older, less optimal integration method. While this

decision met immediate needs, it introduced technical debt for both teams, as they would

eventually need to replace the stop-gap solution with a better integration method. Subject

D shared insights from projects within and outside IBM, highlighting a non-IBM desktop

product that became very successful but accumulated technical debt. A team was formed

to rewrite it from scratch to reduce this debt, but they overlooked many ways customers

depended on specific quirks of the original product. Without understanding these hidden

requirements, they couldn’t fully address the debt. The rewrite attempt risked alienating

customers, leading the company to cancel it. This case illustrates how hard it can be

to identify and manage technical debt, as it requires a deep understanding of both the

technology and the ecosystem around it. Overall, from these interviews, it is clear that

the above incurred technical debt could be managed with better visibility, communication

and prioritization.
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Santos et al. [58] studied the TDM with their industrial partner and aimed to find the

best practices and known challenges for TDM in an industry adopting agile development

practices. 28 personnel participating in the study worked in different roles such as

product owners, scrum masters and team members. The interview questions were

divided into three parts. The first part covered demographic information. The second part

explored how Scrum influenced their projects and their views on Agile adoption. The third

part consisted of general questions about managing technical debt. Based on the survey

results of the third part, the most common debt were code, testing and architectural

debt. As per the participants, the most difficult TD to manage would be architectural

debt because this type of debt requires the most efficient communication among different

teams to achieve refactoring. The answers from participants showed that the debt such

as code debt and testing debt were managed by a separate team that detects and solves

the debt continuously. In addition to the TD reduction teams other teams also work on

TDM by writing automation and manual test cases. Overall, the study conducted in [58]

showed that effective TDM requires continuous detection and resolution. However, for

managing TD such as architectural TD efficient communication among teams is required.

Yli-Huumo et al.[54] performed a case study on a large software organization to study the

successful implementation of TDM strategies. The study’s main aim was to gather em-

pirical evidence related to TDM in a large software organization. The authors conducted

interviews with 25 participants from 8 different software teams. The study identified the

teams that effectively manage TD and the techniques used in those teams. The authors

also identified the challenges in TDM. [54] considered 8 software teams as cases: Case

A to Case H. The selected case company was a software supplier company with over

5600 employees. The authors conducted semi-structured interviews with 25 participants.

To analyze the gathered data, the authors conducted a mapping study based on Li et al.’s

[27] eight activities of TDM TD repayment, TD representation/documentation, TD identi-

fication, TD prioritization, TD measurement, TD monitoring, TD communication, and TD

prevention. The analysis revealed that TDM activities were performed at varying levels of

maturity. For instance, one development team prioritized and actively engaged in mea-

surement and monitoring tasks, while another team allocated no effort to these activities.

Three TDM maturity levels were identified: unorganized, received, and organized. An un-

organized TDM activity occurs when a software team either neglects the activity or gives

it minimal focus. A received TDM activity is one where the team has acknowledged its im-

portance and has begun to implement it, albeit on a limited scale. At this stage, the activity

is not consistently practiced and is only performed sporadically by a few members. Com-

munication was the most common TDM activity among the development teams studied.

Technical Debt (TD) was frequently discussed, but a communication gap often existed

between technical and non-technical stakeholders. This gap hindered the resolution of

TD issues, as business stakeholders were not adequately informed. Effective TD commu-
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nication is crucial for TDM success, and most teams had organized communication well,

aiding other TDM activities. Occasionally performed activities include TD repayment, TD

presentation, TD documentation,TD identification. TD prevention is considered one of

the most impactful activities among the eight TDM practices a development team can im-

plement. By establishing mandatory coding standards, supported through practices like

code reviews and a clear Definition of Done, the amount of TD introduced into the code-

base can potentially be reduced. Minimizing TD upfront also benefits other TDM activities.

Moreover, implementing TD prevention measures is particularly useful for identifying and

addressing less optimal solutions from inexperienced developers. TD identification was

carried out by the development team both manually and using tools. Architects and de-

velopers who did not use any tools stated that the tools are vital to identify TD caused by

architectural and structural issues. Based on the responses, the authors also observed

the known challenges in TDM. The main challenge is not using enough TDM tools. They

also noticed that TDM requires significant time and effort. Introducing new TD processes

and tools can add extra workload to the existing development activities. Other major chal-

lenge in TDM today is prioritizing TD. The difficulty lies in the absence of effective models

and methods to prioritize TD issues effectively. There are no adequate solutions to help

understand or articulate why certain TD items should take precedence over others for the

development team.

Ernst et al. [55] investigated which tools and TDM practices were adopted by a software

organization to manage TD. The study found that 65% of the total participants did not

carry out any TDM activity. WHile 25% of participants perform TDM activities but not in

any organized manner. 10% percent of participants said that only team managers were

performing TDM activities. As per the participants, the most common debt was archi-

tectural debt. However, no specific tools were being used for identifying the architectural

debt because of the complexity involved in setting up the tool. Some teams used the tools

for TD communication or tracking and TD identification. Ernst et al. recommend that re-

search on technical debt tooling emphasize monitoring the gap between development and

architecture, while enhancing ongoing architecture analysis and ensuring conformance.

Carlos Fuentes [56] in success stories about managing technical debt highlights the

importance of having a strategy for managing technical debt as a technical leader on

a project. He emphasizes the value of maintaining a backlog dedicated to technical

debt tasks and communicating this backlog with key team members and stakehold-

ers—including project managers, business analysts, developers, and other technical

leads—to identify high-priority items that need scheduling in upcoming sprints. By making

technical debt visible and manageable, and aligning it with the available developer capac-

ity, teams can address technical debt incrementally. He recommends aiming to tackle

one or two technical debt tasks per sprint, which allows the debt to be gradually reduced.

In conclusion, Carlos’s approach underlines that systematic planning, prioritization, and

clear communication among stakeholders are essential for managing and progressively
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reducing technical debt within development cycles.

Martini et al. [57] conducted a survey to examine technical debt (TD) management prac-

tices in 15 software organizations. The study involved interviews with 226 participants

occupying various roles in the software industry, including developers, architects, and

managers. The primary objectives of the research were to analyze the cost of managing

TD, identify effective tools for tracking TD, and investigate the TD management processes

within these 15 Scandinavian organizations. The interviews were structured into three

distinct sections. The first section gathered information about the participants’ profiles,

professional experiences, and related details. The second section focused on questions

regarding TD management processes and the perceived importance of TD management.

Finally, the third section explored the outcomes of implemented TD management prac-

tices. Analysis of the survey results revealed that, on average, 25% of total time was

dedicated to TD management activities. Developers were found to be the most familiar

with tools and practices related to TD management. Among the methods for tracking TD,

using a backlog emerged as the most common approach, while static analysis tools were

particularly effective in mitigating code-related debt. Despite these findings, the study

highlighted a significant lack of awareness about TD management tools, with only 27% of

participants actively using such tools to track TD. The authors emphasized that this lack of

awareness could exacerbate the negative effects of TD. They also noted that communica-

tion, backlog management, and the use of static analysis tools were the most frequently

implemented practices for managing TD.

4.4 Results

Figure 4.3. Stakeholders involved in TDM
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After examining the seven case studies and data, we have discovered that numerous

stakeholders participate in technical debt management practices, as shown in Figure 4.3.

Technical debt is managed prominently by internal and external stakeholders, such as

project managers, developers, and other domain experts. Internal stakeholders, such as

developers, are primarily responsible for identifying and managing technical debt during

the software development lifecycle. Meanwhile, external stakeholders can assist in pri-

oritizing and resolving technical debt to ensure the long-term success of the software

project.

In this study, seven cases from software organizations were analyzed to understand the

adoption and implementation of Technical Debt Management (TDM) activities. These

TDM activities are outlined by Li et al.[27]and they are identification, measurement, pri-

oritization, prevention, monitoring, repayment, representation, and communication. The

investigation of seven cases revealed that certain TDM activities are more prevalent and

widely implemented across organizations. Specifically, Communication, Identification,

Monitoring, Prioritization, and Repayment were identified as the most popular and fre-

quently practiced activities. The Table 4.3 summarizes the implementation of TDM ac-

tivities across the seven studied cases. Each row represents a specific case, and the

columns correspond to different TDM activities: Identification, Measurement, Prioritiza-

tion, Monitoring, Communication, Repayment, and Prevention. A checkmark in a cell

indicates that the corresponding activity was implemented in the respective case. From

the Table, it is evident that Communication, Identification, Monitoring, Prioritization, and

Repayment are the most commonly implemented activities, as they appear across mul-

tiple cases. Measurement and Prevention, while important, are less frequently adopted,

suggesting that some organizations focus more on addressing existing debt rather than

quantifying or preventing it.

Cases Identification Measurement Prioritization Monitoring Communication Repayment Prevention

Case 1 ✓ ✓ ✓ ✓ ✓

Case 2 ✓ ✓ ✓

Case 3 ✓ ✓ ✓

Case 4 ✓ ✓ ✓ ✓

Case 5 ✓ ✓

Case 6 ✓ ✓ ✓

Case 7 ✓ ✓ ✓ ✓

Table 4.3. TDM Activities Across Cases

From the studied cases, it was evident that tools supporting Technical Debt Management

(TDM) activities are neither sufficiently explored nor widely adopted. A significant factor

contributing to this gap is the lack of awareness among practitioners about the existence

and capabilities of these tools. Many organizations rely on manual processes or ad hoc

methods for managing technical debt, which limits the efficiency and effectiveness of their
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TDM practices. To address this, I systematically introduce the list of activities and tools

from the existing studies that have examined these strategies and tools. This mapping will

help researchers and practitioners to get familiar with the approaches and tools that can

enhance technical debt management strategies. By leveraging the right tools, organiza-

tions can streamline TDM processes, reduce overhead, and improve long-term software

quality and maintainability[6].

The Table 4.4 on Communication highlights the key activities and approaches organiza-

tions can adopt to ensure effective collaboration among stakeholders during the technical

debt management (TDM) process. The table also outlines the tools that supports the

approaches such as TD dashboard, backlog management, and dependency visualiza-

tion. The last column cites studies or research papers that have examined these com-

munication strategies and tools in TDM contexts, providing academic evidence for their

effectiveness.

Table 4.4. Technologies and tools for TD Communication

TDM activity Technology and descrip-

tion

Tools Studies

TD communi-

cation • TD dashboard - A

dashboard shows TD

items, categories, and

quantities to ensure all

stakeholders are aware

of the TD’s presence.
• Backlog - All identified

TD items, along with

any issues to be ad-

dressed during devel-

opment, are added to

the software project’s

backlog
• Dependency Visualiza-

tion - Display the un-

wanted dependencies

between software com-

ponents.

GitHub, Debt-

Flag, BitBucket,

Jira, Asana

Yli-

hummo et

al.,2016[54],

Dos San-

toset al.,

2013[59]

The table 4.5 focuses on the strategies and tools used to detect and categorize technical
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debt. The first column presents the technologies or methodologies employed, including

code analysis, Dependency analysis, architectural visualization, etc. The table introduces

tools which are widely used to identify specific types of technical debt. The fourth column

references studies that validate these tools and approaches, showcasing their practical

and theoretical relevance in TD identification.

Table 4.5. Technologies and tools for Identification

TDM activity Technology and descrip-

tion

Tools Studies

TD identifica-

tion • Code analysis - Exam-

ine source code to de-

tect coding rule vio-

lations, missing tests,

and design or architec-

tural problems.
• Dependency analysis -

Examine the relation-

ships between various

types of software ele-

ments.
• Architectural smell

detection - Analysis of

software architecture

and detects architec-

ture violations and

architectural smells

that may indicate poor

code structure.

SonarQube,

SonarQube

COBOL plugin,

CLIO, Code-

Vizard, Find-

Bugs, PMD,

PHPMD, NDe-

pend, NCover,

FxCop, CodeX-

pert, Cobertura,

Checkstyle.

Yli-

hummo et

al.,2016[54],

Zaz-

worka et

al.,2013[29],

Ernst et al.,

2015[55]

The table 4.6 on Prioritization outlines methods and tools for ranking technical debt items

based on their impact and urgency. This describes the approaches, such as Cost/benefit

analysis, TD interest that guide prioritization efforts.
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Table 4.6. Technologies and tools for Prioritization

TDM activity Technology and descrip-

tion

Tools Studies

TD prioritiza-

tion • Cost/benefit analysis -

If addressing a TD item

provides benefits that

outweigh the costs, it

should be resolved. TD

items with the high-

est benefit-to-cost ra-

tios should be priori-

tized for repayment.
• Prioritization based on

TD interest - TD items

that accumulate higher

interest should be prior-

itized for repayment.

Sonar TD plugin,

(SQALE) plugin

for SonarQube,

JSpIRIT

Yli-

hummo et

al.,2016[54]

The Repayment table 4.7 addresses the strategies and tools used to resolve or mitigate

technical debt. The second column details the approaches, like incremental refactoring or

automated testing frameworks, that enable TD repaymeny. According to [27] refactoring

is most studied TD repayment approach. In refactoring, code, design and architecture is

altered to improve internal quality while preserving external behavior. Other approaches

mentioned are automation,repackaging, re-engineering, rewriting, bug fixing, and fault

tolerance.
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Table 4.7. Technologies and tools for Repayment

TDM activity Technology and descrip-

tion

Tools Studies

TD repayment

• Refactoring - Modify

the code, design, or ar-

chitecture of a software

system to enhance its

internal quality, while

preserving its external

functionality.
• Automation - Automate

processes such as

manual test, man-

ual deployment, and

builds.
• Bug Fixing - Resolve

known TD manually
• Repackaging - Group-

related modules with

controllable dependen-

cies to make the code

simpler.

Sonar TD plugin,

Automation test-

ing tools, CI/CD

tools

Yli-

hummo et

al.,2016[54]

The Monitoring table 4.8 emphasizes the ongoing activities required to track and con-

trol technical debt over time. This outlines monitoring activities, such as the Definition

of Done which is a threshold-based approach, in this approach thresholds for TD quality

metrics are defined, issuing warnings when not met. Other approaches are TD track-

ing and Quality checks which are supported by tools such as Software maps tools and

SonarQube.
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Table 4.8. Technologies and tools for Monitoring

TDM activity Technology and descrip-

tion

Tools Studies

TD Monitoring

• DoD(Definition of

Done) - Establish

thresholds for TD re-

lated quality metrics

and generate warnings

when these thresholds

are not achieved.
• TD tracking - Moni-

tor the impact of TD

by examining depen-

dencies between the

TD-containing parts of

the system and other

areas it affects.
• Quality checks - Con-

sistently measure iden-

tified TD and monitor its

progression over time.

Software maps

tool, SonarQube,

DebtFlag, Sonar

TD plugin

Yli-

hummo et

al.,2016[54],

Oliveira et

al.,2015[60]
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5. DISCUSSION

This chapter synthesizes the findings of the study, contextualizing them within the broader

landscape of Technical Debt Management (TDM). The research addressed two key ques-

tions: How to identify technical debt using tools? and How can an organization manage

technical debt successfully? By analyzing case studies, existing literature, and tool eval-

uations, this thesis provides insights into the current state of TDM practices, their chal-

lenges, and strategies for improvement.

5.1 Technical Debt Identification Using Tools

Technical Debt Identification Using Tools is the answer to RQ1 regarding how to detect

technical debt such as code, design, architecture and test debt. We examined ten rec-

ognized types of technical debt (TD). However, this study primarily focused on four key

categories: code debt, design debt, architecture debt, and test debt. Because as per

Alves et al.[2], Ampatzoglou et al.[26], and Parthiban[18] these are the most commonly

occurring debt in software environments. Table 2.1 provides an overview of these techni-

cal debt types, along with specific items or indicators that contribute to the accumulation

of each type. The study highlights the underutilization of tools for identifying technical

debt, despite the availability of numerous options in the market. The lack of awareness

among practitioners emerges as a significant barrier, often leading to reliance on manual

processes or ad hoc methods. Another key finding is the difficulty in selecting the right

tool for specific project needs. Practitioners face challenges due to the diverse nature of

technical debt, which spans code smells, architectural issues, and other technical debt

indicators. This research offers a categorization of tools based on their functionality and

usability in Table 3.1. The tools in static analysis tool identifies the code debt because this

tool specializes in identifying TD indicators such as code smells, code guideline violations

etc. Architecture analysis tools are used to detect design and architecture debt which is

caused by design flaws and architecture smells. Test management tools help prevent the

quality issues caused by inefficient test cases. But it is also important to choose right tool

for project needs [40][38]. I described the evaluation criteria for selecting a tool such as

technology and languages, features, integration capabilities, costing, and the tool’s capa-

bility to provide insights. The detailed description of tools in each category based on the

evaluation criteria shows that the tools are effective way to early identification of TD.

The evaluation criteria served as the foundation for comparing PMD and SonarQube the
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two widely used static analysis tools [41]. The results highlighted that neither tool was uni-

versally superior; instead, each addressed specific organizational needs. PMD demon-

strated strength in providing targeted analysis of rule violations and was particularly ef-

fective for detecting cyclomatic complexity and other code quality issues. Its lightweight

and open-source nature makes it an attractive option for teams with limited budgets or

narrow technical requirements. SonarQube, with its broader range of features and multi-

language support, was more suitable for teams requiring comprehensive quality assess-

ments, including security vulnerabilities, duplicated blocks, and overall maintainability. Its

advanced integration capabilities make it ideal for organizations seeking to embed qual-

ity checks seamlessly into their workflows. Practitioners should prioritize tools that best

align with their project’s technology stack, quality goals, and budgetary constraints. The

evaluation criteria outlined in this study can serve as a checklist to guide this process.

5.2 Effective Management of Technical Debt

Effective management of technical debt answers our second research question RQ2.

Chapter 4 presents an analysis based on a quantitative research approach, examining

seven case studies from software organizations. Through this analysis, we identified the

strategies these organizations applied to manage technical debt (TD) effectively. By ex-

amining these cases, we were able to identify the key stakeholders involved in technical

debt management (TDM) and clarify the specific roles and responsibilities of each stake-

holder within TDM processes.

Based on these findings, we created tables that aligns TDM activities with relevant tech-

nologies that facilitate their execution. Additionally, we highlighted tools that specifically

support each TDM activity, providing organizations with a resource to enhance their TD

management practices.

In summary, organizations can successfully manage technical debt by following a struc-

tured approach, which includes identifying responsible stakeholders, employing support-

ive tools, and adhering to targeted TDM activities. The following steps, when systemat-

ically implemented, contribute to effective TD management and help maintain the long-

term health and efficiency of the software system.

Communication: Strong communication between developers, architects, and managers

is critical for aligning efforts in managing technical debt. This activity is widely adopted,

as it ensures that all stakeholders have a shared understanding of debt-related issues

and mitigation strategies.

Identification: Identification is the first step in managing TD and involves detecting, cat-

egorizing, and documenting debt across various dimensions, such as code quality, ar-

chitecture, and testing. This activity lays the groundwork for all subsequent TDM efforts.

Approaches like static code analysis, architectural reviews, and test coverage evaluations

are commonly used for identifying TD. Tools such as SonarQube, PMD, and ArchUnit
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assist in detecting issues related to maintainability, complexity, and design flaws.

Prioritization: Once TD is identified, prioritization is critical for determining which debt

items should be addressed first based on their impact and urgency. Effective prioritization

considers factors such as the severity of the debt, its impact on the system, and the cost of

repayment. Techniques like cost-benefit analysis, risk assessment, and weighted scoring

models help teams decide which debts to tackle first.

Repayment: Repayment involves resolving or mitigating identified technical debt through

targeted actions such as refactoring, redesigning, or automating tests. This activity re-

quires strategic planning to balance debt repayment with ongoing development tasks.

Monitoring:Monitoring is a continuous activity aimed at tracking the status of technical

debt over time. It includes evaluating metrics like code quality, maintainability, and debt

repayment progress to prevent unchecked accumulation of technical debt.

5.3 Threats to Validity

This section examines four potential threats to the validity of the study, focusing on four

key dimensions: construct validity, internal validity, external validity, and conclusion valid-

ity suggested by [61]. Each dimension is discussed in detail below.

5.3.1 Construct Validity

Construct validity relates to the degree to which the research accurately captures the

concepts it seeks to investigate. In this study, the constructs of technical debt (TD) and

technical debt management (TDM) activities were central. However, TD is a multifaceted

concept, encompassing aspects like code quality, architectural issues, and even docu-

mentation gaps. The broad scope and varied interpretations of TD could lead to incon-

sistencies in how it is understood and applied across different contexts. Furthermore,

the study’s comparison of PMD and SonarQube was limited to their respective feature

sets, which may not comprehensively represent the full landscape of static analysis tools

available. Additionally, the surveys and interviews conducted may not have captured all

relevant aspects of TDM activities, as the design of these instruments inherently limits

the range of responses. To address these challenges, the study relied on established

frameworks and triangulated findings across multiple data sources, ensuring that key di-

mensions of TDM were consistently represented.

5.3.2 Internal Validity

Internal validity means the factors that may have influenced the study. Participant vari-

ability in case studies or interviews poses a threat, as individuals’ roles, expertise levels,

and organizational practices may lead to diverse perspectives on TDM. Confounding vari-
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ables, such as the impact of organizational culture, team size, or resource availability,

might also have shaped the outcomes but were not explicitly accounted for.

5.3.3 External Validity

Eternal validity are related to the generalization of findings. While the study analyzed

seven case studies, the limited sample size might not fully represent the diversity of soft-

ware organizations. Factors such as organizational scale introduce variability that this

study does not capture. Moreover, the tool comparison focused exclusively on PMD and

SonarQube, leaving out other tools that may perform better in different environments or

for specific requirements.

5.3.4 Conclusion Validity

Conclusion validity relates to the credibility and reliability of the interpretations drawn

from the study. The limited number of case studies and tools analyzed could constrain

the statistical significance of the results, making it challenging to generalize findings with

high confidence. Furthermore, the qualitative nature of the research, including interviews

and case studies, introduces an element of subjectivity in the interpretation of data. Re-

searchers may unconsciously emphasize specific findings or patterns, thereby influencing

the conclusions.

5.4 Future Work

Exploration of Additional Tools: The study focused on PMD and SonarQube as repre-

sentative static analysis tools (SATs). Future work could expand this scope to include

a wider variety of tools, such as Checkstyle, FindBugs, and ESLint, as well as tools

that specialize in domain-specific or architectural TD. This broader evaluation could help

practitioners identify the most suitable tools for specific use cases.

Integration of AI-Powered Tools for TDM: The incorporation of AI tools into TDM

represents a promising avenue for future research. AI and machine learning (ML) can en-

hance TD identification, prioritization, and repayment by detecting patterns in codebases,

predicting future TD based on historical data, and automating decision-making processes.

Longitudinal Case Studies: This thesis captured TDM practices through cross-sectional

case studies, offering a snapshot of organizational approaches. Conducting longitudinal

studies would enable researchers to observe how TDM practices evolve over time and

assess their long-term effectiveness, including the sustained impact of tool adoption and

best practices.
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Economic Impact of TDM: Quantifying the economic benefits of effective TDM practices

could strengthen the case for organizational investment in these activities. Future work

could conduct cost-benefit analyses to measure the financial impact of reduced TD on

software maintenance, development efficiency, and overall project outcomes.

Developing Standardized Metrics: A key challenge identified in this research is the lack

of standardized metrics for measuring and tracking TD. Future work could aim to develop

universal frameworks and benchmarks, enabling better comparison of TD severity and

management practices across projects and organizations
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6. CONCLUSION

This thesis has explored the critical challenges and practices associated with manag-

ing technical debt (TD) in software organizations. By addressing two central research

questions—how to identify TD using tools and how organizations can effectively manage

it—this study provides valuable insights into the tools, methodologies, and best practices

for technical debt management (TDM).

The findings underscore the importance of systematic TD identification as a foundation

for successful TDM. This study focuses on understanding technical debt and the tools

used for identifying it. The most commonly detected technical debt are Code TD, Design

TD, Architecture TD and Test TD[3], [62], [18]. Through a literature review, we derived 3

distinct categories mainly Static Analysis tools, Architecture analysis tools and Test man-

agement tools. These three categories of tools are used to identify the most common

types of TD. We evaluated the tools in each category conducted by experts in the field.

Based on practical and technological research that we carried out by comparing Sonar-

Qube and PMD, none of tool was capable to identify every time of technical debts. The

vital factors while choosing the appropriate tool for an organization depends on language

support, features of tools, integration capabilities, costing, and detailed analysis of data

the tool offers.

In addition to addressing the identification of technical debt, this research investigated

best practices for technical debt management (TDM) through a systematic literature re-

view (SLR) of seven selected case studies. The analysis revealed that TDM activities

such as communication, monitoring, prioritization, and repayment are commonly imple-

mented across various organizations. However, notable gaps were identified, particularly

in the awareness and adoption of advanced tools and methodologies, which could impede

effective mitigation of technical debt. To address this, the study compiled a list of tools

supporting these TDM activities, derived from an in-depth review of existing research on

tool capabilities and applications.

In conclusion, this thesis emphasizes that technical debt is not merely a technical chal-

lenge but a multidimensional issue that requires collaboration, strategic planning, and the

judicious use of tools and practices. By equipping software teams with the knowledge

and tools to effectively manage TD, organizations can enhance software quality, reduce

long-term costs, and foster sustainable development practices. This research serves as a

foundation for further exploration into this critical aspect of software engineering, driving
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improvements in both theory and practice.
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APPENDIX A: EVALUATION OF TOOLS

Table A.1. Static analysis tools

Tool name Evaluation Results

CppCheck [63] Cppcheck is an open-source static code analysis tool specifically de-

signed for C and C++ programming languages. It focuses on identi-

fying unsafe coding constructions and undefinable behavior and offers

unique code analysis to find problems. A minimal number of false posi-

tives is the aim of this tool. The purpose of Cppcheck is to assess your

C/C++ code, even if it includes non-standard syntax, which is frequently

seen in embedded applications. There are two versions of Cppcheck

available: the open-source version and the Cppcheck Premium version

with more features and support.

Pros :

• Cppcheck is open-source and free to use.
• The tool focuses on producing fewer false positives, which means

developers spend less time chasing non-existent bugs.
• Users can configure the tool to suit their specific project needs,

including creating custom checks.
• Cppcheck can be run on multiple operating systems, including

Windows, Linux, and macOS.

Cons:

• Cppcheck is specifically designed for C and C++ code, so it is not

useful for projects written in other programming languages.

Pricing:

• The free version of the tool can be accessed from this website

Cppcheck Official Website
• The premium version which is a paid version with extended func-

tionality is available at this page. More pricing details are available

at this site.

https://cppcheck.sourceforge.io/
https://www.cppcheck.com/?utm_source=sourceforge&utm_medium=opensource&utm_campaign=websitelink
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FindBugs [64] FindBugs is an open-source static code analysis tool designed to detect

bugs in Java programs. It operates by analyzing Java bytecode, which

allows it to identify potential errors that might not be visible through

traditional compilation. FindBugs can detect a wide range of issues,

including null pointer dereferences, infinite recursive loops, and security

vulnerabilities. It helps developers improve code quality by catching

bugs early in the development process.

Pros:

• Tailored specifically for Java, making it highly effective at finding

bugs and potential issues in Java code.
• The tool aims for less false positives.
• The tool is equipped to find violations of recommended and es-

sential coding practices.
• Detects a wide variety of common programming errors, such as

potential null pointer exceptions, deadlocks, and redundant code.

Cons:

• Active development of FindBugs has ceased, and it has been

succeeded by other tools like SpotBugs, which continues to build

on its foundation.
• Difficulty in finding a proper solution when an issue arises during

its configuration

Pricing:

• FindBugs is freely distributable under the terms and conditions

Lesser GNU Public License

http://www.gnu.org/licenses/lgpl.html
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Splint [65] Splint (short for Secure Programming Lint) is an open-source static

code analysis tool designed for C programs. It extends the functionality

of the traditional lint tool by adding checks specifically geared towards

identifying security vulnerabilities and coding errors in C code. Splint

analyzes source code to detect various potential issues, such as buffer

overflows, null pointer dereferences, memory leaks, and more. It is par-

ticularly useful for developers who want to ensure their C code is robust,

secure, and free from common programming mistakes.

Pros:

• Splint is particularly strong in identifying security vulnerabilities,

making it an excellent tool for developers concerned with writing

secure C code.
• Developers can add annotations to their code to guide Splint’s

analysis, allowing for more precise and context-aware error de-

tection.

Cons:

• Splint is only applicable to C programs, so it’s not useful for

projects involving other programming languages.
• Development of Splint has slowed down, and it is considered

somewhat outdated compared to more modern tools. It may not

be able to handle all aspects of contemporary C programming.

Pricing:

• Splint is available under an open-source license, meaning it can

be used, modified, and distributed at no cost.
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SonarQube[45] SonarQube is a popular open-source platform for continuous inspection

of code quality. It supports a wide range of programming languages, in-

cluding Java, C#, JavaScript, Python, and many others. SonarQube

performs static code analysis to detect bugs, code smells, and secu-

rity vulnerabilities. It integrates seamlessly with continuous integration

and continuous delivery (CI/CD) pipelines, making it a valuable tool for

maintaining code quality in large, complex projects. SonarQube pro-

vides comprehensive dashboards and metrics that help teams monitor

and improve their codebase over time.

Pros:

• It can be self-hosted or deployed to the cloud
• Supports over 30+ programming languages, including Java,

Ruby, and C
• Offers integrations with popular DevOps platforms
• Performs continuous code inspections
• The system has the ability to classify each infraction according to

its severity, ranging from minor to significant, and also provides

an estimate of the required time to address the issue
• Users can create “quality gates” to control that new code must

exceed this gate value

Cons:

• May produce false positives
• Free version has limited functionality

OS:

• Docker over Windows
• macOS
• Linux
• Azure

Pricing: SonarQube is priced per instance per year and based on your

lines of code. The price starts:

• For developer $150/year/100k LOC (Lines of Code)
• For developer $20000/year/1M LOC
• 14-days trial period
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PMD[46] PMD (Programming Mistake Detector) is an open-source static code

analysis tool used primarily in Java, though it also supports several

other languages like JavaScript, XML, Apex, and more. It helps de-

velopers identify potential issues in their codebase, such as bugs, inef-

ficient code, or code that does not follow best practices. PMD analyzes

the source code without executing it and flags common programming

flaws like unused variables, empty catch blocks, unnecessary object

creation, and complex expressions.

PMD is highly extensible, allowing users to create custom rules that

align with their specific coding standards. It also includes CPD (Copy-

Paste Detector), which is a sub-tool that detects duplicate code across

a codebase, helping to reduce redundancy and improve maintainability.

Pros:

• PMD is free to use and modify, making it accessible to individual

developers and organizations of all sizes.
• While it is primarily used for Java, PMD also supports several

other programming languages, making it versatile for polyglot

projects.
• Users can create custom rules that fit their specific coding guide-

lines or project needs, increasing the tool’s flexibility.
• PMD integrates smoothly with popular build tools like Maven, Gra-

dle, and Ant, and can also be integrated into CI/CD pipelines,

ensuring code is checked regularly.
• Being an open-source tool, it has an active community that con-

tributes to its development, offers support, and creates additional

rules.

Cons:

• While PMD supports several languages, its primary focus is on

Java. Support for other languages might not be as robust.
• PMD only performs static analysis, meaning it does not analyze

the code during execution, missing runtime-specific issues like

concurrency problems or memory leaks.

Licensing:

• PMD is licensed under the BSD (Berkeley Software Distribution)

License. This permissive open-source license allows you to freely

use, modify, and distribute the software with minimal restrictions.

You can use PMD in both personal and commercial projects with-

out needing to pay for a license.
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Flawfinder[66] Flawfinder is an open-source static code analysis tool designed specif-

ically for detecting security vulnerabilities in C and C++ source code.

Created by David A. Wheeler, it scans code for potential flaws that at-

tackers, such as buffer overflows, format string vulnerabilities, and race

conditions might exploit. Flawfinder works by searching through the

codebase and flagging common programming patterns and functions

known to be risky. It then ranks these issues based on their severity,

helping developers prioritize which vulnerabilities to address first.

Flawfinder is simple to use, making it a popular choice for both security

professionals and developers who want to quickly assess the security

of their C/C++ projects

Pros:

• Flawfinder specifically targets security vulnerabilities in C and

C++ code, providing valuable insights for developers concerned

with code safety.
• The tool is command-line based and easy to set up and run, mak-

ing it accessible even for those with limited experience in static

analysis.
• Flawfinder ranks identified issues based on their potential risk,

helping developers quickly identify the most critical vulnerabilities.
• Flawfinder performs quick scans of the codebase, making it a

time-efficient tool for regular use during the development process.

Cons:

• The output of Flawfinder is text-based and somewhat basic com-

pared to more sophisticated security analysis tools that offer

graphical interfaces and detailed reports.

Licensing:

• Flawfinder is licensed under the GNU General Public License

(GPL), which means you are free to use, modify, and distribute

the software. However, if you distribute modified versions of

Flawfinder, you must also release your modifications under the

GPL.

Official website:

• The primary source for Flawfinder is its GitHub repository. This

repository contains the source code, installation instructions, doc-

umentation, and other resources related to the tool.

https://github.com/david-a-wheeler/flawfinder
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Tool name Evaluation Results

Arcan [67] Arcan is a software analysis tool designed for code quality, architecture

management, and technical debt management. It focuses primarily on

the analysis of software architecture and detects architecture violations

and architectural smells that may indicate poor code structure or main-

tainability issues. Arcan helps developers and architects to maintain

clean, well-structured codebases by automatically detecting architec-

tural drifts and violations during the development process.

Pros :

• Arcan measures technical debt accumulated from architectural

issues, giving a clear view of system maintainability over time.
• The tool provides software quality analysis and (Architectural)

Technical Debt detection, evaluation, and visualization.
• Provides support for 5 languages: Java, C, C++, C# and Python
• Works with CI/CD pipelines to ensure ongoing architecture con-

formance.

Cons:

• Not an open source software. Only paid version available.
• Some users report that the documentation and resources are not

as comprehensive as other tools, making it challenging for new

users.

Pricing:

• Arcan uses a pricing model based on lines of code (LOC). The

cost depends on the size of your project, so the larger the code-

base, the higher the price.
• Arcan typically offers 14 days trial period, which allows develop-

ers to test the tool before committing to a subscription.
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Designite[68] Designite is a software quality assessment tool focused on detecting

design, architecture, and implementation smells in codebases, primar-

ily for C# and Java. It helps developers manage technical debt by identi-

fying problematic areas that impact maintainability and software quality.

Pros:

• Supports both design and implementation smells, allowing devel-

opers to tackle a wide range of issues.
• Visualization tools make it easy to identify problem areas in com-

plex codebases.
• Metric customization allows tailoring the analysis to suit project-

specific requirements.

Cons:

• Limited language support, focusing only on C# and Java, though

this is sufficient for many teams.

Pricing:

• Designite offers a trial version with limited features that can be

used indefinitely. For full access to all features, a professional

license is required.
• Professional C# license is 400$ per year and Professional Java

license is 250$ per year.
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Lattix[69] Lattix is a popular software architecture management and analysis tool

designed to help organizations understand, manage, and reduce tech-

nical debt. Lattix provides tools to analyze, visualize, and refactor soft-

ware architecture to minimize architectural issues. Lattix creates de-

tailed visual models of the system’s architecture, which include depen-

dencies between components. This helps developers and architects

better understand the structure of complex software systems.

Pros:

• Supports various programming languages such as Java, C/C++,

C#, Python
• Continually tracks architectural violations and debt metrics, giving

teams up-to-date insights into code quality.

Cons:

• Lattix is a commercial tool, and its pricing may be high for smaller

organizations or startups with limited budgets.

Pricing:

• Lattix typically offers a free trial period, usually 14 or 30 days.
• Pricing depends on the number of users, the scale of the project,

and the features required.
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Sonargraph[70] Sonargraph is a software architecture and quality management tool de-

signed to help developers and architects manage technical debt, detect

architectural violations, and improve code quality. It provides features

such as architecture visualization, which offers a graphical representa-

tion of the system’s structure and dependencies, along with static code

analysis to detect code smells and design flaws. Sonargraph supports

rule-based architecture compliance, ensuring that code adheres to pre-

defined design guidelines, and offers hotspot detection to identify prob-

lematic areas in the codebase.

Pros:

• Supports multiple programming languages including Java, Kotlin

(the JVM version of it), C#, Python 3, TypeScript and C/C++
• Seamless integration with CI/CD tools ensures ongoing monitor-

ing and alerts when code quality or architectural standards are

violated.
• Focuses on maintaining and monitoring architectural compliance,

which is particularly useful for large, complex projects with strict

design guidelines.

Cons:

• While Sonargraph offers incremental analysis, the initial scan for

large, complex projects may still require significant time and com-

putational resources.

Editions:

• Sonargraph Architect: Focused on architecture modeling and

monitoring.
• Sonargraph Developer: The Sonargraph-Developer license al-

lows developers to check for issues either by using our plugins

for Eclipse or IntelliJ and/or by using the Sonargraph-Architect

application in read-only mode in parallel to your IDE.
• Sonargraph-Enterprise: Sonargraph-Enterprise, consolidates

metrics for all projects within an organization in one place. This

allows users to answer key questions such as: Which projects

have experienced the largest size increase over the past 30

days? Which projects have the lowest maintainability? And which

projects have undergone the most significant relative changes in

maintainability?

Pricing:

• Sonargraph is offered under a commercial license, typically

priced based on factors such as programming language, product

edition, and team size.
• Sonargraph offers both annual subscriptions and perpetual li-

censes, depending on your needs.
• Free trial is available
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JSpIRIT JSpIRIT is a versatile tool that allows developers to add custom code

smell detection strategies and prioritize them based on specific crite-

ria. It can also detect clusters, or "agglomerations," of interrelated code

smells that may indicate architectural issues. JSpIRIT currently sup-

ports two types of agglomerations: within a component, where related

code smells are grouped within the same component, and within a hier-

archy, where the same code smell appears across an inheritance tree,

suggesting a broader structural problem.

Pros:

• JSpIRIT supports the identification of 10 code smells such as God

class, Feature envy, intensive coupling etc
• JSpIRIT offers detailed insights into code quality metrics, making

it easier for developers to track the maintainability of the project

over time and prioritize areas for improvement.
• The tool provides automated refactoring suggestions, which can

save time for developers.

Cons:

• JSpIRIT is specific to Java, so it may not be suitable for organiza-

tions with projects in multiple programming languages.

Pricing :

• Free version available
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Tool name Evaluation Results

TestLodge TestLodge is a cloud-based test management tool designed to stream-

line the software testing process and manage test debt. It provides

teams with a comprehensive platform to create, manage, and execute

test plans and test cases while enabling effective collaboration and

communication among team members. TestLodge is particularly bene-

ficial for QA teams looking to enhance their testing workflows, maintain

clear documentation, and integrate with various development and test-

ing tools to ensure high-quality software delivery.

Pros:

• Users can create detailed test plans that outline the scope and

objectives of testing activities. This feature helps ensure that

all necessary tests are covered and aligned with project require-

ments.
• It can build a suite of test cases using a simple interface, or the

tester can import existing test cases from a spreadsheet.
• The tool guides through each test, where the test can be marked

as passed, failed, or skipped.
• The tool is customizable

Cons:

• Pricing
• Learning curve

Pricing

• Basic model starts from $69 per month
• Free trial available.



64

Tool name Evaluation Results

TestSigma Testsigma takes into account elements like the simplicity of test cre-

ation, scalability, and integration options. As a robust test automation

platform, Testsigma effectively helps manage test debt. Its AI-driven

test maintenance and codeless automation features alleviate the chal-

lenges associated with maintaining test scripts.

Pros:

• Testsigma uses AI to automatically update tests when the appli-

cation changes, reducing test debt.
• Testsigma can integrate with your CI/CD pipeline and other test-

ing tools for a streamlined testing process.
• Tool can be accepted for both manual and automation testing be-

cause it will help handle frequent changes, faster execution, and

feedback.
• Testsigma helps minimize test debt by offering codeless automa-

tion and AI-driven test maintenance.

Cons:

• Testing agent issues reported by users in community chat.
• Not an open-source software.

Pricing:

• Free trial available
• Enterprise and pro model pricing depends on team size and type

of application under test.
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