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ABSTRACT

Daniel Luoma: Enhancing Network Security: Post-Quantum Cryptography through loadable mod-
ules in Firefox and NSS

Master’s Thesis

Tampere University

Master of Science (Technology), Information Technology

November 2024

The possible emergence of cryptographically relevant quantum computers poses a significant
threat to modern secure communication. The solution to combat this threat is to transition toward
Post-Quantum Cryptography (PQC) algorithms based on problems that even quantum computers
cannot efficiently solve. This transition is a global effort aimed at ensuring the continuation of
secure communication.

The well-known open-source web browser Mozilla Firefox relies on its set of security libraries,
the Network Security Services (NSS), for implementing the Transport Layer Security (TLS) proto-
col and the cryptographic algorithms associated with it. Currently, testing cryptographic algorithms
within the context of Mozilla Firefox and NSS is a labour-intensive process. Consequently, the
cryptographic agility of NSS can be considered limited. There is a notable need for a framework
to bridge this gap between NSS and the algorithm developers.

The primary objective of this thesis is to lay the foundation for such a framework. The proposed
approach utilizes a shallow loadable module based on the Cryptoki Application Programming In-
terface (API) defined by the PKCS#11 standard. The term shallow refers to the fact that the
module itself will not include its own cryptographic implementations but will instead rely on exter-
nal libraries to provide them. The module is loadable in the sense that NSS, with its native support
for PKCS#11, can dynamically load the module when needed. This approach limits the need for
modifications to the NSS codebase while enhancing its cryptographic agility.

The main results of this thesis are as follows: First, the selection of the initial starting point
for the framework. The choice was an open-source implementation of a PKCS#11 software to-
ken. Second, the identification of the areas that needed modification to align with the goals of this
thesis and the project it is a part of. Third, applying these modifications to the initial framework.
This primarily involved stripping unwanted dependencies from the initial framework and replac-
ing them with alternative solutions. Finally, the definition and design of interoperability tests and
internal tests to be conducted in the future phases of this project. The interoperability targets
are the Cloudflare PQC servers and the Open Quantum Safe (OQS) PQC test servers for Post-
Quantum/Traditional (PQ/T) hybrid key exchange and authentication. The internal tests focus on
measuring the metrics associated with the TLS 1.3 protocol handshake.

The end result of this thesis prepares the framework for the next phase of including external
PQC software implementations and allows for the continuation of the work to reach the goals set
by the interoperability tests. The results also verify the applicability of the approach taken in this
thesis and provide prospects for future contributions toward the PQC transition.

Keywords: NSS, Mozilla Firefox, Post-Quantum Cryptography, Cryptographic Agility
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Kryptografisesti merkittdvien kvanttitietokoneiden kehittyminen muodostaa uhan nykaikaiselle
salatulle viestinnalle. Ratkaisu tAman uhan torjumiseksi on siirtyminen kohti postkvanttialgoritmet-
ja, jotka perustuvat laskennallisiin ongelmiin, joita edes kvanttitietokoneet eivat voi tehokkaasti rat-
kaista. Tama siirtyma koskettaa koko maailmaa ja sen tarkoituksena on turvata salatun viestinnan
jatkuvuus.

Tunnettu avoimen lahdekoodin verkkoselain Mozilla Firefox kéyttda kryptografisten kirjastojen
joukkoa, nimeltd&n Network Security Services (NSS), Transport Layer Security (TLS)-protokollan
ja siihen liittyvien kryptografisten algoritmien toteuttamiseen. Talla hetkella kryptografisten algorit-
mien testaaminen Mozilla Firefox- ja NSS-ymparistdssa on tydlasta. Tasta syystd NSS:n krypto-
grafista ketteryytta voidaan luonnehtia rajalliseksi. Tarve ohjelmistoratkaisulle, joka auttaisi algo-
ritmikehittdjia testaamaan tuotoksiaan osana NSS:a4, on merkittava.

Taman diplomityén tarkoitus on luoda perusta téllaiselle ohjelmistolle. Tydssa ehdotetaan 1a-
hestymistavaksi Cryptoki-rajapinnan mukaista ladattavaa moduulia, joka méaaritelldan PKCS#11-
standardissa. Moduulia kuvaa hyvin englannin kielen sana “shallow”, silla moduuli ei sisalld omia
kryptografisia toteutuksia, vaan kayttda ulkoisia ohjelmistokirjastoja naihin tarpeisiin. Moduuli on
ladattava siten, ettd NSS lataa sen dynaamisesti vain tarvittaessa. Tama on mahdollista, koska
NSS on rakennettu tukemaan PKCS#11-standardia. Talla tavalla on myds mahdollista rajoittaa
muutoksia NSS:n ohjelmistokoodiin ja tata kautta parantaa sen kryptografista ketteryytta.

Diplomity6n tarkeimmat tulokset ovat seuraavat: Ensin ohjelmiston lahtékohdan valinta. Lah-
tékohdaksi valittiin avoimen |ahdekoodin Cryptoki-rajapinnan toteutus. Toiseksi tydsséa tunnistet-
tiin 1ahtékohdan lahdekoodista sellaiset kohdat, joita tédytyi muokata, jotta ne saatiin mukautu-
maan tdman tydn ja tydhon liittyvdn suuremman projektin tavoitteiden mukaisiksi. Kolmannek-
si nam& muutokset toteutettiin ja muokatut alueet korvattiin tyén tavoitteisiin soveltuvalla Rust-
ohjelmistokoodilla. Lopuksi tyéssa maariteltiin ja suunniteltiin yhteensopivuustestit ja projektin si-
sdiset testit, mitk& toteutetaan projektin tulevissa vaiheissa. Yhteensopivuustestien kohteina ovat
Cloudflare postkvanttipalvelimet ja Open Quantum Safe (OQS) postkvanttitestipalvelimet Post-
Quantum/Traditional (PQ/T)-hybridiavaintenvaihtoon ja autentikointiin. Sisdiset testit keskittyvat
TLS 1.3 -protokollan kattelyosion metriikoihin.

Diplomitydn lopputuloksena tuotettiin ladattava moduuli, joka on valmis siirtymaéan projektin
seuraavaan vaiheeseen eli ulkoisten postkvanttisalauskirjastojen ja niiden funktioiden lisddmiseen
tdhan moduuliin. Tulokset mahdollistavat tyén jatkamisen ja yhteensopivuustestien asettamien
maalien tavoittelun. Lopputulos myds vahvistaa lahestymistavan soveltuvuuden ja luo mahdolli-
suuden tuleviin kontribuutioihin kohti postkvanttisiirtymaa.

Avainsanat: NSS, Mozilla Firefox, Post-Kvanttisalaus, Kryptografinen Ketteryys

Taman julkaisun alkuperaisyys on tarkastettu Turnitin OriginalityCheck -ohjelmalla.
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1. INTRODUCTION

This chapter provides an overview of the thesis. It introduces the topic of Post-Quantum
Cryptography (PQC) and highlights the ongoing global transition to PQC standards, moti-
vated by the threat of cryptographically relevant quantum computers breaking our current
cryptographic systems. The chapter presents a brief overview of the motivation, research
questions, scope and goals, contributions, and structure of the thesis.

1.1 Motivation

We have been aware for at least 30 years that quantum computers and the quantum
algorithms associated with them would pose a serious threat to modern secure commu-
nication [1]. This threat has not yet fully emerged, but the cryptographic community, along
with governments, organizations, and industry, have begun preparing for the risk by test-
ing and recently standardizing a new type of cryptography based on problems that even
a scalable quantum computer cannot efficiently solve, known as PQC. The maturity of
these algorithms has reached a point where efforts to transition our infrastructure to PQC
have began. National Institute of Standards (NIST), the USA-based standards organiza-
tion, along with the USA-based National Security Agency (NSA), have set 2035 as the
target for completing the PQC transition for their national systems [2, [3]. Adding to the
urgency, NIST has also stated that currently popular cryptosystems — RSA, Elliptic-Curve
Cryptography (ECC), and the Diffie-Hellman key exchange — will be deprecated after the
year 2030 and completely disallowed after the year 2035 [2].

The well-known open-source web browser, Mozilla Firefox, relies on its set of security
libraries, the Network Security Services (NSS), for the Transport Layer Security (TLS)
protocol implementation and the cryptographic algorithms within it. Currently, testing
cryptographic algorithms in NSS is a very labor-intensive process. A framework that
could bridge the gap between algorithm developers and the library does not exist. Con-
sequently, the cryptographic agility of NSS can be described as being in a weak state.

This thesis sets forth to explore the global transition to PQC by inspecting the current
cryptographic methods, impact of quantum computers, PQC algorithms, and ongoing
efforts in PQC transition. We also present our approach to enhancing the cryptographic
agility of NSS by laying the foundation for a framework that lowers the barrier for testing



cryptographic algorithms within the library. In doing so, we also aim to ease the integration
of PQC algorithms into Mozilla Firefox and contribute to the ongoing PQC transition.

1.2 Research Questions

As is the norm in the scientific method, in this section we state the research questions
that this thesis aims to answer. The research questions are as follows:

1. How to design a loadable module that adds PQC algorithms to NSS?

2. How to enhance the cryptographic agility of NSS?

3. How to define suitable interoperability test cases for such a project?

| believe that answering these questions results in a comprehensive thesis that actively
contributes to the ongoing PQC transition in cryptography.

1.3 Scope and Goals of the Thesis

The practical scope and goal of this thesis is limited to laying a foundation for a loadable
module aimed to enhance the cryptographic agility of the NSS set of security libraries.
The foundations mean that the thesis is set to create a loadable module based on the
PKCS#11 defined Cryptoki Application Programming Interface (API) that is ready for the
integration of external PQC libraries.

The theoretical scope and goals of this thesis are to answer the following questions:
» What is the quantum threat to modern cryptography?
» What areas of cryptography are threatened by quantum computers?
» What is PQC?

+ How is the world transitioning to PQC?

Conducting the practical work and researching for answers for the theoretical questions
is set to expand the author’s programming skills and deepen their domain knowledge in
the field of cryptography.

1.4 Contributions

This work has been developed within the QUBIP project (https://www.qubip.eu), funded by
the European Union under the Horizon Europe framework programme [grant agreement
no. 101119746]. The insights and guidance from experts within the QUBIP project have
significantly shaped the direction of this thesis.

The thesis work has been carried out during the year 2024 as part of the author’s oc-
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cupation within the research group NISEC (Network and Information Security Group) of
Tampere University’s Unit of Computing Sciences. The author has closely collaborated
with his supervisor, Doctoral Researcher Nicola Tuveri, as well as his master’s student
colleagues and team members Akif Mehmood, Alex Shaindlin, and Nouman Ali Khan.

1.5 Structure of the Thesis

This thesis is structured as follows: [Chapter 2|sets the theoretical framework we are work-
ing within. It presents the necessary information to understand the reasoning behind and
the methods for transitioning to PQC. This includes a look at current cryptographic meth-
ods, an overview of TLS, advancements in quantum computing, and the main branches of
PQC. [Chapter 3 examines the PQC transition from the perspectives of governments, the
open-source software community, and the industry. introduces our approach of
using a shallow loadable module to enhance the cryptographic agility of NSS.
outlines the main results achieved in this thesis. interprets the results, answers
the research questions, addresses the challenges and limitations faced, and explores
the implications of the results for the PQC transition. Finally, summarizes the
conclusions of the thesis and discusses future work.



2. BACKGROUND

This background chapter offers a comprehensive journey from the evolution of cryptogra-
phy to its modern applications in communication, the threat posed by quantum computers
to secure communication and the strategies to address this challenge. We start with a
brief history of cryptography, identifying the driving forces behind its evolution. Next, we
investigate the use of modern cryptography in both symmetric and asymmetric schemes,
and the TLS protocol that relies on them. We then introduce the threat of quantum com-
puters and lastly, we explore PQC as a possible solution and the transition toward it.

2.1 Evolution of Cryptography

The Merriam-Webster dictionary states that cryptography is the act of “secret writing”
or, more specifically, the act of enciphering and deciphering messages in secret code,
also known as a cipher [4]. People have always had the need to keep secrets and share
secrets with one another, which is why secret writing or cryptography is a suitable solution
for this purpose.

In his book “The Codebreakers: The Story of Secret Writing” [5, p. 64], David Kahn
dates the advent of recorded cryptographic history back to 4,000 years ago in ancient
Egypt, where a scribe used his own set of slightly modified hieroglyphs to tell the story
of his master’s life. He also describes the evolution of cryptography as a patchwork that
emerged in many places, including China, India, Greece, and many others. The common
motivation for all of them was the need to write things down and keep them secret.

Moving on in the history of cryptography, the next popular example of ciphering text is the
Caesar cipher used by Julius Caesar around 100 B.C.E. In this cipher, the plaintext letters
were substituted by letters three places down the alphabet [5, p. 73]. Al-Kindi is reported
to have used frequency analysis, based on the notion that some letters are more common
than others in languages, to break common substitution ciphers around the year 800 [6].
Already here it's possible to observe the evolution of cryptography formula forming from
a way to encrypt the text, breaking the encryption, and then making a stronger way to
encrypt the text.

Wartime usually accelerates technological development, especially in areas that have a



direct use in the field. Cryptography is one such area, as significant leaps forward were
made during both world wars. The Zimmermann Telegram [5, pp. 127-150], a secret
diplomatic communication sent by the German Empire to Mexico in 1917 proposing a
military alliance against the United States, became infamous after the British were able to
break the code and alert the United States. During the Second World War, the Enigma,
a cryptography machine invented by the German engineer Arthur Scherbius, became the
linchpin of keeping Hitler’s plans secret [5, p. 234]. This plan was famously foiled by Alan
Turing and his team’s effort to break the Enigma cipher, thus revealing the German secret
messages sent through the radio [7, pp. 23—36]. After the Second World War, the world
moved into the Cold War era, notorious for espionage between the East and the West.

We've now filled in the edges of the puzzle, illustrating the motivations driving the evolution
of cryptography. However, as this thesis doesn’t focus on the history of cryptography,
we will now shift our attention to modern cryptography, much of which has its roots in
mathematical and computational developments from the 1970s. The main point of this
section was to emphasize that the evolution of cryptography is driven by the need to
remember things and keep them secret. Additionally, the fact that someone often has
much to gain from revealing these secrets motivates attempts to break the cipher. This, in
turn, drives the development of even stronger methods to encrypt important messages.
Therefore, the transition from current cryptography to PQC is not sudden but a natural
part of the evolution of cryptography.

2.2 Symmetric Cryptography

This section provides a brief introduction to symmetric cryptography. As we will explore in
symmetric cryptography is not direly threatened by quantum computers and,
therefore, falls outside the main focus of this thesis. Here, we introduce stream ciphers
and block ciphers along with their modes of operation.

As the name suggests, symmetric cryptography is based on both parties having symmet-
rical access to a key used to encrypt plaintext into ciphertext. The same key is also used
in the inverse operation, decryption, to turn the ciphertext back into plaintext. Gener-
ally, symmetric cryptographic ciphers are classified into stream ciphers and block ciphers.
Stream ciphers operate on data bit by bit, while block ciphers process chunks of bits at
a time. Stream ciphers have niche use cases, such as the one-time pad, which provides
unconditional security at the cost of the key needing to be as long as the plaintext. More
modern examples of stream ciphers include Salsa20, ChaCha, and Trivium. However,
block ciphers have become the more common choice in symmetric cryptography due to
their practicality in implementation [8, pp. 38—42].

Let’s explore block ciphers by using Advanced Encryption Standard (AES) as an exam-
ple. AES is the result of a NIST standardization project that concluded in 2001 with the



selection of the Rijndael cipher as the AES standard. AES operates on a block size of
128 bits and offers key sizes of 128, 192, and 256 bits. The number of rounds in AES
is determined by the key length, with 10, 12, and 14 rounds corresponding to key sizes
of 128, 192, and 256 bits, respectively. For example, if a 128-bit ASCII string—such as
“ExampleString128"—were to enter AES-128, it would first pass through the key addition
layer, followed by 10 rounds of transformations: the byte substitution layer, ShiftRows
layer, MixColumns layer, and another key addition layer—ultimately resulting in a cipher-
text. To decrypt the ciphertext we would work with the inverses of the previous layers and
rounds [8, pp. 111-142].

Previously, we discussed the encryption of a single block with AES. When encrypting a
longer plaintext, i.e., multiple blocks of bits, there are several ways to perform this encryp-
tion, known as modes of operation. Some examples of encryption modes include Cipher
Feedback mode (CFB), Output Feedback mode (OFB), and Counter mode (CTR). Key
wrapping modes such as AES-Key Wrapping mode (KW) and AES-Key Wrapping with
Padding mode (KWP) are used for encrypting cryptographic keys. For authentication, we
can use Cipher-based Message Authentication Code (CMAC), and for both encryption
and authentication, Galois Counter mode (GCM) is available [8, pp. 148—170].

As is evident, this section on symmetric cryptography was kept intentionally brief due to its
limited relevance to the main focus of this work and the space constraints we are working
within. Symmetric cryptography is a broad field with hundreds of different ciphers, but a
comprehensive discussion of these does not fit within the scope of this thesis.

2.3 Asymmetric Cryptography

In this section, we discuss asymmetric cryptography, i.e., public-key cryptography, which
stems from the work by Whitfield Diffie, Martin Hellman, and Ralph Merkle in the 1970s.
First, we will briefly examine the mathematical foundations of this field and then move on
to exploring some important applications based on public-key cryptography, including key
exchange, digital signatures and Public-Key Infrastructure (PKI).

2.3.1 Foundations of Public-Key Cryptography

This is a brief overview of the subject; for a more in-depth look, the author recommends
reading [8, Chapter 6].

The term asymmetric cryptography comes from the fact that two parties wishing to com-
municate in secrecy don’t need to share the same key to encrypt and decrypt messages
between them. Instead, each party has a unique key pair consisting of a public key and
a private key. The public key, as the name suggests, can be shared publicly and is used
for encryption, while the private key, as expected, is kept confidential and is used for



decryption. In a basic public-key cryptography scheme, if Bob wants to start encrypted
communication with Alice, he obtains Alice’s public key and uses it to encrypt a message
for her. Alice can then use her private key to decrypt this message.

Traditionally public-key cryptography has its foundations in three different computational
problems: the integer factorization problem, the discrete logarithm problem, and elliptic
curve discrete logarithm problem, which is based on the generalized discrete logarithm
problem. The integer factorization problem relies on the fact that calculating the product
of two large primes is straightforward, but working backwards to determine the original
factors is computationally difficult. The discrete logarithm problem is most easily demon-
strated over a finite cyclic group Zp, where pis a prime. In this case, the discrete logarithm
problem can be expressed as finding the X from:

% mod p;

where 2 Z,and 2 Z, We can further express the discrete logarithm by rewriting
the equation as:

X log mod p:

The explicit mathematics in ECC go beyond the scope of this thesis, so we will settle
for a high-level overview by describing the elliptic curve discrete logarithm problem as a
computational task of finding a scalar multiplier for a point on an elliptic curve.

provides an overview of the cryptographic services supported by different cryp-
tosystems.

Service Integer Factorization | Discrete Logarithm | Elliptic Curves

Key Exchange RSA Diffie-Hellman (D-H) | ECDH, X25519

Digital Signature RSA ElGamal, DSA ECDSA, EdDSA
Encryption RSA ElGamal ECIES

Table 2.1. Cryptographic Services and Associated Algorithms

It's worth noting that, while public-key cryptography can technically be used for encryp-
tion, it’s rarely done in practice due to the much higher computational load compared to
symmetric encryption algorithms. Instead, public-key cryptography is commonly used to
establish a shared secret in key exchange, which then serves as the key for symmetric
encryption moving forward.



2.3.2 Key Exchange

This is a brief overview of the subject; for a more in-depth look, the author recommends
reading 8, Chapter 8].

The public-key cryptography key exchange is a method used to establish a shared secret
between two parties. As we saw in[Table 2.7} multiple cryptosystems such as RSA, Diffie-
Hellman, and ECC can be utilized for key exchange. The mathematical foundations of
these schemes differ from one another, but they follow a similar high-level process: each
party generates and shares public information that allows the computation of a shared se-
cret. The choice of algorithm depends on the security requirements and other constraints
of the system.

To avoid bloating this section with the mathematics of all key exchange methods, let's
focus on the Diffie-Hellman key exchange as an example. We begin by setting up the
Diffie-Hellman scheme, which requires choosing a large prime p and an integer 2
T2;3;:::;p 29 as the domain parameters. These domain parameters are published so
that both Alice and Bob have access to them. Alice then picks her private key by selecting
a=Kkpra 2 f2;::; 29 and calculates her public key as A = Kyup;a & mod p.

key B = Kpu:s b mod p. To initiate the key exchange, Bob retrieves Alice’s public
key and sends his own public key to her. Bob can then determine the shared secret as
kas AP mod p, while Alice can compute the same value using kag B2 mod p.
This shared secret is established because Alice computes

Ba ( b)a ab mOd p

and Bob computes

Ab ( a)b ab mOd p’

both of which result in the same shared secret. As we can see, the shared secret com-
bines the public information with the private information of both parties. When the private
keys are kept secret, an adversary is not able to deduce the shared secret. With the
shared secret established, the communication can now switch to the computationally less
demanding symmetric key cryptography, as is done, for example, in the TLS protocol
discussed in



2.3.3 Digital Signatures

This is a brief overview of the subject; for a more in-depth look, the author recommends
reading 8, Chapter 10].

Digital signatures provide integrity, authentication, and non-repudiation for a message.
These listed features are a subset of security services. Integrity ensures that the message
has not been altered during its transit, authentication verifies the identity of the message
sender, and non-repudiation guarantees that the sender cannot deny having created the
message.

We can notice that digital signatures resemble handwritten signatures, which also aim
to provide similar security services. Handwritten signatures rely on the trust that they
are genuine and that the content of the signed document has not been tampered with.
Digital signatures, however, come with the advantage that their trust is based on the
mathematical principles of public-key cryptography.

Unsecure
Channel
Alice Bob
Kpuo, A
Message
0 Kpmr
Y
Sign
Y
Signature
Message True
)
i False
Signature

Figure 2.1. A simple digital signature scheme.

illustrates a basic digital signature scheme in which Alice wants to send a
signed message to Bob. The main roles in this scheme are played by two functions:
Sign and Verify. The signing function uses a message and a private key to calculate a
signature, which is then appended to the message sent to Bob. Bob, having acquired
Alice’s public key, uses the verify function to check the message. The verify function
takes the message and the signature in combination with Alice’s public key and outputs a
Boolean result, true or false, for the validity of the signature.
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We can view to see examples of digital signature algorithms such as RSA,
ElGamal, Digital Signature Algorithm (DSA), and Elliptic Curve Digital Signature Algo-
rithm (ECDSA). The NIST Digital Signature Standard (DSS) [9] states that the currently
approved signature algorithms are the RSA digital signature algorithm, ECDSA, and
Edwards-Curve Digital Signature Algorithm (EdDSA). The DSS also specifies that DSA
may be used for verifying signatures created before the standard’s publication. Addition-
ally, NIST has recently standardized Module-Lattice-Based Digital Signature Algorithm
(ML-DSA) in FIPS-20 [10], which is going to be discussed in

Digital signatures have applications beyond message signing. They are used, for in-
stance, in secure boot and secure firmware updates, as well as in proof-of-knowledge
protocols. They are also a critical component of the digital certificates that we will discuss
in the next subsection.

2.3.4 Public-Key Infrastructure

This is a brief overview of the subject; for a more in-depth look, the author recommends
reading 8, Chapter 14].

At this point, we have established a way to exchange keys between two parties and a
method to create digital signatures. Both of these schemes, and public-key schemes in
general, share the requirement that the public key of the other party, or both parties, is
needed for the process. One glaring question remains: how can we be certain that the
public key we have obtained truly belongs to the party we believe it does? This is a central
question in public-key cryptography, and one answer lies in using digital certificates and
the public-key infrastructure associated with them.

The basic idea behind a certificate is to tie a user’s identity to their public key. Essentially,
this is achieved by creating a certificate that contains the user’s public key, identifying
information (e.g., an email address), and a signature over both of these items. The pub-
lic key associated with the private key used for the signature is then used to verify the
signature and the authenticity of the public key. At first glance, it may seem like we have
recreated the original problem, but this is not the case. Certificates are not created by the
users themselves; instead, they are issued by a mutually trusted third party, also known
as a Certificate Authority (CA).

In general, CAs are either governmental agencies, commercial entities, non-profit orga-
nizations, or corporations. As can be seen, the number of CAs is substantial, making it
impractical to individually acquire the public keys of all CAs. This problem is solved by
cross-certification, where CAs certify one another. This chaining of certifications forms
certificate chains, which create the so-called chain of trust between the involved parties.
The infrastructure formed by these elements and entities is what we call the PKI.
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The verification keys for the CAs are usually pre-installed in web browsers and operating
systems. A practical example of PKIl is its use in the TLS protocol, where, for instance,
the server authenticates itself to the client by presenting its certificate. The client’s web
browser can then follow the chain of trust to verify the authenticity of the server. The TLS

protocol is discussed in more detail in

2.4 Hash Functions

This is a brief overview of the subject; for a more in-depth look, the author recommends
reading [8, Chapter 11].

Hash functions are a primitive used widely in cryptography. Given an arbitrary input string,
a hash function computes a fixed length output called a digest or a hash value. The
hash value is unique to every input message and can be defined as the fingerprint of that
particular message. The hash function is a one way function and thus has no key to revert
the process, which is important as we are going to see shortly. Hash functions have an
important role, for example in digital signature schemes, Message Authentication Code
(MAC)s, and in hash-based cryptography, which is discussed in more detail in
Other uses of hash functions include the storage of passwords, and they are also a key
component in cryptocurrencies.

Although there are multiple different hash functions, they all share a similar set of require-
ments. All hash functions should be deterministic, meaning that the same input should
always produce the same output. Hash functions should also produce a fixed-length
output and be efficient to compute. Additionally, hash functions have specific security re-
quirements: preimage resistance, second preimage resistance, and collision resistance.
Preimage resistance, also known as one-wayness, means that it should be computation-
ally infeasible to find a matching message for a given hash value. Collision resistance
implies that it should be computationally infeasible to find two distinct messages that pro-
duce the same hash value. Collision resistance encompasses both second preimage
resistance (weak collision resistance) and strong collision resistance. The difference lies
in the initial premise: weak collision resistance assumes that the attacker is given the
first message and is trying to find another that produces the same hash, while in strong
collision resistance, the attacker can control both messages.

There are two ways to construct hash functions: block cipher-based hash functions and
dedicated hash functions. As implied by the name, block cipher-based hash functions
utilize block ciphers to create a hash function. Notable hash functions constructed in
this way include the Matyas-Meyer-Oseas hash function, Davies-Meyer hash function,
Miyaguchi-Preneel hash function, and the Hirose hash function. Usable ciphers em-
ployed in these hash functions include, for example, AES, Blowfish, and Mars. In the
realm of dedicated hash functions, a number of algorithms have been proposed, such
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as the now-compromised MD5 and Secure Hash Algorithm (SHA)-1 functions. In mod-
ern cryptography, more relevant hash functions are the SHA-2 and SHA-3 functions. The
names might suggest that SHA-3 was developed to replace the SHA-2 function, but this is
not the case. SHA-2 is based on the Merkle-Damgard construction, and NIST wanted to
create an alternative standard in case SHA-2 were to be cryptoanalytically compromised.
A public competition was held to select the new standard, and the Keccak hash algorithm,
based on sponge construction, was chosen to become SHA-3 in 2015.

2.5 Transport Layer Security (TLS)

In this section, we examine a principal building block of internet security: the TLS protocol.
The topic of TLS is extensive, but considering the scope of this thesis, we will focus on
a high-level overview of the handshake protocol part of the TLS protocol. We will be
considering TLS version 1.3, as surveys conducted by Cloudflare show that it is used by
over 93% of internet connections established with Cloudflare as of 2024 [11].

We are only examining the basics of the TLS protocol. To build a comprehensive under-
standing the author recommends Paul Duplys’ book TLS Cryptography In-Depth [12].

TLS is a protocol that creates a secure communication channel between a server and a
client. A client is defined as the initiator of the TLS connection, while the server is the
entity that receives the request for the TLS connection. The TLS protocol provides confi-
dentiality, integrity, and authentication, establishing an end-to-end secure communication
channel for the two parties involved. In the TCP/IP model, TLS is positioned between
the application layer and the transport layer, providing security to the content transported
between endpoints, as its name suggests.

A TLS 1.3 protocol always begins with the client initiating the handshake protocol. Dur-
ing the handshake, the client and server agree on the protocol version and the suite of
cryptographic algorithms to be used in the communication. Next, either the server au-
thenticates its identity to the client or both parties authenticate their identities. The hand-
shake concludes with both parties establishing a shared secret. In TLS 1.3, this shared
secret is established using either the Diffie-Hellman key agreement protocol (DHE) or el-
liptic curve Diffie-Hellman (ECDHE). In these TLS-specific abbreviations, the “E” stands
for “ephemeral,” indicating that the public-key parameters are dynamically generated for
each new session. After establishing the shared secret with asymmetric cryptography, the
communication between the two parties can transition to symmetric cryptography, which
is computationally more efficient.

The reason for featuring TLS 1.3 in this background section is to highlight that, as men-
tioned, most of the internet connections are currently utilizing TLS 1.3. This means that
most online communication relies on the TLS protocol and, consequently, on the public-
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key cryptography used to establish shared secrets and authenticate the two parties in-
volved. As we will see in the next section, the potential development of a Cryptographically
Relevant Quantum Computer (CRQC) poses a significant threat to public-key cryptogra-
phy and, by extension, to the communication secured by it.

2.6 The Threat of Quantum Computing

This section introduces the quantum computer, which poses the main threat to today’s
cryptography. Quantum computers cover an extensive field, so we will focus here only on
the basics of their design, leaving out more technical details and complex mathematics.
This section is divided into three parts: first, we examine what a quantum computer is;
second, what a quantum computer can do; and finally, we look at the current state of
quantum computer development.

2.6.1 What Are Quantum Computers?

The information in this subsection is based on combination of sources from [13} pp. 273—
284] and [14, pp. 162—164].

A quantum computer is a device that utilizes quantum physics to perform computational
tasks. In traditional computers, the fundamental unit of information is the bit, representing
a logical state of either “0” or “1”. Quantum computing redefines this paradigm, using
qguantum bits, or qubits, as the basic units of information. Qubits are two-level quantum
systems that can be represented as a linear combination of two quantum states:

j 1= joi+ jli,

where j 1isthe qubit,and and are complex numbers representing the amplitudes of
each state. The probability of each state can be calculated by taking the modulus squared
of the amplitudes, with the condition that they are normalized as follows:

jP+iP=t

A qubit possesses three interesting quantum phenomena: superposition, entanglement,
and interference. The quantum phenomenon of superposition allows qubits to exist in
both states “0” and “1” at the same time. When we measure the state of a qubit, it is said
to collapse to a specific state, and the superposition no longer exists. The second phe-
nomenon, entanglement, describes the ability of quantum states to be connected with
one another. This connection requires that quantum information be described with ref-
erence to the entangled state and allows for quantum parallelism, which is utilized, for
example, in Grover’s algorithm, discussed later. Interference is related to the wave-like
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properties of qubits and allows the quantum computer to select valid solutions, reinforced
by constructive interference, while dismissing invalid solutions, canceled out by destruc-
tive interference.

A quantum byte is formed by eight qubits that have their quantum states connected by
entanglement. We can represent the quantum byte in the following way:

0J000000001 + ,j000000011 + ,j000000101 +  + ,55j111111111;

where ; represents the amplitude of the particular quantum state and the sum of their
probabilities would be one following the normalisation condition. The quantum byte thus
has 28 = 256 different possible configurations with only eight physical objects. This can
be generalised for an arbitrary group of n qubits with 2" possible configurations. This is
the important difference between a normal computer and a quantum computer. When a
normal computer would need to store the set of 2" complex numbers and modify them to
do calculations, a quantum computer stores this information in n qubits.

The key takeaway from this subsection is to understand that the quantum computer is not
a normal computer on steroids; in other words, its efficiency is not based on superspeed
in executing traditional computations but rather on the quantum mechanical properties of
qubits and the paradigm shift from bits to qubits as the basic units of information.

2.6.2 What Can Quantum Computers Do?

In the last subsection, we established what a quantum computer is and how it uses qubits
to represent information. This subsection aims to explain how qubits can be used to
perform computations, how these computations form the basis of quantum algorithms,
and why a quantum computer poses a threat to our current cryptographic infrastructure.

Quantum gates are used to perform computations with qubits. A quantum gate is anal-
ogous to an electronic gate, such as the XOR-gate or the NOT-gate, which are used in
electrical circuits to compute operations involving bits. This represents the lowest level
of abstraction in what occurs within a traditional computer. A quantum computer uses a
circuit of quantum gates to apply transformations to the complex amplitudes of the qubits
and measures the outcome. This so-called quantum circuit is another term for a quantum
algorithm [13} pp. 273-284].

In theory, we can model these transformations as matrix-vector multiplications between
the quantum gates and the amplitudes of the qubits, but in practice, a quantum computer
operates on actual physical particles through real physical transformations. Aumasson’s
book notes that if we attempted to perform actual matrix-vector multiplications, the ma-
trices would become too large, underscoring why a normal computer can’t handle these
computations. This is as far as I'm willing to go into explaining the inner workings of quan-
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tum computers, as moving further would require a set of complicated mathematics that
are worthy of their own thesis. Now we shift the focus to the main adversaries of modern
cryptography Shor’s and Grover’s algorithms [13, pp. 273—-284].

Shor’s algorithm is a quantum algorithm introduced by Peter Shor in 1994. Shor’s algo-
rithm can quickly find the prime factorization of any positive integer, effectively breaking
popular cryptosystems like RSA and Diffie-Hellman. Shor also published a modified ver-
sion of the algorithm that is capable of breaking the currently prevalent public-key cryp-
tosystem ECC as well [1].

Grover’s algorithm is another quantum algorithm, created by Lov Kumar Grover in 1996,
originally intended to speed up unordered database lookup from n lookups to pﬁ lookups.
The algorithm can be described as finding a value x from n possibilities such that f(x) =
1 for the correct value and f(x) = 0 for all other values. If m values satisfy the condition,
then Grover’s algorithm can find a solution in time O(  n=m), compared to the traditional
time complexity of O(n=m). It's easy to see that Grover’s algorithm can be applied to
reduce the lookup time in cases such as AES-128, where a unique key produces a dis-
tinct ciphertext for a given plaintext. This idea also extends to finding collisions in hash
functions [13, pp. 273-284].

Name ‘ Function ‘ Pre-quantum security level ‘ Post-quantum security level ‘ Reason
Symmetric cryptography

AES-128 Symmetric encryption 128 64 Grover
AES-256 Symmetric encryption 256 128 Grover
SHA-256 Hash function 256 128 Grover
SHA3-256 Hash function 256 128 Grover
Public-key cryptography

RSA-3072 Encryption 128 Broken Shor
RSA-3072 Signature 128 Broken Shor
DH-3072 Key exchange 128 Broken Shor
DSA-3072 Signature 128 Broken Shor
256-bit ECDH | Key exchange 128 Broken Shor
256-bit ECDSA | Signature 128 Broken Shor

Table 2.2. Examples of the effect of quantum algorithms on popular cryptosystems. The
table is modified from the original in Bernstein and Lange’s article on PQC [1, Table 1].

provides concrete examples of how quantum algorithms affect current popular
cryptosystems. For symmetric cryptography and hash functions, we see that countering
the threat posed by quantum computers involves moving to a minimum security level
of 256 bits, which would still ensure a post-quantum security level of 128 bits. This is
widely considered sufficient for security lasting several decades [8, p. 186]. However,
this solution does not apply to public-key cryptography, which is effectively broken by
Shor’s algorithm. This is an issue, as much of our communication security depends on
key exchange through public-key cryptography, as in the case of TLS. Other systems
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dependent on public-key cryptography such as digital signatures and PKI are also facing
the same threat.

The good news is that, as of now, quantum technology has not reached the level of
maturity needed to provide the number of qubits required to effectively leverage Shor’s or
Grover’s algorithms. This brings us to the final subsection, where we examine the current
state of quantum computing.

2.6.3 The State of Quantum Computing

At this point, we have defined and explained the threat facing modern cryptography. In
this subsection, we will first examine the current state of quantum computing and the
reasons why achieving scalable quantum computers is challenging. We will conclude by
examining some educated guesses on the timeline for quantum technology to mature.

According to Aumasson’s book [13, pp. 279-284], as of 2024, the highest qubit count
belongs to IBM’s Condor quantum computer, which has 1121 qubits. The book also
states that achieving a CRQC would require millions of qubits maintained in a stable state
over several weeks. The difficulty in building quantum computers stems from the fact
that a qubit needs to be something very small, like a photon. Keeping such particles
stable requires temperatures close to absolute zero. Aumasson notes that, according
to our understanding of physics, nothing theoretically prevents the creation of a scalable
quantum computer, though in practice, this feat has proven to be time-consuming and
extremely costly.

The next best thing we can do to estimate the arrival of a CRQC is to look at educated
guesses made by experts in the field. This is exactly what was done by the Global Risk
Institute in their “Quantum Threat Timeline Report 2023” [15], where they surveyed 37
internationally leading experts on quantum computing about their estimates of the future
of quantum computers. This survey is commonly referred to as the Mosca survey, named
after its lead author. The main question of the survey was to estimate the timeframe when
a quantum computer would be able to break RSA-2048.

The main results are shown in[Table 2.3} where we can see that experts are highly skep-
tical that a CRQC capable of breaking RSA-2048 would emerge within the next 10 years.
However, after 15 years and especially approaching 30 years, we see increasing certainty
among experts that a quantum computer of this scale will likely have emerged.
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Timeframe Likelihood Expert Opinion Summary
Next 5 Years | <1% (majority) Most experts (24/37) assess threat
as <1%.
Next 10 Years | <5% (majority) Majority (20/37) estimate <5%,
with a few seeing it around 50%.
Next 15 Years 50% (majority) Most (20/37) estimate “about 50%”

or higher, with some >70%.
Next 20 Years 50% (83%), =>95% (some) | 83% (31/37) estimate  50%, with
30% indicating >95%.

Next 30 Years 70% (78%), =>99% (22%) | 78% (29/37) estimate threat 70%,
with 22% indicating >99%.

Table 2.3. Summary of experts’ likelihood estimates on the quantum threat to RSA-2048.
Adapted from [15, Table 1].

Although the likelihood for the advent of a CRQC is quite low in the ongoing decade and a
bit beyond, we shouldn’t be unprepared. Much of today’s information may still hold value
even after several decades. It can also be intercepted now, stored, and decrypted later
when a CRQC has emerged. This type of attack, known as Harvest Now, Decrypt Later,
is a major reason why significant preparation for the PQC transition is underway today as
will be discussed in

2.7 Post-Quantum Cryptography

PQC is the branch of cryptography that focuses on the development of public-key algo-
rithms for traditional computers that quantum computers are unable to break [13] p. 285].
In this section, we will examine some of the most promising PQC candidates. We will
focus on lattice-based cryptography, as the NIST standards Module-Lattice-Based Key-
Encapsulation Mechanism (ML-KEM) and ML-DSA are based on it. The section on other
methods will provide a brief overview of code-based cryptography, hash-based cryptog-
raphy, and multivariate polynomial cryptography for the sake of completeness.

2.7.1 Lattice-Based Cryptography

The subsection introduces lattice-based cryptography, a prominent field in PQC with two
algorithms, ML-KEM and ML-DSA, already standardized by NIST. We also acknowledge
the existence of the Falcon algorithm [16]; however, as it is currently still under revision
by NIST, it falls outside the scope of this thesis. We will first cover a basic example of
lattice-based cryptography and then describe the NIST standardized algorithms.

The definitions and the example provided here are based on the book “Understanding
Cryptography” by Christof Paar, Jan Pelzl and Tim Giineysu [8, pp. 386—409]. The goal is
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to establish a basic understanding of the computational problem at hand, while omitting
more complex details that would exceed the scope of this thesis.

A lattice is defined as a set of points in an n-dimensional space. Mathematically, we
consider it as a set of linear combinations of basis vectors a; with integer coefficients
Xi 2 Z, represented in lattice L as:

L = fxja; + Xa, + + Xpang

The lattice space is determined by the dimension m of the basis vectors a;, while the rank
of the lattice n is the number of basis vectors in the lattice.

a
van

O

Figure 2.2. Lattice with basis vectors a; and a,.

The example lattice in is spanned by vectors
01 01

1 3
3-1 = @ A ; a2 = @ A

2 1

and has the dimension m = 2 and rank n = 2. It should be noted that in practice we are
not limited to two-dimensional nor three-dimensional space.

As is common in other public key cryptography schemes, the coordinates for basis vectors
are chosen from an integer ring Z,, where the integer q is typically a prime or a power
of two. Arithmetic within this integer ring is performed modulo q. We can now define the
lattice as a matrix A with restrictions to the basis vectors a; 2 Za“:

Now that we have properly defined a lattice we are able to look at an example of a lattice-
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based cryptography scheme called Learning-with-Errors (LWE).

The basic idea behind LWE is to choose a set of basis vectors and multiply each of them
by a secret integer s to reach a point t in the lattice described by:

Si1a; + Sa, + +sp,a, =t

This can also be represented in matrix form:

A s=t

We now arrive at a realisation that this type of problem could easily be solved by, for
example, Gaussian elimination. What we can do to alleviate this is to define pointt as a
point close to the lattice by adding an error vector €:

A s+e=t'

This problem now belongs to the class of NP-complete problems and cannot be efficiently
solved by an attacker even with access to a CRQC. To turn this into a simplified crypto-
graphic scheme, we would still need to:

» Encode and decode the message M

+ Define the key generation function for the scheme

+ Define encryption and decryption functions for the scheme

The details of these steps are considered out of scope for this thesis, as the goal was to
establish a basic understanding of the scheme, which has been accomplished.

Another variant of lattice-based cryptography is polynomial Ring-LWE, designed to allevi-
ate the high memory usage of LWE. Module Learning-with-Errors (MLWE) serves as an
intermediate approach between LWE and Ring-LWE, aiming to combine the advantages
of both. MLWE is used in the NIST-standardized ML-KEM and ML-DSA, which we will
discuss next.

ML-KEM

The information here is based on the NIST standard for ML-KEM [17].

A Key Encapsulation Mechanism (KEM) is a method for establishing a shared secret be-
tween two parties, which can then be used in symmetric cryptography for encryption and
decryption. ML-KEM is a lattice-based, NIST-standardized algorithm derived from the
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original CRYSTALS-KYBER algorithm. The security of ML-KEM relies on the computa-
tional difficulty of solving MLWE problems.

Unsecure
Channel

Alice Bob

KeyGen

.‘=[ Encapsulation Key ]

¥
[ Decapsulation Key ]

¥ : ¥

Decapsulation — Encapsulation
function «— Ciphertext fe function

Y . Y
[ Shared Secret ] [ Shared Secret ]

Figure 2.3. Basic functionality of a KEM adapted from [17, p. 12].

illustrates the flow of a KEM scheme. Here, Alice initiates the scheme by
using a key generation function to produce a decapsulation key and an encapsulation
key. Relating this to public-key cryptography, the decapsulation key represents the private
key, while the encapsulation key represents the public key that is made available to Bob.
Bob can then generate a secret key, which is encapsulated through the encapsulation
function, and the resulting ciphertext is sent to Alice. Alice decapsulates the ciphertext,
recovering the shared secret originally generated by Bob. With this shared secret, both
parties can now transition to symmetric key cryptography to continue their communication
securely.

ML-DSA

ML-DSA is the NIST standardized lattice-based digital signature algorithm originally based
on the CRYSTALS-DILITHIUM algorithm. The security of ML-DSA is based on the com-
putational difficulty of the MLWE problem, similar to ML-KEM. Digital signatures are dis-
cussed in more detail in ML-DSA does not introduce changes to the basic
digital signature scheme; the main difference is that signatures produced by ML-DSA are
believed to be secure against a CRQC [10].
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2.7.2 Other Methods

This subsection will briefly discuss the three other main branches of PQC. As mentioned,
this section will remain brief, as the NIST standardized algorithms at this point are pri-
marily from lattice-based cryptography. However, we will place a bit more emphasis on
hash-based cryptography due to Stateless Hash-Based Digital Signature Algorithm (SLH-
DSA), another NIST standardized PQC algorithm, belonging to this branch. The field of
PQC is relatively young, and | believe having a basic understanding of alternative ap-
proaches is important.

Code-Based Cryptography

Code-based cryptography is based on error-correcting codes, a technique applied in the
transmission of bits over a noisy channel. Error-correcting codes have a history dating
back to the 1950s, with the McEliece cryptosystem developed in 1978. The McEliece
cryptosystem is still considered unbroken. Code-based cryptography can be applied in
encryption and digital signatures. Its major drawback, however, is that the public keys
produced by the cryptosystem are quite large, often hundreds of kilobytes. The security
of the McEliece cryptosystem relies on the hardness of the NP-hard problem of decoding
a linear code with insufficient information [13, pp. 285-290].

Hash-Based Cryptography

As the name suggests, hash-based cryptography relies on the security of the same hash
functions that we introduced in We also discussed them in[Section 2.6] con-
sidering the quantum threat and noted that Grover’s algorithm halves the security level
of hash functions. This reduction can be mitigated by doubling the security level require-
ments of the hash algorithm in use.

To avoid bloating this section, we’'ll consider a simple example of hash-based cryptogra-
phy. The simplest way to build a hash-based cryptographic algorithm is to use Winternitz
one-time signature (WOTS). WOTS uses a private key to sign a message only once, as
multiple uses of the same private key would render the scheme insecure.

WOTS signing is denoted by:
HashM (K);

where the hash function is applied M times on the private key string K. The message M
is interpreted as a number between zero and another parameter w of the scheme.

To verify a WOTS signature, we check that:

Hash" M(S) = Hash"(K);
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where S is the value of K after applying M iterations of the hash function. This ensures
that the derived value matches the public key Hash"(K) [13, pp. 285-290].

WOTS is often used as a foundational component in more complex hash-based algo-
rithms, as seen in SLH-DSA, which employs eXtended Merkle Signature Scheme (XMSS)
incorporating WOTS* as a building block. It's worth noting, however, that a drawback of
SLH-DSA is the large signature size, which can reach dozens of kilobytes [18]. Addition-
ally, hash-based cryptography is limited in scope, as it can only be applied to signature
schemes in the context of public key cryptography [13} pp. 285-290].

Multivariate Polynomial Cryptography

Multivariate polynomial cryptography is based on the hardness of solving systems of mul-
tivariate equations. More specifically, it relies on the difficulty of finding a solution to a
random quadratic system, also known as multivariate quadratics. This is an NP-hard
problem, which makes it a promising candidate for PQC algorithms, as quantum com-
puters are not efficient at solving such problems. Currently, it is not widely used in major
applications due to challenges in balancing performance and security. However, multivari-
ate signature schemes may offer practical solutions due to their short signature sizes [13,
pp. 285—290]. Multivariate Polynomial signature schemes could also be potential candi-
dates for diversifying the PQC signature standards as requested by NIST in 2022 [19].

2.8 Transitioning to PQC

The PQC transition is happening at the time of writing, and academic sources describing
the transition are quite scarce. In this section, we define the terms crypto agility and PQC
hybrid transition and take a look at a concrete example of a hybrid transition option. For
a broader view of the PQC transition, consult [Chapter 3] which examines non-academic
sources, including government agencies, projects, and industry adoption of PQC.

2.8.1 Crypto Agility and PQ/T Hybrid Transition

In their literature survey [20], Alnahawi, Schmitt, Wiesmaier, Heinemann and Grasmeyer
state that the concept of cryptographic agility has existed and been in demand for sev-
eral decades, but the PQC transition has increased academic interest in the area. They
gathered several definitions of the concept, each with a slightly different angle. For the
scope and purpose of this thesis, the clearest definition is: “Crypto-agility can be summa-
rized as the ability to implement, update, and replace cryptographic components within IT
systems, without affecting its functionality.” As inferred from this definition, crypto agility
should consider all cryptographic migrations, not just PQC.
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In their article [21], the researchers discuss the transition of various organizations to PQC.
An interesting perspective they bring up, not yet addressed in this thesis, is a review of
past cryptographic transitions. They note that the shift from RSA to the more computa-
tionally efficient ECC has taken over two decades. Additionally, they point out that SHA-3,
standardized back in 2012, has still not been widely adopted. The authors consider these
transitions to have been simpler than the current PQC transition and urge organizations
to start preparing sooner rather than later.

For a more concrete outlook, the article discusses prioritization in the PQC transition.
They urge organizations to first identify cryptographic schemes at high risk, such as key
exchange. They continue by pointing out that the workforce capable of performing the
transition is highly specialized, in high demand, and quite scarce. The article also empha-
sizes a hybrid transition approach, which combines traditional algorithms with established
implementations alongside the newer, mostly untested PQC algorithms.

In the Post-Quantum/Traditional (PQ/T) hybrid schemes, both traditional and PQC algo-
rithms are used to create a shared secret, meaning an attacker would need to break both
the traditional and PQC schemes to gain access to encrypted information. The main
approaches for combining the shared secrets are either concatenating them or applying
XOR to the shared secrets.

2.8.2 Example of a PQ/T Hybrid Method: The X-Wing KEM

In their article [22], the researchers introduce their implementation of a hybrid KEM called
the X-Wing. The X-Wing is described as more than just a simple combiner that con-
catenates or XORs shared secrets; it is a fully functional KEM. The X-Wing combines
X25519 with ML-KEM-768 and incorporates SHA3-256 as a key derivation function. The
end result is a hybrid KEM achieving 128-bit security, matching the security level of the
X25519Kyber768Draft00 hybrid approach.

The X-Wing KEM is defined by a tuple of algorithms: {KeyGen, Enc, Dec}, which abstracts
much of the scheme’s inner workings. Let’s explore a more in-depth example through the
perspectives of Alice and Bob.
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Figure 2.4. Simplified functionality of the X-Wing KEM based on [22, p. 18].

illustrates the X-Wing KEM functionality. Alice uses the X-Wing key generation
function to produce a private and public key. When Bob wants to initiate secure com-
munication with Alice, he obtains Alice’s public key and uses the X-Wing encapsulation
function to generate a shared secret. Bob then sends the ciphertext produced by X25519
and ML-KEM-768 to Alice. Alice applies the X-Wing decapsulation function to derive their
shared secret. Readers may note the similarity to the basic KEM scheme presented in
It's worth mentioning that offers a simplified view of the X-Wing

KEM for clarity. For a detailed breakdown, the reader should consult the original article.
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3. RELATED WORK

The goal of this chapter is to demonstrate that the transition to PQC is a collaborative
effort involving both multiple organizations and the industry. concluded with
an examination of the PQC transition, primarily through an academic lens; this chapter
broadens that focus to include governments, organizations, and industry. This chapter
is organized as follows: first, a look at national and international standards; second, an
overview of some prominent projects and frameworks in PQC; and finally, a glance at the
state of industry adoption.

3.1 Standards and Government Agencies

Militaries, governments and their agencies are a major force in cryptography, as it is
in their interest to secure the privacy of their citizens and themselves. In this section, we
examine different national and international organizations to see how the PQC transition is
progressing worldwide. The scope of this section is limited to the most notable agencies,
with the goal of inspecting how the transition is taking place within them. We cover the
USA, Europe and some international standards organizations.

3.1.1 USA

The USA has great influence in the standardisation of any technology, and cryptography is
no exception. The U.S. is home to some of the biggest technology companies and cutting-
edge research in cryptography. covers academic research, and this section
examines the U.S. government agencies involved in the research, implementation, and
standardisation of technology.

NIST

NIST-already mentioned in andin is part of the U.S. Department of

Commerce, with a mission to advance measurement science, standards, and technology.
NIST publishes its standards as Federal Information Processing Standards (FIPS), with
the goal of enhancing computer security and interoperability. NIST also publishes multiple
other publications such as e.g. Special Publications and Internal Reports. NIST stands at
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the forefront of cryptographic algorithm standardization. It is especially well known for the
standardization process of AES, which began in 1997 and concluded in 2000 when the
Rijndael algorithm was selected as the AES [23]. Today, AES (FIPS-197 [24]) remains
the most widely used cryptographic algorithm in the world.

More recent work by NIST includes FIPS-202 [25], published in 2015, which specifies the
Keccak algorithm as the SHA-3 algorithm, supplementing the earlier SHA-1 and SHA-2
algorithm families. In 2023, NIST updated the DSS with FIPS-186-5 [9], which includes
specifications for the DSA and alternative implementations such as RSA-DSA, ECDSA,
and EdDSA.

The influence of NIST cannot be overstated in the standardisation process for the PQC
algorithms. The process began in late 2016 when NIST published the call for propos-
als for the new PQC algorithms [26]. In the call for proposals, NIST acknowledged the
risk of quantum computers, stating that they would break multiple cryptosystems and that
the need for standardisation was imminent. This process lasted four submission rounds,
culminating in August 2024 with the publication of FIPS-203, FIPS-204, and FIPS-205
as the new standardised PQC algorithms. As discussed in the Falcon al-
gorithm is also selected for standardisation but is currently being revised. As mentioned
in in 2022, NIST requested alternative digital signature schemes to diver-
sify the PQC digital signature standards, which are currently dominated by lattice-based
cryptography [19].

FIPS-203 [17] specifies ML-KEM, derived from CRYSTALS-Kyber, as the PQC algorithm
for establishing shared keys. FIPS-204 [10] establishes ML-DSA, based on CRYSTALS-
Dilithium, as the PQC digital signature algorithm. Lattice-based cryptography is explored
in more detail in FIPS-205 [18] specifies SLH-DSA, based on SPHINCS,
as an alternative digital signature algorithm. Hash-based cryptography was discussed
further also in

NSA and CISA

While NIST handles the standardisation processes for new technologies, the NSA and
The Cybersecurity and Infrastructure Security Agency (CISA) are more geared towards
the research and implementation side of things. In 2022, NSA published its recom-
mendations for cryptographic algorithm usage as Commercial National Security Algo-
rithm Suite 2.0 (CNSA) [3]. In this document, NSA also acknowledges the potential
risk that CRQC would impose on modern cryptosystems and provides recommendations
for algorithms to be used. This document already recommends CRYSTALS-Kyber and
CRYSTALS-Dilithium, which would later become the ML-KEM and ML-DSA in the NIST
standardisation process. A demonstration of the cooperation between NIST, NSA, and
CISA is the document they published together in 2023, outlining a roadmap to quantum-
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readiness [27]. This document is aimed at various organizations and provides con-
crete steps for PQC preparation. The steps include, for example, identifying quantum-
vulnerable technology and preparing a cryptographic inventory that would offer visibility
into how cryptography is leveraged within the organization.

3.1.2 Europe

This section inspects the contributions of European organizations such as The Euro-
pean Union Agency For Cybersecurity (ENISA) and The European Telecommunications
Standards Institute (ETSI). Europe consists of multiple countries, each with its own gov-
ernmental agencies for cybersecurity. Inspecting all of them is beyond the scope of this
thesis, so the inter-European organizations were chosen. We mention the German Bun-
desamt far Sicherheit in der Informationstechnik (BSI) and French Agence nationale de
la sécurité des systemes d’information (ANSSI) as important European national orga-
nizations, but, as reasoned earlier, we leave out the detailed discussion. The Finnish
Transport and Communications Agency (Traficom) was selected due to the fact that the
author of this thesis is from Finland and deems it relevant to be up to date on the Finnish
PQC transition.

ENISA

ENISA is an European Union (EU) agency that promotes cybersecurity across its member
states. ENISA has published two documents on the subject of PQC. The first is a report
on the current state of PQC and plans for quantum mitigation from 2021 [28]. In this re-
port, ENISA recognizes quantum technology as a disruptive force that we must prepare
for. The report closely follows the NIST standardisation process for PQC algorithms, and
one of its main sections lists and describes the families of PQC algorithms. It highlights
the issue of capture-now-decrypt-later attacks, where adversaries are already recording
encrypted traffic with plans to decrypt it once CRQC is achieved. The report states that
this threat causes data encrypted by today’s public key schemes to be considered com-
promised.

The second document published by ENISA is an integration study [29], which, as the
name suggests, is more focused on the integration of PQC algorithms into existing pro-
tocols, but also considers some new protocols to be designed around PQC systems.
Regarding the integration of PQC algorithms, the study has an extensive section that
raises issues related to changes in size and speed when comparing pre-quantum and
post-quantum systems. Of particular concern is the reality that PQC algorithms typically
have larger public keys than their pre-quantum counterparts. This insight applies to hy-
brid models like hybrid-KEM, which combine pre-quantum and post-quantum techniques
for the key exchange process. describes the PQC hybrid transition in more
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detail. A promising example of a new protocol designed around PQC systems is the use
of KEM in place of signatures, highlighting the evolving nature of secure communication
standards.

ETSI

ETSI is the standardisation body for European telecommunications. Within their Security
sector, they have a working group called Quantum-Safe Cryptography (QSC) dedicated
to the assessment and recommendations of quantum-safe cryptographic primitives. The
QSC working group emphasizes that their focus is on the practical implementation of
these technologies, rather than the development of new cryptographic primitives [30].

ETSI took an early initiative in PQC by releasing a whitepaper on quantum-safe cryptog-
raphy as early as 2015. In this whitepaper [31], ETSI acknowledges the quantum threat
to cryptography, introduces the main families of PQC algorithms, and describes their po-
tential use in security protocols. The whitepaper concludes with recommendations for
enterprises to prepare for the transition and a call for researchers to continue their work.

More recently, ETSI has published a technical report on quantum migration that refer-
ences the NIST standardized PQC algorithms and another technical report detailing the
deployment of hybrid schemes for PQC transition [32, 133]. The PQC hybrid transition is
presented in more detail in

Traficom

Traficom has published two memos regarding the PQC transition. The first memo from
2023 [34] acknowledges the threat of quantum computing and states that Traficom and
the Finnish national cybersecurity working group have decided to closely follow the NIST
standardisation process and will adopt the resulting standards. The memo also empha-
sizes the need for a hybrid transition and the concept of crypto agility. Crypto agility is
defined as the ability to fluidly transition from one algorithm to another within existing
cryptographic systems.

The second memo from 2024 [35] details the instructions for the PQC transition in Fin-
land. The memo was published in June, prior to the finalisation of the NIST standardis-
ation process, but it already references the drafts for ML-KEM, ML-DSA, and SLH-DSA.
The memo notes that Traficom will continue to monitor updates regarding PQC algorithms
in case any vulnerabilities are discovered. It cites the guidelines [3], from NSA, CISA and
NIST, and reiterates the steps for creating a transition plan, developing a cryptographic in-
ventory, identifying risk factors, and encouraging organizations to move into the transition
phase.
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3.1.3 International Standards

The role of international standards is to ensure the interoperability and security of informa-
tion systems worldwide. While NIST is considered the leader in cryptography standardiza-
tion, these international standards aim to guarantee the applicability and interoperability
of cryptographic solutions across different countries and industries.

ISO and ITU-T

The resources for PQC from International Standards Organization (ISO) and The Interna-
tional Telecommunication Union Telecommunication Standardization Sector (ITU-T) are
quite limited. ISO only states that they are cooperating with PQCRYPTO. ITU-T has a
workshop presentation from 2023 that briefly introduces the concept of hybrid PQC tran-
sition and raises concerns about the larger public key and signature sizes inherent to
PQC algorithms [36].

The absence of PQC-related documentation from these international standardisation bod-
ies could be explained by the leading role of NIST in the field of cryptography. Competing
standards could be considered to potentially hinder the standardisation process. Also, a
possible reason for the absence of discussion on PQC is the fact that these organizations
do not operate as openly as the others mentioned in this section.

IETF

Internet Engineering Task Force (IETF) is a standards organization for the Internet. They
describe the Internet much like a rocket in space, which they do not aim to steer or
control, but instead help the community shape its trajectory. The work at IETF is volun-
tary, and everyone interested is encouraged to participate. The IETF uses Requests for
Comments (RFC)s to publish its technical documentation. RFCs are widely adopted by
software/hardware developers and network operators alike. A well-known example of a
widely used RFC is TLS 1.3. Most of the work at IETF occurs within dedicated working
groups, which process raw documents called Internet-Drafts that may eventually become
new RFC [37].

The working group dedicated to PQC is called Post-Quantum Use In Protocols (pquip).
The PQC transition affects the work of many other working groups such as LAMPS, TLS,
IPSECME, and COSE. The goal of pquip is to support the PQC transition by providing
a venue for discussing PQC-related topics. The supporting role of this working group
is evident in their current Internet-Drafts: ‘Post-Quantum Cryptography for Engineers’
and ‘Terminology for Post-Quantum Traditional Hybrid Schemes’. Both of these drafts
essentially provide people with tools to discuss and work with PQC [38].
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OASIS Open

Organization for the Advancement of Structured Information Standards (OASIS) [39] is
a non-profit international standardisation body that offers standardisation paths to, for
example, open-source projects. They list artificial intelligence, cybersecurity, and cloud
computing as examples of categories of projects advanced through the organisation. OA-
SIS offers these key programs: Technical Committees, Open Projects, and Technical
Advisory Groups to ISO. A central technical committee for this thesis is the PKCS#11
Technical Committee. The importance of the PKCS#11 standard is further discussed in

3.2 Projects and Frameworks

This section examines projects and frameworks related to the PQC transition. The list of
projects is not exhaustive but has been selected with the goal and scope of this thesis in
mind. Some projects are the product of open-source software development, while others
are related to academia or government initiatives.

3.2.1 Cryspen

Cryspen [40] is a company founded by Franziskus Kiefer, Karthikeyan Bhargavan, and
Jonathan Protzenko. Cryspen’s business focuses on cryptography, particularly formal
verification tools developed for use in commercial software development. The reason for
featuring them in this section is their open-source software library, libcrux, which provides
formally verified implementations of cryptographic algorithms written in the Rust program-
ming language. Libcrux includes implementations for PQC algorithms such as ML-KEM
and ML-DSA. It also offers PQ/T hybrid implementations like the X25519Kyber768Draft00
and the XWingKemDraft02. This library is a potential candidate for use as an external
PQC library in the architecture of the loadable module presented in of this
thesis.

3.2.2 OpenSSL

OpenSSL is undoubtedly the most widely used cryptographic library in the world. This
open-source project provides users with a wide range of cryptographic algorithms, from
SHA, AES, and RSA to ECC, EdDSA, and many more. OpenSSL is extensively used
in web servers and is involved in most TLS connections on the Internet. Delving deeply
into the technical architecture of OpenSSL could be a topic for another thesis, so here we
will discuss the OpenSSL PQC transition at a high level. The OpenSSL PQC transition is
also closely linked to Open Quantum Safe (OQS) project and Quantum-Oriented Update
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to Browsers and Infrastructure for the PQ Transition (QUBIP) project covered later in this
section, as parts of those projects are working directly with OpenSSL.

As of today, OpenSSL has not officially added PQC functionality to the project. This is
likely due to the fact that the PQC standardisation project concluded only recently with
the release of ML-KEM, ML-DSA, and SLH-DSA, as discussed in earlier in this section.
The OpenSSL team may also have concerns regarding interoperability, performance, and
optimization aspects of PQC. The solution to this issue is the release of Providers, which
will be discussed next. The official addition of PQC algorithms to OpenSSL is an open
guestion and remains to be seen in the future.

The major enabler for the OpenSSL PQC transition was the release of Providers in
OpenSSL 3.0 [41]. The Providers added support for loadable modules, enabling the use
of third-party implementations of cryptographic algorithms. For a general understanding
of loadable modules, consult[Section 4.4 where the concept is discussed in both general
terms and in the context of this thesis. The use of loadable modules is also a significant
linking point between the OpenSSL and NSS PQC transitions. In essence, loadable mod-
ules allow developers to add functionality to a project without altering the project’s source
code directly. The use of Providers enables developers to prototype the usability of PQC
algorithms without affecting the original source code of OpenSSL.

The most notable efforts using OpenSSL Providers are made by the OQS and QUBIP
projects. This thesis will address the OQS Provider and the QUBIP Provider later in this
section.

3.2.3 0QS

The OQS project is an open-source project, a member of the Linux Foundation’s Post-
Quantum Cryptography Alliance and a major developer of libraries with PQC algorithm
implementations. The OQS focuses on two major goals: libogs is a C library of PQC
algorithms and they also work with the integration of PQC into existing protocols and
applications, such as OpenSSL [42].

libogs

libogs is a C library with an extensive collection of open-source implementations of PQC
algorithms. The NIST standardized algorithms included in the current state of the library
are ML-KEM and ML-DSA. The library documentation states that, although Falcon and
SPHINCS™* are also selected for standardization, the library currently includes their imple-
mentations based on the NIST round 3 submissions. In addition to these PQC algorithms,
libogs also includes many more algorithms collected from different sources that are also
familiar from the NIST PQC standardization process, such as FrodoKEM, NTRU-Prime,
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and MAYO [43].

OQS Provider

The OQS Provider is a functional OpenSSL Provider that enables PQC functionality in
OpenSSL. It currently provides KEM and PQC signatures made available through the
OpenSSL EVP interface. The PQC algorithms available for use are the same as those in
the underlying libogs library discussed previously [44].

3.2.4 PQClean Project

PQClean is an open-source software project that aims to collect clean, standalone PQC
algorithm implementations in C. "Clean" in their terminology refers to code that com-
piles and runs smoothly on different platforms. The project targets code that is easy to
integrate into libraries, benchmarking frameworks, and embedded platforms. Their imple-
mentations should also serve as starting points for architecture-specific implementations
and as targets for further verification. PQClean features NIST standardisation project
candidates such as Kyber, Dilithium, Falcon, and SPHINCS*. At the time of writing, the
documentation has not yet been updated to reference the new NIST standards ML-KEM,
ML-DSA, and SLH-DSA. The PQClean project notes that notable projects, such as OQS,
are integrating PQClean code into their projects. Overall, PQClean stands out with stan-
dalone implementations that require minimal dependencies [45], |46].

3.2.5 QUBIP

The QUBIP project [47] features a versatile team of professionals working together for
the PQC transition. QUBIP includes multiple universities, organizations, and companies,
bringing together talent that ranges from professors and researchers to software and
hardware developers. The QUBIP initiative is funded by the EU and involves collaboration
among different nations in the union. QUBIP identifies cryptographic libraries, operating
systems, hardware, applications, and communication protocols as being at higher risk
from the emergence of a CRQC, as these five areas currently rely on public-key cryptog-
raphy for security purposes.

The QUBIP consortium of professionals is working in tandem across the mentioned five
areas. The hardware area is addressed by designing new hardware secure elements that
incorporate the most prominent PQC algorithms. Communication protocols are covered
by the creation of quantum-secure software network environments for use by Telco op-
erators. Operating systems, applications, and cryptographic libraries are enhanced by
integrating PQC functionality into Fedora, OpenSSL, NSS, and Mozilla Firefox.
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All areas of the QUBIP project are interesting in their own right, but we will steer the
discussion toward OpenSSL, NSS, and Mozilla Firefox, as they are closely related to this
thesis.

QUBIP Provider

In their writing on the QUBIP blog [48], the team from Tampere University discusses the
PQC transition of the open-source security library OpenSSL. The writing references the
OpenSSL 3.0 addition of Providers and also notes the OQS Provider. They state that the
OQS Provider is an impressive project, but it has a shortcoming with cryptographic agility.
They further remark that adding a new PQC implementation is challenging due to the fact
that the implementation code is essentially embedded within the provider code.

To address the cryptographic agility challenges in the OQS Provider, the team from Tam-
pere University is proposing their own solution: the QUBIP Provider. They describe this
Provider as shallow, meaning that it does not contain cryptographic algorithm implemen-
tations but acts as an intermediate layer between OpenSSL and standalone PQC algo-
rithm implementations. This approach would allow algorithm developers to more easily
test their work in real-life settings.

QUBIP PKCS#11 Module

In another entry on the QUBIP blog [49], the Tampere University team addresses the
PQC transition of another security library, NSS, and an open-source web browser, Mozilla
Firefox. To be fully transparent, this thesis is based on work done by the author within
the QUBIP project. Essentially, the article introduces the concept of a loadable module
that leverages NSS’s native support for PKCS#11. Similar to the approach in the QUBIP
Provider, the QUBIP PKCS#11 Module acts as an intermediary between NSS and third-
party implementations of PQC algorithms. details this approach further.

3.3 Industry Adoption

The last section of this chapter focuses on the industry adoption of PQC. Companies
within the industry have a diverse set of motivations for transitioning to PQC. Some are
driven by the desire to promote the privacy and security of their customers and them-
selves, while others may view the transition as a necessary step to continue their opera-
tions in a post-quantum world.

A major portion of this section addresses different cloud service providers. Cloud services
include, for example, computing, storage, networking, analytics, and machine learning.
As can be gathered from these service examples, much of the information handled and
stored by cloud service providers can be confidential. Intellectual property, customer
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data, and other private information pass through and reside within cloud service servers.
Naturally, these companies are also taking steps towards enhancing their security and the
security of their customers through the PQC transition. Some cloud service providers are
part of companies listed among the top ten in the Nasdaq 100. They have the resources
and means to make a significant impact on the PQC transition and are therefore important
sources of information to examine.

3.3.1 Amazon Web Services

Amazon Web Services (AWS) is a major cloud service provider based in the USA. AWS
has a dedicated site for their efforts in PQC [50]. On this site, AWS explains the need
for the PQC transition and states that they have researchers and engineers working on it.
The site references multiple whitepapers and videos on the subject. A notable one is a
video from the AWS re:Inforce 2023 event where they present the steps AWS is taking in
their PQC migration strategy. The video highlights collaboration with NIST, ETSI, IETF,
and OQS. The main message in the video is that AWS is following the NIST standardiza-
tion process for PQC algorithms. The website also notes that AWS team members have
contributed to the development of ML-KEM, ML-DSA, and SLH-DSA. AWS has made
multiple open-source contributions, such as AWS Libcrypto, a general- purpose crypto-
graphic library based on the BoringSSL and OpenSSL projects. AWS Cryptography is
also part of the OQS core team and contributors.

AWS has also begun the PQC transition in practice with their products. In a blog post
from October 2024 [51], they discuss customer compliance and security during the PQC
integration. The article explores PQC from the perspective of customers connecting to
AWS but also reveals steps AWS has taken in the transition. AWS has already introduced
quantum-resistant key exchange for some of their protocols. The blog post cites a 2022
article, which stated that AWS Key Management Service and AWS Certificate Manager
are using PQ/T hybrid key establishment for TLS connections, leveraging NIST Round 3
candidates. The article continues to the present day, demonstrating an example of the
PQ/T hybrid TLS 1.3 handshake. In the handshake, AWS utilizes the Elliptic Curve Diffie-
Hellman (ECDH) curve P256 and ML-KEM-512. They note that it is the client who must
advertise their preference for PQC key exchange, which AWS will then honor if the adver-
tised algorithms are implemented. The article ends with a notion that the introduction of
PQ/T hybrid key exchange might initially slow down the negotiation phase. Despite these
potential trade-offs, AWS efforts shows that they have willingly accepted an active role in
the PQC transition.
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3.3.2 Apple

Apple is a USA-based technology company focused mainly on consumer electronics such
as cell phones, tablets, and laptops. Apple also provides cloud services through iCloud.
In contrast to AWS, finding resources on the PQC transition from Apple’s websites is
challenging. The only official resource found on their website is a 2024 blog post about
the PQC transition of their messaging app, iMessage.

In the iMessage PQC transition blog article [52], the Apple Security Engineering and Ar-
chitecture team presents their design for the new PQC protocol, PQ3. The PQS3 protocol
introduces PQC key establishment and ongoing PQC rekeying functionality to iMessage.
The PQC key establishment is implemented with PQ/T hybrid methods, using an ML-
KEM-1024 key encapsulation public key alongside a traditional P-256 ECDH key. Rekey-
ing is also done with a PQ/T hybrid approach. In PQ3, a new ECDH key is transmitted with
every response, while the PQC key is only periodically transmitted to limit message size.
Currently, the PQ3 protocol does not implement a PQC authentication method. The team
notes that an adversary would require a CRQC at hand to attack the traditional authenti-
cation, as a Harvest now, decrypt later scenario would be ineffective for attacks involving
authentication. They state they will continue to monitor the development of CRQC and
reassess the need for PQC authentication as necessary.

3.3.3 Cloudflare

Cloudflare is another USA-based company specializing on content delivery network ser-
vices and cloud cybersecurity. They are especially well known for their Distributed Denial
of Service (DDoS) mitigation services. Cloudflare is also contributing to PQC transition
through their research and engineering solutions. Cloudflare is featured in this section
because of their impressive and useful resources for working with PQC.

In a Cloudflare blog post titled “The state of the post-quantum Internet” [11], Bas West-
erbaan details the current state of the PQC transition as of March 2024. The blog post
leverages Cloudflare analytics to reveal that nearly two percent of all TLS 1.3 connec-
tions utilizing Cloudflare are employing PQC. The article divides the PQC migration into
two distinct parts: key agreement and signatures/certificates. Westerbaan describes the
key agreement migration as an easier task due to the efficiency and performance of ML-
KEM and its ease of integration into PQ/T hybrid models with the ECC curve X25519.
He goes as far as to claim that ML-KEM could almost act as a drop-in replacement for
key exchange. Westerbaan emphasizes that moving forward with a PQ/T hybrid solution
is necessary, considering the potential for cryptanalysis to disrupt ML-KEM. Regarding
signatures, the article states that due to the size increase of PQC signature algorithms,
finding a substitute for Ed25519 is challenging. The primary obstacle to signature migra-
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tion is the sheer number of signatures within a single connection. Westerbaan suggests
a few ideas to ease this migration, such as reducing the number of certificates by omitting
intermediate ones and employing KEMTLS to replace the signature algorithm with a KEM
in the leaf certificate. The article concludes with recommendations in line with the steps
suggested by NIST, NSA and CISA mentioned earlier in this chapter.

3.3.4 Google

Again, based in the USA, Google is part of Alphabet Inc. and is best known for its Google
web search engine and the Google Chrome browser. The company is also a major cloud
provider through Google Cloud and has a presence in consumer electronics. Like AWS,
Google also has a webpage dedicated to the PQC transition. Google states that it began
testing PQC in the Chrome browser as early as 2016 and has already migrated to a
PQ/T hybrid model with NTRU-HRSS/X25519 for its internal connections in 2022. It is
noted that they may reconsider this choice once Kyber’s intellectual property status is
clarified [53], 54].

In 2024, the Google Bug Hunters blog launched a series of posts [55], authored by Google
senior cryptography engineers, detailing Google’s PQC transition. The first article in
this series discusses Google’s threat model for PQC, mirroring considerations addressed
throughout this thesis. Among the notable remarks is the speculation that nation-states
may be the first to achieve CRQC capabilities and could opt to keep these advancements
secret. The second article highlights the need for a PQ/T hybrid transition, noting that
the new PQC algorithms have yet to undergo extensive real-world testing, unlike existing
algorithms. By deploying a PQ/T hybrid model, Google ensures that, should a PQC algo-
rithm fail, data in transit remains secure, benefiting from traditional algorithm protection
as well.

The third article focuses on cryptographic agility, which Google engineers define as the
ability to change parameters and algorithms without requiring significant engineering ef-
fort. They provide an insightful perspective on agility, warning that overemphasis may
increase complexity and lead to technical debt. The fourth and most recent blog post cen-
ters on algorithm verification and introduces no major new concepts, though it closes with
anticipation of finalized standards from the NIST PQC standardization process. Given
the ending of the NIST PQC standardization in the fall of 2024, it is likely that the next
blog post in this series will explore the finalized standards and outline the next steps in
Google’s PQC transition.
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3.3.5 Microsoft

Microsoft, unsurprisingly, is a USA-based technology company best known for its ubig-
uitous Windows operating system. Microsoft also has a presence in other consumer
electronics such as cell phones and tablets and is a major cloud service provider with its
Microsoft Azure cloud service.

Similar to other cloud providers, Microsoft also features a dedicated website for their in-
volvement in PQC research [56]. They explain their rationale for involvement in a manner
similar to other companies in this section. Microsoft is a participant in OQS and has been
involved in the development of PQC Virtual Private Network (VPN), PQC TLS, and PQC
Secure Shell Protocol (SSH). They also note that they have been contributing to the NIST
PQC project by collaborating on the following candidates: FrodoKEM, SIKE, Picnic, and
gTESLA.

A recent Microsoft blog post, “Microsoft’s quantum-resistant cryptography is here” [57],
details the company’s PQC transition. In the blog post, they announce the establish-
ment of the Microsoft Quantum Safe Program, which aims to unify quantum-safe initia-
tives across the company and achieve quantum readiness by integrating PQC algorithms
into Microsoft products. They also note that they have introduced PQC algorithms to
Microsoft’s open-source cryptographic library, SymCrypt. Currently, they have added ML-
KEM, with ML-DSA and SLH-DSA promised to follow in the coming months. This is a
major step in the PQC transition, as products such as Azure, Microsoft 365, and Win-
dows 11 utilize the SymCrypt library and are thus being pushed into the PQC era.

3.3.6 Red Hat

Red Hat concludes the trend of this thesis in featuring USA-based companies. Known
primarily for its Red Hat Enterprise Linux distribution, Red Hat is also heavily involved in
the open-source Fedora Linux distribution, which they promote as an ideal testing ground
for new technologies that may later be incorporated into Red Hat Enterprise Linux.

Red Hat is actively engaged in PQC efforts, notably as part of the QUBIP project con-
sortium [47], where they focus on advancing operating systems toward PQC readiness.
The work of Red Hat engineers is particularly relevant to this thesis, as their principal
programmer, Robert Relyea, serves as co-chair of the OASIS PKCS#11 technical com-
mittee, while crypto team lead Simo Sorce has established foundational elements of the

approach discussed in



38

4. METHODOLOGY

This chapter introduces the methodology for transitioning Mozilla Firefox and NSS to a
PQC state. We will first cover the Mozilla Firefox and NSS environments, as they are
the platforms with which we are working. Next, we will discuss PKCS#11 to understand
the APl used for creating the loadable module. The chapter will conclude with a detailed
examination of the technical architecture of the loadable module.

The main objective of this thesis is to create a viable method for integrating PQC function-
ality into the Mozilla Firefox web browser. Achieving this goal requires collaboration with
Mozilla Firefox and NSS. NSS comprises the security libraries that implement the TLS
protocol for Mozilla Firefox. Our approach involves introducing a loadable module that
leverages NSS’s native support for PKCS#11, facilitating the integration of PQC function-
ality into Mozilla Firefox.

4.1 Mozilla Firefox Overview

The target of the PQC transition of this thesis is Mozilla Firefox, an open-source web
browser developed by the Mozilla Foundation. From the beginning, Firefox has gained
popularity due to its good performance and strong privacy features. Firefox has its roots in
the 90’s Browser wars where Netscape was competing with Microsoft. Microsoft with the
immense popularity of the Windows operating system and its integrated Internet Explorer
web browser won the Browser war. This led to the decision of Netscape to open-source
their codebase that sparked the creation of Mozilla Foundation. Mozilla Foundation cre-
ated and released the first version of Mozilla Firefox in 2002 [58].

The open-source nature of Mozilla Firefox provides the researcher with many perks. The
codebase of the Firefox is fully accessible and the documentation around Firefox is ac-
tively maintained. Firefox has also managed to grow a healthy and active community
around it that provides new developers a forum to be a part of and ask questions.

4.1.1 Firefox Technical Architecture

To form a deeper understanding, we will next take a look at the technical architecture of
the Mozilla Firefox codebase. created by analysing the Mozilla Firefox code-
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base [59], provides us with this insight.

C/C++ Stack
- Gecko Rendering Engine
- Core Brawser Functionality
- Networking
- Support Libraries
- Security

Rust Stack
- Some components of Gecko
- Security related code
- Some components that are
- Performance-critical
- Memory-critical

Python Stack
- Build scripts
- Build tools

- Testing

Mozilla Firefox

JavaScript Stack Miscalleneous
- Devtools - Gradle scripts
- User interface customization - Documentation
- Client-side scripting
- Testing

Figure 4.1. Overview of Mozilla Firefox Technology Stacks [59].

As specified in the core functionality of the browser is provided by the C/C++
stack, which powers the main components of the Gecko rendering engine, handles the
networking needs of the browser, and provides the security-related code. Closely related
to the functionality offered by the C/C++ stack is the Rust stack. Rust is a modern sys-
tems programming language known for its memory safety and thread safety [60]. The
Mozilla Foundation has initiated a project called Oxidation [61], which aims to increase
the amount of Rust code in the Mozilla Firefox browser.

The JavaScript stack is responsible for the generation and customization of web content,
development tools, and client-side scripting. It is used as the front-end scripting language,
as is customary in web development. Python is another high-level language used in build
scripts, build tools, and testing. The miscellaneous section mentions documentation and
Gradle, which is a build automation tool.

Our work mainly considers the Rust and C/C++ stacks. C/C++ are the primary languages
used in the collection of security libraries, known as NSS, which handle the cryptographic
needs of the Mozilla Firefox browser. Our contributions are made using the Rust language
to align with the Oxidation project mentioned earlier in this section.
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4.2 NSS Security Libraries

The integration of PQC capabilities into Mozilla Firefox is achieved through its set of secu-
rity libraries known as NSS. The origins of NSS trace back to the development of Secure
Sockets Layer (SSL) by Netscape in the 1990s. SSL is a now-deprecated protocol for
securing data transmission over the internet, first released in 1995 [62]. In 2006, the
Mozilla Foundation gathered engineers involved with NSS to write an informal history of
its formation [63]. In that document, NSS is described as being developed from Netscape
Navigator 1.0 and evolving through several versions into a product called Hard Core Li-
brary (HCL), which was rebranded as NSS in 1998 [64].

The current version of NSS [65] is an open-source software library written in the C lan-
guage. It provides users with a TLS implementation, cryptographic algorithms, certificate
and key storage, trust management, and also supports PKCS#11. The most notable
projects using NSS are the Mozilla Firefox web browser and Mozilla Thunderbird email
service.

NSS is not a single library but a combination of two Netscape legacy libraries the libnss
and the Netscape Portable Runtime (NSPR). The libnss provides NSS with the crypto-
graphic functionality and the NSPR as its name suggests provides the NSS with a portable
runtime that runs in multiple operating systems including Linux, Windows, Mac OS and
Android [66].

4.3 PKCS Overview

The PKCS are a collection of specifications published by RSA Laboratories, with the first
release dating back to 1991. As the name suggests, these specifications represent some
of the earliest efforts to standardize the use of Public-Key Cryptography. The PKCS stan-
dards are numbered from 1 to 15, with some remaining relevant over time, while others
have become obsolete. At the time of writing, the original RSA Laboratories website that
hosted these specifications is no longer active, but archived versions can be accessed via
the Wayback Machine, which have been referenced in the development of this thesis [67].

Among the notable PKCS standards is PKCS#3, which outlines the method for imple-
menting the Diffie-Hellman key agreement. Another key standard is PKCS#5, also known
as the Password-Based Cryptography Standard, which defines a key derivation function.
PKCS#13 addresses the implementation of Elliptic Curve Cryptography.

4.3.1 PKCS#11: Cryptoki API

For the context of this thesis, the PKCS#11 is the most important to be considered.
PKCS#11 is one of the PKCS standards that has remained relevant through the years



41

and passed the test of time. The PKCS#11 standard management was moved from RSA
Laboratories to OASIS in the year 2013, when the OASIS PKCS#11 technical committee
started their work for the PKCS#11 v2.40 [68]. During OASIS management, the PKCS#11
has progressed from v2.40 to v3.0, with the latest release being v3.1 in the year 2023 [69),
70].

Cryptoki APl — Overview

PKCS#11 standard defines an API called Cryptoki, which can be implementend as a
standalone library or be implemented by devices that store cryptographic information and
execute cryptographic functions. This standardized interface can then be used by appli-
cations in need of cryptographic functionality. Examples of such devices are smart cards
and Hardware Security Module (HSM) or, for a more concrete example, the YubiKey hard-
ware authentication device which supports PKCS#11 [71].

Application 1 e Application m

Cryptoki API

Slot 1 Slotn

Cryplographic Cryplographic
computing computing
device device
(Token 1) (Token n)

Figure 4.2. Overview of Cryptoki API functionality.

As depicted in the Cryptoki API can be used by multiple applications. Cryptoki
API functions as a standardized interface that simplifies communication between crypto-
graphic computing devices and different applications. In the flow of an API
call from an application is shown to be accessing a cryptographic computing device, or
a token as referenced in the PKCS#11 standard, through the Cryptoki API. The Cryptoki
APl implements slots that allow Cryptoki to host different tokens simultaneously [72].
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The PKCS#11 standard [72] defines multiple important concepts that are crucial to un-
derstand in order to grasp the overall system. These concepts and their definitions are

listed in [Table 4.1

Concept

Definition

Slot

A logical device interface to which tokens are attached.
Each slot can host a token that represents a cryptographic
device.

Token

A cryptographic device, such as a smart card or HSM, that
stores cryptographic keys and performs cryptographic op-
erations.

Session

A connection between an application and a token, allowing
the application to access the cryptographic services pro-
vided by the token.

Object

Any data that is stored on a token, such as keys, certifi-
cates, or other cryptographic information.

Mechanism

A cryptographic operation supported by a token, such as
encryption, decryption, or signing. Each mechanism speci-
fies how cryptographic functions are performed.

Attribute

A property or characteristic of an object stored on the token,
such as the key type or whether the key is private.

User

An entity that interacts with the token through the Cryptoki
API. Users can have different roles, such as normal user
or security officer, each with different levels of access and
control over the cryptographic objects and operations.

Table 4.1. PKCS#11 — Key Concepts and Definitions

Now we can inspect the Cryptoki APl in a deeper level. depicts a single
application with a need for cryptographic function. The application in this example calls

its security library, which utilizes a token through Cryptoki API calls.

In this process,

the library opens a Cryptoki session, logs in the user, calls the necessary cryptographic

mechanism, and returns the result to the application—whether it be a decrypted message

or a secret key. Afterward, the user is logged out and the session is closed.
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Figure 4.3. PKCS#11 — Cryptoki API detailed functionality.

Having a basic understanding about PKCS#11 is essential for the successfull integration
of cryptographic tokens into existing security-critical applications. In the next sections, we
will build upon this understanding to demonstrate how PQC algorithms can be integrated
into NSS utilising its native support for PKCS#11.

4.4 Loadable Module Design

With a clear understanding of the environments and their building blocks, we now turn to
the design of the PQC loadable module. The PKCS#11 Usage Guide [72] points out that
Cryptoki can be used as a shared library, i.e., a Dynamic Link library (DLL). The Usage
Guide continues to explain that the application can then link the library dynamically. The
terms DLL and loadable module are conceptually similar in terms of dynamically loading
the code at runtime, but DLL is more often used in Windows programming, while the term
loadable module is more commonly used in UNIX-like systems. The author of this thesis
is more comfortable with UNIX-like systems, and that is the reason the term loadable
module is used moving forward.

To explain the concept of our PQC loadable module, it's best to turn to its parallel, the
Linux kernel modules. The Linux Kernel Module Programming Guide [73] describes load-
able modules in the following way: “Modules are pieces of code that can be loaded and
unloaded into the kernel upon demand. They extend the functionality of the kernel with-
out the need to reboot the system.” The guide notes that this way, we can avoid building
monolithic kernels and gain the benefit of adding new functionality without rebuilding and
rebooting the kernel every time. This is the exact reasoning behind using loadable mod-
ules for NSS. As mentioned in the NSS has native support for PKCS#11.
Essentially, the PQC loadable module is a piece of code that NSS can load and unload
as needed, allowing us to avoid modifying the inner workings of NSS and focus on adding
new functionality through a loadable module.
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We are now able to define the module architecture around three different building blocks:

» Cryptoki API: Allows us to create a module that is logically similar to the underlying
system, in our case the NSS.

» Software Interoperability Layer: Used to create a link between the Cryptoki API
functions and the external cryptographic libraries.

« External Cryptographic Library: Provides the cryptographic implementations to
which the module delegates its cryptographic tasks.

Using this approach, we aim to create a shallow loadable module. In this case, the term
shallow refers to the fact that we are not planning to introduce our own cryptography but
to delegate the cryptographic implementations to a third-party library. This way, we are
preparing to present a framework for adding cryptographic algorithm implementations to
NSS and, by extension, to the Mozilla Firefox and any application utilising NSS.

Client

\

NSS
External - PQ/T Hybrid TLS
PQC Library QUEBIP

Loadable Module

Operating System

Memory CPU Peripherals

k PQ/T Hybrid TLS
——

Figure 4.4. Client-side TLS architecture integrating the QUBIP loadable module, NSS,
PQC library, and PQ/T Hybrid TLS.

illustrates the usage of the QUBIP loadable module in the client-side TLS
protocol. When an application, such as Mozilla Firefox, initiates a TLS connection with
a server, it leverages the NSS implementation of TLS. In this specific case, the client
intends to establish a PQ/T hybrid TLS connection with a server. The application employs
NSS, which dynamically loads the QUBIP loadable module and uses the Cryptoki API to
invoke hybrid implementations of key exchange and authentication functions provided by
the external PQC library.
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5. RESULTS

The results section of this thesis presents the key outcomes from the work that was con-
ducted. The key results are as follows: the decision based on the evaluation process
for identifying a suitable initial framework, the identification of the areas in the chosen
framework that required modification, and the description of the modifications made. Ad-
ditionally, the design of interoperability tests and internal tests is also presented as a
significant result. This chapter is structured in the order of the described results.

5.1 Selection of the Initial Framework

The implementation of the project began with an attempt to create the loadable mod-
ule using the C-language. This initial attempt revealed that the workload of creating the
module from scratch was far too large for the project’s timeframe. However, this initial
exploration helped familiarize the team with the inner workings of the Cryptoki APl and
provided a sense of what would be required to create it.

The next step in the project was to evaluate potential starting points for the loadable mod-
ule. We searched for projects written in Rust on platforms such as GitHub. Specifically,
we were interested in open-source implementations of PKCS#11 Cryptoki modules. After
evaluation, we selected the Kryoptic project [74] as the initial framework for our imple-
mentation. Kryoptic is a PKCS#11 software token written in Rust. The lead developers
of this project are Simo Sorce, Jakub Jelen, and Sergio Arroutbi. What made this project
particularly useful was the fact that its developers were associated with Red Hat, a com-
pany that is a partner of the QUBIP project. We briefly discussed Red Hat in[Section 3.3
We were able to contact one of the original developers and held a workshop, which is
presented in the next subsection.

Kryoptic is a well-developed and maintained software token that includes a fully func-
tional Cryptoki API along with the OASIS PKCS#11 headers for Cryptoki version 3.1. The
project offers both a default build target and a FIPS-specific build target. The features
accessible through the Cryptoki API in this project include e.g. AES, ECC, EdDSA, and
PBKDF2. Additionally, the project provides the necessary infrastructure for building a
software token, such as key management and storage. Kryoptic also includes a compre-
hensive set of unit tests for the project. The evaluation process for identifying a suitable
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initial framework is recognized first of the key results of this thesis.

5.1.1 Insights from the Workshop with the Original Developer

As part of this project, and with the help of my supervisor, | organized a workshop with
one of the original developers of the Kryoptic project. The goal of this workshop was to
gain a deeper understanding of the project’s codebase, its existing functionality, and any
additional insights the original developer could provide. The workshop offered valuable
information and fostered a productive discussion around the subject of PKCS#11.

The agenda | planned for the workshop was as follows:

* Introduction: The goal was to explain the objectives of the project and provide
reasoning for selecting Kryoptic as the initial framework.

+ Codebase Overview: The aim was to give the original developer an opportunity
to explain the project in their own words. We were particularly interested in under-
standing why the project was created and learning about the development process.

+ Hands-On Exploration: Using Visual Studio Code’s Live Share functionality, we
explored the codebase together. This allowed us to ask questions about various
design decisions.

+ ldentifying Modifications: Knowing beforehand that some parts of the original
project would require modifications to align with our project goals, this part focused
on identifying such areas in the codebase.

* Wrap-up: We concluded the workshop by summarizing the insights gained and
discussing the next steps for implementation.

The Kryoptic project has a lot of dependencies on the major security library OpenSSL.
Our project is centered on being a loadable module for the alternative security library NSS.
Discussions with my supervisor led us to agree that creating a loadable module for NSS
with dependencies on a similar project, such as OpenSSL, would be bad practice, as it
could lead to potential conflicts that could be difficult to track. Such difficulties could arise,
for example, from overlapping implementations of cryptographic algorithms. Additionally,
retaining OpenSSL as a dependency could increase debugging complexity and make the
project harder to maintain in the long term.

The key insight that we received from this workshop came during the part where we
identified areas that needed modifications. Essentially, we narrowed down that the only
parts critical for the functionality of Kryoptic that depend on OpenSSL were the Random
Number Generation (RNG) implementation, the PBKDF2 implementation, and the AES
modes: AES-GCM, AES-KW, and AES-KWP. The identification of areas that required
modification is regarded as the second key result of this thesis.
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5.2 Modifications to the Initial Framework

The last section concluded with identifying the areas in the Kryoptic project that need
modification to align with the scope of our project. Essentially, we want our implementa-
tion to be free of OpenSSL dependencies. Instead of removing all the features provided
by the original Kryoptic codebase, we decided to extend the codebase by adding our own
build target that will conditionally omit the OpenSSL dependent features.

To extend the codebase, we have used Rust’s build system Cargo’s option [75] to intro-
duce conditional compilation for the project. Our conditional compilation target is called
“pure-rust” to indicate the goal of compiling a Rust-only loadable module. Some of the
functionality, for example ECC and RSA, provided by OpenSSL, can be disabled. Dur-
ing development, we noticed that some of the OpenSSL functionality is essential for the
Kryoptic infrastructure. To address this, we selected Rust-native implementations of the
necessary functionality to be added as dependencies. The following [Table 5.1]will specify
the required functionality and the dependencies that were added to replace the original.

Functionality | Rust Implementation

RNG rand [76] crate
PBKDF2 pbkdf2 [77] crate
AES-GCM aes-gcm[78| crate
AES-KW aes-kw [79] crate

AES-KWP aes-kw [79] crate with padding option

Table 5.1. Cryptographic Functionality and Rust Crates

RNG is an essential element in cryptography as it's used to generate values that must
be unpredictable to an attacker. Referring to RNG is needed for PBKDF2,
where it generates password salts to ensure that identical passwords don'’t result in the
same derived keys [8, pp. 489-490]. In the Kryoptic infrastructure, PBKDF2 is needed,
for example, to derive keys from User PIN-codes. For AES-GCM, the only reason to
include it in our implementation is to keep the Kryoptic token interface intact. Kryoptic
uses AES-GCM for key wrapping, but to simplify the codebase, we have chosen to use
the aes-kw [79] crate. This crate follows the NIST recommendation for key wrapping [80].
Key wrapping is used to securely handle and store keys within the Kryoptic infrastructure.

After the necessary modifications, the software token was rebuilt and tested using the
pkcsll-tool . The tool was used to verify that the token was functional and capable of
performing its intended operations. This confirmed that the implementation was working
as expected following the changes. This is regarded as the third key result of this thesis.
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5.3 Design of Interoperability Tests and Internal Tests

As part of this project, our team designed interoperability tests and internal tests for the
loadable module. Due to the timeframe of this thesis, the actual testing could not be
conducted. However, the design of the tests is presented as one of the results. The tests
are planned to be executed in a later phase of the overarching project.

The interoperability tests with the loadable module are planned to be conducted using
our custom build of Mozilla Firefox and NSS. This build incorporates our loadable module
to provide PQ/T hybrid functionality, enabling the TLS 1.3 handshake with a server. The
interoperability targets include the OQS PQC testing server and the Cloudflare PQC test-
ing server. The tests will be executed by running a browser automation script from the
terminal and verifying that the TLS 1.3 handshake was successful.

For our internal test cases, we have chosen to measure the TLS handshake latency, traffic
size, and successful establishment in the context of a TLS 1.3 PQ/T hybrid handshake.
The latency and traffic size tests will yield numerical results. Due to the inclusion of the
PQC component in the PQ/T hybrid methods, we expect to observe a slight increase
in latency and a substantial increase in traffic size. The establishment aspect of the
TLS 1.3 handshake will be evaluated as either a success or failure. Using JavaScript on
the browser, we will measure Time To First Byte (TTFB) [81], which represents the time
from initiating a resource request to the arrival of the first byte of the response. Using
JavaScript on the browser, we will also measure First Contentful Paint (FCP) [82], which
indicates the time from when a user first navigates to a page to the moment any part of
the page’s content is displayed on the screen.
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6. DISCUSSION

This discussion section aims to articulate the significance of the results achieved in this
thesis. We begin by interpreting the results in their context and answering the research
questions based on the work conducted. Following this, we assess the challenges and
limitations encountered during the project and position the project within the broader
scope of PQC transition efforts.

6.1 Interpretation of Results

In this section we interpret the results that we presented in the We also aim
to use the results and insights gathered throughout the thesis to answer the research

questions stated in

We presented the choice of the initial framework as one of the key results. The need to
search for and utilize an initial framework as a starting point became evident early in the
project, as the workload of the initial C-language-based implementation demonstrated
that starting from scratch was not feasible given the project timeline. Additionally, we
aimed to align with the Mozilla Foundation’s project Oxidation [61], as discussed in
tion 4.1] which mandates that new functionality added to Mozilla Firefox should be written
in Rust. This led to the search for a suitable initial framework. Our goal was to identify
a well-maintained open-source project written in Rust, backed by trustworthy developers.
Kryoptic fit these criteria well, and the fact that the project is associated with Red Hat, a
partner in the QUBIP project, further solidified our choice.

The second and third key results are closely related. They involve identifying the areas
that required modification and describing the modifications that were implemented. Kry-
optic was originally a software token utilizing the functionality of the OpenSSL security
library. As mentioned in the results section, a decision was made to exclude OpenSSL
dependencies from our implementation to avoid overlapping dependencies from multiple
security libraries.
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6.1.1 Answers to Research Questions

How to design a loadable module that adds PQC algorithms to NSS?

Our approach, based on |[Chapter 4 is the main way to answer this question. By utilizing
the NSS native support for PKCS#11 and the fact that the Cryptoki API can be used as a
loadable module, we arrived at our design. We designed the loadable module to consist
of the Cryptoki API, a software interoperability layer, and an external library providing
PQC functionality. By implementing the design as a loadable module, we avoid the need
to modify the NSS codebase to add functionality. The NSS is able to dynamically load
the module as required. Additionally, as the PKCS#11 standard is not tied exclusively to
NSS, we could potentially reach other applications that also support PKCS#11.

How to enhance the cryptographic agility of NSS?

We defined the term cryptographic agility in based on the literature sur-
vey [20]. Paraphrasing this definition, cryptographic agility is the ability to replace and
update cryptographic implementations within systems without affecting the functionality
of the system. The shallow loadable module approach essentially provides a high level
of cryptographic agility. As we can recall from the term shallow refers to the
fact that we do not implement our own cryptographic algorithms. Instead, we use external
implementations of such algorithms from established cryptographic libraries. Additionally,
the use of loadable modules means that the NSS codebase does not require substantial
modifications. Instead, NSS is able to dynamically load the module as needed.

We can also extend the agility of our approach by presenting the work as a framework
that other developers can use to test their algorithms, thereby enhancing cryptographic
agility even further. This idea will be discussed in more detail in the coming
on future work.

How to define suitable interoperability test cases for such a project?

Our team came together to decide on suitable interoperability tests for our project. As
we detailed in our interoperability targets are the Cloudflare PQC servers
and the OQS PQC testing servers. We introduced both Cloudflare and the OQS project
in As mentioned, the OQS project is a member of the Linux Foundation’s
PQC Alliance [42] and is thus a significant part of the open-source software community.
Cloudflare, on the other hand, is a company and a forerunner in the industry’s PQC
transition efforts. Hence, our interoperability targets play an important role in both the
open-source software community and the industry.
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6.2 Challenges and Limitations

As is the case with any substantial project, this thesis also encountered limitations and
challenges during its creation. This section addresses these issues and aims to derive
insights from them to be shared with others.

The PQC transition is a difficult subject for an academic thesis. As the transition is unfold-
ing now, there is no retrospective insight on what worked well or what could have been
improved. This thesis cites many blog posts and industry resources from various com-
panies. Academic rigor is mostly centered on the security of PQC algorithms, while the
engineering feats required for the transition rest mainly on developers’ shoulders.

The skillset required for this type of project is very broad. On one hand, the developer
needs programming skills in system level languages such as Rust and C. On the other
hand, a high level of domain knowledge is required in the field of cryptography. Addition-
ally, understanding the overall architecture and the implications of building a cryptographic
system in both theoretical and practical terms is essential. PQC, being a cutting-edge
branch of cryptography, added another layer of complexity, as the author was learning the
subject during the thesis work. Formal teaching on PQC was acquired through experi-
ence as a teaching assistant in a university course on PQC, which was organized for the
first time at Tampere University.

The need to understand three substantial projects—Mozilla Firefox, NSS, and the Kryop-
tic project— is a significant challenge and sets a high barrier to entry for those looking
to enhance security libraries and applications like NSS and Mozilla Firefox. Especially,
Mozilla Firefox and NSS come with decades of history and legacy code that are both dif-
ficult to comprehend and even more challenging to modify. In contrast, Kryoptic deserves
praise for its adherence to modern coding practices throughout the project. The difficulties
posed by managing large-scale projects and handling legacy code underscore the impor-
tance of focusing on cryptographic agility. With NSS offering native support for PKCS#11,
the need for a high-quality framework to fully leverage this capability is immense.

This thesis comes with its limitations. The greatest limitation and challenge was finding
a suitable scope for the thesis. Initially, this thesis was planned to cover the entire chain
of the PQC transition, from Mozilla Firefox to NSS and the loadable module. However, as
we moved forward with the initial exploration of the project, it became clear that the scope
and timeframe would not align. In the end, this thesis now focuses on the creation and
design of the loadable module, with the remainder of the initial plans included as future
work.

Overcoming these challenges has significantly expanded the author’s understanding of
cryptography and programming while emphasizing the value of adaptability and problem-
solving in complex projects. The insights gained from this process provide a strong foun-
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dation for contributing to the ongoing PQC transition and similar endeavors in the future.

6.3 Implications for the PQC Transition

We inspected the academic setting of the PQC transition in and broadened
this horizon to cover governments, projects, and industry in This work finds
its place within the projects section of the PQC transition, providing tools for the open-
source software PQC transition. We recognize that client-side browser implementations,
including Mozilla Firefox and Google Chrome, currently provide X25519MLKEM768 as
a key exchange method in their latest versions, as reported by Cloudflare [83]. Our ap-
proach differs from these efforts because our aim is to create, in the future, a framework
suitable for other developers to test their algorithm implementations while also enhancing
the cryptographic agility of NSS.

In November 2024, NIST published an initial public draft titled “Transition to Post-Quantum
Cryptography Standards” [2]. This paper sets the goal of completing the PQC transition
at the federal level in the USA by 2035. It also states that many of the currently popular
public-key cryptosystems will be disallowed by that same year. Considering this relatively
short timeframe, the demand for efforts supporting the PQC transition is high. Projects
like this one, which aim to enhance cryptographic agility in critical security libraries, are
likely to play a significant role in meeting this demand.
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7. CONCLUSION

This thesis had a comprehensive background section that began by exploring the modern
methods used in cryptography and secure communication. We continued to present the
quantum threat to modern cryptography, explaining what is at stake and why. After this,
we presented the main branches of PQC as the possible solutions to combat the quantum
computer. The background section closed with an inspection of the PQC transition. The
scope of the PQC transition was further expanded in the related work section to include
the governmental, open-source community, and industry perspectives. All this led to the
presentation of our methodology, which offers a solution to enhance the cryptographic
agility of the major security library NSS.

The main results of this thesis were as follows:

+ |dentifying a suitable initial framework for the project

« Identifying the areas that required modification in the initial framework

» Applying these modifications to the project

 Defining and designing the interoperability tests and internal tests for the project

This thesis features a public research artifact [84], which includes the source code for the
loadable module, build instructions, and a validation method.

The PQC transition is an ongoing event. As we have shown, it is led by NIST and major
cloud provider companies. The open-source software community is also participating in
this transition, and this thesis contributes by laying the foundations for a potential frame-
work to support the integration of PQC algorithms and enhance the cryptographic agility
of NSS.

7.1  Future Work

In this section, we will discuss the future work that was left out of this thesis but has either
been continued or is planned for future development.

One of the milestones in the project is to achieve a functional connection with TLS 1.3
protocol using PQ/T hybrid methods for the key exchange and authentication. This thesis
did not address these in the methodology or results parts because the work is still un-
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finished. The thesis background section had a section on PQ/T hybrid methods, namely
ISection 2.8 which the author included and utilised to learn more about the subject. On
the same note, efforts to include the loadable module in NSS have been left out, but the
author has worked with the NSS codebase and built their own versions of it. The same
applies to Mozilla Firefox.

As was stated in section, the work to define and design the tests for the
interoperability and internal use cases has been completed, but the actual tests have not
been conducted. This is due to the fact that the testing phase resides further down the
project timeline, and the current status of the project does not yet allow for the tests to
be performed. Either way, the tests represent a significant milestone and a goal to be
reached in the future.

We are also planning to contribute our “pure-rust” build target, mentioned in
to the upstream Kryoptic project. We believe that a build target containing only Rust
programming code could prove useful for the original project.

A major goal for the future of the project is to expand it into a framework that allows
other developers to test their implementations in real-life settings as part of a security
library such as NSS. This goal is closely tied to the design of the loadable module. As
explained in this is a shallow module, meaning that the cryptographic func-
tionality comes from external libraries and is accessed through the software interoper-
ability layer and Cryptoki API. At present, adding implementations of algorithms is far too
labor-intensive for the project to be presented as a usable framework that enhances cryp-
tographic agility. In the future, we aim to add scaffolding, likely through Rust language
macros, to streamline the addition of external PQC implementations. The ultimate goal
is for external libraries to function as plug-and-play modules, making them easy to switch
and update. Work on this branch of the project has not yet begun, and the exact details
remain to be determined.
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