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Software testing is a critical part of the software development process that ensures the quality,
accuracy, and safety of software and builds trust between the user and the software. Testing is
particularly essential in safety-critical, high user count, or complex applications, where undetected
issues can lead to serious consequences. Effective testing processes support risk management,
user safety, and the business goals of the company, ensuring a high-quality product for the mar-
ket. As quality and safety requirements evolve continuously, testing processes also must be de-
veloped to meet these new demands. In recent years, security and safety requirements have
become central, and software increasingly needs to meet quality standards such as reliability and
compatibility with other systems. Due to these rising demands, testing processes must be con-
stantly adapted and improved to meet up-to-date quality and safety goals, providing an excellent
user experience in increasingly tight market competition.

This thesis studies software testing processes and their potential for improvement from a qual-
itative perspective, as well as with possible methods for measuring quality. The research includes
a literature review of theories and methods in testing processes and both qualitative and quanti-
tative research sections. Through interviews and data analysis, the strengths and areas for im-
provement in the commissioning company’s testing processes were identified. The literature re-
view explored fundamentals and various aspects of software testing, such as risk management,
the importance of test automation, and the definition and use of metrics for monitoring processes.
Additionally, the study reviewed various testing process models to identify areas and ideas for
improvement. In thematic interviews, the organization’s testing strategy, structure, testing lifecy-
cle, and the compatibility of tools and environments with testing needs were evaluated. Quantita-
tive analysis, in turn, examined issue detection and resolution times by severity level across pro-
jects.

The results of this thesis demonstrate clear opportunities for improving the commissioning
company's software testing processes. Qualitative analysis revealed the strengths of the testing
process, such as the professional skills and teamwork of testers and a foundational basic testing
process. However, areas for development were also identified, including the need for more pre-
cise process models and practices, product segregation management, and standardization of
testing practices across teams. Quantitative analysis examined the size and resolution speed of
issues across projects, showing that critical errors are typically detected and fixed quickly. How-
ever, project-specific differences were noted, particularly in terms of complexity and resources,
which significantly impact issue handling and prioritization. Suggested improvements, such as
expanding and clarifying metrics and establishing a team dedicated to testing process develop-
ment, aim to improve testing quality and efficiency. The results also indicate that the organization
would benefit from a systematic approach to managing technical debt and broader use of test
automation. This would enable faster product releases and reduce the need for manual work.
Furthermore, the study identified that as systems become more complex, testing processes in-
creasingly require advanced technical expertise and problem-solving skills.

Keywords: software testing, process, practices, quality assurance, key quality factors
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Ohjelmistotestaus on tarkea osa ohjelmistokehitysprosessia, joka varmistaa ohjelmiston
laadun, oikeellisuuden ja turvallisuuden seka rakentaa luottamusta kayttajan ja ohjelmiston valille.
Testaus on erityisen kriittista turvallisuuskriittisissa, suuren kayttajamaaran tai monimutkaisissa
sovelluksissa, joissa havaitsemattomat virheet voivat johtaa vakaviin seurauksiin. Tehokkaat
testausprosessit  tukevat riskienhallintaa, kayttajien turvallisuutta seka  yrityksen
liketoimintatavoitteita varmistaen korkealaatuisen tuotteen markkinoille. Koska laatuvaatimukset
ja turvallisuuskriteerit muuttuvat jatkuvasti, my0s testausprosesseja on kehitettdva vastaamaan
naitd uusia tarpeita. Tietoturva- ja turvallisuusvaatimukset ovat nousseet keskioon talla
vuosikymmenelld, ja ohjelmistojen on yh& useammin taytettdvad laatuvaatimuksia, kuten
luotettavuus ja yhteensopivuus muiden jarjestelmien kanssa. Kasvavien vaatimusten vuoksi
testausprosesseja on jatkuvasti mukautettava ja parannettava, jotta ohjelmistot vastaavat
ajanmukaisia laatu- ja turvallisuustavoitteita seka tarjoavat erinomaisen kayttdjakokemuksen yha
tiukemman markkinakilpailun keskella.

Tassa lopputydssa tutkittiin ohjelmistotestauksen prosesseja ja niiden kehitysmahdollisuuksia
laadullisesta nakdkulmasta, sekd mahdollisia laadun mittaustapoja. Tutkimus sisaltaa
kirjallisuuskatsauksen testausprosessien teorioista ja menetelmistd sekd kvalitatiivisen ja
kvantitatiivisen tutkimusosion, jossa haastatteluiden ja datan analyysin avulla kartoitettiin
toimeksiantajayrityksen testausprosessin vahvuudet ja kehityskohteet. Kirjallisuuskatsauksessa
tarkasteltiin ohjelmistotestauksen perusteita ja erilaisia osa-alueita, kuten riskienhallintaa,
testiautomaatiota seka metriilkan maarittdmista ja hyddyntamista prosessin seurannassa. Lisaksi
tydssd tarkasteltiin  erilaisia testausprosessimalleja parannusideoiden ja -kohteiden
tunnistamiseksi. Teemahaastatteluissa kartoitettiin testausorganisaation strategiaa, rakennetta,
testauksen elinkaarta seka tydkalujen ja ymparistdjen yhteensopivuutta. Kvantitatiivinen analyysi
puolestaan tarkasteli virheldyddksia ja korjausaikoja eri projektien vakavuustasojen mukaan.

Tydn tulokset osoittavat selkedt mahdollisuudet parantaa ohjelmistotestauksen prosesseja
toimeksiantajayrityksessa. Laadullinen analyysi toi esille testausprosessin vahvuudet, kuten
testaajien ammattitaidon ja tiimitydbn, sekd toimivan perustestausprosessin, mutta myds
kehityskohteita, kuten tarkempien prosessimallien ja toimintatapojen maarittelyn, tuotteiden
segregaation hallinta, sekad eri tiimien testauskaytantdjen yhdenmukaistamisen tarpeen.
Kvantitatiivisessa analyysissd tarkasteltin eri projektien virheldydésten maaraa ja
sulkemisnopeuksia, ja tulokset osoittivat, etta kriittisimmat virheet havaitaan ja korjataan yleensa
nopeasti. Tuloksissa havaittiin kuitenkin projektikohtaisia eroja, erityisesti kompleksisuuden ja
resursoinnin suhteen, jotka vaikuttavat merkittavasti virheiden kasittelyyn ja priorisointiin.
Ehdotetut parannukset, kuten metriikan laajentaminen ja selkedmpi maarittely, seka
testiprosessin kehitykselle omistetun tiimin perustaminen, tahtdavat testauksen laadun ja
tehokkuuden parantamiseen. Tulokset osoittavat myds, ettd organisaatio hyotyisi
systemaattisesta lahestymistavasta teknisen velan hallintaan ja testiautomaation laajempaan
hyddyntadmiseen. Tama mahdollistaisi nopeammat tuotejulkaisut ja vahentaisi manuaalisen tyén
tarvetta. Lisdksi tutkimuksessa tunnistettiin, ettd jarjestelmien monimutkaistumisen myéta
testausprosessit  vaativat yhd enemman teknistd osaamista ja  kehittyneita
ongelmanratkaisutaitoja.
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1. INTRODUCTION

Over the past few decades, software development has significantly transformed vari-
ous sectors of society and industries. The commonness of different applications has
become global, as software is found in a wide range of devices, from hand size
smartphones to large-scale heavy mobile machines. While various technology sectors
have made significant advances in innovation, leading to the production of interesting
products, their potential user base heavily depends on their proper functionality. How-
ever, despite these advancements, all devices are ultimately human-made and prone
to design flaws. Failures in software can lead to dangerous consequences, ranging
from negative user experiences to personal injury. Naturally, due to these conse-
quences, people have begun to develop methods to minimize these failures or defects.
As a result, software testing and quality assurance have become part of the develop-
ment process of systems and applications, where the aim is to ensure that the opera-

tion and functionalities are as safe and reliable as possible for human to use.

This thesis was commissioned by a company with the goal of improving its software
testing processes, especially in a fast-changing and agile environment. The company
tasked this study with focus on identifying important quality aspects of the testing pro-
cess and finding ways to measure them effectively. To accomplish this, the thesis ex-
amines various methods for testing and quality assurance, as well as strategies for im-
plementing these methods, based on a thorough review of relevant software testing lit-
erature. In addition to this theoretical foundation, the thesis includes two practical stud-
ies to evaluate and improve the current testing process. The first study uses qualitative
methods by conducting semi-structured interviews with various stakeholders which are
connected to the testing process. These interviews aim to gather their experiences and
opinions to better understand the strengths and weaknesses of the current process.
The second study involves analysing the company’s defect database. This analysis fo-
cuses on identifying the types of issues reported in different projects, assessing how

severe these issues are, and evaluating how quickly they are resolved.

Chapter 2 reviews the fundamentals of software testing and its application within vari-
ous development processes and environments, drawing on technical literature, stand-
ards, and research data. Chapter 3 focuses on different testing process models, strate-
gies for process improvement, and the role of test automation in improving the testing
process. Chapter 4 discusses the rationale and methodology behind the qualitative the-

matic interviews conducted during this study, followed by an analysis of the results. In
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Chapter 5, data from an issue database is analysed to provide a quantitative perspec-
tive that balances the qualitative research. The purpose of these studies is to offer in-

sights from distinct perspectives that mutually support the research. Chapter 6 synthe-
sizes the findings from both research approaches and addresses the study's research
questions. Finally, Chapter 7 provides a short summary of the work, highlighting the

main activities and results
The work aims to answer the following research questions:

1. RQ1: What are the key quality factors in software testing, and how can they be

measured?

2. RQ2: How can the existing testing processes of the organization be improved?
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2. THEORETICAL BACKGROUND - FOUNDA-
TIONS OF SOFTWARE TESTING

Nowadays, many people use electronic devices that run various software applications.
Artificial hearts and insulin pumps are critical for health, while others such as
smartphones and computers, make everyday life easier. We rely on these devices to

work safely and correctly.

Software testing is vital for ensuring the reliability and quality of modern software. As
software becomes more complex, the need for testing grows, requiring more people
and expertise. In business, testing is crucial for building a strong brand and making a

good first impression on customers [17, pp. 1-3].

Testing involves more than just checking if a feature works by running tests and noting
the results. It starts with understanding what the device is supposed to do. The tester
needs to know the device's requirements and specifications to create a good test plan.
Another key part of testing is reporting problems, which involves sharing what was
found with stakeholders or other involved parties. These different aspects of testing will

be explored in the following sections [14, pp. 1-3].

The following subchapters cover the fundamentals of software testing and its various
components. The purpose of these chapters is to clarify the core nature of testing, why
it is necessary, and the essential elements involved, along with an overview of the test-
ing process itself. Chapter 2.1 explores the underlying reasons for testing, discussing
why it is needed and presenting examples of testing failures to illustrate these points.
Chapter 2.2 outlines the basic testing process and the key concepts that testers must
understand to carry out their tasks effectively. Chapters 2.3 and 2.4 provide an over-
view of different software development models and introduce the principles of agile de-
velopment, specifically the Scrum method, which is used within the commissioned or-
ganization. Chapter 2.5 examines the importance of test automation, especially as
technical debt accumulates and requires management. Chapter 2.6 and 2.7 delve into
the basics of planning tests and the various methods available to support this process.
Chapter 2.8 reviews risk management techniques as they apply to testing strategy, pro-
cess control, and task prioritization. Chapter 2.9 explores the types of metrics used in
testing and their applications. Finally, Chapter 2.10 discusses the key factors of quality,

based on ISO standards.
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2.1 The Need for Testing and Its Root Causes

The importance of software testing cannot be overemphasized. Historically, human-
made defects, known as faults, errors, or flaws, have been part of our technological
progress. Understanding human error is crucial, as mistakes can lead to unwanted and

fatal outcomes [17, pp. 4-5].

One example is the increase in software-related automotive recalls, which impact en-
gine control, safety systems, and cybersecurity. These defects pose safety risks and
cause financial and reputational damage to manufacturers and businesses [29, pp. 1-
3].

Recent aviation industry tragedies, such as the Boeing 737 MAX crashes, highlight the
necessity of precise testing. These incidents, caused by software flaws, rushed design,
and inadequate safety measures, highlight the severe consequences of neglecting pre-
cise testing and prioritizing speed and cost over safety and reliability [19, pp. 5-11][24,
pp. 19-20].

People and organizations can make mistakes, leading to software flaws. During devel-
opment, incorrect assumptions and poorly defined specifications can cause confusion
and errors. When these systems reach the testing phase or client use, the impact of

these errors may result in failure [14, pp. 7-9].
Defects often result from the following root causes:

e Ignorance and Misunderstanding - Lack of training or unclear requirements. Ad-
dressing these involves training, feedback, clear processes, a positive work culture,
discipline, and reviews [17, p. 8][14, pp. 9-10][24, pp. 4-13][5, p. 74].

o Mistakes - Human errors vary from simple coding mistakes to complex documenta-
tion defects [17, p. 8][14, pp. 9-10][28, pp. 33-38][4, pp. 116-117].

e Pressure and Stress - Stress can lead to mistakes. A culture focused on speed
and cost-cutting can be counterproductive. Clear priorities are essential for avoiding
costly mistakes [30, pp. 1-9][24, pp. 12-13].

o Underestimating the Environmental Impact - Physical hardware can be affected
by environmental conditions like human influence or natural erosion. Designers

must consider these factors throughout a product's lifecycle [17, p. 3][24, pp. 4-13].

e Tunnel Vision - Designers may focus too narrowly on their work, missing the
broader context, especially in large projects. This can lead to overlooked mistakes
[17, p. 22].
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o Differing Opinions - Perceptions of mistakes vary among individuals. One man's
issue is another man's feature. It's ultimately up to the end-user or development or-

ganization to define what constitutes a defect [31, p. 417][4, pp. 192-193].

Human involvement in processes introduces defects. Factors such as time pressure,
learning new technologies, and complex systems increase the likelihood of errors, im-

pacting both the financial and quality aspects of the product [14, pp. 7-9].

Proper testing ensures that software functions correctly and is safe, while also saving
costs by detecting issues early. Including testers in the development process as early
as possible is advisable. Quality assurance (QA) plays a significant role in this, helping
companies ensure that everything is done the right way, following specific rules and
methods. Software testing is important for the following reasons [17, pp. 4-5][14, pp. 5-
77

» Identifying and Preventing Defects Early — Finding errors early in software and
involving a tester from the start of the development process can prevent costly is-

sues and eliminate defects before they cause significant problems.

o Ensuring Functionality - Testing validates that the software works as intended,

meets requirements, and complies with legal or regulatory standards.

e Building Trust and Improving Quality: Well-tested systems demonstrate reliabil-
ity, gain user confidence, and make software more user-friendly. This leads to re-

duced costs, increased profits, and improved sales.

¢ Minimizing Risks - Testing detects and resolves potential problems, reducing the

likelihood of failures and losses.
o Informing Stakeholders - Testing provides clear information for decision-making.

Defects can occur at any stage of an application's lifecycle, and the cost of fixing them
varies. Ideally, defects should be resolved in the phase they arise to minimize costs
and time. Especially during redesign, fixing defects can be expensive. The cost of fixing
and identifying defects can significantly increase during transitions between phases,
particularly in complex systems. However, each situation is different, so organizations
must calculate their own development and defect-solving costs at different lifecycle
stages [17, p. 12][14, p. 8][24, p. 25][44, pp. 229-230][39, pp. 15][31, p. 422].

The Consortium for IT Software Quality (CISQ) reported substantial costs of poor soft-
ware quality in the United States, with total costs estimated at $2.08 trillion in 2020 and
$2.43 trillion in 2022. These costs include spending on defects and failed projects, with

many projects facing issues such as quality problems, delays, and budget overruns.
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The concept of "technical debt," or unresolved defects, was estimated at $1.5 trillion in
the US [24, pp. 4-6][25, pp. 3-7].

These defects can be costly to fix, lead to reputational damage, and introduce security
vulnerabilities. To minimize these risks, it's essential for organizations to prioritize qual-
ity and invest in development and quality assurance processes. Often, organizations
face trade-offs, sometimes opting for quick solutions to remain competitive. It's also im-
portant to note that while development might take 2 to 4 years, maintenance can ex-
tend for 10 to 15 years, accounting for about two-thirds of the total software cost [24,
pp. 9-10][25, pp. 28-29, 59-60][39, p. 335].

2.2 Testing Principles and General Process Structure

The International Software Testing Qualifications Board (ISTQB) outlines seven key

testing principles essential for optimizing the testing process [14, pp. 10-15]:

o Testing Shows Presence, Not Absence of Defects - Testing can identify defects
but cannot prove their absence. Thus, perfect software testing is unachievable [14,
p. 10].

o Exhaustive Testing is Impossible - Due to system complexity and infinite possi-
ble states, it's impractical to test every condition. Strategies like risk-based and re-

quirements-based testing focus on critical system parts [14, pp. 11-12].

e Early Testing Saves Time and Money - As discussed in previous chapters, test-
ing early in the development process reduces the cost of fixing defects, as issues

become more expensive to fix over time [17, p. 12][14, pp. 12-13].

o Defect Clustering (80/20 Rule) - Often, 80% of defects are found in 20% of mod-
ules [14, pp. 13-14].

¢ Pesticide Paradox - Consistently using the same test set becomes less effective
over time. Regularly updating test sets is crucial in uncovering new defects, espe-

cially in regression testing [14, p. 14][2, pp. 8-9].

e Context-Driven Testing - Understanding the software's context is vital, as the se-
verity of defects varies. For example, graphical issues are generally less critical

than control system or safety-critical defects [14, pp. 14-15].

e Absence of Errors Doesn't Imply Quality - Simply reducing defects doesn't guar-
antee quality. A defect-free system might still fail to meet user expectations if re-

quirements are flawed. [17, p. 14][14, p. 15].
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Utilizing and understanding these principles is a good starting point for developing a
detailed testing. Each organization customizes its testing strategy to fit its specific pro-

cedures and goals [14, pp. 15-17].

Understanding the context, as highlighted in the sixth testing principle, is crucial. The
goals of a testing organization should align with the needs of the software development
and other stakeholders. Different focuses, such as web development versus safety-crit-
ical applications, necessitate varying testing approaches. Factors like risk manage-
ment, budget, resource availability, regulations, and other constraints significantly influ-
ence the process. The typical testing process includes stages like planning, monitoring,
control, analysis, design, implementation, execution, and completion, often happening
simultaneously with continuous monitoring and control. A diagram in Figure 2.1 shows
the process flow from left to right, illustrating these phases [17, pp. 14-22][14, pp. 15-
27].

Short descriptions for every different phase of the process:

¢ Planning Phase - Involves defining testing objectives, types of tests, timeframe,
and stakeholder communication strategies. A detailed test plan is created, outlining

the test scope, method, and criteria for readiness [17, p. 15][14, pp. 16-24].

o Analysis Phase - Focuses on understanding the testing basis by reviewing re-
quirements, standards, and risk reports, which guide the creation of test cases
[14, pp. 19-25].

e Design Phase - Address “what and how to test?”. Create and prioritize high-level

test cases and set up the testing environment [17, pp. 16-17][14, pp. 21-25].

o Test Implementation Phase - Prepares for test execution, including setting up the
testing environment and resolving challenges in test automation. Poorly imple-
mented environment can cause issues during execution, affecting the schedule and
costs [17, pp. 18-19][14, pp. 21-26].

o Execution Phase - Conducts tests according to the plan and carefully documents
result for analysing system defects and differentiating genuine issues from false

positives. If needed, it is possible to re-execute tests again easily [14, pp. 22-26)].

e Completion Phase - Summarize outcomes and communicate them to stakehold-
ers, making decisions on unresolved defects and outlining future steps for software

publication or release [14, pp. 23-26].



17

Monitoring and Control

Testing Process >

Planning Analysis Design Implementation Execution Completion

Figure 2.1. Fundamental stages of testing process.

e Monitoring and Control - Involves continuous observation and adjustment of the
process, ensuring alignment with the plan and addressing deviations [14, pp. 18-
24).

Traceability is crucial in the testing process. From planning to reporting, all documents
should be connected. Linking requirements to specifications maintains cohesion and
prevents the scattering of information. In large and complex applications, specialized
tools like Polarion or Jira may be necessary for this linkage. This process fulfils multiple
roles, including metric creation, facilitating access to information, and controlling scope
changes [14, p. 27][25, pp. 38-39].

2.3 Fitting Testing into Software Development Models

Testing is a crucial part of the software development life cycle (SDLC). Different devel-
opment models need different testing approaches. Depending on the needs of the de-
velopment organization, there are various SDLC models. These models range from
lightweight and rapid methods to more controlled and documented approaches. Agile
methods are good for quick changes, while documentation-focused methods are used

for thoroughness [14, pp. 36-37].
Sequential Models

Sequential development models, like the waterfall model, follow a step-by-step pro-
cess. Each phase, such as planning, design, implementation, testing, and deployment,
must be completed before moving to the next phase. While it ensures thorough plan-
ning, it can limit flexibility and delay feedback, particularly in the late testing phase [14,
pp. 37-39][5, pp. 45-46][39, p. 27][4, pp. 501-503].
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The V-model addresses some of the waterfall model's limitations. Essentially an exten-
sion of the waterfall model, it emphasizes early testing and simultaneous development
and testing activities. Early engagement with requirements helps to detect defects
sooner, improving efficiency and saving time and resources. The V-model includes four
key test levels: component, integration, system, and acceptance, which will be further
detailed in Figure 2.2 [14, pp. 37-39].
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Figure 2.2. V-model which is typically used in system engineering [14, p. 39].

In the V-model, the verification phase begins with identifying a need or problem, focus-
ing on understanding the software’s or application’s purpose, requirements, and de-
sired outcomes. User requirements are refined into detailed system requirements, fol-
lowed by high-level software design and preparation of integration tests. Detailed de-
sign specifications, such as data structures and algorithms, are then developed [27, pp.
1-2][35, pp. 133-134].

In the validation phase, which starts after implementation, unit tests are applied to de-
tect defects and verify functionality. Integration testing evaluates component interac-
tions, system testing checks if the system meets specified requirements, and ac-
ceptance testing confirms the software meets user needs. The process concludes with
the operational system stage, marking the software’s completion and handover to the
client or end-user [14, pp. 38-39][35, pp. 134-135].
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Both the waterfall and V-model aim to meet all requirements and user needs but can
be time-consuming and bureaucratic. The V-model improves upon the waterfall model
but retains some limitations of sequential models, such as inflexibility and high re-
source use. Fixing defects or making changes can require extensive revisions/itera-
tions, leading to re-planning and re-testing. These models are still preferred for certain
applications depending on the specific needs of a project. Other sequential models like
the W-model, sawtooth model, and sharktooth model provide alternative approaches
for different requirements [14, p. 39][35, pp. 135-138].

Iterative and Incremental Models

Iterative and incremental models offer an alternative to the sequential approach by di-
viding development into smaller sections. While these models have various variations,
they generally follow the core activities of sequential models. Incremental models de-
velop and deliver parts of the project step-by-step, allowing for early feedback. In itera-
tive models, a basic version of the product is built and improved over several cycles

based on user feedback. However, purely iterative methods can face challenges in

software development due to the need for integration with other components. In incre-
mental design, completed parts of the product are given to the customer, facilitating
feedback on the design. The differences between iterative and incremental models are
illustrated in Figure 2.3, with each phase repeating the steps of define, develop, test,
and publish [14, pp. 39-41][15, pp. 12-15].

In these models, high-level test planning happens alongside project planning and re-
quirement analysis. Detailed test planning and execution are done at the start of each
iteration. Testing often overlaps with development, allowing for early detection of de-
fects, but certain the timing of test execution can vary. Significant parts of test planning
and completion reporting are typically done at the project's beginning and end, not at
each iteration's start and finish [14, p. 41][5, p. 48].

While these models have their benefits, they also introduce challenges, like time-con-
suming regression tests to check for new defects after changes. Automation testing
can help reduce this workload. However, manual regression testing might still be
needed, and maintaining high formality can be difficult with smaller subsystems. Agile
methodologies, like Scrum and Extreme Programming (XP), are examples of iterative

and incremental models that focus on teamwork and flexibility [14, pp. 41-43].
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Figure 2.3. Graphical analogy for iterative and incremental models.

2.4 Agile Software Testing and Scrum Framework

The company that commissioned this thesis uses partially agile development. This
chapter introduces the Agile manifesto, a key element of Agile methodology, and ex-
amines Scrum, a framework aligned with Agile principles. Agile methodologies focus on
iterative and incremental development, encouraging evolving requirements and solu-

tions through collaboration among self-organizing, cross-functional teams.

Originally inspired by the manufacturing industry and later adapted for software devel-
opment, Agile methods prioritize efficient communication and transparent organization.
This clarity team members understand the project's development and dependencies
better than traditional methods. Regular meetings aid in early problem detection and
smoother workflow. Modern practices often assign specific skills to specific roles for
greater efficiency, though collaboration and mutual learning remain essential [26, pp.
12-13].

The Agile manifesto, foundational to methodologies like Scrum and XP, comprises four

core values and twelve principles [13, pp. 1-2][5, pp. 1-4][26, pp. 14-15]:

¢ Individuals and Interactions Over Processes and Tools (A) - Agile prioritizes
team collaboration, understanding that a cohesive team often outperforms reliance

on tools. Testers play a vital role in achieving team goals [5, p. 3].

¢ Working Software Over Comprehensive Documentation (B) - Agile focuses on
delivering functional software quickly, with sufficient documentation that allows

adaptability to changes [5, pp. 3-4].
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o Customer Collaboration Over Contract Negotiation (C) - Agile treats require-

ments flexibly, allowing for ongoing feedback and easy changes [5, p. 4].

¢ Responding to Change Over Following a Plan (D) - Agile values adaptability to

unforeseen changes, which can be critical to project success [5, p. 4].

In software development, change is constant. Agile’s flexibility and responsiveness aim
to maintain customer satisfaction and financial stability. The twelve key principles de-

rived from these values are [13, pp. 1-2][5, pp. 5-6][26, pp. 14-15]:

o Satisfy Customers (B,C) - Deliver valuable software early and continuously.
e Embrace Change (C,D) - Welcome evolving requirements at any stage.

¢ Frequent Delivery (B) - Regularly offer functional software for early feedback.
o Effective Communication (A) - Ensure smooth daily communication.

¢ Motivate Individuals (A) - Support and trust in a motivated team.

e Prioritize Conversation (A) - Favor face-to-face verbal communication.

¢ Measure with Working Software (B) - Use software as a progress indicator.

e Promote Sustainable Development (A) - Maintain a consistent pace, minimizing

overtime to prevent burnout and maintain quality.
e Focus on Technical Excellence (B) - Aim for high-quality design and execution.
e Embrace Simplicity (D) - Focus on necessary solutions, avoiding redundant work.

e Foster Self-Organizing Teams (A): Encourage collaborative determination of the

best approaches, with shared responsibility.

e Encourage Continuous Improvement (A): Regularly reflect on and adjust

behavior for improved efficiency, such as through Scrum retrospectives.

The Agile manifesto promotes team independence and integrates software
development and quality assurance, leading to more efficient problem-solving. It
emphasizes effective communication and collaboration among testers, developers, and
customers, facilitating better understanding and quicker adaptation. Agile methods also
promote a healthier work environment by supporting motivated individuals, breaking

down large projects, and simplifying workload [5, pp. 7-11][26, pp. 16-17].

In Agile testing, testers are involved from the beginning, contributing to user stories,

risk analyses, and acceptance criteria. Agile demands continuous testing in line with
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continuous integration (Cl), necessitating test automation to handle evolving require-
ments. Agile testing prioritizes a balance between documentation and the pace of de-
velopment, ensuring that documentation serves specific purposes and aligns with the

team's goals [5, pp. 38-43].

Scrum is a popular iterative framework used in Agile development, focusing on team
collaboration. While other frameworks like Kanban, Spiral, Rational Unified Process,
Extreme Programming (XP), and Scrumban also align with Agile principles, this thesis

focuses on Scrum due to its relevance [14, pp. 42-44][5, pp. 14-21].

Scrum recognizes that changes during development are inevitable. Figure 2.4 visual-
izes the Scrum event, where one cycle is successfully completed. It breaks work into
smaller segments, typically lasting from a day to a month. There are four types of meet-
ings: daily meetings for short updates, sprint planning for determining sprint duration
and tasks, sprint review for reviewing progress, and retrospective for reflecting on suc-
cesses and improvement areas. Key roles in a Scrum team include the product owner,
who represents stakeholders and maintains the product backlog, the Scrum master,
who facilitates team objectives, and the operational team, consisting of 3-9 members
with diverse roles like testers and developers. This team is highly self-organized and

can make its own decisions about development [14, pp. 42-43][5, pp. 14-21, 46-51].

Scrum emphasizes adaptability, collaboration, and ongoing improvement. Its workflow
revolves around sprints, short development cycles of two to four weeks. Each sprint be-
gins with a sprint planning meeting to select tasks, followed by daily meetings to track
progress. At the sprint's end, the sprint review meeting showcases completed work,
and the sprint retrospective focuses on learning for the next sprint. This cycle repeats
for each sprint, fostering continuous adaptation and improvement [14, pp. 42-43][5, pp.
14-21, 46-51].

When forming Scrum teams, it's worthwhile to consider a suitable developer-to-tester
ratio. One study suggests that team structure largely depends on the specific require-
ments set for the team and its product, as well as the resources and work culture within
the organization. The ideal ratio can vary based on factors such as project complexity,
risk level, and regulatory demands. In highly regulated or safety-critical environments, a
higher ratio of testers to developers may be necessary. In contrast, projects with exten-
sive automation or strong development practices may perform well with fewer testers.
It's recommended to use these ratios only as a general guideline, encouraging team
managers to adjust developer-tester ratio according to the project’s actual needs and

workload rather than following a strict standard. This flexible approach helps optimize
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testing efficiency, reduce unnecessary costs, and adapt more effectively to different

project requirements and team strengths [43, pp. 2-16].
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Figure 2.4. Workflow of Scrum.

2.5 The Importance of Test Automation

Test automation is essential in Agile development, significantly saving time compared
to manual testing, especially with frequent software releases. It ensures repeatability,
eliminates human errors, and reduces schedule pressures. Automated testing frees up
resources for creative tasks such as developing new tests and serves as valuable doc-
umentation. It accelerates the process of obtaining test results, allowing the develop-
ment team to use their time more efficiently. However, it's important to determine which
tests to automate. Tests related to load/performance, graphical user interface, and re-
petitive tasks are ideal for automation. In contrast, usability tests, one-off tests, and

tests unlikely to fail are not suitable for automation [15, pp. 258-287].

Integrating test automation presents challenges in maintenance and development. Au-

tomation introduces various challenges, such as [15, p. 264][31, pp. 2-3]:

¢ Limited Focus - Automation is often a side task, and not prioritized.

e Demanding Learning Curve - Mastering test automation effectively is challenging.
¢ Ambiguous Goals - Varied stakeholder expectations can lead to disappointment.
¢ High Turnover - Staff changes can result in a loss of accumulated knowledge.

e Reactionary Choices - Sometimes automation is chosen out of desperation.
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¢ Avoiding Testing - Some favour the automating of product over hands-on testing.
o Tech Over Purpose - The focus may shift from testing to automation technology.

o Large Time Investment - Ineffective test design can make automation efforts un-

successful and difficult to maintain.

Bret Pettichord suggests that clear process definition is key for effective test automa-
tion. Before automating, exploring simpler, cost-effective process improvements, like
well-documented regression testing, can be beneficial. Detailed test cases provide

clear automation guidelines, with the main goal being improved efficiency [31, pp. 4-5].

Clarity in requirements and specifications are essential, as vague requirements can
lead to inadequate test designs and produce issues in future. Selective automation, fo-
cusing on areas with the highest return on investment, is important to avoid excessive
and counterproductive automation. Sometimes, a mix of automated execution and

manual verification is more effective [31, pp. 5-6].

Demonstrating the feasibility of a test automation project is crucial, especially since
these projects often take longer than anticipated. Gaining support from key stakehold-
ers is critical for building trust and securing necessary funding. A well-defined proof of

concept highlighting potential benefits can be invaluable [31, pp. 6-7].

Finally, acknowledging the complexities of automation in Agile projects is vital. Testers
need to be skilled with automation tools for maintenance and troubleshooting. Regular
updates and reviews of the test suite ensure ongoing effectiveness. An unmaintained
or undocumented tool can quickly become obsolete. Regular updates and flagging out-

dated tests are essential to prevent chaos [31, pp. 16-17][23, p. 47].

2.6 Test Planning and Strategy

Before diving into different testing methodologies, it is important to understand the de-
velopment of testing strategies and plans. A test plan guides the testing process, outlin-
ing goals and a timeline. It's not a detailed specification or a step-by-step guide. Its
main purpose is to direct testers, communicate with stakeholders, and adapt to
changes. Conversely, a test strategy describes the overall testing approach and aligns
with the organization’s test policies, including specific approaches for different projects

based on their goals and risks [14, pp. 161-165].

Creating a test plan involves three main steps: clarifying the testing task and scope,

serving as a communication tool for the project, and acting as a reference for adapting
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to changes during testing. A good test plan should be brief and focused on the organi-
zation’s or testing team’s objectives. It is shaped by factors like the organization’s test-
ing strategy, development lifecycle, available resources, and project-specific goals. It
defines the testing scope, objectives, risks, and approach, detailing task allocation, re-
source requirements, and critical decisions. Documenting the process, including test
designs and cases, is crucial. The plan should also consider automated tools, their in-
tegration with manual testing, and metrics for monitoring and reporting. It might specify
the type of test cases needed, from comprehensive and well-documented to minimal

documentation, depending on project needs [14, pp. 161-164][31, pp. 345][4, p. 109].

A test strategy is a high-level document outlining the approach and objectives for soft-
ware testing within an organization or project. It defines testing goals, methods, re-
sources, and scope, with the approach varying based on objectives and resources.

Common strategies include [14, pp. 164-166]:

Based on analysing requirements or risks. Risk-based strategies use risk analysis for
planning and prioritization, while requirements-based strategies use specifications to

design tests.

¢ Analytical Strategies - These are based on analysing factors like requirements or
risks. For example, risk-based strategies use risk analysis from project data and
stakeholder input for test planning and prioritization. Requirements-based strate-

gies use requirement specifications to design tests.

e Model-based Strategies - Involve designing tests using a model of the item being
tested, such as mathematical models for guiding testing. If the system behaves as

predicted by the model, it's considered working.

¢ Methodical Strategies - Structured approaches often using checklists to address
major areas in test design, implementation, and execution. They may be internally

created, combined from various sources, or adapted from external ideas.

¢ Consultative Strategies - Rely on advice from stakeholders or experts for test

suggestions, often emphasizing later testing stages.

e Regression-averse Strategies - Focus on ensuring system stability after changes,

typically relying on automated regression tests, and reusing previous tests.

¢ Reactive Strategies - Adjust tests during execution based on detected defects.
Typically applied in the later stages of testing, this approach can incorporate vari-

ous techniques, such as exploratory testing.
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Some strategies are preventive, focusing on early issue analysis, while reactive strate-
gies aim to find unexpected issues during execution. There’s no one-size-fits-all ap-
proach, so strategies should be chosen based on the development organization’s
needs [14, p. 167].

In Agile environments, the role of strategy and planning varies. Traditional methods fa-
vour detailed test plans, whereas Agile projects prefer a flexible process with close col-
laboration. Test strategies guide new employees and address specific project risks,
while Agile methodology allows flexibility in communication [15, pp. 86-88][43, pp. 65-
67, 79-80].

2.7 Overview of Software Testing Methodologies

Software testing includes various methods, designs, and types. While covering all is
beyond this study's scope, a brief overview of common methods is beneficial. Different
sources may refer to similar methods by different names, but categorizing tests based

on their primary focus is practical, as shown in Figure 2.5.
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Figure 2.5. Overview of software testing classifications and techniques.

2.71 Test Pyramid and Its Testing Levels

The test pyramid, shown in Figure 2.6, consists of four levels, each varying in size and
complexity. Although the test pyramid is sometimes associated with test automation, its
naming convention can vary. The pyramid's right side represents automation levels and

the corresponding team members responsible [5, p. 84][15, pp. 223-234].
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Figure 2.6. The Test Automation Pyramid (TAP) shows testing levels on the
left and automation and responsibility levels on the right.

Short description of each level:

o Base (Component/Unit) - This level contains many small, quick unit tests typically
created by developers. These tests focus on identifying defects and confirming the
functionality of individual software modules, aiming to catch flaws early. In Agile
projects, automated component regression tests are common to ensure new
changes don’t disrupt existing components [14, pp. 48-49][7, p. 27][39, pp. 368-
370][4, p. 5].

e Integration - This level focuses on interactions between software components
(component integration) and between different systems (system integration). Devel-
opers usually handle component integration tests, while system integration tests
are often the responsibility of testers. Common issues include data management
and communication errors [14, pp. 50-53][7, p. 27][39, pp. 370-373][4, pp. 6-7].

e System - This level evaluates the entire system or product to ensure it functions
correctly and meets end-user needs. Tests confirm software functionality, usability,
and compliance with organizational standards. Common defects include incorrect
controls and impracticality in production environments [14, pp. 53-55][7, pp. 27-
28][39, p. 373][4, p. 7].
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e Acceptance - The most time-consuming and complex tests, primarily designed by
testers and executed via the user interface (Ul). Acceptance testing ensures the
system meets acceptance criteria and is suitable for end-users, aligning with cus-
tomer expectations and complying with standards. Common defects at this stage
may relate to workflow, compliance, or suitability for use [14, pp. 55-61][7, p.
28][39, pp. 373-374][4, pp. 7-8].

However, the test pyramid is a theoretical concept and may not always align with in-
dustry practices. It serves as a metaphor and has various interpretations. While unit
testing is generally prioritized over acceptance testing, there is no fixed ratio between
them, as this depends on the software's complexity and context. Thus, comparing test
case numbers across pyramid levels is not practical due to differences in case sizes.
Research indicates that in practice, the distribution of tests across the pyramid's layers
can vary, sometimes resulting in different shapes like a trapezoid, an inverted pyramid,

or an hourglass [8, pp. 4-5][7, pp. 49-50].

While automation is feasible at every level, manual testing may still be necessary for
new or outdated features. Although not directly part of the test pyramid, manual testing

remains a crucial aspect of the process [5, p. 84][15, pp. 223-234].

2.7.2 Testing Types and Their Primary Purposes

This chapter covers functional, non-functional, and maintenance testing, which are
used at various testing levels. Functional tests verify if the system works as intended.
Non-functional tests evaluate how well the system performs its tasks. Maintenance
testing ensures changes don’t negatively impact the system. While other testing types
exist, this chapter focuses on these three categories, as shown in Figure 2.5 [14, p.
62].

Functional testing aims to verify the system based on planned requirements, which
could be business needs or functions in user stories. Testing can variate from checking
how secure the system is or if it fits the user's needs. It can use a requirements-based
approach, translating individual requirements into test cases, or a business-process-

based approach, focusing on daily business tasks and use cases [14, pp. 63-64].

Non-functional testing evaluates system performance in areas such as speed, safety,
and usability, often using "black box" techniques where the tester is unaware how the
system works. These tests are designed to meet the needs of different user groups and

may require special environments or expertise [14, pp. 64-65][7, pp. 28-29].
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Maintenance testing includes change-related testing and regression testing. Change-
related testing verifies specific fixes by replicating the conditions of the original defect,
though it does not guarantee that the fix has not caused other problems. Regression
testing involves retesting previously passed tests to confirm that new changes have not
introduced additional defects, ensuring the software continues to meet its requirements
after modifications. Test automation is heavily utilized in these activities, and impact
analysis identifies parts of the system affected by changes, guiding additional testing
efforts [14, pp. 66-71][7, p. 29][39, pp. 335-336].

2.7.3 Execution Type

This chapter discusses two main software testing methods, static and dynamic tech-
niques. Static testing examines code and documentation without running the software,
while dynamic testing involves real-time software behavior analysis. Both methods are
essential for ensuring functionality and reliability, offering a comprehensive perfor-
mance perspective. They differ in approach and detect different defects, making their

combined use beneficial.

Static testing, though not a replacement for dynamic testing, improves software quality
and accelerates development. It is applicable during the design, development, testing,
and maintenance stages. Commonly used static analysis tools automatically check
code for compliance with standards and complexity. Static testing also includes reviews
of requirements, user stories, code, and manuals, identifying defects early and provid-

ing learning opportunities for the team [14, pp. 75-77][7, p. 32].

Research shows that reviews significantly improve productivity and product quality.
Early defect identification saves time in testing and maintenance, while early feedback
allows for proactive adjustments, reducing costs. Reviews also play a key role in in-
forming, communicating, and educating team members, aiding their understanding and

planning for future development stages [14, pp. 77-79].
Common static review methods [14, pp. 88-95][7, p. 35][18 p. 231]:

¢ Informal Review - Identifies potential issues and generates new ideas through

team discussions or peer reviews.

¢ Walkthrough - Focuses on finding defects, improving software, exploring ap-

proaches, training team members, and achieving consensus.

e Technical Review - A structured review by a technical team, targeting issue

detection, quality assessment, and confidence building.
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¢ Inspection - Thoroughly identifies defects, ensures quality, and builds trust in the

product, offering insights to refine both review and development processes.

Dynamic testing in software is divided into three main types: white-box testing (struc-
ture-based), black-box testing (specification-based), and experience-based testing.

These types differ mainly in the knowledge of the system used for testing. Each type
differs in its approach and the system knowledge required for testing, offering unique

benefits and complementing each other [14, p. 106-109].

Black-box testing focuses on software functionality based on expected behavior without
knowledge of internal workings. Applicable at all testing levels of test pyramid, it ad-
dresses both functional and non-functional aspects and relies on specifications [14, pp.
109-111][4, p. 3].

White-box testing requires understanding of system code and data flow, used mainly
during component and integration testing. It measures the thoroughness of internal
component testing and necessitates skills like code comprehension [14, pp. 65, 111-
112][4, pp. 2-3].

Experience-based testing uses testers' knowledge and skills, supporting both black-box
and white-box methods. Useful when specifications are missing or outdated, it facili-

tates exploratory testing, valuable for low-risk systems and tight deadlines [14, p. 112].

Commonly used dynamic testing techniques [14, pp. 112-142][7, pp. 29, 38-44][39, p.
37-83][15, pp. 195-198]:

Black-box testing (Specification-based)

¢ Equivalence Partitioning (EP) - Groups values and tests a representative from

each group to reduce repetitive testing and improve efficiency.

e Boundary Value Analysis (BVA) - Builds on EP by focusing on the edges of these

partitions. It prioritizes testing values at the boundaries and those close to them.

o Decision Table Testing - This method uses a table to show how the system reacts

to different inputs. It's ideal for complex scenarios with multiple outcomes.

e State Transition Testing - Examines system state changes due to actions or

events, using diagrams for visualization, suitable for simple systems.

e Use Case Testing — This method involves creating real-life user scenarios. Each

scenario follows a step-by-step path with an expected outcome.

White-box testing (Structure-based)
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¢ Statement Testing - Aims to execute every code line to ensure no part of the code

is unreachable. Doesn’t guarantee that all conditions and paths are tested.
o Decision Testing - Focuses on testing every decision or branch in the software.
Experience-based testing

o Exploratory Testing - Testers spontaneously examine the application, using their

knowledge and intuition to identify defects, useful when specifications are unclear.

o Error Guessing - Uses testers past experience to guess and test potential defects.

2.7.4 Driven Development Practices

In traditional software development, coding is often done first, followed by testing,
which can lead to delayed testing and incomplete coverage. Test-first practices like
Test-Driven Development (TDD), Acceptance-Test-Driven Development (ATDD), and
Behavior-Driven Development (BDD) address these issues by designing tests before
writing code. These methodologies, developed in collaboration with stakeholders, are

well-suited for Agile projects [5, p. 78][7, p. 25].

TDD involves creating tests before writing the code. The process starts with drafting a
test case for a specific function, which initially fails due to the absence of the code. De-
velopers then write just enough code to pass the test, refining it over time. This cycle,
including regular refactoring, maintains code and test clarity. This approach is illus-
trated in Figure 2.7. TDD reassures developers of code correctness and builds confi-
dence but can be challenging due to potential misunderstandings about functionalities.
While TDD focuses on unit testing, its applicability to broader testing scopes has led to
ATDD and BDD development. Automating unit tests, as endorsed by ATDD and BDD,
is recommended for efficiency [5, pp. 79-80][26, pp. 63-64].

ATDD aligns software development with user needs and stories, using tests represent-
ing user-desired behaviours as acceptance criteria. It enhances collaboration and clari-
fies expectations among the stakeholders. ATDD follows a similar life cycle to TDD but
operates on a broader level, focusing on user stories or acceptance criteria, facilitating

early user-level testing and stakeholder collaboration [5, pp. 81-82][7, p. 45].

BDD involves collaboration across the organization, including business personnel and
clients, to define clear software behaviours. It emphasizes automation and keyword-

driven tools, making it popular in spread organizations. BDD's user-friendly syntax al-
lows non-developers to engage in test case creation, making it a flexible and inclusive

method for software development [5, p. 83][15, p. 165].
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Figure 2.7. Process of test-drive development.

2.8 Risk Management

In software testing, limited resources and time make it impractical to test every compo-
nent extensively, necessitating the prioritization of certain areas, especially those with
higher risks. Understanding risk, which involves the likelihood and impact of negative
outcomes, is essential. Higher risks require early and thorough testing, while lesser
risks can be addressed later. Estimating defect likelihood is challenging, especially in

complex systems or with new tools [5, pp. 102-110][14, p. 183][39, p. 342].

Quality, a subjective concept described by Joseph Juran, goes hand in hand with risk.
It relates to product performance, user satisfaction, and the absence of flaws that lead
to complaints. Test teams should focus on identifying bugs that could cause user dis-
satisfaction, considering various dimensions such as functionality, reliability, usability,
efficiency, maintainability, and portability [4, pp. 11-13][20, pp. 9-10, 85].

Quality and risk-based analyses, using tools like lightweight quality risk analysis and
risk poker, help identify critical testing areas and align tests with risks. These analyses
involve various team members, addressing system gaps and adapting to various pro-

ject needs, including agile methodologies [5, pp. 104-110][4, pp. 14-15].
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2.8.1 Lightweight Quality Risk Analysis

In agile project management, unlike traditional approaches that conduct risk analysis at
the beginning of project's life cycle, risk analysis is divided into smaller parts throughout
the project due to its iterative nature. Initially, stakeholders discuss key quality issues,

and as the project progresses, specific risks are identified and dealt [5, pp. 110-111].

In lightweight quality risk analysis, risks are ranked based on their likelihood of occur-
rence and potential impact. It's crucial to balance these rankings to ensure that not only
high-risk items are focused on. Once risks are determined, appropriate testing methods
are chosen at the start of each agile iteration, while traditional methods might adjust the
process during development [5, p. 111][31, p. 407].

An example of a risk analysis table is shown in Table 2.1, which organizations can
adapt and modify [5, pp. 111-113][4, pp. 30-32]:

Table 2.1. Example template of quality risk analysis.

Risk Category & Title Likelihood Impact Priority Extent of Testing
Quality - Bad design 4 4 16 Opportunity / Report Bug
Safety - Warning light broken 4 1 4 Extensive
Technology - New framework 3 3 9 Cursory
Project -Timeline 2 4 8 Broad

The table consists of five columns. The risk category specifies which area the risk be-
longs to. Next, the likelihood of the risk occurring and its impact are determined. The
example table uses a scale of 4-1, where 4 means low and 1 means high. The next col-
umn is the product of the likelihood and impact, indicating how risky the area is and the
priority of the risk. The extent of testing is based on risk priority: high-risk areas require
comprehensive early testing, while lower risks may need less or no testing. For in-
stance, a score of 1-4 requires extensive testing, 5-8 broad testing, 9-12 cursory test-

ing, and 13—16 means only reporting bugs if found [5, pp. 111-113][4, pp. 30-32].

2.8.2 Risk Poker

Risk poker, applicable for both Scrum and traditional software development, helps

teams evaluate and manage risks by focusing on their impact and likelihood. During
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risk poker sessions, led by the Scrum master, team members use colored cards to rep-
resent different risk levels, with each color predefined for a specific level of risk. Team

members privately vote on the perceived impact and likelihood of each risk, discussing
and re-voting if opinions vary. Time limits or voting limits streamline the process. If con-

sensus isn't reached, the product owner assigns the final risk score [5, pp. 113-116].

Teams may create a risk matrix to visually assess the risks, with higher values indicat-
ing greater risks. Figure 2.8 presents an example risk matrix. This matrix is checked
against a normal distribution to identify any differences that might require re-evaluation.
While effective for release planning, risk poker may be less suitable for iteration plan-
ning due to the typically smaller number of risk items. Ultimately, testers have a list of
tests to perform in a certain order, but the organization decides on the types and extent

of testing required to manage risks effectively [5, pp. 116-118].
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Figure 2.8. Example of risk matrix [5, pp. 116-11].

2.8.3 Managing Regression Risk

Managing regression testing in Agile development is a fundamental challenge. With
each iterative cycle, testers must create new tests, update existing ones, and remove
those no longer needed to align with the product's changing features. Over time, this
extra work cumulates technical debt and reduces available testing time. Regularly re-
viewing old tests is essential to ensure they remain useful [5, pp. 62-64][31, p. 484][4,
pp. 118-120].

Automated testing becomes crucial, as it can quickly check repeatable functions and

provide fast feedback for both testers and developers. It's vital to carefully choose
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which tests to automate, considering the stability of the features being tested. Poorly

designed automation can cause more problems than it solves [5, pp. 62-63].

Version and configuration management tools are also key in managing regression risk,
aiding in retesting older software versions and managing updates flexibly. The primary
objective of regression testing is to verify modified code areas and those impacted by
changes, generally using existing test cases, which may need updates if system be-
havior has changed. The selection of test cases for regression testing aims to balance
efficiency and cost-effectiveness [5, pp. 62-63][31, p. 433][39, pp. 336-340].

While automation is helpful, it does not cover all aspects of regression testing, particu-
larly in setup, teardown, or analysis phases. Thus, it is not a complete solution for all
functional regression testing. Slowing down the release schedule can also be an effec-
tive strategy to manage risks, allowing more time for thorough testing and a compre-
hensive examination with a selected set of tests, thereby improving product quality

while maintaining a reasonable release frequency [4, pp. 120-122, 509-512].

2.9 Metrics

This chapter focuses on reviewing monitoring processes and defining key test metrics.
Test monitoring involves gathering and sharing information about testing activities with
project stakeholders, which can be utilized for controlling. A common tool for monitoring
testing and its results is a defect tracking system, which manages a database of defect
details like priority, severity, status, and assignment. This system acts as a knowledge

base, providing traceability and data for metrics [15, pp. 79-83].

ISTQB has defined four categories for testing metrics: Project metrics measure pro-
gress towards project goals, such as the execution, pass, and fail rates of test cases.
Product metrics evaluate various attributes of the product, like testing coverage or de-
fect density. Process metrics assess the efficiency of the testing or development pro-
cess, such as the speed of defect detection. Finally, people metrics measure the per-

formance of individuals or groups [36, p. 38].

Metrics can apply to one or more previously mentioned categories. Metrics are crucial
for measuring testing effectiveness, providing feedback on the process, and indicating
the need for adjustments. They aid in interpreting test results, assessing whether test-
ing objectives have been achieved, and planning future tests. However, selecting and
defining appropriate metrics is vital to avoid incorrect conclusions. Metrics concerning

people require careful handling due to their sensitive nature. For example, using the
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number of lines of code as a performance measure might not accurately reflect effi-
ciency [14, pp. 16-17, 176][15, pp. 75-77][4, p. 189][36, pp. 38-39][22, p. 13].

Metrics should be practical and valuable, straightforward to calculate, easy to under-

stand, and not overly burdensome to maintain. They should be established based on

the project’s specific goals. All stakeholders should have a unified understanding of the

metrics. Metrics need to be balanced, as relying on a single metric can lead to a dis-

torted view of the situation. Ensuring the accuracy of the data reported is crucial for ap-
propriate organizational response [15, pp. 78-79][7, p. 53][36, pp. 38-39][22, p. 12-15].

Next, key metrics in software testing are explored to provide insights into effective test-

ing management:

Table 2.2. Different categories of metrics in software testing.

Metric Type Description

Coverage Measures the proportion of the system examined by tests, including code, re-
quirement, and path coverage. While 100% coverage doesn’t guarantee a fully
tested system, it provides insight into testing thoroughness [14, pp. 133-142][31,
pp. 360-364].

Time-based Tracks time-related aspects in defect tracking, like defect frequency, time be-

tween defects, testing duration, and total failures. These metrics assess testing
efficiency and effectiveness, helping predict future testing needs [39, pp. 422-
427][4, pp. 184-185, 224-225].

Test Results

Includes metrics like pass/fail rates, defect severity, and defect distribution.
They evaluate whether tests were conducted, their outcomes, and the total
number of tests, offering insights into software quality and stability [39, p.
423][31, p. 358][36, p. 39].

Defect Density

Measures the number of failed test cases against total executed cases, indicat-
ing the effectiveness of test cases in finding defects. A higher defect density

means more efficient detection of problems [39, p. 429].

Review Calculates the proportion of defects identified during reviews against total pro-

Efficiency Jject defects, indicating effective early defect detection [39, p. 429][22, p. 10].

Detection Measures the success of identifying bugs before software release, comparing

Effectiveness defects found during testing to those discovered post-release. A higher value in-
dicates better effectiveness in catching bugs before they affect end-users [4, pp.
109, 188-189].

Defect Derived from bug-tracking databases, visualizes bug patterns and trends, aiding

Removal Rate

in understanding and communicating the current status of defects [31, p. 364][4,
pp. 179-180][9, pp. 276-279] [36, p. 39].
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Root Cause Including root cause information in defect reports helps uncover underlying is-
sues within the organization. Tools like Pareto charts and fishbone analysis as-
sist in this analysis [4, p. 184].

Invalid Shows which parts of the software have the most defects, guiding improvement
Sub-system efforts towards the most problematic areas [4, p. 186].
Fulfilment Tracks how well the development team completes planned tasks, particularly in

testing, offering insights into the team’s efficiency [4, pp. 225-226][36, p. 10].

Amount of Counts the number of bugs found during testing or after release. It’s useful to
Defects link this to other testing elements, e.g. release vs. lifecycle. Consider the sever-
ity of each bug to accurately evaluate testing effectiveness. Counting rejected
defects can also be beneficial [9, pp. 273-274][36, p. 39][22, pp. 10-15].

Amount of Reports the number of test cases. To be useful, it needs to be linked to another
Test Cases testing element, such as components, requirements, or release plans. It’s also
possible to consider the level of testing independence or the ratio of manual to
automated tests [4, pp. 276-277][22, p. 10].

Confidence Describes how individuals subjectively experience certain system features or
the use of an application, often is measured by asking for the opinions of stake-

holders, end customers, or other relevant parties [36, p. 39].

Product Risk Measures risk to offer insight into the effectiveness of testing strategies by

quantifying risk coverage and identifying areas needing attention [36, p. 39].

In summary, this chapter lays the groundwork for understanding the critical role of met-
rics in software testing. By defining and categorizing key test metrics, it possible to see
how they serve as vital tools for monitoring, controlling, and enhancing the testing pro-
cess. However, the upcoming chapters will also discuss different testing process mod-
eling techniques, and the various metrics used to represent process maturity levels.
There are many types of metrics but using them correctly is very challenging and de-

pends on the context.

2.10 Quality Factors

Software testing and software quality are closely connected elements in developing ro-
bust, user-friendly, and reliable software systems. The ISO/IEC 25010 standard, “Sys-
tems and Software Engineering — Systems and Software Quality Requirements and
Evaluation (SQuaRE) — System and Software Quality Models,” provides a founda-
tional framework for evaluating software quality. It introduces nine main quality charac-

teristics, each with sub-characteristics, which together offer a comprehensive reference
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for defining, measuring, and evaluating software quality. These characteristics, de-

picted in Figure 2.9, are crucial for setting design and testing goals and establishing

product quality measures [45, pp. 1-10][11, pp. 2-8]
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Figure 2.9. Product quality model with main and sub-characteristics [45, p. 10].

The main quality factors and some of their sub-characteristics are:

e Functional Suitability — Ensures the product meets user needs by providing com-

plete, correct, and appropriate functions [45, p. 5][11, p. 2].

o Performance Efficiency — Measures the product’s ability to perform within time

and resource constraints, covering response time, resource utilization, and capacity
[45, p. 6][11, p. 2].

o Compatibility — Describes the product’s ability to exchange information and per-

form in a shared environment, including co-existence and interoperability [45, p.
6][11, pp. 2-3].

o Interaction Capability — Focuses on the product’s ease of use, accessibility, effi-

ciency, learnability, operability, and user engagement [45, p. 6][11, pp. 3-4].
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o Reliability — Ensures the product can perform without interruptions or faults, cover-

ing fault tolerance and recoverability [45, p. 6][11, p. 5].

e Security — Describes the product's ability to protects information and counteracts
malicious attacks, including confidentiality, integrity, and non-repudiation [45, pp. 6-
71[11, pp. 5-6].

e Maintainability — Facilitates efficient adaptation and adjustments, covering modu-

larity, reusability, analyzability, modifiability, and testability [45, pp. 7-8][11, pp. 6-7].

o Flexibility — Adapts to changes in requirements or environment, including adapta-

bility, scalability, and replaceability [45, pp. 7-8][11, pp. 7-8].

o Safety — Avoids endangering human life, health, property, or the environment, in-

cluding functional limitations, risk identification, and fault tolerance [11, pp. 8-9].

Understanding and using ISO/IEC 25010 quality characteristics is essential for creating
high-quality software. By examining these characteristics and analysing real-world ex-
amples, we can understand their interdependencies and influence on software testing
and quality. The product quality model ensures that all important quality aspects are
considered when defining requirements, developing, or evaluating information systems
or services. The importance of specific qualities may vary depending on the system’s
context, determined by factors such as end-users, their goals, the environment, and

technical specifications [11, p. 10].
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3. THEORETICAL BACKGROUND - PROCESS
IMPROVEMENT OPPORTUNITIES BASED ON
LITERATURE

This chapter explores potential ways to improve the testing process, as identified in lit-
erature and research. Chapter 3.1 examines standardized, clear methods for handling
defects and discusses different issue categories that can be used to describe these de-
fects effectively. Chapter 3.2 highlights various factors that impact the smoothness of
the process, both positively and negatively, and suggests ways to address them. In
Chapter 3.3, five different process models from testing literature are reviewed. These
models provide different perspectives on the testing process and, in some cases, as-
sess the maturity of the process. The goal of these models is to create repeatable ac-
tions, enabling continuous improvement as each phase becomes more predictable.
This, in turn, should improve the quality of the testing results while making the process
itself more efficient. Finally, Chapter 3.4 addresses ways to measure the maturity level

of test automation and its impact on the testing process.

3.1 Clear and Standardized Defect Reporting Process

Defect reports are crucial for identifying issues caused by bugs, helping developers un-
derstand their impact and fix them, thereby improving system quality. The company
that commissioned this work uses an Application Lifecycle Management (ALM) tool for
defect management, which assists in logging, tracking, and analysing bug reports, and
identifying trends [4, pp. 146-147].

Despite the time it takes to create them, defect reports are vital for clear communica-
tion about issues, aiding in their identification and prioritization. Each bug is assigned a
unique tracking number for detailed follow-up from discovery to resolution. An im-
portant element of the report is the failure description, which clearly describes the bug,
its impact, steps to reproduce it, and any connections to other bugs. Categorizing the
bug and setting its status helps in understanding the issue’s nature and solving stage.

Figure 3.1 illustrates a generalized workflow inspired by Rex Black [4, pp. 147-168].

Organizations customize their bug reporting workflows to fit their needs. Typically, the
process starts with verifying new bug reports in the “Review/Draft”’ stage. Reports are

then opened to the team and assigned to a developer for fixing. Once fixed, the soft
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Figure 3.1. A general framework for the defect report workflow.

ware is retested to ensure the issue is resolved without introducing new problems. Suc-
cessful resolutions lead to report closure, while unresolved fixes are reopened for fur-
ther review. Detailed tracking of ownership and resolution date is crucial for accounta-
bility [4, pp. 158-160].

Finally, understanding a bug’s root cause is vital, often involving categorization rather
than pinpointing specific errors. Categories like specification errors, implementation is-
sues, or hardware malfunctions guide prioritizing and refining the development pro-
cess. Table 3.1 presents various root causes identified by Boris Beizer and Rex Black
[4, pp. 169-174][2, pp. 26-36]:

Table 3.1. Different root cause types.

Root Cause Description

Specification Sometimes the instructions or specifications on what the software should do are
not clearly or correctly explained. Mistakes or missing details in these instruc-

tions can cause problems.

Function Even with clear instructions or specifications, the software might not do what it's
supposed to because the people who made it didn't understand or follow the in-

structions correctly.

Test The software does what it should, but the tests to make sure it works right are
not done adequately. This could happen if the testing does not cover everything

or is not done properly.

Hardware / Problems can happen because of issues with the physical parts of computers or
Environment devices, like servers or networks. These problems are not because of the soft-

ware but can affect how it works.
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Software This is about big mistakes in how the software is structured or designed. A

Architecture wrong basic idea in the design can cause many problems in the software.

Control or Problems occur when things in the software happen in the wrong order or based

Sequence on wrong thinking. This causes the software to act in unexpected ways.

Initial Value These problems happen when the starting information given to the software is
wrong. This leads to errors as the software is used.

Code Simple mistakes in the software's code, like typos or small errors in logic, can
make it not work right. These mistakes are usually easy to find and fix.

Documenta- When the instructions or guides for the software do not accurately describe how

tion it works, it can confuse users. This confusion can seem like a problem in the
software.

Bad Unit Rarely, a problem with a part of the computer, like something broken or not con-
nected right, can cause the software to have issues.

Unknown / These are problems that don't fit into other categories. They might be rare or

Other hard to explain issues that get fixed indirectly or remain unsolved.

3.2 Balancing Challenges and Strategies in Software Testing

Many organizations think they are unique and believe standard testing methods might
not work for them. Yet, similar challenges are faced across various industries, regard-
less of their products or services. While some challenges are unique, many are com-
mon across different industries. Misunderstandings or fear of change often lead to re-
sistance against standard solutions. Successful organizations learn from past errors to

improve their testing strategies [4, pp. 514-516].

Rex Black highlighted factors influencing testing progress, labelling them as "gas ped-
als" for positive impacts and "brake pedals" for negative ones. These will be discussed
as positive or negative influences from now on. While single events may have small ef-
fects, ongoing issues can show a worrying trend. Multiple small problems can greatly
affect a test project. It's important to address negative patterns and encourage positive
actions, like teaching team members important methods to improve efficiency [4, pp.
517-518].

Positive Impacts

o Testing Throughout the Project - Starting tests early and maintaining communi-

cation with other teams can manage risks effectively [4, p. 518].

e Resource Allocation - Assigning tasks based on skills and expertise [4, p. 518].
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Test Automation - Automate tests to save time and allow continuous testing. Bal-

ance manual and automated testing, especially for regression risks [4, p. 518].

Test System Architecture - Plan well, choose right tools, check compatibility, and

design for easy maintenance to make test execution efficient [4, p. 519].

Handoff Between Test and Development - Focus on isolating bugs and avoid de-

bugging. Use clear version control and a regular release schedule [4, p. 519].

A Clearly Defined System - Clear requirements and specifications from project

management helps testers avoid assumptions [4, pp. 519-520].

Continuous Test Execution - Consistent results are ensured by continuous test

automation. Avoid delays and use smoke-testing before deployment [4, p. 520].

Adding Test Engineers - A well-structured system allows new engineers to con-

tribute quickly. However, a deeper understanding requires more time [4, p. 520].

Negative Impacts

Overcomplication and Unrealistic Scheduling - Complex assumptions and opti-
mistic timelines can lead chaos, and relying on testing to make up for past delays is

risky, thus accurate time estimation is crucial [4, pp. 521-523].

Missing Test Deliverables - Delays due to unavailable hardware or software affect
schedules [4, p. 521-522].

Lack of Support - Successful testing requires consistent support from system en-

gineers, infrastructure teams, and developers [4, p. 522].
Inadequate Tools - Proper tools are crucial to avoid delays and costs [4, p. 522].

Slow Development Response - Quick bug resolution is crucial for efficient testing
[4, p. 523].

Debugging in Test Environment - If developers use the test environment for de-

bugging, it can disrupt testing and cause delays [4, p. 523].

Buggy Deliverables - Testing a system with many bugs can slow down the pro-

cess significantly compared to testing a system with fewer bugs [4, p. 523].

Violations of Test Plan - Starting a test phase too early often doesn't speed up

testing and can lead to stability issues or equipment damage [4, pp. 523-524].

Scope Changes - Changes in the system's scope, whether expansions or reduc-

tions, can introduce challenges to the test project [4, p. 524].



44

o Test Phase Cancellation - Reducing the scope of testing can waste time spent on
test preparation and miss opportunities to find bugs and gain insights. Sometimes,

it might be necessary to stop testing, if it exceeds its timeframe [4, p. 524].
o Mistakes - Errors in testing can harm the team’s credibility [4, pp. 524-525].

Development teams encounter both positive and negative challenges. The goal is to
face fewer problems and learn from mistakes for smoother progress. Making new mis-
takes is part of learning and growth. It's important to share these lessons throughout
the organization to avoid repeating them. Project retrospectives allow teams to reflect
on their performance, discussing what worked well and what didn’t. Effective retrospec-
tives encourage open discussions and focus on future improvements, requiring support
from leadership [4, pp. 525-527].

Reviewing past actions is important, but it's often not enough. Teams need to be proac-
tive, establishing clear, understandable, and measurable processes for tracking and
improving quality, cost, and speed from the project’s start. A mature process is charac-
terized by transparency, reproducibility, and measurability, allowing teams to see the

impact of changes and make further improvements [4, pp. 528-529].

3.3 Evaluating Testing Process Using Models

Development organizations use various methods to assess the maturity of their testing

processes. These methods are categorized into two main types:

¢ Non-Prescriptive Models - These models provide a framework for evaluating the
testing process, including key points, metrics, and questions for different stages.
They help identify areas needing improvement without dictating the order of ad-
dressing issues, allowing organizations to prioritize based on their needs. Exam-
ples include [4, pp. 529-530]:

o Test Management Approach (TMap Next)
o Systematic Test and Evaluation Process (STEP)
o Critical Testing Processes (CTP)

e Prescriptive Models - These not only aid in evaluation but also recommend a se-
quence for tackling identified issues. Ideal for assessing current status for market-
ing, they rate different processes for promotion or improvement. Non-prescriptive
models might be better for improving the testing process’s value. Examples include
[4, pp. 529-530]:
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o Test Maturity Model Integration (TMM/TMMi)
o Test Process Improvement (TPl Next)

In the following chapters, we'll provide a brief overview of these models to understand

their general purposes and structures.

3.3.1 Test Maturity Model Integration (TMM/TMM:i)

Developed by Professor llene Burnstein and her team, the Test Maturity Model (TMM)
complements the Capability Maturity Model (CMM) by providing detailed guidance for
testing. It describes five maturity levels, best practices, goals, and tasks, helping organ-
izations systematically advance their testing processes. TMMi, the successor of TMM,
aligns closely with CMMi and introduces five distinct levels, each with specific goals.
The TMMi Foundation developed TMMi to transform testing into a structured and effi-
cient process suitable for both traditional and agile development methods [6, pp. 581-
582][40, pp. 1-6][41, pp. 5-6][37, pp. 377-379].

A mature testing process includes elements like independent testing, development of
testing groups, process control, use of various tools and metrics, and consistent plan-
ning, reviewing, and monitoring efforts. Figure 3.2 illustrates these elements [6, pp.
582-583].

TMM is categorized into five levels, as shown in Figure 3.3 [6, pp. 584-586]:
¢ Initial (Level 1) - Undefined and inconsistent testing with unclear steps.

¢ Phase Definition (Level 2) - More planned testing with a clear distinction between

testing and debugging.
¢ Integration (Level 3) - Integrates testing into software development more deeply.

¢ Management and Measurement (Level 4) - Enhances control and monitoring of

testing activities.

¢ Optimization and Quality Control (Level 5) - Focuses on software requirements

and reliability, with a dedicated team for process analysis and enhancement.

As mentioned, each level has specific focuses and objectives, with goals divided into
sub-goals and tasks assigned to managers, developers, testers, and users. Success-

fully meeting these sub-goals enables progression to the next level [6, pp. 586-587].



The mature testing process consists of

Test Planning Process
A documented process for setting
objectives, allocating resources, and
detailing test tasks

Test Life Cycle
A comprehensive approach that
includes planning and reviews,
integrated with the software life cycle

Controlling and Tracking Tools

Monitoring by test managers using

quantitative techniques to assess
process capability and effectiveness

Tools and Equipment
Availability of tools to assist in testing
tasks and data analysis

Defined Testing Policies
Documented policies endorsed

Test-related Metrics
A measurement program with defined
metrics, supported by automated data
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7 LR A collection and analysis

Test Group
An independent group with defined
roles, supported by management, and
provided with training opportunities

Test Process Improvement Group
A team dedicated to refining and
enhancing the testing process

Product Quality Control
Use of statistical methods to ensure guality, with quantitative criteria for stopping
testing and mechanisms for defect tracking and prevention

Figure 3.2. Elements from which a mature development process can be identi-
fied [6, pp. 582-583].

As seen in Figure 3.3, each level has specific focuses and objectives. At the “Initial”
level, testing is unstructured and reactive, with efforts primarily aimed at making the

software run without any predefined goals or systematic approaches. In the “Phase

Definition” stage, testing becomes planned and distinct from debugging, introducing
basic testing methods and clear responsibilities. The “Integration” level further inte-
grates testing into every phase of the software lifecycle, establishing dedicated test
groups and employing metrics to improve and monitor testing effectiveness across de-
velopment stages. “Management and Measurement” expands the scope to include re-
views and inspections, emphasizing early defect detection and the comprehensive
measurement of testing activities and outcomes. Finally, the “Optimization and Quality
Control” phase focuses on continuous process improvement, reliability, and meeting
software requirements, utilizing analyses and quality metrics to refine testing strategies
and enhance software attributes like correctness, security, and usability [6, pp. 582-
583].
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Low (" .
— Initial

- The main aim is to ensure the software runs.
- Tests are improvised after the software program is written.
- There are no specific goals at this stage and testing is not well-roganized

/

Phase Definition

- There is a predefined and planned testing phase after coding.

- Planning clarifies who does what, which tools to use, and how each task is executed.
- There is a clear difference between testing and debugging.

- Basic testing methods are applied across all projects.

AN

Integration

- Testing is integrated into every phase of the software lifecycle.

- Various development models link testing plans with phases like requirements and design.
- A dedicated software test group works closely with users/clients for inclusive testing.

- Test planning begins early, including user feedback at multiple stages.

- Tools are used to manage and oversee different stages of the testing process.

- Special metrics are utilized to guide, fine-tune, and monitor each phase.

Management and Measurement

- Focuses on broadening the scope of testing activities and measuring the process.

- Includes reviews, and walkthroughs in all lifecycle phases involving various stakeholders.

- Aims to identify and resolve defects early in each phase.

- Testing personnel are knowledgeable in test planning, methods, metrics, and review
processes.

- Evaluates quality and effectiveness of testing, including progress, costs, errors, and quality

- Establishes quality goals for software, covering aspects like correctness, reliability, usability,

Caintainability, portability, and security.

Level of maturity

\

Optimisation and Quality Control

- Focuses on ensuring software meets its requirements and maintains reliability.

- Continuous effort to improve the process, which is well-defined, managed, and measured.

- Defects are recorded and analyzed for future improvements using tools like Pareto diagrams.

- Attention to quality attributes, including correctness, security, and usability.

- Continuous analysis and refinement of the testing process supported by organisation.

v - Enhancement includes identifying and implementing improvements, tracking progress,
evaluating new tools and technologies, and facilitating their adoption.

High |

Figure 3.3. Different levels of TMM [6, pp. 582-583].

3.3.2 Test Process Improvement (TPl Next)

The Test Process Improvement (TPI) model, created by Tim Koomen and Martin Pol,
evaluates and improves software testing processes by identifying strengths and weak-
nesses. It builds upon the TMap model and examines different aspects of testing like
tools, methods, and reporting, called key areas. These areas help determine the ma-

turity of the testing process, interconnected within a maturity matrix [23, pp. 31-34].

TPI Next, an update to the TPl model, addresses its previous limitations and adds new
features to better support testing improvements. It introduces a new maturity level sys-
tem, checkpoints, improvement tips, and focuses more on agile development and feed-
back from those involved in the project. While this thesis doesn't go into TPI in detail, it

mainly follows the TPI Next structure and is generally similar [32, pp. 21-62].
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TPI Next model consists of the following elements: key areas, maturity level, check-

points, clusters, and improvement suggestions. The first four elements are used to

build the test maturity matrix, which serves as the main tool of this model. Let's briefly

go through all the elements [32, p. 41].

The TPI Next model consists of key areas, maturity levels, checkpoints, clusters, and

improvement suggestions. These elements build the test maturity matrix, the main tool

of this mode. Key areas consist of 16 different aspects, divided into three groups:

stakeholder relations (SR), test management (TM), and test profession (TP). Table 3.2

provides short descriptions of these areas [32, p. 41]:

Table 3.2. Key areas of TPI Next model [32, pp. 43-46].

Key Area L
Description
Category
Stakeholder Active stakeholders, including managers, users, and marketers, ensure
Commitment (SR) effective communication, cooperation, and resource usage.

Degree of Involvement
(SR)

Early test team involvement enhances product quality, speeds up error

detection, and supports risk analysis.

Test Strategy (SR)

Directs effort and resources to identify major defects efficiently.

Test Organization (SR)

Ensures availability of necessary test resources and clear communica-

tion, addressing skills, tasks, and responsibilities.

Communication (SR)

Clear communication is vital for aligning expectations, coordinating strate-

gies, adjusting activities, and setting priorities, improving team interaction.

Reporting (SR)

Provides key information for decision-making and quality understanding.

Test Process
Management (TM)

Ensures tests are completed on time, within budget, and with desired re-

sults. It involves coordinating resources, infrastructure, and processes.

Estimating and
Planning (TM)

Using right tools and techniques makes planning and estimating reliable

with appropriate techniques, detailing activities, resources, and timing.

Metrics (TM)

Provides objective insights into the product or process.

Defect Management (TM)

Monitors defect lifecycles and provides reports and statistical data.

Testware
Management (TM)

All testing materials, from inputs like designs to outputs like test cases,

are organized, consistent, and reusable, maintaining overall testing order.

Methodology Practice
(TP)

A defined testing method guides test projects with a balance of generality
and detail, supporting daily activities with specific procedures.

Tester
Professionalism (TP)

Involves a balanced mix of skills, business understanding, and IT

knowledge, and the ability to communicate effectively, crucial for quality.
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Test Case Design (TP) Guides defect search based on test strategy, clarifying test coverage and

simplifying case redesign and execution.

Test Tools (TP) Enhances testing activities through efficient task handling, time reduction,

and motivation with automated or manual test tools.

Test Environment (TP) Includes client setups, networks, storage, servers, middleware, and test

data, impacting testing quality, timing, and cost.

In the TPl Next model, key areas are categorized into four maturity levels: initial, con-
trolled, efficient, and optimized, each demonstrating increasing maturity and specific re-
quirements. Higher levels must meet their own and lower-level requirements, aiming to
enhance cost, time, and quality efficiency. The initial level is basic, characterized by ad
hoc testing. The controlled level provides limited insights. The efficient level minimizes
costs and delays while detecting critical defects. The optimized level maintains effi-
ciency even under challenging circumstances. TPl Next uses predefined checkpoints to

assess the maturity of a key area, focusing on achievement goals [32, pp. 47-49].

Checkpoints are targets or rules used to assess the maturity of a testing process, de-
termining how well testing meets certain standards. Clusters group similar checkpoints,
simplifying the improvement of specific parts of the testing process. By using these ele-
ments collectively, a test organization can evaluate and improve its testing methods
[32, pp. 52-55, 97].

For example, the first controlled level checkpoint for metrics is: 'In the test process,
metrics are defined and used to estimate and control the test project.' Often, check-
points are sorted alphabetically, creating a clear progression. More checkpoints can be
found from TPI Next guides [32, pp. 52-55].

A test maturity matrix, as shown in Table 3.3, provides a graphical view of the test pro-
cess's state. Key areas are listed on the left side, with maturity levels across the top.
Each level, except initial, has checkpoints numbered 1 to 4, indicating progress. By an-
alysing this matrix, a test organization can identify which key areas are underdevel-

oped, average, or mature [32, pp. 50-51].

Finally, the TPl Next framework provides improvement tips for each maturity level.
While checkpoints describe what to achieve, these tips explain how to implement im-
provements [32, p. 54].
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Table 3.3. Example of TPl Next test maturity matrix [32, p. 50].

Maturity Level

Initial Controlled Efficient Optimizing
Key Area
Stakeholder Commitment 1A | 2B | 3B | 4C 1F 2H 3H 1K | 2M | 3M
Degree of Involvement 1A | 2B | 3C | 4E 1H 2H 3J 1L 2L
Test Strategy 1A | 2A | 3B | 4E 1F 2F 3H 1K 2L
Test Organization 1A | 2D | 3D | 4E 11 2l | 3J | 4 | 1K | 2L | 3L
Communication 1B | 2C | 3C | 4D 1F 2F 3J ™ 2M
Reporting 1A 2C 3C 1F 2G 3G 1K 2K
Test Process Management 1A | 2A | 3B | 4B 1G 2H 3J 1K 2M
Estimating and Planning 1B | 2B | 3C | 4C | 1G | 2H | 3l 4] 1K | 2L | 3L
Metrics 1C 2C 3D 1G | 2H | 3H | 4l 1K 2K
Defect Management 1A | 2A | 3B [ 4D (| 1F | 2F | 3H | 4J | 1K | 2L | 3L
Testware Management 1B | 2B | 3D | 4E 11 2| 3J 1L | 2L | 3L
Methodology Practice 1C 2D 3E 1F | 2H | 3J | J4 1™ 2M
Tester Professionalism 1D | 2D | 3E | 4E | 1G | 2G | 3I 4] 1K | 2K | 3M
Test Case Design 1A 2A 3E 1F | 2I 3l 4J 1K | 2K | 3M
Test Tools 1E 2E 3E 1F | 2G | 3G | 4l 1L | 2M | 3M
Test Environment 1C | 2D [ 3D | 4E | 1G | 2H | 3J | 4J iL | 2M | 3M

3.3.3 Test Management Approach (TMap Next)

TMap Next promotes business-driven test management (BDTM), offering a structured
testing approach, comprehensive tools, and adaptability to different scenarios. It guides
testers in creating test plans tailored to client needs and managing these tests across
various project types, including waterfall, agile, and maintenance projects. Key activi-
ties include risk analysis, strategy development, team formation, and test system setup,

emphasizing clear communication with clients and stakeholders [1, pp. 15-22, 43].

TMap consists of four core elements, shown in Figure 3.4. In the following paragraphs,

we will briefly discuss each element and its core idea.

BDTM, one of the core elements, aligns testing with business goals, focusing on defect
detection, system functionality confirmation, and business value delivery. It considers

four crucial factors [1, pp. 69-78]:

¢ Results - Ensuring testing aligns with client requirements and goals.
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Core Elements of
Test Management Approach (TMap Next)

Structured Test Business-driven Test

Adaptive Process Management

Complete Toolbox

Figure 3.4. Core elements of TMap [1, p. 49].

e Risk - Prioritizing tasks to maximize value under resource constraints.
e Time - Adapting testing to meet deadlines, influencing scope and risk.
o Cost - Setting and adjusting the testing budget to align with requirements.

Another core feature of TMap is its structured test process, involving three main parts:
creating the master test plan, conducting acceptance and system tests, and develop-
ment testing. The master test plan, developed by the test manager and stakeholders,
lays out a unified strategy focused on critical error detection, ensuring consistent, effi-
cient, and well-scheduled testing efforts. Development testing starts with small compo-
nents, gradually expanding in scope, focusing on data processing and transfer between
sub-systems. It aims to ensure quality and meet client standards using techniques like

TDD and Cl, solving all issues before moving to the next process steps [1, pp. 44-51].

The TMap life cycle model organizes acceptance and system tests into seven phases:
planning, control, infrastructure maintenance, preparation, specification, execution, and
completion. These phases, illustrated in Figure 3.5, ensure efficient management of the
testing process by outlining specific tasks, timelines, methods, and responsibilities [1,
pp. 46-47].

Let's briefly go through each phase of the life cycle [1, pp. 47-50]:

¢ Planning - Develops a detailed plan addressing risks and test strategy to align

with client needs and project goals.

o Control Phase - Regularly reviews the test plan, making necessary adjust-

ments to guide the test's progress and quality.

¢ Infrastructure Maintenance - Ensures the test environment and tools are pre-

pared and maintained, coordinating with relevant teams and stakeholders.

e Preparation Phase - Verifies the quality of test specifications to ensure they

are suitable for designing tests, aiming to identify issues early.
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o Specification Phase - Defines and prepares tests so testers are ready when

the execution phase starts.

o Execution Phase - When the test object is ready for testing, it is set up for pre-

liminary tests, and then it is verified that it is possible to run the tests against it.

e Completion Phase - The final phase includes reporting, updating test materials

for future use, and reviewing the testing process to improve future practices.

Control

Preparation Specification Execution Completion
Planning

Infrastructure maintenance

Figure 3.5. TMap lifecycle model [1, p. 47].

The third key part of TMap is the complete toolbox. This includes techniques for testing
(how to test), the infrastructure (where and with what to test), and the organization
(who does the testing). It aids in planning and estimating testing duration, managing
defects, setting goals, analysing risks, creating test designs, and evaluating the final
product. The organizational aspect covers testing policies and rules, team collabora-

tion, professionalism, and role differentiation [1, pp. 51-59].

The final core element of TMap is its adaptability. TMap offers various tools and meth-
ods that can be adjusted to fit different scenarios and changes, helping improve testing
over time. This adaptability makes TMap useful for diverse project types, meeting vari-

ous testing requirements and needs [1, pp. 59-61].

3.3.4 Systematic Test and Evaluation Process (STEP)

Introduced in 1985 and evolving through revisions, the Systematic Test and Evaluation
Process (STEP) ensures software functions correctly by emphasizing error detection,
planning, and teamwork. STEP involves methods such as analysis, review, specific
tasks, creating documentation, conducting tests, and assigning clear roles to team
members to consistently produce high-quality software. It is adaptable to any tools and
testing setups, making it effective for projects with both clearly defined and undefined

goals. It helps in determining software requirements and design [9, pp. 10-12].
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The STEP framework organizes testing tasks into different levels during the planning
phase, matching them with specific testing environments. For instance, unit testing is
suitable for individual developers, whereas subsystem or system testing is designed for
larger projects. The complexity of a project determines how many levels are needed,
varying from simple projects with one or two levels to complex projects that might in-
clude unit, function, subsystem, system, and acceptance testing. These levels involve
three main phases: planning the strategy, acquiring test materials (testware), and
measuring behavior through testing and evaluation. These phases are illustrated in Fig-
ure 3.6 [9, pp. 13-14].

Briefly overview of each activity:

o Establish The Master Test Plan — This foundational plan guides all testing activi-
ties, focusing on strategy, resources, roles, and risks. It is often overlooked due to

time constraints or lack of training [9, pp. 54-62].

o Develop The Detailed Test Plans — Based on the master test plan, these cover
each testing level (unit, integration, system, and acceptance) in detail, outlining test

conditions, expected results, and success criteria [9, pp. 98-100].

¢ Inventory The Test Objectives — Lists what needs to be tested, categorizing ob-
jectives into types like black-box and white-box testing. This helps in creating tar-
geted and effective tests [9, pp. 146-158].

o Design The Tests — Involves creating and designing test cases and procedures
that describe the features to be tested, the testing approach, and criteria for pass-
ing or failing [9, pp. 182-196].

¢ Implement The Plans and Designs — The testing team sets up the test environ-
ment, develops automated scripts, and prepares test data, according to the test

plans and designs [9, pp. 200-217].

e Execute The Tests — Carrying out selected test cases, observing software behav-

ior, outputs, and results under controlled conditions [9, pp. 240-247].

e Check The Adequacy of The Test Set — After testing, it is vital to evaluate if all as-
pects were fully tested and identify areas needing additional tests [9, pp. 259-263].

e Evaluate The Software and Testing Process — Review and analyse test out-
comes to evaluate software quality and the effectiveness of the testing process,
looking for improvement opportunities. Integrating STEP with other frameworks like
TPl and TMM/CMM can further enhance these efforts [9, pp. 388-419].
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Testing Project

Level X Level Y Level Z
Plan
Acquire
Measure

Establish the master test plan

Develop the detailed test plans

Inventory the test objectives

Design the tests

Implement the plans and designs

Execute the tests

Check the adequacy of the test set

Evaluate the software and testing process

Figure 3.6. Different levels and activities in STEP [9, pp. 13-14].

Like earlier models, STEP emphasizes starting test design early, before the software is
fully designed. It involves creating an initial plan detailing the software's expected func-
tions across various testing stages, such as system or acceptance testing. As the de-
tailed design progresses, new tests are added based on fresh information. The main
aim is to prepare most tests early to catch issues quickly and ensure the software

meets its requirements [9, pp. 15-16].

STEP also introduces various test-related documents like test plans, specifications,
cases, and data files, recommending the use of standardized templates for con-
sistency. Furthermore, STEP outlines specific roles within testing activities, including
managers, analysts, technicians, and reviewers, mirroring roles found in software de-
velopment. These roles are responsible for managing different parts of the testing pro-

cess, from detailed planning and execution to the final evaluation [9, pp. 17-20].

3.3.5 Critical Testing Processes (CTP)
Critical Testing Processes (CTP) outline essential steps for systematically testing and
improving software within the broader scope of software project development and man-

agement. It comprises four primary stages: plan, prepare, perform, and perfect, each
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further divided into detailed processes as shown in Figure 3.7. These stages encom-
pass 11 specific processes and a 12th overarching process, ensuring effective and effi-
cient testing by addressing risks, resource management, team skills enhancement, and

continuous improvement [3, p. 32].

T Contextual Analysis

N

Risk Management
%

) \ Estimate and Allocate
\ Resources

[ Bug Documentation :ﬁj

[ Process Adaptation '*]

( Results Communication E:}J

Plan Development

Critical Testing

Processes
Q&
¥

( System Development :ﬁj
-

[ Test Management E’J

( Release Implementation :ﬂ

Figure 3.7. Different stages and processes of CTP [3, p. 32].

Let's briefly go through each process of the CTP:

e Contextual Analysis — Analyses the organizational environment and operational

dynamics, understanding historical practices and the role of testing [3, pp. 11-31].

¢ Risk Management — Identifies and manages potential challenges, focusing on

maintaining quality within resource limits and balancing trade-offs [3, pp. 35-52].

o Estimate and Allocate Resources — Focuses on optimal resource use, consider-
ing cost savings and acknowledging the speculative nature of planning. Clear eval-
uation is crucial when the impact of all factors is well understood [3, pp. 65-70, 83-
87, 97-106, 129-134].

¢ Plan Development — Defines testing strategies, tools, and methods, considering
their impact on regression and maintenance testing, with organization-wide support
[3, pp. 153-155, 171-187, 197-202].

e Team Building — Selects team members based on knowledge, attitude, and will-
ingness to learn. A competency matrix identifies training needs or areas requiring
new hires with specific skills [3, pp. 219-220, 232-245, 263-265)].
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o System Development — Includes preparing the test environment and testware,
identifying problems, developing test cases, gathering test data, and choosing ap-
propriate tools [3, pp. 273-275, 286-313].

o Release Implementation — Manages the release process, including version con-
trol, testing, building, configuration settings, and maintaining libraries/components
[3, pp. 335-347].

o Test Management — Executes tests against the prepared test systems to evaluate
the quality of releases, including risk analysis on release candidates and progress
updates [3, pp. 368-382].

¢ Bug Documentation — Tracks issues with clear descriptions to aid in prioritization,

communication, and resolution [3, pp. 398-412].

¢ Results Communication — Uses metrics and other tools to effectively communi-
cate test results to stakeholders, emphasizing relevance, reliability, and timeliness
[3, pp. 441-451].

¢ Process Adaptation — Change is inevitable. Focuses on understanding the origins
of changes, balancing schedules, resources, and budgets, and analysing strengths

and weaknesses of development processes [3, pp. 474-482].

3.3.6 Evaluation of Different Testing Process Models

The literature offers various models from different eras, but not all are directly applica-
ble to modern software development environments. Many models share similar fea-
tures and elements, yet distinct environments and agile development have introduced

nuances that not all models can address directly.

As previously mentioned, there are differences between prescriptive and non-prescrip-
tive models, but their core ideas remain similar across all models. These models share
several common elements but differ in their emphasis and approach. TMap Next and
TPI Next provide flexible and adaptive frameworks, making them suitable for various
project types. STEP offers a highly detailed and structured approach, ideal for larger
projects with clearly defined goals. CTP emphasizes continuous improvement and
team development, making it suitable for organizations focused on long-term process
refinement. TMM/TMMi provides a clear pathway for maturity assessment but may be

perceived as more rigid and formal.
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All models emphasize planning, process and lifecycle development, the significance of
the organization, the maintainability of the testing environment, and the right attitude to-
wards testing. As shown in Figure 3.8, these main categories are detailed. This dia-

gram is compiled from the previously mentioned models and aims to illustrate the ele-

Planning and Estimating

Test Cases Resource Allocation
Documentation Scope
Scripts and Automation Budget
Plannin
Test Data Testware 9 Schedule and Timeline
Management

Design Specifications
I Risk Evaluation
Reports —
— Testing Methods

Testware Reuse and Maintenance

Change Management

Tools
Development of Strategies
Building and Teardown
Elements Of Risk Management
Software
_— i : Software Aligning Testing with Business
Version Control Testing Environment Testing Strategy Goals
Environemnt Maintenance Based on the TMMi, TP| Testing Policies
Next, TMap, STEP, CTP
Hardware ° o Innovation and Adaptability

models

Configuration Control

Monitoring
Support Test and Quality Control
Resources Design and Implementation
Training and Professionalism Execution and Validation
e Test Lifecycle
Communication Test OrganlzatloT Process Management and
and Mar Continuous Improvement

Stakeholder Engagement

Defect Management
Independency
—_— Reporting
Reporting
- Metrics and Measurements

Decision-making

Figure 3.8. Core elements of software testing quality factors [3, p. 32].

ments to consider in software testing. The diagram does not intend to answer or re-
place the models, but it helps to understand the components of the process and what

aspects to consider when analysing and redefining processes.

3.4 The Maturity of Test Automation

Although various maturity models emphasize the importance of test automation, their
coverage is often superficial. Generally, these models are structurally similar and offer
good practices and tools for testing and development organizations. However, not all
extensively address the significance of automation. Automation plays a crucial role in

both software building and self-testing, enabling rapid quality creation. Improving and
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maturing test automation presents unique challenges that many organizations struggle

to overcome. Yuqging Wang's doctoral thesis examines the improvement of test auto-

mation from a process perspective, reviewing earlier research on various key areas

and their validity in real-world settings [12, pp. 5-10][43, pp. 15-20].

Several studies identified 13 key areas, each with its own set of best practices. Subse-

quent research validated these practices in real-world scenarios, drawing on insights

from testing professionals and other sources. Table 3.4 illustrates these areas and

some best practices [43, pp. 50-57].

Table 3.4. Key areas and best practices for test automation [43, pp. 50-54].

Key Area

List of Some of The Best Practices

Test Automation

Define an effective test automation strategy by setting clear, unambiguous

Strategy goals for test automation, identifying and analysing the risks associated with it,
clearly defining the extent of the test scope to be automated, and identifying
roles and responsibilities for test automation tasks.

Resources Build a team with necessary skills for test automation. Allocate sufficient time,
effort, and funding for these tasks.

Test Keep test professionals motivated, ensure the organization has enough exper-

Organization

tise, and maintain the capability to manage test tools.

Knowledge Collect and share expertise, good practices, and tools, allowing time for train-

Transfer ing and learning.

Test Tools Identify important attributes of test tools (e.g., usability, availability, costs, sta-
bility), test new tools in pilot projects, and establish guidelines for tool use.

Test Maintain control over the test environment configuration, thoroughly test the

Environment

environment and data before use, and set up effective test environments with

high-quality test data.

Test

Requirements

Define a method for deriving test automation requirements and control

changes affecting these requirements.

Test Design

Select test cases for different purposes (e.g., smoke, regression, field tests),
develop high-quality test scripts, follow guidelines for designing test cases,

and perform static and dynamic measurements on test code.

Test Execution

Prioritize test cases for automation to meet the schedule and automate all

tasks before and after execution.

Verdicts

Use stable and predictable test oracles, monitor testing status and progress,

and manage and integrate test results from different sources.

Test Automation

Process

Conduct test automation in a stable and controllable process, building the pro-

cess to support other business processes like development and maintenance.
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Software Under | Ensure the software is mature enough for test automation and that the execu-

Test tion speed is adequate.

Measurements Use appropriate metrics to measure test automation and identify important at-

tributes of automation.

The studies revealed a direct correlation between a higher percentage of automated
test cases and increased test automation maturity, especially in agile methods. Greater
maturity significantly improves product quality by lowering defect density and accelerat-
ing release frequency. Positive influences on test automation maturity include compe-
tence, the testing environment, and satisfaction, while challenges were faced in devel-

oping guidelines and defining metrics [43, pp. 61-69].

Research on an agile test organization showed interesting phenomena. Despite model
recommendations, the organization did not have a formal strategy but followed agile
communication principles, allowing flexible responses to changes. Tool usage was flex-
ible, contrasting with the model’s guidance to carefully consider tools. The test group
focused on qualitative observations rather than quantitative metrics to evaluate perfor-
mance [43, pp. 65-67, 79-80].
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4. QUALITATIVE STUDY - CURRENT STATE OF
THE SOFTWARE TESTING PROCESS

This chapter presents the qualitative research conducted for this thesis. Chapter 4.1
explains why qualitative research was chosen, what considerations are involved and
discusses its strengths and weaknesses. Chapter 4.2 covers the preparations needed
before conducting semi-structured interviews and outlines their objectives. Chapter 4.3
delves into the interview questions, discussing how to ensure ethical standards are met
and proposing an effective question structure with potential themes. Chapters 4.4 and
4.5 review how the interviews were conducted, examine the results, and analyze the

responses thematically.

4.1 Reasons and Considerations for Choosing the Method

One of the most widely used qualitative research methods is interviews. Generally, in-
terviews can be conducted in many ways, such as semi-structured or focus group inter-
views. Studies show the differences between these two methods, and the results indi-
cate that focus groups and individual interviews are similarly effective for collecting
data. However, from a logistical perspective, individual interviews are significantly more
flexible and resource efficient. In this thesis, face-to-face semi-structured interviews are
utilized for these reasons [16, pp. 705-706][18][38, p. 320][21, p. 2955].

Although the chosen method has many benefits, it also has risks, such as simplifying
and idealizing the interview situation, which can raise questions about the interviewee's
competence and motives, making the research data potentially unreliable and subjec-
tive. Therefore, it is important for the interviewer to build a deep understanding of the
theme around which the questionnaire is centered, which has been done as ground-
work in previous chapters. Key considerations include who interviews whom, how the
interviewing is done, and how the results are analyzed. Additionally, the size and struc-
ture of the interview are important, as a long list of questions increases the risk of fo-
cusing on the researcher's and interviewer's world rather than the interviewees' own
world [33, pp. 238-241][18][21, p. 2955].

The semi-structured interview method provides a structured environment where it is
possible to flexibly explore different themes in-depth. These interviews are guided by a

set of prepared questions centered around identified themes yet allow for spontaneous
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probes to delve deeper into subjects of interest. This approach captures diverse re-
sponses influenced by the unique interaction between the interviewer and interviewee,
challenging the understanding of a singular objective truth. However, conducting semi-
structured interviews requires careful preparation and sensitivity to ensure that ques-
tions are clear and relevant to the interviewee's experiences and perspective. Estab-
lishing credibility and gaining the interviewee's trust is crucial for achieving the desired
results [33, pp. 246-247][38, pp. 320-328].

4.2 Preparations and Goals

The most important principles in interviewing are ethics, respect, privacy, and confiden-
tiality. Every participant has agreed to be interviewed voluntarily and is aware of the in-

terview process and the use of information [33, pp. 253-254][21, p. 2955].

The interviews will be conducted within the operational development organization of the
commissioned company in Finnish to ensure that the interviewee's expression is not
limited by language barriers. With the consent of the interviewee, the discussions will
be recorded for analysis. In accordance with the General Data Protection Regulation
(GDPR), each interviewee will be informed that the recording will be used only within
the scope of this thesis and will not be handed over to third parties. The recordings will
be stored locally on the recording device for the duration of the thesis work and will not
be transferred to another device or to the public network. Once the thesis is approved,
the recordings will be automatically destroyed by the interviewer. If the interviewee
wishes to correct information or urge the deletion of the recording, they have the right
to do so. Withdrawal of consent is also possible during the work, in which case the re-
cording related to the interviewee will be destroyed, and they will not be referred to in
this work. Recordings will not be transcribed due to reasons of data minimization,
scheduling, and financial constraints, but important points will be referenced in the

work. All collected data will be aggregated and anonymized.

The purpose of the thesis is to identify the key quality factors in software testing, how to
measure them, and what areas for improvement exist in the current testing process.
Questions and themes built around the elements identified in the background infor-
mation can be used, such as software correctness, reliability, maintainability, usability,
etc. Questions related to the testing process can utilize the elements and areas men-

tioned in the previous main chapter, e.g., TPl Next, CTP, and others.

Interviewees will be selected from different phases of the development process, which

consist of system designers, managers, software developers, and software testers.
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System designers play a significant role in the organization as they define the software
specifications of the system, such as how an automation system should operate and
whether the system verifies requirements. Managers play crucial role in handling pro-
jects, every-day-work and delegating tasks to different subordinates. Software develop-
ers implement these specifications and perform tasks such as unit testing and main-
taining the CI/CD environment. Software testers act as validators of the system, with
tasks including system integration testing, developing automated tests, and reporting
defects. The selection will also emphasize the interviewee's ties and work experience
in software testing. External stakeholders, such as end-users, will not be interviewed

because the feedback process is considered effective within the organization.

4.3 Designing the Interviews

The interviews will follow a list of questions that shape the themes, main topics, and fol-
low-up questions. Themes ensure that questions stay within specific research areas,
while the main questions focus on the bigger topics, encouraging open discussion. Fol-
low-up questions help clarify the main topics and keep the conversation on track. The
question list serves as a guide, and it doesn’t need to be followed strictly. Spontaneous
follow-up questions can be added as needed. The questions are designed to be clear,
participant-focused, and open-ended, encouraging detailed answers that can lead to
new insightful ideas. Before the official interviews, it is helpful to do a pilot interview to
ensure that all important topics are covered and that the questions collect the needed
information. This step also helps the interviewer measure how long each interview
might take. In this thesis, both internal and field-testing methods are used for pilot test-
ing. The internal method ensures the questions are clear, while the field-testing method
involves testing the interview with individuals similar to the real study participants [21,
pp. 2959-2961].

The interview will cover the following themes, which are based on the main elements

from the previous chapter:
1.) Warm-up Questions
2.) Test Strategy
3.) Testing Organization and Management
4.) Testing Lifecycle

5.) Testware and Test Environment
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For each theme, two to six main questions will be formulated, along with necessary fol-
low-up questions. Additionally, a few warm-up questions will be included to ease and
light the conversation at the beginning. It is not required to cover all main questions if
the discussion naturally leads elsewhere. Appendix A contains the questions along with
their purpose and context. With limited interview time, it's important to prioritize ques-
tions to ensure that key topics are discussed in depth. Too many questions may result
in shallow answers, while a manageable number allows for more in-depth discussion.
Follow-up questions may also be needed to clarify or expand on responses, and spon-

taneous questions that arise during the conversation should be considered.

4.4 Conducting the Interviews

The official interviews took place at the company’s premises in August and September
2024. A total of 11 interviews were conducted, involving testers from different product
lines within the testing organization, as well as developers, system engineers, and
managers from related stakeholder groups. The goal of these interviews was to gain a
better understanding of the current testing processes, identify areas for improvement,

and determine key testing metrics and how to measure them effectively.

Most interviews were held face-to-face in a quiet, private meeting room at the company
office, though one was conducted via Teams due to scheduling conflicts. Interviewees
were not given specific questions in advance, but the main themes were briefly dis-
cussed with them before the interviews were scheduled. A pilot interview was con-
ducted to test the flow of the questions and the overall interview structure. Feedback
from this pilot interview helped refine the process for the remaining interviews, making
them more effective in gathering relevant information. The shortest interview lasted 1
hour and 46 minutes, and the longest 2 hours and 27 minutes, with all interviews ex-
cept the pilot falling within this range. The pilot interview lasted 3 hours and 46 minutes,
as all questions were asked, and modifications were made on-site. While the same
themes were used in each interview, the order of questions varied depending on how
the conversation developed. Some unplanned, spontaneous questions were also
asked as needed. Table 4.1 lists the job role of all interviewees and the duration of the

interview
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Table 4.1. The roles of the interviewees and the duration of the interviews.

Interview # Role Duration (hh:mm:ss)
#1 Software Test Engineer (Pilot) 03:46:12
#2 Software Test Engineer 02:27:05
#3 Software Test Engineer 01:51:53
#4 Software Test Engineer 02:01:22
#5 Software Test Engineer 01:53:21
#6 Software Developer 01:53:15
#7 System Engineer 01:51:11
#8 Software Developer 02:04:47
#9 Manager 02:18:46
#10 Test Engineer 02:17:46
#11 Manager 02:01:52

All interviews, except for the one conducted via Teams and the final interview, were
recorded. Each recording was reviewed to capture key points, ideas, and arguments.
Before each interview, participants were informed about how the recordings would be
used, processed, and stored. It was agreed that any confidential company information
would not be shared or included in the final thesis. This assurance helped create a
comfortable environment for the interviews, allowing participants to discuss sensitive
topics, such as up-and-coming technologies or ongoing projects, without worry. Confi-
dentiality was guaranteed, and all personal details were anonymized during the analy-
sis and reporting process. Therefore, the identities of the interviewees are not dis-

closed in this thesis.

No major issues were encountered during the interviews, though scheduling and incor-
porating feedback from the pilot interview took some time. The insights from these in-
terviews provided a solid basis for analysing the current testing processes and identify-

ing potential areas for improvement, which are discussed in the following chapters.

4.5 Results and Analysis

The goal of analyzing the interviews is to gain a clear understanding of the current test-
ing process and identify key factors that affect its efficiency and effectiveness. By eval-

uating these factors, areas for improvement can be pinpointed, allowing for informed
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decisions that improve the overall process. This analysis highlights both the strengths
and weaknesses of the existing process, enabling better control and continuous im-
provement through targeted adjustments. The following chapter discusses the main

themes and key findings from the interviews.

4.5.1 Warm-up Questions

The interviewees were chosen based on their varied work experience, backgrounds in
different organizations, and involvement with testing. This diversity was seen as an ad-
vantage for the study. Some had spent their entire careers within the client company or
its divisions, while others had experience working elsewhere. At the time of the inter-

views, all participants were from the same organisation.

Work experience among interviewees ranged from a few years to nearly 25 years,
providing perspectives from individuals with different expertise levels. It was particularly
interesting to observe how understanding differed between the more experienced and
less experienced participants. The interviews also explored which aspects of testing
those with more experience valued from their previous organizations. Those who had
worked in other organizations were especially capable of identifying different elements

within the processes.

When asked how testing had changed in recent years, many interviewees pointed out
that agile development had become more integrated with testing. This integration in-
creased flexibility, aligning testing more closely with development. As a result, develop-
ers are now more involved in testing, using their technical skills to improve efficiency.
Developers also rely on similar debugging tools as testers. The rise of agile develop-
ment has increased the need for continuous testing, making test automation even more
important. Consequently, the organization has prioritized the development of test auto-

mation.

Regarding whether this shift to agility was positive, many interviewees agreed that it
had added flexibility. However, some felt it also reduced process discipline and struc-
ture. A few even described the shift as "over-agility," where a lack of structure led to
disorganization and heavier workloads. On the positive side, others noted that prioriti-
zation and flexibility made the work more efficient, allowing the team to focus on the
most critical tasks. Early-stage testing and the quick feedback provided by test automa-
tion and CI/CD pipelines also made development work easier. However, this required

the organization, tools, and work culture to adapt accordingly.
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In recent years, the organization has experienced significant changes, resulting in an
increase in products and testing targets. Managing and testing different configurations
has also evolved, broadening the scope of testing and multiplying the workload. This
has created a need for a larger team and more test automation to manage the work-
load and maintain high quality. The importance of integration testing has also grown,
especially with agile development often producing multiple smaller subsystems. As a
result, the system requires more comprehensive testing, particularly for managing nu-
merous configurations. This focus on delivering high-quality work quickly has become
critical to ensure customers receive regular software updates without risking financial

or personnel-related issues caused by faulty software.

4.5.2 Test Strategy

In the interviews, the test strategy was defined as follows: "A test strategy is a plan that
guides the software testing process. It defines how testing is conducted, which meth-
ods and tools are used, and how the results are evaluated. A test strategy ensures that
the testing process is consistent, comprehensive, and efficient, covering all key areas
to maintain software quality and align with the company's goals." The most important
aspect of the strategy is the consistency it brings to the testing process, allowing for
systematic actions. Without a clear process, making adjustments becomes difficult if
things don’t work as expected. The strategy's main goal is to ensure software quality

while aligning testing with the company's broader objectives and business needs.

Clarifying the strategy proved challenging because each interviewee had a different un-
derstanding, and there is no formally documented or defined strategy for development
or testing in the organization. Many interviewees mentioned that there seemed to be no
clear strategy, just an informal model passed down through practice. However, having
a documented strategy would help everyone understand the goals and how to achieve
them. Ideally, the strategy should be developed collectively, making it easier to guide

processes systematically.
The strategy could address the following topics:

¢ Managing Test Volume — If the organization expects an increase in testing needs,
it would be helpful to define how testing will be organized, how prioritization will oc-

cur, and how testing efficiency can be improved.

e The Role of Test Automation — A clear process should outline which tests to auto-

mate and in what order of priority. For instance, one-time or usability tests might not
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need automation. High-volume products benefit more from automation, as it saves

time and reallocates resources.

o Developing Regression Testing — How should the organization manage regres-
sion testing? What level of risk is acceptable if regression test coverage is re-
duced? What conditions must be met to consider a feature stable enough to reduce

testing intensity?

¢ Feedback Mechanism — A systematic way to address process-related issues and
implement improvements would be beneficial. Revisiting "lessons learned" at the

right time is also essential.

e Clear Operational Description — Several interviewees expressed a need for clear
definitions of task completion. For example, if requirements or specifications are not

well-defined, it becomes difficult to write code or test cases.

o Testing Methods — It would be useful to set boundaries for different types of test-
ing. For example, when is exploratory testing appropriate, and when should static

testing or white-box testing be used?

o Reporting — It is important to define how test results are reported within the organi-
zation. Key metrics such as testing progress, defect rates, coverage, and automa-

tion efficiency should be tracked and clearly communicated to stakeholders.

A key element is that testers are given freedom in how they perform their tasks, pro-
moting creativity and flexibility. However, this also requires testers to find the best solu-
tions independently. Many interviewees mentioned that the lack of a formal strategy is
inconvenient but does not prevent the production of good software. The current model
delivers functional software, but a formalized strategy would likely lead to better scala-
bility, efficiency, and quality, especially as teams or projects grow in complexity. While
an informal model can work, formalizing the strategy can improve long-term processes

by providing a shared vision and aligning everyone.
Risk Management

Risk is a crucial part of the strategy and must be addressed thoroughly. Risks bring
real-world complexity to achieving goals. Interviewees frequently noted that risks are
not managed as effectively as they could be. In particular, risk management at the op-
erational level was seen as lacking. For example, task prioritization is essential to en-
sure resources are allocated to the areas that provide the most value. In complex or
time-sensitive projects, not all software aspects can be fully tested. Risk-based testing

allows teams to focus on the area’s most likely to fail or cause issues.
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Resource management is also crucial, as factors such as scheduling, budgets, or work-
load pressure can lead to negative outcomes. Poor scheduling, for instance, might lead
to financial losses or the reassignment of resources. Many interviewees felt that more
time should be spent planning for potential risks, including defining mitigation plans. In-
corporating risk into the strategy ensures that risks are not only identified but also ac-

tively reduced through focused testing, contingency plans, or alternative solutions.

There are also product-related risks that can affect quality, functionality, and user expe-
rience. These include unclear requirements, overly complex systems or features, inad-
equate testing, or a lack of understanding of customer needs. Several interviewees ex-
pressed a desire for more detailed customer requirements to ensure the use case and
environment are clearer. In the worst cases, these issues could lead to defects in key
areas like performance, security, or usability, which would impact customer satisfac-
tion. Identifying product risks early in the development process allows teams to priori-
tize high-risk areas and ensure that critical features are thoroughly tested before the

product reaches end users.

However, taking and managing calculated risks is also important for companies to re-
main competitive. It's crucial not to underestimate risks or be overly optimistic about
managing them. Finally, there should be a clear risk-reporting mechanism. If decision-
makers are unaware of the risks, they cannot fully understand the trade-offs between
testing completeness and project timelines. It would be beneficial for everyone involved

to take time to consider potential risks and factors when planning and executing tasks.

4.5.3 Testing Organization and Management

The organization forms the foundation for the entire development and testing process.
According to the interviews, everyone felt they received enough support from the or-
ganization and their close stakeholders, which helped improve both efficiency and flexi-
bility in their work. The organization also has strong expertise across different areas.
Within the testing team, there is a broad understanding of how various items should be
tested and what factors need to be considered from a testing perspective. Testers have
a clear idea of how things should function. Developers appreciated how well testers de-
scribe problems, reducing unnecessary back-and-forth communication. While not all is-
sues have immediate solutions, questions are usually answered, or direction is pro-
vided on where to find the possible answer. Testers specifically mentioned that devel-
opers, direct supervisors, and system engineers are crucial to their success. Many in-

terviewees also felt it is important to maintain a work culture that encourages open dis-
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cussions, allowing people to share constructive feedback comfortably. Effective com-
munication plays a key role, with teams often holding daily or weekly meetings to dis-

cuss current challenges, share solutions, and update others on their progress.

However, many interviewees pointed out the fast pace of development and how in-
creasingly complex issues need to be addressed, often quicker than before. For in-
stance, new technologies create additional tasks for testers, as they must adapt or
build new work environments and learn the system's structure. In one interview, a de-
veloper mentioned that the role of testers in the current organization is different from
their previous workplaces. Testers have access to more tools and environments, giving
them a broader understanding of the product compared to developers, who often lack a
comprehensive view of the product, its context, and specific details. New challenges,
like security concerns, require the development organization to adapt quickly. As a re-
sult, the workload is not expected to decrease anytime soon, and more staff will be

needed across various areas.

Some interviewees also highlighted the importance of meaningful work. Testers noted
that repetitive tasks could lead to a careless attitude, where important work might be
neglected. Additionally, a shortage of staff can turn small challenges into bigger prob-

lems if the workload continues to increase.
Training

Training is another key factor. Many testers mentioned that there are no direct training
programs for testing jobs, and the best way to learn is through experience. However,
having studied automation, software development, or a technical background is a sig-
nificant advantage. Developers and system engineers also emphasized the importance
of learning to gather information from different sources when working on new technolo-
gies and applying that knowledge to current systems. For this reason, the organization
invests in training by hiring both external and internal trainers to cover different topics
and share knowledge. If needed, external consultants are also brought in to introduce
new expertise. However, the timing of training is critical. If new skills are not applied im-
mediately, they can quickly be forgotten, reducing the overall benefit of the training. Re-
viewing older knowledge is also important because new employees may not be aware
of certain topics and reviewing them can provide clarity and fresh perspectives. Initia-
tive, critical thinking, and a desire to produce high-quality products were identified as

key traits.
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Decision-Making

In terms of decision-making, many interviewees pointed out the importance of manag-
ers effectively delegating tasks based on their team members skills. Project managers
were also seen as essential, as they often decide the direction of projects. Reviews, as
collective activities, were another way to make decisions. However, some interviewees
mentioned that decision-making can be unclear at times. Sometimes, a lack of reasons
or arguments made it hard to understand certain decisions. A few interviewees also
mentioned that decisions were not always transparent at the operational level. Still, the
organization was praised for making quick and flexible decisions during critical mo-
ments, responding effectively to challenges. Some interviewees highlighted the im-
portance of following through on tasks and learning from them once critical issues have

been resolved.

Reviews were considered an effective tool, although they were used less in the current
development environment. Those who had worked in organizations with more struc-
tured processes highlighted the benefits of reviews but also noted the challenges, such
as ensuring everyone involved is fully aware of what is being reviewed and ready to

provide input when necessary.
Collaboration

Although this thesis primarily focuses on software testing and touches briefly on devel-
opment, other stakeholders, such as safety, project management, and mechanical,
electrical, and hydraulic engineering teams, also play a significant role. Some testers
and developers mentioned that, although they were not very familiar with these depart-
ments, their work indirectly affected both developers and testers. For example, many
projects are well-planned by the time the software development team starts its work or
receives initial drafts of the feature. One interviewee described the relationship be-
tween software development and the other engineering teams with an analogy: Me-
chanical design creates the skeleton of the system, hydraulic design provides the veins
and muscles, and electrical design provides the necessary impulses for movement.
Software development acts as the brain, deciding what to do at each stage and which
controls are needed to fulfill the user’s intentions. This analogy illustrates how different
parts of the organization work together to produce a cohesive, functional product. How-
ever, it was also pointed out that while mechanical, hydraulic, and electrical problems

can sometimes be fixed through software, software issues cannot be fixed with those
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methods, highlighting the importance of thorough software testing. Other departments

rely on the software to be properly tested.
Testing Independency

The interviews also explored how independent the testing organization is seen to be.
Many interviewees felt the testing organization was relatively independent, supported
by the fact that the testing team operates as a separate entity. However, testers are
also part of different Scrum teams, focusing on specific product types. With this level of
independence, testers have significant input in product development and can offer con-
structive feedback to the rest of the team. They also have the freedom to interpret re-
quirements, specifications, and code. Testers were often critical of their work, which
encouraged seeking new perspectives. For safety-related testing, independent meth-

ods were also used, sometimes seeking external support when necessary.

4.5.4 Testing Lifecycle

The organization employs various testing processes, primarily focused on development
work and annual release testing. While these processes differ in some respects, they
also share similarities. The development testing process follows a more traditional ap-
proach, while release testing is more structured. During the interviews, both processes
were discussed, with clarifying questions asked about their different stages. It became
clear that, at the operational level (among developers and testers), there was a limited
understanding of how the broader development process connects to software develop-
ment and testing. The processes had not been modeled or documented in a way that
would provide the operational team with a clear understanding. As a result, teams re-
lied more on learned practices rather than following a specific process. The purpose of
the interviews was to better understand the overall process and identify key inputs that
drive the testing activities. The following sections explore the key aspects of testing re-

vealed during the interviews.
Stakeholders

Many interviewees began by outlining the key stakeholders involved in the testing pro-
cess. The following Figure 4.1 shows stakeholders that were identified as having a di-

rect impact on testing activities:
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Figure 4.1. Stakeholders identified in the interviews from various levels within
and outside the organization.

Stakeholders play a crucial role in process definition because they provide diverse per-
spectives, ensuring the process aligns with business goals and user needs. Their input
helps identify requirements, potential risks, and improvements early on, which can lead
to more efficient and effective processes. Engaging stakeholders also ensures better
communication and collaboration across teams, leading to smoother implementation
and higher acceptance of the defined processes. Additionally, their involvement helps

maintain responsibility and provides valuable feedback for continuous improvement.
Annual Release Testing

The organization has established a practice of providing a certain number of updates to
customers machines each year. These updates aim to introduce new features, fix
bugs, and generally improve the user experience. It's important to consider that the
machines being updated can be very old, meaning the original parts and software may
have changed significantly over time. Therefore, software testing must be precise,

cover various configurations and support various hardwares.

In the current process, the release kick-off is initiated at specific times by the system
engineer, and a representative from the testing team is involved from the very start.
This allows testers to influence the development direction, define the scope of the re-
lease, and assess potential risks. The release content is clearly defined, and the fea-
tures or fixes are prioritized. However, modifications can still be made during develop-
ment and testing. The company uses a planning tool to create the release plan, which

includes development tickets and bug tickets addressing specific issues. This tool also
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keeps a record of what has been fixed or introduced in each version, providing testers

with a clear understanding of bugs and the versions where fixes were implemented.

Through this tool, testers have a clear view of the testing scope and estimated time-
lines, yet these may change as the scope or schedule is adjusted. The tool also sup-
ports a Kanban-style workflow, which shows the status and progress of tickets. Typi-
cally, at the start of a release, most features have already been initiated by software
developers and are iterated based on development pace and sprints. Testers aim to

test all features, create necessary test cases, and catch other issues during testing.

Testing planning for annual releases largely depends on the tester's experience and
the scope of the testing. In most cases, planning is kept minimal because the testing
targets are well-defined. Once all features are delivered, the tester is responsible for
ensuring that each feature has corresponding test cases, which must be successfully
executed. During the release testing phase, regression testing is also required. After
testing is complete, a summary of what was tested and how must be documented for
future reference by the organization. Many testers found the annual release testing pro-
cess straightforward but noted that it can be challenging in terms of tight schedules and
limited resources. Once the release testing is successful, the software undergoes pro-
duction testing, where an additional quality assurance (QA) level ensures it is ready for

production use.
Project Testing

Testing in projects is handled differently than in releases. Depending on the project, de-
velopers and testers may be involved early on if the project is primarily software-based.
However, in projects requiring mechanical, hydraulic, or electrical solutions, developers
and testers usually receive a well-defined project at a later stage. Generally, most inter-
viewees observed that an idea emerges from some part of the organization, clients or
by competition, it gets approved by senior management, and are then passed to project
and product managers, who delegate tasks to the operational teams. This process fol-
lows a stage-gate model, where concepts are evaluated, refined, and approved at each
stage before any technical work begins, ensuring that only well-defined ideas proceed

to development.

While the overall model is sequential, some parts, such as software development, fol-
low an iterative, Scrum-like process. Once the operational team receives a project,
testers are involved from the start and stay informed about its progress. A comprehen-
sive or simplified test plan is then created depending on the project's size, and this plan

is monitored and prioritized weekly by test managers.
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The goal of projects is not necessarily to produce separate software but to ensure cer-
tain features are developed and tested successfully. Testing begins as features are de-
veloped and determined ready by developers. Testers require a working software ver-
sion, feature specifications, and a suitable testing environment. Every project aims to
be tested with actual hardware, ensuring that the equipment passes electrical inspec-
tions, factory acceptance tests (FAT), and site acceptance tests (SAT). Successfully
completed projects result in features with corresponding test cases. When these fea-
tures are released to customers through annual releases, the test cases can be reused

for regression testing.
Managing and Monitoring Testing Processes

For annual releases, testing progress is tracked through open and closed planning
items and bug tickets. If there are still open tickets or feature items, it indicates that de-
velopment or testing is ongoing, but these only provide rough estimates. Regression
testing progress is also tracked using the same planning tool, called test runs. This
means testers may have open test cases that still need to be executed on the release
candidate. Automated test results are also tracked to ensure they match the regression

test list and must pass each release.

For project testing, targets are planned and monitored weekly, with detailed status up-
dates requested during project meetings as needed. Testing within projects is more
flexible and may require continuous oversight and tracking from management. Also,
weekly meetings within the testing organization allow testers to freely discuss the pro-
gress of both projects and annual releases. When software is ready for production, it is

tested by a coordinated effort between system engineers, testers, and managers.

Many interviewees complimented the company's bug management process, noting that
testers document bugs clearly, providing developers with the information needed to re-
solve them effectively. While there is room for improvement, the current process is sim-
ple and effective. Testers are skilled at describing issues, providing logs, and some-
times even suggesting potential solutions. Mostly each week, teams manage and prior-
itize which tickets they will fix and test, allowing the organization to track which issues
have been resolved, for which products, when, and by whom. Information about bugs is

also shared with other testers, allowing product lines to be checked for the same issue.

At the end of projects and annual releases, documents are created that detail how and
in which environment testing was conducted. For annual releases, a test run document
summaries what was done during regression testing and includes a Kanban ticket list.

For projects, test cases and results are reported to stakeholders. Additionally, customer
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and production feedback, outside these two processes, must be addressed either dur-
ing the annual release cycle or, in critical cases, outside the standard processes. In

such cases, the system engineer usually decides the urgency of the matter.
Observations on Possible Issues and Improvements from Interviewees

Interviewees pointed out several challenges and improvement suggestions based on

their work experiences. The main points are summarized below:

e Timing of Lessons-Learned Sessions — The timing of lessons-learned sessions
from previous projects is often poor. Although these sessions are held, many feel
that their lessons aren't fully understood or reviewed when they would be most
helpful. It could be more effective to discuss potential challenges with the opera-

tional team at the start of projects.

¢ Lack of Retrospective Elements — Some teams lack formal retrospectives. Hav-
ing project- or process-specific retrospectives would allow teams to identify and im-

plement improvements.

o Defining Ticket Scope — It's challenging to define the scope of individual tickets.
For example, a ticket on a Kanban board might require one day of testing, while an-
other takes only five minutes, but both are treated equally. Additionally, ticket
counts don’t account for the time needed to set up the test environment, which can

be time-consuming.

o Level of Documentation — The amount of documentation required for test cases
and test runs impacts testing efficiency. It's unclear if documenting one-time tests is
worthwhile, and if others use a test case later, it's uncertain how detailed it should
be. These factors can affect testing time, especially when time pressures mount at

the end of a project.

o Outdated Specifications — Specifications and test cases are not always updated
when changes occur, leading to outdated or irrelevant documentation. This often
leaves testers unaware of updates, causing issues in test automation or older test

cases.

e Centralized Place for Test Cases and Issue Tickets — Multiple teams create doc-
uments and test cases, but they are distributed around different projects. Similarly,

issue tickets are stored in various places, leading to duplication and wasted effort.

e Lack of Process Improvements — Discussions about improving the testing pro-
cess often don’t lead to action. Business-driven development can sometimes take

priority over making improvements to testing processes.
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Time Constraints in Testing - Testing time often runs out during releases and pro-
jects, leaving some features untested. New tasks added during development also
increase the workload beyond the initial scope and schedule, giving the false im-

pression that development teams are behind schedule.

Unclear Requirements — Customer requirements, project KPIs, and high-level de-
velopment requirements are not always clearly communicated to operational teams.
In some cases, developers and testers must find or define these requirements

themselves, which can create confusion. Clear requirements ensure the operational

team understands the vision.

Handling Customer Emergencies — High-priority customer issues often bypass
standard testing processes, forcing testers to focus on urgent tasks. The process

doesn’t account for these sudden, high-priority tasks.

Late Involvement of Testers — Testers are often involved too late in the process,

which reduces their ability to provide input and have a meaningful impact.

Development Without Clear Specifications — Developers sometimes work with-
out detailed specifications, making it difficult for testers to understand the intent or
how the feature should work. Teams with experience in more structured develop-

ment processes are concerned this flexibility can lead to long-term confusion.

Limited Use of Reviews and Static Testing — Reviews and static testing are not
used enough early in projects. Incorporating them more into the work culture could
be beneficial. Many agreed static testing is useful, but it needs to be done carefully.
Collective static testing can be ineffective if the wrong people participate without

contributing.

Complex Configurations — Managing and testing multiple configurations can be
difficult and tedious. Each configuration and its features should have updated spec-

ifications stored in a central location.

Need for Defined Desing Rules — A list of mandatory design rules would help. For
example, if controls are activated but actuators are started afterward, the control

should reset before any further operation can occur.

Limited Tracking of Unit Tests — Unit tests written by developers are not closely
monitored, and testers and supervisors don’t have a clear overview of which unit

tests are completed.
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¢ Need for More Visible Risk Management — Risk management needs to be more

visible and better integrated into the process.

¢ Unclear Testing Completion Criteria — Testing often ends due to time constraints,

but it's not always clear when testing should be officially completed.

e Lack of a Standard Bug Reporting Template — A standard template would help
ensure consistent documentation of issues and reduce unnecessary back-and-forth
communication. Developers would have a better understanding of why testers

flagged an issue, and including the root cause of bugs could highlight patterns.

¢ Unclear Regression Test Criteria — There is uncertainty about when and what

test cases should be added to regression test lists and when they can be removed.

o Test Coverage and Validation — Test coverage and validation often rely on defin-
ing boundary values. This requires clear system specifications, which aren’t always

provided.

o Strong Focus on Exploratory Testing — The organization places a strong empha-

sis on exploratory testing methods.

e Challenges with TDD Tests — Test-Driven Development tests have been tried, but

they often focus too much on "happy-day" scenarios and miss potential issues.

¢ Need for a Master Test Plan — Having a comprehensive master test plan would

make it easier to schedule development activities.

o Optimistic Task Estimations — Task estimates are often optimistic, with many un-

derestimating the time needed to complete the work or handle unexpected tasks.

¢ Need for Pre-Release Meetings — Pre-release meetings would help review
changes and confirm whether the product is ready for release. These meetings
could also help determine whether testing was sufficient and collect retrospective

feedback for future improvements.

4.5.5 Testware and Test Environment

The interviews covered test cases, test automation, and environment management, but
"testware" encompasses more, including test planning documents, scripts, result re-
ports, and environment management. The primary goal of this theme was to under-
stand the significance of test automation, its current state, and people's observations of

its benefits and drawbacks.
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Many interviewees emphasized that creating test cases would be easier if there were
clear specifications on how things were done. In some cases, particular functions
lacked clear specifications, requiring testers to consult developers and system engi-
neers to ensure the function was correctly coded and aligned with expectations. Once
a test case is defined, testers often try to link the document to the relevant specification
from which it was derived. This linking is typically done using an ALM planning tool,
which allows two items to be connected for easier traceability. Test results are also
logged in the planning tool and reviewed, especially if a bug could have been caught

through proper testing.

Maintaining test cases is another key element. If a specification changes and testers
are not immediately informed, test cases can quickly become obsolete. Similarly, test
automation developers may not always know when a test case has changed, leading to
false-positive results that don't account for updates. A collective review of test cases
could help improve them, deepen understanding of the function being tested, and
share knowledge among testers and developers. Input from end-users would also be

valuable in refining test cases.

Test automation, its management, and development were significant focus areas dur-
ing the interviews. All interviewees agreed that test automation plays a crucial role in
improving the process. It builds confidence, provides fast feedback for developers, en-
hances traceability, and ensures consistent testing. Automation is especially useful for
regression testing, where the same tests are repeated. It complements exploratory
testing by automating routine tasks and freeing resources for more productive work.
However, many interviewees felt that automation had not been prioritized enough. For
some, it was treated as a secondary task, despite high expectations. Automation can
be resource-intensive, and creating complex automated sequences requires significant
effort. Maintaining automation also demands time and resources, which are sometimes
underestimated. By the end of a project, time constraints can limit the attention given to
automation. Deciding which test cases to automate can also be unclear, leading to the
automation of cases that may change frequently or offer limited benefits. Factors like
product maturity and volume can help determine which test cases are worth automat-
ing.

Some interviewees found automated tests difficult to read and run, posing a barrier for
manual testers or developers who want to understand or modify automated test cases.
Setting up the testing environment can also take a lot of time, especially when availabil-

ity is limited because of the workload. Defining the type of environment to be used for
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automation is essential. In some cases, a simple, static environment for happy day sce-
narios is sufficient, while more dynamic environments can uncover real-world issues
more effectively. The complexity of this domain means that adding more testers won't

solve all the challenges, and automation requires additional resources to manage.

The final set of questions focused on testing environments and tools. Interviewees gen-
erally felt that the testing environments were effective and available in various configu-
rations. For example, each product lines had several simulator environments and set-
ups, including specialized ones for specific needs and features. Many simulators were
software-in-loop (SIL) or hardware-in-loop (HIL) types. Customized solutions were also

available from the simulator provider for R&D development.

However, some challenges existed. Simulator interfaces were limited, and integrating
third-party tools more deeply with the environment could improve efficiency. Develop-
ers and system engineers also used the testing setups, which could limit access since
these environments were often only available to one person at a time. Users didn't al-
ways communicate changes made to the environment, leaving the next user unsure of
what had been modified. Additionally, data collection from simulators was insufficient,
and logs and outputs could be better utilized for error management. Interviewees also
suggested more training on configuring simulators and clarifying which simulators were
best suited for specific purposes, as there were notable differences between them. Alt-
hough there were occasional issues I/O, configurations generally worked well with the
hardware and software. Despite some limitations, most interviewees felt these chal-
lenges were minor compared to the significant benefits gained from using the environ-
ments. Testing software earlier in development allowed for more extensive testing be-

fore moving it to real machines, where experimenting is far more costly if delays arise.

Another critical tool for testing was the ALM tool, which allowed teams to plan and re-
port tests, manage issues, and define specifications. Many interviewees praised the
tool but suggested that internal workflows could be better defined and explained to us-

ers.

Version control tools like Subversion (SVN) and Git were also widely used. However,
these tools were sometimes unfamiliar to new testers, and many interviewees sug-
gested more detailed training on version control, including best practices and trouble-
shooting. Version control is particularly important for managing simulator configura-
tions, ensuring that changes can be quickly applied across different systems. Testers

and developers also create scripts for various tasks and tests, which can be shared to
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improve efficiency. These scripts could be even more effective if more system inter-
faces were available. Additionally, troubleshooting views and diagnostic tools are

shared among testers to help quickly access information about specific issues.

Overall, most interviewees felt that the tools available for testing were sufficient to meet
their needs, enabling them to carry out their tasks effectively. Additionally, when spe-
cific challenges arose or extra support and resources were needed, the organization
responded promptly by providing the necessary assistance. This included offering guid-
ance, training, and technical support to ensure that testers could fully utilize the availa-
ble tools, enhancing both the efficiency and quality of the testing process. Many inter-
viewees appreciated the organization's adaptability and its quick response to address-

ing their concerns.

The following chapters examine the issue database, after which we will take a closer

look at the outcomes of each study and potential improvement suggestions.



81

5. QUANTITATIVE STUDY - ANALYZING ISSUE
DATABASE

This chapter delves into the quantitative research conducted for this thesis, specifically
analysing the commissioned company’s issue database. Chapter 5.1 discusses why
this research method was chosen and what limitations are associated with it. Chapter
5.2 introduces the research environment and defines the objectives of the study. Chap-
ter 5.3 outlines the projects included in the study, detailing the types of projects exam-

ined. Finally, Chapter 5.4 presents and analyses the results.

5.1 Reasons and Considerations for Choosing the Method

This study focuses on a database that stores reports about issues from various pro-
jects, including customer and production feedback and internal R&D problems. Quanti-
tative research methods are ideal for analysing this type of data because it is organized
numerically. Descriptive analysis, in particular, can be useful here since the main goals
are to measure the amount and types of issues and to see if there are any differences
between projects. Another goal is to develop possible theories based on patterns that

appear in the data [10, pp. 9-21].

Quantitative research is a method that collects data in the form of numbers and values,
which are then measured and analyzed. This approach helps answer questions such
as how much something happens and what limits exist. The method is well-suited for
detecting relationships or patterns in data. Key strengths of quantitative research are its
objectivity and reproducibility. Unlike qualitative research, which focuses on personal
experiences and perspectives, quantitative research is based on numerical data, which
minimizes personal bias. Reproducibility means that other researchers should get simi-
lar results when studying the same data, making the findings more reliable [34, pp.
105-106].

However, quantitative research has some limitations. It often lacks a deeper under-
standing of the context and is less effective at observing changing or complex situa-
tions, which can lead to overly simplified results. Although the lack of subjective input
makes the research more objective, it can also be a drawback when trying to under-
stand people’s motivations or expectations, factors that are difficult to measure with

numbers. To address these limitations, this thesis uses both qualitative and quantitative
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methods, as they complement each other. While qualitative research provides rich, de-
tailed insights, it can be more subjective and harder to replicate. Using both methods
allows for a more complete analysis, but it is still essential to evaluate the results from
both methods critically [34, pp. 105-107][10, pp. 5-7].

5.2 Introduction and Goals

As briefly introduced in the previous chapter, this chapter focuses on a detailed analy-
sis of the issue database to identify key patterns, quality factors, and areas for improve-
ment in the software testing process. Examining issues across six projects managed
within ALM system helps to clarify the distribution and nature of issues that arise and to
evaluate the effectiveness of current testing practices. Quantitative analysis aims to re-
veal data-driven insights that can support evidence-based improvements to the testing
process. The objective is to address some of the research questions, such as identify-
ing potential improvements and recognizing key elements that stand out in testing prac-

tices.

It is essential to acknowledge potential limitations from the outset. One significant limi-
tation is the inability to directly determine the success of each project, making it chal-
lenging, and in this case, impossible to distinguish between successful and unsuccess-
ful projects without subjective knowledge specific to each project. Projects may differ in
the number of developers and testers involved, which could influence the time needed
to detect and resolve issues or may even lead to hidden issues. Additionally, each pro-
ject’s unique structure means issue workflows could vary, affecting issue resolution
tracking. In particular, cosmetic and minor issues may be easily overlooked, and their

status updates might be delayed, impacting resolution times.

Within these limitations, the analysis will focus on extracting the following key metrics

for issues from each selected project:

¢ Issue Quantity and Density — The total number of issues per project and the den-

sity of defects relative to project size.

o Issue Severity and Priority — Classification of issues by their severity (e.g., critical,
major, minor, cosmetic) and priority level, which helps assess the impact of these

issues on project quality.

¢ Resolution Times — Analysis of the average time required to resolve issues, espe-

cially critical ones.
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o Issue Detection Effectiveness — Calculating the proportion of issues caught dur-

ing the testing phase versus those found after release.

The primary goal is to identify and understand common defect characteristics across
projects and pinpoint areas where the testing process could be optimized. The analysis
will also identify trends or specific areas where certain types of issues frequently occur,
as these may indicate underlying issues in requirements, design, or coding practices.
This examination lays the foundation for comparing current testing practices across
projects and recommending targeted improvements for issue prevention and reduction
in future projects. By understanding these factors, the organization can gain a compre-
hensive view of its issue scene, contributing valuable insights for refining its software

testing strategy.

5.3 Overview of Projects

This chapter provides a closer look at different projects and their backgrounds, which
will be used for the research. However, based on the preferences of the organization,
only essential information related to the study is included, and no additional project de-

tails are provided.

The projects are chosen so that each product line is represented by at least one project
that is either in the maintenance phase or recently closed. New or very recent projects

are excluded, either due to insufficient data or because they are too sensitive.

The database does not directly account for duplicate errors, so duplicates may be
counted multiple times. However, for this analysis, it is assumed that the number of du-
plicates is low, and therefore their impact on the overall picture should be minimal.
Also, some of the general issues appear across common projects, but these are not di-
rectly considered here, as they are relevant to all product lines. The measurement does
not determine whether an issue was genuine, if an issue is logged and not removed, it
is counted here as an issue, even if it later turned out to be a misunderstanding by the

tester or was reclassified as a feature rather than an issue

It is also important to consider that testing methods, organizational structure, and per-
sonnel may have changed over the course of the projects. For example, ten years ago,
there was far less test automation available, which meant that error detection was ap-
proached differently. The organization’s structure has also evolved over the years, with

teams facing increased workloads due to product variations. This allowed more time
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with older products to delve into complex issues. Additionally, tools have changed sig-
nificantly, for instance, there were far fewer simulators, and the modeling of dynamic

phenomena in simulators was considerably more basic.

Projects are grouped in pairs where they share some contextual similarities to help

identify possible trends. Below is a summary of the projects:
Project #1 and Project #2

These two projects were selected because they were started at roughly the same time,
around eight years ago, with similar production volumes. The products were developed
and launched by two different product lines, with relatively stable tester teams and simi-
lar team sizes. Both products received demanding specifications from the beginning,
resulting in relatively complex products. However, they are two completely different ap-
plications and are thus quite distinct. For Project #2, due to low volume, open tickets

are still unaddressed, whereas issues in Project #1 issues are actively resolved.
Project #3 and Project #4

This pair of projects was chosen because they have been in development the longest.
Project #3, in particular, has accumulated a substantial amount of data and issues,
managed by the largest development team in the organization due to its high volume
and technological needs. Originally, the project was intended to support the develop-
ment of two products, but over time, its purpose shifted, and it became a general re-
pository for logging issues and feedback. For this reason, the issue count in Project #3
might be unexpectedly high and potentially misleading. however, its severity classifica-
tions still provide valuable insights. Project #4, on the other hand, has focused primarily
on developing a single product, and it has retained this focus over time. Despite this, it
also had a relatively large team working on its development. These two projects were
selected because they are the oldest in the database, each having been active for over

10 years. Currently, neither project has new issues logged regularly.
Project #5 and Project #6

These two projects were selected because their product volumes are similar, and their
project structures are closely aligned. Each project contains two different products that
are fundamentally distinct, but they are maintained within the same project. These dif-
ferences are not significant from the development team’s perspective, as a third team
manages and develops these variations. It is interesting to observe how two projects,
tied to the same specific element, detect issues. These projects are the newest of the

pairs, relatively recent at only 5-6 years old.
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Comparing issue characteristics across projects with similar and contrasting traits al-
lows us to identify how different factors impact issue trends and testing effectiveness.
For instance, by comparing projects with similar team sizes but different product com-
plexities, we can see if complexity correlates with higher issue counts or resolution
times. Conversely, contrasting projects of different volumes or life-cycle stages reveals

whether such factors influence issue prioritization.

5.4 Results and Analysis

The following chapters provide a detailed analysis of the findings from the issue data-
base. Data was extracted from the database in Excel format on November 2, 2024, and
further processed in the next chapters. The first chapter examines how issues were
identified both before and after the development phase. The next chapter explores the

time required to resolve issues and highlights differences between various severities.

5.4.1 Number of Issues During and After Development Phase
Extracting data from the database was challenging due to its fragmented structure
across different projects and sections. Although most data were available in project-
specific databases, some projects had data spread across multiple sources, and issues
related to feedback and post-release issues were stored separately. Additionally, cer-
tain issues were left out due to missing severity levels, unclear statuses, or inconsistent
variable definitions, making them unsuitable for direct comparison. Ultimately, the ex-

tracted data allowed for the creation of Table 5.1.

Despite these challenges, the data collected was successfully combined to provide
consistent information for each selected project, as shown in Table 5.1. The table is or-
ganized with projects listed in the columns and rows showing data on issues identified
and resolved during development, categorized by severity level. Additional rows repre-
sent issues found after the development phase. This dataset allowed for the creation of

four distinct figures for further analysis.

Table 5.1 provides a detailed breakdown of the stage at which issues of varying severi-
ties were identified. The phases are divided such that errors discovered during devel-
opment refer to those identified by the software team, developers and testers, before
the official release or release candidate was made public. If an issue was found after
this point, either by a customer, in production, or by an external stakeholder, it is classi-
fied as an after development issue. The table shows the number of these issues that
were either resolved or still open at the time of data retrieval, categorized according to

severity levels.
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Table 5.1. Summary of issues identified during and after testing by severity.

Measurement Area PRJ #1 PRJ#2 | PRJ#3 | PRJ#4 | PRJ#5 | PRJ #6
Issues found during development 447 452 3374 812 946 907
Total closed issues: 391 368 3067 741 871 707
Critical: 16 26 135 23 37 53
Major: 221 231 1243 258 503 335
Minor: 132 91 1378 401 258 296
Cosmetic: 22 20 311 59 73 23
Total open issues: 56 84 307 71 75 200
Critical: 1 0 2 1 0 0
Major: 16 22 61 18 16 53
Minor: 30 47 162 36 45 121
Cosmetic: 9 15 82 16 14 26
Issues found after development 16 16 258 33 169 95
Total closed issues: 14 6 221 23 153 73
Critical: 0 0 9 6 5
Major: 8 5 117 74 39
Minor: 6 1 84 15 60 26
Cosmetic: 0 0 11 1 13 3
Total open issues: 2 10 37 10 16 22
Critical: 0 0 0 0 0
Major: 1 9 16 1 6
Minor: 1 1 20 9 7 10
Cosmetic: 0 0 1 0 3 5
Total amount of issues 463 468 3632 845 1115 1002

Observations on Figure 5.1

o Projects 1 and 2 — The similarity in issue counts suggests comparable project

sizes and testing effectiveness. If the projects began around the same time, it’s rea-

sonable to assume that the development and testing teams were similarly effective

in identifying issues. However, Project 2’s open tickets indicate that not all issues

were fully resolved, particularly for post-release issues.

o Projects 3 and 4 — Despite starting at similar times, these projects show a signifi-

cant difference in issue counts, likely due to variations in complexity, team dynam-

ics, product volume, or testing scope. This observation highlights that projects initi-

ated simultaneously can still differ greatly in issue amount due to these factors.
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Total Amount of Issues Found per Project
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Figure 5.1. Number of issues across all projects.

e Projects 5 and 6 — These projects, like Projects 1 and 2, have comparable con-
texts, and their issue counts are also in a similar range. Although Project 3 could
hypothetically align more closely with Projects 5 and 6 quantitatively, however
background information reveals fundamental differences in the nature and organi-

zational structure of these projects, making direct comparisons less meaningful.

In addition, calculating issue density (e.g. defects per code lines, or test cases, or fea-
tures) could provide a useful benchmark for project quality. However, this metric alone
is only a guiding metric. What'’s crucial is understanding the project’s context and rec-
ognizing what has occurred during different phases of the project lifecycle, as this can
help explain why issue counts may rise or fall relative to other periods. For decision-

makers, issue density should serve as a reactive indicator. For example, it may sug-

gest that additional resources or fresh perspectives in testing could potentially lead to

more issue reports, but it's not always straightforward.
Observations on Figure 5.2

Figure 5.2 aims to show how many issues for each project were identified during prod-
uct development and how many leaked beyond development, meaning how many is-
sues were detected either by the customer or in production stages. The figure reveals
that five out of six projects succeeded in catching over 90% of all issues during devel-
opment. The overall average across all projects is 92.9%, which seems high, though
it's unclear if this figure is good, poor, or just average. The same concept applies to the
number of issues that leaked, where the average is 7.1%. This number alone doesn't
mean much, and it needs to be continuously evaluated and compared with develop-

ment trends.
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Proportion of Issues Found During and After Testing per Project
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Figure 5.2. Proportion of issues discovered during and after testing.

However, for Project #5, there is a higher rate of issues leaking to production or cus-
tomer stages, although the exact reason for this is unknown. For future development, it
would be valuable to monitor and investigate which elements contributed to this out-
come. In compare, Projects #1, #2, and #4 show leakage rates between 3.4% and
3.9%, which seems very low. It would be beneficial to study these projects further to
identify elements that helped keep the issue leakage low, particularly for Project #4,

where the product volume is significantly higher than in Projects #1 and #2.
Observations on Figure 5.3 and Figure 5.4

Figures 5.3 and 5.4 illustrate the severity levels of issues identified during testing and
after release. Generally speaking, issue severity appears to be evenly distributed
across projects. The main takeaway is that most issues are classified as either minor or
major, with cosmetic issues being slightly more common than critical ones. Across
these projects, approximately 85-90% of issues fall into the minor or major categories,
while the remaining issues are split between cosmetic and critical, with a slight empha-

sis on cosmetic issues.
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During Testing - Issues by Severity (100% Stacked)
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Figure 5.3. Proportion of different issue severities during testing.
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Figure 5.4. Proportion of different issue severities after testing.

In Figure 5.4, it's also evident that Projects #1 and #2 have no cosmetic or critical is-
sues. This could be due to lower project volumes, the relative ease of detecting cos-
metic issues, and the priority to address critical issues quickly. This factor could poten-

tially create a bias in the data.
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It's also important to highlight that, during data collection, no project had a clearly de-
fined set of criteria for what makes an issue critical, major, minor, or cosmetic. Defining
these criteria would be a valuable improvement to support future metrics analysis. De-
spite the lack of formal definitions, testers seem to have consistently classified issues

by severity in a similar way across projects.

5.4.2 Closing Speed of Issues
As mentioned in previous chapters, there was few datapoints that were not suitable for
this study due to inconsistencies. However, most of the data was relatively usable and

well-suited for this analysis.

Table 5.2 shows the number of working days it took to resolve issues in various pro-
jects. Here, resolution refers to reaching a conclusion for each issue. The study does
not directly address whether the resolution involved not fixing the issue, being unable
to reproduce it, or identifying it as a duplicate, as all of these are considered valid out-
comes. For further research, it would be beneficial to delve deeper and separate differ-

ent types of resolutions to see what additional insights can be gained.

Another important consideration is that when an issue takes a long time to resolve, it is
not always clear which stage caused the delay. For example, a developer may com-
plete their part quickly, but it might take longer for the tester to validate the fix. There-
fore, when analyzing these numbers, it is crucial to understand that problem-solving is
a multi-step process that involves coordinating multiple schedules, which can delay fi-
nal decisions. Recording, setting correct statuses and documentation of these deci-

sions can also take time.

Table 5.2 lists all the projects studied in columns, with rows divided into three main row
sections. Under each section, additional details are provided according to severity lev-
els. The first section shows the average time taken to resolve an issue. The second
section shows the median time taken to resolve an issue. Finally, the table provides the

number of data points, or resolved issues, recorded for each measurement.

Both the median and average were used in the study because this type of data often
has a wide range between maximum and minimum values. The average provides a
precise central value, but it is sensitive to extreme values, which can distort it if there
are very high or low values. Therefore, the median was also included, as it provides an

alternative perspective on this non-symmetrical data.
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Table 5.2. Average and median resolution times and total number of resolved
issues by severity across all projects.

Measurement Area PRJ #1 PRJ #2 PRJ #3 PRJ #4 PRJ #5 PRJ #6

Average Resolution
Time (5-Day Workweek)

41.37 99.16 68.23 73.14 158.98 84.66

Critical: 40.83 121.97 36.52 73.28 58.49 73.56
Major: 44.12 88.22 50.84 60.66 136.13 83.13
Minor: 37.28 112.94 78.83 72.61 201.82 83.72
Cosmetic: 38.77 140.15 107.76 136.5 204.12 142.95

Medium Resolution

Time (5-Day Workweek) 14.3 14.99 27.96 16.26 43.24 22.21
Critical: 5.45 11.13 8.71 15.68 19.44 16.84
Major: 14.3 15.01 18.58 15.69 30.05 24.31
Minor: 16.75 8.36 37.2 17.45 70.55 21.48
Cosmetic: 16.77 30.38 42.83 19.54 98.21 26.21

Amount of Resolved Issues 405 374 3288 764 1024 780
Critical: 16 26 144 25 43 58
Major: 229 236 1360 263 577 374
Minor: 138 92 1462 416 318 322
Cosmetic: 22 20 322 60 86 26

Observations on Figure 5.5

The asymmetry of the data is clearly visible in the histograms of Figure 5.5, which are
organized by project. Each chart includes a red dashed line representing the overall av-
erage and a blue dashed line indicating the median. In all diagrams, the average is no-

ticeably higher than the median, suggesting that the dataset may be right-skewed.

The histograms are capped at 365 days, though a few data points exceeded this range.
However, these were few in number and did not significantly affect the overall struc-
ture. Generally, the pattern in all diagrams is similar, where most issues are resolved
within the first five days after being reported. The average values across all projects

were 23.16 workdays for the median and 87.59 workdays for the average.

Regarding project pairs, Projects #1 and #2 have similar median values but very differ-

ent averages. This may be due to the higher number of open tickets in Project #2,
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Figure 5.5. Histograms of resolution times for solved items across all projects.

which simply has more work, leading to longer resolution times. However, more de-

tailed contextual information or a specific reason for this variance is not directly known.

For Projects #3 and #4, the averages are fairly similar, but there is slightly more varia-
tion in the medians. The differences may stem from various factors, but it's worth noting
that Project #3 is significantly larger than any other project in this study. The nature of

this project is also different, which may introduce some unknown variables.

For Projects #5 and #6, the differences are considerable. Both the median and the av-
erage are nearly twice as high for Project #5 than in its counterpart. It would be useful
to examine Project #5 more closely to understand what unique factors contribute to its
significant differences from the other projects.

In general, it is challenging to directly compare all projects. For example, Projects #1
and #2 are low-volume products, which may lead to "over-optimistic" values and limited



93

field feedback. In contrast, Project #3 could represent a mature, high-volume product,
making its values closer to reality. However, this project is also quite old, and the or-
ganization's needs, operating models, and structure have changed significantly since it
was actively developed.

Finally, it is difficult to determine whether the resolution times are fast or slow without
further analysis. However, the median values indicate that critical issues tend to be re-
solved as quickly as possible, while cosmetic issues take the longest. Similarly, the av-
erage values show that critical issues are generally resolved the fastest. The next main
chapter delves deeper into the impact of the results and explores what can be done to

improve the process.
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6. SUGGESTIONS FOR IMPROVING THE CUR-
RENT SOFTWARE TESTING PROCESS AND
IDENTIFYING AND MEASURING KEY QUAL-
ITY FACTORS

This chapter examines in more detail the research questions that were set in this thesis
and the conclusions reached in relation to these questions. In the first Chapter 6.1, the
aim is to answer the first research question, where the quality factors identified during
the theoretical research are discussed, along with possible ways to measure them.
This is followed by Chapter 6.2, which presents improvement suggestions for the pro-
cess. This chapter will review specific areas in the client company’s software testing
process that could be improved, along with potential tools for implementing these im-
provements. The final chapter summarizes all chapters and considers what further im-

provements could be made for future work.

6.1 Key Quality Factors in Software Testing

This study emphasized the investigation of key quality factors primarily through theoret-
ical background research, with some insights gathered during qualitative research
through interviews that indirectly addressed these topics. Chapter 2.10 covered the
main quality factors outlined in the ISO/IEC 25010 standard, and Chapter 3 further ex-
amined some quality elements and their measurements in various software testing
frameworks. Below, we review each key quality factor and some methods for measur-
ing them based on ISO/IEC 25010 standard:

¢ Functional Suitability

o Functional Coverage — Ensures that there are test cases for each require-
ment or specification. Note that this metric doesn’t account for the scope of
a test case, so how much a single test case actually covers. Thus, this

measurement can be in some cases misleading.

o Issue Density per Component — Measures the number of issues found in
each component or subsystem. Typically, newer components may have

more issues, but the number usually decreases as the component matures.
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Performance Efficiency

o Software Response Time — Ensures that user actions stay within set re-

sponse time limits, significantly affecting user experience.

o Resource Utilization — Measures CPU and memory usage by the software.
This metric can indicate long-term changes and help determine when hard-

ware upgrades might be necessary.
Compatibility

o Interoperability — Ensures the software works with other applications within
the same system. For example, application programming interfaces (APIs)
should function so that one component receives necessary information with-

out negatively affecting the core functionality of software application.

o Backwards Compatibility — Often, mechanical and electrical functions in a
system remain consistent after updates, so the software must behave the

same in the updated environment as the previous version.

Interaction Capability

o User Satisfaction — Evaluates user experiences with software adoption,
learning, and general use. Since this metric is subjective, it's essential to un-

derstand the user’s background and context.

o Task Completion Rate — Measures how well users can complete tasks
within the software. For instance, comparing the time taken by new versus
experienced users to complete a task, or measuring success and failure

rates. This metric is subjective, so understanding user context is essential.
Reliability

o System Crash Count — Tracks how often the system crashes and requires

a full restart. It can also measure the system’s ability to recover from errors.

o Stress Test — Places the system under high load to see how it performs un-
der stress. For example, response times and user experience can be meas-

ured additionally under these conditions for additional insight.

Security

o Pen Testing — Identifies potential vulnerabilities in the software. For in-

stance, if software uses the TCP/IP protocol with various open ports, it’s
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crucial to ensure no unnecessary ports are active to minimize exposure to

vulnerabilities.

o Amount of Security Cases — Measures the frequency of security-related

issues.
¢ Maintainability

o Amount of Technical Debt — Estimates the level of technical debt at regu-
lar intervals. It's important to remember that these are estimates and can be

subjective.

o Testability — Often, development can be quick, but testing can be challeng-
ing. For example, if the system is highly configurable, setting up and config-
uring the system for testing can take a lot of time. It's also worth considering
how test automation can manage this process automatically. Measuring this

value can also be subjective.
o Flexibility

o Installation Success Rate — Part of both user experience and compatibility,
it's essential to ensure that software can be successfully installed without

breaking functionality.

o Duration to Correct Software — Measures the time required to implement,
test, and release changes. It can also measure how quickly test cases can

be updated following a requirement change.
o Safety

o Amount of Safety Cases — Measures the number of dangerous incidents,

which can be categorized into personal injury or material damage.

o Number of Perceived Risks — Counts different types of risks identified

through static testing methods.

While the quality factors from the standard provide general guidelines for quality con-
trol, the testing process models discussed in Chapter 3 share many similar key quality
elements and metrics. Frameworks such as TMMi, TPI Next, TMap Next, STEP, and
CTP each offer structured approaches to improve the maturity and effectiveness of
testing across various quality aspects. The TMMi framework, for example, categorizes
improvements into five maturity levels, emphasizing areas like functionality, maintaina-
bility, performance, usability, security, and testability, allowing organizations to gradu-

ally achieve more advanced testing practices. For example, at the highest levels, tools
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for evaluating and managing product quality are established. TPI Next focuses on in-
cremental improvements in functional, usability, performance, and security testing
through checkpoints and tasks tailored to the organization’s needs, while also address-

ing maintainability and reducing technical debt.

Meanwhile, TMap Next, STEP, and CTP also consider quality improvement, although
they don’t directly target specific areas. Instead, each model introduces adaptable ele-
ments to address quality goals and provides tools to help guide quality outcomes. In
summary, each of these models aims to improve quality in unique ways through spe-
cific tools or strategies, which ultimately influence the testing process and enhance the

final product's quality.

6.2 Suggestion for Improving the Software Testing Process

The analysis in this chapter will particularly draw on chapters two through five. Chap-
ters 2 and 3 provide a theoretical foundation based on literature and scientific studies,
which help identify key aspects of the process and, if necessary, provide tools for man-
aging them. Chapter 4 provides insights into how individuals involved in the process
identify its effectiveness, highlighting its strengths and weaknesses. From these in-
sights, a few key areas for improvement will be selected and examined in detail within
the scope of this chapter, along with suggested tools to mitigate the identified issues.
Chapter 5 briefly reviews the issue tickets generated through the testing process
across six different projects, including their assigned severity levels and the speed of
resolution. This information aims to shed light on the differences between projects from
a testing organization perspective and to output questions about the key differences

between these projects.

Since several challenges and areas for improvement were identified in the previous
chapters, this chapter will focus on three main areas that address one or more of these
issues. By concentrating on these key areas, the goal is to provide practical solutions
that can bring noticeable improvements to the software testing process, helping make it

more efficient and improving the overall quality across projects.

6.2.1 Establishing a Test Process Improvement Group

While this thesis represents one step in improving the testing process, continuous im-
provement is essential for ongoing development within the organization. Therefore, it is
recommended to establish a dedicated committee or working group to lead long-term
improvements in the testing process. This group could include multiple testers from dif-

ferent product line teams, as well as team leads from the testing organization. The
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group’s purpose would be to gather improvement ideas and feedback on the testing
process from various stakeholders, then develop plans on how to implement these
changes across different product lines and reach various development teams. The
group should also consider how to communicate these changes effectively to other

stakeholders within the organization.

This improvement suggestion addresses several issues raised in the interviews. For
example, one common theme was that discussions about process improvements often
happen informally, over coffee breaks or lunch, but these ideas rarely lead to concrete
action, as there is no formal system to drive implementation. While some product line
teams hold retrospective meetings where they can share feedback about the process,
this feedback usually stays within the team, preventing the organization from fully ben-

efiting from these insights.

Another significant challenge identified was that lessons learned from previous projects
are not always applied effectively. This type of group could also take responsibility for
analyzing past mistakes and ensuring that lessons learned are better integrated into
the testing process. Also, the group could review resolved critical issues that have
arisen in past projects and identify ways to prevent similar problems in the future, par-

ticularly in testing.

Through this same channel, the group could create a more detailed roadmap for im-
proving the testing process and break down tasks into smaller, prioritized steps. Many
changes may also be challenging to implement across teams, as they can impact work
culture and people's working habits, which are often difficult to influence quickly. This
applies to improving operating models in general. Initially, it’'s essential to understand
and define how things are currently done, then establish a controlled way to implement
the desired approach, and regularly track progress. To ensure that improvements have
a lasting impact, knowledge-sharing and training sessions can help integrate new prac-
tices and keep all team members updated on best practices. Within the testing organi-
zation, it would also be useful to determine a central source where up-to-date infor-

mation can be accessed.

All the testing process models studied in this thesis, TMMi, TPI Next, TMap Next,
STEP, and CTP, support the idea and work of a test process improvement group. The
core idea in each model is to identify key areas for improvement within the testing or-
ganization, prioritize development in the most critical areas, and incorporate other ele-

ments into the process, such as risk management and testing throughout the software
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lifecycle. Some models also recommend using metrics to continuously monitor the im-
pact of changes. This approach enables the group to create a long-term plan and sys-

tematically track the maturity of the testing process.

In summary, the purpose of this type of solution is to enable the creation of a group that
continuously and systematically improves the testing process in alignment with the or-
ganization’s defined values and goals, while also supporting testers and various prod-

uct lines workers in their daily work.

6.2.2 Improving Risk Management and Defining Working Proce-
dures

The second proposal focuses on improving risk management within the testing team.
Many interviewees noted that the company values high quality, which requires re-
sources and time to maintain. One way to achieve this is through effective risk man-
agement, which ensures that testing efforts are aligned with project priorities and avail-
able resources. Risk management can address many issues directly and indirectly,

providing clarity that can benefit daily operations.
Risk management can help the team by consider following aspects:

o Segregation of Product Lines — Differences have occurred between product lines,
and not all team members are aware of these variations. For example, it has some-
times been assumed that certain features work the same way across multiple prod-
ucts, when in reality, a feature may not exist in one product or may function differ-
ently. Risk management could help identify and clarify these differences, reducing

assumptions and ensuring accurate testing.

o System Complexity — Many interviewees also highlighted that the architecture and
options within systems have created highly complex configurations, making testing
challenging due to numerous variations. In the worst cases, testing these variations
can be tedious and time-consuming. Risk management could assist in defining
which configurations and variations are critical to test, focusing efforts on areas with

the highest impact.

¢ Outdated or Inaccurate Specifications — Specifications and test cases are not al-
ways up-to-date or sufficiently detailed. This raises questions about how testers
should manage large volumes of documentation and whether every document
needs updating. Additionally, if a test case is to be automated, it's essential to con-

sider how precise it should be to ensure effective automation. Clear guidelines on
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documentation and specification management could help testers prioritize updates

and avoid unnecessary documentation work.

¢ Time Constraints and Scope Changes in Testing — Testing time often runs out
toward the end of releases and projects, leaving some features untested. New
tasks added during development can increase the workload beyond the original
scope and schedule, creating a false impression that development teams are be-
hind schedule. Within the testing team, it would be helpful to explore tools and
methods to complete testing without compromising quality, even with time con-

straints.

o Use of Static Testing — The team should also consider when it's appropriate to
use reviews and static testing methods, such as test case reviews or design
walkthroughs. However, in some cases, these methods can be time-consuming, so
it's crucial to determine an optimal amount of static testing that meets goals without

overly consuming resources.

o Defining Common Risks — The testing team could create a list of the most fre-
quent risks (e.g., sudden scope changes, time constraints, lack of testing tools soft-
ware or environments) and define how likely they are present and what is their im-
pact. For instance, if testing time is cut short, the team could focus only on high-risk

test cases identified earlier in the process.

o Leveraging Automation — In a resource-constrained environment, automation can
play a crucial role in risk management by allowing the team to test more scenarios
more efficiently. For example, automating high-risk and repetitive tests (regression

test) can free up resources for more advanced manual testing.

Another important aspect of risk management is establishing clear working procedures
for the team. Interviews revealed that not all work processes are documented or com-
municated, and in some cases, team members have learned procedures simply by ob-
serving others. For instance, testers may not always know how to classify an issue as
minor or major or understand how to document issues in a way that provides develop-
ers with sufficient detail to implement a correct fix. Clear guidelines and definitions for
these classifications and documentation practices could streamline processes and im-

prove communication between testers and developers.

Mixing team members can be beneficial, as it allows individuals to learn and observe
different procedures and approaches used by other teams, while also enhancing flexi-
bility in resource allocation. Cross-training not only strengthens resilience within the

testing team but also provides testers with a broader understanding of the company’s
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product ecosystem, enabling them to identify broader risks and dependencies that

might otherwise go unnoticed.

6.2.3 Defining and Tracking Useful Metrics

Metrics are essential for measuring and communicating progress, quality, and areas for
improvement. When metrics are clearly defined, teams can track key indicators such as
issue severity, workflow efficiency, and overall test coverage. This helps teams under-
stand where bottlenecks occur within different phases, which can slow down work pro-
cesses. It is also important to define precisely how metrics should be handled, as not
all tasks are completed in the same way by every tester. For this reason, it is essential
during metric definition to consider that procedures may not be fully standardized, and
individuals might carry out tasks in slightly different ways, which can impact the reliabil-

ity of metrics.

Another critical aspect is understanding metrics in relation to their context. When defin-
ing and developing metrics, it is crucial to remember that they are numerical values
whose underlying causes may not always be fully understood. If a value increases or
decreases, there could be multiple underlying factors influencing it. For example, in
Chapter 5, issue resolution speed was discussed, which could be measured both by
average and median values. Each of these metrics provides its own perspective on is-
sue resolution, but they can differ significantly. Research, for instance, indicates that
median values suggest half of the issues are resolved considerably faster than the av-
erage values imply, as averages include items that have remained unresolved for long

periods.

It is essential to define metrics that are most useful for decision-making, such as issue
severity, test coverage, and resolution times, while avoiding an overload of metrics that
don’t offer actionable insights or that focus on individual work performance. It is also
important to clearly define the objectives. For example, if the primary goal is to ensure
high product stability, metrics around issue density, test pass/fail rates, and critical is-
sue resolution times would be highly relevant. By aligning metrics with objectives, or-
ganizations can ensure that the data they gather provides direct insight into areas
needing attention. It’s also useful to consider whether the goals are short-term or long-
term. For example, in workload measurement, it may be helpful to track how issues are
being added. Daily bug counts might provide fast insight into the current workload and
testing efficiency, while tracking monthly trends in bug recurrence offers a more strate-

gic view of product quality over time.
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Metrics should also be relatively straightforward and clear so that they can lead to ap-
propriate actions and decisions. Metrics that do not result in clear action steps can con-
sume resources without providing value. For example, tracking the number of test
cases executed can show productivity but does not directly correlate with quality or
testing effectiveness. Metrics that yield actionable information, such as issue severity
or the percentage of high-risk features covered by tests, provide concrete data that
teams can use to improve processes or make specific changes. It is also helpful to con-
sider what the baseline for a given metric is, so it's possible to determine whether the

metric’s result is good or poor.

Finally, once the desired metric has been selected, it's important to ensure that it func-
tions effectively, meaning it should be tested. During testing, it can be observed
whether the metric truly works as intended or if adjustments are needed. It is also cru-
cial to monitor that the data is as accurate as possible, and, if necessary, address is-
sues at the database level as well. Once the testing is successfully completed, it's also
beneficial to continue monitoring the development of the metric, as metrics require reg-
ular review and adjustment. As the organization changes, certain metrics may become

less relevant, and new metrics may be needed to address emerging challenges.

6.3 Summary

The previous chapters reviewed the key quality factors, possible ways to measure
them, and improvement suggestions for enhancing the current process. Regarding
quality factors, the ISO/IEC 25010 standard strongly defines the necessary areas for
assessing quality. By improving the process according to these elements, quality can
be enhanced both in terms of the product itself and in software testing and develop-

ment practices.

For process improvements, previous chapters outlined key areas for improving the cli-
ent company’s software testing process. These include establishing a dedicated group
for test process improvement, implementing risk management practices at the opera-
tional level, clarifying working procedures, and systematically defining and tracking
metrics. These suggestions are based on topics covered in earlier chapters, including
theoretical foundations, interview insights, and issue data analysis, focusing on the
most critical areas for boosting efficiency and quality. The main areas for improvement

are:
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o Creating a Test Process Improvement Group — A dedicated group focused on
continuous testing process improvement could systematically gather feedback, im-
plement changes across product lines and teams, and ensure that lessons learned
from past projects are applied. This group would improve communication and cre-
ate a clear plan for applying useful insights throughout the organization, establish-

ing a long-term roadmap for improvement.

e Improving Risk Management and Defining Working Procedures — Improved
risk management would enable the testing team to prioritize efforts based on re-
source availability and project requirements. By identifying critical testing configura-
tions, updating documentation, and integrating automation for repetitive tasks, the
team can better focus on high-impact areas, enhancing both efficiency and quality.
Documenting clear working procedures also helps testers work in a more unified
manner, making it easier to improve processes systematically and track progress

with metrics.

¢ Defining and Monitoring Useful Metrics — Clear, actionable metrics such as is-
sue severity and test coverage are essential for tracking progress and supporting
decision-making. Ensuring metrics align with project and organization objectives,
establishing baselines, and regularly reviewing them will help maintain their rele-

vance and support continuous improvement.

In summary, these targeted improvements aim to create a more streamlined, respon-
sive, and effective testing process that aligns with the organization’s commitment to
quality. By implementing these suggestions, the client company can improve testing ef-
ficiency, reduce risk, and promote a culture of continuous development within the test-

ing team.

Additional improvement ideas also emerged during the writing of this thesis, although
they would ideally be connected to the previously mentioned improvements. | agree
with several interviewees who stated that the organization’s testing operations are gen-
erally in good shape, as functional and working software is being produced even with
limited resources. However, many believe that technical debt remains a significant con-
cern, requiring both time and commitment to balance. Additionally, all interviewees em-
phasized the importance of test automation, noting that without it, the team would face
many other “symptoms” of inefficiency if automation use is low. If the pace of develop-
ment increases significantly and releases become more frequent, there are no viable

alternatives to automation.
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7. CONCLUSIONS

This thesis thoroughly examined and analyzed the principles and methods of software
testing, covering the stages of the testing process and the use of various models. The
objective was to identify key quality factors in software testing, methods for measuring
them, and, as a case study, to evaluate areas for improvement in the commissioning
organization’s software testing process, offering potential recommendations. This study
focused on a machine manufacturing organization where safety, reliability, and product
quality are critical. The main aim was to improve the organization’s testing process by
implementing structured improvements based on theoretical insights and empirical data

gathered through stakeholder interviews and issue database analysis.

The theoretical background provided a strong foundation in software testing, exploring
what testing means, its use in various development environments, and the roles of test
automation and risk management. Relevant metrics and quality factors were identified
based on the literature. This background research also introduced testing process

models that help develop the maturity of testing processes in a controlled manner.

In the qualitative chapter, semi-structured interviews were conducted to investigate the
current testing process, uncovering strengths and areas for improvement. Interviews
focused on the organization’s testing strategy, organization, lifecycle, and tools and en-
vironment available to testers. Eleven participants from within the development organi-
zation, including developers, testers, system designers, and managers, were selected
based on their experience and background in testing, offering diverse perspectives on

the process.

The interviews revealed several areas needing improvement, with some initial sugges-
tions for addressing these problems. Overall, the organization’s testing team pos-
sesses strong skills, excellent tools, supportive environments, and solid contextual un-
derstanding. However, challenges remain, including inadequate documentation, a lack
of formal strategy, and complex configurations that complicate testing. Additionally,
there is a need for better integration of risk management at the operational level and

clearer guidelines for prioritization.

In quantitative research, a data-driven examination of an issue-tracking database from
various projects was conducted, focusing on issue quantity, severity, resolution times,

and detection effectiveness. By analyzing these numerical values, the study identified
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certain trends across different projects. A quantitative research method was chosen to

allow objective measurement, supporting previous qualitative insights.

Six projects were selected as the subjects of the study, grouped into comparable pairs
based on timing, complexity, and similarities, to compare trends and evaluate the im-
pact of different factors on issue rates and resolution. The findings reveal that most is-
sues are detected during development, with an average detection rate of 92.9% across
projects. Additionally, most issues fall under the minor or major severity categories,
which together accounted for 87.2% of all closed issues. Critical closed issues made
up 4.4%. The study also found that, across projects, it took a median of 23.16 work-
days and an average of 87.59 workdays to close issues, showing a significant differ-
ence. However, critical issues are typically resolved faster than cosmetic ones, though

project complexity and team dynamics can influence these metrics.

For the first research question on key quality factors in software testing, the theoretical
research provided a clear understanding. The ISO/IEC 25010 standard defines quality
factors, including functional suitability, performance, compatibility, reliability, and secu-
rity, which are essential in software testing. Measurement methods include tracking
metrics like functional coverage, issue density, resource utilization, crash count, and
testability. Quantifying these factors allows the organization to consistently monitor
quality across projects, aligning with standards and goals. Models such as TMMi and

TPI Next also emphasize these quality factors within testing process frameworks.

To address the second research question on improving the current testing process, this

thesis proposes three main recommendations:

e Creating a Test Improvement Group — This group would lead ongoing improve-

ment efforts, collect feedback, and apply lessons from past projects to future ones.

e Improving Risk Management and Defining Working Procedures — Better risk
management helps teams allocate resources effectively and tackle key issues like
system complexity, outdated specs, and time limits. Documenting clear working
procedures also helps testers work in a more unified manner, making it easier to

improve processes systematically.

o Defining and Monitoring Useful Metrics — Key metrics, such as issue severity,
test coverage, and resolution time, are crucial for tracking progress and making in-
formed decisions. Aligning metrics with organizational goals and reviewing them

regularly will help the team focus on valuable insights, avoiding unnecessary data.
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While this study provides a comprehensive view of the organization’s testing process, it
has limitations. The study relies primarily on qualitative insights from stakeholder inter-
views and quantitative data from a single organization’s issue database, meaning it
may not be directly applicable to other cases or research. However, future research
could expand by examining additional quantitative data in different areas and evaluat-

ing it within various contexts.

This thesis provides a broad analysis of the various aspects of software testing, high-
lighting the wide scope and complexity of testing processes. The study successfully
identified key quality factors and proposed feasible improvements aligned with the or-
ganization’s needs. However, as changes are inevitable, organizations should embrace
them, adapting dynamically as their needs evolve. By implementing these recommen-
dations, the testing organization is better positioned to maintain high product quality
and reliability in a safety-critical environment, ensuring ongoing alignment with de-
mands.
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9. APPENDIX A - QUESTION LIST FOR THE IN-
TERVIEW

Interviewee: Role:

Interview start time: Interview end time:
Date:

Guidelines:

e Give the interviewee time to answer the questions!

¢ Aninterview is not a dialogue, and it is not the interviewer's role to give their own opin-

ions on the questions!

e Always clarify if unclear answers are given!

Warm-up Questions

Q1 - Briefly share your work experience and if you've worked with testing before?

Explanation: This question helps establish bond with the interviewee and provides an opportunity to gather

background information about their job roles and experience from previous jobs.

Q2 - How do you see the role of software testing in your work, and has it changed in re-

cent years?
Q2.1 - What kind of challenges have you faced? Can you provide an example?

Explanation: These questions open a discussion about how the field has evolved and what changes have

impacted the current way of working in testing.

Testing Strategy

Q3 - Are testing strategies used in development, and how are they developed?
Q3.1 - On what basis are the goals of testing strategies set? Business-driven or R&D-driven?

Q3.2 - How is it decided which testing methods should be used, and what is the testing policy?
Q3.3 - How does the strategy address resourcing, scheduling, and budgeting?

Q3.4 - How is the strategy aligned with business goals? Could you give an example of how testing has

helped achieve business objectives?
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Q3.5 - How does the strategy address risks?
Q3.6 - How does the strategy handle reporting and documentation?

Explanation: These questions help to understand the process of developing testing strategies, including

participants, goal setting, and what areas the strategy covers.

Q4 - How are risks managed and mitigated during the testing process?
Q4.1 - What realized risks have you encountered? How was risk management carried out in those cases?
Q4.2 - What methods are used for identifying and assessing risks?

Explanation: These questions aim to clarify how risk management is conducted and how risks are handled

during the testing process.

Testing Organization and Management

Q5 - How does the organization support the testing team?

Q5.1 - What kind of support is most valuable for testing?

Q5.2 - How is management's support reflected in your daily work?

Q5.3 - Are the available resources sufficient? How is a lack of resources handled?
Q5.4 - How does resource (time) availability affect testing planning and execution?

Explanation: These questions help to understand the kind of support the testing team receives from the
organization/stakeholders and how this support impacts the quality and efficiency of testing. The follow-up

questions also aim to assess whether the available resources are adequate and how they influence the

testing process.

Q6 - How is testing training and expertise ensured in your organization?
Q6.1 - What kind of training opportunities are available?
Q6.2 - How do you maintain your skills and stay updated on new testing methods/tools?

Explanation: These questions aim to understand how the organization develops and maintains the skills of
its testers.

Q7 - How are stakeholders involved in the testing process, and how does the decision-

making process work in your testing organization?

Q7.1 - How are stakeholders’ expectations and requirements considered in testing?
Q7.2 - How do you communicate testing results and findings to stakeholders?

Q7.3 - Who makes decisions at different stages of testing, and on what basis?

Q7.4 - How quickly can decisions be made in critical situations? Can you give an example?
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Explanation: These questions help to understand the role and influence of stakeholders in the testing pro-

cess. They also explore how stakeholders impact decision-making.

Q8 - How is independence maintained in the testing process?

Q8.1 - How do you ensure that testing is objective and unbiased?

Q8.2 - Have there been any challenges in maintaining testing independence?

Explanation: These questions help evaluate the independence of the testing process and its effect on the

objectivity of testing.

Testing Lifecycle

Q9 - Describe your development organization's product development process. What are

its main stages, and how is software testing part of it?
Q9.1 - Does your development process have sequential or incremental and iterative elements? Is it agile?

Q9.2 - Do production support, development projects, maintenance projects, and annual release cycles af-

fect each other? If yes, how then?

Explanation: This provides an overview of the organization's product development process and how soft-
ware testing fits into it. It helps identify the structural and functional aspects of the process and any chal-

lenges or areas for improvement.

Q10 - How are the different phases of the testing process monitored and managed from

your perspective? Does this bring challenges to your work?
Q10.1 - Can you give a concrete example of how the process is managed?

Q10.2 - Does the testing process keep up with a changing environment? Can you give an example of how

the process was adapted to meet changing needs?
Q10.3 - Are other quality control mechanisms tied to this process? If so, provide an example.

Explanation: These questions help to understand how systematically and efficiently the testing process is
monitored and managed. They provide insight into the methods and tools used to ensure smoothness and

quality in the process.

Q11 - How does test planning and evaluation occur within the testing process? How are

test plans created, and who is responsible for them?

Q11.1 - How do you evaluate the effectiveness and accuracy of the planning?

Q11.2 - How is the scope of testing defined and managed? How are test cases selected and managed?
Q11.3 - What methods are used to handle time constraints? Are schedules too optimistic?

Q11.4 - How is risk assessment done inside the testing process?



113

Q11.5 - How are testing methods chosen, and how is their effectiveness evaluated and improved?
Q11.6 - Is it clear under what conditions testing can start and stop? Can you provide an example?
Q11.7 - Is the planning process too burdensome? If yes, why then?

Explanation: These questions explore how test planning, evaluation, and management are carried out
across different phases of the process. They help clarify responsibilities, scope, change management, risk

assessment, and the methods used.

Q12 - How are tests executed from your perspective?

Q12.1 - How do you ensure that the tests are comprehensive and valid?

Q12.2 - How does regression testing process work? What challenges have you faced with it?
Q12.3 - Do you believe more static testing is needed? Why? Give an example.

Q12.4 - When tests are performed, are the results recorded thoroughly enough?

Explanation: These questions help to understand the test execution process. They also address how valid

tests are defined and who is responsible for defining them.

Q13 - How are issues managed? Provide examples of different types of errors.

Q13.1 - What challenges have you faced with issue management? If you use an issue management tool,

has it supported your work?

Q13.2 - How is the prioritization of issue fixes decided?

Q13.3 - What are the most common types of errors you encounter, and how are they handled?
Q13.4 - Do you think enough effort is put into finding the root causes of errors? Why?

Q13.5 - How does collaboration between teams work when managing issues?

Explanation: These questions help to understand the issue management process. They also aim to identify

the subjective challenges the interviewee has commonly dealt with.

Q14 - How is testing reporting structured, and what information is typically included in

the reports?

Q14.1 - How are reports delivered, and who are they intended for? What kind of reports interest you?
Q14.2 - What metrics do you use to evaluate the effectiveness and quality of testing in general?
Q14.3 - How do you analyze and utilize the collected metric data?

Q14.4 - What challenges have you experienced with reporting, and how could it be improved?

Explanation: These questions help to understand the reporting methods and tools used to communicate

testing results. Follow-up questions aim to clarify how things are measured and presented.
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Testware and Test Environment

Q15 - How are test cases created and documented in your organization?
Q15.1 - How important do you consider maintaining documentation in the testing process? Why?
Q15.2 - How do you ensure that test cases and the software meet user needs?

Explanation: These questions help to understand how test cases are created and documented within the

organization, and how it is ensured that the tests cover all necessary requirements.

Q16 - What role does test automation play in software testing?

Q16.1 - How are automated tests created and maintained?

Q16.2 - How significant do you think the investment in test automation is? Why?

Q16.3 - What challenges do you face with test automation?

Q16.4 - Is developing test automation seen as a side task that isn’t prioritized? Why?

Q16.5 - Is developing test automation too difficult? Why?

Q16.6 - Are expectations for test automation too ambitious?

Q16.7 - Do you believe the organization is committed to actively using test automation? Why?
Q16.8 - Under what conditions are tests automated? When is it better to perform manual tests?

Explanation: These questions explore the role of test automation in the organization, including the pro-
cesses for creating and maintaining automated tests, along with related investments and challenges. They
reveal how test automation is prioritized and assess the organization’s commitment to it. Additionally, they
provide insights into when automation is preferred over manual testing and the expectations versus reali-

ties of test automation.

Q17 - What tools and environments do you use to support testing?

Q17.1 - Are the available tools sufficient for current requirements?

Q17.2 - What challenges have you faced when using the tools and environments?

Q17.3 - What challenges have you encountered in building the testing environment?

Q17.4 - How do you ensure that the testing environment is always up to date and ready for use?

Q17.5 - How do you manage compatibility between software versions and configurations in the testing en-

vironment?

Explanation: These questions help to understand the tools and environments used in testing. They also

explore the adequacy of the tools, and the challenges related to their use and the testing environment.
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