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This thesis explores the regulatory compliance strategies and processes within Huld Oy, a
consultancy firm specializing in digital services, product design, safety and security, and embed-
ded solutions, with a specific focus on medical device projects. The research aims to provide
insights into the software development processes (SDPs) employed by embedded software en-
gineers (ESEs) at Huld and how these processes align with medical regulatory standards. It iden-
tifies areas for improvement and suggests a regulatory compliance tool to enhance adherence to
standards.

The study is structured into two main parts: a comprehensive theoretical background based
on an extensive literature review and an empirical analysis derived from structured interviews with
industry professionals and Huld's archival data. Thematic analysis (TA) was used to analyze qual-
itative data from interviews, revealing key themes related to regulatory compliance strategies,
challenges faced by ESEs, and essential tools and features for compliance.

Key findings indicate that while the majority of teams at Huld employ the Scrum framework for
software development, several challenges impede regulatory compliance. These challenges in-
clude comprehending abstract standards, reliance on generic guidelines, varying levels of exper-
tise among team members, and complexities in mapping standards to project-specific contexts.
To address these challenges, the study recommends comprehensive training programs, desig-
nated support roles, proactive documentation practices, and the development of a regulatory
compliance tool with features such as templates, automation, and integration with existing sys-
tems.

The thesis concludes by emphasizing the importance of continuous education, process adap-
tation, and detailed documentation to ensure regulatory alignment and enhance the effectiveness
of medical device projects at Huld. By implementing the suggested recommendations and tools,
Huld can improve its regulatory compliance and streamline its software development processes,
ultimately ensuring the safety and efficacy of its medical device products.

Keywords: medical device, standards, regulations, embedded software engineers, consul-
tancy company
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1.INTRODUCTION

Medical devices play a crucial role in our daily lives. They are defined as "artifacts designed
and manufactured for use in healthcare" [3]. These devices are essential for delivering
healthcare and enhancing the well-being of individuals across all age groups. Routine med-
ical operations, such as placing a cast to a fractured wrist, diagnosing cardiovascular iliness,

and conducting knee replacement surgery, would be difficult without them.

Embedded devices and embedded software engineers (ESEs) are essential in developing
medical devices. Embedded systems in the medical devices field are composed of intricate
hardware and software components that collaborate to execute a defined set of functionali-
ties within specified constraints, encompassing factors such as time, power dissipation, and
cost considerations [48]. Examples of embedded devices in the medical field range from
pacemakers, blood glucose monitors to magnetic resonance imaging (MRI) and computed
tomography (CT). The role of ESE is designing, developing, and maintaining these embed-
ded systems, ensuring their optimal performance while adhering to stringent regulatory and

functional requirements within the medical domain.

Regulatory compliance plays a significant role in incorporating a new medical device into
the healthcare industry. Precise development procedures must be followed, such as creating
a regulatory strategy and refining the design through verification and validation processes

[51]. Here is where Huld Oy (Huld), is a key player.

Huld, a design house based in Finland and the Czech Republic, specializes in the ongoing
development of medical device projects. The company is actively designing, validating, and

verifying novel medical equipment. [18]

This master's thesis aims to create a compliance tool and guidelines tailored for ESEs in-
volved in medical device projects at the consultancy company. The necessity arises from
the imperative to evaluate the adherence of engineers to current company instructions and
methods. To achieve this, an extensive analysis of software development processes was
conducted, evaluating the alignment of ESEs with medical regulatory standards and regula-

tions through structured interviews and data gathering. The study identifies existing gaps,



outlines areas requiring enhancement, and formulates tools to amplify regulatory compli-

ance.



2. THEORETICAL BACKGROUND

2.1 Regulation of Medical Device

Regulatory compliance in the field of medical devices refers to strict adherence to norms
and standards issued by regulatory organizations to ensure the safety, effectiveness, and
quality of these products. The primary goal is to protect the health and safety of patients and

users by implementing controls throughout a medical device's lifecycle. [55]

This process entails adhering to relevant authorities' regulations, implementing quality man-
agement system (QMS), obtaining approvals or clearances prior to marketing, meticulous
documentation and labelling, ongoing post-market surveillance, and establishing risk man-

agement protocols. [29]

2.1.1 General

In this section the important link between regulations governing medical devices and the
involvement of consultancy companies in this field is explored. We start by defining what a
medical device is, referring to the definition provided by the ISO 14971 standard. This defi-
nition focuses on the device's intended uses and its impact on human health. Then, we look
at how consultancy firms play a crucial role in offering specialized advice to organizations

dealing with regulatory requirements in the medical device industry.

Regulatory compliance becomes essential for ensuring the safety, effectiveness, and quality
of medical devices, which has significant implications for both patients and consultancy
firms. We discuss the importance of adhering to regulations in enhancing firms' reputation,

facilitating product development, and reducing legal and financial risks.

Definition of a Medical Device

Multiple definitions for the meaning of a medical device have been proposed, however, this
research adopts the one from the Medical Device Regulation (MDR) due to its clarity. It
states that a ‘medical device’ means any instrument, apparatus, appliance, software, im-
plant, reagent, material or other article intended by the manufacturer to be used, alone orin

combination, for human beings for one or more of the following specific medical purposes:



- diagnosis, prevention, monitoring, prediction, prognosis, treatment, or alleviation of

disease,

- diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury or dis-

ability,

- investigation, replacement, or modification of the anatomy or of a

physiological or pathological process or state,

- providing information by means of in vitro examination of specimens derived from
the human body, including organ, blood and tissue

donations,

and which does not achieve its principal intended action by pharmacological, immunological
or metabolic means, in or on the human body, but which may be assisted in its function by

such means.
The following products shall also be deemed to be medical devices:
- devices for the control or support of conception.

- products specifically intended for the cleaning, disinfection, or sterilization of devices.
MDR, Atrticle 2.

Role of Consultancy Companies:

The consultancy company, also known as a consulting firm or subcontractor, is a business
that provides expert advice and services to other organizations in various areas of speciali-
zation. These firms employ consultants who are experts in specific fields and offer their
knowledge to help clients solve problems, improve operations, and achieve their business
goals. [24]

Consultancy companies can vary in size from small firms with a few consultants to large
multinational corporations with thousands of employees. They typically work on a project
basis, where they assess the client’s needs, provide recommendations, and often assist in
the implementation of solutions. The goal of a consultancy company is to leverage their
specialized knowledge to help clients achieve their desired outcomes more efficiently and

effectively. [16]

It is worth noting that a consultancy is not a manufacturer, however; it aids the manufacturers
by making the process of bringing the device to the market run smoothly through the docu-

mentation and expertise it provides during the design, validation and verification processes.



2.1.2 Regulatory Compliance

One of the most crucial aspects of a medical device's quality is its regulatory compliance. A
device to be sold in the European Union (EU) must meet all EU regulations [15]. In the EU,
medical device regulations set forth by authorities such as the European Commission outline
comprehensive requirements for device design, manufacturing processes, clinical evalua-

tion, and post-market surveillance.

The primary objective of medical device regulations is to uphold a considerable standard of
health protection for patients and users [8]. These regulations aim to safeguard patient
health by minimizing risks associated with medical device use and ensuring that devices

meet specified quality standards.

Importance of Requlatory Compliance

Regulatory compliance holds immense importance in the medical device sector as it serves
as a cornerstone for ensuring the safety and efficacy of devices. For patients, regulatory
compliance signifies assurance that the medical devices they use have undergone rigorous
evaluation and meet stringent standards for quality and performance. By adhering to regu-
lations, patients can trust that the devices they rely on for diagnosis, treatment, and moni-

toring are both effective and safe. [45]

From the perspective of companies, regulatory compliance offers several advantages.
Firstly, compliance enhances the company's credibility and reputation within the industry, as
clients seek out firms with a proven track record of meeting regulatory standards. Secondly,
adherence to regulations enables companies to provide clients with comprehensive and re-
liable guidance throughout the product development. Additionally, compliance with regula-
tions mitigates legal and financial risks, as non-compliance can result in regulatory sanc-

tions, product recalls, and damage to the company's reputation. [47]

2.1.3 Regulatory Compliance Process for a Consultancy Company

Additionally of making sure that the device complies with the EU regulatory framework, the
process used in the device's design, validation and verification processes must adhere to

the regulations as well. [51]



The process goes as follow: determine the device classification, whether it is Class I, lla, IIb
or lll, (more of this in section 2.1.4). This classification determines the regulatory pathway
and the level of scrutiny required. The next step, based on the class is to do a conformity
assessment plan where a Notified Body, an organization that asses the conformity of the
medical device against applicable requirements, is involved. Usually, the customer, the med-
ical device company that hires the consultancy company, is the one who determines the

class, its intended use and makes the conformity assessment plan. [10]

Subcontractors must prepare comprehensive technical documentation that demonstrates
the medical device compliance. This includes device description and specification, design
and manufacturing information, general safety performance, risk management, and clinical

evaluation. [10]

Subcontractors must also implement a QMS in accordance with ISO 13485, (see section
2.3.1), that ensures consistent product quality and regulatory compliance. The Notified Body
then audits the QMS as part of the conformity assessment. The following procedures in

putting a medical device into the market go beyond the scope of the consultancy company.

Depending on the type of product, the medical device may also need to comply with special
regulations or requirements in addition to medical device standards [15]. One of the require-

ments must be the “Conformité Européenne” (CE) mark.
CE Mark

In the EU, all devices need to be issued with the CE mark. The MDR specifically outline the
Essential Requirements that manufacturers and importers must adhere to affix this CE mark
to a medical device. [55] This mark is crucial for legally marketing and selling these devices
in the EU. [31]

Attaining CE marking for all medical devices necessitates the submission of technical doc-
umentation, a comprehensive risk analysis, evidence of compliance with the essential re-
quirements of the directive, and a product-related declaration of conformity issued by the
manufacturer. Safe medical device software needs risk management, quality management,
and effective software engineering. The requirements are contingent upon the classification

and intended use of the device. [55]



2.1.4 Classification of a Medical Device and Intended Use

The MDR adopts a risk-based categorization system, considering the human body's vulner-
ability and dangers. This method considers factors such as the duration of bodily contact,
invasiveness degree, local vs systemic effects, toxicity, impacted body portion, and depend-
ency on an energy source. [30] The classification of medical devices is divided into four: |,
lla, lIb, and Il (MDR, Article 51). Designers must identify correctly the class of a device, for
this, 22 rules must be considered (MDR, Annex VIII). Following the identification of a medical
device’s class, the designer is required to adhere to all relevant obligations, safety, and per-

formance standards [53]. In EU, Class | has the lowest risk and Class Ill has the greatest,

[10][7] see Figure 1.
Class Ila Class III
High risk

Figure 1. Class | is linked to low risk and Class Il to the highest risk among the medical
device classes and their correlation to a risk level [7].

Class I

A medical device's intended use should be determined by taking into account many factors
such as the intended medical indication, patient demographic, body part or kind of tissue
interacted with, user profile, use environment, and operating principle [20]. In this instance,
the intended use and reasonably foreseeable misuse of the specific medical device under

consideration must be documented by the designer.

Before the 1990s, individual member states within the EU employed distinct approaches to
regulate and classify medical devices. To regulate the diverse market more effectively and
foster the "internal market" directives such as the MDR and the Vitro Device Regulation
(IVDR) delineated the "Essential Requirements" aimed at ensuring the safety and perfor-
mance of devices. [23] These requirements have universal applicability, extending to all
member countries. Consequently, if a device fulfils the stipulated requirements and obtains
a CE mark in one country, it is permitted for marketing in all member states. The CE mark
serves as a certification, affirming the device's safety and alignment with the manufacturer's
intended use. [43]



2.2 Regulations related to Medical Device and its Embedded
Software

2.2.1Medical Device Regulation

The MDR 2017/745 was instituted on April 25, 2017, and was implemented on May 26,
2021. This regulation superseded both the Medical Device Directive, MDD 93/42/EEC, and
the Council Directive 90/385/EEC concerning Active Implantable Medical Devices, (AIMD).

[9]

In contrast to the MDD, the MDR places a greater emphasis on device safety. Regardless
of the technology used to generate medical devices, the MDR sets general rules and stand-
ards that must be followed before releasing medical devices onto the market. Therefore,
regardless of the apparent level of technology, all medical devices must adhere to the re-
quirements set forth by the MDR. [9]

The current medical environment lays a strong focus on the function of software. While soft-
ware was encompassed in preceding directives, MDR provides a more comprehensive and
intricate description of its incorporation within the regulatory framework [4]. The MDR intri-
cately delineates specific details pertaining to the prerequisites for the qualification and clas-
sification of software. Notably, the nuances of software qualification and classification are

accentuated, with Rule 11 of the MDR serving as a focal point for these aspects. [22]

2.2.2 In Vitro Device Regulation

The IVDR aspires to create a well-regulated EU market for in vitro diagnostic (IVD) medical
products that meet worldwide standards. After a 5-year transition period, the EU imple-
mented the new Regulation 2017/746 IVDR on May 26, 2022, replacing Directive 98/79/EC
In Vitro Diagnostic Devices Directive (IVDD). [27]

The IVDR focuses primarily on CE-marked in vitro diagnostics (CE-IVDs) but also encom-
passes in-house in vitro diagnostics (IH-1IVDs) used by healthcare institutions, including re-
agents, control materials, and software. [27] It introduces stricter requirements for the per-
formance evaluation, clinical evidence, and oversight of IVDs to improve patient safety and

reliability.



2.2.3 Network and Information Security

The Network and Information Systems (NIS 2) Directive 2022/2555 focuses on ensuring the
security and resilience of network and information systems across critical sectors, including

healthcare.

NIS2 mandates EU member states to establish national strategies for cybersecurity, incident
reporting, and cooperation among relevant stakeholders to mitigate cyber threats and pro-

tect essential services, including medical devices and healthcare infrastructure. [41]

Cybersecurity and NIS2

Cybersecurity is defined as “the process of preventing unauthorized access, modification,
misuse or denial of use, or the unauthorized use of information that is stored, accessed, or
transferred from a medical device to an external recipient” (FDA, 2014, p. 3). “Cybersecurity
ensures that appropriate safeguards are in place to reduce the risk of failure because of
cyberattack, which could be initiated by the introduction of malware into the medical equip-
ment or by unauthorized access to configuration settings in medical devices” (ANSI/AAMI
Cl:86, 2017, p. 30). [25]

Healthcare cybersecurity is complicated, and human error has been the cause of numerous
data breaches rather than the perceived cybercriminal danger alone [52]. Although the at-
tacks themselves are clearly concerning, the healthcare industry is undergoing changes as
a result of the exponential growth in the usage of Electronic Medical Records (EMRs), the

Internet of Things, and implanted electronic medical devices. [6]

The NIS2, seeks to improve the EU's cybersecurity strategy. Despite challenges in imple-
menting the initial directive from 2016, which aimed for a consistently high level of cyberse-
curity across member states, a comprehensive redesign was initiated in response to in-
creased cyber threats and digital risks. The updated framework prioritizes stronger security
requirements, supply chain security, streamlined reporting processes, and stricter oversight

and enforcement mechanisms. [50][40]
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2.3 Standards related to Medical Device and its Embedded
Software

Standards related to medical devices software encompass predetermined criteria, guide-
lines, and legal prerequisites that oversee the entirety of the medical device lifecycle, includ-
ing design, development, manufacturing, testing, and utilization. Their implementation is di-
rected towards securing the safety, effectiveness, and quality of medical devices, with the

objective of safeguarding public health.

The International Electrotechnical Commission (IEC) and the International Organization for
Standardization (ISO) combine to provide the specialized system for global standardization.
Through technical committees set up by the corresponding organization to address specific
technical topics, national bodies that are members of ISO or IEC contribute to the establish-
ment of International Standards. Technical committees from ISO and IEC work together in
areas of shared interest. The IEEE Standards Association (IEEE-SA) Standards Board's
Standards Coordinating Committees and IEEE Societies work together to generate IEEE

Standards publications. [21]

The regulatory framework for medical device software within EU encompasses the previous
mentioned directives, see section 2.2, various standards and guidelines. These include the
Medical Devices Regulation (MDR) [19], ISO 13485:2016 [22], ISO 14971:2019 [20], IEC
62304:2006 [35], IEC 62366 — 1:2015 [12], IEC/TR 60601- 4:2017 [20], among others. The
following sub-sections explain the main needed standards and regulations in the design,

validation, and verification processes. Table 1 is a list of them.



Table 1.
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Standards used in Medical Device Software

Reference

Title

ISO 13485:2016

ISO 14971:2019

IEC 62304:2006

IEC 62366 — 1:2015
IEC/TR 60601 — 4:2017

ISO/IEC/IEEE
29119:2020
IEC 81001-5-1:2022

Medical devices — Quality management systems

Medical devices — Application of risk management to medical devices
Medical device software — Software life cycle process

Medical devices — Application of usability engineering to medical devices
Guidance and Interpretation — Medical electrical equipment and medical
electrical systems employing a degree of autonomy

Software and systems engineering -- Software testing

Health software and health IT systems safety, effectiveness and security

2.3.1 1SO 13485:2016 — Quality Management Systems

ISO 13485 serves as an international standard for the establishment, configuration, and

execution of a QMS within organizations engaged in various phases of the medical device

life cycle, encompassing design and development, production, storage, and related activi-

ties. The primary objective of this standard is to institute a QMS that consistently fulfils both

customer and safety requirements, in addition to complying with pertinent regulatory stipu-

lations. [22] Upon opting for ISO 13485 implementation, such as in the case of the consul-

tancy company, the organization is mandated to demonstrate, through the application of

methods and quality tools delineated in the standard, its competence in:

e |dentify customer requirements.

e Determine regional regulatory requirements.

e Establish a risk management strategy and system.

e Comply with regulatory requirements by implementing necessary actions and con-

trols.

e Create a Quality Management System in accordance with ISO 13485 standards.

¢ Ensure medical equipment are safe and comply with regulations and standards. [22]

General requirements:

The following requirements are broad and essential principles of quality management sys-

tems:
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e The organization must build and maintain a documented QMS in accordance with

the ISO 13485 Standard and any regulatory requirements.

e The organization must maintain the efficacy of the QMS in line with the ISO 13485

Standard and relevant regulations.

e The QMS must identify, plan, execute, and oversee all ISO 13485 and regulatory

requirements, including processes and procedures.

¢ Organizations must document their contribution in meeting regulatory standards, in-

cluding ESE and component suppliers. [22]

2.3.2 1SO 14971:2019 — Application of risk management to medical
devices

ISO 14971 addresses procedures for the management of risks, primarily directed towards
the patient, and extending to considerations for the operator, other individuals, additional
equipment, and the surrounding environment [12]. The risk management process comprises
six sequential phases: risk analysis, risk evaluation, risk control, assessment of overall re-
sidual risk acceptability, development of the risk management report, and generation of pro-
duction and post-production information [20]. Table 2 is a simplified roadmap of the steps

to follow to be compliant with this standard. [12]
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Table 2. Milestones and its goals to be compliant with ISO 14971 [12].

Ref Milestone No of Ref Milestone No of
Goals Goals

1 Initial planning 6 8 Pre-Production 1

2 Risk analysis 4 9 Post-Production 2

3 Risk evaluation 3 10 Management  plan- 4
ning

4 Risk control 3 11 Staff planning 4

5 Verification of risk con- 5 12 Final review 2

trol

6 Residual risk 8 13 Risk management 3
system review

7 Pre-release 6 14 Traceability 1

While implementing risk control measures, the introduction of additional risks to the device
is a potential outcome, necessitating their inclusion in the risk management process, akin to
other identified risks. Moreover, there is a possibility of discovering risks only after the device
has entered the production phase, underscoring the importance of managing these risks
promptly when identified. [12] The iterative nature of the risk management process, depicting

its continuous and cyclical nature, is illustrated in Figure 2.
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Risk analysis

« Intended use and
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= |dentification of hazards
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W
Risk assessment

Risk evaluation

]
Risk control

« Risk contral optlon
analysls

» Implementation of risk -
contro|l measure(s)

* Residual risk evaluation

+ Rlisk/beneflt analysls

= Risks arlsing from risk
control measures

* Completeness of risk
control

Risk management

Evaluation of overall residual
risk acceptabl|lty

Rlsk management report

Productlon and postproduction
information

f

Figure 2. Schema of the risk management process [12].

2.3.3 IEC 62304:2006 — Software Lifecycle Processes

IEC 62304, Medical device software — Software life cycle processes, is a standard that spec-
ifies the stages required to develop safe software [35]. It defines a framework of lifecycle
processes that include critical activities and tasks necessary for the secure design and
maintenance of software in medical devices. IEC 62304 does not define a specific lifecycle
model.



15

It recognizes the essential roles of quality management and risk management in ensuring
the safety of medical device software. However, it refrains from prescribing explicit require-
ments for these aspects. The standard operates under the premise that software develop-
ment inherently integrates within a broader framework of a Quality Management System and
an accompanying risk management process. The compliance with two additional regula-
tions, namely ISO 13485 and ISO 14971, is tacitly assumed within the context of IEC 62304.
[53]

Table 3 shows the 16 milestones and related goals of the standard IEC 62304 [35].

Table 3. Activities specified in IEC 62304, and their respective tasks [35].

Ref | Milestone No of Ref | Milestone No of
Goals Goals
1 Prerequisites 2 9 Software Detailed Design 5
Process
2 Software  Development 16 10 | Software Unit Implementation 28
Planning Process and Verification Process
3 Software Documentation 25 11 | Software Integration and Inte- 7
gration Testing Process
4 Software Risk Manage- 13 12 | Software System Testing Pro- 7
ment Process cess
5 Software Requirements 16 13 | Software Release Process 4
Analysis Process
6 Software  Architectural 6 14 | Software Archive 2
Design Process
7 Software Safety Classifi- 4 15 | Software Problem Resolution 18
cation Process
8 Software  Configuration 11 16 | Software Maintenance Pro- 8
Management Process cess

2.3.4 IEC 62366 — 1:2015 - Application of usability engineering to
medical devices

IEC 62366-1 details the usability engineering process for manufacturers to analyze, specify,
design, verify, and validate usability concerning the safety of a medical device. Key tasks
include identifying use-related hazards and hazardous scenarios, establishing user interface
requirements, preparing application and usability specifications, and composing a validation

plan. Subsequently, a use-related risk analysis should be conducted [12]. If the usability
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engineering process outlined in IEC 62366-1 is adhered to, and the acceptance criteria doc-
umented in the usability validation plan are met, the presumed acceptability of residual risks
associated with the usability of a medical device aligns with ISO 14971, unless objective

evidence suggests otherwise. [55]
The milestones of this standard can be divided into 10 parts, as Table 4 shows it.

Table 4. Milestones specified in IEC 62366-1 [12].

Ref Milestones No of Ref Milestones No of
Goals Goals

1 Task 5 6 Training 4

2 Usability Specification 5 7 Verification 4

3 Risk Management 7 8 Validation 4

4 Implementation 2 9 Validation Management 3

5 Documentation 6 10 Process 4

2.3.5 IEC/TR 60601 —4 —1:2017 - Medical electrical equipment and
medical electrical systems employing a degree of autonomy.

With a certain amount of autonomy, IEC TR 60601-4-1 is meant to guide a manufacturer
through the important choices and actions that must be made in order to carry out compre-
hensive risk management and usability engineering processes for medical electrical equip-

ment or a medical electrical system. [20]

The standard emphasizes risk control as integral to overall safety, underscoring the identifi-
cation, mitigation, and management of risks associated with medical device use [55]. Com-
pliance with it is important in the reliability and safety of medical electrical equipment, con-

tributing to improved patient safety and the effectiveness of medical treatments.

2.3.6 ISO/IEC/IEEE 29119:2020 — Software Testing

This standard consists of 4 parts. These parts are concepts and definitions, test processes,
test documentation and test techniques. The goal of the ISO/IEC/IEEE 29119 series of soft-
ware testing standards is to provide a globally accepted set of guidelines for software testing

that any business can utilize for any kind of software testing. [42]

A crucial step in the software development cycle is software testing. It is estimated that

testing efforts account for 20% to 80% of the entire cost of software projects. Since there is
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no such thing as flawless software, testing expenses should be justified, particularly for

safety-critical systems. [2]

The foundation of the software testing model that is defined in this standard is a basic testing
model that includes three additional basic entities, as shown in Figure 3, and processes
testing as its central component. As a process is completed and test cases are used to
describe the outcome, documentation is produced. The requirements to be employed in test
case design are the source of the technique’s entity. The terms used by other models are

identified as definitions and concepts.

Concepts and
Definitions

T

Techniques o S— Processes —» Documentation

Figure 3. Testing model defined in ISO/IEC/IEEE 29119:2020 [2].

2.3.7 IEC 81001-5-1:2022 - Health software and health IT systems
safety, effectiveness and security

It defines security activities in the product life cycle for health software and health IT systems
and is therefore primarily intended for developers [34]. This standard outlines the life cycle
requirements for the creation and maintenance of health software, taking into consideration
the particular requirements for health software, in order to facilitate compliance with IEC
62443-4-1 [38].

A standard framework for secure health software life cycle processes is established by the
collection of procedures, tasks, and activities detailed in it. By adding specific tasks and
procedures to the software life cycle processes for health software, as well as by strength-
ening the security of the software life cycle processes themselves, it aims to improve the

cybersecurity of health software. [38]
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2.4 Software Development Process

Software has a wide range of applications in medicine. The arguments are the same as
those for other medical devices in that regard. Software that operates independently can be
used to directly operate equipment (like radiation therapy), deliver information that prompts
decisions instantly (like blood glucose meters), or assist medical practitioners (like ECG in-

terpretation). [1]

The system development life cycle (SDLC) framework functions as a software development
methodology within the field of software engineering, offering a structured approach to plan,
organize, and govern the software development process (SDP). This methodology presents
a prescribed sequence of activities that system designers and developers should undertake,
see Figure 4. Notably, it comprises a series of steps or phases, where each subsequent
phase utilizes the outcomes of its predecessor as input. Various SDLC models, such as the
waterfall model, iterative model, V-shaped model and agile model, have been proposed to

augment the efficiency and effectiveness of software development. [50]

Develop-

tation

Figure 4. Steps of the Software Development Lifecycle [33].

2.4.1SDLC Models

SDLC models provide structured frameworks that guide the development process of soft-
ware applications, ensuring efficiency, quality, and adherence to requirements. Various
SDLC models exist, each with its own approach to planning, execution, and delivery. [33]
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This section explores four widely-used SDLC models: the Waterfall model, the lIterative
model, the V-Shaped model, and the Agile model. Each model's fundamental ideas, pro-
cesses, and suitability for different project types are discussed, along with a comparative
analysis of the Waterfall and Agile models. Additionally, Scrum, an Agile methodology, is
examined for its iterative and collaborative approach to software development.

Waterfall model

The conventional model for software engineering is the waterfall approach. One of the ear-
liest models, it is frequently utilized in both government initiatives and large corporations.
This paradigm guarantees that design faults are detected early on since it places a strong
emphasis on early planning. Its extensive documentation and planning also make it suitable
for projects where quality control is a top priority. There are multiple non-overlapping phases
in the waterfall life cycle model. These phases include system requirements, software re-

quirements, architectural design, detailed design, coding, testing, and maintenance. [33]
Fundamental idea:

e The project is broken up into phases that are appropriate for some overlap and

splash back, see Figure 5.

¢ Planning, timetables, deadlines, budgets, and the simultaneous deployment of a full

system are prioritized.

e Strict control is maintained throughout the project's life by means of copious written
documentation, official reviews, and user and IT management approval/signoff,
which happens at the conclusion of most phases before to the start of the subsequent
phase. [33]
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Figure 5. Steps in the Waterfall model [33].

Iterative Model

A complete set of criteria is not the starting point for an iterative life cycle model. Rather, just
a portion of the software is specified and implemented at first so that it can be evaluated
later to find further requirements. After that, this procedure is repeated, creating a fresh

software version for every model cycle. [33]
Fundamental Idea:

e The shortcomings of the Waterfall Model led to a need for a different ap-
proach to system development that could yield better outcomes more quickly,

with less upfront information needed, and with more flexibility.

e The work is broken up into manageable chunks. This enables the develop-
ment team to gather insightful feedback from system users and present re-

sults early in the process, see Figure 6.

e Every iteration function as a miniature waterfall process, with the input from

one stage supplying crucial details for the subsequent phase's design. [33]
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Figure 6. Steps in the lterative Model [33].
V-Shaped model

The V-shaped life cycle follows a sequential path for process execution, just as the waterfall
model. Before moving on to the next phase, each one needs to be finished. However, this

paradigm places more emphasis on testing than the waterfall model does, see Figure 7.

The testing protocols are created early in the process, before any coding is done, and at
every stage leading up to deployment. Like the waterfall model, the requirements form the
basis of the life cycle model. A system test plan is drafted prior to the commencement of
development. Meeting the functionality outlined in the requirements gathering is the main
goal of the test plan. System architecture and design are the main topics of the high-level

design phase. [33]

In order to test the interoperability of the various components of the software system, an
integration test plan is also developed at this phase. The actual software components are
designed, and unit tests are created at the Ilow-level design phase.
Again, all coding happens at the implementation phase. After the coding is finished, the
execution path goes along the right side of the V and uses the test plans that were previously
created. [33]
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Figure 7. Steps in the V-Shaped Model [33].
Aqile model

The goal of agile software development is to continuously provide working software while
putting the needs of the customer first [33]. The following are part of the Agile Software
Development Process:

1. Kicks off with a meeting

2. The known requirements are recognized and given order of importance. The growth plan

is created in accordance with that.
3. Each requirement's relative complexity is calculated.
4. Effective design is completed with basic diagrams.

5. The Test-Driven Development (TDD) methodology is an option. "Writing test first and then
writing code to pass the test" is a key component of TDD. It could assist in preventing over-
coding.

6. There is a lot of team’s interaction when developing, occasionally in pairs. When pair

programming is used, ownership of the code is shared.

7. There are more regular tests of the code. The integration testing of the code may occa-
sionally be made easier with the usage of a specialized "Continuous Integration" server or
software.
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8. The code is refactored, depending on the feedback that is obtained. Refactoring can alter
the internal structure of a program to improve design and maintainability, but it has no effect
on the application's external behavior. Refactoring techniques include moving the class, us-

ing super classes, adding interfaces, and more. [33][32]

Comparison between waterfall and agile models

Table 5 provides a comparative analysis between the Waterfall and Agile models of software
development, highlighting their historical context, conceptual differences, efficiency, and

suitability.
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Table 5. Comparison between Waterfall and Agile Models [33] [32]

Waterfall model

Agile Model

Origin

The Waterfall model emerged in
1970 when Winston Royce intro-
duced it through a published pa-
per, marking its formal introduc-

tion to software engineering.

Agile development started taking shape in
the 1990s, with significant advancements
leading to the creation of the “Agile Mani-
festo” in 2001, which set the foundational

principles for Agile practices.

Core

Differences

This approach follows a straight-
forward, step-by-step process,
much like how water flows down
from one level to another in a wa-
terfall. Each stage of develop-
ment follows sequentially from

the previous one.

Agile approaches emphasize flexibility
and quick adaptation. Instead of sticking
to a rigid, linear plan, Agile utilizes re-
peated cycles, each aimed at progres-

sively refining the product.

Effectiveness

Due to its linear and rigid struc-
ture, the Waterfall model can
struggle  with  incorporating
changes late in the develop-
ment process.

Agile’s iterative and adaptable framework
allows for easier integration of changes,

leading to faster product delivery.

Best Use Cases

The Waterfall model works well
when the project requirements
are clearly defined and unlikely to
change throughout the develop-

ment process.

Agile is versatile and can be applied to a
wide range of software development pro-
jects, particularly those that benefit from

ongoing revisions and improvements

Scrum:

In Scrum, close collaboration among the Scrum Master, Product Owner, and Scrum Team

drives continuous iterations of software development. The Scrum Team, comprised of cross-

functional experts, collaborates to create innovative products that meet customer satisfac-

tion. Each iteration, known as a sprint, typically lasts 1 to 3 weeks and focuses on completing

tasks from the sprint backlog—a list of requirements for the current sprint determined by the

Product Owner, see Figure 8. Sprint planning initiates each sprint, followed by daily scrums
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to monitor progress. The objective of each sprint is to deliver a potentially shippable product
increment. Subsequently, sprint reviews with the Product Owner are conducted to highlight

the completed work. [44] Scrum is an Agile methodology.

4 ™
Plan

(. J

4 ¢ N\
Build

- J

/ ¢ M\
Test

- j

4 ¢ M\

Review
- J

v

Potentially shippable
product

Figure 8. Basic sprint of the scrum model [44]

2.4.2 SDLC Model and Standards

Even though there are different models, see section 2.4.1, the standard waterfall develop-
ment life cycle is used as a pattern model. It was chosen because sequential flow is linear,

thus the description of it should be comprehensible enough.

Figure 9 depicts a workflow diagram that examines the waterfall SDLC model. However, it
can be extended to other models too. The presented workflow defines the time link between
distinct stages and describes the standards and/or regulations for each activity. It encom-
passes both actions involved in the creation of any software and those required for the de-

velopment of CE markable medical software. In the Figure 9, circles are named places, and
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they indicate circumstances, while rectangles labelled as transitions represent actions. Fur-
thermore, each activity's reference regulations are provided for devices of classes | and lla
and lIb. The Unified Modelling Language (UML) stands out as a utilized and universally
acknowledged standard among the various criteria available to support software develop-
ment. Functioning as a standard graphical modelling language, UML serves as a tool to
encapsulate diverse facets of a software engineering project. UML tools to be used for each
action and they are listed in Table 6. These tools can be used to design, construct and/or

document the software. [55]
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Figure 9. Workflow Diagram of the SDLC model, highlighting the stages needed of generic software for the development of a CE
markable medical software [55].
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The initial requirement for the development of medical software, as depicted in the figure,
is the presence of a QMS that aligns with the specifications outlined by IEC 62304 [55].
In instances where a QMS is not yet in place, a designer aspiring to attain 1ISO 13485
certification is obligated to institute one and formulate a quality manual. The quality man-
ual should delineate the organization's objectives, processes, and procedures concern-
ing compliance and quality management. After the implementation of the management
system and the drafting of the quality manual, the organization is then tasked with iden-

tifying a certification body with which it is comfortable. [55]

The commencement of software development involves the initiation of requirements elic-
itation, encompassing interviews with primary stakeholders, the deployment of question-
naires, and user observation. This process facilitates the establishment of the context of
use and identification of user needs. The information gathered through these activities
serves as the foundation for subsequent steps, namely the definition of the intended use
and the classification of medical software. These procedural elements are essential due
to the inherent necessity for distinct requirements to be met based on the assigned safety
class. As a result, a comprehensive analysis of system requirements becomes impera-

tive. The stipulations for this process are outlined in article 5.2 of IEC 62304. [35]

Subsequent stages involve the design of system functionalities and graphical user inter-
faces, with a particular emphasis on the usability of graphical interfaces to mitigate po-
tential hazards. To address this, careful consideration is given to the application of usa-
bility engineering processes, as delineated by IEC 62366 — 1 and IEC/TR 60601 - 4
[12][20], to ensure safety in medical devices. The incorporation of usability engineering
aims to yield a device that is not only easier to use but also features controls and displays
that are more comprehensible, alongside more effective alarm signals. When crafting the
graphical user interface, adherence to these requirements becomes paramount, with due
regard to IEC 62304 and ISO 14971 [35][20]. Devices susceptible to harm due to "use
errors" necessitate a thorough consideration of the dynamics associated with user inter-
action as integral components within the frameworks of risk analysis and risk manage-
ment. [55] As indicated in the study, during the phases of system implementation and
validation, an ongoing reliance on the guidelines set forth by IEC 62304 remains imper-
ative. [35]

Across the phases of analysis, design, development, and testing, the manufacturer is
obligated to generate technical documentation. The evaluation of these documents is
conducted to ascertain the device's adherence to the essential requirements outlined in

the MDR. A noteworthy consideration is the simultaneous editing of technical documen-
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tation alongside the development process. This concurrent approach is essential to guar-

antee the comprehensive and accurate representation of content within the documenta-

tion. [55]

Table 6. Activities of the SDLC and its needed UML tools [55].

Software development phases

UML Tools

System Requirement analysis

System design

System validation

Deployment

Use case diagram, Use case details, Activity
diagram.

Activity diagram, Class diagram, Component
diagram, Object diagram Sequence diagram,
Collaboration diagram

Use case diagram, Use case details Activity
diagram, Class diagram Component dia-
gram, Object diagram Sequence diagram,
Collaboration diagram

Deployment diagram




30
2.5 Embedded Systems

2.5.1 General

A computer's hardware and software are combined to create an embedded system. This
system needs a hardware platform, which is constructed with a microprocessor or mi-
crocontroller, just like any other programmable electronic system. The hardware compo-
nents of an embedded system comprise things like the display, memory, input/output
interfaces, and user interface. Power supplies, processors, memory, timers, serial com-
munication ports, and circuitry unique to a system's application are typically found in
embedded systems. [46] Figure 10 shows the embedded system flow diagram. In em-
bedded systems, high-level programming languages are used to write software, which
is subsequently compiled to perform a certain task inside the hardware's non-volatile

memory. [26]

The functionality of an embedded system is typically predetermined and influenced by
its interaction with the surrounding environment. Embedded systems frequently feature
multiple operating modes, the ability to handle exceptions, and requirements for concur-
rent execution of various tasks. [14] These functionalities are managed by the system's
integrated software, closely intertwined with its hardware components. This close rela-
tionship between software and hardware often imposes constraints on software devel-

opment. [26]

( User Interface)

Embedded Computer
Input _’ Output
'u'ariables_> Software Varia?:les

Hardware

Link to Other Systems

Figure 10. Flow diagram of an embedded system [48].
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Figure 11 shows the different types of embedded systems which are explaining in the

following paragraphs.

Types Of Embedded
Systems
Based On ) Based On The Performance
Performance & Functional Of The Microcontroller

Requirements

| |
lsindlﬂll }

Real Time P Networked Mobile Small Scale Medium Scale Sophisticated

Figure 11. Embedded system classification [48].

2.5.2 Classification of Embedded Systems

Embedded systems are classified into four categories according to performance and

functional requirements:

Real time embedded systems:

A real-time embedded system produces output within a certain, predetermined time
frame. This type of embedded system is strictly time specific. These kinds of embedded
systems prioritize time-based task execution and output generation in order to respond
quickly in emergency situations. Operational challenges posed by these tight timing lim-
itations are critical. [14] Certain embedded systems operate within safety-critical do-
mains, where both functionality and reliability are paramount. lllustrative examples of
such safety-critical real-time embedded systems encompass avionics, traffic manage-

ment systems, and medical instrumentation. [27]

Standalone embedded systems:

Embedded systems that can function independently without reliance on a host system
are known as stand-alone systems. It accepts input from analog or digital input ports,
processes, computes, and transforms the data before sending the output through the
linked device, which also acts as a controller, driver, and display for the other devices
attached to it. [48] Examples of these systems include MP3 players, microwave ovens

and calculators.

Network embedded systems:
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In order to deliver output to the associated device, networked embedded systems are
linked to a network, which might be wired or wireless. They use a network to connect
with the integrated web server. The field of embedded system applications with the quick-
est rate of growth is this one. A system known as an embedded web server connects all
embedded devices to a web server so that they may all be viewed and managed by web
browsers. [48] Examples are home security systems, ATM machines and card swipe

machines.

Mobile embedded systems:

Mobile embedded systems are resource-efficient, compact, and simple to use. These
embedded systems are the most favored ones. From the perspective of portability, mo-
bile embedded systems are also the best. [48] Examples of these are mobile phones

and digital cameras.

Embedded systems are classified into three types based on the performance of the mi-

crocontroller:

Small-scale embedded systems:

This category includes embedded devices with straightforward application needs and
non-time-critical performance requirements. A common illustration of a small-scale em-
bedded system is an electronic toy. Typically, 8- or 16-bit microprocessors/microcontrol-
lers with poor performance and inexpensive cost constitute the foundation of small-scale
embedded systems. An operating system may or may not be present in a small-scale

embedded system for it to work. [39]

Medium-scale embedded systems:

This group includes embedded devices with somewhat complicated firmware (software)
and hardware requirements. Typically, medium-sized embedded systems are con-
structed using 16- or 32-bit microprocessors/microcontrollers or digital signal processors
that have a moderate performance and inexpensive cost. For them to function, they often
have an embedded operating system (either a real-time or general-purpose operating

system). [39]

Large-scale embedded systems:

This category includes embedded devices with extremely complicated hardware and
firmware requirements. They are used in high-performance, mission-critical applications.
These systems are typically constructed around multicore CPUs, programmable logic
devices, or high performance 32- or 64-bit RISC processors/controllers. Typically, it has

a high-performance real-time operating system for managing, prioritizing, and scheduling
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tasks. [39] They are employed in cutting-edge applications that need the co-design of
hardware and software as well as the assembly of component parts into the final system.
[48]

2.5.3 Embedded Software Development Process

Software development constitutes a vital component within the broader embedded sys-
tems development process. From a software-centric perspective, embedded systems
development often adheres to the classical V-shaped model [33]. Figure 12 illustrates

this model, whose concepts serve as a foundational framework.

System
Requirements [~-===== == === s r s s e e s e ?;:ﬁ‘n,;
Analysis
System | System
Architectural Integration
Design Testing
Software Software
Requirements [~~~""""""""""""77tTooos System
Analysis Testing
Software Software
Architecture [----""""""""-77-70 Integration
Design Testing
\ Software Software /
Analyse and Detailed [~~~ Module Integrate and
design Design Testing test
Software
Coding

Figure 12. The V-shaped model of embedded software development [33].

The V-model suggests that system requirements, initially positioned on the left side of
the V, undergo refinement through analysis and design stages until they are translated
into software code. Subsequently, activities on the right side of the V focus on integrating
and testing the software to ensure its readiness for integration with other systems and
hardware. Dotted lines connecting the development stages indicate that testing is in-
formed by the preceding analysis and design work. While verification and validation are
closely tied to testing, it is essential to verify and validate all development artifacts
throughout the process. Verification ensures that the work products meet the specified

requirements, while validation confirms that the final product meets its intended use. [8]
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2.5.4 Embedded Software and Medical Devices

A medical embedded controller is a compact, automated device that is programmed to
carry out a specific task linked to the immediate treatment or general management of a
patient's health. It is informed by measurements, or feedback, from the patient and his
or her external environment. The embedded controller interacts with the environment
through sensors, transducers, and human-computer interactions. Processing units, such
as microcontrollers and microprocessors, are usually utilized to carry out decision-mak-

ing procedures based on the obtained measurement information. [54]

Medical devices that are used for disease diagnosis, prognosis, and monitoring fre-
quently contain embedded systems. These devices include blood pressure monitor,
blood glucose monitor, electrocardiography (ECG) system, radiography equipment,
magnetic resonance imaging (MRI) scanner, computerized tomography (CT) scanner,
positron emission tomography (PET) scanner, and digital thermometers. Typically, hu-
mans are involved in the decision-making process when implementing these devices.
Embedded control systems for medical applications have advanced due to the urgent
need to build fully-automated therapeutic devices (thereby eliminating the human-in-the-
loop paradigm) for active decision-making, as well as demands for mobility and cost-

effectiveness. [54]

Wearable monitoring devices support both the monitoring of vital indicators like heart
rate, blood oxygen level, respiration, and body fat as well as the management of the
treatment of chronic conditions including diabetes, asthma, and heart disease. They of-
ten offer communication, local processing, non-intrusive sensing, and user feedback.

[13] They have an embedded system capable of doing all this.

Another application that requires successful integration of feedback control mechanisms
embedded in medical devices are the invasive ones, such as a pacemaker or an artificial
pancreas for people with diabetes type 1. They monitor physiological signals as heart

pulses or blood glucose. [48][54]
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3. AIMS OF THE STUDY

The aim of this study was to improve regulatory compliance within Huld's software de-
velopment processes for medical device projects. This research sought to address gaps
in current practices, developed effective compliance tools, and provided practical guid-

ance for ESEs to ensure adherence to relevant standards and regulations.

To accomplish this aim, the study was structured around three primary research ques-

tions:

1 Assessment of Current Processes: What are the current software development
processes within Huld, and how do they align with medical regulatory standards?

Where are the areas for improvement?

2 Development of Compliance Tools: What regulatory compliance tool or method
can be designed and implemented to effectively enhance the compliance of medical

device projects within Huld's software development processes?

3 Practical Recommendations for Developers: What specific and actionable recom-
mendations can be formulated to guide embedded software developers in under-
standing and implementing standards and regulations effectively within medical de-

vice projects at Huld?
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4. MATERIAL AND METHODS

4.1 Case Company Introduction

This thesis is made for Huld Oy. It is a company on the design and consultancy field. Its
area of expertise includes digital services and software, product design and develop-
ment, safety and security and embedded solutions. Currently, it employs a total of more

than 400 experts in various locations in Finland and the Czech Republic. [18]

Huld has many fields of expertise, and it has been aiding medical devices companies in
the design, validation, and verification process. Their projects go from non-invasive de-
vice for asthma to identify airways obstructions to user-friendly medical devices for home
care. [18] The author of the thesis works currently as an ESE developing a medical de-

vice.

4.2 Data Collection

The study is structured into two main sections, with the first part dedicated to exploring
the Theoretical Background in Chapter 2. This section delves into key concepts relevant
to the research, drawing insights from an extensive literature review that spans various
sources such as books, articles, regulations, legislative documents, and guidelines. The
primary goal is to establish a robust theoretical foundation that comprehensively ad-
dresses the complexities of the regulatory environment and software development prac-

tices within the context of medical devices.

The second part of the study serves as a practical application of the theoretical frame-
work established in the first section. While the theoretical background provides a com-
prehensive understanding of the regulatory landscape and software development prac-
tices in the medical device domain, the second section aims to validate and enrich these

theoretical insights through empirical data collection and analysis.
To collect data, the study employed a mixed-methods approach:

1. Structured Interviews: Structured interviews were conducted with five profes-
sionals, two project managers (PMs) and three ESEs who have extensive expe-
rience in embedded software, software development processes, and regulatory
compliance within the medical device industry. These interviews were designed
to gather qualitative data on the perspectives, insights, and challenges faced by

practitioners in the field. The interview questions were developed based on the



37

gaps identified in the literature review and archival data from Huld and were
aimed at exploring real-world experiences and expertise. The interviews were
recorded with the consent of the interviewees and later transcribed into Word

documents.

2. Archival Data from Huld: The study also utilized data from Huld archives, which
included documentation of actual medical device development processes within
the organization to observe and document the procedures, compliance
measures, and development practices in a specific organizational context. To ac-
complish this, the documents were gathered and selected by its relevance and

importance.

3. Literature Review: A literature review was conducted to gather data from various
sources such as books, articles, regulations, legislative documents, and guide-

lines.

Informed consent was obtained from all interviewees, ensuring that they participated
willingly and were aware of the study's objectives. Measures were taken to protect the
confidentiality of the participants and the data collected. Personal identifiers were re-
moved from the data, and results were reported in an aggregated manner to prevent the

identification of individual participants or projects.

4.3 Data Analysis

The collected data is qualitative. The theoretical background involves the interpretation
and analysis of qualitative information from various scholarly sources. The responses
obtained from interviews are rich in detail and context, and involves capturing partici-
pants' perspectives, experiences, and opinions through open-ended questions and dia-

logue, thereby providing deep insights into the research topic.

For the interview answers the thematic analysis (TA) was selected and implemented. TA
is a method of "identifying, analyzing, and reporting patterns (themes) within data" [5]. It
is described as a descriptive method that reduces the data in a flexible manner that aligns

with other data analysis methods. [49]

The data analysis employs a three-level coding approach, beginning with bottom-up cod-
ing, which starts from the text itself from the interviews and progresses to a top-down
approach. In the bottom-up phase, interview transcripts are meticulously examined to
identify segments of Relevant Text related to the research questions. At the first level of

coding, segments of Relevant Text expressing similar ideas are grouped into Repeating
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Ideas. These Repeating Ideas are then categorized into broader Themes, representing

more generalized concepts underlying the Repeating Ideas.

Finally, a gap analysis was performed, where the current and desired states were exam-
ined. The gap analysis began by defining the scope and objectives, followed by as-
sessing the current state through the earlier collected data, process mapping, and eval-
uating performance of current processes. The desired state was then defined using
benchmarks, ideal process descriptions, and specific performance goals. By comparing
the current and desired states, gaps were identified and prioritized based on their impact.
Strategies and action plans to create the tools were then developed to address these

gaps. Figure 13 shows a flow diagram of the data collection and analysis process.
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5.RESULTS

This section presents an analysis of regulatory compliance strategies and processes
within the consultancy company, with a specific focus on medical device projects.
Through a series of pie charts and tables, the distribution of SDPs utilized within teams
of ESEs is explored. Additionally, key themes identified from the company's archives
regarding regulatory compliance strategies are outlined, along with the challenges, tools,
and features identified by ESEs for complying with standards and regulations in medical

device projects.

5.1 Qualitative Results

The pie chart titled "SDP within Medical Device Projects" in Figure 14 presents the dis-
tribution of SDPs utilized within the teams of ESEs. The chart indicates that a substantial
majority, 80%, of the teams employ the Scrum framework, while the remaining 20% fol-

lows another methodology.

SDP within Medical Device Projects

m Other = Scrum

Figure 14. Pie chart of the SDP used in a medical device project within the consul-
tancy company.
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Table 7 presents key themes identified from the company's archives, focusing on regu-
latory compliance strategies and processes. Each theme is associated with specific key
points, highlighting the company's approach and practices.

Table 7. Analysis of Regulatory Compliance Strategies and Processes of the com-
pany’s archives.

Theme Key Points

Regulatory Standards and Compliance - Adherence to ISO 13485 for medical de-
vices
- Compliance with IEC 62304 for medical
software
- Implementation of ISO 14971 for risk
management

Processes - Implementation of specific testing and

verification protocols
- Adherence to mandates from regulatory
bodies

Quality Assurance and Control - Emphasis on rigorous quality assurance
measures

- Control processes to ensure compliance
and product safety

Collaborations with Regulatory Experts - Utilization of experts for regulatory as-
sessments
- Detailed documentation reviews

Documentation and Evidence Maintenance | - Comprehensive documentation pro-
cesses - Documentation provided to reg-
ulatory authorities as required

Proactive Approach to Regulatory Align- | - Proactive educational initiatives
ment - Adaptive processes to meet regulatory
changes

- Focus on compliance strategies

In Table 8, Table 9 and Table 10 the data collected from the interviews is presented in
terms of the total number of coded responses, the percentage of coded
responses, and the percentage of participants who identified each challenge.
Each feature, denoted as a "code," represents a distinct theme or aspect referenced in
the responses. This data encompasses the total number of times each code was men-

tioned expressed both in absolute terms (total number of coded responses), and as a
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percentage of the total responses (percentage of coded response). Moreover, it deline-
ates the percentage of participants who contributed to discussions involving each code

(percentage of participants).

Table 8 summarizes the challenges identified in comprehending and implementing com-

pliance procedures among embedded software engineers in medical device projects.
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Table 8. Sum of codes of the challenges faced for ESE according to interview an-
swers of PMs and ESEs.

Total
number
of coded Percentage Percentage
Code num- re- of coded of Partici-
ber Codes sponses response pants

1 Comprehending concrete re-
quirements within large and 0 o
abstract standards 3 18% 60%
2 Heavy reliance on generic in-
house guidelines that may
not sufficiently address pro- 4 24% 80%
ject-specific requirements.

3 Varied levels of expertise
among team members, lead-
ing to difficulties for newcom-
ers in understanding and im- 2 12% 40%
plementing compliance pro-
cedures

4 Complexity of mapping regu-
latory standards to specific
project contexts, requiring 3 18% 60%
meticulous attention to detail

5 Challenges in project plan-
ning, including tight deadlines
and evolving design require-
ments, which may hinder 3 18% 60%
proper documentation and
testing efforts.

6 Risk of inefficiencies and pro-
ject delays due to delayed
documentation and testing ef-
forts.

2 12% 40%

17 100%

The main challenge was the heavy reliance on generic in-house guidelines that may not
sufficiently address project-specific requirements, accounting for 24% of the coded re-
sponses and reported by 80% of participants. Comprehending concrete requirements
within large and abstract standards was identified by 60% of participants, making up 18%

of the responses. The complexity of mapping regulatory standards to specific project
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contexts was also noted by 60% of participants, contributing another 18% to the total
responses. Challenges in project planning, including tight deadlines and evolving design
requirements, were reported by 60% of participants and accounted for 18% of the coded
responses. Varied levels of expertise among team members were identified by 40% of
participants, representing 12% of the responses. Risk of inefficiencies and project delays
due to delayed documentation and testing efforts was reported by 40% of participants,

also representing 12% of the responses.

Table 9 summarizes the coded responses related to tools and resources that ESEs find

useful for complying with standards and regulations in medical device projects.
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Table 9. Sum of codes of the thematic analysis of the qualitative data for requlatory

compliance tool according to interview answers of PMs and ESEs.

Total
number
of
coded Percentage Percentage
Code re- of coded re- of Partici-
number Code description sponses sponse pants
1 Template 3 30% 60%
2 Guidelines 1 10% 20%
3 Documentation 2 20% 40%
4 Examples 3 30% 60%
S Workflow 1 10% 20%
Total comments around codes 10 100%

The most frequently cited tools and resources were templates and examples, each ac-

counting for 30% of the coded responses and identified by 60% of participants. Docu-

mentation was identified by 40% of participants, making up 20% of the responses. Guide-

lines and workflow were each cited by 20% of participants, each contributing 10% to the

total responses.

Table 10 summarizes the responses related to the features and functionalities that em-

bedded software engineers find important in tools used for complying with standards and

regulations in medical device projects.
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Table 10. Sum of codes of the thematic analysis of the qualitative data for character-
istics of the compliance tool according to interview answers of PMs and ESEs.

Total
number Percent-
of coded age of
Code re- coded re- | Percentage of

number Code description sponses sponses Participants
1 Automation 5 14% 100%
2 Flexibility 1 3% 20%
3 Template based approach 5 14% 100%
4 Guidelines 1 3% 20%
S Workflow management 1 3% 20%
6 Resource Coordination 1 3% 20%
7 Integration of Resource Planning 1 3% 20%
8 Example Integration 1 3% 20%
9 Referencing Functionality 1 3% 20%
10 Integration with Standard text 3 8% 60%
11 User-Friendly Interface 3 8% 60%
12 Compatibility with other tools 2 6% 40%
13 Efficiency and readability 2 6% 40%
14 Customization based on Safety

Classification 3 8% 60%
15 Comprehensive Display of Stand-

ards and Requirements 1 3% 20%
16 Evidence Collection 1 3% 20%
17 Centralized Data 2 6% 40%
18 Error Prevention Mechanism 2 6% 40%

Total comments around codes 36 100%

The commonly mentioned features were automation and a template-based approach,

each accounting for 14% of the coded responses and identified by 100% of participants.

Integration with standard text, user-friendly interface, and customization based on safety

classification were each identified by 60% of participants, each making up 8% of the

responses.

Compatibility with other tools, efficiency and readability, centralized data, and error pre-

vention mechanism were each cited by 40% of participants, each contributing 6% to the

total responses.

Other features, including flexibility, guidelines, workflow management, resource coordi-

nation, integration of resource planning, example integration, referencing functionality,
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comprehensive display of standards and requirements, and evidence collection, were

each cited by 20% of participants, each accounting for 3% of the responses.

5.2 Findings
This chapter provides an overview of the research questions. Each question is presented
to the reader, followed by a structured analysis to facilitate comprehension.
Research question 1.

What are the current software development processes within Huld, and how do they align

with medical requlatory standards? Where are the areas for improvement?

Current SDP within Huld

Even though Huld does not have a defined SDP, engineers often choose Scrum as their
preferred development methodology, see Figure 14. At Huld, this process is usually re-
flected in the project plan by the PM. The software development process involves several
key stages, commencing with planning. During this phase, all inputs and outputs are
defined, standards are acknowledged, and deliverables are identified. Attention is also
given to traceability, configuration management, and problem resolution strategies.
While primarily overseen by the project manager, this phase necessitates collaboration
with the team to ensure understanding and effective communication of project needs.
The current process is described in Huld's medical process guides and IEC 62304 for

software development.

Following the planning phase, the subsequent stage involves requirement analysis,
where the team strives to grasp the necessary requirements. This includes understand-
ing customer requirements, system requirements derived from customers, and standard
requirements mandated by regulations. The process then progresses through architec-
tural design, detailed design, implementation, verification, integration, and testing. Fi-

nally, the system undergoes release.

Alignment with Regulatory Standards

Huld's alignment with regulatory standards is deeply ingrained in its approach to product
development, particularly in fields like medical device. Throughout the development
lifecycle, see Table 7, Huld professionals adhere to relevant regulations and industry
standards, including ISO 13485 for medical devices, IEC 62304 for medical software,
and ISO 14971 for risk management. Processes are customized to meet regulatory re-
quirements, encompassing specific documentation, testing, and verification activities

mandated by regulatory bodies. Quality assurance and control measures are prioritized
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to ensure products comply with regulations and meet safety and efficacy standards. Con-
tinuous education and training initiatives are implemented to keep employees up to date

on evolving regulatory requirements and best practices in compliance.

Huld works with regulatory experts to efficiently navigate complicated regulatory land-
scapes, using their knowledge for regulatory assessments, documentation checks, and
compliance strategy recommendations. Detailed documentation is rigorously maintained
throughout the development process, acting as evidence of regulatory compliance, and
being provided to regulatory authorities as needed. Huld approaches the regulatory
alignment with proactive education, process adaptation, collaboration, and attention to

detail.

Areas of Improvement

Challenges faced by ESEs in striving for compliance with regulatory standards encom-
pass several key areas. Table 8 shows, as a sum of codes, these challenges, and its
impact on ESEs. To begin, comprehending the concrete requirements inside the huge
and often abstract standards might be difficult. As one respondent (PM2) pointed out,
this procedure includes going deeply into the standards, which can be time-consuming,
especially for those who are unfamiliar with parsing through voluminous paperwork.
Moreover (ESE1) said that, relying exclusively on generic in-house guidelines may fail
to address the specifics of different projects, needing a more complete review of the real

standards.

Additionally, the level of expertise among team members varies, posing challenges for
those less familiar with compliance procedures. While experienced engineers may nav-
igate these requirements with ease, newcomers may struggle to grasp the importance
and complexity of regulatory adherence (PM1). Furthermore, mapping regulatory stand-
ards to specific project contexts introduces complexities, as each standard may encom-
pass numerous considerations and exceptions. This mapping process requires meticu-
lous attention to detail and thorough understanding of how standards apply to diverse

use cases (ESE1).

Project planning presents challenges since tight deadlines and changing design require-
ments can impede appropriate documentation and testing efforts. Delaying documenta-
tion until later stages of the project, as mentioned by one respondent (ESEZ2), might result
in inefficiencies and slow overall project development. In retrospect, a more proactive
approach to documentation and testing from the start would have mitigated these issues
(ESEZ2).
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Research question 2.

What regulatory compliance tool/method can be designed and implemented to effectively
enhance the compliance of medical device projects within Huld's software development

processes?

The results of the data analysis are shown in Table 9 for the regulatory compliance tool

and Table 10 for the characteristics of it.

Regulatory compliance tool

When considering a new tool for regulatory compliance, most interviewees emphasized
the importance of incorporating templates and examples. Such examples could include
scrum-style task lists, architecture, design, interface documents, and test plans. Inter-
viewees also highlighted the value of incorporating guidelines and a workflow document
to further enhance the work.

Huld aims to assist the SDP of ESEs by providing tools such as a compliance matrix
example and an in-house developed software tool called FLOORS. The compliance ma-
trix is adapted by the PM for each project according to project specifications and cus-
tomer requirements. FLOORS has its own instructions, making it user-friendly and relia-
ble for software requirements. Huld also provides in-house quality training for its projects,
although some projects receive the training late in the process. Additionally, Huld offers
access to standards, regulations, and its own medical guidelines. Participants rated the
usability of these tools as somewhat useful and rated the easiness of following them as

challenging. Huld currently lacks clear instructions and templates for the entire team.

Characteristics of the tool

Opinions on the characteristics of the regulatory compliance tool are unequivocal. Par-
ticipants advocate for an automated tool with a template-based approach. Among re-
spondents, emphasis is placed on the need for the tool to integrate with standard text
and be customizable based on safety classification, all while maintaining user-friendli-
ness. Additionally, agreement exists on the necessity for compatibility with other tools,
ensuring efficiency, readability, error prevention, and centralized data. Interviewees high-

light the importance of flexibility in the tool.

On top of that, the tool should encompass guidelines, manage workflows, coordinate
resources, integrate with resource planning, provide integration examples, offer refer-
encing functionality, comprehensively display standards and regulations, and demon-

strate evidence of data collection.
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Research question 3

What specific and actionable recommendations can be formulated to guide embedded
software developers in understanding and implementing standards and regulations ef-

fectively within medical device projects at Huld?

Recommendations for ESEs to understand and implement standards and regulations

effectively.

Based on the interviews, practical recommendations for enhancing the understanding
and implementation of standards and regulations for ESEs can be derived. Firstly, com-
prehensive training programs should be instituted for new team members entering med-
ical device projects teams. These programs should offer thorough insights into the sig-
nificance of standards and regulations and provide a broad overview of their content.
These training sessions should be conducted by individuals well-versed in the subject

matter, ensuring the dissemination of essential knowledge to the team.

Secondly, designate key roles such as PM, product assurance engineer, and technical
lead to provide ongoing support and guidance to the team. These individuals should
possess a deep understanding of standards and regulations, ensuring alignment of pro-
ject activities with compliance requirements. Additionally, integration of standards into
daily work processes is of greatest importance. PMs and technical leads should regularly
emphasize the importance of adhering to standards and regulations, preventing over-

sights or negligence in compliance efforts.

Additionally, prompt identification and resolution of ambiguities in compliance with regu-
latory standards are essential. Early detection of issues enables timely mitigation, pre-
venting potential project disruptions. Lastly, the utilization of compliance matrices or sim-
ilar tools to monitor adherence to standards throughout the project lifecycle is recom-
mended. These matrices should be regularly updated and reviewed to ensure alignment

with project requirements.

These recommendations collectively aim to foster a culture of compliance and enhance
the efficacy of standards and regulations implementation within medical device projects

teams, minimizing the risk of non-compliance issues.

5.3 Education Improvement

One of the key findings suggested that having templates and examples of the required
documents will not only facilitate the work of ESEs but will also promote the adherence

to regulations. Therefore, templates of “System Requirement Specifications” (SyRS) and
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“System Verification Test Plan” (SyVTP) have been created as a result of this work to

ease the regulatory compliance in Huld’s medical device projects.

SYRS:

The SyRS document, in 7 pages, provides a comprehensive overview of the functional
and non-functional requirements for the system, ensuring a shared understanding
among all stakeholders. This document is crucial for guiding the design, development,
testing, and maintenance phases of the software development lifecycle. The SyRS out-
lines the software and hardware requirements for a specific version of a medical device.

Key sections include:

e Purpose and Scope: This section establishes the document's objective, which
is to serve as a foundational guide for the system's development, ensuring align-

ment with defined objectives, constraints, and capabilities.

o Responsibilities: Identifies the responsibility for the document, typically as-

signed to the hardware and software development process.

¢ Related Documents and Forms: Provides references to other essential docu-

ments, ensuring traceability and context.

o Abbreviations and Definitions: Lists and defines all abbreviations and symbols

used in the document, promoting clarity and understanding.

e Introduction: Explains the document's purpose and briefly outlines its contents,

including the session flow and software requirements.

o Software Requirements: Details the verification methods (test and review) and
describes specific session flows, such as device initialization, lockout, and

standby phases.

o Distribution: States where the document is stored and to whom it is delivered.

SyVTP:

The SVTP document aims to ensure that the medical device meets its intended objec-
tives and performs reliably according to defined requirements. This document, in its 15
pages, provides a structured approach to verifying both software and hardware compo-

nents of the device. Key sections include:

e Purpose and Scope: Defines the goal of the SyVTP, which is to validate the

performance and reliability of the device.

o Responsibilities: Assigns responsibility for the document, typically to the soft-

ware development process.
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Related Documents and Forms: Lists relevant documents that provide context

and traceability.

Abbreviations and Definitions: Similar to the SRS, this section lists and defines

abbreviations and symbols used throughout the document.

Introduction: Briefly explains the document's purpose and outlines the content,

including test and review cases.

Test Cases: Describes various test cases, mostly automated, aimed at verifying
specific requirements of the device. An example includes verifying the battery

status monitoring feature under different conditions.

Review Cases: Specifies review cases for both hardware and software, ensuring
that the system properties align with the requirements through manual code and

document reviews.
Distribution: Indicates the storage location and recipients of the document.

Appendices: Provides additional information that supports the main content of

the document.

Although these two documents share similarities to maintain a consistent style, they differ

in their main sections. Specifically, the SyRS focuses on "Software Requirements," while

the SyVTP includes "Test Cases" and "Review Cases." To aid in interpretation and un-

derstanding, both documents provide written examples of hypothetical cases.

A list of needed documents in Huld’s intra page to guide ESEs was also made. Another

finding suggested that ESEs have trouble knowing what the needed documentation in a

medical device project are. To tackle this, one new intra page has been created. It con-

tains the list of the expected outcomes, following section 4 “Medical device product real-

ization” of the in-house Medical Device Project Guide. It contains the needed documen-

tation for the following phases:

Design and Development Planning: Establishes a detailed plan that outlines

stages, deliverables, timelines, resources, and responsibilities.

Design and Development Inputs: Documents of requirements and specifica-
tions, derived from user needs and regulatory standards, serves as the founda-

tion for the development process.

Design and Development Outputs: Creates results from the design process,
such as design documents, specifications, and testing plans, ensuring alignment

with input requirements.
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o Design and Development Reviews: Conducts formal reviews at various stages

to evaluate progress, identify issues, and make necessary adjustments.

o Design and Development Verification: Activities like testing and inspections
ensure that design outputs meet the specified requirements, validating the integ-

rity of the development process.

e Design and Development Validation: Confirms that the software meets user
needs and intended uses in real-world environments, ensuring its suitability for

intended use.

e Design and Development Transfer: Ensures accurate translation of the design
into production specifications, facilitating consistent manufacturing processes

and regulatory compliance.

o Control of Design and Development Changes: Managed processes for docu-
menting, assessing, and verifying changes to the design, maintaining integrity

and traceability throughout development.

o Design and Development Files: Comprehensive records of all activities and
decisions, serving as a repository of project history and facilitating regulatory

compliance audits.

In total, it lists 28 documents that are needed throughout those phases. This document

has already been used and shared in medical device projects.

A Moodle training course was chosen to enhance regulatory compliance. This course is
based on the current guidelines for the medical device project that Huld has. This tool
was chosen to serve as a starting point for the required face-to-face training, to guide

ESEs in the overall process and to be proof of compliance.

The online course covers several topics. It defines and differentiates medical devices, in
vitro medical devices, and software as a medical device. It also explains the intended
use, indication for use and device classification. Briefly teaches about roles and respon-
sibilities inside a medical device project. Lastly, it goes through all the design and devel-
opment phases related to Huld’s work scope, which is design, verification, and validation.
In total, it consists of 4 parts, which each part consisting of one lesson written in Power-

Point slides followed by a set of questions to reinforce understanding of the topics.
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6. DISCUSSION

The discussion section of this thesis is an analysis of the research findings, methodolo-
gies, and implications for the field of regulatory compliance in software development
within consultancy firms, particularly in the medical device sector. This examination aims
to contextualize the research within existing literature, evaluate the effectiveness of the
methodologies employed, and assess the degree of success achieved in addressing the

research objectives.

6.1 Comparison with similar work

This section compares the findings and methodologies of this thesis with those of similar
studies highlighting the contributions of this thesis and situates it within the broader con-

text of existing literature.

Methodologies
The methodology employed in this thesis involved a comprehensive gap analysis, which

is a widely recognized approach in regulatory compliance studies. Similar studies (Sap-
kota et al., 2022; [36] Lucas et al., 2013 [28]) also utilized gap analysis to identify com-
pliance discrepancies and suggest improvements. However, the integration of both qual-
itative interviews and documentation analysis in this thesis provided a more refined un-
derstanding of the current practices and challenges faced by ESEs at Huld. This mixed-
methods approach enhanced the reliability of the findings compared to studies that relied

solely on quantitative or qualitative data.

Findings

The findings of this work align with those of previous research in several key areas. For
instance, a study by Schwartz et al. (2018) [37] on medical device cybersecurity compli-
ance emphasized the importance of tailored tools and continuous education for develop-
ers, which parallels the development of customized templates and a Moodle course as

a result of this research.

Additionally, Flodgren, Gongalves-Bradley, & Pomey (2016) [11] identified the critical
role of structured compliance tools in bridging regulatory gaps and improving adherence
to standards. Therefore, this thesis contributed by developing specific tools tailored to
the needs of Huld’'s ESEs.
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While similar studies have proposed the development of compliance tools, few have pro-
vided detailed and practical resources designed for immediate implementation within a
specific organizational context. This practical focus distinguishes this thesis from

broader, more theoretical studies.

Challenges and Limitations

Both this thesis and comparable studies faced challenges related to data collection and
generalizability. For instance, Oguejiofor et al. (2023) [31] noted similar issues with par-
ticipant availability and the difficulty of accessing comprehensive documentation. How-
ever, this thesis took additional steps to mitigate these challenges by seeking iterative
feedback from Huld’s thesis supervisors and quality managers, ensuring that the devel-

oped tools were practical and aligned with regulatory requirements.

The limited scope of this thesis, involving only a few projects within a single consultancy
firm, is @ common constraint in compliance studies. For example, Hendrickson et al.
(2019) [17] also highlighted the limitations of small sample sizes and the need for broader
studies to generalize findings. Future research should aim to involve larger, more diverse

samples to enhance the robustness and applicability of the results.

6.3 Significance and Implications

In this section, the key contributions and broader impact of this thesis are discussed. By
bridging the gap between theory and practice, the research offers practical tools and
methodologies that can be directly applied to improve compliance processes. The sec-
tion highlights how these contributions address real-world challenges, providing struc-
tured resources that streamline software development workflows and enhance adher-

ence to regulatory standards.

Significance

By thoroughly assessing the current software development processes at Huld, this work
sheds light on the specific compliance challenges faced by ESEs. Gaining this
understanding was crucial for developing targeted strategies that effectively addressed

the challenges.

The creation of structured compliance tools marks a significant advancement in the field.
Designed for immediate use, these tools offer practical solutions that help streamline

compliance processes and reduce the workload for developers.

The research’s mixed-methods approach, which combines qualitative interviews with

documentation analysis, sets a precedent for future studies. This comprehensive
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methodology enhances the reliability of the findings and provides a more holistic view of
compliance practices, which can be beneficial for other organizations aiming to assess

and improve their own processes.

Implications

The implementation of the developed tools and recommendations can lead to better ad-
herence to regulatory standards. This improvement is an important step for ensuring the
safety and efficacy of medical devices, which ultimately benefits end-users, regulatory

bodies and developers.

For consultancy firms like Huld, adopting the findings of this thesis can result in more
efficient and compliant software development processes. This efficiency can translate
into cost savings, reduced risk of regulatory penalties, and enhanced reputation in the

market.

The insights gained from this work can inform policymakers and standardization bodies
about the practical challenges faced by developers in the medical device sector. This
information can be used to refine and develop more realistic and achievable regulatory

guidelines.

This thesis lays the groundwork for future research in regulatory compliance. By identi-
fying existing gaps and providing practical solutions, it encourages further exploration
and refinement of compliance tools, including the potential development of automated
solutions. This future research can continue to enhance the field, making compliance

more accessible and less burdensome for developers.

6.4 Limitations and Future Work

In this section, the limitations of the current research and outline potential avenues for
future work are addressed. Despite the thorough nature of the thesis, several constraints
affected the scope and depth of the findings. Recognizing these limitations helps identify
opportunities for further research and improvements. The subsequent discussion high-
lights areas where the current work fell short and proposes strategies for advancing the

understanding and implementation of compliance processes in the future.
Limitations

This research, while thorough, had several limitations. The scope was confined to two
medical device projects, three ESEs, and two PMs within a single consultancy firm, lim-

iting the generalizability of the findings. Data collection faced challenges, including the
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departure of a lead ESE and difficulties in accessing scattered documentation on Huld’'s

intranet. These issues restricted the depth of the analysis and the continuity of insights.

The developed compliance tools, while practical, lacked automation. Although the pro-
vided templates and list of required documents addressed the need for customizable
compliance tools, the absence of automated solutions remains a gap that future research

could address.
Future Work

To further improve the understanding of ESEs on standards and regulations at Huld,
several initiatives can be undertaken. Firstly, the development and implementation of
automated compliance tools should be prioritized. These tools can streamline compli-
ance processes by automating tasks such as documentation generation, traceability, and

verification, reducing the manual effort required and minimizing the risk of errors.

Secondly, enhancing the existing training programs is essential. This includes expanding
the Moodle training course to cover more detailed case studies and interactive modules,
to increase comprehension of the topic. Additionally, incorporating regular face-to-face
workshops and seminars led by regulatory experts can provide ESEs with deeper in-
sights and practical knowledge. These sessions should be tailored to address specific
challenges encountered in previous projects and offer hands-on experience with compli-

ance tools and procedures.

Thirdly, improving the centralized repository of regulatory guidelines, standards, and best
practices on Huld’s intranet is crucial. This repository should include up-to-date infor-
mation on relevant regulations, comprehensive guides, and annotated examples of com-
pliant documentation. It should also offer a platform for ESEs to share experiences, seek

advice, and discuss challenges related to regulatory compliance.

Additionally, establishing a mentorship program where experienced ESEs and regulatory
experts can guide and support less experienced team members can be highly beneficial.
This program can facilitate knowledge transfer, foster a culture of compliance, and en-

sure that new hires quickly gain the necessary expertise.

To address the variability in expertise among team members, Huld should consider im-
plementing a certification program that validates the proficiency of ESEs in regulatory
standards and compliance procedures. This certification can be tied to ongoing educa-
tion and training requirements, ensuring that all team members remain updated with the

latest regulations and best practices.
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Lastly, continuous feedback and improvement loops should be integrated into the com-
pliance process. Peer reviews, and retrospective meetings can help identify areas for
improvement, gather feedback from ESEs, and refine compliance tools and practices.
These initiatives should be documented and analyzed to drive ongoing enhancements

in regulatory compliance strategies.

6.5 Evaluation of reliability and ethicality of results

The evaluation of the reliability and ethicality of the results in this thesis is crucial to
ensuring the integrity and applicability of the research findings. This section discusses
the measures taken to ensure the reliability of the data, addresses potential biases, and

examines the ethical considerations observed during the study.

To ensure the reliability of the results, multiple data collection methods were employed,
see Figure 13. The primary methods included interviews with ESEs and PMs and, doc-
umentation analysis. The interviews provided qualitative insights into the regulatory com-
pliance processes, while the documentation analysis offered a factual basis for under-
standing existing procedures. The triangulation of these methods enhanced the reliability
of the findings by cross verifying the information obtained from different sources. The
participants included seniors PMs and ESEs with extensive experience in the field, which
added credibility to the insights gathered. However, the limited number of participants

(two PMs and three senior ESEs) is a notable constraint.

The data analysis relied on a well-established gap analysis methodology to assess reg-
ulatory compliance. This involved comparing current practices against established guide-
lines to identify discrepancies and areas for improvement. The structured nature of this
method contributed to the reliability of the findings, providing a systematic framework for

evaluation.

Additionally, the tools developed—templates, Moodle course, and list of required docu-
ments—were validated through iterative feedback from Huld’s supervisors and the qual-
ity manager. This collaborative process ensured that the tools were practical, relevant,
and aligned with regulatory requirements and prevented research bias. Despite chal-
lenges in accessing scattered documentation on Huld’s intranet, efforts were made to
consolidate available documents and seek additional information from participants. Im-
proved documentation practices are recommended for future studies to enhance data

reliability.
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Ethical considerations were rigorously observed throughout the study. All participants
were informed about the purpose of the study, the nature of their involvement, and their

rights to confidentiality and voluntary participation.
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7 CONCLUSIONS

In this thesis, the relationship between software development practices, regulatory com-
pliance, embedded systems and product innovation within the context of medical devices
has been explored, with a specific focus on Huld and its medical device projects. Through
a review of literature as a theoretical background, empirical insights gathered through
interviews, and case company perspectives through internal documentation, several key

findings and implications have emerged.

Firstly, the theoretical background provided a foundational understanding of medical de-
vices, regulatory frameworks, standards, SDLC and embedded systems. The im-
portance of standards such as ISO 13485, ISO 14971, IEC 62304, IEC 62366 — 1 in
ensuring quality management, risk mitigation, and usability engineering throughout the
product lifecycle and other related standards have been explored. Additionally, the Eu-
ropean regulatory field, characterized by directives such as the MDR and impending reg-
ulations like the IVDR, highlighted the evolving paradigms in addressing emerging tech-

nologies and market dynamics. Cybersecurity and NIS2 were also explored.

Secondly, the empirical insights gleaned from professionals at Huld Oy shed light on the
current software development processes, regulatory compliance challenges in a real
work environment, and areas of improvement within the company. While Huld demon-
strated a commitment to quality assurance and regulatory compliance, challenges such
as variability in team expertise, project planning complexities, and usability of existing
tools were identified. These challenges underscored the need for continuous learning,
process refinement, and proactive risk management within the team of ESE designated

for medical device projects.

Also, the integration of case company insights provided a practical lens to contextualize
theoretical frameworks and empirical findings. This work made a thorough identification
of alignment and disparities between Huld’s SDP and established guidelines in Huld’s
intra page. Findings suggested that Huld is committed to collaboration, innovation, and
excellence. However, areas of improvement highlighted the need for enhanced training
programs, standardized documentation templates, and proactive project planning strat-
egies to foster a culture of compliance and minimize non-compliance risks. To rectify
this, a 7-page and 15-page documentation templates, a one-page guide listing the re-

quired documents and a 10 hours Moodle course were implemented.
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Overall, this thesis contributes to the body of knowledge within the medical device field
by offering insights into the complexities and intricacies inherent in software development
and regulatory compliance in the consultancy company. By synthesizing theoretical
frameworks, empirical insights, and case company perspectives, this thesis underscores
the importance of continuous adaptation, innovation, and regulatory compliance in en-
suring the safety, effectiveness, and quality of medical devices in an increasingly com-

plex and dynamic landscape.

Moving forward, further research could explore the efficacy of the proposed and imple-
mented tools. Longitudinal studies could assess the long-term impact of regulatory

changes and industry trends on software development practices and product innovation.
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APPENDIX A: INTERVIEW QUESTIONS

ESE INTERVIEW QUESTIONS

Understanding Current Software Development Processes:

1.

3.

Can you provide an overview of the general software development processes

(SDP) you followed at Huld when working on medical device projects?

. Are there specific processes mandated for projects classified as medical de-

vices? If yes, could you elaborate on them?

Is it crucial to adhere to an SDP in the context of a ?

Exploring Alignment with Regulatory Standards:

4.

5.

How comfortable do you feel incorporating regulatory requirements into the SDP?

What challenges did you face while having to be compliant with the regulatory
standards in the SDP?

From your point of view, what aspects of the current SDP might require improve-
ment for better alignment with regulatory standards, even if you are not familiar

with medical device regulations?

Current Guidelines:

7.

10.

11

12.

Have you been provided with specific guidelines or instructions by Huld to ensure

compliance in your projects?

On a scale from 1 to 5, where 1 is very easy and 5 is very challenging, how would

you rate the ease of following these guidelines?

On a scale from 1 to 5, where 1 is especially useful and 5 is not useful at all, how

would you rate the usability of these guidelines?

What was the most challenging aspect you encountered while adhering to these

guidelines? How?

. Is compliance important in the context of a ?

How do you ensure both the quality and compliance of your software develop-

ment work?

Compliance Tool/Method:



68

13. While you were doing the needed documentation for regulatory compliance, what
would have been a tool that you would have liked to work with to make the ad-

herence to regulatory standards in the SDP easier?
14. What features or characteristics does this tool have?

15. How do you see the integration of such a tool into the existing workflow of em-

bedded software developers?
16. Envisioning the tool in your everyday workflow, how would you incorporate it?

17. What challenges or considerations should be considered when designing and

implementing a compliance tool for medical device projects?
Formulating Practical Recommendations:

18. From your perspective as an embedded software engineer, what form of support
or guidance would be beneficial in understanding and implementing standards

and regulations, even if they are unfamiliar to you?

19. Can you share any challenges related to guidelines or standards that you en-

countered in this project, not related to SDP, and how you overcame them?

20. Could you provide examples of situations where you perceived a gap or ambigu-

ity in adhering to regulatory standards and how it impacted the project?

21. What practical recommendations would you propose to enhance the understand-
ing and implementation of standards and regulations for embedded software de-

velopers, considering your current background and expertise?



69

PROJECT MANAGER INTERVIEW QUESTIONS

Understanding Current Processes:

1.

Can you provide an overview of the general process that an Embedded Software
Engineer (ESE) needs to follow at Huld when working on medical device pro-

jects?

Is this process specific to s, or does it vary depending on the project require-

ments?
How are Standards and Regulations incorporated into these processes?

Are there additional processes related to standards and regulations for projects

classified as medical devices? If yes, could you elaborate on them?

Is it crucial to adhere to specific processes in the context of a medical device

project?

Exploring Alignment with Regulatory Standards:

6.

10.

11

12.

13.

14.

How comfortable do you perceive ESEs are while incorporating regulatory re-

quirements into their work?

. What challenges do you observe that ESEs face when striving for compliance

with regulatory standards in these processes?

From your perspective, what aspects of the current process might require im-
provement for better alignment with regulatory standards, especially for profes-

sionals unfamiliar with medical device regulations?
Current Guidelines:

Have ESEs been provided with specific guidelines or instructions by Huld to en-

sure compliance in s? If yes, could you elaborate on them?

. On a scale from 1 to 5, where 1 is very easy and 5 is very challenging, how would

you rate the ease of following these guidelines for ESEs?

On a scale from 1 to 5, where 1 is especially useful and 5 is not useful at all, how

would you rate the usability of these guidelines for ESEs?

What is the most challenging aspect you have encountered that ESEs face while

adhering to these guidelines? How?

Is compliance important in the context of a medical device project?
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15. How do you ensure both the quality and compliance in these processes that
ESEs follow?

Compliance Tool/Method:

16. While ESEs are writing the necessary documentation for regulatory compliance,

what tool do you think would make adherence to regulatory standards easier?
17. What features or characteristics should this tool have?

18. How do you envision the integration of such a tool into the existing workflow of
ESEs?

19. What challenges or considerations should be considered when designing and

implementing a compliance tool for medical device projects?
Formulating Practical Recommendations:

20. From your perspective, what form of support or guidance would be beneficial in
understanding and implementing standards and regulations for ESEs with no

background in these topics?

21. Can you share any challenges related to guidelines or standards that ESEs en-

countered in this project, not related to the overall processes?

22. Could you provide examples of situations where you perceived a gap or ambigu-

ity in adhering to regulatory standards and how it impacted the project?

23. What practical recommendations would you propose to enhance the understand-

ing and implementation of standards and regulations for ESEs?
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