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The Industrial Internet of Things (IIoT) has become a crucial element in industrial automation, 
providing advanced capabilities, including data acquisition, computing, and secure real-time com-
munication. This thesis offers a framework that allows real-time communication with OPC-UA 
enabled devices over Fiware by facilitating read/write operations against the components of an 
OPC-UA Server. Fiware, a widely used open-source platform for developing industry smart solu-
tions, is the backbone of this practical approach. The introduced framework not only provides 
scalable and efficient services to the smart industry, but also contributes significantly to Industrial 
automation, IIoT. Addressing the requirements for OPC-UA devices and Fiware interoperability 
allows smooth and efficient mechanism of communication and data acquisition. The implementa-
tion also allows to manage OPC UA enabled devices remotely via Fiware (cloud), providing users 
with the ability to manage these devices from anywhere in the world. The thesis also evaluates 
the performance of the components involved in the implementation through analytical study, ad-
dressing to their memory and space consumption, similarly stating their efficiencies during control 
operations and data exchange management. The results of performance analysis yield actionable 
insights into the proficiency of components of the framework, facilitating the performance optimi-
zation and scalability enhancement of the implementation. The extensive integration of OPC-UA-
enabled devices through Fiware has significant implications for the realm of Industrial Automation 
and Smart Industry, achieving communication and interoperability between heterogeneous indus-
trial systems/devices. The scalability and efficiency of the framework render it as a reliable tool 
for real-time operation in smart applications, offering a pragmatic solution to dive deep into re-
search and exploration within industrial automation as well as IIoT. 
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1. INTRODUCTION 

The increasing demand and growing competition have elevated the development and 

manufacturing processes within the industry. The industrial Internet of Things has revo-

lutionized the methods and techniques industries use to operate by providing advanced 

connectivity, efficiency, and automation. One of the most propitious Internet of Things 

and Industry 4.0 protocols popular in many industrial devices is OPC Unified Architecture 

(OPC UA). OPC UA provides ease of industrial connectivity to manage and integrate all 

devices, automation systems, and software in a secure environment [1]. 

 

This chapter is divided into four subchapters. Sec. 1.1 presents the background and 

context for the research; Sec. 1.2 describes the main problem that the thesis tries to 

solve; Sec. 1.3 outlines the research questions that will be answered based on the re-

search; and Sec. 1.4 outlines the objectives and scope of the thesis. 

1.1 Background and Context 

The Internet of Things is crucial to the development and functioning of Industry 4.0, par-

ticularly in monitoring production systems in both the manufacturing and service sectors. 

Throughout history, scholars and practitioners have identified four major industrial revo-

lutions, with Industry 4.0 being the latest and currently ongoing transformation in the 

industrial landscape. [2]. Its use has the potential to introduce new and innovative pos-

sibilities in the manufacturing process. IoT provides the facility for the collection and 

sharing of information among internet-connected machinery and industrial devices 

through unique identification codes, which can be controlled through common devices 

such as smartphones. The important parts of this technology are software, hardware, 

and network connectivity, which are used for data collection and alteration. 

With the increase in the use of IIOT devices and systems, there is a growing need for 

interoperability and communication between several industrial devices and components 

to achieve seamless data exchange and control commands in real-time. The ad-

vantages, including cost-effectiveness, higher accuracy, and capabilities to predict future 

events, are the reason for the growing popularity of IoT [3]. One famous open-source 
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platform for developing smart applications is Fiware, which provides a variety of technol-

ogies and tools for integrating different systems and databases. Fiware has other bene-

fits; for instance, various standardized interfaces and data models and open-source soft-

ware components that can be utilized to create integrated software systems [4]. The only 

issue is that the Fiware implementation for the OPC UA agent has been restricted to 

read-only. Therefore, a new framework is required to assess the OPC UA devices and 

server reading and writing to it.  

The study provides a framework to evaluate both the server reading and writing of OPC 

UA-embedded devices effortlessly using Fiware. The OPC UA server obtains sensor 

data on industrial equipment at the factory level in order to make this information acces-

sible to the OPC UA client [5]. Also, the developed framework allows OPC UA servers 

to communicate with each other using Fiware and an Orchestrator, which provides a 

scalable and efficient solution for the smart industry. 

A performance analysis of the components is carried out to determine their performance 

in the proposed framework: the efficiency of solving tasks, as well as determining the 

use of memory in general when performing control functions and data processing func-

tions can be measured. Thus, it is possible to understand the performance characteris-

tics of the developed software product, optimize its tasks, and level of coverage. 

This thesis contributes significantly to IIoT and industrial automation by proposing a 

framework that allows OPC UA-enabled devices and Fiware to communicate and 

achieve interoperability. This facilitates real-time data exchange and control command 

operations. 

1.2 Problem Statement 

In industrial automation, the Industrial Internet of Things (IIoT) has become a driving 

force, providing cutting-edge features such as computing, data collection, computing, 

and real-time communication in a secure environment. However, with the propagation of 

IoT devices and systems within the industry, the demand for interoperability and com-

munication between industrial devices for the persistent exchange of data and infor-

mation is increasing rapidly. 

This thesis focuses on overcoming the communication challenges of OPC UA-enabled 

devices through Fiware in conjunction with IoT clients by introducing a user-friendly 

framework that allows secure reading and writing operations to the OPC UA server. The 

interactivity of Fiware with OPC UA-enabled devices creates a need for a framework that 

facilitates communication between these devices and Fiware. The proposed framework 
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offers a scalable and efficient solution for the smart industry, streamlining communication 

with industrial devices using OPC UA. By utilizing this framework, users can effortlessly 

manage read and write operations to the OPC UA server while ensuring a secure envi-

ronment for data exchange. 

1.3 Research Questions 

Communication between various industry devices is becoming more popular due to the 

unexpected growth of the Internet of Things (IoT). By assisting communication between 

OPC UA servers through Fiware, the framework enables seamless integration and pro-

vides an efficient solution for the smart industry. The framework's ability to manage mul-

tiple OPC UA servers through Fiware makes it easy to scale. This provides a foundation 

for further research and development in IIoT and industrial automation.  

The implementation of this IoT agent is grounded in a set of the following research ques-
tions that serve as the foundational framework: 

• An example architecture for the Industrial Internet of Things for data collection 
and storage from OPC UA-enabled devices with Fiware. 

• What is the importance of Fiware in the development of the Industrial Internet of 
Things framework? 

• What could be a scalable option/design for accessing securely multiple OPC UA 
servers at the same time?  

• Is it possible to build communication between multiple OPC UA servers? 

• How can we orchestrate multiple OPC UA servers with Fiware? 

 

1.4 Objectives and Scope of Study 

The primary purpose of this study is to build a framework that enables Fiware to interact 

with OPC UA-enabled devices and facilitates Fiware/Orion in communicating with other 

industrial devices to operate them from a remote location. The framework provides a 

secure, scalable, and efficient solution to manage multiple OPC UA server entries, se-

cure real-time data exchange, and manage control commands between various indus-

trial systems. 

The study also aims to explore the performance characteristic of the different compo-

nents of the framework and analyze their efficiency and memory consumption in manag-

ing data exchange and control operations. The performance analysis will provide insight 
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into the framework's extensibility and efficiency, allowing it to operate efficiently and im-

prove its scalability. 

This research focuses on the need for interoperability between OPC UA-enabled devices 

and Fiware. This should enable the operation of these systems to be more coordinated 

and to facilitate the interchange of data and control commands in real-time. The pro-

posed implementation provides a possibility to deploy safe encrypted access to OPC UA 

servers on a large scale. It opens the opportunities to continue research and advancing 

the development of IIoT and industrial automation. The current research aims at the de-

velopment of IIoT and industrial automation to create a solid solution for linkages of the 

OPC UA devices with and contribute to the further improvement of advancements in this 

field. 
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2. THEORETICAL BACKGROUND 

2.1 Industry 4.0 

The concept of Industry 4.0 represents the ongoing revolution and transformation taking 

place in traditional industries as they embrace digital technologies and automation. In-

dustry 4.0 outlines a methodology for transitioning from a manufacturing approach cen-

tred around machinery to a digital manufacturing framework [6]. Building upon the ad-

vancements of the previous three industrial revolutions, as shown in Figure 1 [7], Industry 

4.0 brings about significant changes in manufacturing and production processes. It is 

characterized by the seamless integration of various advanced technologies, including 

Artificial Intelligence (AI), the Internet of Things (IoT), Machine Learning, Cloud Compu-

ting, Robotic, Digital Twins and Data Analysis [8]. These harmonious technologies have 

transformed the manufacturing ecosystem, giving rise to what is commonly known as a 

"Smart Factory" or "Digital Factory." 

 

 

 

 Shows the four Industrial Revolutions 

 

The manufacturing transformation is experiencing rapid growth, propelled by numerous 

factors, including technological advancements, evolving customer preferences, regula-

tory shifts, and a dynamic global environment. These circumstances necessitate busi-

nesses to innovate at an accelerated pace continually [6], [9]. Industry 4.0 entails the 
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convergence of physical systems and digital technologies, enabling a new level of con-

nectivity and intelligence in the industrial domain. Using AI, machines, and systems can 

simulate human intelligence, making decisions and performing tasks with greater auton-

omy and efficiency. In Industry 4.0, the IoT is essential for linking devices, sensors, and 

machinery, facilitating real-time data acquisition, analysis, and management. Machine 

Learning algorithms enhance the capabilities of these interconnected devices by contin-

uously improving their performance based on patterns and data insights. Cloud Compu-

ting enables scalable storage, processing, and access to data, facilitating collaboration 

and resource sharing across the industrial ecosystem. Data Analysis techniques extract 

meaningful insights from the vast amounts of collected data, facilitating informed deci-

sion-making and proactive maintenance. 

The integration of these technologies in Industry 4.0 paves the way for the development 

of intelligent, self-optimizing production systems. Industry 4.0 signifies a hyper-con-

nected state in production and manufacturing, where sensors and actuators are utilized 

to monitor every stage of the process. This interconnectedness is crucial for the realiza-

tion of autonomous production and manufacturing systems. The advent of the Internet 

of Things (IoT) has opened possibilities for achieving complete automation in production 

processes [10]. The Smart Factory represents a paradigm shift where machines, pro-

cesses, and humans collaborate in a highly interconnected and automated environment. 

Through advanced sensors and real-time data analytics, production processes become 

more efficient, responsive, and flexible. Automated systems can detect anomalies and 

perform self-diagnosis, minimizing downtime and improving overall productivity. The 

seamless flow of data across the supply chain allows for greater visibility, traceability, 

and customization, meeting the demands of individual customers. 

Industry 4.0 brings forth many benefits for businesses, including increased productivity, 

reduced costs, enhanced quality control, and improved sustainability.  The rapid digital-

ization of the business world is dismantling the traditional industry barriers, prompting a 

call from academics and practitioners to reconsider the existing business models [11]. It 

also presents new opportunities for innovation and the creation of novel business mod-

els. However, implementing Industry 4.0 technologies also poses challenges, such as 

the need for robust cybersecurity measures, upskilling the workforce to adapt to the 

changing technological landscape, and addressing ethical considerations surrounding 

the use of AI and automation. 

Industry 4.0 represents a transformative era for traditional industries, driven by the inte-

gration of digital technologies and automation. The convergence of AI, IoT, Machine 

Learning, Cloud Computing, and Data Analysis results in the creation of Smart Factories, 
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where interconnected systems and processes work together to optimize productivity, ef-

ficiency, and responsiveness. Industry 4.0 offers tremendous potential for businesses to 

thrive in the digital age while also presenting challenges that must be addressed to en-

sure a successful and sustainable transition. 

2.2 Industrial Internet of Things (IIoT) 

The Industrial Internet of Things (IIOT) involves applying Internet of Things (IoT) tech-

nologies and principles within industrial environments. It stems from the Internet of 

Things, where objects are connected to information on the Internet [12]. It involves con-

necting industrial equipment, devices, and systems to the internet, enabling data ex-

change and collection, analysis, and automation. The fundamental concept of the Inter-

net of Things (IoT) revolves around the deployment of an immense number of intelligent 

devices. Such devices are capable of sensing, collecting, or transmitting data from the 

surrounding environment and are capable of interacting with other devices or the local 

environment to provide feedback or responses [13].  

The Industrial Internet of Things (IIoT) helps in the optimization of dozens of industries 

and processes, increasing efficiency and security and opening the doors to innovative 

business models. It will enhance the design and utilization of industrial automation net-

works, both in the present and in the future [13]. IIoT has a dominant role in the smart 

industry by collecting large amounts of data from sensors, devices, and industrial equip-

ment. These parameters (temperature, pressure, vibration, energy, among many others) 

yield data that can be used to monitor operations, understand performance, identify 

maintenance needs, and create efficiencies. 

It has the power to integrate industrial devices and control systems in a single network, 

which IIOT offers. Integration offers the benefits of centralized control, remote monitor-

ing, and automation of industrial processes. As a result, productivity can be increased, 

downtime can be reduced, and product quality can be improved. IoT devices are also 

making a positive impact on the supply chain by facilitating end-to-end visibility and trace-

ability. Real-time monitoring and tracking of products and goods create opportunities to 

optimize logistics, prevent delays, and enhance overall supply chain efficiency. 

According to predictions, the global number of Internet of Things (IoT) devices is ex-

pected to nearly triple from 9.7 billion in 2020 to over 29 billion by 2030 [14]. Figure 2 

shows the rapid increase in the number of devices connecting to the Internet [15].  
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 Shows the number of devices connected to the Internet in 2019 – 2021 

with forecast till 2030. 

 

One of the major applications of IIoT is improving safety within industrial environments. 

Real-time monitoring of industrial equipment and worker safety can help prevent acci-

dents and enable swift responses to emergencies. 

An example of an IIoT application is Sandvik's AutoMine® system, designed to automate 

and remotely control mining equipment for both underground and surface mining opera-

tions. The AutoMine® system offers flexible deployment options and enables users to 

control and monitor multiple devices from a centralized remote-control room. This en-

sures a secure and regulated working environment for users in both surface and under-

ground mines [16]. By understanding the potential of IIoT and its applications, industries 

can use its benefits to enhance efficiency, safety, and productivity in their operations. 

In a sophisticated IIoT ecosystem, multiple entities are interconnected to establish a co-

hesive system for creating, collecting, processing, transmitting, and storing data. Indus-

tries are particularly keen on implementing blockchain technology to integrate both IIoT 

entities and their corresponding business processes. Given the rapid technological ad-

vancements and evolving business models, IIoT is anticipated to find extensive applica-

https://www.zotero.org/google-docs/?jowcOk
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tions across various industries [17]. The overarching goal of IoT is to facilitate the seam-

less connectivity of various objects at any given time. Through extensive analysis across 

multiple industries, it has been determined that these objects, referred to as "things," 

exhibit three fundamental attributes: heterogeneity, distinct identities, and connectivity 

[18]. As the adoption of IIoT continues to expand in support of various industries, the 

security and privacy concerns surrounding IIoT have become increasingly complex. 

These security challenges not only inherit the issues seen in conventional systems, such 

as the Advanced Persistent Threat (APT) but are also amplified by the unique charac-

teristics of IIoT, including high heterogeneity, large-scale deployment of interconnected 

"things," and the integration of cyber-physical systems [18].  

The Industrial Internet of Things (IIoT) has emerged as a revolutionary technology in 

industrial settings. By connecting industrial equipment and systems to the internet, IIoT 

enables the exchange, analysis, and automation of data, resulting in enhanced effi-

ciency, safety, and the emergence of innovative business models. Intelligent devices 

deployed in the IIoT ecosystem enable real-time monitoring, data collection, and analy-

sis, empowering informed decision-making and proactive maintenance. Integrating in-

dustrial devices into a unified network offers centralized control, remote monitoring, and 

automation, leading to increased productivity, decreased downtime, and improved prod-

uct quality. Furthermore, IIoT has substantial implications for the supply chain, facilitating 

end-to-end visibility, logistics optimization, and overall efficiency improvement. The ex-

ponential growth of global IoT devices underscores the expanding adoption and potential 

of IIoT across diverse industries. Nevertheless, the complexity and interconnectivity of 

IoT devices also give rise to security and privacy challenges, necessitating thorough 

consideration and robust solutions for the safe and secure operation of IIoT ecosystems. 

With ongoing technological advancements and evolving business models, the IIoT is 

poised to revolutionize industries further and drive continued innovation. 

2.3 Cloud Computing 

Cloud Computing is one of the revolutionized patterns that refers to the delivery of com-

puting resources, including storage, servers, databases, software, and more over the 

internet, as shown in Figure 3 [19]. It promises to deliver on-demand computing power 

with rapid implementation, minimal maintenance, reduced IT staff requirements, and 

consequently lower costs [20]. It enables the users to access and utilize these resources 

remotely instead of owning and managing physical structures and resources locally. In 

cloud computing, the resources are managed by the service providers in a data centre, 
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which can be accessed via the Internet through web-based interfaces or Application Pro-

gramming Interfaces (APIs).  

 

  Shows the components of Cloud Computing 

 

In cloud computing, services are autonomously delivered depending on demand, and 

they offer reliable network access, flexible capabilities, and data resources. It also pro-

vides a more efficient and cost-effective solution for computing by consolidating the stor-

age, memory, and computing power of PCs and servers [21]. Cloud computing com-

prises several elements, including a system resource management module, a user inter-

action interface, and a resource provisioning module. The resource management module 

manages several servers operating concurrently. It utilizes virtualization methods dy-

namically for the allocation and deallocation of computer resources [22]. 

Cloud Computing provides several benefits to users: 

• All computer resources such as servers, storage, software, and necessary elec-

tricity are managed and owned by third-party service providers. Instead of making 

substantial upfront investments in computer resources, managing space for them 

and electricity, or maintaining a staff to oversee the system, database, and net-

work, users can simply cost to the cloud. 
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• Users can have the freedom to access cloud services anytime and anywhere. 

• Cloud computing facilitates users' flexibility in scaling their usage of computing 

resources and services up or down as needed.  

• The users of cloud computing services incur lower costs since they are charged 

based on the specific computing resources and services they utilize. Subscrip-

tion-based or pay-per-use pricing models are typically more economical than the 

expenses associated with maintaining on-premises computing resources [22]. 

The advantages mentioned above position cloud computing as a compelling paradigm 

for fulfilling the computing requirements of both enterprises and end customers. As a 

result, numerous organizations, regardless of size, are actively entering or planning to 

enter the emerging cloud computing market. However, with the immense increase in the 

use of cloud computing, fully leveraging its potential remains challenging due to inherent 

issues like securing resources, frequent disconnections, and mobility constraints [23]. 

2.4 OPC UA 

The Open Platform Communications Unified Architecture (OPC UA) was introduced in 

2008 as a versatile and service-oriented architecture. It is a platform-independent and 

extensible framework that combines the functionalities of various OPC Classic specifi-

cations. It achieves functional equivalence, platform independence, security, extensibil-

ity, and comprehensive information modelling [24]. 

The OPC organization offers the OPC UA standard, which is widely adopted in the in-

dustrial sector. This standard facilitates interoperability and enables the integration of 

information across various systems, including sensors, actuators, machines, and ERP 

(Enterprise Resource Planning) systems. It provides a framework for seamless horizon-

tal and vertical integration, allowing for efficient data exchange and communication be-

tween different components of industrial processes, Figure 4 [25]. 
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  Shows the vertical and the horizontal integration with OPC unified archi-
tecture in factory automation. 

OPC UA allows for seamless integration across different systems, ensures data protec-

tion, supports the addition of new features without disrupting existing applications, and 

provides a robust framework for defining complex information structures. It is a versatile 

solution for industrial systems of all sizes. Some of the major features of OPC UA are as 

follows: 

Platform Independence: OPC UA is platform agnostic and can be used in everything 

from the smallest embedded micro-controllers to cloud-based infrastructures. 

Secure Communication: It guarantees data confidentiality, integrity, and authenticity 

between the clients and servers through encryption, authentication, auditing, etc. It pre-

vents unauthorized access, modification, and data breaches. 

Extensibility OPC UA is designed to expand significantly and make it easy to deploy 

new features and functions without modifying existing applications. In doing so, scalabil-

ity allows the architecture to adjust to changing requirements and technological advance-

ments. 

Information Modeling: OPC UA provides comprehensive support for complex data 

structures, enabling more accurate and efficient information sharing and facilitating the 

creation of specific and detailed information models for diverse industrial applications. 



13 
 

Data Access and Historical Data: Real-time data as well as historical data can be ac-

cessed in a structured, efficient and secure manner over OPC UA. It provides access to 

historical values of object instances through a separate specification called Historical 

Data Access. This service permits asking the data on server side for any specified time 

slot, which also give option to breakdown result enabling detailed analysis as well ability 

to review the past performance [26]. 

Alarms and Events: OPC UA has a standardized way of managing alarms, events & 

conditions. It reports a state-change to users, bring notifications up, and manage alarm 

conditions which in turn enables businesses to consistently deal with event-driven data 

within industrial systems. 

The OPC UA client, and the server are designed to be partners in an architecture. Client 

and server applications use their crucial OPC UA client- & server-specific Application 

Programming Interfaces (APIs) to exchange data. Both APIs were intended to be internal 

interfaces which add a layer that abstracts the client/server application code from the 

OPC UA communication stack. The operability concept depends on the OPC UA com-

munication stack in architecture [27]. It is responsible for translating the OPC UA Cli-

ent/Server API (Application Programming Interfaces) calls into Messages, which are 

then transmitted through the underlying communication entity. Conversely, when mes-

sages are received from the underlying communication entity, the OPC UA Communica-

tion Stack delivers them to the respective client/server application. By utilizing this struc-

ture, the OPC UA architecture ensures that the Client and Server applications remain 

independent from the complexities of communication protocols and mechanisms. The 

OPC UA communication stack acts as an intermediary, facilitating the smooth exchange 

of data between the Client and Server while abstracting the low-level communication 

details. 

The architecture of the OPC UA Client is shown in Fig. 5 In this architecture, a Client 

Application uses the OPC UA client API to trigger OPC UA service and publish request 

towards an OPC UA Server. Additionally, the OPC UA Server then completes the service 

and return responses with notifications back to be processed by Client Application. The 

OPC UA communication stack plays a crucial role in facilitating this communication. It 

converts OPC UA Client API calls into messages and transmits them through the under-

lying communication entity toward the server. 

In the same way that incoming response and notification messages reach up from the 

underlying communication layer, OPC UA Communication Stack provides them to client 

application through either OPC UA Client API. In summary, this architecture makes the 
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Client Application more capable of interacting with an OPC UA Server by leveraging both 

the API and communication stack. The Communication Stack serves as a mediator, han-

dling the conversion and transmission of Messages. At the same time, the client API 

provides the client application with a convenient interface for sending requests and re-

ceiving responses and notifications from the server [27]. 

 

  Shows the OPC UA Client Server Architecture [19] 

 

The OPC UA protocol can be effectively utilized in IIoT-based measurement applications 

to enable smooth and secure interoperability among diverse sources of measurement 

data and various communication networks [28]. An OPC UA client, employing real-time 

analysis and visualization techniques, can remotely access measurements stored in dif-

ferent devices and structured within various OPC UA servers. This makes it one of the 

most popular protocols in Industrial Automation. 

2.5 Fiware 

The rapid advancement across various technological domains is driving the widespread 

adoption of the Internet of Things (IoT) paradigm in data generation and analysis. The 

market for IoT platforms offers a vast array of solutions, which can be broadly classified 

into two categories: commercial and open-source platforms. Commercial platforms pro-

vide greater stability and are well-suited for industrial and business-focused applications, 

benefiting from the support and contractual guarantees offered by their providers. How-

https://www.zotero.org/google-docs/?5fBZSE
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ever, open-source platforms adhere to industry standards and are maintained by re-

searchers and innovators. These platforms continuously evolve by incorporating innova-

tive trends inspired by real-world use cases and practical requirements [29]. 

 

Fiware, an open-source platform for Internet of Things (IoT) applications, is managed by 

the Fiware Foundation under the support of the European Union [30]. Fiware’s mission 

statement is “to build an open, sustainable ecosystem around public, royalty-free and 

implementation-driven software platform standards that will ease the development of 

new Smart Applications in multiple sectors” [31]. Fiware defines Generic Enablers as 

essential components that serve as the foundation for creating intelligent applications 

across various domains. These enablers encompass a wide range of functionalities such 

as security, data management, cloud hosting, and device management, among others 

[32]. Figure 6 [33] shows distinctive features of Fiware: 

 

 Shows the features of Fiware [25] 

 

The general enablers in Fiware are categorized as follows [34]: 

• Data/Context Management: This category includes all the necessary compo-

nents for storing, accessing, processing, and analyzing data within smart appli-

cations. 

• Internet of Things (IoT) Services Enablement: This category encompasses the 

components required to set up sensor networks and efficiently route sensor data 

to other Generic Enablers. 
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• Advanced Web-based User Interface: These components facilitate the design of 

user interfaces, incorporating features such as geographical information and in-

teractive 3D charts. 

• Security: Components within this category enable the addition, definition, and 

enforcement of declarative security measures to safeguard the Fiware ecosys-

tem. 

• Advanced Middleware and Interfaces to Network and Devices: This category 

comprises middleware solutions and interfaces that facilitate seamless commu-

nication and interaction between networks and devices. 

• Applications/Services and Data Delivery: Components and tools in this category 

focus on data visualization, simplifying the creation of mashups, and facilitating 

app-store-like distribution of services and data. 

• Cloud Hosting: Components and tools within this category aim to provide and 

manage Fiware services using cloud infrastructure, ensuring scalability, flexibility, 

and efficient resource utilization. 

 

Overall, the Fiware platform offers a versatile and scalable foundation for creating cut-

ting-edge IoT applications across multiple industries thanks to its open-source nature 

and extensive range of Generic Enablers. Its commitment to standards and ongoing de-

velopment guarantees that it remains in line with market trends and practical require-

ments, helping create smart applications with improved functionality and compatibility. 
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3. DESIGN 

The design is based on the requirement of EU-Project, Challenging Environments Tol-

erant Smart systems for IoT and AI (CHARM). The primary goal of the CHARM ECSEL 

JU project is to create advanced Industrial Internet of Things (IoT) solutions that can 

operate effectively even in demanding industrial environments. Enabling the digital trans-

formation of European manufacturing industries is crucial to ensuring their ongoing 

growth and competitiveness. However, the adoption of IoT and Artificial Intelligence (AI) 

technologies is hindered by the harsh conditions present in manufacturing processes 

and end-user environments. The CHARM project is specifically designed to address and 

overcome these challenges, paving the way for the seamless integration of IoT and AI in 

industrial settings [35]. The framework has been meticulously tailored to meet the spe-

cific demands of use case 5 within the UJV Rez project. Its implementation is aimed at 

facilitating mechanised in-service inspections of areas that are challenging to access in 

harsh environments. To achieve this, the framework is designed to employ robotic de-

vices and leverage non-destructive testing methods. This approach ensures efficient and 

precise inspections, even in the most demanding industrial settings, enabling UJV Rez 

to carry out thorough and effective assessments with ease. The general overview of the 

design is shown in Figure 7. 

 

 Shows the overview of the design 

 

The design of the framework involves the following components: 

• Internet of Things (IoT) Agent (OPC UA Client) 

• OPC UA Server 

• Context Management 
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• Databases 

3.1 Internet of Things Agent (OPC UA Client) 

The IoT Agent, acting as an OPC UA client, serves as a medium between the OPC UA 

server and the Orion Context Broker [5]. The system allows access to sensor values 

through a subscription mechanism. When an IoT Agent needs access to a specific sen-

sor value, it initiates a subscription and provides certain parameters. These parameters 

serve as instructions to the server on how to send the data in a specific manner. The 

client is requesting to receive sensor data based on conditions or preferences. 

Now, upon receiving the subscription request, the server evaluates whether it can fulfill 

the client's requirements. If the server can provide the data as per the specified modali-

ties, it complies with the client's request and delivers the data accordingly. Figure 8 [36] 

presents the OPC UA client connecting to the OPC UA server. 

 

 

 

 

 Shows the OPC UA Client connecting to the OPC UA Server [28] 

 

https://www.zotero.org/google-docs/?ySnAxb
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The agent relies on the following components, which detail how it communicates with 

OPC UA servers. 

• JSON File 

• Northbound Traffic 

• Southbound Traffic 

• Orchestrator  

3.1.1 JSON File 

JSON (JavaScript Object Notation) serves as a language for data exchange and storage. 

Textual data is transformed into an object format and then operated upon [37]. This open 

standard format utilizes easily readable text to transmit data objects, making it a preva-

lent choice for communication between browsers and servers. JSON has largely taken 

over the role of XML, becoming the primary data format in use. 

Considering the benefits of using JSON, the framework uses JSON files to connect and 

fetch data from OPC UA Servers. The JSON file acts as a vital blueprint, defining the 

OPC UA attributes (referred to as variables) intended to be retrieved from the server. 

The significant details, including the Server ID, attribute types, node names, OPC UA 

IDs (including identity and namespace), data types, and node values, are rigorously 

stated in this file. It gives users the option to personalize the JSON file by enabling the 

omission of some elements and specifying the attributes that need to be fetched from 

the server. The configuration JSON file, which contains vital details like the endpoint URL 

of the OPC UA server and the subscribed characteristics, must be set up before the 

agent is launched. In this implementation, each OPC UA server has a corresponding 

JSON file that lists the specific Server IDs, types, properties, and other relevant data. 

To connect to the server and properly retrieve the data, the JSON file syntax is crucial. 
It should be formatted as follows:  
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  Shows the example of JSON file format (without certificate) 

 

To create a secure connection with the server, it is possible to add a certificate and key 

information to the JSON file before starting the agent. Be sure that the certificate and 

key have the right directory declarations. 
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 Shows the example of JSON file format (with certificate) 

3.1.2 Northbound Traffic 

A client-server system can be described as a software architecture comprising a client 

and a server. In this system, clients consistently initiate requests, and the server, in turn, 

responds to these requests. This architecture facilitates inter-process communication by 

enabling data exchange between the client and server, each performing distinct func-

tions. The client-server model efficiently manages data flow and task distribution be-

tween the components involved [38]. The data flow from the server to the Orion Context 

Broker through the IoT agent is called Northbound Traffic. This traffic primarily encapsu-

lates real-time data generated by the OPC UA server; a process orchestrated by the IoT 

agent utilizing a predefined JSON file. The IoT agent is intelligently crafted to continu-

ously update the context broker by fetching relevant information from the OPC UA server. 

The IoT agent initiates the process by establishing a connection with the OPC UA server 

using the endpoint specified within the JSON file. Subsequently, it fetches entities from 

Orion. If there are no existing entities, the agent takes the attributes defined in the JSON 

file to create these entities. Conversely, if the entities already exist, the agent fetches 

updated values from the server and seamlessly updates them within the Orion Context 

Broker. This ensures a streamlined and efficient data flow, enriching the Orion Context 
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Broker with the most up-to-date and pertinent information from the OPC UA server. Fig-

ure 11 shows the architecture and data flow in the Northbound Traffic. 

 

 Shows the Architecture of the Northbound Traffic 

3.1.3 Southbound Traffic 

In the domain of IoT and data communication, "southbound traffic" refers to the direc-

tional flow of commands or actions initiated from higher-level entities, such as a Context 

Broker or an IoT agent, down to lower-level IoT devices or systems. This communication 

channel facilitates the alteration of the physical environment by triggering actions on ac-

tuators, effectively impacting the real-world state. The fundamental objective of south-

bound traffic lies in dispatching directives to actuator devices to modify their states, 

thereby exerting influence on the immediate surroundings and potentially leading to 

changes in readings from neighbouring sensors. 

To illustrate this concept, envision an IoT system managing smart lamps. A command 

initiated through southbound traffic instructing a lamp to switch on would translate into 

real-world action, illuminating the lamp [39]. Furthermore, this alteration in the lamp's 

state could be registered by nearby sensors, illustrating the interconnected and dynamic 

nature of IoT systems. 

Moreover, in specific scenarios, southbound traffic may extend its reach beyond direct 

interactions with IoT devices, encompassing communication with diverse protocols or 

systems, such as an OPC UA Server. In this context, requests generated by the IoT 
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agent, originating from the Context Broker and relayed to the OPC UA Server, are also 

categorized as southbound traffic. These requests can modify or update values on the 

OPC UA server, facilitating interactions with industrial or automation processes con-

nected via OPC UA. This versatility of southbound traffic demonstrates its pivotal role in 

interfacing and effectively interacting with a diverse spectrum of devices, protocols, and 

systems to influence the state of the physical world. Figure 12 illustrates the architecture 

and data flow in the Southbound Traffic. 

 

 Shows the Architecture of Southbound Traffic 

3.1.4 Orchestrator 

In a networked system involving inter-server communication, a central entity known as 

the orchestrator assumes a crucial role in facilitating and coordinating interactions. Cloud 

orchestration involves coordinating the deployment of a collection of virtualized services, 

aligning both software and hardware layers to meet the operational and quality objectives 

of both end users and Cloud providers [40]. Its primary responsibility lies in determining 

how various attributes within a server should be actuated based on the values or instruc-

tions received from another server. This orchestration is essential for synchronizing ac-

tions across servers and optimizing system performance. 

In specific IoT scenarios, ensuring coordination between edge servers and cloud servers 

is imperative to fulfill diverse and rigorous application requirements [40]. The orchestra-

tor fulfills its role by gathering applicable entities from the Orion context broker associated 

with each server. These entities furnish critical details, including attributes earmarked as 

commands and the attributes that will be impacted or actuated through the execution of 
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these commands. The orchestrator conscientiously extracts this information, establish-

ing a comprehensive understanding of the actionable elements within the system. 

In more elementary terms, the orchestrator functions as a central coordinator. It receives 

messages or data from one server, comprehends the content, and subsequently relays 

this information back to the Orion context broker and, potentially, to other servers. This 

relayed information may encompass directives or commands pivotal for altering the state 

or behavior of various attributes within the servers. 

Within the client-server model, the orchestrator primarily operates on the server side, 

assuming a critical intermediary role between clients (servers or devices) and the serv-

er's functional components. When a client, such as a server, dispatches a message or 

data to the orchestrator, the orchestrator meticulously analyzes and processes this in-

formation to determine appropriate actions. After receiving the service request, the or-

chestrator determines server assignment and frame resolution and communicates these 

details back to the user [41]. These actions could encompass instructing the server to 

modify specific attributes, initiate processes, or engage with other components. Once the 

orchestrator finalizes the necessary actions, it effectively communicates these directives 

back to the Orion context broker and, potentially, to other servers. This communication 

cascade enables coordinated and synchronized behavior across the system. 

Fundamentally, the orchestrator's purpose is to ensure efficient communication and co-

ordination among servers. It interprets incoming messages, translating them into action-

able commands that influence the behavior of the server's attributes, thus optimizing 

system functionality and enhancing overall interactivity. Figure 13 depicts the architec-

ture and workings of the orchestrator. The figure also illustrates that within this frame-

work, communication between multiple OPC UA servers is facilitated through Fiware and 

the IoT agent. IoT agents connected to various servers transmit data to the Orion Context 

Broker. This data is then retrieved by the Orchestrator. The Orchestrator uses the data 

from one server as an input command and sends it to another server via Fiware to exe-

cute the desired operation. 
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  Shows the Architecture of Orchestrator 

3.2 OPC UA Server 

The OPC UA server enabled in the system and devices allows the OPC UA client (IoT 

Agent) to connect and get data from the server. The implementation has been tested on 

three different servers: 

• Prosys OPC UA Simulation Server 

• OPC UA Server in Siemens PLC 

• UJV Rez Simulated Server 

3.2.1 Prosys OPC UA Simulation Server 

 

Prosys OPC UA Simulation Server is an excellent resource for learning about OPC UA 

and testing client applications. This adaptable server supports all essential OPC UA func-

tions completely, making it a great option for both testing and instructional projects [42]. 
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 Shows the interface of the Prosys OPC UA Simulation Server 

3.2.2 OPC UA Server in Siemens PLC (FESTO Line) 

The Festo line exhibits a variety of workstations powered by Siemens PLC, each with its 

own OPC UA Server, in the FAST Lab at Tampere University. These OPC UA Servers 

were vital in the thorough testing of this framework, particularly in handling concurrent 

connections to multiple servers and successfully managing large sets of entities dis-

persed across various servers. They have also been immensely helpful in doing in-depth 

evaluations of implementation, which has allowed us to optimize and fine-tune our sys-

tem for maximum effectiveness. 



27 
 

 

 Shows the interface of the Prosys OPC UA Simulation Server 

3.2.3 UJV Rez Simulated Server 
 

An advanced Simulated Robot Control System has been developed by B&R at UJV Rez 

using an OPC UA Server running on an industrial PC. Through HMI visualization, the 

system provides a virtual depiction of the robot, enabling effective control and monitoring. 

This setup has been specifically designed to meet the demands of Non-Destructive Test-

ing (NDT), with an emphasis on the trajectory of NDT probes. The robot's HMI interface 

has been simplified, giving priority to crucial operator activities. The Robot Control Sys-

tem's usability and accessibility are further improved by the fact that it is simple to access 

using a web browser and a public IP address. 

 



28 
 

 Shows the HMI Visualization of the Robot Control System 

3.3 Context Management 

Context management is a fundamental concept in the realm of the Internet of Things 

(IoT), and its role is crucial in facilitating the effective functioning of IoT applications. 

Context management can be defined as the process of representing and handling con-

textual information related to entities and their attributes within IoT systems. Context in-

formation consists of values associated with attributes that describe the relevant entities 

in an IoT application, enabling a comprehensive understanding of the environment in 

which the IoT system operates [43]. 

 

The principal component of the Fiware platform, known as the Core Context Manage-

ment or Context Broker, serves as the heart of the system. Its primary role involves the 

management and storage of contextual information, encompassing data originating from 

a variety of sources, such as IoT devices and sensors. The Context Broker offers a 

standardized interface for both querying and updating context data, and it employs a 

publish-subscribe model to enable the real-time distribution of contextual information. 

Fiware has introduced a standardized protocol, known as Fiware -NGSI (FIWARE-NGSI-

V2, 2017a), specifically designed to oversee the complete lifecycle of context infor-

mation. This protocol covers tasks such as data updates, queries, registrations, and sub-

scriptions. It enables developers to integrate a wide range of sensors that may employ 

different communication protocols, thus unifying the transmission of data to be stored 

within the Fiware Cloud. Key components of the NGSI data models comprise contextual 

entities, attributes, and metadata [44]. In the existing system implementation, the IoT 

Agent plays a pivotal role in managing context data through the utilization of core func-

tionalities offered by the Orion Context Broker. When the IoT Agent is initialized, it un-

dergoes a series of actions, beginning with the parsing of a JSON file. This parsed data 

is then used to create entities, which are subsequently posted to the Orion context broker 

at the specified endpoint (http://localhost:1026/v2/entities). 

The interaction between the IoT Agent and the OPC UA server is dynamic and bidirec-

tional. The IoT Agent continuously monitors the OPC UA server for any alterations in the 

entity's state. When such changes occur, it promptly notifies the Orion Context Broker, 

ensuring that the context information remains up to date. In addition to changing notifi-

cations, the IoT Agent is also responsible for updating the values of these entities within 
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the context broker as required, thus maintaining a synchronized and accurate represen-

tation of the context data. This two-way communication is a vital aspect of the system's 

functionality, ensuring real-time synchronization. 

Furthermore, it is worth noting that the Orion Context Broker is highly capable and can 

effectively manage entities with distinct identities originating from multiple sources con-

currently. This capability enables the system to handle diverse and complex contextual 

information seamlessly, making it a robust solution for a wide range of IoT applications. 

Figure 16 [45] illustrates the context broker scheme, highlighting the versatility of the 

Context Broker in its ability to accept context data from a wide array of application do-

mains. 

 

 Shows Context Broker Strategy [37] 

 

 

3.4 Database 

The focus of context management revolves solely around the present system state. Ex-

isting components are not tasked with documenting the historical state of the system; 

instead, the context relies on the latest measurements conveyed by each sensor to the 

context broker. 

To accomplish this, an enhancement to the prevailing architecture is necessary, aiming 

to store state changes in a database whenever the context undergoes an update. Re-

taining historical context data proves valuable for extensive data analysis, enabling trend 
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discovery, and facilitating data sampling and aggregation to mitigate the impact of outlier 

measurements. Nonetheless, within each Smart Solution, the relevance of each entity 

type may vary, necessitating distinct sampling rates for entities and attributes. 

Given the diverse business requirements governing the utilization of context data across 

applications, no universal standard exists for historical data persistence. Each scenario 

demands a unique approach, negating the notion of a one-size-fits-all solution. Conse-

quently, rather than burdening the context broker with the responsibility of historical con-

text data persistence, a dedicated and highly adaptable component named Cygnus has 

been introduced. 

Cygnus, being an integral part of an open-source platform, maintains a technology-ag-

nostic stance regarding the database employed for data persistence. The database's 

selection depends on the specific needs of the business in question. Cygnus serves as 

a versatile facilitator, enabling the storage of specific data sources in predefined third-

party repositories. It effectively generates a historical perspective of this data, particularly 

in the context of managing the history of data streams. This data can be seamlessly 

injected into various data stores, including PostgreSQL, MySQL, MongoDB, or AWS. 

Furthermore, Cygnus offers compatibility with prominent Big Data platforms such as 

Apache Hadoop, Storm, Spark, or Flink, ensuring flexibility and adaptability in data stor-

age solutions [46].  

 

Within this framework, Cygnus plays a crucial role in storing data in both MongoDB and 

PostgreSQL databases. The interaction is facilitated through Orion's subscription/notifi-

cation functions. Acting on behalf of Cygnus, a subscription is initiated with Orion, provid-

ing a comprehensive description of the attributes for which notifications are sought when-

ever any updates occur in the entity properties. Cygnus extends its utility by offering 

configurable parameters related to the storage format. This includes the ability to specify 

data types and data models, allowing for a tailored approach to how information is stored 

and managed [47]. The IoT agent seamlessly establishes a connection with the server, 

transmitting the relevant data containing specified content into Orion. Simultaneously, it 

configures and stores this information in MongoDB and PostgreSQL. MongoDB, an 

open-source document database, offers exceptional performance, availability, and auto-

matic scalability. In MongoDB, a record takes the form of a document—a data structure 

comprising pairs of fields and values. These documents closely resemble JSON objects, 

allowing for the inclusion of other documents, arrays, and arrays of documents within the 

values of fields [48]. 
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PostgreSQL stands out as a cutting-edge open-source database management system 

(DBMS) that is widely regarded as one of the most advanced in the world. Its superiority 

lies in its comprehensive support for most SQL transactions and concurrent control 

mechanisms. This robust DBMS incorporates modern features, including the ability to 

handle complex queries, triggers, views, and transactional integrity, elevating it to the 

forefront of database technologies [49]. 

Notably, PostgreSQL goes beyond conventional capabilities by allowing the incorpora-

tion of data type extensions, functions, operators, and procedural languages. This flexi-

bility empowers users to tailor the database environment to their specific needs, fostering 

a dynamic and adaptable platform for handling diverse and sophisticated data require-

ments. 

The entire implementation relies on these components, each playing a crucial role in 

ensuring smooth communication between the IoT agent and OPC UA-enabled devices. 
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4. WORKING AND IMPLEMENTATION 

The chapter will explain the working and implementation of the IoT Agent. 

4.1 Testing Server and Setting up JSON File 

Initiating the IoT agent involves the initial step of generating a JSON file. This file serves 

the purpose of outlining the endpoint and specifying the entities slated for retrieval from 

the server. To facilitate a straightforward examination of the server and acquisition of 

OPC UA identifiers for various entities, such as tags or variables, a practical approach is 

to establish a connection between the OPC UA Server and the UAExpert Client. This 

interaction allows for seamless testing, offering a convenient means to ascertain the 

OPC UA IDs associated with different entities. 

The UaExpert functions as a comprehensive OPC UA Client purposefully designed as a 

versatile testing tool adept at validating various OPC UA features. It extends support for 

fundamental aspects such as DataAccess, Alarms and Conditions, Historical Access, 

and the invocation of UA Methods. The UaExpert operates as a universal testing client, 

facilitating the exploration and assessment of OPC UA capabilities within the realms of 

data access, alarm and condition handling, historical data retrieval, and the execution of 

UA Methods [50].  

To connect to the OPC UA server, endpoint and security settings are defined in the 

UAExpert client, as shown in the figure. 
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 Shows the setting up connection of the UAExpert Client with the 
Simulated OPC UA Server 

 

Upon establishing a successful connection, the UAExpert client affords visibility to the 

tags or variables present in the OPC UA server, identifiable by their designation within 

the red box marked as "1" in Figure 18. Notably, the attributes associated with each 

variable are conveniently displayed in the top right corner of the interface, demarcated 

by the red box annotated as "2." This intuitive presentation within the UAExpert client 

interface facilitates a comprehensive overview of the available OPC UA server elements, 

allowing users to discern and explore the specific characteristics of each variable with 

ease. 
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 Shows the interface of UAExpert Client after a successful connec-
tion. 

The attributes encompassing the variable's name, IDs, datatype, and pertinent endpoint 

and security settings are then used in the composition of a JSON file, as exemplified in 

Figure 19. This meticulously crafted JSON file serves as a crucial configuration instru-

ment in establishing a connection with the server through the IoT Agent. By integrating 

these essential attributes into the JSON file, users can precisely define the parameters 

necessary for orchestrating seamless communication between the IoT Agent and the 

OPC UA server. 
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 Shows the example of JSON files with OPC UA Server endpoint 
and attributes 

The application of OPC UA offers a means to establish connectivity between industrial 

controllers within factory environments and the broader Internet. This undertaking de-

mands careful consideration across all managerial echelons and necessitates meticu-

lous execution for optimal outcomes. Notably, the process warrants attention to detail, 

especially during the transition phase. In instances where facilities once characterized 

by robust physical access controls and heightened security measures are involved, a 

lack of proper transitioning could precipitate an unforeseen exposure to the global net-

work. This highlights the imperative of ensuring a seamless and secure integration of 

OPC UA to avert potential vulnerabilities that may emerge when interfacing previously 

secure industrial systems with the expanses of the Internet [51]. To connect to the server 

using Security Policy and user authentication, the following details are added in the 

JSON file. 
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 Shows the JSON files with Security Policy and User Authentication. 

 

Following the establishment of the JSON file, the subsequent step involves its declara-

tion within the docker-compose.yml file, as illustrated in Figure 22. This pivotal configu-

ration step incorporates the specification of not only the name of the JSON file but also 

the container name, network, and image for each IoT Agent. 

 

 Shows an example JSON file declaration in a Docker Compose 
file. 

4.2 Reading JSON File 

For the parsing of JSON files, a Python class is designed to handle and manage config-

urations. This class is instrumental in obtaining the arguments defined in the docker-

compose.yml file and after reading the specified JSON file mentioned within the docker-

compose.yml configuration. Beyond simple file reading capabilities, the class encapsu-

lates additional methods to enrich its functionality. Notably, one of the key methods 
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serves to systematically extract entities from the JSON file, preserving node IDs and 

types. Another method ensures the synchronization of entities within the JSON file, align-

ing them with the latest values. Furthermore, there’s another method that facilitates the 

targeted modification of specific entity values, while another method enables the focused 

update of a particular OPC UA node. 

This class proves to be a versatile instrument for handling configurations and dynamically 

managing OPC UA entities based on the information encapsulated in a JSON file. Its 

diverse capabilities encompass the initialization, reading, creation, and updating of enti-

ties, portraying a comprehensive approach to configuration management in the context 

of OPC UA integration. 

 

 Example of the Configuration Management class reading data from 
JSON file 

4.3 Connecting to Server 

After successfully reading the JSON file, the class explained above captures crucial de-

tails like the server's endpoint URL, certificate information, and user credentials. It then 
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smoothly transfers these key pieces of information to another component which is re-

sponsible for establishing a connection to the server. 

In this receiving component, the provided details are thoroughly utilized to attempt a 

connection to the server. This action happens when a particular method is called. It en-

sures that the setup details are efficiently gathered and applied precisely to make a solid 

connection to the server. This class first checks if there are certificate details given in the 

JSON file; otherwise, it does not consider the certificate while connecting to the server 

shown in Figure 24. 

 

 

 Show an example of the class for connecting to the Server. 

4.4 Creating the Entities (Northbound Traffic) 

The class described earlier encapsulates the essential functionality for configuring and 

initializing an OPC UA client, complete with security measures, based on the information 

provided in the JSON file. This Component-based design ensures a clear separation of 

concerns, enhancing maintainability and extensibility in OPC UA client operations. 

The script "opcua_client.py" is a vital component of the implementation. It serves as the 

orchestrator that combines the functionality of the class reading the JSON file and the 

class for connecting to the OPC-UA Server, as described earlier. 

This script's workflow is intelligently structured. First, it initializes an instance of the con-

figuration management class, leveraging its capability to read the JSON file and extract 

essential details such as the server's endpoint URL, certificate information, and user 



39 
 

credentials. This step ensures that all necessary configuration parameters are accurately 

gathered. 

Subsequently, the script creates an instance of the Opcua Client class, passing the con-

figured object from the previous step as a parameter. This initiation triggers the setup of 

the OPC UA client with all the specific details received from the configuration manager. 

This collaboration exemplifies a modular and well-orchestrated design, where the re-

sponsibility of configuration management is distinctly separated from the tasks related to 

establishing a connection. 

 

 Shows an example of the method for connecting to the Context 
Broker 

Moreover, the script is equipped with robust error-handling mechanisms. Errors and ex-

ceptions are handled with care to provide clear and informative messages to the user. 

This thoughtful approach ensures that in case of any issues during the execution of the 

IoT Agent, users are presented with user-friendly error messages, making it easier for 

them to understand and address the problem. 

Part of this Python script is designed to also connect an OPC UA (Unified Architecture) 

server to a Fiware Orion Context Broker; it also defines Orion addresses. 
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 Shows the Subscriptions, Entities, and Update address of Orion 

After establishing a successful connection with the OPC UA server, the script attempts 

to interface with the Fiware Orion Context Broker through a method that initiates a re-

quest to the Orion Context Broker to retrieve information about entities. If any issues 

arise during this process, the script provides informative messages to alert the user about 

the connectivity problem with the Context Broker. Specifically, in the event of an issue, 

the script logs the details of the problem, allowing for quick identification and resolution 

of the connectivity challenges with the Context Broker. 

A particular method serves the purpose of creating an entity on the Fiware Orion Context 

Broker if the entity with a specific ID does not already exist. It is part of the script's initial-

ization process for establishing a northbound connection between an OPC UA (Unified 

Architecture) server and the Context Broker. 

A custom event handler is defined to handle OPC UA data change notifications. When 

the OPC UA server detects a change in data, the data change method is triggered. This 

method extracts information about the changed data, updates the corresponding entity 

data in the script's configuration object, and sends the updated entity information to the 

Context Broker using a POST request. 

Another function in this component subscribes to data change notifications from OPC 

UA nodes and associates the custom event handler with the subscription. This ensures 

that whenever there is a change in the OPC UA data, the event handler processes the 

notification and updates the associated entity on the Context Broker. 
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 Shows an example of different methods of opcuaclient.py 

 

In summary, this design component emerges as a pivotal script that seamlessly inte-

grates the capabilities of the configuration management and OPC-UA Client classes. It 

not only ensures the smooth flow of configuration details from one class to another but 

also enhances the user experience by offering clear insights into any encountered issues 

through effective error handling. In case of success, the entities sent to Orion Context 

Broker can be seen through Postman, shown in Figure 28. 
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 Shows an example of the entities created on Orion Context Broker 

 

4.5 Creating the Entities (Northbound Traffic) 

In the context of OPC UA and IoT, subscriptions play a crucial role in enabling continuous 

monitoring and retrieval of data from the OPC UA server. Subscriptions allow the IoT 

system to receive real-time updates when certain conditions or changes occur in the 

OPC UA server. In a typical IoT application, a publish/subscribe system plays a key role 

in managing the registration of entities interested in specific data or measurements gen-

erated by others. It is tasked with notifying the concerned entities whenever there are 

changes in the recorded values [52]. Within the Fiware platform, an entity serves as a 

representation of the current state of a tangible or conceptual object existing in the real 

world. In this implementation, real-time awareness of these entities' states is crucial for 

effective operation. 

To the extent of its implementation, the operations within this framework have been syn-

chronous, where users or applications directly initiate changes, and feedback on the out-

comes is immediate. However, the Orion Context Broker introduces an innovative asyn-

chronous notification mechanism. With this approach, applications can subscribe to 

changes in context information, allowing them to receive timely notifications when rele-

vant events occur. This prevents the need for applications to continually poll or repeat-

edly request information, fostering a more efficient and responsive system. 

By leveraging the subscription mechanism, not only is the frequency of requests signifi-

cantly reduced, but the overall data transfer between system components is also mini-
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mized. This reduction in network traffic not only optimizes resource usage but also en-

hances the system's responsiveness, contributing to a more streamlined and efficient 

operation within this framework. 

Another significant part of the framework is further responsible for maintaining the OPC 

UA connections and context subscriptions, and related operations. During the setup, it 

connects to the OPC UA server through the OPC UA Client object, which contains a list 

of OPC UA node IDs and a client for southbound communication. This connection is 

essential for real-time data updates between the IoT system and the OPC UA server. 

When it comes to its functionalities one of its major features is updating OPC UA nodes. 

A real time change in the values of OPC UA nodes according to the type of data they 

hold makes it easy to integrate into realities. 

Furthermore, it handles updating the OPC UA server nodes through synchronization with 

subscription data received from the Orion Context Broker. This ensures that subscribed 

nodes accurately reflect the changes communicated through the IoT system. 

The subscription management methods within this component are integral components 

for facilitating dynamic and efficient interactions between the IoT framework and the 

Orion Context Broker A particular technique also provides the service of acting as a 

guardian to constantly check the status of subscriptions in the Orion platform. This fea-

ture of the application allows one to remove subscriptions related to a specific entity ID 

and guarantee the receipt of desirable notifications together with the prevention of un-

wanted data traffic, which improves the system’s usability and performance. 
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 Shows different methods of Subscription Management Class 

 

In parallel, a particular method that helps precision in subscription interactions by pulling 

out the unique identifier for a specific subscription. It also becomes useful for accurate 

actions to refer to in identifying and changing subscriptions where necessary within the 

system. 

On the creation side, another method establishes a vital link between the IoT system and 

the Orion platform. Initiating new subscriptions empowers the system to receive asyn-

chronous notifications based on specified conditions, developing adaptability to changes 

in the industrial environment.  
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 Shows different methods of the DataSubscriber Class 

  

Conversely, the unsubscribe method helps in the graceful unsubscribing from the exist-

ing subscriptions, contributing to lifecycle management and optimizing resource usage. 

Combined, these methods let the subscription management class adapt to and manage 

the subscriptions in real time with responsiveness in the IoT framework’s interactions 

with the Orion Context Broker. The subscriptions can be checked using Postman or 

through any browser as depicted in the Figure 32. 
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  Shows the example of getting subscriptions in Orion 

Upon a successful subscription, the IoT Agent is empowered to not only receive notifi-

cations but also to transmit data back to the server, thereby updating the values associ-

ated with the subscribed entities. This functionality introduces a level of flexibility, ena-

bling remote control of the system or devices and facilitating essential adjustments and 

updates. The subsequent example (shown in Figure 31) illustrates the process of updat-

ing values using Postman. 

 

 

  Shows the example for updating the value in the Server 

4.6 Docker and Containerization 

The conversion of Python scripts into a Docker image represents a strategic decision 

rooted in the manifold advantages of running Python within Docker containers. This shift 

brings about a notably expedited development process and introduces the convenience 
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of encapsulating the entire application. Docker serves as an open platform product de-

signed to encapsulate both applications and their dependencies within virtual containers, 

a technology commonly referred to as container technology. These encapsulated pack-

ages can be effortlessly constructed, transported, and executed within distributed envi-

ronments by developers or system administrators. The adoption of container technology 

introduces significant benefits for enterprises, introducing a new era of portability, scala-

bility, speed, efficient delivery, and streamlined maintenance processes. This innovative 

technology empowers organizations to navigate the complexities of modern computing 

with heightened flexibility and ease [53]. Docker containers effectively isolate the Python 

runtime and its dependencies, fostering consistency and eliminating compatibility con-

cerns. Developers can seamlessly transfer their Python scripts and associated depend-

encies into Docker containers, resulting in a streamlined and efficient development work-

flow. 

Furthermore, Docker's role extends beyond mere encapsulation, offering a robust solu-

tion for deploying Python applications. The Docker image becomes a self-contained unit, 

encapsulating the Python runtime, dependencies, and scripts. This encapsulation en-

hances portability, allowing the application to run consistently across diverse environ-

ments, irrespective of the underlying infrastructure [54]. The convenience of this ap-

proach simplifies deployment, contributing to a more reliable and maintainable develop-

ment lifecycle. In essence, containerization not only accelerates development but also 

ensures a hassle-free deployment experience for Python applications. Figure 33 shows 

an example of converting a Python application to a docker image: 

 

 Shows the example for converting a Python application to a docker 
image 

Following the establishment of the Dockerfile configuration, the subsequent phase in-

volves crafting the Docker image. This is effortlessly accomplished by executing a 

straightforward Docker command: docker build -t [name_of_the_image]., executed 

within the directory where the Dockerfile is defined. This command orchestrates the com-

pilation of the Docker image based on the specifications outlined in the Dockerfile, paving 

the way for a seamless and automated generation process.  
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Transforming a Python application into a Docker image not only facilitates its deployment 

but also presents a scalable solution, allowing the image to be utilized multiple times. In 

the context of this implementation, the IoT image exhibits the capability to connect to 

numerous OPC UA Servers effortlessly. This is achieved by simply specifying the differ-

ent JSON files while defining the IoT Agent within the docker-compose.yml file. Such 

versatility in connectivity underscores the adaptability and scalability that Docker images 

bring to the realm of IoT applications, enabling seamless interaction with multiple OPC 

UA Servers through a straightforward configuration process. 

 

  Shows an example of running multiple IoT Agent at the same time 

 

Various components, including a web server and a database, are commonly integrated 

into intricate software systems. Manually installing each component individually proves 

laborious and susceptible to errors. Acknowledging this challenge, the Fig project was 

introduced. Nevertheless, in February 2015, Fig was phased out in preference for Docker 

Compose, which builds upon the code base established by Fig [55]. 

The central concept behind Docker Compose is the ability to seamlessly link multiple 

containers, for example, for this framework, Orion, MongoDB, PostgreSQL, IoT Agent, 

Cygnus and Grafana, enabling the composition of intricate applications from various im-

ages. This orchestration is facilitated through a YAML configuration file, providing a con-

cise means to specify settings for port exposure, environmental variables, and data vol-

ume mounting. Moreover, configurations can be extended, allowing, for instance, a 

straightforward common configuration for an application, supplemented by two special-
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ized configurations—one tailored for development and the other for production. This ap-

proach streamlines the management of diverse configurations within a unified frame-

work. 

Upon configuring all containers within the docker-compose.yml file, the deployment pro-

cess is initiated by executing the command "docker-compose up -d". This command not 

only orchestrates the instantiation of the specified containers but also ensures their de-

tachment, allowing them to run in the background. It is a streamlined approach that es-

tablishes the entire system architecture as defined in the Docker Compose configuration. 

 

 Shows an example of running containers in Docker Desktop 

4.7 Database Configuration 

Upon initiation of containerized services, a pivotal aspect of the system involves seam-

less storage and continuous updating of data in the PostgreSQL database. As containers 

come to life, data is promptly ingested into the database, ensuring that the system has 

access to the most current information. Furthermore, any alterations or updates in the 

server values trigger corresponding updates within the PostgreSQL database, establish-

ing a real-time synchronization mechanism. 

Users can leverage the power of SQL queries to glean insights from the historical data 

residing in PostgreSQL. These queries serve as a robust toolset, allowing for the retrieval 

of specific datasets, summaries, or analytics from the stored historical data. An illustra-

tive example of an SQL query for data retrieval is provided below. 
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 Shows an example for accessing the data in PostgreSQL 

 

In the dynamic landscape of containerized services, the PostgreSQL database stands 

as a reliable repository, continuously ingesting and synchronizing data to ensure the 

system's access to real-time information. With seamless storage and updates, users can 

effortlessly access historical data tailored to their specific needs. Leveraging the power 

of SQL queries, users can navigate through the vast dataset with precision, retrieving 

insights based on time, variable names, and attributes. Whether seeking specific da-

tasets, summaries, or analytical insights, SQL queries provide a robust toolset for ex-

tracting valuable information from the wealth of historical data residing in PostgreSQL. 

This flexibility empowers users to glean actionable insights, enabling informed decision-

making and optimizing system performance. 
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5. PERFORMANCE ANALYSIS 

Performance is a critical aspect that must be carefully considered throughout the design, 

development, configuration, and fine-tuning phases of a computer system [56]. Within 

this framework, the integration of Prometheus and Grafana offers a robust solution for 

analyzing the performance of the IoT agent. These tools facilitate dynamic deployment 

and efficient management while enabling proactive alert monitoring and predictive ana-

lytics [57]. Grafana's real-time data visualization features offer a user-friendly platform 

for crafting customizable and interactive dashboards. This allows for the ease of moni-

toring metrics such as CPU load, memory consumption, RAM usage, and individual con-

tainer consumption [58]. Grafana offers users a wide array of extensions that can be 

installed to expand its capabilities significantly. In Grafana, users can create various 

dashboards that display data from databases, allowing for the monitoring of metrics 

through diverse visualizations [59]. Prometheus acts as a data collector, gathering infor-

mation from both the IoT agent and containers, while Grafana presents intuitive visuali-

zations for a deeper understanding of the system's behavior. Prometheus features mul-

tiple visual data tools, including a built-in expression browser, seamless integration with 

Grafana, and a console template language for custom visualization [60]. Administrators 

gain valuable insights that help identify potential obstacles, enhance resource manage-

ment, and ensure the smooth operation of the IoT ecosystem. Moreover, this infrastruc-

ture supports scalability and high availability, automates processes, offers customizable 

dashboards, and facilitates distribution, all of which contribute to proactive performance 

management and optimization, maintaining the reliability and scalability of the IoT solu-

tion. 

 

Within this framework, three distinct tests were conducted: 

• Single OPC UA Server (This test involved running a single IoT agent with 8 

attributes) 

• Dual OPC UA Server (In this scenario, two IoT agents were simultaneously ex-

ecuted, each handling 8 attributes.) 

• Single OPC UA Server with double attributes: (Here, a single IoT agent was 

deployed, managing 16 attributes.) 
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5.1 Single OPC UA Server 

The performance analysis data from Grafana provides valuable insights into the resource 

utilization and efficiency of the IoT Agent deployed as a container, specifically in the 

context of its connection to a single server housing eight entities. By monitoring various 

metrics such as storage and memory usage, CPU load, and container-specific statistics 

for components like IoT Agent and Postgres, stakeholders gain a comprehensive under-

standing of the system's behavior in this configuration. The figure below shows the visu-

alizations of the metrics in Grafana in real-time. 

 

 

  Shows the visualization of the Dashboard for Single OPCUA 
Server Test 

The data collected from Grafana is arranged in the table below, presenting different met-

rics for Used Storage in GBs, Used Memory in GBs, Memory Load %, CPU Load %, 

Container Memory Used for IoT Agent in MBs, and Container CPU Usage for IoT Agent 

in % for starting and final values in 6 hours. 
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Table 1: Shows the data of the running container for the Singe OPC UA Server Test 

Single 
Server 

Starting 
Value 

Final 
Value 

1 Hour 
Average 

3 Hours 
Average 

6 Hours 
Average 

Used Stor-
age GBs 

12.17 14.03 12.32 12.62 13.1 

Used 
Memory 
GBs 

0.79 2.16 1.03 1.63 1.86 

Memory 
Load % 

25.30 43.20 28.97 36.87 39.78 

CPU  
Load % 

0.40% 0.47% 0.41% 0.44% 0.44% 

Container 
Memory 
Used IoT 
Agent MBs 

71.53 72.53 71.81 72.25 72.37 

Container 
CPU Usage 
IoT Agent % 

0.0234 0.0418 0.02796 0.02842 0.03258 

Container 
Memory 
Used Post-
gres MBs 

78.70 85.78 79.58 81.16 82.24 

 

Starting with storage and memory, the gradual increase observed over the monitored 

period suggests growing data processing or storage requirements associated with the 

interaction between the IoT Agent and the single server housing eight entities. This in-

sight provides context for the uptick in resource consumption, especially evident in the 

notable spike in both used storage and memory towards the end of the analysis. 

The memory load percentage offers additional perspective on the overall system burden, 

with fluctuations indicating varying levels of demand for memory resources. This obser-

vation is crucial in understanding the system's ability to manage increasing data volumes 

efficiently. Despite the rise in resource utilization, CPU load remains consistently low 

throughout the analysis, indicating efficient resource allocation and minimal strain on 

processing capabilities. This finding highlights the IoT Agent's effectiveness in managing 

the data collected from the single server and its eight entities without significantly im-

pacting CPU performance. 
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Furthermore, container-specific metrics shed light on the resource consumption of indi-

vidual components within the containerized environment. The stable resource usage ob-

served in both the IoT Agent and Postgres containers underscores their efficient opera-

tion in handling data processing tasks related to the IoT Agent's connection to the single 

server. 

Overall, the performance analysis provides valuable insights into the operational char-

acteristics of the IoT Agent within the specific context of its connection to one server 

housing eight entities. This understanding empowers stakeholders to make informed de-

cisions regarding resource allocation, optimization strategies, and scalability initiatives 

tailored to this configuration, ensuring continued efficiency and performance of the IoT 

solution. 

5.2 Dual OPC UA Server 

For this test, two different IoT agents are connected with two different OPC UA servers, 

and each server has 8 attributes that are continuously read by the IoT agent and sent to 

Orion and Database. The below figure shows the dashboard of Grafana for this test: 

 

  Shows the visualization of the Dashboard for the Dual OPC UA 
Servers Test with the same attributes for each. 

The data collected from Grafana for running containers is arranged in the table below for 

Dual OPC UA Servers. 
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Table 2: Shows the data of running container for Dual OPC UA Servers Test 

Dual 
Server 

Starting 
Value 

Final 
Value 

1 Hour 
Average 

3 Hours 
Average 

6 Hours 
Average 

Used Stor-
age GBs 

12.96 14.94 13.064 13.446 13.95 

Used 
Memory 
GBs 

0.77 2.25 1.21 1.704 1.92 

Memory 
Load % 

24.60 43.40 30.83 37.13 40.43 

CPU  
Load % 

0.47 0.50 0.42 0.46 0.47 

Container 
Memory 
Used IoT 
Agent MBs 

71.52 75.72 74.98 75.45 75.58 

Container 
Memory 
Used 2nd 
IoT Agent 
MBs 

71.68 71.26 70.39 70.96 71.12 

Container 
CPU Usage 
IoT Agent % 

0.0197 0.0309 0.023 0.027 0.0277 

Container 
CPU Usage 
2nd IoT 
Agent % 

0.0449 0.0289 0.0257 0.0260 0.0265 

Container 
Memory 
Used Post-
gres MBs 

66.01 84.33 79.26 81.58 82.72 

 

The data provides valuable insights into the performance and resource utilization of IoT 

Agents deployed in different configurations, each connected to OPC UA servers hosting 

eight entities. Across both scenarios, there is a noticeable increase in storage and 

memory usage over time, indicating potential growth in data processing demands. This 

increase suggests that as the systems interact with the OPC UA servers and collect data 

from multiple entities, there is a corresponding need for more storage and memory re-

sources to manage the incoming data effectively. 
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The memory load percentages fluctuate but trend upwards, reflecting the increasing de-

mand for memory resources. This suggests that as the systems continue to process 

data, there is a growing burden on memory resources to accommodate the expanding 

workload. 

However, despite the rising resource utilization, CPU load percentages remain consist-

ently low in both scenarios. This indicates efficient resource allocation and management, 

suggesting that the IoT Agents are effectively processing data without overloading the 

CPU, ensuring smooth operation and minimal impact on overall system performance. 

Several notable differences emerge when comparing the single-server and double-

server configurations. In the Single Server scenario, the overall resource utilization tends 

to be lower compared to the Double Server scenario. This could be attributed to the 

Single Server handling a smaller volume of data from a single source, resulting in lower 

storage, memory, and CPU usage. 

On the other hand, in the Double Server scenario, where each IoT Agent interacts with 

a separate OPC UA server, resource utilization increases due to the combined workload 

of processing data from two sources. This results in higher storage, memory, and CPU 

usage compared to the Single Server scenario. 

In summary, while both configurations demonstrate efficient resource management, the 

Double Server configuration exhibits higher resource utilization due to the increased 

workload from interacting with multiple OPC UA servers. This comparison highlights the 

importance of considering the specific deployment scenarios and workload characteris-

tics when analyzing and optimizing the performance of IoT systems. 

5.3 Single OPC UA Server with Double Attributes 

In the third test, a single IoT Agent is connected to a single OPC UA server, and it has 

16 attributes (double those in the first test). The IoT agent continuously reads these at-

tributes and sends them to Orion and the Database. The figure below shows Grafana's 

dashboard for this test. 
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 Shows the visualization of the Dashboard for the Single OPCUA 
Server Test with Double Attributes 

The data extracted from Grafana is organized in the table provided, illustrating various 

metrics, including Used Storage (in GB), Used Memory (in GB), Memory Load (%), CPU 

Load (%), Container Memory Usage for the IoT Agent (in MB), and Container CPU Us-

age for the IoT Agent (%). These metrics represent both the initial and final values rec-

orded for 6 hours. 

Table 3: Shows the data of the running container for the Singe OPC UA Double En-
tries Server Test. 

Single 
Server 

Starting 
Value 

Final 
Value 

1 Hour 
Average 

3 Hours 
Average 

6 Hours 
Average 

Used Stor-
age GBs 

12.17 14.03 12.32 12.62 13.1 

Used 
Memory 
GBs 

0.79 2.16 1.03 1.63 1.86 

Memory 
Load % 

25.30 43.20 28.97 36.87 39.78 

CPU  
Load % 

0.40 0.47 0.41 0.44 0.44 

Container 
Memory 
Used IoT 
Agent MBs 

71.53 72.53 71.81 72.25 72.37 

Container 
CPU Usage 
IoT Agent % 

0.023 0.041 0.027 0.028 0.032 
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Container 
Memory 
Used Post-
gres MBs 

78.70 85.78 79.58 81.16 82.24 

 

The data from the third test, conducted with large entities and utilizing a single IoT Agent 

connected to 18 entities, provides valuable insights into the impact of increasing entities 

on various metrics. Across the board, there is a noticeable increase in resource utilization 

compared to previous tests. Both storage and memory usage exhibit significant growth, 

with the used storage increasing from 14.07 GBs to 16.36 GBs and the used memory 

increasing from 2.29 GBs to 2.52 GBs. This growth is to be expected since now the IoT 

Agent handles data from more entities and thus has a growing volume of stored/process 

data. 

Memory load percentages are also on the rise, which means that more memory re-

sources are required to handle an increase in workload. The same goes for CPU load 

percentages that experience some more of an increase but still staying relatively low in 

general. It means CPU is managing the higher workload well, but the number of entities 

has gone larger as a result processing demand increases slightly. 

Examining specific container metrics, we can see that the IoT Agent and Postgres con-

tainers have increased their resource consumption as expected with a corresponding 

growth in memory usage and CPU. This trend also additionally emphasizes increased 

entities at work to use resources under containerized environment. 

When comparing the three tests, different trends in resource utilization and system per-

formance were observed. In the first test, with a single server and eight entities, resource 

utilization remains moderate, indicating efficient operation. Resource utilization is higher 

in the 2x8 entity case because of enabling multiple servers to be managed. Third test 

brings forth the effect of increased number served entities on resource consumption - 

especially in terms of storage and memory usage, while there was only 1 server. Across 

the boards CPU load is relatively low for any test workload, showing that resources are 

used efficiently by the IoT Agent. This further reinforces the need for resource-aware 

design of IoT systems and optimized allocation to ensure that efficiency is sustained as 

a function of device scalability in an architecture. 
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6. CONCLUSIONS 

The thesis provides a comprehensive architecture for interconnecting OPC UA-enabled 

devices with the Fiware platform, which facilitates both the Industrial Internet of Things 

(IIoT) and industrial automation. The implementation supports bidirectional communica-

tion between OPC UA Servers using Fiware for reading and writing values, exchanging 

real-time data, or attaining control commands. It guarantees robust interoperability be-

tween a variety of industrial systems, addressing a critical need in current industrial en-

vironments utilizing advanced features of Fiware. 

This proposed framework not only allows data fetching and storing from OPC UA-ena-

bled devices but also provides analytical capabilities and energy management and takes 

proactive measures as needed based on historical and current data. It allows visualiza-

tion of the usage of memory, cores, and storage with Grafana integration to give valuable 

insight into system requirements, aiding in using resources effectively and helping per-

formance tuning optimal operation running.  

The thesis conducted the performance analysis, which shows that the framework is effi-

cient and scalable. Evaluating each of these components regarding their data-han-

dling performance and memory consumption has provided significant analysis in under-

standing the operational behavior. These insights are crucial to optimizing the frame-

work's performance and ensuring that it can effectively serve real-time industrial appli-

cations. 

The framework developed in this thesis is, then, a powerful multi-purpose solution to 

embed OPC UA-ready devices with the Fiware architecture; it does so efficiently and at 

scale. This is a major milestone for improved IIoT and industrial automation with fast, 

real-time communication across varied industrial systems. Consequently, the results and 

future developments proposed in this subject help provide an active scope for further 

research, which promises greater improvements within smart industry and industrial au-

tomation. Its impact on industrial settings is further illustrated when taking into ac-

count the contributions the framework makes to performance monitoring, energy man-

agement, and resource optimization. 
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