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Modern home automation systems powered by Internet of Things (loT) enable house resi-
dents with unprecedented controllability of loads, storage systems and distributed generation. It
provides residents with convenience as well as efficiency in domestic energy management.
However, extensive utilization of home automation systems is also accompanied by multitude of
new vulnerabilities, particularly in the realm of cybersecurity. Such vulnerabilities may be ex-
ploited to pose threats to electricity network as well as house residents.

This study investigates in detail the impacts caused by cyberattack through home automa-
tion systems on power system frequency reserves, low and medium voltage electricity networks,
and house residents. To achieve this, historical data of frequency markets of Fingrid is analyzed
in detail to identify vulnerable instances of volume scarcity and price volatility which may be ex-
ploited by hacked home automated loads to destabilize power system and manipulate market
functioning. Moreover, heat pumps and electric vehicles are simulated as home automated
loads for houses/apartments in South Savo, Finland. It is done to study the impacts of these
loads in normal operation as well as after-hacking scenarios on transformers, conductors, and
service points of the chosen network. Furthermore, qualitative categorization of impacts of
cyberattack through home automation system on house residents is also performed.
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1. INTRODUCTION

1.1 Motivation

Modern home automation systems offer unprecedented convenience and efficiency in
domestic energy management. However, this technological advancement is also ac-
companied by multitude of new vulnerabilities especially in context of cybersecurity.
These vulnerabilities pose significant threats to all parts of electricity network. Main mo-

tivation of this thesis is to identify and explore those threats.

Delving into the details, it is vital to identify the threats posed by cyberattack through
home automation systems on frequency markets of Fingrid as they play integral role in
maintaining stability and balance of electricity in the whole Nordic synchronous area. It
is also imperative to identify the vulnerable instances where volume scarcity as well as
price volatility occurs in frequency markets. This is because such instances may be ex-
ploited to affect system stability and market functionality. Furthermore, impacts of
cyberattack through home automation systems must also be analysed on the increas-
ingly interconnected electricity medium and low voltage networks. Network elements
which may get effected include transformers, conductors, and service points. South
Savo, with its diverse mix of residential and commercial energy consumers, along with
its region's reliance on medium and low voltage networks makes it an ideal candidate
for examining the localized impacts of cyberattacks on home automation systems. By
analysing the specific vulnerabilities and potential consequences of such attacks in this
context, this thesis aims to contribute to the broader efforts of further securing electrici-
ty networks. Additionally, the research aims to protect individual customers from the
myriads of adverse effects stemming from cyber vulnerabilities, ultimately fostering a

safer and more reliable energy environment.

Hence, the findings of this study are expected to inform both policymakers and industry
stakeholders, offering insights into the impacts of cyber threats of home automation
systems on electric power systems. Moreover, this thesis will provide valuable
knowledge that can guide the development of more robust electricity networks as well

as markets.



1.2 Objectives

Main objective of this thesis is to examine the possible impacts of cyberattack through
automated houses on power system, electric grid, and end users. In this thesis, im-
pacts of such attacks on individual, societal as well as system level will be analysed.
This will be done in different phases. In the first phase, impacts on different frequency
markets of Fingrid will be studied. Objective of such study is to explore the two-pronged
potential risks of volume availability and price volatility associated with frequency mar-
ket operation. Then, the impact of load manipulation through home automation cyberat-

tack during those vulnerability instances will be studied.

In the next phase, impacts of cyberattack through home automation system on a medi-
um and low voltage network in South-Savo Finland will be analysed. Network elements
under study include service points, conductors, and transformers. For service points,
parameters of average loading level, overloading, overvoltage, and undervoltage will
be studied. However, for conductors and transformers, only the parameters of average
loading level and overloading will be studied. For this study, two loads are selected to
be simulated as home automated loads by each household: heat pumps and electric
vehicles. Initially, customer specific load modelling of both these home automated
loads will be done. Then these modelled loads will be added to the customer service
point data depicting a future scenario. Afterwards, worse-case after-hacking scenario
will be formulated through load manipulation of these home automated loads. Then,
impacts of these loads in the after-addition as well as the after-hacking scenario will be
studied on transformers, conductors, and service points of the whole South Savo net-

work.

In the last phase, effects of cyberattack on individual consumers will be studied. This
will be done through categorization of cybersecurity threats based on risk posed to res-
idents’ safety, security, property, privacy, and data. Moreover, type and degree of im-
pact suffered by individual household residents depend upon hacker’s level of access,
actions, and intentions. Along with that, scenario formation such as heating system
shutdown, uncharged EV, device malfunctioning, and triggering of false alarm is also
done in order to assess the degree of discomfort suffered by the residents of automat-

ed house.



1.3 Research Questions

Main research questions are as follows:

How many vulnerable instances exist in terms of volume scarcity in frequency
markets? How can these vulnerable instances be exploited through cyberattack
on home automation systems? What can be the possible methods utilized by
hackers, probable outcomes of such methods, and what degree of impact can a
large scale cyberattack cause on frequency markets in terms of volume availa-
bility?

How many vulnerable instances exist in terms of price manipulation of frequen-
cy markets? How can these vulnerable instances be exploited through cyberat-
tack on home automation systems? What can be the possible methods utilized
by hackers, probable outcomes of such methods, and what degree of impact
can a large scale cyberattack cause on frequency markets in terms of price ma-

nipulation?

Can cyberattacks through home automation system cause voltage quality is-
sues in low voltage and medium voltage networks? How many instances of over
and undervoltage can be caused by certain amount of home automated loads in

lower voltage and medium voltage networks?

Can cyberattacks through home automation system cause overloading in low
voltage and medium voltage networks? What are the loading levels of service

points, conductors, and transformers before and after cyberattack?

Can such cyberattacks generate artificial grid reinforcement needs? What will

be outlook when ratio of home automation systems increases in future?

What can be the possible impacts of cyberattack through home automation sys-
tem on residents of the house. How different levels of hackers’ access, actions

and intentions create different levels of impacts on individual customers.



1.4 Overview

In modern times, information technology (IT) is being abundantly adopted in all aspects
of life. Home automation systems through loT is also a result of such fast-paced IT ad-
aptation. Distributed generation, storage systems as well as loads in houses can be
controlled remotely with ease. It provides homeowners not only with better monitoring
and controllability but also plays key role in efficient energy usage. However, cyberse-
curity of home automation systems is also a serious concern. Most companies provid-
ing such loT services use minimal R&D resources for software development to save
budget in order to be market competitive. This causes issues such as dependency hell
where one software package is dependent upon another [1], and software rot where
quality of code deteriorates over time due to changes in external environment [2]. Such
multitude of issues make home automation systems more susceptible to cyber-attacks.
Furthermore, many companies use centralized cloud web services for control of loT
devices. If cloud web used by a service provider is compromised, then all the devices
controlled through it may become vulnerable. This may give hackers access to tens or
even hundreds of thousands of home automated devices. Then, these devices can be
controlled through usual commands in such a way that cyber-attack remains undetect-
ed. This way, desired objectives of hackers may be achieved through load manipula-
tion.

Impacts of cyber-attacks on home automated systems can be severe and are classified
into impacts on national grid, local grid, and individual customers. In first case, national
grid stability may be compromised by prevention of frequency reserve control actions,
increasing volume shortage risk, or by breaking the N-1 criteria through load behavior
synchronization. Moreover, price manipulation in frequency markets can also be done
with the intention of either gaining profit or causing loss. For local LV and MV grids, the
issues of overloading and non-compliance of voltage quality standards can be caused
by a cyberattack on home automation systems. Voltage quality can be degraded espe-
cially in weak LV and MV networks by manipulation of load in such way that worst case
scenario occurs. This may cause non-compliance of power quality standards which
might lead to grid reinforcement needs. In case of local overloading, current limit of
conductors, transformers, service points and other equipment can get exceeded
through load increment if grid is already operating at high loading condition or at alter-
native topology. This may cause outage or thermal damage to the equipment. Further-

more, through such cyber-attacks, harm to end user can happen in the form of threat to



safety, security, property, privacy, data, and occurrence of extreme discomfort. So,
cyber-attacks through home automation systems can have severe impacts on national
and local power systems, installed equipment, actors in electricity markets, TSO, DSO,

as well as end users.



2. THEORETICAL BACKGROUND

2.1 Home Automation Systems: Trends and Applications

A smart automated house refers to a residential building equipped with technological
features enabling adaptive responses in specific scenarios to enhance energy efficien-
cy, security as well as comfort of its inhabitants [3]. This integration is facilitated
through a unified interface, establishing connectivity with external systems and services
outside the home environment [4]. In home automation systems, various types of
cyber-physical systems interact in multiple ways mostly through sensors and applica-
tions. These cyber-physical systems generate large amounts of complex data which is
then used as feedback to improve energy efficiency, security as well as comfort of the
end-user. In terms of energy efficiency, household energy consumption can be de-
creased by 20 percent through the use of home automation systems [5]. Moreover, for
the purpose of security enhancement, multiple features can be opted such as surveil-
lance systems, intrusion detection systems, geofencing, smart locks and smart lighting.
In terms of comfortability, automated houses can provide features such as temperature
control, voice control, smart entertainment systems etc. This way, home automation

systems provide all-inclusive solutions for residents.

In terms of input control of smart automated homes; user commands, sensor data as
well as user behavior are three main types of input. User commands can also be given
remotely with multiple devices such as smart phone, laptop, and tablets. Apart from
user commands, modern smart homes have functionalities which allow devices to be
controlled autonomously on behalf of the end users through the use of sensor data and
user behavior monitoring. Moreover, artificial intelligence models are often utilized to
forecast user behavior in advance based on collected data in order to improve the qual-

ity of autonomous control. Top of Form

Let’'s assume that the individual devices that are connected directly or indirectly to the
gateway of internet for the purpose of control, monitoring, and regulation of different
functions in houses are considered as home automation systems. Then recent trends
suggest that from 2023 to 2030, Global home automation market is expected to grow at
an annual rate of 27.3 percent [6]. Moreover, the number of smart homes is going to be
more than 785 million by the end of 2028 [7]. For Finland in particular, the household

penetration rate for smart automation homes is going to increase from 29.8% in 2024



to 69.8% in 2028 [8]. Moreover, in Finland, the market is anticipated to demonstrate a
yearly growth rate of 9.38% between 2024 and 2028, leading to an estimated market
size of US$474.8 million by 2028 [8].

However, this predicted increase in home automation system penetration is hugely de-
pendent on price factor. Let’'s assume that aforementioned trends do not correspond to
market reality in future and adaptation of home automation systems by masses remain
relatively low. Even then, controllable loads and distributed energy resources are be-
coming increasingly prevalent in modern actively controlled grids [9]. For instance, heat
pump, electric vehicle charging, and solar modules can be automated as a controllable
loads/DER’s which can then be connected to cloud services. In that case, these con-
trollable loads and DER’s can also be considered to be part of partially automated
houses. Hence, automation systems for the houses, whether fully or partially automat-

ed, are on the upward trajectory for the future.

2.2 Cybersecurity Threats to Home Automation Systems

Kirkham et al. [10] analyses and categorizes the risks associated with data sharing be-
tween home and external services. The proposed risk model categorizes risk into three
different categories: legal risk, application failure risk, and resource security risk. Legal
risk focuses on evaluating the data sharing and compliance of home automation com-
panies with privacy legislation and broader data processing laws. It employs a rule-
based model, particularly innovative in its approach, to assess the extent to which ser-
vice providers adhere to legal mandates. If companies do not properly adhere to laws
associated with data privacy as well as data sharing, legal risk increases thus increas-
ing cybersecurity risk as well. Secondly, the consideration of appliance failure risk is
crucial for identifying potential vulnerabilities stemming from malfunctions in smart
home devices. This aspect assesses environmental factors and technical deficiencies
that could lead to system failures, thereby jeopardizing the contractual agreements be-
tween homeowners and service providers. It can either be caused by the appliance in
use by the customer or the application through which that appliance is connected to the
cloud services. Although, induction of fail-safe automation devices would reduce this
risk manifolds. Finally, resource security risk analysis within the risk model is con-
cerned with safeguarding against unauthorized access and leakage of resources within
the smart home environment. This dimension encompasses threats posed by both ma-
licious actors, such as rogue service providers, theft, human error and technical mal-
functions within devices. This way, combination of all three risks indicate whether home

automation system is well secured or not.



For assessment of current condition of security of home automation systems, the work
of [11] suggests it is estimated that approximately 80 percent of home automation de-
vices are vulnerable to some type of hacking. Moreover, research done by [12] helps
identify main vulnerabilities within home automation systems. It identifies that encryp-
tion layer of home automation devices is not properly formulated. Moreover, outdated
protocols are being followed. It is also supported by [13] that protocols and regulations
have not been able to keep up with fast paced growth within loT industry. Moreover, in-
secure applications and middleware platforms utilized to control smart home devices
lack systematic techniques to be fully secured [14]. Also, multiple weaknesses are
identified within authentication procedures of home automation systems [15][16]. Along
with that, firmware failure is another cybersecurity risk of smart homes where compa-
nies keep using outdated firmware even during upgradation of other devices [12]. Any

of the aforementioned risks may cause home automation system to get hacked.

Furthermore, in the vulnerability analysis conducted by Jacobson et al. [17], risks asso-
ciated with home automation system are explored. In total, 32 risks belonging to multi-
ple categories were identified. Out of the total, 13 risks are related to software, 5 are in-
formation related, 5 are communication related, 5 are human related, and 4 are hard-
ware related risks. In terms of cybersecurity, any of the aforementioned risks or their

combination may be utilized in order to conduct organized cyberattack.

Moreover, usually fast paced increase in any technology can only occur if it is facilitat-
ed by decrease in prices and/or increase in lifespan of such devices [18]. With ongoing
increase in the demand for home automation services, market competition is very high.
Companies strive to compete in the market by decreasing the prices of services as
much as possible in order to gain market volume. This results in reduction of R&D
costs for planning and development. Due to that, issues like software rot arise which
render a system to semi functioning level because of changes in the external environ-
ment upon which the software was previously dependent. Couple this with lack of
proper laws and regulation enforcement in this field, result is poorly coded software as
well as malfunctioning hardware. This means that in future, with the exponential in-
crease in home automation systems, risk of organized cyberattacks will also increase

accordingly.



2.3 Load Manipulation through Cyberattack on Home Automa-
tion Systems

Dennin et al. [19] provides a method to assess security and privacy-based landscape in
smart automated homes with the goal to analyze cybersecurity risks associated with
home automation systems,. Three main components of this method are feasibility of
conducting a cyberattack, the attractiveness of the system as a compromised platform
and the damage caused by such attack. The combination of the initial two components
offer insight into the potential susceptibility of the device, whereas the third factor as-
sists in assessing the comprehensive risk profile. To further explain, feasibility of con-
ducting a cyberattack refers to how easily hackers can exploit vulnerabilities within a
system. This includes factors such as sophistication of the security measures in place,
the presence of known vulnerabilities, and the level of expertise required to breach the
system. Attractiveness of the system as a compromised platform pertains to the value
that the system holds for cybercriminals once it is breached. Lastly, damage caused by
such an attack involves the consequences and impact of a successful breach. This in-
cludes both immediate and long-term effects, such as financial losses, reputational
damage, operational disruptions, and legal ramifications.

In terms of comprehensive risk profile, it depends on how much load vis-a-vis the num-
ber of houses are subject to cyberattack. If cloud system of service provider gets com-
promised, then multiple home automation systems may get hacked simultaneously. If
large number of automated houses are hacked, then comprehensive risk vis-a-vis ef-
fects of such cyberattack increases exponentially. This is because the amount of load
that can be manipulated increases. This can cause devastating effects for national as
well as local grid. However, as the amount of hacked load becomes smaller, the risk
factor decreases because the impact level decreases to certain part of the local grid or
individual customers.

In terms of methods of load manipulation, Adrian et al. [20] executes three different
techniques to study the impacts on synchronous grid of Continental Europe (UCTE
grid). MATLAB/Simulink model is used to test the impacts of different load manipulation
techniques on this grid. In terms of load change strategies, first is the static load attack
in which power consumption of the hacked devices is increased to maximum with the
intention to create frequency imbalance. The scale and effects of such imbalance de-
pends upon the amount of hacked load increment, grid operating state, reserve capaci-
ty as well as response time. Second option of load manipulation defined in this paper is
dynamic load attack in which feedback system is utilized to increase effectiveness of

attack. In this method, behavior of primary control may be targeted by changing the
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load continuously depending upon control response. Specifically, hackers may maxim-
ize the load and wait for the full activation of the primary control, then minimize the load
and wait for the deactivation of the primary control and so on. Eventually, hacker may
find a resonant frequency leading to much larger frequency change. Finally, third
method of load manipulation is termed as inter-zoned attacks. In this method, tie lines
which connect different areas may be targeted by increasing load on them. In this
study, it was determined that inducing load shedding by breaching the threshold of 49
Hz through a static load attack requires twice the amount of ENTSO-E's reference inci-
dent at network minimum power and 3.5 times the reference incident at maximum net-
work power. Conversely, a dynamic load attack necessitates only 1.5 times the EN-
TSO-E reference incident to cause a frequency deviation beyond 49 Hz at network
minimum power. Therefore, it was concluded that dynamic load attacks pose a greater
threat to power system stability compared to static load attacks.

Sajjad et al. [21] investigates dynamic load altering attacks (D-LAAs) and their impact
on power system stability. The study categorizes D-LAAs into two distinct types: open-
loop and closed-loop. In the open-loop D-LAA, the system conditions are not monitored
in real-time; instead, the attack follows a pre-programmed trajectory based on historical
data. In contrast, closed-loop D-LAAs involve real-time monitoring of critical system pa-
rameters, such as frequency response to load changes, which inform subsequent ac-
tions. Furthermore, D-LAAs can be executed as either single-point or multipoint at-
tacks, depending on the number of load buses targeted. These attacks are capable of
destabilizing the power system frequency, pushing it beyond nominal values. Addition-
ally, the objective can also be to force significant generators or transmission lines out of
operation, causing cascading ripple effects across the interconnected power system. In
this study, various types and forms of D-LAAs are tested on the IEEE 39 bus test sys-
tem, demonstrating that successful load-altering cyberattacks can induce instability in
the power system under study.

Furthermore, in the work of Robert et al. [22], different load and DER manipulation
scenarios are conducted to test the voltage changes on a modelled HV and MV grid.
Modelled HV grid for this study is Nordic32 system which is mainly based on Nordic
and Swedish system. MV grid is modelled as an approximation of modern European
MV grid having combination of DER'’s, storage systems and loads. Results of this study
demonstrate the susceptibility of modern medium voltage (MV) grids having combina-
tion of distributed energy resources (DERs) and smart automation homes to large-
scale cyberattacks. In fact when a co-ordinated cyberattack through home automation
systems as well as DERs is conducted on the same MV grid, the resulting voltage shift

can exceed 30%, posing a significant threat to grid stability.
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It is important to note that research on this topic is very limited. Most existing studies
rely on models of electricity networks and power systems. However, the approach used
in this thesis is novel. It employs a unique methodology to examine past vulnerable in-
stances in frequency markets operated by Finnish TSO where hacked home automat-
ed loads could cause adverse effects on grid stability as well as market functioning.
Moreover, this study uniquely utilizes load modeling of home automated loads based
on actual customer data from the local grid in South Savo, Finland, and then analysis is
conducted for the impacts of these loads in different operational modes on service
points, transformers, and conductors of this network, considering grid code require-

ments. Hence, this study is distinguished by its innovative approach.
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3. IMPACTS OF CYBERATTACK THROUGH
HOME AUTOMATION SYSTEMS ON FINNISH
TSO’S FREQUENCY MARKETS

3.1 Explanation of Frequency within context of Nordic Power
System

Nominal frequency for Nordic power system is set to operate at 50 Hz; however, actual
frequency always keeps on fluctuating around the nominal value because of imbalance
between production and consumption. The larger the imbalance between production
and consumption, larger will be the frequency deviations. Small imbalances usually oc-
cur because of stochastic changes in production and consumption of electricity. Large
imbalances may happen because of sudden disconnection of any high voltage power
line or large generator. Abrupt changes in frequency caused by such imbalances are
resisted by kinetic energy/inertia of the power system. This inertia is usually provided
by the synchronous machines which resists sudden frequency changes by providing or
absorbing electric power from their rotational kinetic energy. So, power system which
has higher inertia also has higher ability to mitigate abrupt frequency changes. To fur-
ther control and limit frequency within secure range, power system reserves are uti-
lized. Reserves are in the form of power generation units, controllable loads, and ener-

gy storage systems.

Fingrid is transmission system operator of Finland. It is part of Nordic power system
which consists of TSO’s of Finland, Norway, Sweden, and Eastern Denmark. Collec-
tively, they comprise of Nordic load-frequency control (LFC) block where collective ac-
tion is taken in order to control and limit frequency of the whole system within desirable
limits. Aim of Nordic LFC block is to keep the frequency from deviating outside stand-
ard frequency range to 10000 minutes per year [23]. In order to limit the frequency
within predefined range and to keep system operation in normal state, system inertia

as well as power system reserves are utilized.
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3.2 Reserve Markets in Nordic Power System and Procurement
mechanisms of Fingrid

3.2.1 Frequency Containment Reserve

In order to contain frequency within predefined limits, fast activated automatic reserves
are utilized in proportion to frequency deviation. FCR reserves are utilized for stabiliza-
tion of fluctuations and maintenance of frequency within predefined limits in case of im-

balances.

If frequency fluctuations are small, FCR for Normal operation (FCR-N) are utilized to
keep frequency within the range of 49.9-50.1 Hz [23]. It is activated continuously as
small variations between consumption and production always exists in large power sys-
tems. FCR-N full activation time is 3 minutes [23], and it must have capability to in-
crease as well as decrease its production or consumption. As per FINGRID report in
year 2022 [24], current volume for FCR-N is set at 600 MW for the entire Nordic syn-
chronous system. Each country’s TSO has to procure certain percentage of this vol-
ume on yearly basis which is determined based on the data from previous year. Each

year, on 1st January, induvial shares of each TSO are revised.

If frequency fluctuations are larger, FCR for Disturbances (FCR-D) is utilized. FCR-D
upregulation is activated for frequency range of 49.9-49.5 Hz [23]. FCR-D downregula-
tion is activated for frequency range of 50.1-50-5 Hz [23]. Reference incident is the sin-
gle largest disturbance that FCR-D should be able to mitigate in both upward and
downward direction. To properly dimension FCR-D, following reference incidents are

considered [23]:

Single largest power generation unit

Single largest demand facility

Single HVDC interconnector

Tripping of AC line

Single failure on busbar tripping more than one consumption or generation unit.

In FINGRID report 2022 [24], total required volume for Nordic synchronous area was
1450 MW for FCR-D upregulation and 1400 MW for FCR-D downregulation. This vol-
ume is determined based on the ratio of sum of consumption and generation of a TSO

to the sum of consumption and generation in the whole synchronous region. Formula
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for determination of percentage of FCR reserves allotted to each TSO is as follows
[24]:

Consumptionygy + Generationrsp

ShaT'eTSO = . .
ConsumptwnSynchronous Area T GeneratlonSynchronous Area

Primary source of procurement of FCR reserves from FINGRID is through the yearly
market on the basis of competitive bidding. This procurement is done from the genera-
tion and consumption units located in Finland. For competitive bidding to procure vol-
ume through the yearly market, auction is held in Autumn every year. Based on the

forecast, required volume is procured in advance for the upcoming whole year. [25]

As the forecasts are not entirely accurate, there is also an hourly market as well for
FCR procurement. This market is utilized if additional reserves are required in case of
lack of reserved volume in the yearly market. Marginal pricing principle is followed in
hourly market where prices for every hour of the following day are separately defined.
Moreover, Fingrid can procure FCR reserves from Estonian HVDC links, and other
Nordic countries as well depending upon the level of requirement. So, overall, there are

three different ways of FCR procurement. [25]

3.2.2 Frequency Restoration Reserve

Main purpose of frequency restoration reserve (FRR) is to restore frequency back to
normal state in order to relieve and restore FCR capacity. FRR takes more time to get
activated. FRR is mainly divided into two parts: Automatic frequency restoration re-
serve (aFRR) and manual frequency restoration reserve (mFRR). In Nordics, the main
restoration reserve is mMFRR as aFRR is still under the process of development and is

still very limited in volume. [24]

MFRR is the only manual reserve under use in Nordic LFC block. Its full activation time
is 15 minutes. As its activation time is longer than all other frequency reserves, it is
used to relieve and restore all other reserves including FCR, FFR and aFRR. It is acti-
vated as a reaction to frequency imbalance as well as a proactive measure to prevent
large imbalances. Furthermore, mFRR is dimensioned individually by TSO of each
country within the Nordic LFC block. Moreover, volume procured for mFRR must be
enough to cover reference incident. However, in this case, reference incident is the
biggest disturbance of the control area of respective TSO. To procure balancing capac-
ity mFRR, Fingrid utilizes three different methods. First method is utilization of reserve
power plants which are activated after completion of energy bids. Second method is

procurement of MFRR from capacity markets. Third method is occasional import from
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Estonia. mFRR capacity is procured for both upregulation as well as downregulation.
mMFRR capacity market operates on weekly basis where marginal pricing principle is
followed. Moreover, balancing energy mFRR market operates on hourly basis where
the reserves bids are provided by reserve providers in balancing capacity market
[23][24][26]

aFRR is the automatic complement to mFRR and is activated much faster. Capacities
were introduced in 2013 in the Nordic synchronous area. It was done because of dete-
riorating frequency quality. aFRR reserves were initially procured for only morning and
evening hours. However, they are now procured for almost every hour because of in-
creasing frequency deviations. Furthermore, the procurement hours as well as volume
for aFFR is determined quarterly by whole Nordic LFC block together. Then, the vol-
ume procured is divided among the TSOs in the following manner: [23][24][27]

Fingrid procures aFRR daily in its hourly market for both upregulation as well as down-
regulation. This procurement is done for the next day with resolution of one hour for the
bids. Moreover, in procurement of aFRR, marginal pricing principle is followed. Fur-
thermore, procurement of aFRR from Svenska Kraftnatat is also possible if needed.
[24]

3.2.3 Fast Frequency Reserve

Sometimes, due to low inertia of the system, FCR-D is not fast enough to contain fre-
quency within the normal state especially if there is any large disturbance. In order to
tackle this issue, Fast Frequency Reserve was introduced in Nordic synchronous sys-
tem in 2020. Until now, FFR is only being utilized for upregulation. It's the most quickly
activated reserve which contains frequency until FCR-D becomes fully operational.
FFR becomes fully operational from 0.7 to 1.3 seconds. It gets triggered when frequen-
cy goes below a certain activation threshold which might be set at 49.7, 49.6 or 49.5
Hz. [23][24][28]

Determination of volume of FFR required in the Nordic synchronous area is done
through short term forecast of system inertia and reference incident. After that, the total
capacity is distributed among Nordic TSOs. Fingrid has its own FFR market where it
implies its own procurement strategy. FFR volume is procured in the hourly market
based on marginal pricing method. Volume is only procured for the hours when its re-
quired based on forecasts and reference incident magnitude. Moreover, procurement

from other countries is also possible if needed. [28]
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3.3 Methodology for Risk Analysis of Fingrid Frequency Mar-
kets

Each country has its own mechanism of operation of its national grid along with man-
agement of associated frequency markets. In this thesis, Fingrid is the national grid up-
on which the impacts of cyberattack through home automation systems are studied.
Two main cybersecurity threats through home automation cyberattack are identified:
price manipulation and creation of volume shortage in frequency markets. Price manip-
ulation of hourly frequency markets can be done by changing the demand through load
change of hacked automated houses. This can be most impactful when the whole sys-
tem has less amount of flexibility resources available to bid, and prices are already
highly volatile. This can usually be done in order to gain profit, cause financial loss,
create market instability, and hamper market functioning. In second method, volume
shortage may be created through cyberattack. Hackers may recognize the most vul-
nerable hours during which volume is already scarce. After that, manipulation of
hacked loads may be done in order to fuel the existing volume shortage. Furthermore,
if hacked loads are already part of demand response, then prevention of their control
from Fingrid might also cause further insufficiency of already scarce resources. If the
amount of hacked load is large enough; unplanned outages or even nationwide black-
out may occur. This is the most dangerous impact of a cyberattack through home au-
tomation systems and should be deemed important in terms of national security as

well.

3.3.1 Load Group Types & Hacker Actions

There are two types of hacked home automated loads which can be used to cause
harmful impacts for grid during risk hours. Let’'s categorize them into load type 1 and
load type 2. Load type 1 are simple hacked home automated loads which are not part
of demand response. Load type 2 are those loads which are designated as demand re-

sponse for a certain frequency market.

Hacker action for load type 1 can be load manipulation during risk hours. However, for
load type 2, hacker action can be load manipulation and/or demand response block-
age. So, hacking of load type 2 can prove to be more detrimental for frequency markets
as well as National grid operation. Furthermore, strategies of static, dynamic and inter-

zone attacks can also be utilized through both load types [20].
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Table 3.1 Hacker Actions for different Load Types

Hacker Action Load Type 01 Load Type 02
Load Manipulation Yes Yes
Demand Response Blocking No Yes

3.3.2 Volume Shortage Risk Analysis

Each frequency market has predetermined amount of volume which should be pro-
cured. This volume may be procured through multiple ways such as yearly market, re-
serve power plants, hourly market (daily or weekly procurement), and import of capaci-
ty from neighboring countries. Most of the frequency markets of Fingrid usually utilize a
combination of all or some of the aforementioned methods of volume procurement.
Yearly volume procurement is done based on volume requirement forecasts of the en-
tire year. As forecasts are subject to error, remaining volume is procured through hour-

ly markets and import of capacity.

If there is shortage of available volume in these markets, then procurement would be
less than required target. It symbolizes the incapacity of Fingrid to completely control
frequency under all circumstances. It also indicates risks associated with power system

stability of Fingrid as well as of Nordic synchronous system.
a) Volume Shortage Analysis of FCR Markets

FCR volume procurement is done through combination of yearly market, hourly volume
procurement through daily market and import of capacity from neighboring countries
[25]. As predetermined amount of volume is procured based on forecasts for entire
year, remaining volume is procured through hourly market and import. Their data is uti-
lized to assess volume shortage. For any hour to be considered as risk hour in terms of

volume shortage for FCR markets, following conditions must be met:

e Price of hourly procured volume from daily market should be at least twice the

average hourly price.

¢ No capacity from that market is being exported to another country during that

particular hour.
e More than 80 percent of hourly volume from daily market is procured.

This combination of conditions symbolize shortage of available volume in FCR mar-
kets. Price condition is kept in order to ensure that volume is urgently required even at

high prices. Condition of no export of capacity from Finland ensures volume require-
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ment within the country. Last and the most important condition is that more than 80
percent of hourly volume from daily market gets procured. If all of the three aforemen-
tioned conditions are fulfilled, an hour can be characterized as risk hour in terms of vol-
ume shortage. Furthermore, along with the prerequisite that first two conditions are be-
ing met, if 80-90% of hourly market volume is procured, that hour is termed as low risk
hour. If this percentage is 90-95%, that hour is medium risk hour. If more than 95% of

hourly bids get procured, then an hour is indicated as high-risk hour.
b) Volume Shortage Analysis of Balancing Capacity mFRR market

Balancing capacity mFRR market was initiated by Fingrid in 2016. This market was ini-
tiated to ensure the sufficiency of manual frequency restoration reserves in case of di-
mensioning fault. Reserve providers whose capacity bids are accepted in this market
are obliged to provide energy bids to the balancing energy market for financial com-
pensation. According to Fingrid [26], main procurement method for balancing capacity
MFRR reserves is through reserve power plants. After that, remaining capacity is pro-
cured through capacity markets which operate on weekly basis. Furthermore, if volume
is still required, it is procured through import from neighboring countries. Based on the
available data (weekly market and import of capacity), following conditions must be met

for any hour to be considered as risk hour in terms of volume shortage:

e Price of hourly procured volume from weekly capacity market should be at least

twice the average hourly price of the market under study.
¢ No capacity is being exported to another country during that particular hour.

o More than 80 percent of hourly volume from weekly capacity market is procured

for that particular hour through weekly market.

Along with no export condition and price limit, if 80-90% of volume is procured for an
hour through weekly market, that hour is termed as low risk hour. If this percentage is
90-95%, that hour is medium risk hour. If more than 95% of bids get procured for an

hour, then that hour is indicated as high risk hour.
c) Volume Shortage Analysis of Balancing Energy mFRR market

According to Fingrid [26], balancing energy market organized by Fingrid is part of Nor-
dic balancing energy market which is also termed as regulating power market. Balanc-
ing energy market is used to balance generation and consumption in real time through

utilization of manual frequency restoration reserves. Balancing energy market mainly



19

operates through the reserves bid by reserve providers in balancing capacity market.
Moreover, balancing energy is procured through the hourly market where prices and
bids are published with one hour delay. Moreover, price structure for this market is dif-
ferent from other frequency markets. For upregulation, price in the balancing energy
market is the price of most expensive bid used in the market during a particular hour;
however, it is at least the day ahead market price. For volume shortage analysis of bal-

ancing energy mFRR upregulation market, following criteria is set:

e If 80-90% of volume from the total bids offered by Finnish parties in balancing
energy market mFRR upregulation in Finland is ordered for an hour through the
hourly market, that hour is termed as low risk hour. If this percentage is 90-95%,
that hour is medium risk hour. If more than 95% of bids get ordered for an hour,
then that hour is indicated as high-risk hour. It must be noted that for this mar-
ket, for some hours, ordered bids may exceed offered bids by Finnish parties in
the market. Those hours are also considered within the category of high risk

hours.

o Price of that particular hour is at least twice the mean hourly price throughout

the years.

For volume shortage analysis of balancing energy mFRR downregulation market, price
is not considered. For this market, hourly price is the cheapest bid used in the market
during a particular hour; however, it is at most the Elspot Finland price. Moreover, hour-
ly price in this market goes negative on many occasions. Hence, volume shortage

analysis of balancing energy mFRR downregulation market, following criteria is set:

o If 80-90% of volume from the total bids offered by Finnish parties in balancing
energy mFRR downregulation market in Finland is ordered for an hour through
the hourly market, that hour is termed as low risk hour. If this percentage is 90-
95%, that hour is medium risk hour. If more than 95% of bids get ordered for an
hour, then that hour is indicated as high-risk hour. It must be noted that for this
market, for some hours, ordered bids may exceed offered bids by Finnish par-
ties in the market. Those hours are also considered within the category of high-

risk hours.
d) Volume Shortage Analysis of FFR market

According to Fingrid [28], hourly procurement for FRR is done through daily market. If

more reserves are needed for a particular hour, import from other countries can also be
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done. However, no trade data is available on Fingrid open data site. So, volume short-

age analysis for FFR market is conducted through two conditions which are as follows:

e Price of hourly procured volume from daily market should be at least twice the

average hourly price.

e More than 80 percent of hourly volume is procured for that particular hour
through daily market. If 80-90% of volume is procured for an hour through
weekly market, that hour is termed as low risk hour. If this percentage is 90-
95%, that hour is medium risk hour. If more than 95% of bids get procured for

an hour, then an hour is indicated as high risk hour.
e) Hacker Actions & their Impacts during Volume Shortage Risk Hours

If large amount of home automated loads get hacked, these loads can be used to de-
stabilize the power system especially during volume shortage risk hours. During these
hours, availability of enough amount of volume is already a problem. If hacked loads
belong to load type 1, load manipulation can be done by hackers during volume short-
age risk hours. However, if hacked loads are part of demand response (load type 02),
then blockage of desired operation of such loads can also be done by hackers. Fur-
thermore, load manipulation and demand response blocking may be done simultane-

ously to cause most devastating effects.

At small scale, such a scenario may result in unplanned outages. However, if large
number of loads get hacked during volume availability based high risk hours, then
whole power system may get effected causing nationwide or even systemwide black-
out. Such a scenario poses a serious risk not only to power system stability of Finland
but also to whole Nordic synchronous area. It also poses a threat to the national securi-

ty of Nordic countries.

3.3.3 Price Based Risk Analysis

If frequency markets operated perfectly, then price volatility would be minimum, and
prices would always correspond to actual volume availability. However, that is not al-
ways the case because of multiple reasons including market’s structural deficiencies,
inaccurate weather forecasts, expensive electricity production sources, power inade-
quacy, anticipation, and profit maximization efforts of market actors [29]. Severity of
any or combination of aforementioned issues may cause unrealistic price hikes. Such

unrealistically high-priced hours are termed as price based risk hours.
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For FCR markets, price-based analysis is conducted on hourly markets which are used
for volume procurement on daily basis. Similarly, for FFR market, hourly prices of day
ahead market are utilized for this analysis. However, for balancing capacity mFRR
market, analysis is conducted for hourly prices for volume procured through weekly
market. Furthermore, for balancing energy mFRR upregulation market, hourly prices
are utilized which are published after one hour delay. For all of the aforementioned
markets, in order to assess the number of risk hours during a particular time frame, av-
erage hourly market price is calculated throughout the years. Based on average price,
risk hours are identified. All the hours having price equal to or less than five times the
average price are considered to be at no risk as this degree of market volatility is con-
sidered to be normal. If the procurement price for an hour is between five to ten times
the average hourly market price, that hour is considered as low risk hour. If this price is
between ten to twenty times the average price, that hour is characterized as medium
risk hour. If price for hourly procured volume is more than 20 times the overall average

market price, then such hour is characterized to be high risk hour.

However, price-based risk analysis is assessed differently for balancing energy mFRR
downregulation market. It is assessed differently because market operation is different
than all other markets. Here, prices often become negative due to which same formula
cannot be used as for all other markets. Hence, for this market, initially mean and
standard deviation of hourly price is calculated since data has become available. Then,

following formula based on normal distribution is devised:

No Risk Hours:

Low Risk Hours:

(W—8o)<x<((u—40)or (n+40)<x<(u+ 80)
Medium Risk Hours:

(u—160)<x<(u—80)or(u+80c) <x<(u+ 160)
High Risk Hours:
x < (u—160) or x > (L + 160)
where
u is the mean price of the hourly market throughout the years.

o is the standard deviation of hourly market prices throughout the years.
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x represents risk hours in the market.
a) Hacker Actions & their Impacts during Price based Risk Hours

Risk of market manipulation through hacked home automated loads increases mani-
folds if a market has lot of high or medium risk hours. As during those hours, even me-
diocre amount of load manipulation and/or demand response control blockage may
cause prices to reach market caps. Such high prices may create market panic, render
market functioning to be unstable, increase financial profits and/or cause monetary loss
to certain parties or Fingrid. Very high increase in market prices indicate poor planning
as well as inadequate market structure. This may also indicate lack of capacity of fre-

quency market to properly control frequency at all times.

Furthermore, high risk price hours may coincide with high risk volume shortage hours.
Hacker actions of load manipulation and/or demand response blocking in such hours
would cause effect on frequency market as well as grid. In this scenario, market as well

as grid may get affected simultaneously as a result of any cyberattack.

3.4 Results for Risk Analysis of Fingrid Frequency Markets

3.4.1 FCR-D Upregulation

FCR-D Upregulation market analysis is conducted based on the data available for
hourly market bids, procurement from hourly market, hourly market prices, and foreign
trade. The aforementioned data is available from 2019 which is the year since when
the analysis has been conducted. Analysis is conducted for each year from 1st January
to 31st December. However, for year 2023, analysis is conducted from 1st January un-

til 31st July due to data availability and project timeline. [25][30]

It can be seen from the table 3.2 that year 2022 has had the most number of risk hours
in terms of price based risk analysis. However, table 3.3 shows that in terms of volume
shortage risk analysis, year 2023 has had most number of risk hours. Moreover, trends
from tables below also shows that throughout the years, instead of FCR-D Upregula-
tion market operation getting better, it has gone worse as the number of total risk hours
increase according to both analyses. Hence, market operation has deteriorated over

time not only in terms of prices but also volume availability in the hourly market. [30]
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Table 3.2 Price based Risk Analysis of FCR-D Upregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2019 4 7 58
2020 4 2 50
2021 7 8 163
2022 75 87 248
2023 4 87 333

Table 3.3 Volume Shortage based Risk Analysis of FCR-D Upregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2019 4 0 0
2020 4 0 0
2021 8 2 9
2022 7 12 53
2023 16 17 80

As of December 2023, more than 40 % of overall certified FCR-D Upregulation capaci-
ty for Fingrid is through consumption sources for demand response categorized as load
type 02 [25]. These consumption sources may contain certain amount of domestic
home automated loads as well which may be utilized for cyberattack. However, Load
type 1 can only be utilized for load increment as this load is not part of allocated de-

mand response.

Furthermore, to cause price manipulation in FCR-D Upregulation market, presence of
fault in the system is not necessary. However, to create grid instability through hacked
loads, there must be a massive frequency dip in the system during risk hours. Such
frequency dip may be caused by power flow conditions close to stability limits or large
scale fault causing outage of a critical component of the system such as large genera-
tion unit or transmission line. In terms of faults on HV grid, ten-year annual average
(2013-2022) of number of disturbances is 418 in 100-400 kV grids for Fingrid [31].
Alone in 2022, there were 572 grid disturbances for 100-400 kV grids in Finland [31]. If
any of those large scale disturbances aren’t handled well by system protection and
cause frequency deviation, hackers may exploit that opportunity to create further grid
instability. However, impact of such instability also depends on scale of such fault, level
of frequency dip, scarcity level of available volume in the market, amount of hacked
loads, and the exact timing of hacker action during volume shortage risk hours. Worst
case scenario may occur when there is dimensioning fault causing major outage of a

critical component of power system during market volume shortage high risk hours,
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and large amount of home automated loads are hacked. Such a scenario may cause
frequency to drop beyond controllable limits which may lead to outages or even black-
outs. However, probability of occurrence of such event is not known. Moreover, deter-
mination of the exact amount of load in accordance with load type to simulate any out-

age or blackout is beyond the scope of this study.

Table 3.4 Fault Conditions for Risk creation through FCR-D Upregulation Market

Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes

Figure 3.1 shows the visual representation of price-based risk analysis for FCR-D Up-
regulation for the year 2022. Volume shortage index on x-axis is the ratio of hourly pro-
cured volume to hourly offered volume in the daily market. Price of hourly procured
volume is shown on y-axis. It can be seen from the figure that this year has had lots of
risk hours representing very high price volatility in the market. Blue pointers represent
no risk hours where price was within 5 times the overall average hourly market price.
Then, as the price keeps on getting higher, level of risk keeps on increasing. Moreover,
a market trend is also evident that prices show direct correlation to volume shortage in-
dex. This trend is represented through the arrow in the graph below. (To further ana-
lyze such trends for other years, graphs can be found in attachment document of this
thesis [32])
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Figure 3.1 FCR-D Up Price based Risk Analysis (2022)

Figure 3.2 shows the visual representation of volume shortage-based risk analysis for

FCR-D upregulation for the year 2023. It can be seen from the figure that this year has
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had the greatest number of risk hours in terms of volume scarcity. Blue pointers repre-
sent no risk hours where volume shortage index was less than 0.8. Then, as the vol-
ume shortage index increases, scale of risk increases as well. Moreover, market trend
of direct correlation between volume shortage index and price is evident here as well.
(To further analyze such trends for other years, graphs can be found in attachment
document of this thesis [32])
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Figure 3.2 FCR-D Up Volume Shortage based Risk Analysis (2023)

3.4.2 FCR-D Downregulation

Main purpose of FCR-D Downregulation is to bring down frequency to normal range
during disturbances. This market was initiated by Fingrid in 2022. Analysis is conduct-
ed for whole year of 2022, and for 2023 from January until September. [25][30]

It can be seen from the table 3.5 and table 3.6 that year 2022 was more concerning in
terms of price volatility, and year 2023 was more concerning in terms of volume short-
age risk. Price volatility remained high during 2022 but risk level remained low. Howev-
er, volume shortage instances during 2023 were severe. Fingrid needs to improve
FCR-D downregulation market operation especially in terms of volume procurement.
[30]

Table 3.5 Price based Risk Analysis of FCR-D Downregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours

2022 0 2 461
2023 0 0 43
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Table 3.6 Volume Shortage based Risk Analysis of FCR-D Downregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2022 0 2 5
2023 35 12 89

According to Fingrid data, 18.18% of sources utilized for FCR-D Downregulation are of
consumption category which are categorized as load type 2 [25]. Hackers may utilize
these loads for load decrement as well as demand response blockage. However, load
type 1 can only be utilized for load decrement as this load is not part of allocated de-

mand response.

Fault requirement is same as of FCR-D Upregulation. For creation of market instability,
it is not necessary that fault occurs in the grid. However, to create national grid instabil-
ity, large scale fault or major frequency rise in the network must be present especially

during risk hours.

Table 3.7 Fault Conditions for Risk creation through FCR-D Downregulation Market

Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes

Figure 3.3 shows the visual representation of price based risk analysis for FCR-D
downregulation for the year 2022. Volume shortage index on x-axis is the ratio of hour-
ly procured volume to hourly offered volume in the daily market. Price of hourly pro-
cured volume is shown on y-axis. It can be seen from the figure that this year has had
lot of low and medium risk hours representing high price volatility in the market. Blue
pointers represent no risk hours where price was within 5 times the overall average
hourly market price. Then, as the price keeps on getting higher, level of risk keeps on
increasing. Moreover, the direct correlation between price and volume shortage index
does not seem to be very strong for this year. (To further analyze such trends for other

years, graphs can be found in attachment document of this thesis [32])
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FCR-D Down Price based Risk Analysis (2022)
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Figure 3.3 FCR-D Down Price based Risk Analysis (2022)
Figure 3.4 shows the visual representation of volume shortage-based risk analysis for
FCR-D downwards regulation for the year 2023. It can be seen from the figure that this
year has had the greatest number of risk hours in terms of volume scarcity. Blue point-
ers represent no risk hours where volume shortage index was less than 0.8. Then, as
the volume shortage index increases, scale of risk increases as well. Moreover, market
trend of direct correlation between volume shortage index and price is stronger for this
year as compared to 2022. (To further analyze such trends for other years, graphs can

be found in attachment document of this thesis [32])
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Figure 3.4 FCR-D Down Volume Shortage based Risk Analysis (2023)
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3.4.3 FCR-N

FCR-N market analysis is conducted based on the data available for hourly market
bids, procurement from hourly market, hourly market prices, and foreign trade. The
aforementioned data is available from 2019 which is the year since when the analysis
has been conducted. Analysis is conducted from 2019 for each year from 1st January
to 31st December. However, for year 2023, analysis is conducted from 1st January un-

til 31st May due to data availability and project timeline. [25] [30]

FCR-N market operation is very important from grid operation perspective as its ca-
pacity is operating at all times to keep frequency within normal range. As it can be seen
from the tables below, FCR-N market has much lower amount of high and medium risk
hours as compared to FCR-D Up and Downregulation markets. From price perspective,
hourly market has never had a high-risk year during analysis timespan. However, price
volatility was high for year 2022 which is evident by number of low-risk years which can
be observed from table 3.8. Moreover, table 3.9 shows that, from volume availability
perspective, some high-risk hours were present for some of the years, but their number
is quite small. Moreover, there is neither any consistency nor any pattern for volume

scarcity in the hourly market. [30]

Table 3.8 Price based Risk Analysis of FCR-N Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2019 0 6 32
2020 0 0 0
2021 0 0 18
2022 0 0 411
2023 0 4 108

Table 3.9 Volume Shortage based Risk Analysis of FCR-N Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2019 4 17 28
2020 0 0 8
2021 3 3 18
2022 0 0 0
2023 1 1 34

According to Fingrid data, 2.25% of sources utilized for FCR-N are of consumption cat-
egory which are categorized as load type 2 [25]. They can be utilized for load manipu-
lation as well as demand response blocking by hackers. The amount of load type 2 is

too small to create any major market or grid impact from hacker’s point of view. How-
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ever, Load type 1 can only be utilized for load manipulation as this load is not part of al-
located demand response. The level of impact created through load type 01 depends
upon the amount of hacked load. However, very less amount of risk hours are available

for hackers to cause serious concern.

There is no fault requirement for hacker in order to cause problems for FCR-N market
reserves. Existence of large-scale fault may make the situation worse, but it is not a
prerequisite either for price manipulation or creation of grid instability. One possible
scenario is that due to hacker actions during volume scarce hours, frequency can’t be
limited by FCR-N, and it goes beyond the normal range. Then, other reserves such as

FCR-D and mFRR would be required for frequency containment and restoration.

Table 3.10 Fault Conditions for Risk creation through FCR-N Market

Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk No

Figures 3.5 and 3.6 provide visual representation of price-based as well as volume
shortage risk analysis for FCR-N for the year 2023. In both these figures, volume
shortage index on x-axis is the ratio of procured volume to offered volume in the daily

market. Moreover. price of hourly procured volume is represented on y-axis.

For price-based risk analysis, it can be seen that prices below five times the overall av-
erage hourly price cause no risk. Then, as the price keeps on getting higher, level of
risk keeps on increasing. Moreover, market trend of direct correlation between volume
shortage index and price is evident here as well. (To further analyze such trends for

other years, graphs can be found in attachment document of this thesis [32])

FCR-N Price based Risk Analysis (2023)

0 ® NoRisk "
O  Low Risk @
350 @ Medium Risk © 0
® HighRisk
300 -
250 [
)
€ 200 - ®-@ oD OCXTHEHP ©

Pri

150

100

50

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Volume Shortage Index

Figure 3.5 FCR-N Price based Risk Analysis (2023)
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For volume shortage-based risk analysis for this year, blue pointers represent no risk
hours where volume shortage index was less than 0.8. Then, as the volume shortage

index increases, scale of volume scarcity risk increases as well.
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Figure 3.6 FCR-N Volume Shortage based Risk Analysis (2019)

3.4.4 Balancing Capacity mFRR Upregulation

Main purpose of mMFRR is to restore frequency to normal range, and relieve FCR and
FFR reserves. Procurement of balancing capacity for mFRR Upregulation is done
through reserve power plants, weekly capacity market and occasional import from
neighboring countries. Required data for analysis was available for year 2023 from
January until September for which the analysis has been conducted. This market was
initiated in 2016, and data before this time period has been termed as test data by Fin-
grid. [26][30]

Table 3.11 shows that in terms of price based risk, Balancing Capacity mFRR Upregu-
lation market has no high risk hours during the analysis period. Although price has
been volatile for many hours but degree of volatility has remained low. Table 3.12
shows that in terms of volume shortage, there has been some high and medium risk
hours but their numbers have been quite low. However, low risk hours for volume
shortage have been quite significant in number. Overall, there is not major alarming
situation for Balancing Capacity mFRR Upregulation market but sufficiency of volume

at lower prices should be improved further. [30]
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Table 3.11 Price based Risk Analysis of Balancing Capacity mFRR Upregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours

2023 0 19 397

Table 3.12 Volume Shortage based Risk Analysis of Balancing Capacity mFRR Upregulation

Market
Year High Risk Hours | Medium Risk Hours Low Risk Hours
2023 4 2 287

Fingrid has not shared information as to how much consumption sources are being uti-
lized for Balancing Capacity mFRR Upregulation. If there are consumption sources be-
ing utilized, then both load types can be used by hackers to disrupt market functioning
and destabilize National grid. However, if no consumption units are being utilized by
Fingrid for Balancing Capacity mFRR Upregulation, only load type 1 can be used by
hackers as this load would not be part of designated demand response. This action
would prove to be less effective as compared to use of load type 2. However, if the

amount of hacked load is high, then it can cause damaging effects as well.

Moreover, no fault is required for price manipulation of capacity market. However, for
causing National grid instability, fault may or may not be present in the system. Usually,
Balancing Capacity mFRR Upregulation is operated after fault has been removed but
that is not always the case. Main purpose of creation of grid instability requires that fre-
quency is not restored to normal range within designated time irrespective of fault ex-

istence or not. Hence, exact fault condition does not exist in that case.

Table 3.13 Fault Conditions for Risk creation through Balancing Capacity mFRR Upregulation

Market
Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes/No

Figures 3.7 and 3.8 provide the visual representation of price based as well as volume
shortage risk analysis for Balancing Capacity mFRR Upregulation for the year 2023. In
both these figures, volume shortage index on x-axis is the ratio of hourly procured vol-
ume to hourly offered volume in the weekly market. Moreover. price of this hourly pro-

cured volume is represented on y-axis.

For price-based risk analysis, prices below five times the overall average hourly price
causes no risk. Then, as the price keeps on getting higher, level of risk keeps on in-

creasing. Moreover, market trend of direct correlation between volume shortage index
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and price exists but some irregularities are also evident. These irregularities are more
evident in the markets which have recently begun operation such as FCR-D downregu-

lation as well as Balancing Capacity mFRR Upregulation market.

Balancing Capacity mFRR Up Price Based Risk Analysis (2023)
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Figure 3.7 Balancing Capacity mFRR Up Price based Risk Analysis (2023)

For volume shortage-based risk analysis for this year, blue pointers represent no risk
hours where volume shortage index was less than 0.8. Then, as the volume shortage

index increases, scale of volume scarcity risk increases as well.
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3.4.5 Balancing Capacity mFRR Downregulation

Procurement of Balancing Capacity mFRR downregulation is done through reserve
power plants, weekly capacity market, and occasional import from neighboring coun-
tries. Balancing capacity mFRR Downregulation market was initiated by Fingrid in
2023. Available data is from January until September 2023 for which this analysis has
been conducted. [26][30]

Table 3.14 shows that during the analysis time period, there were no price based high
risk hours. Price volatility was also not significantly high as well. Furthermore, it can be
observed from table 3.15 that volume based high and medium risk hours were more
than balancing capacity mFRR upregulation. However, volume based low risk hours
were lower as compared to balancing capacity mFRR upregulation market. This shows
that market volume remains sufficient for most of the time. However, occurrences of in-
sufficiency of volume are of more serious degree. In terms of volume availability, there

is room for improvement in number of high and medium risk hours. [30]

Table 3.14 Price based Risk Analysis of Balancing Capacity mFRR Downregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours

2023 0 5 62

Table 3.15 Volume Shortage based Risk Analysis of Balancing Capacity mFRR Downregulation

Market
Year High Risk Hours | Medium Risk Hours Low Risk Hours
2023 7 29 164

Load types and their use by hackers are same as Balancing Capacity mFRR Upregula-
tion market. One major difference would be that instead of load increment, hackers
would employ load decrement if attack is directed at Balancing Capacity mFRR Down-
regulation market. Moreover, fault conditions are also same for Balancing Capacity

MFRR Up as well as Downregulation markets.

Table 3.16 Fault Conditions for Risk creation through Balancing Capacity mFRR Downregula-

tion Market
Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes/No
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Figures 3.9 and 3.10 provide the visual representation of price based as well as volume
shortage risk analysis for balancing capacity mFRR downregulation for the year 2023.
In both these figures, volume shortage index on x-axis is the ratio of hourly procured
volume to hourly offered volume in the weekly market. Moreover. price of this hourly

procured volume is represented on y-axis.

For price-based risk analysis, it can be seen that prices below five times the overall av-
erage hourly price causes no risk. Then, as the price keeps on getting higher, level of
risk keeps on increasing. Moreover, market trend of direct correlation between volume

shortage index and price can also be seen.
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Figure 3.9 Balancing Capacity mFRR Down Price based Risk Analysis (2023)
For volume shortage-based risk analysis for this year, blue pointers represent no risk
hours where volume shortage index was less than 0.8. Then, as the volume shortage

index increases, scale of volume scarcity risk increases as well.
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Balancing Capacity mFRR Down Volume Shortage based Risk Analysis 2023
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Figure 3.10 Balancing Capacity mFRR Down Volume Shortage based Risk Analysis
(2023)

3.4.6 Balancing Energy mFRR Upregulation

Balancing Energy market mainly operates through reserves bids by reserve providers
in Balancing Capacity market. Moreover, Balancing Energy mFRR Upregulation is pro-
cured through the hourly market where prices and bids are published with one hour de-
lay. Analysis is conducted for each year from 1st January until 31st December. Howev-
er, for year 2023, analysis is only conducted from January until May due to data availa-

bility and project timeline. [26][30]

For volume shortage analysis, *’ sign represents those years where the amount of or-
dered upregulation bids exceeded total number of bids offered by Finnish parties at
least for one hour during the year. Those hours are categorized within the high-risk
hour zone. It must be noted that this phenomenon is only present in Balancing Energy

mFRR Up and Downregulation markets.

Table 3.18 shows that in terms of volume shortage, number of risk hours have re-
mained low throughout the years. However, for the years 2008, 2010, 2012, 2013,
2015 and 2018, at least once the number of ordered bids have exceeded the total of-
fered bids by Finnish parties in the market. It means that volume shortage index cross-
es the limit of 1. This type of situation is not preferrable at all because it shows that bids
offered by Finnish parties in the market proved to be insufficient. Moreover, table 3.17
shows that in terms of price volatility, market performed worst in year 2022 as com-

pared to all other years.
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Table 3.17 Price based Risk Analysis of Balancing Energy mFRR Upregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2007 3 0 9
2008 4 1 4
2009 2 2 8
2010 3 10 52
2011 0 5 19
2012 9 11 37
2013 1 0 8
2014 0 0 14
2015 2 2 24
2016 1 2 12
2017 0 3 9
2018 1 5 12
2019 2 3 17
2020 4 1 25
2021 17 35 169
2022 15 197 1507
2023 2 3 24

Table 3.18 Volume Shortage based Risk Analysis of Balancing Energy mFRR Upregulation
Market

Year

High Risk Hours

Medium Risk Hours

Low Risk Hours

2007
2008*
2009
2010*
2011
2012*
2013*
2014
2015
2016
2017
2018*
2019
2020
2021
2022
2023
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Furthermore, as of May 2023, between 15 and 470 MW of consumption sources were

being utilized as demand response (classified as load type 2) within this market [33].

These consumption sources may include a certain proportion of domestic home auto-

mated loads, which are vulnerable to cyberattacks through strategies such as load ma-

nipulation and demand response blocking by hackers. In contrast, load type 1, which is

not part of the allocated demand response, can only be exploited for load manipulation.

Moreover, fault conditions remain same for both the Balancing Energy and Balancing

Capacity markets.
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Table 3.19 Fault Conditions for Risk creation through Balancing Energy mFRR Upregulation

Market
Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes/No

Figure 3.11 provides representation of price based risk analysis for Balancing Energy
mFRR Upregulation market for year 2022. In this figure, volume shortage index on x-
axis is the ratio of procured volume to offered volume in the hourly market. Moreover,
price of this hourly procured volume is represented on y-axis. It can be seen from the
figure that prices remained highly volatile throughout the year. Moreover, this market
had the most number of medium and low risk hours in 2022 than any other year. More-
over, direct correlation between price and volume shortage index exists but it does not
seem be very strong for Balancing Energy mFRR Upregulation market. (To further ana-
lyze such trends for other years, graphs can be found in attachment document of this
thesis [32])

Figure 3.12 provides representation of volume shortage analysis for Balancing Energy
mFRR Upregulation market for year 2008. It can be observed that although the number
of instances of risk are not alot, the intensity of two high risk hours is very high. In fact,
one high risk hour has more than 7 times the amount of ordered energy as compared
to offered bids by Finnish parties. This is representation of very dire situation for the

market during these hours.
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Figure 3.11 Balancing Energy mFRR Up Price based Risk Analysis (2022)
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Figure 3.12 Balancing Energy mFRR Up Volume Shortage based Risk Analysis (2008)

3.4.7 Balancing Energy mFRR Downregulation

Balancing Energy mFRR Downregulation is procured through the hourly market where
prices and bids are published with one hour delay. This market also operates through
reserves bids by reserve providers in Balancing Capacity market. Analysis is conduct-
ed for each year from 1st January until 31st December. However, for year 2023, analy-
sis is only conducted from January until May due to data availability and project time-
line. [26][30]

For price-based risk analysis, high risk hours can occur for positive as well as negative
prices. In the analysis for price-based risk, it is mentioned in the table 3.20 whether
price volatility is in positive or negative direction. Moreover, trend shows that very high
prices occur when no volume is ordered in the market. Moreover, prices usually go to

extreme negative when most of the bids offered in the market are ordered.

Table 3.20 Price based Risk Analysis of Balancing Energy mFRR Downregulation Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2007 0 0 0
2008 0 0 0
2009 0 0 1 (Positive)
2010 0 0 10 (All positive)
2011 0 0 0
2012 0 0 5 (All positive)
2013 0 0 0
2014 0 0 0
2015 0 0 0
2016 0 0 0
2017 4 (All Negative) 2 (All Negative) 0
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2018 2 (All Negative) 0 1 (Positive)
2019 0 0 0
2020 0 0 1 (Positive)
2021 2 (All Positive) 35 (All Positive) 101 (All Positive)
2022 6 (All Positive) 346 (All Positive) 1213 (All Positive)
2023 2 (All negative) 0 7 (All negative)

For volume shortage analysis in table 3.21, *’ sign represents those years where the
amount of ordered upregulation bids exceeded total number of bids offered by Finnish
parties at least for one hour during the year. Moreover, price is not considered in vol-

ume shortage analysis for this market.

Table 3.21 Volume Shortage based Risk Analysis of Balancing Energy mFRR Downregulation
Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2007 0 10
2008 2 13
2009 20 15
2010 30
2011* 27
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
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Furthermore, as of May 2023, until 140 MW of consumption sources were being uti-
lized as demand response (classified as load type 2) within this market [33]. These
consumption sources may include a certain proportion of domestic home automated
loads, which are vulnerable to cyberattacks through strategies such as load manipula-
tion and demand response blocking by hackers. In contrast, load type 1, which is not
part of the allocated demand response, can only be exploited for load manipulation.
Moreover, fault conditions remain same for both the Balancing Energy and Balancing

Capacity markets.

Table 3.22 Fault Conditions for Risk creation through Balancing Energy mFRR Downregulation

Market
Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes/No
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For representation of price-based risk analysis, years 2018 and 2022 are chosen. In
the figure 3.13, it is evident that year 2018 has both risk hours in positive as well as
negative price. Whereas figure 3.14 shows that year 2022 has the most amount of risk
hours in total. In these figures, volume shortage index on x-axis is the ratio of procured
volume to offered volume in the hourly market. Moreover, price of this hourly procured
volume is represented on y-axis. Moreover, a common trend for price-based risk analy-
sis in this market throughout the years is that positive priced risk hours occur when vol-
ume shortage index is zero or very close to zero, and negative priced risk hours occur
when quite sufficient amount of offered bids by Finnish parties is ordered from the mar-
ket. This trend can be seen from the graphs below as well. (To further analyze such

trends for other years, graphs can be found in attachment document of this thesis [32])
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Figure 3.13 Balancing Energy mFRR Down Price based Risk Analysis (2018)
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Balancing Energy mFRR Down Price based Risk Analysis (2022)
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Figure 3.14 Balancing Energy mFRR Down Price based Risk Analysis (2022)

In the figure 3.15, representation of volume shortage analysis for year 2011 is provided
for balancing energy mFRR downregulation market. It can be seen that in terms of vol-
ume shortage, the number of instances of risk alongwith the intensity of some of high
risk hours is very high. (Graphs for remaining years can be found in attachment docu-
ment of this thesis [32])
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Figure 3.15 Balancing Energy mFRR Down Volume Shortage based Risk Analysis
(2011)
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3.4.8 FFR

Fast Frequency Reserves (FFR) were implemented in Nordic synchronous system in
2020. Currently, FFR is only utilized for upregulation and is the quickest activated re-
serve. Fingrid estimates the volume for FFR based on system inertia and reference in-
cidence. Required volume is procured through day ahead hourly market. Analysis is
conducted for each year from 1st January until 31st December. However, for year
2023, analysis is only conducted from January until May due to data availability and
project timeline. [28][30]

It seems that throughout the years, maximum price of accepted bids for hourly FFR
market never crosses the limit of 100 Euros [19]. Hence, price based risk analysis is
not conducted for FFR market. In terms of volume availability, it can be seen from the
table 3.23 that the initial years of the market had very high number of risk hours. How-

ever, throughout the years, market operation improved massively. [30]

Table 3.23 Volume Shortage based Risk Analysis of FFR Market

Year High Risk Hours | Medium Risk Hours Low Risk Hours
2020 534 4 18
2021 136 2 27
2022 77 1 11
2023 14 0 3

According to Fingrid data, 34.5% of sources utilized for FFR are consumption units
which are categorized as load type 2 [28]. They can be utilized for load increment as
well as demand response blocking by hackers. Hence, load type 2 is more dangerous
for market and grid security perspective. Moreover, the share of such loads are quite
huge for FFR market which makes it even more significant in terms of security of FFR
market. However, load type 1 can only be utilized for load increment making it less ef-

fective for hackers, but it can also cause problems if it is hacked in large quantity.

Form hacker’s point of view, fault existence is not required for market price manipula-
tion. However, in terms of grid instability, presence of fault in the system or sudden fre-
quency dip is required during volume shortage hours as the activation threshold for
FFR is usually either at 49.5, 49.6 or 49.7 Hz [23].

Table 3.24 Fault Conditions for Risk creation through FFR Market

Risk Large Scale Fault Requirement
Price Manipulation Risk No
Volume Shortage Risk Yes
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Figure 3.16 represents the visual representation of volume shortage-based risk analy-
sis for FFR market for the year 2022. Volume shortage index on x-axis is the ratio of
hourly procured volume to hourly offered volume in the day ahead market. Price of
hourly procured volume is shown on y-axis. (Graphs for remaining years can be found

in attachment document of this thesis [32])
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Figure 3.16 FFR Volume Shortage based Risk Analysis (2020)
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4. LOAD MODELLING OF HEAT PUMPS AND
ELECTRIC VEHICLES AS HOME AUTOMATED
LOADS

In order to assess how cyberattack through home automation system would impact lo-
cal grid network of South Savo, Finland, simulation of loads and their integration into
service point data is done. Two loads are selected which are assumed to be controlled
through home automation systems in future. First selected load is heat pumps which
are already on increasing trend throughout Europe in general and Nordic countries in
particular [34]. Second selected load is electric vehicles because electrification of ener-
gy sector is already underway at fast pace to achieve net zero emissions by 2050 as
set out in Paris Climate Agreement [35][36]. Hence, it is assumed that all the houses in
South Savo region of Finland will have heat pump and electric vehicle in future which
would be controlled through home automation system. To simulate that scenario, each
of these loads is first modelled for individual customers, and then added to existing
customer consumption. It must be noted that load modelling is done for only hous-
es/apartment buildings. In the last stage, a rationally selected cyberattack scenario is
simulated for each customer for both of these loads to assess its effects on service

points, conductors, and transformers of the whole network.

LV and MV network chosen to study the impacts of cyberattack through home automa-
tion loads is located in South Savo, Finland. The region under study can be viewed in
figure 4.1 [37]:
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Figure 4.1 Visual representation of the under-study region of South Savo [37]

This part of the project is done in collaboration with Rejlers Oy, Tietoevry and Suur-
Savon Sahkd Group [38][39][40]. Network analysis results for service points, conduc-
tors, and transformers of South Savo was provided from Suur-Savon Sahké Group
through Rejlers Oy to Tampere University. Then the customer consumption data from
service points (load profile and annual consumption) was reformed based on the simu-
lations done in this thesis. This reformed data was then provided to Rejlers Oy where it
was reconfigured and sent to Tietoevry. Afterwards, Tietoevry run the updated data
and got network results which were sent back to Tampere University through Rejlers
Oy for analysis and documentation. Four different simulations were designed in this

thesis, and hence, this process was repeated four times as well.
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4.1 Original Network Data

Initially, following data was provided to Tampere University:

4.1.1 Transformers

In total, there are 9442 transformers in the network. Provided data to Tampere Univer-
sity includes parameters for each transformer including transformer id, rated powers,
primary voltage, secondary voltage, tertiary voltage, apparent power, real power, reac-
tive power, loading level percentage, feeding substation, feeding substation output id,

feeding main transformer, peak loading hour, and Well-known Text (WKT) Geometry.

4.1.2 Conductors

There are 243135 conductors in this network. Out of these, 219114 conductors belong
to LV grid and 24021 conductors belong to MV grid network type. Provided data to
Tampere University includes parameters for each conductor which includes conductor
id, conductor type, maximum loading current, actual current level, apparent power, real
power, reactive power, loading level, peak loading hour of the year, feeding main trans-

former, and Well-known Text (WKT) Geometry.

4.1.3. Service Points

There are 103607 user points, and 79627 service points in the network. Each user
point supplies power to one or more service points. Provided data to Tampere Universi-
ty includes parameters for each service point which includes load curve, user group,
voltage, apparent power, real power, reactive power, actual current, voltage drop, load-
ing level, fuse size, total annual energy consumption, feeding secondary substation,

feeding transformer, and Well-known Text (WKT) Geometry.

In the provided network data, 27228 service points belong to houses/apartments.
These service points are categorized into load groups based on energy consumption

values as well as load curves. Categorization of service points is as follows:

e Load Group 01: Single family houses with electric heating and heat storage ca-

pacity less than 300 I.

e Load Group 02: Single family houses with electric heating and heat storage ca-

pacity equal to 300 I.



47

e Load Group 11: Single family houses with no electric heating and no electric

sauna.

e Load Group 12: Single family houses with no electric heating but with electric

sauna.

o Load Group 13: Row houses with no electric heating and no electric sauna.

¢ Load Group 14: Row houses with no electric heating but with electric sauna.

o Load Group 17: Row houses with electric heating.

o Load Group 18: Vacation houses.

o Load Group 23: Farming houses with no electric heating but with electric sauna.

e Load Group 24: Farming houses with electric heating and electric sauna.

4.2 Heat Pump Load Modelling

Heat pumps are devices which use electricity to transfer heat from source to sink. De-
pending upon the source of heat, it can be categorized into air, water, and geothermal
heat pumps [41]. For Finland, almost 80 percent of overall installed heat pump output
was provided by air-air heat pumps in 2021 [42]. Moreover, according to European
Heat Pump Association, more than 81 % of new heat pumps sold in Finland were air-
air heat pumps in 2022 [34]. Hence, only air-air heat pumps are modelled, and a gen-
eralization is made that these will be used by all houses in future. Moreover, it is also
assumed that air-air heat pumps will only be used for heating purposes. This is done

because of cold climate conditions of the area under study.

4.2.1 Methodology for Heat Pump Load Modelling

From here onwards, air-air heat pumps will often be referred as heat pumps for simplic-
ity. For modelling of heat pump consumption for each customer, following steps are

taken:
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STEP-01 STEP-02 STEP-03 STEP-04
Calculation
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Step 01: Assumption, Calculation and Documentation of Input
Parameters

1. Time resolution (t Time Resolution)

Chosen time resolution is one hour for this simulation. Time resolution bigger than an
hour would reduce accuracy whereas timestep smaller than an hour would increase

complexity.
2. Simulation Timespan

Simulation timespan is chosen to be one year. It means that heat pump consumption is

simulated on hourly basis for the period of one calendar year.
3. Outdoor Temperature Data (Toutdoor(t))

Outdoor temperature is the most important input parameter for heat pump simulation.
In terms of Euclidean distance, Partala observation station of Finnish Meteorological
Institute is located closest to South Savo [43]. Hence, outdoor temperature data is tak-
en from that particular station. Ten years of hourly temperature data is taken from 2013
to 2022. Afterwards, this ten-year hourly temperature data is used to get hourly aver-
age temperature for a year which is then utilized as outdoor temperature input for this
simulation. As hourly average temperature is being utilized, extreme temperatures are
not utilized in the modelling. It is done to avoid oversizing the heat pumps for custom-

ers.
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4. Indoor Temperature Representing Heating Degree Day (THpp)

For Finland, indoor temperature representing heating degree day is chosen to be at 17
degrees Celsius [44]. This indoor temperature is utilized in calculation of difference of
daily indoor and outdoor temperatures for the calculation of heating degree day. Heat-
ing degree day is simply a representation of how cold the weather is compared to a

standard temperature.
5. Indoor Set Point Temperature

Indoor set point temperature is desired temperature of the house/apartment. According
to National Building Code of Finland as well as multiple guidelines, indoor set point
temperature should be between 20 to 22 degree Celsius [45][46]. For this simulation,
this temperature is set at 20 degree Celsius. Lower limit is taken to keep in-blast tem-

perature within realistic range.
6. In-blast Temperature (Tib)

For air-air heat pump, in-blast temperature is the temperature of heated-up air leaving
the condenser. According to a combined study by VTT and Aalto University, if exact
value of in-blast temperature is unknown, it can be taken as 15 degree Celsius above
the indoor set point temperature [47]. Hence, Tib is set at constant 35 degree Celsius

for the whole year for this simulation.
7. Nominal Coefficient of Power of Air-Air Heat Pump (COPN)

Coefficient of Performance of heat pump is the ratio of heat output to electric energy
input. So, COP is representation of the efficiency of heat pump, and it is usually quite
high because heat is simply being transferred from source to sink. According to a re-
port issued by Nordic Council of Ministers, nominal COP of air-air heat pump in Nordic
climate at full capacity is approximately 3.5 [48]. This value is measured at standard 7
degree Celsius outdoor and 20-degree Celsius indoor set point temperature in accord-
ance with SFS-EN 14511-2 [49].

8. Space Heating Requirement

Ideally, space heating demand of individual customers should be calculated through
proper parameters such as insulation as well as area of the house where heating is re-

quired. However, that data is inaccessible for this study because there are tens of
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thousands of household customers within South Savo region. Hence, annual energy
consumption is used to estimate space heating requirement of each customer individu-
ally. Estimate for electrical and non-electric heated houses is done separately. A gen-
eralized model is made where each household is assigned certain amount of space
heating demand based on the type of load group as well as the methodology being fol-
lowed. On a large scale, this method should work fine. However, space heating re-
quirements of individual customers may vary from this generalized model. Methodology

of calculation of this parameter for each customer is explained in the later steps.
9. Seasonal Performance Factor

Seasonal Performance Factor (SPF) of a heat pump is the ratio of heating output to
electricity consumption over a whole heating season throughout the year. For Nordic

climates, SPF of air-air heat pump can be assumed to be at 2.75 [48].

Step 02: Calculation of Sum of Heating Degree Days

According to US Energy Information Administration, degree day is comparison of mean
outdoor temperature to standard indoor temperature for daily basis [50]. However, this
parameter is widely used for yearly time period as well. Degree Days can be further
characterized into Heating Degree Days (HDD) and Cooling Degree Days (CDD). They
are a measure of how hot or cold the weather is compared to a standard value. HDD is
used for cold climates whereas CDD is used for regions with hot climates. For Nordic
countries, calculation of HDD is more significant because of the intense cold weather

for most of the time throughout the year.

Sum of HDD is assessment of overall heating demand in a particular region for an ex-
tended period of time. For this simulation, chosen timespan is one year with timestep of

one hour. So, sum of HDD can be calculated through the following method [47]:

when Typp > Toytaoor (t)

Sum Of HDD = Z(THDD - TOutdoor(t)) : tTime Resolution

when THDD < TOutdoor(t)
Sumof HDD =0
where

Typp= Indoor temperature representing Heating Degree Day.
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Toutdoor (t) = Outdoor hourly average temperature data of past ten years.

tTime Resolution™ 1 hour.

Step 03: Calculation of Theoretical Hourly Coefficient of Per-
formance (COPT(t)), Loss Factor, and Final Hourly Coeffi-
cient of Performance of Heat Pump (COPF(t))

To calculate COPT(t) of heat pump, following formula is utilized [47]:

Tusy

COPp(t) = — 2
’ Thsy — Thso (1)

where
Tysy= Building heating system temperature in Kelvin.

Tyso(t)= Heating source temperature in Kelvin.

If these values are unknown, then in-blast temperature (Tib) can be used instead of
building heating system temperature (THSy), and outdoor temperature (TOutdoor(t))
can be used instead of heating source temperature (THSo(t)) [47]. Hence, the afore-
mentioned formula can be rearranged in the following way:

Ty

COP(t) =
r Tib - TOutdoor(t)

where
T;p» = In-blast temperature of heat pump.
Toutdoor (t) = Average hourly outdoor temperature.

Theoretical coefficient of performance (COPT) of heat pump is usually very high be-
cause any type of losses are not taken into account. In order to estimate losses asso-
ciated with heat pump, loss factor is calculated. Loss factor is the ratio between nomi-
nal coefficient of performance (COPN) and theoretical coefficient of performance
(COPT). Here, loss factor is considered to be constant throughout the year because is
it measured at only one standard temperature. [47]

_ COPy
~ COP;

where

f = Loss Factor of heat pump.
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COPy= Nominal COP of heat pump measured at +7/+20-degree Celsius temperature

standard according to Nordic Council of Ministers report [48].

COPr= Theoretical COP of heat pump calculated at standard +7/+20-degree Celsius

outdoor temperature.

To calculate final coefficient of performance of heat pump, following formula is utilized:
[47]

where
COP;(t)= Theoretical coefficient of performance of heat pump.

f = Loss factor of heat pump.

Step 04: Calculation of Annual Space Heating Requirement (Q)
vis-a-vis Changes in Annual Consumption of each Cus-
tomer

Ideally, space heating requirement is calculated based on parameters of the house
such as insulation and covered area. However, that data is not available for all custom-
ers. Hence, annual electricity consumption of each customer is used to get an estimate
of how much space heating would be generally needed throughout the year. Then air-
air heat pump is modelled to cover all space heating requirements of each customer. It
is a model based on future scenario assumption that all houses will have their space

heating requirements completely fulfilled through air-air heat pumps.

However, main problem is that it is not known which customers already have heat
pumps. Moreover, it is also not known how much space heating is already being pro-
vided to each customer by those heat pumps. Hence, two different assumptions are
made based on which two methods are formulated to design these simulations. In the
first method, it is assumed that no customer has heat pump installed. It is assumed that
each customer has their space heating requirement being fulfilled by combination of
sources other than heat pumps. In second method, it is assumed that each customer
already has a heat pump, but it covers certain percentage of their space heating re-
quirements. This percentage is derived from Finland’s national heat pump energy con-

sumption data and is taken to be same for every customer.

Both aforementioned methods of simulation utilize key statistics of air-air heat pump

consumption in Finland. Some of those important statistics are explained here. Accord-
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ing to Finnish heat pump association SULPU, total annual output of heat pumps in Fin-
land for year 2020 was 12 TWh [51]. Moreover, approximately 80 percent of heat pump
output was from air-air heat pumps [42]. So, it can be estimated that air-air heat pumps
produced around 9.6 TWh output during year 2020. At Seasonal Performance Factor
(SPF) of 2.75 [48], annual heat pump electricity consumption can be calculated at 3.49
TWh.

According to Statistics Finland, 22 TWh of total electricity was consumed in Finnish
households in 2020 [52]. Out of this, 9.9 TWh of electricity was consumed for space
heating [52]. This includes consumption of electric heaters as well as heat pumps. As
already discussed above, air-air heat pumps consumed 3.49 TWh of electricity. It
means remaining 6.41 TWh of electricity is consumed by electric heating sources on
annual basis. It must be noted that these statistics are for all households belonging to

electric as well as non-electric heated load groups.

1. Method 01

In this method, core assumption is that no customer has any air-air heat pump installed
initially. It is assumed that all of space heating requirements are being fulfilled through
other sources. Then, it is simulated that all of those sources would get replaced by air-
air heat pumps for each customer. Hence, all space heating requirement will be fulfilled

by air-air heat pump for each customer.

a. Electric Heating Load Groups

For load groups which already have electric heating i.e. load groups 01, 02, 17 and 24,
it is assumed that all of their space heating requirements are initially being fulfilled by
electric heating. Then in future, it is simulated that electric heating would get completely

replaced by air-air heat pumps for all these customers.

As already mentioned, 22 TWh of electricity was consumed by households in Finland in
2020. Out of this, 9.9 TWh of electricity was consumed for space heating [52]. Out of
this, 3.49 TWh of electricity was consumed by air-air heat pumps. In this method, as-
sumption is that all load groups have no heat pumps initially installed. So, this heat
pump consumption can be replaced by electric heating for these customers. Moreover,
according to US department of Energy, air-air heat pumps usually consume approxi-
mately half the amount of electricity in comparison to electric heaters while producing
same amount of space heating [53]. Although this aforementioned statistic varies from

region to region and is dependent upon the technology in use, approximate value is



54

taken here primarily due to credibility of the mentioned source. Moreover, As the initial
average annual consumption of all households is 22 TWh; however, for households
having electric heating, it is assumed that their average annual energy consumption
would become 25.49 TWh as all their heat pump consumption is also being replaced
by electric heating. Hence, electric heating consumption for these customers would be-
come 13.39 TWh out of total 25.49 TWh. So, for these electric heated load groups, it is
assumed that initially 52.53 % of their annual electricity consumption goes to electric

heating based on the aforementioned extracted data.

In the next step, electric heating is replaced by air-air heat pumps which consume ap-
proximately half the amount of electricity in comparison to electric heaters according to
US Department of Energy [53]. So, the overall consumption of these customers will be
reduced from 25.49 TWh to 18.795 TWh after heat pumps replace electric heating. In
other words, annual consumption of each customer would be reduced to 73.73 % of
their original consumption. Furthermore, air-air heat pump would consume 6.695 TWh
out of 18.795 TWh which is approximately 35.6 % of new annual consumption. These

statistics are shown in table 4.1.

Table 4.1 Changes in the Annual Electricity Consumption of Customers of Electric Heated Load
Groups (Method 01)

Actual Consumption Consumption after Removal Consumption after Heat
of Electric Heating Pump Load Addition
100 % 47.47 % 73.73 %

b. Non-Electric Heating Load Groups

For load groups without electric heating i.e. load groups 11, 12, 13, 14, and 23, it is as-
sumed that all their space heating requirements are initially being provided by non-
electricity consuming sources. Hence, their annual average electricity consumption is
assumed to be 12.1 TWh after removal of electric heating consumption from overall
household consumption statistics. Afterwards, based on previous calculation of electric
heating load groups following method 01, air-air heat pumps are installed which would
consume approximately around 35.6 % of new annual consumption. Hence, new con-
sumption of customers of these load groups after heat pumps load addition would in-
crease to 18.795 TWh which equates to 155 % of the original consumption. These sta-

tistics are shown in table 4.2.
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Table 4.2 Changes in the Annual Electricity Consumption of Customers of non-Electric Heated
Load Groups (Method 01)

Actual Consumption Consumption after Heat Pump Load Addition
100 % 155 %

c. Combined Row Houses

There are 938 service points which provide electricity to row houses belonging to elec-
tric as well as non-electric heated load groups. So, they cannot be taken in any of
aforementioned category. For these, assumption is made that load is equally divided
between rows houses belonging to electric as well as non-electric heated load groups.
Thus, annual energy consumption after heat pump installation would also get changed
as an average change between electric and non-electric heated load groups. Hence, if
all customers of this category completely shift their space heating technology to air-air
heat pumps, then their average annual energy consumption would increase by
114.36% as shown in table 4.3. Moreover, air-air heat pumps would consume same

amount of 35.6% of overall customer consumption.

Table 4.3 Changes in the Annual Electricity Consumption of Customers of Combined Row
Houses (Method 01)

Actual Consumption Consumption after Heat Pump Installation
and Replacement
100 % 114.36 %
2. Method 02

In this method, it is assumed that each customer already has air-air heat pump in-
stalled initially. Capacity of already installed heat pump for each customer is based on
National air-air heat pump consumption of Finland. This would fulfill certain portion of
required space heating of customers. Remaining space heating demand is being ful-
filled by other heating sources. Then, other heating sources providing a certain portion
of space heating would be replaced by air-air heat pumps as well. This way, all space

heating requirement of all customers would be fulfilled by air-air heat pumps.

a. Electric Heating Load Groups
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For Finland, consumption of air-air heat pumps was 3.49 TWh for year 2020 and the to-
tal annual household consumption was 22 TWh [34-52]. It means that 15.86 % of over-
all household consumption already goes to installed air-air heat pumps. Moreover, as
calculated above, 6.41 TWh of electricity is consumed by electric heating. In this meth-
od, this electric heating consumption will be replaced by air-air heat pumps. Hence,
6.41 TWh of electric consumption would become 3.205 TWh of air-air heat pump con-
sumption. It would mean that total space heating consumption through air-air heat
pumps would become 6.695 TWh out of which 3.49 TWh capacity was already installed
and remaining 3.205 TWh capacity has been attained by replacement of electric heat-
ing with air-air heat pumps. Overall consumption would also reduce from 22 TWh to
18.795 TWh. It means that overall consumption would decrease to 85.43 % of original
consumption for electric heating load groups in this method as shown in table 4.4.
Moreover, total air-air heat pump consumption would still be 35.6 percent of new annu-

al consumption.

Table 4.4 Changes in the Annual Electricity Consumption of Customers of Electric Heated Load
Groups (Method 02)

Actual Consumption Consumption after Removal Consumption after Heat
of Electric Heating Pump Load Addition
100 % 70.86 % 85.43 %

b. Non-Electric Heating Load Groups

For those load groups which do not have electric heating, after removal of 6.41 TWh of
electric heating consumption from 22 TWh total consumption, their average annual
consumption would be 15.59 TWh [51][52]. Out of this, 3.49 TWh is already being con-
sumed by heat pumps which equates to 22.38 % of overall consumption. To cover
overall space heating requirements, additional heat pumps of 3.205 TWh are installed
afterwards which would replace other space heating sources. Overall average custom-
er consumption would increase from 15.59 TWh to 18.795 TWh equating to increase of
120.55 % which can also be observed from table 4.5. Moreover, total air-air heat pump

consumption would still be 35.6 % of overall consumption of customers.

Table 4.5 Changes in the Annual Electricity Consumption of Customers of non-Electric Heated
Load Groups (Method 02)

Actual Consumption Consumption after Heat Pump Load Addition

100 % 120.55 %
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c. Common Row Houses

For this method, existing load is equally divided between electric and non-electric heat-
ed load groups and then heat pump load is added based on method 2. Then, it is cal-
culated that the annual energy increases just by approximately 2% after shifting of all
space heating requirement to air-air heat pumps. Hence, this category has not been

tested for two reasons:

e Annual energy change is too small.
e Time and resource limitation.

This way changes in annual energy consumption of each customer are assessed
through both methods. Afterwards, 35.6 % of changed annual energy consumption is
assigned to air-air heat pump annual consumption. Space heating requirement is as-

sessed through following formula [54]:

Q = Annual Heat Pump Electricity Consumption X SPF
where
Q is annual space heating demand.

SPF is Seasonal Performance Factor.

Step 05: Calculation of Hourly Space Heating Demand of Cus-
tomers

After annual space heating requirement of each customer is estimated based on their
category of load group and the method being used, hourly space heating requirement

is calculated through the following formula [47]:

. @) = Q(Tupp — Toutdoor (1))
Spaces_demand\l) = Sumof HDD

where
Ispaces pemana (t)= Hourly space heating requirement.
Typp= Indoor temperature representing heating degree day.

Toutdoor(t) = Average hourly outdoor temperature of past ten years.
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Step 06: Calculation of Hourly Electricity Consumption demand
for Space Heating

Hourly electricity consumption of each customer is calculated based on their hourly
space heating demand and coefficient of performance of heat pump [47].
espaces_pemand (t) = Ispaces pemana(t) X COPg(t)
where
espaces pemand (t)= Hourly electricity consumption demand of each customer.

Ispaces pemana ()= Hourly space heating demand of each customer.

COPg(t)= Hourly coefficient of performance of heat pump.

Step 07: Sizing of Heat Pump

It is very important to size the air-air heat pump according to the space heating de-
mand. This has to be done for tens of thousands of customers. To size heat pumps ac-
cording to the demand of each customer, there is need of supposition of smallest sized
heat pump theoretically. It is supposed that the customer with least amount of annual
energy consumption has heat pump of size 0.25 kW output capacity. For that custom-
er, maximum space heating output throughout all the hours of the year can be calculat-

ed as follows [47]:

0.25 x COP(t)
ISpacessmgzer(t = COPy

where

Ispacessimgienp (t)= Hourly maximum heating output of smallest sized heat pump.

COPx(t)= Final hourly coefficient of performance of heat pump.
COPy= Nominal coefficient of performance of heat pump which is taken as 3.5 [46].

In the next step, maximum electricity consumption is calculated for this smallest sized

heat pump for all hours of the year [47].

_ ISpaCSSSingleHP ()
€spacessingienp )= COPr(t)

where

€spacessinglenp (t)= Maximum electricity consumption of smallest sized heat pump.
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Ispacessimgienp (t)= Hourly maximum heating output of smallest sized heat pump.

COPg(t)= Final hourly coefficient of performance of heat pump.

This way, maximum space heating output and maximum electricity consumption of the

smallest sized heat pump are calculated.

In the next step, the maximum hourly electricity consumption demand of each customer

is taken from eg,qces pemana(t)- It is then compared with €spacessingienp (t) which is max-

imum electricity consumption of lowest sized heat pump. [47]
when maximum Of eSpaces_Demand (t) < eSpaces_SingleHP
IHPSpacesMax ® = ISpacessl-ngler ®)
when maximum Of eSpaces_Demand(t) > (Tl X eSpacessl-ngler)
IHPSpacesMax(t) =(n X ISpacessmgler ®)
where
€spaces pemand (t)= Hourly electricity consumption demand of each customer.

€spacessinglenp (t)= Maximum electricity consumption of smallest sized heat pump.

Iupspacesy,, (1)= Maximum hourly heating output capacity of each heat pump.
Ispacessimgienp (t)= Maximum hourly heating output of smallest sized heat pump.

n ranges from 1 to 3500.

Maximum range is kept at 3500 to save time as there are multiple load groups with
tens of thousands of service points. Hence, in terms of heating output, heat pump sizes
vary from 0.25 kW to 875 kW which is enough for almost all of households. This way,
sizing on the basis of heating output is done for heat pumps of all customers. Then, ac-
tual hourly heat pump electricity consumption of each customer is calculated. The way
heat pump is sized, for almost all the customers, heat pump does fulfill space heating
requirement at all temperatures in this methodology. There might be some exceptions,

but their sample size would be very small. [47]
If maximum of Ispaces pemana(t) > maximum of Iipspaces,, (t)
Iyp(t) = IHPspacesMax ®)
else

Iyp(t) = ISpaces_Demand )



60

where

Ispaces pemana ()= Hourly space heating demand of each customer.
Inpspacesy,, (t)= Maximum hourly heating output capacity of each heat pump.
Iyp ()= Actual hourly heating output of each heat pump.

Electricity Consumption under normal operation of heat pumps [47]:

_ gp(®)
¢® = or,0

e(t) = Actual electricity consumption of each heat pump.
Iyp (t)= Actual hourly heating output of each heat pump.

COPx(t)= Final hourly coefficient of performance of heat pump.

Step 8: After Hacking Scenario Formulation

For the worse case after-hacking scenario, it is assumed that all heat pumps get
hacked, and are operated at maximum capacity throughout the year irrespective of
demand or weather conditions. This condition is simulated throughout the year to study
the effects of such cyberattack on the network under all weather conditions, customer
loads and grid configurations. Maximum size of each heat pump in terms of electricity

consumption is calculated in the following way [47]:

IHP_Spaces_Max (t)
COPp(t)

e_maximum =

where
emaximum = Maximum size of each heat pump in terms of electricity consumption.

IHPSpaceSMax (t) = Maximum hourly heating output capacity of each heat pump.

COP:(t) = Final hourly coefficient of performance of heat pump.

Additional electricity consumption after hacking:

€hacking () = emaximum — e(t)
where

enacking(t) = Hourly hacking capacity of each heat pump in terms of electricity con-

sumption.
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emaximum = Size of each heat pump in terms of electricity consumption.

e(t) = Actual electricity consumption of each heat pump.

4.2.2 Simulated Heat Pump Consumption Pattern

As the weather conditions and design methodology is same, heat pump load curve will
be same for each customer group. However, energy consumption and size of heat
pump will vary depending upon individual customer’s annual electricity consumption.
An example of mean hourly heat pump consumption pattern and remaining hacking
capacity for customers of load group 01 is shown in figure 4.2. Blue curve in the figure

shows the hourly consumption pattern of heat pump throughout the year.

Av1e|éage Heat Pump Consumption vs Hacking Capacity for all Customers of Load Group 01 (Method 01)

Heat Pump Hourly Consumption
Heat Pump Hourly Hacking Capacity
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Figure 4.2 Mean Consumption pattern of Heat Pumps for Customers of Load Group 01

4.2.3 Example Cases of Modified Customer Load

It must be noted that actual hourly consumption of each customer is based on their in-
dividual annual energy consumption and average values of load profile of the load
group to which they belong. Moreover, variance in the load profiles is not considered.
Hence, heat pump load is added arithmetically to actual consumption of each custom-
er.
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a. Example of two Electric Heated Load Groups through both Methods of

Simulation:

In the figures 4.3 and 4.4, average hourly consumption of load group 01 is shown for
the whole year in three scenarios: actual consumption, consumption after heat pumps
replace electric heating, and consumption after hacking of all heat pumps. It must be
noted that these values represent the average hourly consumption for all customers
belonging to this load group. This means that individual hourly consumption values are
first recorded for each customer, and then these values are averaged to provide an
overview of the entire load group. As it can be seen that through both methods, aver-
age consumption of customers decreases when heat pumps replace electric heating.
However, this decrease is more evident in method 01 as compared to method 02.
Moreover, in the after-hacking scenarios, average consumption of customers increas-
es, and almost flat curve appears throughout the year because heat pumps operate at

full capacity irrespective of heating demand.

Load Group 01 (Method 01)

e Average Hourly Consumption !
Consumption after Heat Pumps replace Electric Heating
3r “ ““ Consumption after Hacking of all Heat Pumps .
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S W | i
x ; III"FH el
1.5 i’ 1
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0.5 4

0
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Hours
Figure 4.3 Expected Mean Consumption comparison for Customers of Load Group

01(Method 01)
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Load Group 01 (Method 02)
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Figure 4.4 Expected Mean Consumption comparison for Customers of Load Group
01(Method 02)

In the figures 4.5 and 4.6, average hourly consumption of load group 17 is shown for
the whole year in three scenarios: actual consumption, consumption after heat pumps
replace electric heating, and consumption after hacking of all heat pumps. For this load
group, the electricity consumption pattern is similar to that of load group 01, as both
groups fall into the same category of electrically heated load groups. However, there is
a significant difference in consumption values. Load group 17, which comprises row
houses, has much higher annual electricity consumption compared to load group 01,
which represents single-family houses. Graphs for all electric heated load groups can

be found in the attachment document of this thesis [55].
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Load Group 17 (Method 01)
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Figure 4.5 Expected Mean Consumption comparison for Customers of Load Group
17(Method 01)

Load Group 17 (Method 02)
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Figure 4.6 Expected Mean Consumption comparison for Customers of Load Group
17(Method 02)

b. Example of non-Electric Heated Load Group through both Methods of

Simulation:

In the figures 4.7 and 4.8, average hourly consumption of load group 11 is shown for
the whole year in three scenarios: actual consumption, consumption after addition of
heat pumps, and consumption after hacking of all heat pumps. It can be seen that
through both methods, average consumption of customers increases after heat pump
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addition. However, this increase is more evident in method 01 as compared to method
02. Moreover, in the after-hacking scenarios, average consumption of customers in-
creases, and almost flat curve appears throughout the year because heat pumps oper-
ate at full capacity irrespective of heating demand. Graphs for all non-electric heated

load groups can be found in the attachment document of this thesis [55].
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Figure 4.7 Expected Mean Consumption comparison for Customers of Load Group
11(Method 01)
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Figure 4.8 Expected Mean Consumption comparison for Customers of Load Group

11(Method 02)
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4.2.4 Special Heat Pump Load Model for Load Group 18

Load group 18 has 1375 service points representing vacation houses which do not fol-
low usual consumption pattern of households. These houses are mostly in use during
weekends and public holidays. So, there should be a different pattern of consumption
for heat pumps in vacation houses. This consumption pattern is based on season, day

of the week, and average annual consumption of all customers of this load group.

Step 01: Sizing of Heat Pumps

In this methodology, single sized heat pump is assigned to each service point for whole
load group to reduce complexity and save time. To find proper single sized heat pump
for all customers, service point data for load group 18 is utilized. Initially, average an-
nual energy consumption of all service points for load group 18 is calculated. That pro-
vides with the single value of annual energy consumption for the whole load group.
This average annual energy consumption will then be used to calculate size of a heat
pump through method 01 of non-electric heated load groups. This way, same sized

heat pump is assigned all customers of load group 18.

Step 02: Categorization of Seasons

In step 02, three season categories are made: Winter, Autumn & Spring, and Summer.
Winter season includes the months of November, December, January, February, and
March. Summer season consists of months of May, June, July, August, and Septem-
ber. Autumn and Spring season comprises of April and October months. Moreover,
calendar of year 2023 is used to assign weekends and public holidays during each of

these seasons throughout the year.

Step 03: Assignment of Heat Pump Daily Consumption

It is assumed that heat pumps are only being used for heating purposes for this simula-
tion. For such heat pumps in Nordic climate, it is estimated that consumption would be
most during winter season, mediocre during spring and autumn seasons, and low dur-
ing summer season. In this step, heat pump consumption is assigned based on sea-

sons and days in the following way:
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a. Winter Season

During winter season, it is assumed that heat pump consumption will remain highest in
comparison to other seasons. Moreover, consumption is assigned based on day of the
week during a particular season. This is how heat pump consumption is assigned to

different days of the week during winter season:
¢ During weekdays, heat pumps consume 30 percent of their total capacity.
o During weekend holidays, heat pumps consume 80 percent of their total capaci-
ty.

o During public holidays, heat pumps consume 95 percent of their total capacity.
b. Summer Season

In this simulation, it is assumed that heat pumps are only being utilized for heating pur-
poses. Hence, heat pump energy consumption during summer season would be low-
est. Assignment of heat pump consumption for different days of the week during sum-

mer season is as follows:
¢ During weekdays, heat pumps consume 10 percent of their total capacity.
e During weekend holidays, heat pumps consume 30 percent of their total capaci-
ty.

e During public holidays, heat pumps consume 50 percent of their total capacity.
c. Spring and Autumn Seasons

During spring and autumn months, temperatures are usually quite similar. So, heat
pump consumption for these months is considered to be similar as well. Moreover,
consumption of heat pump during these seasons is considered to be in between winter
and summer months consumption. Energy consumption assignment for heat pumps is
done for different days of the week during spring and autumn season in the following

way:
¢ During weekdays, heat pumps consume 20 percent of their total capacity.

¢ During weekend holidays, heat pumps consume 55 percent of their total capaci-
ty.
e During public holidays, heat pumps consume 72.5 percent of their total capaci-

ty.
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Based on the energy consumption categorization, heat pump consumption pattern is

designed which can be seen in figure 4.9.
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Figure 4.9 Hourly Consumption of Heat Pump for all Customers of Load Group 18

Step 04: Addition of Heat Pump Consumption to Customer
Load

In the last step, hourly consumption of heat pump is added arithmetically to customer
load for all service points of load group 18. It must be noted that customer load of each
customer is based on their individual annual energy consumption and average values
of load profile of the load group 18. Moreover, variance in the load profiles is not con-
sidered. Hence, heat pump load is added arithmetically to actual consumption of each
customer. Moreover, it must be noted that although original load of each customer is
different, heat pump hourly consumption remains the same. Furthermore, for the after
hacking simulation, maximum capacity of heat pump is added to load of each customer
throughout the year as a predicted worse-case scenario. Figure 4.10 compares the av-

erage hourly customer load for load group 18 under different scenarios.
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Figure 4.10 Mean Consumption comparison for Customers of Load Group 18

4.3 Electric Vehicle Load Modelling

In order to achieve the goal of Paris Climate Agreement to reach net zero emissions by
2050 [35], transformation from ICEVs to EVs is imperative as transportation sector is
second biggest source of energy related CO2 emissions globally [36]. Hence, electric
vehicles are the second type of home automated load chosen for simulation in this pro-
ject. It is a future scenario prediction which will assist in understanding the impact of
electric vehicles on the network under normal circumstances as well as after hacking

scenarios.

4.3.1 Major Assumptions for EV Load Modelling

o To reduce complexity, it is assumed that initially no household resident has any
electric vehicle. Afterwards, each house/apartment is assigned one electric ve-
hicle as a future scenario. It means that if a service point has one user point,
one EV is assigned to it. However, if a service point has ‘X’ number of user
points where ‘X’ is greater than 1, then X’ number of electric vehicles are as-

signed to that service point.

e EV load is assigned only to houses/apartment buildings which belong to load
groups 01, 02, 11, 12, 13, 14, 17, 18, 23 and 24.
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e EV load is not dependent upon further categories with load groups. It means
that EV load is assigned similarly to electric, non-electric, and combined load

groups.

o Vacation houses belonging to load group 18 are assigned EV load in same way
as other load groups. It is done to save time as well as to reduce the number of

load curves as per demand of project partners.
e EVload is assumed to be constant throughout the charging time period [56][57].
e Self-discharge phenomenon of lithium-ion batteries is ignored.

e |tis assumed that EV charging will be done at home by all customers and major

commute of each customer is between home and work [58][59].

o EV simulations are designed first for dumb charging and then for after hacking

scenarios.

4.3.2 Methodology for EV Dumb Charging Load Modelling

In dumb charging method, EV is plugged-in immediately at the time of arrival of the
customer. Then it gets fully charged without any interruption or other control mecha-
nism. Following process is followed for the simulation of dumb charging of electric ve-

hicles for all customers of the network:

Step 01: Assumption, Calculation and Documentation of Input
Parameters

1. Time Resolution

Time resolution for these simulations is chosen to be one hour. Time resolution bigger
than an hour would reduce accuracy and smaller than an hour would increase com-

plexity. Hence, time resolution of one hour is chosen as an optimal value.
2. Daily Driving Distance

It is assumed that driving behavior of customers will not be greatly impacted by high
penetration of electric vehicles in the future [60]. Hence, current data of ICEVs is uti-
lized under the assumption that customer driving behavior and pattern will remain

same. According to Traficom, mean daily average driving distance in Finland is approx-
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imately 46 kilometers [56]. Moreover, vehicle inspection data of Finland provides with

standard deviation value of 20 kilometers [56].
3. Arrival Time

Daily arrival time of each customer is very difficult to predict accurately. Multiple articles
were studied [56][61] after which a paper was selected as source for arrival time val-
ues. Method used by [56] involved fitting of Gaussian distribution to hourly measure-
ments for roads of Southern Finland. Then, the original distribution was delayed by one
hour to get arrival rate from traffic rate. Through this method, daily mean arrival time of
16.53h with standard deviation of 3.99h was obtained.

4. Charging Powers

For this simulation, charging powers of 1.84 kW and 11.1 kW are used. Following

methods are realized for dumb charging simulation with these charging powers:
¢ All customers have a charging station providing output power of 1.84 kW.

¢ All customers have a charging station providing output power of 11.1 kW.
5. Charging Efficiency

It is not possible to estimate individual losses during charging of EV for each customer.
Hence, efficiency of 90 percent is taken as a constant value for all customers. It is also
assumed that charging power remains constant throughout the charging time period.
[56][57]

6. Consumption per Kilometer

In reality, mileage of an EV is variable depending upon multiple factors such as tech-
nical performance of EV, terrain, weather, driving habits etc. However, such estimation
is not possible for each EV because there are thousands of customers in the network.
However, a study suggests that EV consumes 0.15 kWh/km during summer and 0.25
kWh/km during winter season in Nordic climate conditions [62]. Hence, it is assumed
that each EV consumes 0.25 kW/km for all customers throughout the year to simulate

maximum consumption scenario.
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7. Connection Time

It is assumed that each EV is connected to the network for 16 hours each day since the
start of arrival time. A generalization is made that each EV owner goes to work for eight
hours every day. Afterwards, each EV is plugged into home charging station at individ-
ually pre-assigned time of arrival. Then the vehicle stays plugged in for the next 16
hours irrespective of charging time. To simplify the simulation, it is assumed that the

connection time stays the same for a customer for all days of the week.

Step 02: Setting up Normal Random Distribution Pattern & Ap-
plication of Limits to Daily Driving Distance

Normal random distribution function is used to assign daily driving distance to each
customer. Mean value is set at 46 and standard deviation is set at 20 [56]. Moreover,
lower limit of 0 km and upper limit of 115 km is set. Lower limit ensures that values do
not go beyond zero. All the values that go beyond zero in this normal distribution are
converted automatically to zero. Upper limit is set to ensure that it takes less than 16
hours to charge the vehicle at the lowest charging power as it is assumed that office
working time of each individual is set at 8 hours. This way, unique driving distance is

assigned to each customer of the network which can be observed from the figure 4.11.
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Figure 4.11 Histogram of Distance Covered by Electric Vehicles
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Step 03: Setting up Normal Random Distribution Pattern to Ar-
rival Time

Normal random distribution function is used to assign time of arrival to each customer
with mean value of 16.53 h and standard deviation of 3.99 h [56]. No lower limit is set
as if the value goes beyond zero, it would be considered for previous day. Moreover,
no upper limit is set because next day starts after 24 hours. So, there is no need to set

limits to distribution function of arrival time.
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Figure 4.12 Histogram of Time of Arrival of EV Owners

Step 04: Calculation of Charging Timespan

To calculate timespan of charging for each electric vehicle, following formula is utilized
[56]:

Daily Driving Distance X EV Consumption per Kilometer

Ti =
tmespan Charging Power X Ef ficiency

For the same amount of daily driving distance, consumption per kilometer and charging
efficiency, EVs connected to 1.84kW chargers take most time whereas EVs connected

to 11.1 kKW take least amount of time to get charged.

Step 05: Allocation of EV Consumption to each Customer

Hourly EV charging consumption is allocated to each customer based on their individu-
al time of arrival, timespan of charging, and charging power. In this simulation, it is as-

sumed that EV charging consumption is linear [57]. Hence, EV consumption will be
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maximum during middle hours of charging, and dependent upon timespan and time of

arrival during first and last hour of charging cycle.
a. Individual EV Consumption Examples

Example 01: Figure 4.13 shows EV charging graph of a random customer with follow-

ing parameters:

Charging power of 1.84 kW.
e Time of arrival is 15.99 h.
o Daily driving distance is 48.85 km.

e Timespan of charging is 7.37 hours.

5 Random Individual Customer Charging Graph (1.84 kW)
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Figure 4.13 Example of EV Charging at 1.84 kW Power for Individual Customer
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Example 02: Figure 4.14 shows EV charging graph of a random customer with follow-

ing parameters:

e Charging power of 11.1 kW.
o Time of arrival is 15.99 h.
o Daily driving distance is 48.85 km.

e Timespan of charging is 1.24 hours.
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& Random Individual Customer Charging Graph (11.1 kW)
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Figure 4.14 Example of EV Charging at 11.1 kW Power for Individual Customer

Step 06: Addition of EV charging Consumption to Customer
Hourly Load

It must be noted that actual hourly consumption of each customer is based on their in-
dividual annual energy consumption and average values of load profile of the load
group to which they belong. Moreover, variance in the load profiles is not considered.
Furthermore, EV load pattern is assigned individually for each customer based on the
aforementioned method. Thus, in the last step, hourly EV load is added arithmetically

to actual hourly consumption of each customer for the whole year.

4.3.3 Choosing the after-Hacking Scenario for EV Charging

In the previous simulation, choosing the after-hacking scenario for heat pumps was
quite easy because it was assumed that hackers will maximize consumption of heat
pumps at all times i.e. each heat pump in the network will consume energy at its maxi-
mum capacity for the whole year. However, that scenario is not possible for electric ve-
hicles. That is because electric vehicles can only consume limited amount of energy
until they are fully charged. Afterwards, their consumption becomes minimal. In these
simulations, EV consumption after full charge is assumed to be completely zero be-
cause self-discharging principle of batteries is neglected. Hence, a different after hack-
ing scenario must be chosen which has the potential to create most damaging effects

to the network.
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Initially, reverse price-based after-hacking scenario was selected. This scenario was
based on the day-ahead market price data of Finland from 1st January 2023 to 1st
January 2024 [63]. In this method, hourly price for the whole year was used to get the
average hourly price for one day. Then this price was set in descending order for 24
hours of the day. Then, based on this data, reverse price-based charging of all electric
vehicles was simulated. It means that an electric vehicle connected to the network will
most preferably start to charge at the highest priced hour. Then it will continue its
charging during second highest price hour and so on until it is fully charged. Each elec-
tric vehicle connected to the network will follow the same pattern. Logic behind this
scenario is that during the hours when prices are highest, net demand is usually high-
est as well, and vice versa. Hence, due to this direct correlation between load and elec-
tricity price, maximum EV load at those hours might cause most damaging affects to
the grid.

However, one major factor became evident after the simulations which affected the
output of aforementioned after-hacking scenario for electric vehicles. That factor was
the number of electric vehicles connected to the network at certain point of time. It was
found out that if a smaller number of EVs are connected to the network then cumulative
effect of their charging at highest priced hours is not as damaging as initially thought
out to be. In fact, if instead of following the reverse-price based hours, the order of
number of electric vehicles connected to the network in descending order is followed by
hackers, then effect on the network is more devastating especially if all customers have
11.1 kW charging stations. Hence, for the after-hacking scenario, descending order of

hourly electricity prices is utilized for both charging powers.

Table 4.6 Comparison of Descending Order of Hours based on Number of Electric Vehicles

Connected to the Network to Descending Order of Hourly Electricity Prices.

Descending order of hours based on Descending order of hourly electricity

number of electric vehicles connected to prices

the network
01 07
24 08
02 17
23 09
22 18
03 06
21 10
04 16
05 11
20 19
06 15
19 12
07 13
18 14
08 20
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17 05
09 21
16 22
10 04
15 23
11 24
14 03
12 01
13 02

If all customers have 11.1 kW charging stations, then EV consumption is usually the
biggest load of the house. Even if EV charging peak does not converge with high load
of customers, cumulative EV loads when the greatest number of EVs are connected to
the network would become so high that it will form its own highest peak load which
would be significantly higher than original peak load of the customers. Hence, for 11.1
kW charging, the strategy by hackers to charge all EVs based on number of EVs con-

nected to the network proves to be more damaging for the network.

In case of 1.84 kW home charging stations, the difference between two after hacking
strategies is comparatively small compared to 11.1 kW charging. Individually, EV peak
load is slightly higher if hacker chooses the strategy of charging when most EVs are
connected to the network. However, this difference is usually covered by the fact that
original load of customers may usually converge with the reverse price-based after
hacking technique. Hence, in case of 1.84 kW charging, the output from both strategies

greatly depends upon the customers original load profiles.

Hence, for the after-hacking scenario, descending order of hourly electricity prices is
utilized for both charging powers. Moreover, this methodology is chosen for its most
adverse consequences on the local grid network. Worse after-hacking case scenarios
for the individual house residents are mentioned in the last section of this thesis. It
must also be noted that if the order of number of EVs connected to the network coin-
cides with the order of highest prices hours, then the effects can be even most danger-
ous. However, based on price data from day-ahead market and vehicle data from
Traficom, that is not the case for Finland [56][63].

a. Examples of Comparison of EV after-Hacking Charging Strategies
Example 01.

In the figures 4.15 and 4.16, 1.84 kW mean EV charging consumption for customers of
load group 01 can be observed for both after-hacking strategies. For these graphs, in-
dividual EV daily charging consumption pattern at 1.84 kW for each customer of this
load group is modelled through both strategies. Then, average is taken for all EV

charging consumption of all customers to get an overview of as to which method pro-
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vides with higher peak value. The strategy to follow descending order of number of ve-
hicles connected to the network provides with higher consumption peak as compared
to the reverse price-based strategy. However, this difference is not huge, and it de-
pends upon the original customer load profile as to which method would provide higher

peak load in overall consumption.
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Figure 4.15 Mean EV Consumption of Customers of Load Group 01 based on Re-
verse-Price based Strategy (1.84 kW)
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Figure 4.16 Mean EV Consumption of Customers of Load Group 01 based on strategy

of Descending Order of Number of Vehicles connected to the Network (1.84 kW)
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Example 02.
Similarly, in the figures 4.17 and 4.18, 11.1 kW mean EV charging consumption for

customers of load group 01 can be observed for both after-hacking strategies. For
these graphs, individual EV daily charging consumption pattern at 1.84 kW for each
customer of this load group is modelled through both strategies. Then, average is taken
for all EV charging consumption of all customers to get an overview of as to which
method provides with higher peak value. It is evident that the strategy to follow de-
scending order of number of vehicles connected to the network provides with much
higher consumption peak as compared to the reverse price-based strategy. Moreover,
as it can be seen from the graph that two different peaks are formed for reverse price
based strategy because of lower driving distances, and half of the vehicles are con-
nected at first prioritized hour of charging, and the other half are not connected to the

grid at this time. This causes this strategy to cause much lower level of peak in com-

parison to the other strategy.

EV Consumption through Reverse-Price based Strategy (11.1kW)
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Figure 4.17 Mean EV Consumption of Customers of Load Group 01 based on Re-

verse-Price based Strategy (11.1 kW)
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i EV Consumption through Strategy of most Number of Vehicles Connected to Network (11.1 kW)
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Figure 4.18 Mean EV Consumption of Customers of Load Group 01 based on strategy
of Descending Order of Number of Vehicles connected to the Network (11.1 kW)

Hence, the after-hacking strategy is chosen based on number of vehicles connected to

the network irrespective of electricity hourly price or original customer load curve.

4.3.4 Changes in the EV Simulation Design

After designing the EV simulations, they were sent to Rejlers to be integrated into the
NIS to obtain results. However, it was found that each load curve has to be entered in
the system manually which takes hours. Hence, due to time limitation, only limited
number of load curves (20-30) could be handled. For EV simulations, each customer
had a unique random sampled time series making it seemingly impossible to run those
through the existing software for tens of thousands of customers. Hence, there was re-

quirement to re-design the EV simulations to limit the number of unique load curves.

a. 1.84 kW Simulation Changes

1.84 kW EV simulations were redesigned in the following way:

1. Daily Driving Distance

To reduce the number of individual load curves, 4 different driving distances are as-
signed to customers. Those distances are chosen based on standard distribution data
from Traficom and vehicle inspection data of Finland [56]. From the already formulated
standard deviation data for daily driving distances, customers are divided into 4 differ-
ent groups. Groups are based on range of driving distances from 0 to 26 km, 26 to 46

km, 46 to 66 km, and 66 km until maximum distance. Then median value is taken as
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constant driving distance for each group which would give four distance values of 16,
36, 56 and 76. Then each customer is assigned one of these 4 values as their daily
driving distance depending upon which group they belong to. Due to the normal distri-
bution curve, over 70 percent of customers are assigned driving distances of either 36
km or 56 km. The remaining customers are assigned distances of either 16 km or 76
km. Specifically, 36 km and 56 km distances are each assigned to 11538 customers.
Additionally, 16 km and 76 km distances are each assigned to 4945 customers. This is
done to reduce the number of individual load curves as efficiently as possible. Visual

representation of assigned driving distances can be observed in figure 4.19.

Standard Distribution Curve for Daily Driving Distance
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Figure 4.19 Chosen Daily Driving Distances based on Standard Distribution Curve
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2. Arrival Time

Initially, arrival time was also set based on normal distribution with mean value of 16.53
h and standard deviation of 3.99 h. However, some kind of grouping of already as-
signed arrival time was needed to limit to number of unique EV load curves. So, four
different customer groups were made based on pre-assigned arrival times. First group
had arrival time from 00 to 06, second group had arrival time from 06 to 12, third group
had arrival time from 12 to 18, and fourth group had arrival time from 18 to 24. It must
be mentioned that most number of customers usually would lie in the groups 3 and 4

because of pattern of normal distribution.
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Figure 4.20 Grouping Methodology for pre-assigned Time of Arrival
3. Customer Grouping for before Hacking Scenario

For before hacking scenario, customer grouping is done in a way that customers which
have same driving distance and same group of arrival time will have same load curve.
This similar load curve will be formulated by taking the average value of hourly EV
charging consumption of all customers in a group. There are 4 driving distance values
and 4 groups of arrival time. Thus, there will be 16 load curves for EV charging before

hacking scenario. This grouping is illustrated in the table 4.7.

Table 4.7 Customer Grouping for EV Load Modelling at 1.84 kW Charging Power

Load Curve Daily Driving Distance Arrival Time
Load Curve 01 16 km 00-06
Load Curve 02 16 km 06-12
Load Curve 03 16 km 12-18
Load Curve 04 16 km 18-24
Load Curve 05 36 km 00-06
Load Curve 06 36 km 06-12
Load Curve 07 36 km 12-18
Load Curve 08 36 km 18-24
Load Curve 09 56 km 00-06
Load Curve 10 56 km 06-12
Load Curve 11 56 km 12-18
Load Curve 12 56 km 18-24
Load Curve 13 76 km 00-06
Load Curve 14 76 km 06-12
Load Curve 15 76 km 12-18
Load Curve 16 76 km 18-24

In the figure 4.21, a screenshot from MATLAB software is presented to elaborate the

process of load curve formulation. It shows consumption pattern of customers belong-
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ing to load curve 6 category. All customers in this group have 36 km driving distance
which assigns them similar daily energy consumption for EV charging. Moreover, arri-
val time of all customers of this group is from 6-12. Once the charging pattern of each
customer is formulated in this customer group, average value for EV charging con-
sumption is taken of the whole group. This way, similar load curve is assigned to all the
customers of this group. Single driving distance value coupled with similar group of ar-

rival time allows for this type of simplification as high level of accuracy is maintained.

tt2 extcons
[ 8760x1455 double
1 2 3 4 5 6 7 8 9 10 11 12
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Figure 4.21 Grouping of EV Dumb Charging (1.84 kW) Customers for Load Curve 6

4. Customer Grouping for after Hacking Scenario

Grouping of arrival time is not required because hackers will employ charging pattern
based on descending order of number of vehicles connected to the network. It is simply
assumed that each vehicle will stay connected to the grid for 16 hours since arrival time
of each customer which is pre-assigned through normal distribution pattern as ex-
plained in the initial simulation. The only grouping done is this category is based on
four different driving distances assigned to customers. For example, for the customers
belonging to 36 km distance group, their after hacking charging consumption pattern
will be quite similar as it can be seen from figure 4.22. Although some variations would
exist. Nevertheless, once the charging pattern of each customer is formulated, average
value for EV charging consumption is taken of the whole group. This way, similar load
curve is assigned to all the customers of this group. As four different driving distances
are assigned, four different unique load curves are formulated for after hacking scenar-

io.
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| 2 | extcons | consumption_extended
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Figure 4.22 Grouping of EV after-Hacking Customers assigned with 36 km Daily Driv-
ing Distance

b. 11.1 kW Simulation Changes

Ideally, 11.1 kW simulations should also have been redesigned the same way as 1.84
kW simulations. However, number of load curves was further needed to be reduced
because of demand of our project partners. Hence, 11.1 kW simulations are rede-

signed in the following way:
1. Daily Driving Distance

Daily driving distance of all customers is assumed to be 46 km. It is the mean value of
daily driving distance in Finland according to Traficom. Only one driving distance value

is assigned to all customers to reduce number of unique load curves even further.
2. Arrival Time

For 11.1 kW simulations, 8 different customer groups are formulated based on stand-
ard distribution of arrival times. These customer groups are based on 3-hour timespan
instead of 6 hours. This is done because for 11.1 kW charging power, it takes com-
paratively less time to completely charge the vehicle. If customer grouping is done for
bigger span of arrival time, then mean value for charging consumption of all customers
of that load group would become less precise. This would result in inaccurate load
curve. Hence, 3-hour window is selected for customer grouping for 11.1 kW charging

power.
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3. Customer Grouping for before Hacking Scenario

In total, there will be 8 unique load curves for customer groups. These are formulated

in the following way:

Table 4.8 Customer Grouping for EV Load Modelling at 11.1 kW Charging Power

Load Curve Daily Driving Distance Arrival Time
Load Curve 01 46 00-03
Load Curve 02 46 03-06
Load Curve 03 46 06-09
Load Curve 04 46 09-12
Load Curve 05 46 12-15
Load Curve 06 46 15-18
Load Curve 07 46 18-21
Load Curve 08 46 21-24

The example of EV consumption for customers with arrival time between 9 to 12 is
shown in the figure 4.23. To formulate single load curve for all these customers, aver-
age value for EV hourly consumption is taken. The, a uniform value of EV consumption
will be assigned to all customers belonging to this group as evident from the figure
4.24,
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Figure 4.23 Grouping of EV Dumb Charging (11.1 kW) Customers for Load Curve 4
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Figure 4.24 Assignment of 11.1 kW Dumb Charging Load Curve 4 to Customers

4. Customer Grouping for after Hacking Scenario

After hacking scenario is based on descending order of number of vehicles connected

to the network at any given time. There is just one load curve for after hacking scenario

of 11.1 kW charging power EV simulation. This is because driving distance is assumed

to be same for each customer and arrival time becomes irrelevant except for when

choosing the order of number of vehicles connected to the network. This is because it

is assumed that each vehicle stays connected to the network for 16 hours after arrival

time. Hence, there will be one load curve for after hacking scenario for 11.1 kW charg-

ing power.



87

5. RESULTS OF IMPACTS OF CYBERATTACK ON
LOCAL GRID IN SOUTH SAVO, FINLAND

In terms of impacts of cyberattack on local grid, there are three components on which
the effects usually occur: transformers, conductors, and service points. Most common
impacts can be non-compliance of voltage quality standards and overloading. Voltage
quality can be impacted especially in already stressed LV and MV network by synchro-
nized load increment especially during peak loading hours. This may cause non-
compliance of voltage quality vis-a-vis power quality standards. Undervoltage, over-
voltage, supply voltage variations, voltage dips, transient overvoltage, harmonic and in-
ter-harmonic voltage are some of the standards which may become non-compliant due
to cyberattack on home automation systems. This would result in excessive customer
complains along with creation of artificial grid reinforcement needs. In situations of local
overloading, there exists the potential for the existing capacities network components,
particularly when the grid is already operating under conditions of high loading or alter-
native topology. Excessive amount of current drawn due to load increment of multiple
automated loads may result in overloading of service points, conductors as well as
transformers. If network protection system works properly, such overloading incidents
may cause outages. If network protection system fails, then thermal damage to the
equipment may be caused. More serious consequences can occur as well. For in-
stance, if a distribution transformer does not have unit protection, and feeder protection
does not detect overloading of this transformer, fire may erupt posing threat to envi-

ronment as well as human beings.

In this section, results of impacts of heat pump and electric vehicle addition to the cus-
tomer load in both before and after-hacking scenarios are presented. HP (Method 01)
refers to heat pump method 01 simulation. HP (Method 02) refers to heat pump method
02 simulation. EV (1.84 kW) refers to electric vehicle charging simulation with charging
power of 1.84 kW. Similarly, EV (11.1 kW) refers to electric vehicle charging simulation

with charging power of 11.1 kW.
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5.1 Impacts on Service Points

Total number of service points in the network for base case are 79488. It must be not-
ed that only unique Tunnus id service points are considered. Moreover, service points
which have loading level above 1000 % are omitted as it is assumed to be erroneous
data. In total, 8 different simulations are modelled for which results are calculated to
compare them to base case. As each case of simulation is run individually at different
times, there may be some minor changes in the network data. Most common aspect of
data change is service points missing from the network. However, if base case is set as
standard, missing data comprises of less than 0.5 percent of overall number of service
points. Hence, these changes are small and should not affect the integrity of the re-

sults.

However, for the case of EV 1.84 kW normal operation simulations, data for 10536 ser-
vice points is missing. This accounts for around 15 percent of the total available data. It
may have happened due to any error during processing of the simulation. However,
due to shortage of time, this simulation was not repeated. Hence, for EV 1.84 kW simu-
lation both operation scenarios, number of service points considered are 68952. More-
over, same number of service points are considered for base case comparison for this
simulation to enable clarity in the results. However, for all other cases, and their base
case comparisons, number of service points are considered to be 79488. Hence, each

simulation should be compared to its own base case value.

It must also be noted that after heat pump simulation method 01, NIS version as well
as data base was updated. Moreover, base loads were recalculated and changed dur-
ing this update. Hence, there may be some disparities in results for HP (method 01) in

comparison to other cases.

5.1.1 Average Loading Level

As it can be seen from the table 5.1, for both heat pump simulations, average loading
level under normal operation of heat pumps decreases in comparison to base case.
This decrease is understandable because loading level deceases for electric heated
load groups and increases for non-electric heated load groups. This shows that de-
crease in loading level in electric heated load groups causes more effect on the net-
work in comparison to load increase in non-electric heated load groups. Moreover, in
the after hacking scenario, loading level does not increase massively for heat pump

simulations. This is because heat pumps already operating near full capacity during
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winters under normal operation. Hence, the remaining capacity for load increment for

after hacking scenario is not substantial.

For 1.84 kW EV simulations, there isn’t any significant change in either operation sce-
nario because of the lower power level. Moreover, for the after hacking scenario, in-
stead of load increment, load shifting is done. This load shifting is done based on the
descending order of number of electric vehicles connected to the network. However,
those hours correspond to low peak hours, and EV consumption is not high enough to
formulate its own peak. Hence, there does not seem to be any significant change in
loading level of service points in after hacking scenario of this case. Moreover, it must
be noted that these are results for all service points in the network. The simulated
loads, however, are only added on service points belonging to houses/apartments
which constitute for less than 40 of overall service points in the network. Consequently,
the impact of low-power electric vehicle charging loads (1.84 kW) on the overall loading
levels of the network's service points may be minimal. Moreover, as explained in the
methodology for EV (1.84 kW simulations), grouping of customers was done and aver-
age value of individual consumption was taken which does affect the simulation as

well.

For, 11.1 kW EV simulations, it is evident that loading level increases significantly for
normal operation. Furthermore, in the after hacking scenario, loading level increases
more than two-folds while following the same load shifting technique as used in 1.84
kW charging simulation. Hence, this case has the most affect in terms of average load-

ing level.

Table 5.1 Average Loading Level Percentage of all Service Points

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 2493 % 22.59 % 23.67 %
HP (Method 02) 2493 % 16.51 % 18.51 %
EV (1.84 kW) 24.7914 % 24.7914 % 247917 %
EV (11.1 kW) 24.93 % 34.43 % 53 %
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Figure 5.1 Comparison of Average Loading Level of Service Points

5.1.2 Overloading

In this section, overloading analysis is conducted for all scenarios of all cases. Initially,
number of overloaded service points, and then average loading level of overloaded
service points is calculated. This provides with complete overview of scale as well as

degree of overloading of service points throughout the network.
a. Number of Overloaded Service Points

Results of number of overloaded service points beyond 100 % are shown in the table
5.2. For both methods of heat pump simulations under normal operation as well as af-
ter hacking scenario, the number of overloaded service points remain lower than base
case. For 1.84 kW EV simulations under both operation scenarios, number of over-
loaded service points remain same. Meanwhile, for 11.1 kW EV simulation, the great-
est number of service points get overloaded beyond 100 %. For this case, under nor-
mal operation, number of overloaded service points increase more than two-folds.
Moreover, in the after hacking-scenario of this case, almost 20 percent of service
points of the whole network get overloaded. Graphical representation can be observed
from figure 5.2.

Table 5.2 Number of Service Points Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking |
HP (Method 01) 903 517 545
HP (Method 02) 903 575 693
EV (1.84 kW) 776 776 776
EV (11.1 kW) 903 1864 15639
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Figure 5.2 Comparison of Number of Service Points Overloaded beyond 100 %

Moreover, it is evident from the table 5.3 that the number of service points overloaded

beyond 130 percent follow the same pattern as explained above for each case.

Table 5.3 Number of Service Points Overloaded beyond 130 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 368 242 252
HP (Method 02) 368 243 288
EV (1.84 kW) 309 309 309
EV (11.1 kW) 368 639 5672

b. Average Loading Level of Overloaded Service Points

In this section, average loading level of overloaded service points is presented in the
tables 5.4, and 5.5. It gives the idea of severity of overloading problem for each scenar-
io.

Table 5.4 Average Loading Level of Service Points Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 132.14 % 136.95 % 137.03 %
HP (Method 02) 132.14 % 132.67 % 134.07 %
EV (1.84 kW) 132.14 % 132.19 % 132.13 %
EV (11.1 kW) 132.14 % 134.18 % 135.54 %
Table 5.5 Average Loading Level of Service Points Overloaded beyond 130 %
Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 161.08 % 163.61 % 164.45 %
HP (Method 02) 161.08 % 159.60 % 162.75 %
EV (1.84 kW) 161.08 % 162.04 % 161.04 %
EV (11.1 kW) 161.08 % 178.10 % 174.69 %
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5.1.3 Undervoltage

In this section, undervoltage analysis is conducted for all scenarios of all cases. Initial-
ly, number of service points experiencing undervoltage, and then average loading level
of those service points is calculated. This provides with complete overview of scale as

well as degree of issue of undervoltage throughout the network.
a. Number of Service Points experiencing Undervoltage

The issue of service points experiencing undervoltage below 95 % is most prevalent in
the network as compared to the issues of overloading and overvoltage. In HP method
01, number of service points experiencing undervoltage below 95 % increase slightly
for normal operation as well as after hacking scenario. For HP method 02, this number
decreases for both operation scenarios. For 1.84 kW EV simulation, number of service
points experiencing undervoltage below 95 % fluctuate slightly for both operational
scenarios in comparison to base case. This fluctuation might be accredited to different
time periods at which the simulation is being conducted along with update of NIS. Fi-
nally, in 11.1 kW EV simulation, number of service points experiencing undervoltage
below 95 % almost double during normal operation scenario. However, in the after-
hacking scenario for this case, this number increases massively. In fact, more than 66
% of all the service points in the network experience undervoltage below 95 %. This
case represents very alarming situation for the network. Figure 5.3 presents graphical
comparison for number of service points experiencing undervoltage below 95 % for all

cases under multiple operating conditions.

Table 5.6 Number of Service Points experiencing Undervoltage below 95 %

Simulation Type Base Case Normal Operation After Hacking |
HP (Method 01) 9845 10029 12064
HP (Method 02) 9845 5905 8050
EV (1.84 kW) 8770 8771 8759
EV (11.1 kW) 9845 17762 52474
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Figure 5.3 Number of Service Points experiencing Undervoltage below 95 %

However, in the tables 5.7 and 5.8, sharp decline can be seen for number of service

points experiencing undervoltage below 90 % and 85 % especially for HP (Method 02)

and EV (1.84 kW). However, 11.1 kW EV case, especially in the after hacking opera-

tion scenario, has lots of service points experiencing undervoltage below 90 % and 85

%.

Table 5.7 Number of Service Points experiencing Undervoltage below 90 %

Simulation Type Base Case Normal Operation After Hacking |
HP (Method 01) 1008 949 1249
HP (Method 02) 1008 520 838
EV (1.84 kW) 1008 822 950
EV (11.1 kW) 1008 2566 27987
Table 5.8 Number of Service Points experiencing Undervoltage below 85 %
Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 68 55 84
HP (Method 02) 68 30 58
EV (1.84 kW) 68 52 68
EV (11.1 kW) 68 292 13130

b. Average Voltage Level of Service Points experiencing Undervoltage

Average voltage level of service points experiencing undervoltage depict severity of the
problem. As evident from the tables 5.9, 5.10 and 5.11, 11.1 kW EV after hacking has
the most severe undervoltage problem. This operation scenario not only has the high-

est number of service points experiencing undervoltage but also has the lowest aver-

age voltage for those

service points.
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Table 5.9 Average Voltage Level of Service Points experiencing Undervoltage below 95 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 213.31V 213.52V 213.29V
HP (Method 02) 213.31V 213.41V 213.28V
EV (1.84 kW) 213.31V 213.48V 213.36 V
EV (11.1 kW) 213.31V 212.44V 200.93 V

Table 5.10 Average Voltage Level of Service Points experiencing Undervoltage below 90 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 202.53 Vv 202.88 V 202.57 V
HP (Method 02) 202.53 V 202.71V 202.74 V
EV (1.84 kW) 202.53 V 202.49V 202.36 V
EV (11.1 kW) 202.53V 201.70 V 190.24 V

Table 5.11 Average Voltage Level of Service Points experiencing Undervoltage below 85 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 187.20V 190.23 V 190.57 V
HP (Method 02) 187.20V 186.98 V 188.62 V
EV (1.84 kW) 187.20V 185.44 V 187.21V
EV (11.1 kW) 187.20V 190.18 V 177.10V

5.2 Impacts on Transformers

Total number of transformers in the network is 9465 for all cases except EV (1.84 kW).
For that, number of transformers analyzed are 4742. Such low number is because of
the missing data due to some error while running the simulation. Hence, for this case,
4742 transformers are analyzed for both operational scenarios as well as their base
case. Moreover, those transformers which have loading level beyond 1000 % are not

considered in calculation as they are assumed to be erroneous data.

5.2.1 Average Loading Level

In this section, average loading level of all transformers for all operation scenarios of all
cases are compared. As it can be seen from the table 5.12, average loading level does
not change much in any case except 11.1 kW EV simulation. In that case, average

loading level increases to 42.32 % for normal operation, and 73.36 % for after hacking

scenario.
Table 5.12 Average Loading Level Percentage of all Transformers
Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 33.83 % 33.89 % 35.72 %
HP (Method 02) 33.83 % 25.58 % 29.04 %
EV (1.84 kW) 34.89 % 34.90 % 34.90 %
EV (11.1 kW) 33.83 % 42.32 % 73.36 %
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Figure 5.4 Comparison of Average Loading Level of Transformers

The figure below shoes duration curve for comparison of loading level of transformers
for 11.1 KW EV case. It can be seen from the figure that with the addition of EV loads
(11.1 kW), the loading level of transformers as well as number of overloaded trans-
formers increase under both operation scenarios. However, this increase is much more

evident in the after hacking scenario.
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5.2.2 Overloading

In this section, overloading analysis is conducted for all scenarios of all cases. Initially,
number of overloaded transformers, and then average loading level of overloaded
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transformers is calculated. This provides with complete overview of scale as well as

degree of overloading of transformers throughout the network.
a. Number of Overloaded Transformers

While analysing the number of transformers overloaded beyond 100 % from table 5.13,
multiple observations are made. For HP method 01, number of overloaded transform-
ers increase for both operation scenarios. However, this increase is greater in the after
hacking scenario as number of overloaded transformers increase by 150 %. In con-
trast, for HP method 02, number of overloaded transformers decrease in both operation
scenarios. This decrease might be accredited to reduction of load for service points be-
longing to electric heated load group as well as change in the network base load data
in the NIS system. Moreover, for EV (1.84 kW) normal operation, number of overloaded
transformers remain exactly same for both operation scenarios in comparison to base
case. However, 11.1 kW EV simulations show major overloading concern for trans-
formers in the network. Here, number of overloaded transformers increase more than
four-folds in the normal operation scenario. Furthermore, in the after-hacking scenario
of this case, more than one-fourth transformers of the whole network get overloaded

causing major problem for the whole network.

Table 5.13 Number of Transformers Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 48 52 72
HP (Method 02) 48 27 37
EV (1.84 kW) 23 23 23
EV (11.1 kW) 48 226 2491
Number of Transformers Overloaded beyond 100 %
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Figure 5.5 Comparison of Number of Transformers Overloaded beyond 100 %
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To further going into detail, number of transformers overloaded beyond 130 % are cal-

culated. As it can be seen from the table 5.14, more than one half of overloaded trans-

formers are loaded beyond 130 % for 11.1 kW EV after hacking scenario.

Table 5.14 Number of Transformers Overloaded beyond 130 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 9 10 10
HP (Method 02) 9 8 8
EV (1.84 kW) 3 3 3
EV (11.1 kW) 9 32 1460

b. Average Loading Level of Overloaded Transformers

In this section, average loading level of overloaded transformers is analysed from ta-

bles 5.15 and 5.16. Data for each case scenario should be observed separately while

keeping sample size in mind.

Table 5.15 Average Loading Level of Transformers Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 139.82 % 136.71 % 129.63 %
HP (Method 02) 139.82 % 161.65 % 147.36 %
EV (1.84 kW) 117.36 % 117.36 % 117.36 %
EV (11.1 kW) 139.82 % 119.34 % 151 %

Table 5.16 Average Loading Level of Transformers Overloaded

beyond 130 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 270.78 % 249.64 % 251.56 %
HP (Method 02) 270.78 % 281.73 % 284.44 %
EV (1.84 kW) 182.22 % 182.22 % 182.22 %
EV (11.1 kW) 270.78 % 179.07 % 177.52 %

5.3 Impacts on Conductors

Total number of conductors in the network is 244284 for all cases except 1.84 kW EV

both operation scenarios as well as its base case. For that, number of conductors in

the network are 227308. Moreover, those conductors which have loading level beyond

1000 % are not considered in calculation as they are assumed to be erroneous data.

5.3.1 Average Loading Level

In the table 5.17, average loading level of all conductors is presented for all operation

scenarios of all cases. Most increase can be observed for 11.1 kW EV after hacking

scenario where average loading level increases more than twice.
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Table 5.17 Average Loading Level Percentage of all Conductors

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 8.20 % 7.70 % 8.10 %
HP (Method 02) 8.20 % 5.60 % 6.34 %
EV (1.84 kW) 8.4828 % 8.4832 % 8.4838 %
EV (11.1 kW) 8.20 % 11.11 % 18.90 %
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Figure 5.6 Comparison of Average Loading Level of Conductors

To further analyse the network, loading levels of MV and LV conductors are examined

separately. There are 24016 MV and 220178 LV conductors in the network. However,
for EV 1.84 kW both scenarios and its base case standard, 23185 MV and 204123 LV

conductors analyzed as remaining data was missing. In the tables 5.18 and 5.19, load-

ing level for MV and LV conductors can be analyzed separately. General trend is that

MV conductors have lower loading level on average as compared to LV conductors

throughout the network in all the cases.

Table 5.18 Average Loading Level Percentage of MV Conductors

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 4.65 % 4.69 % 4.97 %
HP (Method 02) 4.65 % 3.58 % 4.03 %
EV (1.84 kW) 4.71 % 4.71 % 4.71 %
EV (11.1 kW) 4.65 % 5.50 % 10.15 %

Table 5.19 Average Loading Level Percentage of LV Conductors

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 8.59 % 8.03 % 8.44 %
HP (Method 02) 8.59 % 5.82 % 6.59 %
EV (1.84 kW) 8.61 % 8.61 % 8.62 %
EV (11.1 kW) 8.59 % 11.72 % 19.86 %
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5.3.2 Overloading

In this section, overloading analysis is conducted for all scenarios of all cases. Initially,
number of overloaded conductors, and then average loading level of overloaded con-
ductors is calculated. This provides with complete overview of scale as well as degree

of overloading of conductors throughout the network.
a. Number of Overloaded Conductors

While analysing the number of overloaded conductors in the network from table 5.20,
significant increase can only be observed in 11.1 kW EV case for both scenarios. For
its normal operation, number of overloaded conductors almost double as compared to
base case. For after hacking scenario, number of overloaded conductors increase
more than 17 times. However, it still only accounts for 1.59 % of total number of con-
ductors in the network. So, the effect of 11.1 kW EV after hacking scenario in terms of
overloading scale is least on conductors as compared to service points and transform-

ers.

Table 5.20 Number of Conductors Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 226 172 179
HP (Method 02) 226 148 172
EV (1.84 kW) 205 205 205
EV (11.1 kW) 226 421 3905
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Figure 5.7 Comparison of Number of Conductors Overloaded beyond 100 %

Furthermore, tables 5.21 and 5.22 show that most of the conductors overloaded be-

yond 100 % belong to LV conductors for all cases.
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Table 5.21 Number of MV Conductors Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 19 19 19
HP (Method 02) 19 5 5
EV (1.84 kW) 19 19 19
EV (11.1 kW) 19 19 74
Table 5.22 Number of LV Conductors Overloaded beyond 100 %
Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 207 153 160
HP (Method 02) 207 143 167
EV (1.84 kW) 186 186 186
EV (11.1 kW) 207 402 3831

To further go into detail, number of conductors overloaded beyond 130 % are calculat-

ed for the whole network. As it can be seen from the table 5.23, more than one half of

overloaded conductors are loaded beyond 130 % for 11.1 kW EV after hacking scenar-

io.

Table 5.23 Number of Conductors Overloaded beyond 130 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 128 116 119
HP (Method 02) 128 87 93
EV (1.84 kW) 117 117 117
EV (11.1 kW) 128 200 2057

In the tables 5.24 and 5.25, further categorization is done to analyse number of MV and

LV conductors overloaded beyond 130 %.

Table 5.24 Number of MV Conductors Overloaded beyond 130 %

Simulation Type Base Case Normal Operation After Hacking |
HP (Method 01) 18 18 18
HP (Method 02) 18 4 4
EV (1.84 kW) 18 18 18
EV (11.1 kW) 18 18 57

Table 5.25 Number of LV Conductors Overloaded beyond 130 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 110 98 101
HP (Method 02) 110 83 89
EV (1.84 kW) 99 99 99
EV (11.1 kW) 110 182 2000

b. Average Loading Level of Overloaded Conductors

In this section, average loading level of overloaded conductors is analyzed from tables

5.26 and 5.27. It must be noted that data of each case scenario should be viewed sep-

arately while keeping sample size in mind. Furthermore, average loaded level of over-

loaded conductors is not analysed independently for MV and LV conductors.
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Table 5.26 Average Loading Level of Conductors Overloaded beyond 100 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 252.4 % 289.5 % 285.0 %
HP (Method 02) 252.4 % 255 % 242.3 %
EV (1.84 kW) 262.6 % 262.6 % 262.6 %
EV (11.1 kW) 252.4 % 199.2 % 1771 %

Table 5.27 Average Loading Level of Conductors Overloaded

beyond 130 %

Simulation Type Base Case Normal Operation After Hacking
HP (Method 01) 360.4 % 3745 % 371.5%
HP (Method 02) 360.4 % 356 % 351.5%
EV (1.84 kW) 376.3 % 376.3 % 376.3 %
EV (11.1 kW) 360.4 % 296.5 % 2352 %
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6. IMPACTS OF CYBERATTCACK ON INDIVIDU-
AL CUSTOMERS

Individual impacts of cyberattack on home automation system can be of quantitative as
well as qualitative in nature. In terms of quantitative impacts, financial loss incurred to
the customer is the main parameter. This monetary loss can occur due to multiple rea-
sons ranging from theft to maximum load operation at most priced hours instead of
least priced hours. In terms of qualitative analysis, main impact on customer is in terms
of physical discomfort and mental distress which can be caused by range of multiple
reasons including heating system shutdown, uncharged electric vehicle, malfunctioning
of devices. This way, individual customers are also highly susceptible to cyberattack

through their poorly secured home automation systems.

Cyberattack on home automation systems can be in various forms resulting in multiple
possibilities of impacts on individuals. In the research [64], two main categories of
cyberattacks are identified: non-targeted and targeted attacks on individual houses.
Non-targeted attacks are usually broader and more random but their impact on individ-
ual customers is comparatively less damaging. Targeted cyberattacks on the other
hand can be much more damaging to customer as they are usually based on some pri-
or information. Moreover, targeted cyberattacks usually display higher degree of so-

phistication and complexity [64].

In the research done in [65], it is found out that there cyberattacks on home automation
can further be characterized into two different categories: passive and active cyberat-
tacks. In passive cyberattack, hackers gain access to communication and information
channels of customer. However, in active cyberattack, direct control of home automa-
tion devices is accessed along with communication and information channels. In this
assessment of impacts of cyberattacks on individual customers, it is assumed that
these customers are being subjected to an active cyberattack. Hence, there can be

wide range of impacts which can be categorized into different categories:
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6.1 Threats to Safety, Security, Property, Privacy, and Data Se-
curity

A simple command by hackers to unlock doors may render residents of the house in
acute physical danger. This may cause threat to life or physical injuries which is the
most dangerous outcome for customer in case of cyberattack on home automation sys-
tem. Such threat may exist if hackers target an individual beforehand with the intention
of causation of harm, robbery or any other such reason. Hence, under any circum-
stances, hacking of home automation systems may prove to be detrimental for resi-

dents in the worse-case scenario.

Theft of physical property of house residents can also occur if home automated loads
get hacked. This scenario can occur if main target of hackers is monetary profit. It is al-
so important to note that hackers may target one specific house based on prior infor-
mation with the intention of stealing. Furthermore, electricity theft is also possible by

manipulation of smart meter data.

Threat to privacy is another major threat posed to residents because of hacked home
automated loads. Malicious software can be installed not only on home automation de-
vices but also on users' cell phones via automation control applications. This allows
hackers to access data from both the home automation devices and the users' cell
phones. Furthermore, energy consumption data of households can be accessed as
well. This way, privacy of residents of automated house may seriously be breached.
Hence, acute privacy threat exists especially for customers who have poorly secured

and cheaply designed home automation software systems.

Apart from privacy threat, data of multiple sorts may be accessed by hackers. For in-
stance, business related confidential files may be accessed through malicious or com-
promised software within the applications in use for home automation. Moreover, other
types of data such as electricity consumption, EV charging habits, household appliance
usage pattern may be accessed and sold to third parties by the hackers. Hence, data

security threat also exists for users of home automation systems.

6.2 Discomfort

Discomfort is another effect which may be caused by hacking of home automation sys-
tems. Discomfort can be of multiple sorts and may range from major to minor in nature.
However, discomfort is a subjective terminology, and its degree may vary from user to

user. However, hacker actions which may usually cause discomfort are as follows:
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Manifestation of any of aforementioned threats which includes threat to
safety, security, property, privacy, and data. If any of these is compro-
mised, at the very least, it would cause extreme discomfort to the user.
Degree of discomfort would vary depending upon the extremity in nature

of cyberattack and its consequences.

Hackers may shut down heating system of automated house during win-
ters. Nordics have extreme cold weather during winters and if heating
system stops working suddenly during such weather, it may cause ex-
treme distress or even illness depending upon insulation of the house.
Additionally, it may cause damage to household appliances. For in-

stance, water pipes may burst due to frozen water.

Another method could be changing of thermostat settings. This may be
done during any time of the year as it can cause discomfort to residents.
Even during summer, thermostat setting shift from cooling to heating
would cause distress. However, its discomfort effect may not be as ex-

treme as during winter season.

Uncharged electric vehicle in the morning would cause discomfort to
many users especially if their house is not close to public transport.
Moreover, effects of such cyberattack would increase exponentially if it's
an important day for the user such as an early morning meeting with a

client or an important exam.

Hackers may trigger false warning alarm causing distress to residents.
Another way might be blocking of alarm signal which would have even

more dangerous consequences.

Malfunctioning of automated electricity consumption devices such as
heating, refrigerator, television, and sauna may cause electricity bills to

increase manifolds which would cause distress to users.

Malfunctioning of indoor lights as well as reduced ventilation for longer
periods of time may cause headaches and severe distress to residents

of the house.
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7. DISCUSSION

7.1 Analysis

In primary part of this thesis, detailed analysis of frequency markets of Fingrid is done
to recognize those risk hours which might be exploited by hacked home automated
loads to cause power system instability and affect market functioning. It is vital to rec-
ognize past risk instances within frequency markets so that their rate of occurrence can
be minimized in future. With minimization of occurrence of volume shortage and price
volatile risk hours, chances of hacked home automated loads affecting National grid

stability, and frequency market operation can also be minimized.

Let's discuss operation of different frequency markets of Fingrid through the lens of
volume shortage-based analysis. Balancing Energy mFRR Up and downregulation
markets, and FCR-N market has had lower occurrence rate of risk hours in comparison
to other markets. Moreover, the occurrence rate of risk hours in FCR-D upregulation
market has increased over time but for FFR market, this rate has decreased massively.
Furthermore, Balancing Capacity markets and FCR-D Downregulation market analysis
is only done for very small period of time due to which any conclusive statement can'’t
be given for their trend or trajectory. However, volume shortage years do exist for these

markets, and their operation should be improved as well.

In terms of price volatility in frequency markets of Fingrid, 2022 proved to have very
high number of risk hours for Balancing Energy mFRR Up and Downregulation, FCR-D
Up and Downregulation, and FCR-N markets. However, it must be kept in mind that
2022 was the year of energy crisis as well as high market price volatility throughout Eu-
rope. Moreover, for Balancing Capacity Up and Downregulation markets, analysis was
only conducted for some months of 2023 in which price volatility existed, but its degree
was not very serious as no high risk hours were identified. For FFR market, price

based risk analysis was not conducted because of market operational differences.

In the secondary part of this thesis, comprehensive load modelling analysis of home
automation systems, specifically heat pumps and electric vehicles, is conducted for
residential buildings in the South Savo region of Finland. This analysis encompasses
normal operational conditions as well as after hacking scenarios for both these loads.

Main objective of this analysis is to evaluate the effects of these home automated loads
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under different operational conditions on network infrastructure, including transformers,

conductors, and service points.

Two different simulations are conducted for load modelling of heat pumps. In the first
simulation, it is assumed that no residential buildings in the region are equipped with
heat pumps initially. Alternatively, in the second simulation, it is assumed that certain
space heating requirements of households are already being met by heat pumps,
based on national statistics for Finland. Both simulations are carried out under two

conditions: normal operation and after hacking scenario.

The results of both heat pump simulations indicate no significant adverse effects to the
network. In fact, network health improves based on most of the key performance indi-
cators. This improvement is likely attributable to the replacement of electric heating
with heat pumps for customers belonging to electric heated load groups, thereby reduc-
ing their overall consumption However, some issues do arise for the network as well.
For first simulation, two KPI's reveal negative impacts on the network: increase in the
number of service points experiencing undervoltage and rise in the number of over-
loaded transformers. Specifically, the percentage of service points experiencing un-
dervoltage below 95% rose by 1.8% during normal operation and by 22% in the after
hacking scenario as compared to base case. Additionally, the number of transformers
operating beyond 100% capacity increased from 48 in base case to 52 under normal

operation, and further to 72 under the after hacking scenario.

For EV simulations, two different load models are made. In the first load model it is as-
sumed that all households in the network have an EV home charging station with 1.84
kW charging power. In the second simulation, maximum EV charging power assigned
to each household is 11.1 kW.

In the first load model of EV charging at 1.84 kW, no significant effect on any network
element can be observed either in normal operation or in after hacking scneario. This
shows that 1.84 kW charging power is too small to cause major problems for the net-
work. It also shows that the after hacking strategy chosen for this level of charging
power might not have been the ideal choice as this amount of EV load cannot formu-

late separate peak load on its own.

In the second load model of electric vehicle (EV) charging at 11.1 kW, significant ad-
verse effects are evident across all network elements. Under normal operation, in com-
parison to base case, the number of service points overloaded beyond 100% increases
more than twofold. Additionally, the number of service points experiencing undervolt-

age below 95% nearly doubles as well. Furthermore, the number of overloaded trans-
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formers also increases more than fourfold, and the number of overloaded conductors
nearly double as well. However, extremely serious situation arises for after hacking
scenario where almost 20% of all service points become overloaded beyond 100%,
and more than 66% of all service points experience undervoltage below 95%. Further-
more, more than one-fourth of the transformers in the entire network become overload-
ed beyond 100 %. The number of overloaded conductors increases more than seven-
teen times compared to the base case, although this accounts for only 1.59% of the to-
tal number of conductors in the network. Hence, after hacking scenario of EV simula-

tion at 11.1 kW proves to be most detrimental to the network.

For future direction in terms of heat pump and EV simulations, one option can be is the
assumption that hackers have access to both these loads simultaneously. Simulation
methodology of this thesis can be utilized for combination of these load types. Moreo-
ver, different after hacking strategies can be formulated with different combination
schemes of EV and heat pump loads. Then, the local grid service points, transformers
and conductors can be tested under normal operation as well these after hacking

schemes.

7.2 Limitations

This section highlights main limitations of this thesis and offers directions for further re-

search on this topic. The primary limitations of this thesis are as follows:

e Data availability from frequency markets of Fingrid proved to be one of the main
limitations in terms of volume shortage and price based risk analysis. Main rea-
son for this data limitation is security of market operation. Moreover, some fre-
quency markets are relatively new for which detailed trends could not be identi-
fied.

e |t could not be determined as to how much amount of home automated load
would create how much impact on National Grid stability and frequency market
operation. It is a very broad field of research which also requires additional data

from Fingrid. It can also be a gateway for further research in this topic.

e General assumptions were made for most of the input parameters of heat pump
especially for annual space heating requirements. In ideal circumstances, more
customer specific data would have been utilized. However, that could not be
done due to lack of data as well as enormity of number of service points within

the whole network.
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Initial design of EV simulations assigned unique distance, start time of charging,
and load curve to each customer. However, it had to be simplified to much sim-
pler and generic version where average values had to be utilized for EV con-
sumption. This has to be done because of the limitations of the available soft-

ware tool.

Data storage and analysis techniques by grid companies is outdated. All meas-
urements of network elements and customer loads should be stored for all
hours of the year. This would pave way for better analysis as well as monitoring
of the grid health.

Due to time shortage, detailed quantification analysis of impacts of cyberattack

on individual customers could not be done.
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8. CONCLUSION

This thesis identifies the profound implications of potential cyberattacks through home
automation systems on stability of national grid, functioning of frequency markets, op-
eration of LV and MV networks, and wellbeing of household residents. In primary sec-
tion of this thesis, frequency markets of Fingrid are chosen for analysis of volume
shortage and price volatile risk hours during which power system stability and frequen-
cy market functioning might be affected by large amount of hacked home automated
loads. This vulnerability analysis is aimed to identify deficiencies within reserve mar-
kets, with the objective of improving reserve volume procurement and ensuring stable

prices to prevent any future exploitation.

In the secondary part of the thesis, simulations of selected home automation loads are
conducted under normal and after hacking scenarios to assess their impact on the local
grid in the South Savo region of Finland. This analysis is crucial for local grid manage-
ment authorities to understand how different scenarios involving home automation
loads might affect various parts of the network. It enables local grid managers to antici-
pate, prepare for, and mitigate any potential impacts on the grid. Additionally, this the-
sis includes a qualitative analysis of the impacts of cyberattacks through home automa-
tion systems on household residents. This analysis aims to raise awareness about the
possible implications of such cyberattacks on individuals, emphasizing the need for en-

hanced cybersecurity measures.

In essence, it is determined that vulnerable instances in terms of volume shortage as
well as price volatility do exist across all frequency markets in Finland. Higher amount
of these vulnerable instances represents a greater number of opportunities for hackers
to exploit. However, the degree of volume shortage and price volatility represent the
level of impact that can be caused through cyberattack. Furthermore, existence of
large-scale fault or major frequency dip during vulnerable instance would further exac-
erbate the situation in these risk hours. However, such fault existence is not necessary
to create adverse effects on all frequency markets. Moreover, customer loads which
are designated part of demand response for any market can prove to be more danger-
ous if they get hacked as they can be utilized for load manipulation as well as demand
response blockage. Furthermore, if large amount of home automated loads gets
hacked, and high risk hours get coupled with major frequency dip in the system, then
effects such as extreme price volatility, outage, or even blackout may happen. Howev-

er, exact outcome depends on multitude of factors which need to be studied individual-
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ly depending upon all the factors. It is also gateway for further research to formulate
case scenarios with predetermined factors to simulate outage or blackout situation to
test system limits. In terms of impacts of cyberattack through home automation system
on local grid, it was found that low powered EV charging (1.84 kW) and heat pump
loads do not cause major problems for the network. However, EV charging (11.1 kW)
especially in the after hacking scenario would create extremely dangerous situation for
the whole network as it would cause overloading of service points and transformers on
major scale. In fact, for after hacking scenario of this case, more than one-fourth of
network’s total service points as well as transformers get overloaded beyond 100 %.
Moreover, more than 65 % of all service points experience undervoltage beyond 95 %.
On top of that, number of conductors overloaded beyond 100 % also increase more
than twice in comparison to base case. In specific case of this network, major grid rein-
forcement needs are required in the EV (11.1 kW) after-hacking scenario especially for
transformers and service points. Moreover, this thesis discusses how cyberattacks on
home automation systems can pose serious threats to the safety, security, property,
privacy, and data security of residents, as well as cause various cases of significant

discomfort for them.

To conclude, this thesis underscores the need for more proactive approach by National
grid authorities to enhance security, efficiency, and reliability of power systems. It also
emphasizes the importance of improving frequency market operations to ensure stable
and secure volume procurement. Moreover, it calls for local grid authorities to improve
the resilience of electricity networks. Furthermore, it advocates for measures to ensure
well-being of individuals in automated homes. It also urges policymakers to implement
stricter standards for home automation companies. In essence, collective and compre-
hensive efforts from all stakeholders are essential for mitigating the multifaceted cyber-

security risks associated with home automation systems.
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APPENDIX A: SIMULATION PROGRAMS

Program 1: The following simulation program is for price based risk analysis of FCR-
D Up & Downregulation, Balancing Capacity mFRR Up & Downregulation, FCR-N,
FFR, and Balancing Energy mFRR Upregulation Market.

xData = Risk; %Risk is Volume Shortage Index
yData = Price; %Price is the hourly price of market
meanPrice = x; %x is mean market price
markerSize = 50; %Setting up marker size for plot

% Scatter plot for all data
scatter(xData, yData, markerSize, 'filled’, 'MarkerFaceColor', 'blue’, 'MarkerEdgeColor',
'black’);

hold on

% Setting up limits for low, medium, and high risk hours
limit1 = 5 * meanPrice;
limit2 = 10 * meanPrice;

limit3 = 20 * meanPrice;

% Finding maximum y-axis data point

maxY = max(yData);

% Identifying data points that fall within different risk categories
arealndicesTop2 = find(yData > limit1 & yData <= limit2);
yDataTop2 = yData(arealndicesTop2);

arealndicesTop1 = find(yData > limit2 & yData <=Iimit3);
yDataTop1 = yData(arealndicesTop1);

arealndicesTop = find(yData > limit3);

yDataTop = yData(arealndicesTop);
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% Scatter plot for different risk levels
scatter(xData(arealndicesTop2), yDataTop2, markerSize, ‘filled', 'MarkerFaceColor', [1,
0.8, 0.4], 'MarkerEdgeColor', 'black’);

scatter(xData(arealndicesTop1), yDataTop1, markerSize, filled', 'MarkerFaceColor', [1,
0.5, 0], 'MarkerEdgeColor', 'black’);

scatter(xData(arealndicesTop), yDataTop, markerSize, 'filled', 'MarkerFaceColor', 'red’,
'MarkerEdgeColor', 'black");

% Adding labels and legend to the plot

grid on;

xlabel('Risk");

ylabel('Price");

legend('No Risk', 'Low Risk', '"Medium Risk', 'High Risk');

Program 2: The following simulation program is for volume shortage based risk anal-
ysis of FCR-D Up & Downregulation, Balancing Capacity mFRR Up & Downregulation,
FCR-N, FFR, and Balancing Energy mFRR Upregulation Market.

xData = Risk; % Risk is Volume Shortage Index
yData = Price; % Price is the hourly price of market
limit = x; % x is two times mean market price
markerSize = 50; % Setting up marker size for plot

% Scatter plot for all data
scatter(xData, yData, markerSize, 'filled’, 'MarkerFaceColor', 'blue’, 'MarkerEdgeColor',
'black’);

hold on

% Identifying and plotting low risk hours

indices_low_risk = Risk >= 0.80 & Risk < 0.90 & Price > limit;
scatter(Risk(indices_low _risk), Price(indices_low_risk), markerSize, 'Marker', 'o',
'MarkerFaceColor', [1 0.8 0.4], 'MarkerEdgeColor', 'k');
low=yData(indices_low_risk);

hold on;
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% ldentifying and plotting medium risk hours

indices_medium_risk = Risk >= 0.90 & Risk < 0.95 & Price > limit;
scatter(Risk(indices_medium_risk), Price(indices_medium_risk), markerSize, 'Marker',
'0', 'MarkerFaceColor', [1 0.5 0], 'MarkerEdgeColor', 'k');

medium = yData(indices_medium_risk);

% ldentifying and plotting high risk hours

indices_high_risk = Risk >= 0.95 & Price > limit;

scatter(Risk(indices_high_risk), Price(indices_high_risk), markerSize, 'Marker', 'o',
'MarkerFaceColor', [1 0 0], 'MarkerEdgeColor', 'k');

high = yData(indices_high_risk);

% Adding labels and legend to the plot

xlabel('Volume Shortage Index');

ylabel('Price");

legend('No Risk', 'Low Risk', '"Medium Risk', 'High Risk');

grid on;

Program 3: The following simulation program is for price based risk analysis of Bal-

ancing Energy mFRR Downregulation market.

xData = Risk; % Risk is Volume Shortage Index
yData = Price; % Price is the hourly price of market
markerSize = 50; % Setting up marker size for plot

% Scatter plot for all data

scatter(xData, yData, markerSize, 'filled', 'MarkerFaceColor', 'blue’, '"MarkerEdgeColor',
'black’);

hold on

% Setting up limits for low, medium, and high risk hours based on market statistics
limit1 = 226.45;

limit2 = 410.53;
limit3 = 778.69;
limit4 = -141.71;

limit5 = -326.16;
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limit6 = -693.95;

% Finding maximum y-axis data point

maxY = max(yData);

% ldentifying data points that fall within different risk categories

arealndicesTop2 = find(yData > limit1 & yData <= limit2 | yData < limit4 & yData >= lim-
it5);

yDataTop2 = yData(arealndicesTop2);

arealndicesTop1 = find(yData > limit2 & yData <=limit3 | yData < limit5 & yData >= lim-
it6);
yDataTop1 = yData(arealndicesTop1);

arealndicesTop = find(yData > limit3 | yData < limit6);
yDataTop = yData(arealndicesTop);

% Scatter plot for different risk levels with distinct colors
scatter(xData(arealndicesTop2), yDataTop2, markerSize, filled', 'MarkerFaceColor', [1,
0.8, 0.4], 'MarkerEdgeColor', 'black’);

scatter(xData(arealndicesTop1), yDataTop1, markerSize, filled', 'MarkerFaceColor', [1,
0.5, 0], 'MarkerEdgeColor', 'black’);

scatter(xData(arealndicesTop), yDataTop, markerSize, 'filled', 'MarkerFaceColor', 'red’,
'‘MarkerEdgeColor', 'black’);

% Adding labels and legend to the plot

grid on;

xlabel('Risk");

ylabel('Price");

legend('No Risk', 'Low Risk', '"Medium Risk', 'High Risk'");

Program 4: The following simulation program is for volume shortage based risk anal-

ysis of Balancing Energy mFRR Downregulation market.

xData = Risk; % Risk is Volume Shortage Index
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yData = Price; % Price is the hourly price of market

markerSize = 50; % Setting up marker size for plot

% Scatter plot for all data

scatter(xData, yData, markerSize, 'filled’, 'MarkerFaceColor', 'blue’, 'MarkerEdgeColor',
'black’);

hold on

% ldentifying and plotting low risk hours

indices_low_risk = Risk >= 0.80 & Risk < 0.90;

scatter(Risk(indices_low_risk), Price(indices_low_risk), markerSize, 'Marker', 'o’,
'MarkerFaceColor', [1 0.8 0.4], 'MarkerEdgeColor', 'k');
low=yData(indices_low_risk);

hold on;

% ldentifying and plotting medium risk hours

indices_medium_risk = Risk >= 0.90 & Risk < 0.95;
scatter(Risk(indices_medium_risk), Price(indices_medium_risk), markerSize, 'Marker',
'0', 'MarkerFaceColor', [1 0.5 0], 'MarkerEdgeColor', 'k');

medium = yData(indices_medium_risk);

% ldentifying and plotting high risk hours

indices_high_risk = Risk >= 0.95;

scatter(Risk(indices_high_risk), Price(indices_high_risk), markerSize, 'Marker', '0',
'‘MarkerFaceColor', [1 0 0], 'MarkerEdgeColor', 'k");

high = yData(indices_high_risk);

% Adding labels and legend to the plot

xlabel('Volume Shortage Index');

ylabel('Price");

legend('No Risk', 'Low Risk', '"Medium Risk', 'High Risk');

grid on;

Program 5: The following simulation program is for load modelling of heat pumps for

customers of all load groups except load group 18.
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% Calculating resultantMatrix based on TotalAnnualEnergyMWh and Load Profiles
resultantMatrix = zeros(numel(NISlaskennankuormituskyrt. KuormaWh), size(LG, 1));
fori = 1:size(LG, 1)
resultantMatrix(:, i) = (LG.TotalAnnualEnergyMWAh(i) .*
NISlaskennankuormituskyrt. Kuormawh) / 10000;

end
THdd = 17, % Setting up HDD temperature (THdd) to 17°C
Ttimestep = 1; % Setting up time step (Ttimestep) to 1 hour

% Initializing a variable to store the hourly heating degree hours (Hdd)

Hdd = zeros(size(AirTemperaturedegC));

% Calculating Hdd for each hour based on hourly outdoor temperature
for t = 1:length(AirTemperaturedegC)
Hdd(t) = max(0, THdd - AirTemperaturedegC(t));
end
SumHdd = sum(Hdd) * Ttimestep;

% Setting the fixed value for Thsy in Kelvin
Thsy = 308.5;

% Calculating COP for each hour
COP = zeros(size(AirTemperatureK));
for t = 1:length(AirTemperatureK)
COP(t) = Thsy / (Thsy - AirTemperatureK(t));
end
f=3.5/11.01;
COP_Final= COP*f;

% Assigning hourly COP values to all customers of the load group
numColumns = 4613; % Number of customers
COP_Final_expanded = repmat(COP_Final, 1, numColumns);
COP_e =repmat(COP, 1, numColumns);

COP_Final_expanded = COP_Final_expanded(2:end, :);
COP_Final_expanded1 = COP_Final_expanded(1:end-25, :);
SHdd = SumHdd;
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% Kk is the percentage of heat pump consumption of customer dependent upon method
and load gouup.
Qheating_spaces_data = (LG1.TotalAnnualEnergyMWh) .* (k); % Extract the data

% Calculating Ispaces (Space heating demand for each customer)
Ispaces = zeros(length(AirTemperaturedegC), length(Qheating_spaces_data));
for q = 1:length(Qheating_spaces_data)
for t = 1:length(AirTemperaturedegC)
if THdd > AirTemperaturedegC(t)
Ispaces(t, q) = ((Qheating_spaces_data(q) * (THdd - AirTempera-
turedegC(t))) /
SHdd);
else
Ispaces(t, q) = 0;
end
end
end
Ispaces = Ispaces(2:end, :);
Ispaces_trimmed = Ispaces(1:end-25, :);
AirTemperaturedegC= AirTemperaturedegC(2:end, :);
AirTemperaturedegC1= AirTemperaturedegC(1:end-25, :);

% Assigning electricity consumption demand for space heating of all customers

e _spaces = Ispaces_trimmed ./ COP_Final_expanded1;

% Assigning the size of smallest sized single heat pump
Ihp_spaces_max = (0.25 .* COP_Final_expanded1) / 3.5;

% Assigning electricity consumption of smallest sized single heat pump

e_maximum = |hp_spaces_max ./ COP_Final _expanded1;

%Calculating size and hourly output of heat pump assigned to each customer
x =0.07142;

checktable = e_spaces;

max_checktable = max(checktable);

for row = 1:size(lhp_spaces_max, 1)
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for colu = 1:size(mean_checktable, 2)
currentValue = max_checktable(1, colu);
numConditions = 3500;
multipliers = 1:numConditions;
maxnumConditions = 3500;
conditionBoundaries = (1:numConditions) * x;
for condition = 1:numConditions
if currentValue > conditionBoundaries(condition) && currentValue <
conditionBoundaries(condition + 1)
Ihp_spaces_max1(row, colu) = lhp_spaces_max(row, colu) *
multipliers(condition + 1);
break;
elseif currentValue > maxnumConditions * x
Ihp_spaces_max1(row, colu) = lhp_spaces_max(row, colu) * maxnumCon-
ditions;
else
Ihp_spaces_max1(row, colu) = lhp_spaces_max(row, colu);
end
end
end
end
|_hp = zeros(size(Ihp_spaces_max1));
for col = 1:size(lhp_spaces_max1, 2)
for t = 1:size(lhp_spaces_max1, 1)
if Ispaces_trimmed(t, col) > lhp_spaces_max1(t, col)
I_hp(t, col) = Ihp_spaces_max1(t, col);
else
I_hp(t, col) = Ispaces_trimmed(t, col);
end
end

end

%Calculating maximum size, hourly electricity consumption, and hacking capacity of
each heat pump

e =1_hp ./ COP_Final_expanded1;

e_max1 = lhp_spaces_max1 ./ COP_Final_expanded1;

e_hacking = e_max1 - e;
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%Modifying customer load in normal as well as after hacking operation
modified = resultantMatrix_other + e;

final = modified + e_hacking + e_hacking_original;

Program 6: The following simulation program is for load modelling of heat pumps for

customers of load group 18.

% Assigning heat pump size based on average annual consumption of load group 18

maxConsumption = 0.5714;

% Initializing an array to store daily consumption

consumptionPattern = zeros(size(Number, 1), 1);

% Loop through each day

for col = 1:size(Number, 1)
day = Day(col, 1); % Extract the day for the current row
season = Season(col, 1); % Extract the month for the current row
holiday = Holiday{col}; % Extract the Holiday status for the current day
month = Month(col, 1);

% Checking if it's a "Summer" month
if ismember(season, 'Summer")
if ~isempty(holiday) && strcmp(holiday, 'Yes')
consumptionPattern(col) = 0.5 * maxConsumption;
elseif ismember(day, {'Sa’, 'Su'})
consumptionPattern(col) = 0.3 * maxConsumption;
else
consumptionPattern(col) = 0.10 * maxConsumption;

end

% Checking if it's a "Winter" month
elseif ismember(season, 'Winter')
if ~isempty(holiday) && strcmp(holiday, 'Yes')
consumptionPattern(col) = 0.95 * maxConsumption;

elseif ismember(day, {'Sa’, 'Su'})



consumptionPattern(col) = 0.80 * maxConsumption;

else

consumptionPattern(col) = 0.30 * maxConsumption;

end
% Checking if it's April or October
elseif ismember(month, {'April', 'October'})

if ~isempty(holiday) && strcmp(holiday, 'Yes')

consumptionPattern(col) = 0.725 * maxConsumption;

elseif ismember(day, {'Sa’, 'Su'})

consumptionPattern(col) = 0.55 * maxConsumption;

else

consumptionPattern(col) = 0.20 * maxConsumption;

end
end

end

% Adding the consumption pattern to the table
calendarTable.Consumption = consumptionPattern;

originalPattern = consumptionPattern;

% Creating a new array to store the hourly pattern (8760x1 table)

hourlyPattern = zeros(8760, 1);

% Counter for the hourly pattern

hourlyCounter = 1;

% Loop through each day in the original pattern
for day = 1:365
for hour = 1:24

hourlyPattern(hourlyCounter) = originalPattern(day);

hourlyCounter = hourlyCounter + 1;
end

end

% Number of times to repeat each column

numRepeats = 1375;

125



126

% Getting the number of rows in the original array

numRows = size(hourlyPattern, 1);

% Formulating hourly consumption pattern of heat pump for each customer

hourlyPattern1 = repmat(hourlyPattern, 1, numRepeats);

% Calculating resultantMatrix based on TotalAnnualEnergyMWh and Load Profiles
resultantMatrix = zeros(numel(NISlaskennankuormituskyrt. KuormaWh), size(LG18, 1));
fori = 1:size(LG18, 1)
resultantMatrix(:, i) = (LG18.TotalAnnualEnergyMWh(i) .*
NISlaskennankuormituskyrt. KuormawWh) / 10000;

end

% Assigning heat pump hourly consumption to each customer’s load

m2 = resultantMatrix + hourlyPattern1;

% Calculating remaining hacking capacity and customer load after heat pump hacking
m3 = 0.5714-hourlyPattern1;

m4 = m3 + m2;

Program 7: The following simulation program is for load modelling of dumb charging

of electric vehicles for all customers of the network at 11.1 kW charging power.

% Mean and standard deviation values
mu = 16.53;
sigma = 3.99;

num_customers = 45000; % Replace with the actual size of customer list

% Generating start time from the Gaussian distribution

start_time = normrnd(mu, sigma, [num_customers, 1]);

% Assigning distance covered for each customer
Distance_Avg = 46;

Distance_Deviationstd = 20;
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Distance_covered = normrnd(Distance_Avg, Distance_Deviationstd,[num_customers,

11);

Distance_covered = max(Distance_covered, 0);

%Assigning time span of charging to each customer
timespan = (Distance_covered * 0.25) / (9.9);

s = start_time + timespan,;

% Assigning time of charging from start time to ceiling of start time
cil_strt = ceil(start_time);
flr_strt = floor(start_time);
time_first_hour = zeros(num_customers, 1);
for i = 1:num_customers
if s(i) > cil_strt(i)
time_first_hour(i) = cil_strt(i) - start_time(i);
else
time_first_hour(i) = timespan(i);
end

end

% Assigning EV charging consumption from start time to ceiling of start time
consumption_first_hour = 11.1*time_first_hour;

consumption_first_hour_tsp = transpose(consumption_first_hour);

% Assigning time of charging from floor of ending time to ending time
ending_time= start_time+timespan,;

cil_end = ceil(ending_time);

flr_end = floor(ending_time);

time_last_hour= ending_time-flr_end;

% Assigning EV charging consumption from floor of ending time to ending time
consumption_last_hour = 11.1*time_last_hour;

consumption_last_hour_tsp = transpose(consumption_last_hour);

% Transpose variables for matrix operations
flr_strt_tsp = transpose(flr_strt);

cil_end_tsp = transpose(cil_end);
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flr_end_tsp = transpose(flr_end);

% Formulation of matrix for each customer for 48 hours charging assignment
f= combine(flr_strt_tsp+1,flr_end_tsp+1);
newMatrix = zeros(48, 45000);
for col = 1:size(f, 2)
row_ind = f(:, col);
valid_rows =row_ind >= 1 & row_ind <= size(newMatrix, 1);
row_ind = row_ind(valid_rows);
linear_ind = sub2ind(size(newMatrix), row_ind, col * ones(size(row_ind)));
newMatrix(linear_ind) = row_ind;
end
for col = 1:size(newMatrix, 2)
uniqueValues = unique(newMatrix(:, col));

uniqueValues = uniqueValues(uniqueValues ~= 0);

if numel(uniqueValues) ==
idx1 = find(newMatrix(:, col) == uniqueValues(1));
idx2 = find(newMatrix(:, col) == uniqueValues(2));
newMatrix(idx1(1):idx2(1), col) = linspace(uniqueValues(1), uniqueValues(2),
numel(idx1:idx2));
end

end

% Formulation of matrix for each customer for the whole year charging assignment
extMatrix = zeros(8760, 45000);
extMatrix(1:48, :) = newMatrix;
desired_rows = 8760;
for col = 1:size(extMatrix, 2)
uniqueValues = unique(extMatrix(:, col));

uniqueValues = uniqueValues(uniqueValues ~= 0);

while max(uniqueValues) + 24 < desired_rows
newlndices = uniqueValues + 24;
newlndices = min(newlndices, desired_rows);
extMatrix(newlIndices, col) = newlndices;

uniqueValues = newlindices;
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end

end

% Assigning EV charging consumption pattern to each customer for 48 hours

for idx = 1:length(newlIndices)
extMatrix = [extMatrix; zeros(1, size(extMatrix, 2))];
extMatrix(end, col) = newlIndices(idx);

end

extMatrix = extMatrix(1:8760,:);

consu = zeros(48, 45000);

consumption_middle = 11.1;

for col = 1:size(newMatrix, 2)
[~, first_non_zero_row] = max(newMatrix(:, col) ~= 0);
unique_values = unique(newMatrix(:, col));

unique_values = unique_values(unique_values ~= 0);

consu(first_non_zero_row, col) = consumption_first_hour_tsp(col);
if numel(unique_values) > 2
last_unique_value = unique_values(end);
medium_values = unique_values(2:end-1);
consu(newMatrix(:, col) == last_unique_value, col) = consump-
tion_last_hour_tsp(col);
consu(ismember(newMatrix(:, col), medium_values), col) = consumption_middle;
elseif numel(unique_values) ==
last_value = unique_values(end);
consu(newMatrix(:, col) == last_value, col) = consump-
tion_last_hour_tsp(col);
end

end

% Assigning EV charging consumption pattern to each customer for the whole year
extcons = zeros(8760, size(consu, 2));
for col = 1:size(consu, 2)
nonZerolndices = find(consu(:, col) ~= 0);
for val = 1:length(nonZerolndices)
currentVal = consu(nonZerolndices(val), col);
indicesToFill = nonZerolndices(val):24:8760;
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indicesToFill = indicesToFill(indicesToFill <= 8760);
extcons(indicesToFill, col) = currentVal;
end

end

% Calculating resultantMatrix based on TotalAnnualEnergyMWh and Load Profiles
resultantMatrix = zeros(numel(NISlaskennankuormituskyrt. Kuormawh), size(LG, 1));
fori = 1:size(LG, 1)
resultantMatrix(:, i) = (LG.TotalAnnualEnergyMWh(i) .*
NISlaskennankuormituskyrt. KuormaWh) / 10000;

end

%Adding EV load to customer consumption

resultantMatrix2 = resultantMatrix + extcons;

Program 8: The following simulation program is for after-hacking load modelling of
electric vehicles for all customers of the network at 11.1 kW charging power. This code
can be based on after hacking strategy of reverse price based as well as descending

order of number of vehicles connected to the network.

% Assigning distance covered for each customer

Distance_Avg = 46;

Distance_Deviationstd = 20;

Distance_covered = normrnd(Distance_Avg, Distance_Deviationstd,[num_customers,

11);

Distance_covered = max(Distance_covered, 0);

% Mean and standard deviation values
mu = 16.53;
sigma = 3.99;

num_customers = 363; % Replace with the actual size of customer list

% Generating start time from the Gaussian distribution

start_time = normrnd(mu, sigma, [num_customers, 1]);

%Assigning time span of charging to each customer
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timespan = (Distance_covered * 0.25) / (9.99);

% order is either based on hourly price or number of vehicles connected to the network

[~, order] = sort(HourlyPrice);

%Assigning vehicle connection to the grid times
t1 = (start_time + 16).";
t2 = (start_time + 24).";
timespan= (timespan).";
t choose =t1;
indices = timespan >= 15;
t _choose(indices) = t2(indices);
order_ext = zeros(48, 1);
fori=1:24
order_ext((i-1)*2 + 1) = order(i);
order_ext((i-1)*2 + 2) = order(i) + 24;
end
n = zeros(48,363);
start_time = (start_time).";
t_choose = (t_choose).";
ceil_timespan = ceil(timespan);
ceil_t_choose = ceil(t_choose)';
ceil_start_time = ceil(start_time);
flr_timespan = floor(timespan);

time_last_hour= timespan-flr_timespan;

%Assigning charging powers for charging times
c2 =11.1 * time_last_hour;
cl1 =111,

% Formulation of matrices for for daily charging assignment each customer
E = zeros(24, 363);
for col = 1:size(ceil_timespan, 2)

numValues = ceil_timespan(1, col);

minValue = ceil_start_time(1, col);

maxValue = ceil_t_choose(1, col);

minValue = max(minValue, min(order_ext));



maxValue = min(maxValue, max(order_ext));
selectedValues = order_ext(order_ext >= minValue & order_ext <= maxValue);
numRowsToFill = min(numValues, numel(selectedValues));
E(1:numRowsToFill, col) = selectedValues(1:numRowsToFill);
end
above 24 = E > 24;
E(above 24) = E(above 24) - 24;
consumption = zeros(24,363);
for col = 1:size(E, 2)
values = E(:, col);
nonZerolndices = values ~= 0;
if any(nonZerolndices)
lastNonZerolndex = find(nonZerolndices, 1, 'last');
consumption(values(nonZerolndices), col) = consump-
tion(values(nonZerolndices), col)
+1;
if ~isempty(lastNonZerolndex)
consumption(values(lastNonZerolndex), col) =
consumption(values(lastNonZerolndex), col) + 1;
end
end

end

% Assigning EV charging consumption to each customer for whole year
for col = 1:size(consumption, 2)
consumption(consumption(:, col) == 2, col) = c2(col);
end
hours_in_a_day = 24,
total_hours = 8760;
consumption_extended = zeros(total_hours, size(consumption, 2));
for i = 1:size(consumption, 2)
consumption_extended(:, i) = repmat(consumption(:, i), total_hours /
hours_in_a_day, 1);

end

%Adding EV load to customer consumption

R2 = resultantMatrix+consumption_extended;
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