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ABSTRACT
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Risks, opportunities, and required capabilities
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Tampere University
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June 2024

The process industry has moved towards digital servitization and data-driven services to pro-
vide value for the end customer. A common way has been to do remote monitoring in the cloud
and perform remote services with cloud-based loT applications and other analytical capabilities.
Since the amount of data is increasing and the requirements for remote services are changing,
the cloud can not answer all demands anymore. The huge amount of data has caused latency
and increased data processing costs in the cloud. Hence a new solution edge has been proposed
to answer the real-time requirements and to reduce the burden of the cloud for a better user
experience and minimized latency and costs.

The edge solution is still a new solution, which is why there is yet no clear definition of how it
should be utilized in the process industry and what are its roles compared to the cloud. This
research was done as a case study. The case company wanted to understand how an edge
solution will change the traditional way of performing remote services in the cloud and what kind
of capabilities are needed to keep performing remote services at the edge. Hence, this research
aims to understand how edge solution will change how remote services are performed, and what
needs to be taken into account when developing edge solution for enabling remote services at
the edge. The base understanding and base theory of the topic were collected from the case
company and with a literature review. The defined theory was then tested with a case study in the
case company consisting of a pre-questionnaire and interviews with research participants to col-
lect both qualitative and quantitative data.

As a result, findings from the literature review and case study were combined to answer the
research problem and seven sub-research questions. It was found that the edge cloud can not
fully replace the cloud since the cloud has still some strengths and opportunities that the edge
can not meet like fleet monitoring and training more advanced analytical models. Edge solution
can broaden the service and product portfolio by enabling local solutions of the offering for cus-
tomers who do not want to transfer their data to the cloud. Edge can also act as an extension of
the cloud to answer real-time requirements and lower the burden of cloud computing and possibly
minimize costs. This model is a hybrid model where the strengths of both cloud and edge are
utilized to achieve the best outcome. In the hybrid model, the edge can handle pre-processing
data that can then be transferred to the cloud for post-processing. Cloud can handle training more
advanced analytical models which edge does not have enough capacity for and the trained model
attributes can be transferred to edge for local implementation. To enable performing remote ser-
vices at the edge, there needs to be remote access which enables easy access to the solution.
Additionally, the roles of edge and cloud need to be clearly defined in a hybrid model.

This research guides companies working in the process industry and providing remote ser-
vices about how edge solution should be utilized and what needs to be considered when devel-
oping the solution. Additionally, the research creates a base for further studies. The topic is wide
which is why there are a lot of possibilities for future work. For literature, this research fills the
identified gap and provides a further understanding of the edge in the context of process industry
and remote services.

Keywords: Process industry, 10T, data-driven services, remote services, digital servitization,
edge computing, cloud computing
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Digitaalinen palvelullistaminen ja datapohjaiset palvelut ovat yleistyneet prosessiteollisuu-
dessa arvontuottamiseksi asiakkaille. Etaseurantaa on yleensa tarjottu pilvessa pilvipohjaisten
esineiden internetin sovellusten ja muiden analyysikyvykkyiden avulla. Pilvi ei kuitenkaan pysty
vastaamaan datan maaran kasvun seurauksena muuttuviin etdseurannan tarpeisiin. Suuri datan
maara on aiheuttanut viivetta ja kohonneita kustannuksia pilveen. Taman takia uudenlaista reu-
nalaskenta ratkaisua on ehdotettu vahentamaan pilven kuormitusta taatakseen paremman kayt-
tajakokemuksen, pienentamaan viivetta ja mahdollisesti vahentdmaan kustannuksia.

Reunalaskenta on uusi ratkaisu, jonka takia viela ei ole selkeda kuvausta kuinka sita tulisi
hyédyntaa prosessiteollisuudessa tai mika sen rooli on pilveen verrattuna. Tama tutkimus tehtiin
tapaustutkimuksena. Kohdeyritys halusi ymmartaa kuinka reunalaskenta muuttaa etapalveluiden
toteuttamista seka millaisia kyvykkyyksia tarvitaan, jotta etdpalveluita pystytaan toteuttamaan
reunalaskennan avulla. Siksi tdman tutkimuksen tavoite oli tutkia kuinka reunalaskenta muuttaa
tapaa toteuttaa etapalveluita ja millaisia kyvykkyyksia tarvitaan etdpalveluiden toteuttamiseksi
reunalaskennan avulla. Pohjatiedot aiheesta kerattiin kohdeyritykselta, ja alustava teoria muo-
dostettiin pohjatiedon ja kirjallisuuden pohjalta. Tata teoriaa testattiin tapaustutkimuksella koh-
deyrityksessa kyselyiden ja haastatteluiden avulla. Kyselyissa ja haastatteluissa keréattiin seka
kvalitatiivista ettd kvantitatiivista dataa.

Loydokset kirjallisuudesta ja tapaustutkimuksesta muodostivat vastauksen tutkimusongel-
maan ja sen alatutkimuskysymyksiin. Loydoksien perusteella reunalaskenta ei pysty korvaamaan
pilvilaskentaa taysin, silla pilvelld on vahvuuksia ja kehitysmahdollisuuksia, joita reunalaskenta ei
mahdollista. Naitd vahvuuksia ovat esimerkiksi fleetin seuranta ja alykkaiden analytikkamallien
kouluttaminen. Reunalaskenta laajentaa palvelu- ja tuoteportfoliota mahdollistaen paikallisten rat-
kaisuiden toteuttamisen asiakkaille, jotka eivat halua lahettda dataansa pilveen. Reunalaskenta
voi toimia myds pilvilaskennan jatkeena vastatakseen reaaliaikaisuuden tarpeeseen, helpotta-
maan pilvilaskennan kuormitusta seka mahdollisesti vahentamaan kustannuksia. Tallaista toimin-
tamallia kutsutaan hybridimalliksi, jossa hyddynnetaan reunalaskennan ja pilvilaskennan parhaita
ominaisuuksia optimaalisen lopputuloksen saavuttamiseksi. Hybridimallissa reunalaskennan
avulla voidaan prosessoida dataa, joka sitten siirretdan pilveen jatkokasittelya varten. Pilvilasken-
nan avulla voidaan kouluttaa alykkaitd analytiikkamalleja, joihin reunalaskennassa ei ole kapasi-
teettia. Mallien parametrit voidaan lahettda reunalaskentaan paikallista toteutusta varten. Jotta
etapalveluita voidaan toteuttaa reunalaskennan avulla, tulee ratkaisuihin paasta helposti kasiksi
etdyhyteyden avulla. Lisdksi reunalaskennan ja pilvilaskennan roolit tulee maaritelld hybridimal-
lissa.

Tama tutkimus tarjoaa ohjeistusta etapalveluita prosessiteollisuudessa tarjoaville yrityksille
reunalaskennan hyoddyntamiseen seka siihen, millaisia asioita pitdd huomioida reunalaskennan
kehityksessa. Lisaksi tama tutkimus tarjoaa teoreettisen pohjan jatkotutkimukselle. Aihe on laaja,
minka takia aiheen parissa on paljon potentiaalia ja tarvetta jatkotutkimukselle. Kirjallisuuden na-
kokulmasta tama tyo tayttaa tunnistettuja puutteita ja tarjoaa ymmarrysta reunalaskennasta pro-
sessiteollisuuden ja etapalveluiden kontekstissa.

Avainsanat: Prosessiteollisuus, esineiden internet, datapohjaiset palvelut, etdpalvelut,
digitaalinen palvelullistaminen, reunalaskenta, pilvilaskenta
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1. INTRODUCTION

This chapter introduces the background of the topic, research objectives and questions,

and research focus, boundaries, and structure.

1.1 Background

One main challenge in the process industry is to reach continuous 100% availability
(Isaksson et al. 2018). Hence continuous monitoring and optimization of processes is a
must in the process industry to stay competitive and minimize unplanned downtime.
(Azeved 2022; Krumeich et al. 2016) Since technology is developing all the time and
becoming more complex, another challenge in the process industry is how to maintain
these more complex systems with less effort (Isaksson et al. 2018). As the systems get
more complex, loT has also enabled collecting of large amounts of data from the moni-
tored assets (Kaur et al. 2018). This has created opportunities for new kinds of services
with digital capabilities, data-driven services. Collected data itself is meaningless unless
it is processed, analyzed, evaluated, and utilized in decision-making. (Rapaccini & Adro-
degari 2022) Cloud computing is a common way of performing remote services in the
process industry since it enables more efficient monitoring and more intelligent analytics
that can help in monitoring tasks (Raddats et al. 2022; Ren et al. 2022.).

Even though cloud computing has been proven to be an efficient way for efficient way
for processing data, it has limitations when the amount of data is increasing (Shi et al.
2016). It can not answer the real-time requirements since it consists of latency (Liu et al.
2019). Hence a new solution, edge computing has been proposed to support the cloud
in these kinds of requirements and to minimize the burden of the cloud (Kong et al. 2022;
Shi et al. 2016). However, it is not straightforward to determine how edge computing
should be utilized in the process industry and how is it positioned with cloud computing
(Ashouri et al. 2018).

1.2 Research objectives and questions

This research concentrates on an edge solution and how it changes the current way of
conducting remote services. The need for this research arose from a case company uti-

lized in this research. The case company is a large Finnish process technologies and



automation company that performs remote services for its customers. The case company
is developing an edge solution in addition to their current cloud solution. The drivers for
this development have been that some customers are unwilling to transfer their data to
the cloud but are still interested in the services and products offered in the cloud. Another
driver for the edge is data processing costs. The hypothesis in the case company is that
an edge solution could help to decrease the data processing costs. The third driver for
the edge solution is that there are loT applications that should work based on real-time
data but since they are residing in the cloud, they contain latency. The second hypothesis
in the case company is that the cloud is no longer needed but the edge solution could
be utilized instead. This research aims to address these hypotheses and investigate how
edge solution could change the way of performing remote services and hence what kind
of things should be taken into account when developing the edge solution further to en-
able performing remote services with edge solution. Based on El-Sayed et al. (2017)
scalability, robustness, efficiency, manageability, and dynamicity are not usually in focus
when developing an edge solution. Hence this research helps to close this gap and pro-
vide a better understanding and guidance on how these aspects can be better taken into
account when developing an edge solution. There is no existing literature about how
edge solution changes the way of performing remote services which is critical to consider
in the process industry. This research aims to close this gap. Based on these targets,

the main research question and its sub-research questions are:

Main RQ: How edge solution will change the way of performing remote services, and
what kinds of things are critical for enabling performing remote services when developing

an edge solution?
Sub RQ1: What kind of remote services are provided in the process industry?

Sub RQ2: What kind of technical capabilities and tools are required for conducting re-

mote services?
Sub RQ3: What kind of shortages there is currently in capabilities in the cloud?

Sub RQ4: What kind of benefits edge solution could provide for remote services com-

pared to a single cloud solution?
Sub RQS5: What kind of risks and challenges there is in single edge solution?
Sub RQ6: How edge solution change the way remote services are performed?

Sub RQ7: Which things should be defined in the case company when developing edge

solution further?



1.3 Research focus, boundaries, and structure

Since this research is conducted as a case study, the focus is on the process industry,
Industrial Internet, and remote services. The remote services are narrowed down to ser-
vices that are currently conducted in the cloud since those are the services and products
that will be at the edge in the future in the case company. The products indicate loT
applications and technical capabilities. In the case company, the edge solution is a server
that contains the capability to hold cloud-based IoT applications and technical capabili-
ties that a service provider can utilize to perform remote services. The customer has also
access to the edge and its products and capabilities. In this research, the edge solution
is studied without narrowing down the focus to only this kind of edge solution to get a
wider understanding of the possible capabilities. This research will focus more on the
way of working and the business side of the topic rather than technical specifications.
This research is a base for further research related to the topic which can include more
technical specifications. If both would be included in this research, the scope would be

too wide.

This research is divided into a theoretical foundation part consisting of a literature review
and an empirical analysis part consisting of a case study. The literature review is pre-
sented in chapters 3-5. The chapter 3 presents the process industry and its main char-
acteristics to create a base understanding of the context and to understand which char-
acteristics of the process industry affect this research. In chapter 3 also the analytics
maturity model is created that is used to analyze the maturity level of the analytics in the

case company.

Since chapter 3 does not yet take into account how remote services are performed in
the process industry, chapter 4 presents the current way of performing remote services
in the process industry with digital capabilities. Currently, the traditional way for conduct-
ing remote services in the process industry has been to utilize cloud capabilities together
with traditional DCS. Chapter 4 presents also the challenges in the current way of per-
forming remote services in the process industry which creates a base understanding of

why the edge is needed.

Finally, chapter 5 presents edge solution and the opportunities that it can bring to the
way of performing remote services in the process industry. Since single single-edge so-
lution has its restrictions, a hybrid model is studied as a third option. Chapter 5 aims to

compare a single-cloud, a single-edge, and a hybrid model.



The results of the case study are presented in chapter 6 where also the maturity level of
the analytics in the case company is defined, and the findings and discussion are pre-
sented in chapter 7. Chapter 7 answers the research questions and highlights the most
interesting findings. Finally, a conclusion containing short answers to the research ques-
tions, managerial implications, research evaluation, and future work is presented in chap-

ter 8. First chapter 2 presents the research design and methods.



2. RESEARCH DESIGN AND METHODS

This chapter presents the decisions that were made when designing this research by
utilizing the research onion model from Saunders et al. (2007). The other half of this
chapter presents the methods for literature review that were used to create a base theory

for the research and methods for the empirical part of the research.

2.1 Research design

The research onion model from Saunders et al. (2007) was utilized as a guideline when
designing this research. The research onion model was chosen since it gives clear guide-
lines for the required decisions and makes the decisions transparent. Usually when re-
search is designed, the techniques are the first thing that are considered for answering
research questions. However, the techniques require multiple choices that result in the
decision. These decisions need to be made visible so that the research can be trusted.
(Saunders et al. 2007) The onion model and the decisions made when designing this

research are illustrated in Figure 1.

Research Philosophy
Research Strategy
Techniques and procedures Research Approach

Cross-sectional

Mixed method Abduction  Critical realism

Interviews

Time Horizon

Methodolegical choice

Figure 1. Research onion model (adapted from Saunders et al. 2007)

The outer layer in the onion model is research philosophy. Research philosophy refers
to beliefs and assumptions. The assumptions can refer to assumptions about the nature
of reality or about knowledge. The beliefs refer to values and ethics. (Saunders et al.
2007) This research aims to identify how edge computing can affect remote services in
the process industry but to also guide what things should be defined and developed
further related to edge cloud so that it does not put remote services at risk. This is the
research problem that is answered in this research and hence pragmatism is suitable as

a research philosophy in this research since in pragmatism the aim is to follow a research



problem and the focus is on practical solutions and outcomes. Pragmatism focuses on
practical solutions and outcomes to make an actual difference in organizational prac-
tices. Pragmatism sees that the research is only relevant if it supports action. (Saunders
et al. 2007)

The second layer from outside the onion model is the research approach. The research
approach is related to theory, whether it is tested or created through research. In deduc-
tion, the existing theory is tested through hypotheses. As a result, the existing theory can
be falsified or verified. In induction, research explores a phenomenon, identifies themes
and patterns, and creates a conceptual framework that can then be generalized into a
new theory. Abduction differentiates from deduction and induction so that it utilizes both,
existing theory, and new data to create a generalization. Abduction moves back and forth
between theory and data to modify or create theory. (Saunders et al. 2007) In this re-
search, the theory is utilized as a base for the research. After the research, the results
are compared to the theory to create a new modified theory and framework. Hence, this

research takes partial abduction as a research approach.

The third layer from the outside of the onion model is methodological choices. The first
methodological choice is whether the research utilizes qualitative, quantitative, or mixed
methods. The qualitative method generates non-numerical data through data collection
techniques like interviews. The quantitative method generates instead numeric data
through data collection techniques like surveys. If the research combined both, non-nu-
merical data and numeric data, the research utilizes mixed method. (Saunders et al.
2007) This research utilizes both, qualitative and quantitative data collection, to provide
a broader understanding of the research problem and hypotheses and hence the mixed

method is chosen.

The next layer towards the center of the onion model is the research strategy. A simple
definition for research strategy is a plan of actions to achieve the defined goals. The
choice of whether qualitative, quantitative, or mixed method is used affects the research
strategy since the research strategy points out the concrete method for data collection.
There are many options to choose from which interviews and surveys were already men-
tioned. (Saunders et al. 2007) This research utilizes interviews to collect non-numerical
data and surveys to collect numeric data. However, the interviews and surveys are done
for a case company which narrows the scope to a specific real-life setting hence case

study is one research strategy in addition to the survey.

The second layer from the middle of the onion model is the time horizon. The time

horizon can be either cross-sectional where a phenomenon is studied at a particular time



or longitudinal where the phenomenon is studied over a longer time. Longitudinal studies
enable recognizing change and development. (Saunders et al. 2007) This research is

conducted during six months and hence the time horizon is cross-sectional.

The midmost layer in the onion model is the techniques and procedures for data col-
lection and analysis (Saunders et al. 2007). As said earlier, interviews and surveys are
utilized for the data collection. In the analysis, the numeric data is grouped for themes

that are then combined with non-numeric data to create the results of the research.

This research combines multiple methods to create actionable outcomes that can create
value for an organization when applied. This supports the definition of pragmatism that
was chosen as a research philosophy. The decision to utilize both qualitative and quan-
titative data collection resulted in the decision to utilize case study and surveys as a
research strategy, and for choosing surveys and interviews as techniques for data col-
lection. Since the time horizon is cross-sectional, this research does not study change
or development but instead time-bound situation. Since this study utilizes the abduction
approach, the aim is to either modify or create a theory in the end. Even though the
research is a case study, the abduction approach enables the creation of results that can
be generalized. Cross-sectional time horizon however makes the results time-bound and
the results might need to be validated after time passes. The research onion model was
not mechanically followed but instead utilized as a guideline in the design of this research

and for demonstrating the decisions that were made.

2.2 Method for literature review

Since the internet and search engines have developed, information search has become
a routine for everyone. Information search aims to find relevant information for those who
need it. The search process goes as presented in Figure 2. First needs need to be de-
fined. After that related search task is formed and suitable search inquiries are defined.
(Jarvelin & Sormunen 2010)

e
Definition of Definition of Creation of Collecting
: L : Results
needs search tasks inquiries material

Figure 2. Process for information search (adapted from Jéarvelin & Sormunen 2010)

In this research, the need was to find information about how edge computing will change
the way remote services are performed and hence the search task was to find infor-

mation about the process industry, how remote services are conducted in the process



industry, cloud computing, what kind of challenges there is when performing remote ser-

vices, and edge computing. The suitable search inquiries are presented in Table 1.

Table 1. Search inquiries and found materials
Source Search phrase Results Chosen articles
Andor "data-driven  ser- | 93 items Rapaccini & Adro-
vices" AND indus- degari 2022
trial
edge AND "auto- | 481 items Mubeen et al. 2017,
mation system" Dai et al. 2023, Jin
AND indust* et al. 2024
"process automa- | 89 items Isaksson et al.
tion" AND edge 2018, Xu et al.
AND cloud 2018, Tusa et al.
2024, Angelopou-
los et al. 2019
Scopus "process industry" | 32 documents Schmidt et al. 2018,

AND ( ( ( "data-
driven" OR smart )
AND service* ) OR

servitiza® )

Kanninen et al.
2017

Google Scholar

"edge" AND "smart

product service"

965 documents

Liu et al. 2019,
Zheng et al. 2019,
Hastbacka et al.
2021

edge AND "predic-

tive maintenance"

30k documents

Hafeez et al. 2021,
Teoh et al. 2021,
Bellavista et al.
2020

"edge computing"
AND ("challenges"

222k documents

Shi et al. 2016,
Kaur et al. 2018,




OR "industrial inter- Hassan et al. 2018,
net of things") Pan et al. 2017

"cloud" AND "secu- | 1m documents Ometov et al. 2022,
rity" AND "edge" El-Sayed et al.

2017, Francis et al.
2018, Ashouri et al.
2018

With these search phrases, in Table 1, the first sources were found as listed in the table.
After this the articles were studied and new needs related to materials were defined (Ja-
rvelin & Sormunen 2010). This kind of approach is called citation pearl growing which
means that when a relevant material is found, it is studied and new terms are collected
that can be used to broaden up the search inquiries (Booth 2015). Then the search pro-
cess started again. To be able to critically evaluate the found materials, there need to be
evaluation criteria (Jarvelin & Sormunen 2010). In this research, the found material
needs to be of course relevant for the research, scientific, and consist of up-to-date in-
formation. The materials utilized in this research were mainly done during the last ten
years but some older materials were used if the information they contained was still up-
to-date. Thesis works and websites were not utilized except if it was possible to detect
that the material was scientific. For example, the material by Halper (2020) was accepted

since it had been cited in a scientific paper.

In addition to the previously presented method, the backward and forward snowballing
methods were used. Both methods start by identifying a starting set of materials. In back-
ward snowballing, the references of the existing material are examined to find new po-
tential materials to add to the existing set. In forward snowballing the starting point is the
same but instead of examining references, citations are examined to identify materials
that have referenced the examined material. (Wohlin 2014) Figure 3 illustrates the con-
nections between different materials utilized in this research. The most remarkable ma-

terials for this research are highlighted in blue.
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Shi 2016

Xu 2018 Hastbacka 2022 Kong 2022 Ren 2022
El-Sayed 2018 Pan2018 \ Kaur 2018 Zheng 2010 Wang 2020 ks
Mubeen 2017 41cqan 2018 Ashouri 2018 Liu 2019 Gebauer 2021 Hafeez 2021 Ometov 2022 Raddats 2022
Colombo 2017 Grubic zmn. : ol
Taneja 2017 Qian 2019 Loghin 2010 Angelopoulos 2019 Ning 2020 Huang 2021  Eigner 2023
Givehchi 2013 Langmann 2014
Dastjerdi 2016
Pearson 2010
Krumeich 2016 Isaksson 2017 Schmidt 2018 Jin 2024

Figure 3. The relationships of materials and the most remarkable materials utilized
in this research.

It can be seen that not all materials in this research are connected. This occurs because
citation pearl growing was utilized which does not require that the new materials found
with the existing material are connected. The existing material can for example give im-
provement ideas for the search inquiries and result in finding the new material. It can be
noticed that still many materials in this research are connected which is due to the back-

ward and forward snowballing effect.

2.3 Method for Case Study

This chapter presents the case company and the case study. The case company is a
leading supplier for process technologies, automation, and services globally. Hence the
research participants were chosen from all three businesses. The case company oper-
ates in the pulp, paper, and energy industries but the industries were not separated in
this research. The offering of the case company consists of machinery, equipment, and
systems. In this research, the focus is on the Industrial Internet offering of the company.
Industrial Internet combines expertise in the case company in process technology, auto-
mation, and services with data analytics for improved profitability of their customers and
more autonomous operations. This can be done by maximizing asset and people perfor-
mance and by optimizing processes and production. The Industrial Internet offering con-
sists of advanced monitoring and prediction applications which are combined with ser-
vice agreements where case company experts offer remote services for their customers.
The current way of performing remote services in the case company is to utilize cloud-

based advanced monitoring and prediction applications for reporting and on-demand



11

support. The reporting intervals are agreed case by case with customers. The on-de-
mand support refers to a process where a customer initiates an issue where they need
support from the case company. Experts from the case company react to these initiated
cases and start solving the issues with real-time data, analytics, and product and process
know-how. However, the case company has started to develop its offering towards a
more proactive approach where instead of reporting in intervals and based on customer
need, the experts in the case company will monitor monitored assets in real-time and
contact customers proactively before failures happen to prevent unnecessary shut-
downs. Unplanned downtime is costly in the process industry which is why it is critical to
notice possible failures as early as possible and do preventive maintenance planning for
a planned shutdown. Related to this proactive approach, the case company has started
to develop further its predictive monitoring capabilities which means utilizing real-time
data and analytics to notice potential issues and findings as early as possible. This can
be done by creating alarms with real-time data which transits an expert's focus to the
most critical assets. The case company has started to develop an edge solution to
broaden up their offering to support customers who do not allow cloud connection. The
edge solution can not prevent performing remote services which is why the edge solution
needs to have the required capabilities for performing remote services. This is the focus

of this case study.

Before starting the research, background information about the current situation of the
edge solution was gathered. There were sixteen research participants chosen with con-
venience sampling and additionally, two additional participants were proposed during
interviews who did not fill pre-questionnaire but were interviewed. All participants are

presented in an anonymized way in Table 2.

Table 2. Research participant information

Participant ID Industry business line
P1 Technologies

P2 Technologies

P3 Automation

P4 Automation

P5 Technologies

P6 Technologies
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P7 Technologies
P8 Technologies
P9 Automation
P10 Service

P11 Service

P12 Technologies
P13 Technologies
P14 Service

P15 Service

P16 Service

P17 Automation
P18 Service

The research was conducted in two parts.

participants to determine the maturity level

First, a pre-questionnaire was sent to the

of the remote services and to get a back-

ground understanding for the interviewer about the current situation and scope of the

remote services. The pre-questionnaire was short, and the questions were easy to an-

swer so that all participants would answer the questionnaire. The questionnaire was an-

swered by 15 out of 16 participants. The questionnaire had ten questions, one back-

ground question to determine the business unit where the participant belongs, and one

question determining whether the participant agrees that the answers are utilized in this

thesis. All participants agreed that their answers can be anonymously utilized in this the-

sis. The ten questions, their type, and the reasoning why they were chosen are presented

in Table 3.

Table 3.

Question Question

number

Questions in pre-questionnaire

Question type Significance for re-

search




What kind of remote
services are you offer-

ing?

Who is conducting the

e.g.
technology, then in-

service? first

ternal expert

What kind of tools are
currently critical for
conducting these re-

mote services?

Which questions does

your service answer?

What is/are the focus

in your service?

What is the time per-
spective in your ser-

vice?

Which

niques/models

tech-
are

used in your service?

Multichoice

tion

Multichoice

tion

Multichoice

tion

Multichoice

tion

Multichoice

tion

Multichoice

tion

Multichoice

tion

ques-

ques-

ques-

ques-

ques-

ques-

ques-

13

This question helps

to answer RQ1.

This question helps

to answer RQ1.

This helps to answer
RQ2.

This

used to determine

question is

the maturity level of
remote services at

the moment.

This

used to determine

question is

the maturity level of
remote services at

the moment.

This

used to determine

question is

the maturity level of
remote services at

the moment.

This question helps
to answer RQ2 and
this question is used
to determine the ma-

turity level of remote
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services at the mo-

ment.
8 How does your ser- | Multichoice ques- | This question is
vice support decision- | tion used to determine
making? the maturity level of

remote services at

the moment.

9 In some cases, the | Single choice | This question tries to
customer is unwilling | question determine whether
to transfer data to the H1 is true.
cloud. Do you see that
edge solution could
boost our chances of
winning potential
sales cases?

10 Do you already have a | Open question This question helps
plan for how you to answer RQ3.

would like to develop
your remote services
in the future? What is
the aim? Are new ca-
pabilites or data
needed to reach these

goals?

The second part of the research was the interviews. There were twelve interviews, mul-
tiple participants were involved in some interviews. The interviews were semi-structured,

they lasted one hour, and the interview structure was as follows:
- Introduction to the thesis (5 minutes)
o Introductions
o Thesis topic

- Going through interesting highlights or unclear parts from the pre-questionnaire

(10 minutes)
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- Presenting the current situation of the edge solution (10 minutes)

- Discussion about selected themes (15 minutes)

O

O

O

Overall thoughts and questions about the edge solution
Benefits of edge solution

Weaknesses of edge solution

Opportunities for an edge solution

Threats of edge solution

Is there some capabilities in the cloud that would be lost with a single

edge solution

Thoughts on hybrid, cloud + edge, model

- Filling questionnaire together (20 minutes)

The discussion part of the interview aimed to answer RQ4 and RQ5 and the question-

naire in the end aimed to gather requirements that were base for answering to RQ7. The

questionnaire that was filled together during the interview contained one likert scale

question “How important do you see these capabilities from your remote service point of

view? (Now-2years)” and seventeen capabilities that were rated on a three-level scale

of low, moderate, and high. The questionnaire is in Appendix A. The questionnaire was

filled out, and the capabilities were discussed to understand the reasoning behind the

rating decision since it is not always straightforward.

In the twelve interviews, few additional names were mentioned outside the scope who

had further information or experience about edge solution that were interviewed addi-

tionally without filling the two questionnaires to broaden up understanding on the topic.

These interviews were included to this research.
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3. PROCESS INDUSTRY AND SERVITIZATION

This chapter aims to introduce the context, process industry, with its characteristics, chal-
lenges, and its prevalent trends. Even though the technology to provide services in the

process industry is continuously developing, the characteristics and challenges remain.

3.1 Process Industry and its characteristics

The goal in the process industry is to ensure efficient, safe, and resource-saving produc-
tion with required product quality (Schmidt et al. 2018). The process manufacturing in-
dustry differentiates from conventional industries by having cyclic material flows, diver-
sity in the end products’ qualities, and non-linear production processes that are not fully
controllable (Krumeich et al. 2016). A process automation systems are autonomous, and
they are controlled and managed with little or no human effort. The process automation
consists of data acquisition for data collection, remote monitoring which indicates system
status and alerts from abnormal situations, and controls that operate and control the
system. (Xu et al. 2018) The process industry has two types of downtime, planned and
unplanned. The unplanned downtime needs to be reduced since it can create costs up
to tens of billions of dollars a year. The unplanned downtime can be a consequence of
equipment failures. (Azeved 2022) However, even smaller deviations in equipment per-
formance can create harm for the operations and additional costs (Ren et al. 2022). This
is why continuous monitoring and optimization of business processes is a must in the
process industry to stay competitive. (Krumeich et al. 2016) The common concepts that
are monitored are the status, performance, and health of facilities, production lines, and
equipment. The continuous monitoring enables data-driven decision-making based on
insights obtained from raw data. (Azeved 2022) Additionally, since equipment failure cre-
ates costly unplanned downtime when it happens, it is important to make forecasts and
do predictions (Angelopoulos et al. 2019) However, it has been difficult to make accurate
forecasts. The forecasts have been done statistically since more complex methods re-
quire more detailed data collection which is complex, expensive, and time-consuming.
(Krumeich et al. 2016)

The industry has transformed from traditional automation to the fourth industrial revolu-
tion, Industry 4.0, where machines and devices are connected to intelligent systems
through the Internet of Things (IoT) meaning identification, detection, communication,

and data collection by radio frequency identification and sensors. The main concept of
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loT is to combine physical objects with virtual objects in a network to enable interaction
and cooperation towards common goals. (Eigner & Stary 2023) This Industry 4.0 and loT
capabilities have transferred process automation towards fully automated systems
where manufacturing processes are regulated based on feedback from sensors and ac-
tuators which requires low-latency communication (Jin et al. 2024). However, the goal of
Industry 4.0 is not to replace human effort but to combine it with other components in
Cyber-physical systems (CPSs) which enable exploiting individual skills and talents suc-
cessfully (Angelopoulos et al. 2020). CPSs combine hardware, software, computational
components, and physical components together to sense and control the state of the
real world in real time (Colombo et al. 2017). In the process industry, CPSs refer to the
network of raw materials, equipment, humans, processes, and data that are connected
through sensing, actuating, computing, and communication technologies (Colombo et al.
2017; Hastbacka et al. 2022). This is made happen with many technological components
like sensors, actuators, and networking. Subject matter experts can utilize the collected
information and analyze it for decision-making support in real time. The CPS interaction
makes the work of the subject matter expert more effective with increased capabilities of
the analysis. (Colombo et al. 2017) Since loT and CPSs have created possibilities to
collect data in a cost-neutral way, they provide opportunities for new analytical methods.
(Krumeich et al. 2016)

3.1.1 Different ways to do analytics and gain business value

There are four types of analytics in the process industry: descriptive, diagnostics, predic-
tive, and prescriptive analytics (Azeved 2022). These four types of analytics are visual-
ized in Figure 4. Descriptive analytics explains what has happened, diagnostic analytics
explains why something happened, predictive analytics predicts when something will
happen, and prescriptive analytics gives recommendations for actions to change the pre-
dicted outcome (Azeved 2022). Descriptive analytics is conducted mostly as a type-
based historical data analysis. This kind of analysis is suitable for reporting and dash-
board purposes, and it is the most common analysis type. However, the descriptive anal-
ysis can also include real-time data in combination with historical data to explain what
has happened and what is the current situation. (Krumeich et al. 2016) Diagnostic anal-
ysis seeks to understand why something happened based on historical data. This in-
cludes finding root causes and correlations from the data to define a deeper understand-
ing of the relationships between different variables and to define bottlenecks in the pro-
cess. (Wolniak & Grebski 2023) Predictive analytics strives to predict future conditions
like machine breaks. The predictions are based on detecting early signals that are rec-

ognized based on rules and patterns that are mined from historical data as shown in
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Figure 4. However, predictive analytics doesn’t yet guide the corrective actions. For this,
prescriptive analytics is required. (Krumeich et al. 2016) The four types of analytics hap-
pen simultaneously since they support each other. For example, to be able to make pre-
dictions, descriptive and diagnostic analytics are needed to understand what happened
and why it happened. (Azeved 2022)

-~
Early signals
Fault
starts to
9 develop
K .
2 Noise and heat Decision
2 E"’edm ’ Decision support
] predicte support Action avaiable ) on
o available initiated intiated
Event
takes place Long t
ong term
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Proactive Reactive

Figure 4.Business value in proactive and reactive actions (adapted from Krumeich
et al. 2016)

As seen in Figure 4, predictive and prescriptive analytics are proactive and enable pro-
active maintenance actions like repair, overhaul, and replacement to prevent machine
failures from happening. Timely detection and handling of complex events is crucial in
means of losing or gaining business value. The earlier the complex event is detected or
forecasted, and actions take place, the less business potential is lost as illustrated in
Figure 4. Descriptive and diagnostic analytics are good for long term reposting purposes
but in these the business value is already lost if they are used alone. (Krumeich et al.
2016)

Based on these four types of analytics, the analytics maturity level of an organization can
be determined. These four types of analytics do not however tell the overall analytics
level of an organization which includes also resources, data management, governance,
and organizational components. (Halper 2020) In this research the analytics matyrity
level is not the main focus but instead it gives a base understanding where the case
company is in analytical capabilities which is why the other aspects than the analytics
capabilities are left out from the research. With this decision, an analytics maturity model

is created and presented in Figure 5.
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Chasm
Stage 1 Stage 2 Stage 3 Stage 4 Stage 5

Advanced/
Visionary

Early Established Mature Advanced /
Visionary
Question answered What has happenad? Why something What willmight happen?  What should be done to
happened? prevent something from
happening?
Focus Past performance & Root cause analysis Future trends & Best course of action
trends possibilities
Time perspective Historical data Historical data Future predictions Future predictions
| Techniques/models Data visualization, Drill-down analysis, root Regression analysis, time  Optimization models,
reporting, statlstlcs cause analysis. series forecasting, decision trees, simulation
machine learning models.  madels
Decision-making Informative Identifying areas for Anticipate risks and Guiding optimal decisions
impact improvement and opportunities for better to achieve desired
p optimization. strategic planning. outcomes.

Figure 5. Analytics maturity model (adapted from Halper 2020; Wloniak & Grebski
2023)

A nascent level is a pre-stage which means that analytics are not utilized yet but interest
has begun to rise towards data (Halper 2020). In the early stage, the reports and dash-
boards are the main tools to handle data which means that descriptive and some diag-
nostic analytics are in place (Halper 2020; Wloniak & Grebski 2023). In the established
stage, reports and dashboards are still the main tool but there is also self-service tools
and data scientists who conduct the more advanced analytics. The interest in predictive
analytics has started to rise at this point. (Halper 2020) In the established stage the self-
service capabilities enable diagnostic analytics and the data scientists might already per-
form some predictive analytics (Halper 2020; Wioniak & Grebski 2023). Between estab-
lished and mature stages is a chasm which means that the organization is trying to be
more mature but there are some challenges that need to be overcome before getting
there like obtaining the right skills, resolving political issues, and choosing the right vision.
When the organization overcome these challenges, they reach the mature level where
the analytics is supporting the organization and there is a center of excellence serving
different parts of the organization. The analytics might be integrated into business pro-
cesses and automated and some new technologies like machine learning are in use.
However, all collected data might not be fully utilized. (Halper 2020) At this stage, since
new technologies are in use, predictive analytics have gained ground in the organization
(Wolniak & Grebski 2023). The final stage is advanced/visionary stage where the mind-

set is to continuously develop the analytics. The connection between existing assets and
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new data is well understood and new technological innovations are all the time explored.
(Halper 2020) At this stage, the most advanced analytics are in place which means that

the analytics level can be already at prescriptive level (Wolniak & Grebski 2023).

3.2 Challenges in Process Industry

The collected data, with loT capabilities, is currently not fully utilized in terms of business
process analytics. (Krumeich et al. 2016) One reason for this is poor data quality. Based
on Wang et al. (2020) only 49 percent of collected data is valid and reliable which also
makes the analysis results untrustworthy. Additionally, the computing resources are con-
figured and deployed nowadays still in manual and static ways which makes the auto-
mation systems inflexible, and deploying new applications or updating the old ones re-

quires a lot of resources and effort (Suter et al. 2019).

In normal operations, automation takes over the process control, and the operator is left
with the monitoring task. However, there is little support when a problem situation or
starting or shutting down the plant occurs. Sometimes the needed knowledge can be
known only by individuals and not be found in the system when needed by an inexperi-
enced operator. Even though operators are skilled, it can be challenging to combine their
expertise in an appropriate way. (Schmidt et al. 2018) Hence the importance of utilizing
both internal and external information will remain since all available information is never
in one place even though the information sharing would be supported and monetized
(Isaksson et al. 2018). Decision-making for production is time-critical which is why alarms
are commonly utilized in the process industry. However, the alarms can occur simulta-
neously which can create information overload and make it difficult to identify the most
critical ones. (Schmidt et al. 2018) This is another issue where the support would be

needed.

There are also only a few solutions for long-term monitoring and optimization. (Schmidt
et al. 2018) Also, the automation of fault detection, predictions, and prevention is limited

(Angelopoulos et al. 2020).

3.3 Services in process industry

Long-term service agreements (LTSA) are used in the process industry context to create
agreements between suppliers and customers about the maintenance of capital-inten-
sive equipment and they can be agreed for multiple years. The idea is to transfer the risk
of maintenance from the customer to the supplier. (Bollapragada et al. 2007) From the

service provider's viewpoint, the services can increase product sales, increase customer
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loyalty, and give better insights about customer needs which can help to improve the
offering (Eigner & Stary 2023). Still, the key is to find solutions that create additional
value and decrease the customer pain points from which a few major ones were de-
scribed in chapter 3.2. The service transformation where the product-oriented and ser-
vice-oriented offerings are co-existing is called servitization. (Kanninen et al. 2017) Pre-
viously the most added value has been related to the physical product itself but now the
added value is created in combination with the physical product and its related service
offering. Since the process industry is still strongly product-focused, the services aim to
supplement the product by improving the functionality, performance, and life cycle of the
product. (Eigner & Stary 2023) The basis for the servitization is to understand the cus-
tomer’s needs, business, and processes. Previously the customer has been contacted
earliest at the sales phase but to achieve a broad understanding, iterative customer col-
laboration is needed. Servitization also requires an organizational change in mindset

from a fully product-oriented view towards a service-oriented view. (Kanninen et al. 2017)

Jussila et al. (2017) suggest that there are five service dimensions: pre-sales, product
support, product life cycle, R&D, and operational services. Pre-sales services focus on
attracting new customers and consist of customer seminars and product demonstrations.
Product support services are related to the warranty period and consist of technical user
training, consulting, and support services. The product life cycle services consist of in-
stallation, repair, and maintenance work which can be done during the whole life cycle
of the sold product. The R&D services focus on product development and include for
example research and feasibility studies. The operational service dimension focuses on
the customer processes and how the product is operated. The services related to the

operational dimension are often more radical service innovations. (Jussila et al. 2017)

Service innovation means developing a new service. The radical service innovations are
totally new services for the market like predictive maintenance which is part of condition-
based maintenance which utilizes real-time data to make maintenance decisions.
(Huang et al. 2021; Raddats et al. 2022) In the process industry, the services can be
divided into traditional services like maintenance work and to digital services like the
previously mentioned predictive maintenance (Gebauer et al. 2021). Predictive mainte-
nance enables decisions about component replacement or repair before the actual fail-
ure has happened that would affect the whole production line. Predictive maintenance is
based on real-time analysis of the manufacturing equipment and its condition, like overall
equipment efficiency (OEE) and early warnings of anomalies, with loT sensor data that
moves the service logic towards a more proactive approach and answers the need for

long-term monitoring and optimization in the process industry. (Teoh et al. 2023) Many
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services are already recognized in the market like remote monitoring and performance
advisory services. Remote monitoring is seen as a critical service nowadays and it also
supports the other service offering. Remote monitoring provides customers the possibil-
ity to access a high level of real-time support and gain support for failure detection. (Rad-
dats et al. 2022) The lack of this kind of support was identified in Chapter 3.2. Remote
monitoring can for example consist of failure detection, product performance monitoring,
process performance monitoring, and product condition monitoring. Performance advi-
sory service on the other hand is about consulting the customer for example with perfor-
mance, efficiency, optimized machine performance, and better product usage-related
topics. (Raddats et al. 2022)
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4. DIGITAL SERVITIZATION IN PROCESS INDUS-
TRY

This chapter provides a better description of the digital service transformation existing in
the process industry and aims to answer the first research question from the literature

point of view.

4.1 Digital servitization and smart PSS

In the consumer market, digitalization has re-formed our everyday lives during the last
ten to fifteen years with smartphone apps and the internet. However, in the business-to-
business market, like the process industry, the change has not been fully reached even
though it is seen that digitalization started already in the 1970s when the first distributed
control systems (DCS) were introduced. In the future digitalization will be affecting every
aspect of how the process or manufacturing industries conduct their business. The term
digitalization refers to the utilization of new types of data, communication infrastructure,
and computing power aiming to create new possibilities to create value. Digitalization
has gained ground in the process industry since the high-level business objectives,
productivity, resource efficiency, and responsiveness, have not changed and the market
is demanding a higher flexibility and agility. Customer demands are increasingly more
individualistic which requires more flexibility in the offered solutions. Also, the availability
and costs of electricity are fluctuating, and the utilization of renewable energy sources
has grown in the market. Thirdly, the cost pressure is continuously increasing. To answer

these needs, more automatic control and optimization are needed. (Isaksson et al. 2018)

The aim of digitalization in process industry is to gain economic benefits for the industry.
The challenges in the process industry can be summarized as two main challenges that
are how to ensure 100% availability of the plant and how to engineer systems that are
more complex than today with less effort. The 100% availability means the desired situ-
ation where there would be only planned shutdowns. This requires a balance between
maintenance costs and risk. Availability can also be focused on productivity and resource
and energy efficiency. Condition monitoring and predictive maintenance are hot topics
with this problem. The latter problem is related to the need to continuously improve the
existing systems and at the same time generate new systems, solutions, and products.
Both of these challenges are still relevant nowadays and they have been approached

with digital capabilities. (Isaksson et al. 2018)
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Digital servitization combines digitalization and servitization trends. The digital market
opportunities are growing but they have rarely resulted in beneficial outcomes. On the
other hand, even though companies are increasing their service offering, the market op-
portunities are hard due to the high installed base and product life cycle costs. Since
these two trends cannot meet the customer needs themselves, these have been com-
bined to create revenue-increasing and cost-decreasing offerings. (Gebauer et al. 2021)
Digital technologies create the possibility to offer services over the entire product life
cycle. This creates the service provider's competitive advantage, and the customer can
benefit from increased flexibility and efficiency of work resulting in time, resource, and

cost savings. (Eigner & Stary 2023)

The resulting concept from digital servitization is a smart Product-Service-System (smart
PSS) which combines the traditional offering with its digital supplements (Rapaccini &
Adrodegari 2022). Before the current smart PSS, the loT-enabled PSS aimed to offer
digital services related to maintenance purposes utilizing loT capabilities (Zheng et al.
2019). Now the industry is moving towards the smart PSS due to the Operator 5.0 con-
cept where the aim is to enable the collaboration between workers and technology like
robots or virtual assistants, utilize technology to improve workers' social sustainability,
and to increase utilization of monitoring and prediction capabilities. (Verdugo-Cedefio et
al. 2023) This is why Smart Connected Products (SCP), big data, and autonomous in-
teraction between physical and virtual objects are important for the smart PSS (Zheng et
al. 2019). In line with Operator 5.0, smart PSS creates value through higher availability
of assets, greater flexibility and customization, higher productivity, and people empow-
erment (Rapaccini & Adrodegari 2022). The SCPs are products that are capable of mon-
itoring, controlling, and optimizing. The products are capable of basic monitoring and
alarming level operation but also more advanced predictive and prescriptive intelligence.

Even autonomous-level operation. (Rapaccini & Adrodegari 2022)

4.2 Data-driven services

The smart PSS changes the business logic of manufacturers to create value through
data-driven services enabling interaction between the service provider and the customer
(Rapaccini & Adrodegari 2022). Data-driven services utilize data and analytics to provide
services that create value for the customer (Schritz et al. 2019). There can be seen four
stages in data-driven services (Rapaccini & Adrodegari 2022). The concept of data-
driven services is presented in Figure 6 where the four stages are seen in the pyramid,

needed capabilities in each stage at left and services related to each stage at right.



25

Business
Intellingence

Predictive &
prescriptive

Evaluate, decide
& act

Applications Knowledge
Mode_l, anj:tlyze & e - Diagnostic
visualize
Network platform
& data
management
""""""""" Data processing ---—--—---—--——- Descriptive
Physical
resources
Extract, transform Meaningless

& load

Figure 6. From meaningful data to wisdom (adapted from Ackoff 1989; Rapaccini &
Adrodegari 2022; Zheng et al. 2019)

The base for the data driven services is the data collected from SCPs with physical loT
resources as shown in Figure 6 (Zheng et al. 2019). The first stage in data-driven ser-
vices is to extract, transform, and load this data from the installed base. However, this
data itself is yet meaningful as shown in Figure 6 at right. (Rapaccini & Adrodegari 2022)
The data needs to be processed into information using networking and cloud and edge
computing data management capabilities that can include for example analytics, simula-
tions, statistics, and machine learning models (Rapaccini & Adrodegari 2022; Zheng et
al. 2019). This processed data, information, can already be used to provide descriptive
services. The third stage is to model, analyze and visualize the information to create
knowledge that can be used in diagnostic services. (Rapaccini & Adrodegari 2022) At
the knowledge layer, there need to be applications and services to deliver the knowledge
(Zheng et al. 2019) To reach the predictive and prescriptive level of service, the
knowledge needs to be evaluated and used in decision-making to determine needed
actions and to create wisdom (Rapaccini & Adrodegari 2022). This requires a clear busi-
ness model, customer relationship management, and other business intelligence capa-
bilities (Zheng et al. 2019) Even though the stages of data-driven services are standard,
the implementation can happen in different ways as illustrated in Figure 7. For simplicity,

the second and third stages have been combined.
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Figure 7. Service types based on who is conducting the service (adapted from Ra-
paccini & Adrodegari 2022)

There are four different data-driven services. Technology-trusted service is fully auto-
mated like self-maintenance, self-prediction, and self-configuration (Angelopoulos et al.
2020; Rapaccini & Adrodegari 2022). This saves time and effort in work. In Managed
services -type the service work is done fully by the supplier. This requires a skilled spe-
cialist to do the analysis and evaluation work. (Rapaccini & Adrodegari 2022) The Man-
aged service model can be used for example by local service personnel to prepare for
scheduled maintenance visits to know which equipment needs maintenance actions.
Sometimes the visit might not even be needed if everything can be solved remotely.
(Grubic 2018) The benefits for the customer are the same as in the technology-trusted
service model but the service provider will also benefit from optimized maintenance visits
and reduced warranty costs if the local service personnel can identify that the equipment,
they have supplied wasn’t the real cause of the issue (Grubic 2018; Rapaccini & Adro-
degari 2022). Since Operator 5.0 and smart PSS aim to increase human and technology
interaction, some tasks like data processing and analysis can be automated. This applies
to all four service models. (Verdugo-Cedeno et al. 2023, Zheng et al. 2019) In interactive
services, the analysis and evaluation are done in collaboration between supplier and
customer. It is decided in collaboration which party takes the required actions. The ben-
efit is to have more broad expertise in decision-making from both sides. The last service
model is data-driven self-service where the supplier provides the customer capabilities
to make analysis and evaluation themselves. Actions can be taken by the customer or
the supplier. The benefit is utilitarian, but the workers on the customer side also gain

advances in skills. (Rapaccini & Adrodegari 2022)
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4.2.1 Challenges in data-driven services

There are still a few challenges when providing data-driven services in the process in-
dustry. It needs to be taken into consideration that there are many different customer
segments in the process industry that have different needs and they require different
service offerings (Kanninen et al. 2017). Similarly, there are many different roles other
than just the operator and these different roles have different needs (Schmidt et al. 2018).
For example, the operator needs support in time-critical decision-making, but the man-
agement needs to be able to analyze a situation over their fleet in the long term (Grubic
2018; Schmidt et al. 2018). Fleet monitoring enables the detection of the most critical
assets for maintenance planning, and it also provides the possibility to combine infor-
mation, for example from problems, between different sites (Grubic 2018). From the tech-
nical perspective, it can also be difficult to implement infrastructure for data transfer,
storage, processing, and interface with existing plants, brownfield cases, where the in-
frastructure already exists. Technical problems can also arise when there is a need to

incorporate new components into the existing tool landscape. (Schmidt et al. 2018)

4.3 Remote services with cloud computing

The traditional automation hierarchy consists of five levels from 0 to 4 as shown in Figure
8. The hierarchy model is associated with manufacturing operations and control systems
and other business systems. The level 0 defines the physical production process. Level
1 is for sensing and manipulation of the production processes with sensors and actua-
tors. Level 2 is for monitoring, supervisory control, and automated control of the produc-
tion process that keeps the process stable and under control. Level 3 is for manufacturing
operations management which includes for example reporting, maintenance, quality la-
boratory tests, movement and storage of materials, and off-line analysis. Level 4 is for
business planning and logistics which can include for example planning production ca-
pacity, scheduling, preventive maintenance, and utilization of data for maintaining man-
power, raw material usage, and spare part usage. (ISA-95.00.01-CDV3:2008, 18) Pre-
ventive maintenance detects or prevents degradation of a functional system or compo-
nent aiming to sustain or extend its useful life (ISO 13372:2012, 1). Time-based mainte-
nance which means scheduled activities based on historical data, and condition-based
maintenance mentioned earlier are two sub-categories of preventive maintenance
(Huang et al. 2021).

The Industrial Internet of Things (1loT) has transferred industry to collect and store mas-

sive amounts of data from devices (Kaur et al. 2018). In IoT devices are connected to
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each other enabling data, information, and resource sharing through the network. Sen-
sors, machine-to-machine collaboration, and other technologies can be used to gather
and analyze the data for optimized operations and for providing services. The machine-
to-machine interaction is the key to the intelligence of the devices. (Mubeen et al. 2017)
Traditionally each layer in the automation hierarchy has been able to communicate only

with neighboring layers but 0T enables each layer to communicate and exchange data

Days

Low real-time requirements

Low real-time requirements

Supervisory

Controller Soft real-time requirements

Regulatory

Control

|

Figure 8. Automation hierarchy and real-time requirements of each hierarchy level
(adapted from Dai et al. 2023; Jin et al. 2024).

with any other layer providing unlimited communication channels.

The data collected from the devices with sensors needs to be processed before it can
be provided to the user. This happens traditionally in the cloud (Kong et al. 2022). Hence
Sensor-cloud-systems (SCS) have become common which are a combination of wire-
less sensors and cloud computing (Wang et al. 2020). The SCPs can do simple analysis
before cloud computing, but their resources are still limited (Wang et al. 2020, Kong et
al. 2022). High power consumption of related devices can also decrease the lifetime of
the devices which is why it is not efficient to allocate a lot of tasks for these devices (Kong
et al. 2022). Cloud computing has enhanced the CPSs with its capabilities like unlimited
storage, high speed of data processing, high computing capabilities, adaptability, virtu-
alization, and multi-tenancy (Armando et al. 2017; Hastbacka et al. 2022; Wang et al.
2020). These characteristics make cloud computing high in performance, scalability, re-

liability, and cost-efficiency (Hastbacka et al. 2022).
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As stated in Chapter 3.1, it is crucial for the process industry that the equipment and
machines are operating stably and continuously. Even though SCPs are capable of com-
puting, the capabilities are minor and therefore unsuitable for more advanced computa-
tional tasks (Hassan et al. 2018). Fortunately, the cloud computing capabilities have
made it possible to compute these more advanced analytical and digital applications like
predictive monitoring. Predictive monitoring has been developed to support the monitor-
ing and forecasting capabilities of the equipment and as a result to maximize the equip-
ment uptime (Raddats et al. 2022; Ren et al. 2022). Cloud computing is suitable for
these more advanced tasks due to its high computational capacity. The cloud computing
logic is that the sensors collect a massive amount of data and send it to the centralized
cloud server either through cables or a wireless network. Then the data is processed and
analyzed. (Qian et al. 2019)

Cloud computing enables transferring from investments to operational expenses which
creates new business models. There has been interest in automation systems that can
utilize cloud-based web technologies in the process industry. (Langmann & Mayer 2014).
This creates a new hierarchy called Automation Cloud (Jin et al. 2024). In the new auto-
mation hierarchy, the critical control and field levels are still formed traditionally at the
bottom of the hierarchy. Still, the upper levels, Enterprise resource planning (ERP), man-
ufacturing execution systems (MES), and product lifecycle management systems (PLM),
can be migrated to the cloud since they offer non-physical functions and services, they
require massive data storage capacity and they have relatively low real-time require-
ments as presented in Figure 8 (Dai et al. 2023; Givehchi & Jasperneite 2013). In most
cases where the traditional automation hierarchy has been accompanied by the cloud,
the cloud has been responsible for remote monitoring, increasing business intelligence,
and creating short- and long-term reports since it cannot be responsible for low-level

procedures that require faster and predictable responses (Mubeen et al. 2017).
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5. REMOTE SERVICES WITH EDGE COMPUTING

This chapter aims to explain the edge computing paradigm. This chapter contributes to

answer the research questions 3-7.

5.1 Edge computing

Cloud computing has been proven to be an efficient way of processing data (Shi et al.
2016). However, when it comes to a massive amount of data to be processed, cloud
computing cannot meet the latency requirements (Liu et al. 2019). The response time
gets slower when going from the automation system level to the cloud level as presented
in Figure 9 where also the coverage level is illustrated in each level (Mubeen et al. 2017).
If a user request or a sensed event needs to be responded to within milliseconds, the
data must be processed locally. Cloud resources can be used for further processing and
long-term analytics. (Suter et al. 2019) The amount of data is continuously increasing in
the process industry since loT applications produce massive amounts of data them-
selves (Loghin et al. 2019; Shi et al. 2016). Due to this, the speed of processing and
especially bandwidth have become bottlenecks for cloud computing which also causes
poor user experience (Liu et al. 2019; Shi et al. 2016). Data transfer, storage, and anal-
ysis in the cloud also create costs which is why it might not always be feasible to transfer
all data to the cloud (Hastbacka et al. 2022). In previously mentioned cases, edge com-
puting can help to reduce latency, network pressure, needed bandwidth, and cloud re-
sources and costs (Shi et al. 2016, Qian et al. 2019). Additionally, edge computing is
characterized by proximity, location awareness, geographical distribution, and network
context information (Hassan et al. 2018). Since the systems are becoming more com-
plex, it has been observed that cyber-physical systems of systems require novel distrib-
uted management, optimization, and control methodologies that can also handle auton-
omous systems, human interaction, and changing system structures. (Isaksson et al.
2018) Edge computing is a computing paradigm where the computing happens at the
network edge instead of centralized cloud servers (Qian et al. 2019). Edge itself refers
to any computing and networking resource like servers, base stations, and routers, that
are located between the cloud and the physical thing (Hassan 2018; Shi et al. 2016).
The key technologies in building edge solution are not static but a basic framework for
edge solution, based on popular edge computing platforms, contains Open-Source com-

ponents, platform deployment components, cross-platform support components, edge
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computing enhancement components and edge computing application components
(Ning et al. 2020).
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Figure 9. area coverage and respnse time in automation systems, edge and cloud
(adapted from Mubeen et al. 2017)

As already highlighted, one of the basic reasons why edge computing is preferred over
cloud computing is low latency and the basic idea is to provide better services for the
end customer and to increase the network efficiency (Hassan et al. 2018; Taneja & Davy
2017). Applications that require short response time, delay sensitive applications, have
become common in process industry which creates new requirements like real-time anal-
ysis and real-time decision-making support (Hassan 2018, Loghin et al. 2019). The fault
diagnosis of rotating machines for example is highly time-sensitive since these rotating
machines, like compressors and motors, are the cornerstone of the processes and they
are prone to failures (Qian et al. 2019). Edge computing can answer these requirements
since achieving real-time analysis in the cloud is nearly impossible (Hafeez et al. 2021).
Another driver for edge is a desire to increase customer authority in data and application
management. This enables customers also to operate private data in edge. (Ning et al.
2020) Third driver, related to the authority, is that some industrial sites prefer to keep
data on site due to privacy and confidentiality concerns and sometimes the data is simply

infeasible to transfer to the cloud for example due to high costs (Suter et al. 2019).

Edge computing still has some shortcomings compared to cloud computing. The most
crucial shortcoming is the limited resources for computing which is why tasks that require
high computational resources should not be distributed to the edge (Ashouri et al. 2018).
Edge devices can have high energy consumption if energy efficiency is not considered
and the tasks that require high computational tasks can increase the energy consump-
tion of edge devices (Kaur et al. 2018). Another shortcoming compared to the cloud is
that it is not possible to combine data from multiple sources at the edge (Hafeez et al.
2021). It is seen important to start integrating production planning with procurement of

energy and raw material and with maintenance planning to ensure that both utilization
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and availability are considered, where it is critical to be able to combine data from multi-
ple data sources (Isaksson et al. 2018). As mentioned in Chapter 3.2.1 the analysis of
the whole fleet is required to get an overall view of the situation. Edge computing is
characterized as secure and private, but it is still new computing paradigm and therefore
it can bring new and unknown security and privacy problems (Kong et al. 2022). One
data security problem that need to be solved at the edge is how to ensure data security
when multiple edge devices cooperate with each other and how to not expose users’
location information (Ning et al. 2020). Finally, from the technical perspective, the cloud
infrastructure is transparent to the user but on the edge, the platforms are heterogeneous
which makes it difficult for the programmers to write code that can be deployed in differ-
ent edge computing platforms. Additionally, the collected data comes in different formats
from different equipment and there is not yet a standardized mechanism for the format-
ting in edge which also makes the work of the programmers more difficult. (Shi et al.
2016)

Regardless of these shortcomings, utilization of edge computing will grow especially in
smart homes, smart factories, and smart city contexts. Additionally, there has been dis-
cussion about intelligent edge referring to the utilization of artificial intelligence technol-

ogies at the edge for processing data. (Ning et al. 2020)

5.2 Edge cloud hybrid model

Since cloud and edge have many shortcomings alone, a hybrid model has been pro-
posed to utilize the benefits of both. The idea is that the edge can take partially tasks
from the cloud server when it is applicable for example to decrease the burden of the
cloud or to answer the low response time requirements. (Kong et al. 2022) Edge compu-
ting can be seen as an extension of the cloud, but it cannot replace the cloud completely
since some applications still require cloud computing (EI-Savyed et al. 2017; Hastbacka
et al. 2022). The edge cloud hybrid model benefits from the large computing capabilities
of the cloud but is still able to answer the requirements for low latency (Hassan et al.
2018). Monitoring and control of equipment are examples of tasks in the process industry
that usually require short response times. (Hastbacka et al. 2022). As a result, the edge
cloud hybrid model provides a trade-off between latency, bandwidth, availability, reliabil-
ity, and scalability and provides different computing options (Tusa et al. 2024). Addition-
ally, security can be increased, and power consumption can be decreased (Kong et al.
2022).
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In addition to the previously mentioned Automation Cloud, it has been envisioned (Jin et

al. 2024) that the supervisory control could be also deployed locally in edge as part of

Cloud Automation, presented in Figure 10 in the middle to answer the lower latency and
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Figure 10. Edge and cloud potential in automation hierarchy (adapted from Jin
et al. 2024)

It has been envisioned that the lower-level machine control and physical machine level
could be deployed in fog, referring to Cloud-Fog Automation which is illustrated in Figure
10 at right (Jin et al. 2024). Fog and Edge are often used as synonyms in literature, but
Jin et al. (2024) differentiate Fog from Edge so that Edge Cloud is connected to the
Cloud, and Fog is separated from the Cloud and can work fully independently. However,
the definition is not standardized. El-Sayed et al. (2017) define fog computing as a com-
bination of 10T, edge, and cloud. Based on Ning et al. (2020) edge computing and fog
computing are similar in that sense that they both bring cloud computing capabilities to
the edge of the network. However, they define that edge computing focuses on the things
level and fog computing on the infrastructure level and that edge computing happens in
edge devices and fog computing happens near edge devices and core networking de-
vices (Ning et al. 2020). In Cloud-Fog Automation based on Jin et al. (2024), the lower-
level connections can be changed from wired connections to wireless connections which
brings new opportunities for [oT use case and deployment. However, it has been hard to
get the same reliability, latency, security, and functionality as with wired connections (Jin
et al. 2024).

5.2.1 Different layers of the hybrid model
In the smart PSS, there can be seen three layers: physical, cyber, and system layers.
The physical layer is responsible for sensing, computing, and communication and con-

sists of SCPs and related hardware like sensors and actuators. The cyber layer is re-
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sponsible for data preprocessing, storage, and analysis and utilizes edge and cloud com-
puting. Finally, the results are further analyzed, visualized, and reported in the system
layer. (Liu et al. 2019) In the hybrid model architecture, the cyber layer is separated into
an edge layer and a cloud layer. The hybrid model consists of thing, edge, and cloud
layers. The thing layer is responsible for sensing, actuating, and communicating con-
sistent with the physical layer of smart PSS. However, edge and cloud can have different
roles and responsibilities depending on the situation. The edge layer can process and
analyze data and interact with both, thing, and cloud layers. The edge layer can even
host simple 10T applications. Cloud can instead host multiple 0T applications requiring
high computational capacity. (Ashouri et al. 2018) Most of the collected data is temporary
or even useless which is why it should be pre-processed before transferring it to the
cloud (Hafeez et al. 2021; Ning et al. 2020). After pre-processing, only the required data
should be sent to the cloud with less bandwidth and minimized costs for further analysis
which also improves the user experience in 0T applications since the response time gets
better (Hafeez et al. 2021; Liu et al. 2019; Ning et al. 2020). This model, EC->CC, is
illustrated in Figure 11 at left. Additionally, there is another edge-cloud-interaction model,
CC->EC that is presented in Figure 11. CC->EC integration answers the latency issue.
Since edge doesn’t have enough resources for training advanced analytical models, it is
beneficial to utilize the cloud computing resources by training the models in the cloud
and then transferring the trained model parameters to edge for local quick analysis. (Ha-
feez et al. 2021; Liu et al. 2021)
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Figure 11. Edge-cloud-integration model (adapted from Liu et al. 2021)

Predictive maintenance is a common application in the process industry, as mentioned

previously. However, Predictive maintenance requires a massive amount of data to be
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processed and analyzed with machine learning models. Traditionally the data have been
sent to the cloud for processing and analysis, but the data transfer and processing has
been proved to be costly. Edge on the other hand doesn’t have enough resources for
this kind of computing. (Hafeez et al. 2021) In the case of Predictive maintenance, the
EC->CC and the CC->EC logic can be used. First, the data can be collected to the edge
for pre-processing (Bellavista et al. 2020). The pre-processing can include for example
data cleaning or enlargement (Ren et al. 2022; Wang et al. 2020). Sometimes there
might be a lack of historical data on the predicted condition or the condition might be
changing. This problem can be resolved with data enlargement where the gaps in the
data are filled. Sometimes, there might be multiple faults that are happening simultane-
ously and have relevancies. This can be utilized in data enlargement by letting the model
adopt samples from other conditions. (Ren et al. 2022) After pre-processing, the pro-
cessed data can be used in a local edge version of the machine learning model that has
been previously trained in the cloud, CC->EC. This enables real-time decision-making.
From the edge, the processed data can be forwarded to the cloud where the machine
learning model can be further trained, EC->CC. The model could be trained in edge, but

it would consume a lot of computing resources. (Bellavista et al. 2020)

5.2.2 Placement decision in hybrid model

It has been proved by Taneja & Davy (2017) that the edge cloud hybrid model can de-
crease latency and network usage but the placement decision, where to place each com-
ponent in the architecture, affects these. Wrong decisions in architecture can even in-
crease costs and decrease performance. It can be difficult to decide where to compute
each component or task, but the solution should maximize the performance and minimize
costs. Since the thing layer in the hybrid model is capable of sensing and actuating, these
tasks should be happening in this layer. Ashouri et al. (2018) and Kaur et al. (2018)
propose that in the case of other tasks, the tasks should be categorized into delay-sen-
sitive and resource-oriented tasks. Delay-sensitivity means requirements for low latency
and resource-oriented nature means tasks that require high computational resources.
The delay-sensitive tasks should take place in the edge and the resource-oriented tasks
in the cloud. Kaur et al. (2018) and Zheng et al. (2019) agree that small-scale, short-
term, and local data should be processed in the edge and large-scale, long-term, and
distributed data can be stored and analyzed in the cloud. It is important to acknowledge
that the network devices can get overloaded if the interaction between the edge and
cloud is highly active which increases the latency (Kaur et al. 2018). Ashouri et al. (2018)
propose that tasks should be computed in edge if they don’t require any interaction with

the cloud or if the interaction can be done with optimized performance and costs.
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There are still a few components that should always be computed in either edge or cloud.
Fleet-wide analytics and monitoring should always happen in the cloud since it enables
data collection and comparison from multiple locations (Hastbacka et al. 2022). Also,
more advanced models like machine learning should always be located in the cloud even
though they can have a local version in edge (Hafeez et al. 2021; Hastbacka et al. 2022).
On the other hand, pre-processing, like data cleaning, should always happen in edge
(Hastbacka et al. 2022; Wang et al. 2020). Since the data is heterogeneous and noisy,
traditional data cleaning methods are not suitable. Anomaly detection is often used with
this kind of data. Anomaly detection detects abnormal data points with its statistical al-
gorithm which can be based on distance or density. (Wang et al. 2020). Anomaly detec-
tion is part of condition-based maintenance, and it monitors equipment in real-time.
Anomaly detection should be in edge to decrease the energy consumption of the sensor
nodes and to increase the bandwidth of the data transfer to the cloud. (Hastbacka et al.
2022; Wang et al. 2020). Additionally, since edge can execute Anomaly detection near

the automation system, it can achieve real-time response (Huang et al. 2021).
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Figure 12. Framework for placement decisions in cloud, edge, and thing lev-
els (adapted from Héstbacka et al. 2022)

As illustrated in Figure 12, there are still many other attributes that affect the placement
decision. Accuracy means the difference between expected and actual value. Edge ac-
curacy can be lower than in the cloud with more advanced models since the processing
and storage resources are lower. Availability is related to response time meaning how
accessible the solution, like an loT application, is. (Ashouri et al. 2018) Security and
privacy have been a big concern when it comes to the cloud but edge on the other hand
can bring new security and privacy problems. (Ashouri et al. 2018; Kong et al. 2022)

When it comes to costs, there are different costs, implementation costs, and operational
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costs (Ashouri et al. 2018). The operational costs can be divided into energy usage,
network characteristics, application characteristics, and monitoring-related costs (Fran-
cis 2018). Related to implementation costs, edge solution has substantial upfront invest-
ment expenses (Hassan et al. 2018). Scalability includes, for example, the ability to adapt
to workload changes, and elasticity. Poor elasticity can affect costs, performance, accu-
racy, availability, and latency. (Ashouri et al. 2018) User experience is affected by re-

sponse time (Liu et al. 2019). The placement decision needs to be done case by case.

5.3 Cloud, edge, or both?

Single-edge, single-cloud, and hybrid model comparisons are summarized in Figure 13.
As can be seen, the benefits of the single-edge solution are low latency, reduced need
for bandwidth, and high reliability. Energy consumption is usually low with edge devices,
but it can get high with resource-oriented tasks. On the other hand, limited computing
resources and storage are shortages of the single-edge solution, as well as the limitation
of combining data from multiple sources. The single-cloud solution has high computing
resources, low energy consumption, unlimited storage, high reliability, and the possibility
to combine data from multiple sources as benefits. High latency and the need for high
bandwidth are shortages of the single-cloud solution. Finally, the hybrid model has all
the same benefits as the single-edge and single-cloud combined but as a risk, wrong
placement decisions can increase latency and energy consumption more than in single-

edge or single-cloud solutions.
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Distribution Geographical Centralized Geographical
Shortage Risk
Figure 13. Comparison between single edge, single cloud, and a hybrid model

It is not always straightforward to compare the differences in single-edge, single-cloud,
and hybrid model. Security and privacy, costs, scalability, and performance are exam-

ples of features that are different in different situations. Security and privacy have been
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a major concern in the case of single-cloud solution. Matter in fact, this has been the
prime reason why organizations have been reluctant to transfer their data to the cloud.
(Ometov et al. 2022) The two barriers to cloud adoption from privacy, security, and trust
perspectives are fear of leakage of sensitive data to competitors, and loss of privacy.
There are many aspects of the privacy concern: lack of user control, fear of unauthorized
secondary usage, data proliferation, and data flow to third-party users. When the SaaS
cloud environment is used, the service provider will gain control over the data storage
resulting in a lack of control for the customer which creates fear of data theft, misuse of
the data, and unauthorized resale of the data. One concern is whether the data is deleted
from all places if the customer requests since it can be hard to guarantee that all copies
or backups of the data are deleted. These concerns can be decreased with clear and
explicit statements in the agreement about the data protection responsibility of the ser-
vice provider, liability for failure, geographical regions where the data is located, compli-
ance of applicable data protection and privacy laws, ownership of the data, what will
happen when the agreement is ending or if the data is lost and defining policies for data
retention and deletion. (Pearson & Benameur 2010) However, the edge also has security
and privacy risks related to data transfer, vulnerabilities of edge nodes, and access con-
trol. There are similarities and differences in these known risks. (Ometov et al. 2022)
However, edge computing can bring new and unknown security and privacy risks (Kong
et al. 2022). As a similarity, in both computing paradigms, there is a risk that the wrong
person can get access to private information and data. Also, the data transfer is vulner-
able to attacks in both computing paradigms. In edge, one security and privacy risk is
related to the vulnerability of the edge nodes since an attacker can push harmful data to
the devices. In the cloud, this risk is not present but there is a risk of losing data due to
high traffic and usage of cloud. (Ometov et al. 2022) Since the hybrid model is a combi-
nation of the single-edge and single-cloud solution, it has all the above-mentioned secu-

rity and privacy risks (Pan et al. 2018).

As mentioned earlier, costs can be divided into implementation and operational costs
which can be divided further into energy usage, network characteristics, application char-

acteristics, and monitoring-related operational costs (Ashouri et al. 2018; Francis 2018).

Energy consumption is usually low with edge computing. However, it can get high if the
energy efficiency is not considered and the tasks that require high computational tasks
are located at the edge (Kaur et al. 2018; Shi et al. 2016). Data transfer to the cloud
creates high energy consumption. In the hybrid model the energy consumption can either
be minimized with correct placement decisions but on the other hand increased with

wrong one. (Ashouri et al. 2018)
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From the data transfer perspective, cloud computing creates larger data transfer costs
since the data centers are located far away from the data source (Hastbacka et al. 2022).
When it comes to the edge, computing happens as close to the data source as possible
which can reduce the data transfer costs (Shi et al. 2016). In the hybrid case, the data
transfer costs can be reduced since the data can be already pre-processed at the edge
and fewer data can be sent to the cloud. However, it is important to acknowledge that
network devices can get overloaded if the interaction between the edge and the cloud is
highly active (Kaur et al. 2018). The costs of edge computing arise from implementation
and maintenance and in cloud computing from data transfer, storage, and analysis (Has-
san et al. 2018; Hastbacka et al. 2022).

Cloud is characterized as scalable but there can be seen different kind of scalability
(Dastjerdi & Duyya 2016; Hastbacka et al. 2022; Kong et al. 2022). There is computa-
tional scalability and network scalability. The cloud is scalable in computation and stor-
age. Since the cloud is centralized, sending a lot of data to cloud can saturate network
bandwidth and as a result reduce network scalability (Dastjerdi & Buyya 2016; Kong et
al. 2022). Edge on the other hand is geographically distributed which is why the network
scalability in edge is high (Kong et al. 2022). However, the edge is not scalable in sense
of computation and storage due to its limited resources (Dastjerdi & Buyya 2016). Since
the hybrid model can benefit from both edge and cloud characteristics, the hybrid model

is scalable in computation and storage and high in network scalability (Kong et al. 2022).

Loghin et al. (2019) made research about performance trade-offs in single-edge, single-
cloud, and hybrid model processing. They excluded data collection and post-processing
from their research and focused only on the main processing and data transfer between
edge and cloud. Also, there was an assumption that the data needs to be always post-
processed in the cloud which might not be the case in all situations, especially in an
industrial context. As a result, there was no clear winner but the application characteris-
tics like ratio between input data and output data size and bandwidth were affecting the
performance the most. When comparing single-cloud and single-edge computing, edge
computing is performing better when the bandwidth is low except if the input data size is
small. This is because the smaller the input data size is, the less bandwidth is needed in
cloud computing. When comparing single-cloud computing and hybrid model, cloud com-
puting is always better in performance except if the input data size is large and the output

data size is small. (Loghin et al. 2019)
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6. RESULTS

This chapter presents the results from pre-questionnaire and interviews. 15 out of 16

participants responded to the pre-questionnaire.

6.1 Pre-questionnaire

The aim of the pre-questionnaire was to understand what kind of services are provided
and what kind of technical capabilities are required for conducting remote services in the
process industry. The first three questions from the pre-questionnaire aimed to answer
these questions. There was an existing hypothesis about what kind of remote services
there is in the case company from which the first question was formed. The hypothesis
was that there are cloud-based IoT applications, reporting services, on-demand support
services, and 24/7 services. Based on 15 answerers, the most common service portfolio
consists of cloud-based loT applications (12 answers), reporting services (13 answers),
and on-demand support services (13 answers). 24/7 support is not yet widely utilized (3
answers) and there was additionally one other type of service, analysis services (1 an-

swer).

The second question aimed to understand how the services are conducted based on
Figure 7. Almost in all services (14/15) an internal expert is performing the service. In
more than half of the services (9/15) the service is conducted in collaboration with cus-
tomers. Only in (3/15) services, the customer is conducting the service in a self-service
manner. It was seen by only (6/15) respondents that technology is performing part of the
service. In interviews, this decision was reasoned by the fact that the technology can not
yet provide the service without human effort even though the technology is collecting the

data and pre-processing it.

The third question aimed to deepen the understanding of how remote services are per-
formed and what technical capabilities are required to perform these services. The tools
to choose from, in the multiple-choice-question, were based on existing hypotheses on
what kind of tools are required. The most utilized tools are DCS screens with remote
access (11/15) and the case company’s own digital |oT platform (10/15). Other com-
monly used tools are Excel (8/15) and the case company’s customer portal (7/15). In
addition to the existing hypothesis, there was an “other”-option where Python and com-

mercial statistical tools were mentioned.
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The ninth question challenged the existing hypothesis that the edge solution is required
since customers are increasingly unwilling to transfer their data to the cloud. Based on
the answers, 5 out of 15 respondents saw that the edge solution could help in sales
cases, 4 out of 15 respondents saw that the edge solution could sometimes help in sales
cases, 5 out of 15 respondents were unsure and 1 out of 15 respondents saw that the

edge solution could not help in sales cases.

The tenth question aimed to determine possibly existing development plans for the re-
mote services and the required capabilities for that. This was an optional open question
which ten out of fifteen respondents answered. The answers are presented in Table 4

and the common items that were mentioned are highlighted in blue.

Table 4. Development plans for remote services in the case company

Respondent ID Answer

P1 More systematic and more proactive and
predictive approach. Identify possible

problems before they escalate

P2 Be more predictive, more proactive.

P3 | think this service needs to be further de-
veloped. | hope that the pending develop-
ment will give more possibilities for im-

proving service profitability.

P4 "Target: 1) use cloud data more effec-
tively than nowadays (increasing the
number of persons working on data). 2)
alert-based actions (moving away from
reactive work and actions with predefined

intervals to more proactive ways)

Enablers and needs: new self-service ca-
pabilities to allow a "self-sufficient” way of
working, without always calling devops for

help
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P5

Yes, many plans. Improve internal pro-
cesses, widen knowledge, more ad-
vanced analytics... The aim is to maintain
a frontrunner position in remote services
while enhancing customer satisfaction

and response speed.

P6

Mainly new capabilities are needed. More
analytical tools integrated with the plat-
form and also more visualization features.
Fleet comparison on different levels mill,

machine, process, etc...

P8

We have a long journey ahead of us to
widen the analysis support for all of our
device types and to develop ticketing and
reporting capabilities in the customer por-
tal to be able to run the services more ef-

ficiently.

P10

More proactive mathematics is required to
provide real-time value for the customer.
Data sources need to combine more than
currently. More advanced analytics into
our analytical applications. Long-time
trending. Al-supported automatics leads
from our analytical applications. Multi-
data source dashboards for customer's

operator room.

P14

1. Very basic level should be very cost-ef-
fective to keep it online for almost every
customer. Examples show that basic-
level data analyze does not need to be so
sophisticated, those are also needed but
that can be something extra then.
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2. In our technology we see great poten-
tial to bundle Industrial Internet with other
services as we have already done at one
customer to combine performance data,
laboratory analyses, and inspection at site
to make an overall suggestion to the cus-
tomer. In the future such could be more

automatic.

3. In long term | expect Al to analyze the
data further and find correlations between

plants and situations

P15 Combined condition/performance indica-
tion, comparable with other mills. Possibly
personal/internal alerts for selected pro-
cess values to notice ASAP if attention is
needed. Selected data download to Excel
and/or better ways to process numerical
data (eg. compare different years) in the
cloud. Comparison to reference data
available to all visualizations. Better/uni-
fied naming /grouping per equipment of

tags to be able to find them more easily.

The more detailed answers to these questions can be found from Appendix B. The rest
of the questions in the pre-questionnaire aimed to determine the analytical maturity level
of the case company as a base understanding of the current situation of the case com-

pany and to determine possible future development directions.

6.1.1 Maturity level model questions

Based on the fourth question, the services in the case company aim to answer all four
levels: what has happened (11/15), why something happened (14/15), what will/might
happen (12/15), and what should be done to prevent something from happening (15/15).
However, based on the fifth question, the focus of the services is on defining past per-
formance and trends (12/15) and performing root cause analysis (11/15) and less on

detecting future trends and possibilities (5/15) and defining the best course of action
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(8/15). Also, based on the sixth question, the time perspective in services in the case

company is in historical data (15/15) and less in future predictions (6/15).

The techniques/models in the maturity model were separated from each other for the
seventh question and there was also "other’-option. The most commonly used tech-
niques/models are reporting (13/15), data visualization (12/15), root cause analysis
(11/15), and statistics (8/15). Only a few respondents chose the techniques/models from
the highest levels of the maturity model: machine learning (2/15), regression analysis
(6/15), forecasting (1/15), decision tree (1/15), and optimization models (1/15). One re-
spondent chose the "other”-option and mentioned one commercial analytical tool. Finally,
based on the eighth question, the services in the case company support decision-making
by giving information (14/15) and by identifying areas for improvement (12/15) and only
partly anticipate risks and/or opportunities (7/15), and guide optimal decisions to achieve
desired outcome (7/15). When comparing all these presented results to the maturity
model presented in Figure 5, the case company is in a chasm, as presented in Figure

14.

Qverall maturity level

Chasm
Stage 1 Stage 2 Stage 3 | gy Stage 4 Stage 5

Figure 14. The maturity level of analytics in the case company

The service is at predictive and prescriptive levels, the focus is on descriptive and diag-
nostic levels, time perspective is on descriptive and diagnostic levels, techniques that
are used are mainly at descriptive and diagnostic levels even though some predictive
and prescriptive techniques are in use. Finally, the decision-making support is on de-
scriptive and diagnostic levels. The case company seems to be in transit from a reactive
approach to a proactive approach but the processes are not yet standardized and there
are some challenges that the case company must overcome to pass the chasm.

6.2 Interview results

The main results arise from the "Discussion about selected themes” and from the “Filling
questionnaire together” part of the interview. The discussion about selected themes fo-
cused on the strengths, weaknesses, opportunities, and threats of a single cloud, single
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edge, and DCS system from a remote service perspective. Additionally, the hybrid model
was discussed. In the questionnaire, the most important capabilities from a remote ser-

vice perspective were identified.

6.2.1 Single cloud strengths, weaknesses, opportunities, and
threats

The single cloud has been the main solution to perform remote services in the case
company. The strengths, weaknesses, opportunities and threats of the cloud solutions

based on the interviews are presented in Table 5.

Table 5. Single cloud strengths, weaknesses, opportunities, and threats

Strengths Weaknesses Opportunities Threats
Easy to access Sometimes  cus- | Fleet monitoring Losing potential
tomers do not want customers

to transfer their

data to cloud

Effiicient work It is not transparent | Combining data
what data is trans- | from multiple

ferred to the cloud sources

Reference  man- | Latency Tasks that require

agement high capacity

Combining online | High data pro- Training more ad-
and offline data cessing costs vanced analytical

models

Possibility to export

data

The main strength seen in the single cloud solution based on eight participants was the
easy accessibility of the solutions and analytical tools in the cloud which was seen as an
enabler for efficient work. P2, P5, and P12 highlighted the importance of collecting ref-
erence data to the cloud for reference management purposes. P6, P7, and P13 ex-
plained the importance of combining online and offline data, for example when doing
troubleshooting, that is possible in the cloud. P18 liked the possibility of exporting data

from the cloud since sometimes the data needs to be analyzed in other systems. Overall,
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the cloud was seen as a beneficial tool for long-term monitoring and reporting purposes
by P17.

In addition to the current strengths, there was seen many development opportunities in
cloud. The most common, mentioned by eight participants, was fleet monitoring. Another
opportunity mentioned by P4 and P10 was a possibility of combining data from multiple

sources:

"We don't for example have the maintenance event data in the cloud at the moment. ...
So, if we are not even that far that we are able to have the event data and and approach
data together in the cloud, we are just at the beginning at the moment, and this should

be definitely something to develop further.” (P4)

P17 mentioned large capacity needs like training large language models in the future
that can be done in the cloud but for example in edge, this would require too much ca-

pacity.

Even though there was seen a lot of strengths and opportunities in cloud, there was also
many weaknesses and threats. The main reason for edge development based on P5,
P13, P16, and P17 has been the difficult sales situations when the customer has been
interested in the Industrial Internet offering but has asked for the local implementation
that has not been an option. P13 reasoned that it is not as transparent for the customers
what data is transferred to the cloud which might make the customer unwilling to transfer
any data to the cloud. Another driver for the local implementation based on P5, P9, and
P10 was latency since some loT applications are delay-sensitive and hence suffer from

latency on the cloud side.

”...for some some applications that's going to be amazing because going to the cloud
ends up adding like a few minutes and if you've caused a few minutes of delay on that

application, it's not as useful.” (P9)

However, P2 had a different point of view and highlighted that the case company is not
serving the customer in real-time but that the remote services focus on analyzing perfor-
mance, finding future possibilities, and giving suggestions for process improvements.
The fourth mentioned weakness in the cloud was the costs that have increased on the

cloud side based on P4.

As a result of not having local implementation, there is a threat to lose potential custom-

ers in the long run based on P12 and P13.

"The customer see the data as a new oil...they do not want to share that data to others

and especially to the competitors...” (P12)
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6.2.2 Single edge strengths, weaknesses, opportunities and
threats

When it comes to the new edge solution, there was already seen many strengths and
opportunities. The strengths, weaknesses, opportunities, and threats of the single edge
solutions based on the interviews are presented in Table 6. Six participants saw that the
edge solution could make it easier for new customers to purchase digital solutions with
lower risks since no data is transferred out of the site. Also, as P13 explained earlier the
cloud makes it not transparent what data is transferred to the cloud, edge solution is
different and more transparent for the customer. Based on P5, P9, and P10 the delay-
sensitive 0T applications can benefit from the edge solution since there is less or non-
existing latency. From an internal perspective, P1 saw it beneficial if the edge solution
enables accessing second-level data instead of taking remote access to the DCS system

in troubleshooting situations.

Table 6. Single edge strengths, weaknesses, opportunities, and threats

Strengths

Weaknesses

Opportunities

Threats

Lower threshold for

Complex to have

Easier to import of-

Not everyone is fa-

the customer to access tothe data | fline data miliar with remote

purchase digital so- access

lutions

Transparent what | Remote access has | Decrease  opera- | If it is too difficult to

data is collected limitations: person | tional costs access, people
count, time, per- might not utilize the
sonality solution

Low latency

Suitable for access-

Low capacity

Does not enable

Maintenance

It is hard to get per-

ing  second-level | training more ad- mission for remote
data vanced analytical access
models

Can risk fleet moni-
toring and refer-
ence management

capabilities
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As an opportunity, P11 saw that it would be extremely beneficial if an edge solution
could help in combining online and offline data since it has been difficult to import offline
data to the cloud since it has been done manually. However, P6, P7, and P13 saw that
the edge solution would make it even more difficult to combine online and offline data
since analyzing online and offline data currently needs tools outside the platform of the

case company.

"] think a valuable portion is to figure out how can we simplify the process when edge
cloud isn't enough. ... | understand that customers don't want to give us data all the time
but once they have a specific reason for giving us data, it will be super nice if the tool

could enable us to sort of expand the use case in in different ways.” (P13)
P1, P4, and P5 saw that edge solution could help in decreasing operational costs.

Similar to the cloud solution, also the edge solution had still some weaknesses and
threats. The main weakness in the edge solution is the complexity of taking access to it
based on eight participants. Another worry raised by P6, P7, and P11 is whether the
remote access to edge has some limitations like the amount of people who can access
the solution at the same time or time limitations. P6 underlined that these kinds of limita-
tions will be fatal to remote services. P11 gave an example that sometimes there is a
need to follow the test runs with remote access and it can last a whole working day and
if there is a time limitation, this will not be possible. Another worry from P11 was that
since the edge solution needs to be accessed with remote access, it will be difficult to
replace someone during sick leave or vacation since the remote access rights are per-
sonal. Hence the remote service can suffer from this. When thinking about the capabili-
ties, P17 stressed that when it comes to needs of high capacity, the edge equipment
needs to be fierce to fulfill these requirements. Then the costs will also increase which is
why the cloud is more suitable for these kinds of higher capacity requirements. P13 and
P10 agreed with P17 and saw that the edge server does not enable the training of more

advanced analytical models in the future.

"But | think it's very often that we need to do more with the data than just view the data
with basic analytic tools inside the platform. So, | think it serves us some purposes, it
serves us probably well for following up progress of agreements, doing basic type of

analytics but | don't think it serves us enough to do advanced analytics.” (P13)

One crucial threat with the edge solution is that some people in the case company have
never used remote access and hence the edge solution would require a lot of training for
this (P5, P15 & P16). P7, P11, and P13 said that if it is too difficult to take the remote
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access, people might stop using it. P11 said that this has happened earlier as well with
other new tools that people keep using the old ones if they are not fully pleased with the
new tools. Another crucial threat to solve is how to maintain the edge since the mainte-
nance is fully on the service provider and if the updates can not be done with remote

access, all the updates need to be done one by one at site (P3; P10; P18).

"We have this SaaS and of cource when we see bugs, we want to fix them in next release
but it can not go so that the customer has to deal with the old version since we can not

make the updates. It does not make sense.” (P10)

P1 and P12 raised that even though customers do not want to transfer data to the cloud,
it will get also more difficult to get remote access to the customer sites which then affects

the availability of the digital solutions at the edge.

"So what concerns me is that the cases where we haven't had the cloud data, | think
almost all of them have been that the customer has said like absolute no to any kind of
remote access. So it doesn't help if it's an edge solution or cloud solution because there's
not any kind of remote access allowed to decide. So we cannot still do remote monitor-
ing.” (P1)

P4 wondered whether the edge solutions ends up cutting the data transfer to the cloud
completely which then cuts the possibility of fleet monitoring and proactive monitoring.
P1 and P10 agreed that the edge solution can not risk the proactive monitoring aspect.
Lastly, since customers are becoming even more careful, the edge needs to have the

same security certificate as the DCS (P17).

6.2.3 DCS strengths, weaknesses, opportunities and threats

Even though the DCS system was not part of the scope in the interviews, it was raised
in the discussions and hence the comments were included in this research to support
the understanding of the overall picture. However, since DCS was not part of the inter-
view scope, there are no comments from all participants. The strengths, weaknesses,
opportunities, and strengths are presented in Table 7. Based on P8, P12, P14, and P15,
the strength of the DCS is the possibility to get an overall picture of the process. It is
possible to see all the measurements, how different controls are affecting each other,
and what should be optimized. For P16 the DCS provides second-level data in trouble-
shooting cases that are not available in the cloud. P18 sees that it is nicer to use the
customer tag names found from DCS when doing reporting since the tag names are then

familiar to the customer. As a future opportunity, P17 saw that it would be beneficial to
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identify which loT applications should run in DCS instead of the cloud for example due

to latency reasons.

Table 7. DCS strengths, weaknesses, opportunities, and threats
Strengths Weaknesses Opportunities Threats
Get an overall un- | Not possible to | Integrating loT ap- | It is becoming more
derstanding of the | combine online and | plications into DCS | difficult to get re-
process offline data mote access
Access second- | Holds data only
level data from a short period

Tag naming is fa-
miliar for the cus-

tomers

As a weakness, the DCS system does not support combining online and offline data
(P13) and it holds data only from the last half a year. In reference management, the data
is required from a longer period (P12). As a threat, it will be more difficult to get remote
access also to the DCS since the customers are becoming more careful with giving re-

mote access (P12).

There were two reasons why it was seen that the cloud solution would be needed even
though there would be a local solution. One was fleet monitoring and reference manage-
ment (P1; P2; P5; P13; P14; P15). Based on P13 the cloud solution makes it possible to
automate the work of an expert conducting remote services which would be lost in pure
local implementation. The hybrid solution got a positive response from 13 out of 18 par-
ticipants and the rest did not comment on the topic. The hybrid model is not in use yet,
so it is not as clear for research participants. Hence the hybrid model was discussed
more on a higher level and the aim was to understand how participants saw this possi-
bility. The role of the edge in the hybrid model was seen in the pre-processing of data
(P6; P10) which would then result in cost savings (P1; P3; P17) and provide transparency

for the customer on what data is transferred to the cloud (P13).

6.2.4 Critical capabilities for remote services
Based on the questionnaire filled out during the interviews, there were seven common

critical capabilities (2, 7,9, 10, 12, 14, and 16 in Figure 15), eight capabilities with varying
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needs (1, 3, 4, 5, 11, 13, 15 and 17 in Figure 15) and two nice to have capabilities (6 and
8 in Figure 15). 16 out of 18 participants saw that fleet monitoring has a lot of future
potential, and that the interest towards it is increasing, one participant was unsure but
thought that there might be potential in the future and one participant did not comment
on the topic but saw it moderate in criticality. The major concern in fleet monitoring based
on six participants is that the processes are difficult to compare since they are not stand-
ardized. Based on P10 and P13 some data, like energy consumption, are easier to com-
pare than other more sensitive data. P8 and P11 highlighted that fleet monitoring re-
quires a lot of data and hence P5 and P11 thought that it might not gain ground in a short
time period. However, P10 and P14 said that there have already been some pilots on
fleet monitoring but based on P10 there are not yet standardized processes. Based on
P10 and P13 there needs to be a clear business model first. P9 and P14 see potential
to utilize fleet data in troubleshooting, P14 sees that fleet monitoring should be part of
inspections, and P5 and P12 see potential in reference management. P8, P11, P13, P14,
and P17 also said that the customer hopes to monitor their fleet which needs to be ena-
bled at some point in addition to the internal need. Five participants raised their worry

about the possibilities of fleet monitoring when it comes to single edge solution.

The ability to reach fast into availability problems was seen as high or moderate in
criticality by all participants. P5 and P8 see it as really disappointing to have to say to the
customer that it was not possible to deliver the service due to problems with the tools.
Based on P7 and P16 if the data is missing for over 50% of the reporting period, the
service becomes useless. However, P15 and P16 see that it is okay if the data is not
accessible in one or two days. Availability problems affect the time it takes to deliver the
report to the customer and here even a few weeks of delay in delivering the report is too
much (P11). This is why there should be better quality control and a clear process to
define how the problem is identified, how the customer is contacted, and by who (P14).

Cloud/remote connections are after all enabler for conducting remote services (P6).
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Figure 15. Capabilities required for remote services.

Requirement of combining data from different sources was the highest rated require-
ment from all and P3 even said that it is probably the most important one from all since
it helps to get the full understanding of the process. As an example, five participants
mentioned the capability of combining process data with laboratory data. Other men-
tioned data were chemical measurement (P2) and maintenance data (P6). It was also
said that it should be possible to combine data from 3rd party systems since the case
company is also working with 3rd party DCS and then it might be more difficult to have
access there (P3). One participant thought that the need to combine data from multiple
sources might have been a reason to start providing cloud connection in the first place
since it has not been possible locally (P10). Based on P16 data is already combined from
multiple sources in the cloud which has been seen as useful. P4 raised that the capability
of combining data from multiple sources is also important from the artificial intelligence

perspective when determining what kind of data sources can be used to train the models.

Earlier it was mentioned that P1, P4, and P10 are worried that the edge solution can risk
the proactive remote services that are promoted and developed currently in the case

company. P9 explained that the core of remote services is to take raw data and turn it
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into an actionable item. Related to the proactive services, it was seen critical to have
alarms and especially notifications from those so that the experts can react fast and
proactively to monitored events. P15 explained that one expert is following multiple sites
simultaneously and hence does not have time to monitor everything which is why there
should be well-defined alarms that guide the work and where to focus. However, P1, P2,
P5, and P13 stressed that the alarm notifications should not be automatic but instead it
should be possible to set the notification only from the specified alarms and also the
frequency of the notification since there are different types of alarms and not all of them
need to send a notification, but they can be monitored other ways. P5 raised the im-
portance of being able to modify existing alarms and their settings afterward since there
can always be changes in processes that affect the alarm configuration. P10 and P16
saw that even though the customer has alarms already in their DCS system, these cloud-
based alarms that are for long-term monitoring could also be sent to the customer if they

are first validated by the case company experts so that no false alarms would be sent.

Another important capability related to these cloud-based alarms is that an expert can
set new alarms themselves. This was rated as high in importance by 15 out of 18 partic-
ipants. P13 rated this as low since there are already too many alarms for customers in
DCS and it is difficult to sort the critical ones out of them all. However, P16 sees that the
capability to set new alarms should not even be promoted for the customers but be an
internal tool for proactive monitoring instead. P6 thought differently and saw that this
capability would be important also for the customers. P3 and P6 saw this capability as
pure user-friendliness since it actually takes time to make alarms with programming work
based on P8.

It was seen as critical to access the solutions quickly by 15 out of 18 participants and
it was said by P2 and P9 that if the solution is not accessed quickly, it will not be used
either by the service provider or customer. P8 however raised delay as a more critical

aspect than fast accessibility.

Possibility to export data was seen as important by 14 out of 18 participants. It was
reasoned that data need to be exported if the tools are not good enough and the analysis
need to be done with other tools (P2; P9). Another reason is that data is not in same
place which is why it need to be exported and combined (P11). One participant said that
instead of exaporting raw data, it needs to be possible to export reports based on raw
data (P8).
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6.2.5 Different criticality of requirements inside the case com-
pany
The case company has different services that have different needs. Performance evalu-
ation (reporting) does not require real-time data since it is done based on historical data
and in intervals (P4; P7) and it is not about solving real-time issues (P2; P5; P11). How-
ever, the data that is used should be collected frequently and it should not have too many
gaps (P8; P15). Also, the data delay should not be more than from hours to a day (P1;
P11; P15; P16). Then when it comes to proactive monitoring, the data needs to be real-
time data so that the events can be noticed and reacted to on time (P4; P6; P7; P14).
Troubleshooting and some delay-sensitive applications also requires real-time data (P7;
P9). In troubleshooting, if an issue is identified, it needs to be possible to verify it in real-
time (P9). When it comes to delay-sensitive applications, if the data is not real-time, the
information that the application provides is already useless (P10). P6 raised that not only
case company experts should be interested in real-time data but also the service and

even the customer.

Standard tag naming was seen as important but also difficult (P1; P3). P4 and P5 see
that it would be straightforward and increase efficiency of work. P8 said that they already
have standard tag naming but P5 said that they have been asking this for 15 to 20 years.

P9 said that the tag naming is not as big of an issue if the descriptions are clear.

There are a lot of differences in the utilization of DCS screens. P1, P14, and P16 said
that they have not needed this capability when doing remote services, P14 said that they
don't even know how to use it but then P5, P10, and P18 said that they use remote
connection all the time, and that it remains important in the future. P11 said that remote
access is the main tool when customers have questions or problems. There were many
reasons why remote access was seen as important: in troubleshooting to access second-
level data (P3; P16; P18), cloud does not have all needed data (P4), DCS enables more
analytical capabilities that are not in cloud (P3; P14; P18), DCS enables seeing how
processes and machines are operated and how they are connected which is slower in
cloud and tag descriptions in cloud are not clear enough (P5). Product teams were men-
tioned as one active user group for remote access (P1). P10 said that the cloud gives a
first glance of the situation, but further analysis requires DCS. On the other hand, why
remote access is not applicable every time is if the customer does not provide access
(P9), sometimes DCS and cloud data are not comparable (P2) and remote access has
restrictions like time that the user can spend there as mentioned earlier (P11). P15 said
that even though they have not used remote access earlier, the utilization might increase

in the future.



55

There is ongoing pilots about OEM partnership ecosystems based on P2, P4, and P14.
Other than that, P9 and P16 mentioned that occasionally there is a need to do trouble-
shooting and collaboration with OEMs. P6 and P7 have not had a need yet for this kind
of partnership. P8 said that the data is only collected from their own equipment which is
why it will never be shared. P5 said that they see opportunities but there have not yet
been business models that would benefit the case company, partner, and the customer.
P4 said that it has been proved in one of the pilots that the case company can not do
remote services for original equipment manufacturer (OEM) equipment as efficiently as
OEM suppliers can and that the customer does not want to have multiple data connec-

tions but instead either their own or one from a supplier.

There are already existing use cases for fleet-wide alarm monitoring but it was seen
as less important compared to the notification of an alarm by P4. P16 saw potential here
for long-term monitoring purposes. P16 also sees that this could be used to contact the
customer proactively about issues since sometimes problems are not communicated

outside the operator room and the issues come as a surprise to the customer.

The answers related to real-time data processing were really different, but it can be
explained by different needs in different tasks and cases. In long term monitoring and
analysis based on historical data the delay was not seen as critical and data updates
even once per day were seen okay (P3; P4; P9). But in emergency support and delay-
sensitive applications like maintenance-related ones, the delay was seen as critical since
too big of a delay makes the data invaluable (P3; P5; P10). P11 mentioned that data
processing makes sometimes applications also slow which results in situations where

the applications are not used.

The possibility to compare data to the DCS system was seen as low in criticality by
6 out of 18 participants and high by P10 and P18. P2 who voted for low said that data
can not always be compared apple to apple. P11 who voted for low as well said that it
should be possible to trust that the data is correct that is shown. However, P18 who voted
for high said that it is common way of working in some cases that data is not showing

correctly and it needs to be checked from the DCS.

When it comes to a need to access second or minute-level data, there was a lot of
differences in answers. Once again it can be explained by different services with different
needs. The less frequent data collection is enough when it comes to long term monitoring
since there the historical data is analyzed and the focus is not in troubleshooting or find-

ing issues but to focus on the long-term performance (P3). But when troubleshooting is
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done where ad-hoc information, fast-developing events, or failures are analyzed, minute
and second-level data are needed (P1; P2; P3; P5; P16).

The ability to access all the process data always with the same tools was seen as
important from the efficiency of work perspective (P2; P7; P14) but after all that does not
matter as long as the case company can deliver value to their customers (P3; P5). Same
for Machine Learning, it is seen as an enabler for improved offering (P3; P4) but it is

not value itself:

"I wouldn't say it's a value in self. ... if we need somewhere machine learning to identify
for example the deviations of course but | don't say it's a goal to use machine learning.
It's a goal to identify deviations.” (P1)
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7. DISCUSSION

This section goes through the research questions and answers those based on the liter-
ature review, questionnaire, and interview results. There were seven research questions

that this thesis aimed to answer.

7.1 Remote services in process industry

This section answers to RQ1. Since the process industry processes require continuous
monitoring and optimization to prevent costly unplanned shutdowns, there is immense
potential for service providers. Additionally, since loT with its sensors and actuators has
created data collection from the equipment, it enables a more versatile service offering
where the service is provided based on data-based decision-making, data-driven ser-
vices. The data collected from sensors is meaningless itself, but it becomes meaningful
when it is processed, modeled, analyzed, visualized, evaluated, utilized in decision-mak-
ing, and finally acted on as shown in Figure 6. This is an interesting perspective since
many industrial customers tend to keep their data as a new oil. In fact, it becomes the oil
only when the data is further processed and utilized somehow. All this data handling can
be fully automated, especially in the process industry, where the automation system al-
ways exists,but most of the time to reach the wisdom level, human effort is needed. The
human effort can be performed by the service provider, the customers themselves as a
self-service, or in collaboration between the two as presented in Figure 7. In the case
company, the services are provided mostly in collaboration with the customer, but the
fully automated and customer self-service models might become more common in the

future. This finding highlights the need for more advanced analytics.

A common way to provide data-driven services in the process industry is to transfer the
collected data to the cloud and do remote services like remote monitoring. Cloud com-
puting has created new opportunities like more advanced analytics and massive compu-
ting and storage capacity. This changes the traditional automation hierarchy model so
that the upper-level, lower latency, functions can be migrated to the cloud as presented
in Figure 10. Based on the case company, common services that are provided in the
process industry are |oT applications, reporting services, and on-demand support ser-
vices including 24/7 support. This finding was in line with the pre-understanding that ex-

isted.
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As presented in Figure 4, there are four different types of analytics: descriptive, diagnos-
tic, predictive, and prescriptive analytics. As defined earlier, the case company is in a
chasm which means that the company has standardized ways to perform reactive ana-
lytics and services, but they do not yet have standardized processes for the proactive
approach which requires predictive and prescriptive analytics. The analytical level fo-
cuses on descriptive and diagnostic analytics even though some more advanced and
future-focused analytics are piloted. The overall service aims for a proactive approach
but there is not yet standardized ways for this. The future direction is however to develop
the analytical capabilities towards predictive and prescriptive capabilities and to create
standardized processes for proactive service approach. Due to these findings, the ma-
turity level of the analytics in the case company can be divided into the maturity of the
services and the maturity of the technical capabilities to perform the services. Based on
the findings it was surprising that the technical capabilities and the overall service were
in different stages of maturity. The technical capabilities are in the chasm as the overall
maturity of the analytics but the overall services are already in the mature and ad-

vanced/visionary stages aiming for a proactive approach.

The traditional way of working in remote services has been to report in intervals to the
customer to provide support in identifying issues and optimization needs. This kind of
monitoring and optimization is required in the process industry in order to perform well.
Additionally, customers might have issues where they require support from the service
provider outside the reporting intervals. In these situations, on-demand support is pro-
vided by the service provider. This traditional way of working is presented in Figure 16.
However, the customer has started to ask for a more initiative-taking approach, proactive
monitoring. Instead of reporting in intervals, the service provider would inform the cus-

tomer whenever they see something alerting from the data:

” ...we have a problem with these our applications that we are continuously lacking. We
look what has happened and it is extremely awkward that if we have a customer meeting
twice a week and we tell something that has happened during the previous week that

has no value... the customer knows about that themselves already.” (P10)
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Figure 16. Traditional way-of-working

Alarms are commonly used to enable proactiveness so that a service provider or the
customer gets information that can be acted on. Alarms are useful for the experts, in the
company that provides the services, to guide their work. The experts are servicing mul-
tiple customers simultaneously and hence, they can not analyze everything, but they
need an indication of where to focus. This is where these alarms can help so that the

events are noticed as early as possible to gain business value:

”... Itis like a accumulation function. It is like an expected value that we find something
with diagnostics and the value increases until we do an action. And if the action is not
done and the process is stopped, the value will drop to O ... then the information does
not have value anymore... Not everything is this critical and usually the failures happen

slower and we are able to act on it as long as we notice it.” (P10)

This proactiveness and related alarms enable a new way of working which is presented
in Figure 17. In addition to the customer contact or the reporting period, the service pro-
vider can proactively monitor the customer processes and contact the customer when-

ever something is found. The reporting can then provide information on the long-term
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failures and optimization opportunities. The reporting can also include benchmarking ser-
vices where the customer can get valuable insights that are based on anonymized cus-

tomer data from the service provider installed base.
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Figure 17. Proactive way-of-working

Another direction where the process industry is moving is to create more advanced an-
alytics for the loT applications. Then the applications can already give customers recom-
mendations on optimal actions enabling customers to utilize the applications more in a
self-service manner. This is presented in Figure 17 on top. Currently, 10T applications

require human effort for evaluation:

”...they probably are deemed a bit too complex for customers to use just by them-
selves... So that customers would be able to create value by themselves of the applica-
tion with just few support initiatives from us when needed, but today it's quite often so
that they still rely on us to evaluate what the application is saying. ... And | think long
term that's not a sustainable way to think that we can work with 200 and we will have to

work hours with every customer” (P13)

In the process industry, the plant has multiple OEMs who know their own equipment the
best. Since current OEM partnership pilot projects in the case company have shown that
all OEMs have the best know-how from their equipment, ecosystem partnership models
have been started. This can be seen as a future trend in the process industry even
though the case company is one of the first runners in this kind of partnership model. In
the ecosystem partnerships, the aim is to combine the OEM know-how to find conclu-
sions and actions from data related to equipment to serve the common customer better.
The customers have raised that they do not want to have multiple data connections for

all OEMs separately. The ecosystem makes it possible to integrate all services into one
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data connection and digital platform. Traditionally, the partnership between OEMs in the
case company has been occasional. Sometimes solving a customer problem requires

working together with OEMs. In these situations, collaboration has been done.

7.2 Tools and capabilities for performing remote services

This section answers to the RQ2. In the process industry, the customer has always an
automation system (DCS). When the service provider is conducting the remote services,
they must have remote access to the DCS so that they can get an overall understanding
of the process, how controls are connected, and how the process is operated. In addition
to remote access, there must be sensors that are connected to critical equipment for
data collection. It is common nowadays that there is then a connection to the cloud for
data transfer. The cloud enables conducting remote services without remote connection

in an efficient way since the data is easier to access for analysis.

In the case company, the most utilized technical tools are cloud-based digital platform,
customer portal, DCS screens, Python, commercial analytical tools, reporting tools like
Power BI, and traditional Microsoft tools Excel and PowerPoint both for analysis and
reporting purposes. The required tools and capabilities are summed in Table 8. It needs
to be possible to visualize the data and create statistics from it, utilize the data in root
cause analysis and regression analysis, and it needs to be possible to transfer the data
into a reportable report. In the future, more advanced analytical models like machine
learning models are required. The development is needed but there need to be also clear
benefit from these more advanced models. In the case company, fleet monitoring capa-

bility was seen as potential and valuable in the future:

"It could be beneficial in a long run when we have a lot of data that we could compare
similar equipment and processes in different plants... Currently when we talk about fleet,
we mean that if the plant has multiple same type of asset, we look at them as a whole

instead of focusing on them one by one to identify the worst performing ones.” (P8)
Table 8. Required tools and capabilities for performing remote services

Category Item Why is it needed?

Tool DCS screens To get an overall picture of

the process.



Tool

Tool

Tool

Tool

Digital platform

Customer Portal

Reporting tools

Additional analytical tools
like commercial analytical
tools and Python

62

Where the data is visual-
ized, post-processed, and

analyzed.

For delivering the loT ap-
plications and the service
for the customer. For com-
munication between the
service provider and the

customer.

To create a report that can
be shared with the cus-

tomer.

For analysis purposes if
the capabilities of the digi-
tal plattorm are not

enough.

Capability

Capability

Capability

Capability

Data collection

Access second-level data

Combine data from multi-

ple sources

Post-processing data

Enabler for conducting re-

mote services.

Needed for troubleshoot-

ing.

To get an overall under-
standing of the process
and of maintenance ac-
tions and changes made in
the process. Includes com-
bining online and offline

data.

For analysis and to create
reports.
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Capability More advanced analytical To increase the intelli-
models gence of the loT applica-

tions and to enable proac-

tive services based on fu-

ture predictions.

Capability Fleet monitoring For efficiency of work (both
service provider and cus-
tomer), reference manage-
ment, and for new kinds of

services like benchmark-

ing.

Capability Alarm capabilities To guide the work and for

proactive services.

Capability Easily accessed tools For efficiency of work and

to maintain users.

Capability Self-service To create content and
make changes to existing
content in an efficient and

fast manner.

Capability To export data When additional analytical
tools are needed where the
data need to be trans-

ferred.

Fleet monitoring will be valuable for the service provider to guide where to focus, support
inspection services, and in reference management. Fleet monitoring is usually seen as
a tool for the service provider but it will also enable customers to monitor their fleet more
efficiently. The customers are also interested in benchmarking services that could be
integrated into traditional reporting practices. Not all key performance indicators (KPIs)
are comparable since the data might be sensitive. There is still some KPIs that are com-
parable between customers that could be utilized in the benchmarking. It is important to

identify all these different needs related to Fleet monitoring.
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The tools need to be easy to access for efficiency of work and if it takes too long to
access the tools or they work too slowly, no one will use them. This was a critical finding
since the development focus of technical capabilities is usually on the features and not
on efficiency of use. The user of the tools needs to be able to create their own content
and make changes to existing content without programming work in a self-service man-
ner. Otherwise, the development will take too long. The alarms themselves are important
to move the services towards a proactive approach and to guide where the focus should
be:

"When | start to have multiple customer plants where | do remote monitoring...it starts to
require alarms that tell what should be looked at because it is impossible to monitor

everything closely as it is required to be predictive.” (P15)

Collected process data has different requirements. It does not have to be collected to
the cloud in a second-level manner, but the second-level data needs to be accessible if
needed in on-demand support. For reporting and on-demand support purposes, the de-
lay is not critical since the focus is on historical data. The data that is collected can not
contain too many gaps since then it is difficult to make the analysis based on it. In pro-
active monitoring, the delay is more critical since the focus is on real-time data. The tag
naming in the data should be standard to make the work more efficient. There needs to
be a possibility to combine online data with offline data. This is important in troubleshoot-
ing situations when all required data is not online. Offline data can provide critical infor-
mation to understand the current situation. Additionally, there needs to be a possibility to
combine data from multiple sources. The required data can reside in different sources

but in an analysis situation, the data needs to be handled in one place.

7.3 Challenges of cloud

This section answers to RQ3. As mentioned earlier, the 10T applications in the case
company are too complex for the customers to analyze by themselves. This is why the
reporting is needed to interpret the applications. The analysis requires expert work. Due
to this, the service becomes expensive for the customer since they must pay for the
application and the service on top of that. This is a crucial finding that creates a need for
the future development of 0T applications. On the other hand, the applications can never
replace the expertise that the case company has. Still, when the service becomes costly,
it becomes more difficult to present value to the customer. Even though the applications
are too complex, they still lack intelligence for example to do predictions. In the case
company, there are not yet capabilities to do fleet monitoring although a lot of potential

is seen there.
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The biggest reason why the development of the edge solution has been started is the
latency that the cloud has. The latency is caused by a large amount of data that is all the
time increasing in the process industry. For delay-sensitive applications, this is fatal since
it makes the results of the applications invaluable. Also, the latency makes the applica-
tions and tools slower which results in bad user experience. Hence, this finding is in line
with the literature proposing that delay-sensitive applications should reside at the edge.
Another driver for edge development is the increasing cost of data processing in the
cloud. A third driver for edge is that customers are decreasingly willing to connect to the
cloud and if there is no local solution available, it will result in losing potential customers.
Similarly, customers are becoming more careful with providing remote access. In the

future, these challenges can become more critical.

7.4 Risks and opportunities of edge for remote services

This chapter answers the research questions Q4 and Q5. Cloud computing is an efficient
way of processing data but there is a need for edge computing. When the amount of data
is growing, the cloud can not handle all tasks as efficiently, and timely as is required.
This is a central finding in this research which highlights the need for the edge solution.
Since the response time at the edge is from seconds to minutes, edge computing can
help to reduce latency, network pressure, and bandwidth, which results in faster re-
sponse times and better user experience due to better-performing tools. The fast re-
sponse time is critical for delay-sensitive applications which is why they should be lo-
cated at the edge. Edge can also support lower levels in automation hierarchy like con-
trols and hence enable more automated operations. However, this kind of applications
can also reside in DCS. The strength that the edge has over DCS is that edge can contain
data from a longer period of time than DCS. On the other hand, DCS gives a better
overall understanding of the process. Both can have second-level data but DCS can not
have offline data available in addition to online data. Hence edge is more flexible than

DCS in more advanced tasks.

Based on the literature review, one driver for the edge solution is the customer's need
for better authority and desire to keep the data on-site. However, based on interviews
the customers are not only unwilling to allow the cloud connection but also any kind of
connection including remote connection which is required for conducting remote services
with edge. Hence from a remote service perspective, the edge solution does not actually
change this risk as much. Based on the interviews, increased data processing costs are

also affecting customer willingness to transfer data to the cloud and they have surpris-
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ingly even started to implement their own cloud solutions. It is hoped that the edge solu-
tion could decrease these data processing costs but there is not yet proof of that. Another
reason why customers are unwilling to transfer their data to the cloud is security and
privacy concerns. Edge can help in this concern since it is more transparent what data
is residing in each location but on the other hand edge brings new security and privacy
risks that need to be addressed and the edge solution must have the same security

certificate as the DCS to appear appealing solution for the customers.

Another central finding in this research is that even though edge solution has many ben-
efits and opportunities, it can not solve everything. Edge can not conduct tasks that re-
quire high capacity since otherwise, the edge equipment needs to include higher capac-
ity which then increases the cost of investment. It is also harder to combine data from
multiple sources or export data. These capabilities are required when performing remote
services. It is also harder to maintain the edge solution if it needs to be done one by one.
If the customer does not allow the updates through remote access the updates can not
be done efficiently. Fleet monitoring is also not possible at the edge which is seen as an
opportunity at the cloud side in the future. As remote access is critical to perform remote
services with edge solution, it must be available for the service provider. However, it
might be more difficult to get remote access in the future. The edge solution can not risk
proactive monitoring. Hence, there needs to be alarm capabilities and alarm notification

capabilities at the edge.

Edge computing is beneficial as an extension of the cloud, a hybrid model, instead of
replacing it completely since the cloud still has many strengths and opportunities in the
future. These strengths and opportunities are the possibility to combine data from multi-
ple sources, fleet monitoring, and training more intelligent analytical models. Edge com-
puting can be utilized to answer the low latency requirement and possibly to decrease
data processing costs by conducting pre-processing. When the data is pre-processed in
the edge, it can decrease the burden from the cloud and free more capacity for post-
processing the data. Cloud can even be responsible for training more advanced analyti-
cal models which is not possible at the edge due to capacity issues. If the edge has high
capacity, the cost of investment will also increase. However, the trained more advanced
models can have a local version of them at the edge. The models can be trained in the
cloud and transferred from there to the edge. This way edge and cloud can both benefit
from each other for maximized performance and minimized costs as presented in Figure
11. However, in this kind of hybrid model, it is harder to define the business model. An-

other challenge is that to decrease data processing costs, not all data should be trans-
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ferred to the cloud. On the other hand, if the cloud is used to train more intelligent ana-
lytical models, that requires a huge amount of high-quality data. The strengths, weak-
nesses, future opportunities, and threats of single cloud, single edge, hybrid, and DCS

are summarized in the SWOT analysis in Figure 18.

Cloud Edge Hybrid DCsS
- High computing and storage - Solution for customers that do not - More transparency for the customer | - Access second level data
resources allow cloud connection - Fleet monitoring capabilities - See all measurements and how
3 - More efficient work - Better performance of applications - Better performance of applications they are connected to each other
s - Faster installed base - Low latency - Get an overall picture of the
= monitoring process
% - Combining online and offline data
g - Contains latency - Slower installed base monitoring - Data in multiple environments - Not offline data available
g - High data processing costs - Fleet monitoring not possible - Includes data only for half a year
o - More diffixult to export data period
fg - More difficult to maintain
3 - Investment becomes high with high
= computing and storage capacity
g - Combining data from multiple - Broaden up service offering - Possibility to decrease data - Connecting delay-sensitive
= | sources - Could decrease data processing processing costs application to DCS
‘E | - Fleet monitoring and reference costs
E management - Could be connected to controls in
g_ - Training more intelligent models DCS
=T - Running local solutions from more
o intelligen models
- Customers are increasingly - Remote services require remote - What is the business model? - Not enough data for training more
unwilling to agree on cloud connection - Not enough data for training more intelligent models
'3 connection - Harder to connect data from intelligent models
o multiple sources
E - Decrease in proactive monitoring

- No capacity for training more
intelligent models

Figure 18. SWOT analysis of single cloud, single edge, hybrid solutions and
DCS

Cloud, edge, and DCS have their roles and opportunities in the future. However, to make

the most out of them, there needs to be a clear strategy on how to utilize them.

7.5 Role of edge in remote services

This section answers RQG6, and the resulting framework is the central finding from this
research that summarizes the results. The edge solution enables that there can be local
solutions from services and loT applications that have traditionally resided in the cloud.
However, the edge solution also provides an opportunity for a hybrid model where both
local edge and decentralized cloud are used simultaneously. As presented in Figure 18,
cloud, edge, and DCS have their own strengths. When having a hybrid model, there
needs to be a decision on how all tasks are placed into the model. The strength of the
cloud is the large resources and hence as presented in Figure 19, resource-oriented
tasks like training intelligent analytical models and post-processing data should happen
in the cloud. Another strength of the cloud is that it is easy to access the data when
needed. Cloud enables also sharing data with ecosystem partners with customer per-
mission. Fleet monitoring and reference management are also possible only in the cloud
since they require combining data from multiple data sources and even different custom-
ers. Since the cloud has a delay, it can not answer the real-time requirement but it is still

suitable for long-term monitoring. This is why loT applications, performance evaluations
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and alarms that do not require real-time data can reside in the cloud. Since they do not
require real-time data, the data can be collected rarely, for example as daily aggregations
to save costs. The collected data can also be pre-processed locally which reduces the
data-processing costs at the cloud side. Troubleshooting can happen at the cloud but all

data is not available there.
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Figure 19. Task division between cloud, edge, and DCS

Since the edge is able to answer real-time requirements, delay-sensitive loT applications
and alarms that are based on real-time data should reside at the edge. Edge should also
handle pre-processing data which can be data enlargement or data cleaning which can
happen for example with an anomaly detection model. If there is only a local edge and
no cloud, long-term monitoring, like performance evaluation, can also be done at the
edge. Hence loT applications and alarms that are utilized for long-term monitoring can
also reside on edge. Troubleshooting is possible at the edge side. The edge provides a
possibility to access second-level data for more precise analysis. However, when offline
data is required, the edge does not support this. Finally, control applications should re-
side at DCS since they would be closer to the controls. DCS also has more data from
the process than at the edge. Troubleshooting can be done at the DCS level but again,

when offline data is needed, DCS does not support this.

The framework in Figure 19 provides generalized guidance on how edge, cloud, and
DCS can be utilized together or separately, and what kind of capabilities each has. To
perform remote services, there needs to be at least one of the three: DCS, edge, or
cloud. However, if the cloud is not available, it is not possible to do fleet monitoring,
reference management, or train more intelligent analytical models. If edge or DCS are
available remote access is required so that it is possible to perform remote services. If
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the edge or DCS is not available, it is not possible to have delay-sensitive 0T applica-
tions or alarms that utilize real-time data. DCS has alarms but these alarms need to be
reacted immediately. When talking about the alarms in the edge or the ones in the cloud,

they are more intelligent and not as critical as the ones in DCS.

In a hybrid model, the edge can be an extension of the cloud to answer real-time require-
ments and minimize the burden of the cloud and data processing costs. Edge can also
provide local solutions from the cloud services and products if customers are unwilling
to transfer their data to the cloud enabling a broader service and product portfolio. If the
edge is utilized without the cloud, there needs to be an easy and efficient way for the
service provider to access the data when needed to enable performing the service and
proactive monitoring since it can not be done in the cloud. Also, then it is not possible or
it is complicated to do fleet monitoring and reference management or to train more intel-

ligent analytical models.

Even though cloud, edge, and DCS have their strengths, when placing services and dig-
ital products to each layer, there are still a few things that need to be considered. Costs,
security and privacy, availability, scalability, accuracy, and user experience affect the
placement decision as presented in Figure 12. As an example, if some application is
resource-oriented, it would be best to place it into the cloud. However, if as a result the
user experience is bad and the costs for data processing are high, it should be placed
elsewhere or edge should be utilized at least in pre-processing of the data to decrease
the costs and required bandwidth. Similarly, if an application that is delay-sensitive is
placed to the edge but is not accurate due to data quality problems, it should be placed

in DCS to ensure better data quality.

7.6 Ways to ensure performing remote services with edge so-
lution

This chapter answers the research question Q7. Things that need to be defined when
developing an edge solution in the case company are presented in Table 9. From the
perspective of pragmatism, these findings are the most important since these recom-
mendations support concrete actions in the case company. Edge solution brings possi-
bilities to minimize the burden of cloud and data processing costs. Edge can also
broaden the service and product portfolio to serve customers who want a local solution
but are still interested in the services and products on the cloud side. However, there are
a few things to resolve before remote services can be performed with the edge solution
efficiently. Remote access is critical to perform remote services and since the utilization

of remote access is not standard in the case company, it should be trained. It should
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always be included when the remote services are sold to the customer. Even though
remote access is available, if it consists of restrictions like time or amount of people who
can utilize it simultaneously, it makes it harder to perform remote services which is the
current situation in the case company. Hence there should be an easy way to access the
edge solution. A traditional way to take remote access to DCS is complicated, time-con-
suming, and contains restrictions. Since the edge does not contain all the data and in-

formation available, it could have its own, more simple, way to take remote access.

Table 9. Things that need to be defined when developing an edge solution in the case company

Item GAP in the case company Required actions

Remote access

Not all employees are
familiar with taking

remote access

Remote access is not
always included
when remote ser-

vices are sold

Edge solution can be

accessed with re-

e Training employ-
ees to utilize re-

mote access

e Remote access
needs to be avail-
able for all em-
ployees who are
conducting  re-

mote services

. and it needs to be
mote access but it is

complicated and con- Ieeistel [ th

tains restrictions SRl
e There needs to
be an easier way
to gain access to

the edge solution

loT applications at the Currently in the case com- It needs to be defined
edge pany, there is no clear defini- = which applications
tion yet of which applications should be at the edge.

should be at the edge.

Combining online and of- Currently in the case com- A process for combining
fline data pany, there is no clear pro- online and offline data
cess for situations when needs to be created.

online data at the edge



Customer portal and

edge integration

Alarm notifications

Relationship between

cloud and edge

Maintenance of edge

Availability of edge

needs to be combined with

offline data.
Customer portal in case
company is an important

communication channel be-
tween a service provider,
customer, and partners.
There is no local solution
from the customer portal or

integration with edge.

Currently, there is no way to
send alarm notifications out-

side edge.

Currently, there is no clear
definition of the roles of edge
and cloud if a hybrid model is

utilized.

Currently, there is no clear
plan on how to maintain the
edge solution in the case

company.

Currently, there are no
alarms or other ways to fol-
low the availability of the

edge.
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Integration between
edge and customer por-

tal needs to be created.

A way to send notifica-
tions outside edge from
alarms needs to be cre-
ated to not risk proactive

monitoring.

The roles of edge and

cloud need to be defined.

A well-defined mainte-
nance plan needs to be
created and needed re-
sources need to be ap-

pointed.

A way to monitor availa-
bility at the edge needs

to be created.

Since edge solution is suitable for loT applications that require real-time data, these kinds
of applications need to be defined in the case company. There needs to be a clear un-

derstanding of what applications should be moved to edge and what kind of requirements
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these bring to the capabilities of edge. Since edge does not have all the data that is
required in troubleshooting, there needs to be a clear process for how a service provider
is operating when the online data is not enough and offline data is needed. It also needs
to be defined, what kind of tools can be utilized in this kind of situation. One option is to
be able to export data from the edge to be able to combine the exported data with offline
data with other tools. The possibility to export data is also important from the ecosystem
point of view to share data with partners. A customer portal is an important tool from the
communication point of view between the service provider, customer, and even ecosys-
tem partners in the case company. One service in the case company is performed so
that the analysis happens with analytical tools but the resulting recommendations are
transferred to the customer through the customer portal. Hence there needs to be inte-
gration between the edge solution and the customer portal to ensure the knowledge
transfer between different parties. To not risk proactive monitoring capabilities in the case
company, the edge should enable sending alarm notifications for the service provider
from monitored events. If a hybrid model is utilized, it is important to define the role of

the edge in it.

There can be differences in whether a customer allows that edge solution can be updated
and maintained through remote access or not. There needs to be a well-defined mainte-
nance procedure for the edge solution and enough resources for this. The availability of
the edge needs to be monitored and if issues are noticed it needs to be possible to react

fast to those to maintain the solution as secure and up-to-date.
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8. CONCLUSIONS

8.1 Answers to research questions

The RQ1 studied what kind of remote services are provided in the process industry.
Based on the findings from the case company, common services that are provided in the
process industry are loT applications, reporting services, and on-demand support ser-
vices including 24/7 support. The services are usually performed as a collaboration be-
tween the service provider and the customer and the services are provided in intervals.
The future direction is however to move to a more proactive approach where the service
provider can react in real time to disturbances in processes. This requires predictive
monitoring capabilities like alarms. Another future trend is to create more advanced an-
alytics that can enable automated processes and customer self-service. Ecosystem part-

nerships will be important in the future to provide better services to customers.

The RQ2 studied what technical capabilities and tools are required for conducting remote
services. As presented in Table 8, the required tools based on the case company are a
cloud-based digital platform, customer portal, DCS screens, Python, commercial analyt-
ical tools, reporting tools, and traditional Microsoft tools Excel and PowerPoint. To per-
form remote services there needs to be data collection, the possibility to access second-
level data, the possibility to combine data from multiple sources, the possibility to pre-
process data, advanced analytical models, fleet monitoring and alarming capability, the
possibility to create own content as a self-service and to export data. Additionally, the
tools need to be easily accessed to automate way of working. If the access is compli-

cated or there are restrictions, the tools will not be utilized.

The RQ3 studied what kind of shortages there are currently in capabilities in the cloud.
Based on the findings, since the loT applications are too complex, the customers can
not use them as a self-service but then the service on top of the application makes it
costly for the customer. Then it becomes harder to show the value of those. However,
even though loT applications are too complex for the customer, they still lack more ad-
vanced analytics. Also, advanced tools like fleet monitoring are currently missing in the
case company. The edge solution is required for delay-sensitive |oT applications since
the cloud has a delay. Another driver for the edge is the increased data processing costs.
And thirdly, customers are becoming more careful and hence it will be harder to get

customers to transfer their data to the cloud in the future.
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The RQ4 studied what kind of benefits edge solution could provide for remote services
compared to a single cloud solution. As mentioned earlier in sub RQ3, edge computing
can help to reduce latency and hence answer the needs that the delay-sensitive loT
applications have. Additionally, edge computing can decrease network pressure and
bandwidth resulting in faster response times and better user experience. Edge compu-
ting can be utilized in lower levels of automation hierarchy, in controls, to automate op-
erations. Edge computing provides a solution for those customers who want a local im-
plementation and who do not want to transfer their data to the cloud due to low transpar-
ency, costs, or security and privacy concerns. In a hybrid model, the edge can act as an
extension of the cloud by pre-processing data and holding delay-sensitive loT applica-
tions. This way the cloud resources can be utilized more efficiently and for other tasks
like training more advanced analytical models. It should be also studied further whether
edge could hold local versions of more advanced analytical applications even though
they would be trained in the cloud and whether edge could decrease costs in a hybrid

model compared to the single cloud solution.

The RQ5 studied what kind of risks and challenges there are in single edge solution.
Edge can not have high capacity because then the up-front investment becomes high.
Hence it can not train more advanced analytical models or hold loT applications that
require high capacity. Edge does not enable fleet monitoring. It is harder to combine data
from multiple sources, export data, and maintain the solutions. Additionally, since remote
access is critical for performing remote services with the edge, there is a risk that cus-
tomers will not allow remote access as openly as today. This will then risk the proactive
monitoring approach if a hybrid model is not in place and the proactive monitoring can

not be performed in the cloud.

The RQ6 studied how edge solution changes the way remote services are performed.
Edge solution broaden ups the service and product portfolio to have local solutions. How-
ever, this requires that service provider need to train their employees to utilize remote
access in their remote services. Cloud has its place when it comes to tasks that require
high capacity, in fleet monitoring and reference management, combining data from mul-
tiple sources, and in ecosystem partnerships. Edge can answer real-time requirements
and hold delay-sensitive 10T applications and alarms. Hence edge will be a tool for real-
time monitoring and cloud will be a tool for long-term monitoring. The remote services
can be performed with a single cloud, single edge, or a hybrid model. The decision is
affected by costs, security and privacy, availability, scalability, accuracy, and user expe-

rience aspects.
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The RQ7 studied which things should be defined in the case company when developing
edge solution further. Since remote access is not utilized by all in the case company it
needs be trained. Since remote access is critical when performing remote services with
the edge, it needs to be included in the contract every time the edge solution is sold.
There needs to be easy access for the edge solution, the current way of taking access
is too complicated. Things to develop are integration between the edge and the customer
portal, alarm notification possibility outside edge, and a way to monitor the availability of
the edge. Things to be defined are which loT applications should reside at the edge, how
to combine online and offline data, and what is the process for this, the roles of edge and

cloud in a hybrid model, how the edge is maintained, and where to get resources for this.

8.2 Managerial implications

The answer to the RQ7 gives implications for the case company on what things to focus
on. One hypothesis in the case company was that the edge could replace the cloud and
the cloud would no longer be needed. This hypothesis can be overruled based on find-
ings that the cloud has many strengths and opportunities that the edge does not have.
The long-term goals should be to have a clear business model of the utilization of edge
and cloud which enables proactive monitoring and more advanced analytics. However,
to reach this level, a lot of definitions need to be done on which IoT applications should
reside at the edge, how to combine online and offline data and what is process for this,
roles of edge and cloud in a hybrid model, how the edge is maintained and where to get
resources for this. The base for these definitions should be the framework presented in
Figure 19 which illustrates the strengths of cloud, edge, and DCS. Cloud should be uti-
lized for long-term monitoring and for more advanced analytics while edge should be
utilized for real-time analysis. There is not yet a trusted answer for whether the edge
could help to decrease costs, which was another hypothesis in the case company. Based
on this research it is possible, and hence it should be studied further. The important role
of the DCS stays and in the future, it could be a place to automate processes with control

applications.

In the meantime, it needs to be ensured that the edge solution can be utilized in remote
services when a customer requests local solutions and that it does not risk performing
remote services. The most critical thing is to enable easy access through remote access
to the solution and training that increase the expertise of employees on the utilization of
edge. The alarm notification is also an important feature to develop to continue the de-

velopment of proactive monitoring. Similarly, integration to the customer portal from edge
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is important to enable efficient knowledge transfer between service provider and cus-

tomer.

8.2.1 Overall managerial recommendations

Even though this research was done as a case study, the results can be generalized in
the context of the process industry. Edge solution is a good addition to a portfolio of a
service provider working in the process industry. Edge solution enables serving those
customers who are more careful and do not want to transfer their data to the cloud but
still are interested in the service and product portfolio on the cloud side. Additionally,
edge helps to answer the real-time requirements even outside the process industry

whenever latency on the cloud side is too much.

In a hybrid model, the edge can perform as an extension of the cloud or as an extension
of DCS. Edge can help to reduce the burden of cloud computing and possibly decrease
costs, and improve user experience even outside the process industry. When the edge
is combined with DCS, it can help to bring more advanced analytics closer to DCS and
help to automate control tasks in the process industry. All three, cloud, edge, and DCS
have their strengths, weaknesses, opportunities, and threats but to reach the maximum

benefit of remote services in the process industry, all of them are needed.

When developing an edge solution and remote services are connected to it, it is im-
portant to make sure that the capability to access the edge solution is not too compli-
cated. Remote access should work efficiently without restrictions like time and amount
of people who can access it simultaneously. Additionally, if a proactive monitoring ap-
proach is in use, the edge solution should support this instead of risking this. This can
be done by enabling alarm notifications outside the edge or by utilizing a hybrid model
where monitored data is transferred to the cloud after it is pre-processed at the edge. It
is good to note that pre-processing is not only data cleaning but also data enlargement.
If a customer portal is in use, the edge should be integrated into it to enable continuity of

knowledge transfer between service provider and customer.

In the long run, there needs to be always a clear definition of the role of the edge, espe-
cially if a hybrid model is utilized: what solutions should reside at the edge, what are the
processes if the capabilities at the edge are not enough, and how the solutions are main-

tained. This is valid for any kind of utilization of an edge solution.

This research provides a framework and guidance for companies in the process industry
who want to develop an edge solution on its strengths, weaknesses, opportunities, and

threats, how edge should be utilized in combination with cloud and DCS, and what things
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need to be defined and enabled when developing an edge solution. This research pro-
vides guidance for all kind of companies that are interested in an edge solution of the
strengths, weaknesses, opportunities and threats of the solution. Additionally, since
there was a gap in the literature on how to take scalability, robustness, efficiency, man-
ageability, and dynamicity into account when developing an edge solution, this research
provides a better understanding of these. So that the solution can be scalable, robust,
and manageable, there needs to be a clear process for maintaining it and a clear defini-
tion of what kind of applications and capabilities it holds. To be efficient, the edge solution
should be utilized in line with its strengths instead of trying to accomplish everything at
the edge. In the worst-case scenario, the up-front investment becomes high and the
overall costs will increase due for example high energy consumption. To be dynamic,
the edge solution should enable content creation as a self-service. From a dynamicity
point of view, this research did not fully close the gap in the literature but it need to be
further studied. Another gap in the literature was to consider how edge solution changes
the way of performing remote services in the process industry. This is the main focus in

this research and hence this gap is filled.

8.3 Evaluation of research

This research aimed for objectivity even though there were existing hypotheses and a
background understanding of the topic and the case company. The results were a com-
bination of theoretical insights and empirical results from a real-life case. The theory cre-
ated a base that was then tested through a case study to add to the existing theory. The
theory and empirical results were in line which is why the theory did not need adjustments

but instead new frameworks were created on top of it.

It was decided to evaluate this research with Shenton's (2004) dimensions of compre-
hensive research which are credibility, transferability, reliability, and confirmability. Cred-
ibility refers to the extent to which the research results indicate the actual state of reality
(Shenton 2004). Since edge computing is still a new technology, theory could not have
given answers that would have indicated enough the state of reality. Hence, a case study
was utilized as a support. The questionnaires and interviews were used in combination
to get qualitative and quantitative data. The quantitative data made it possible to sum-
marize things but the qualitative data created a deeper understanding of the reasons
why people answered as they did. Also, the interviewer's background in the company
and the pre-questionnaires created a good base understanding for the interviewer which

made it possible to challenge the interviewees if the answers were not aligned with ex-
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isting knowledge. However, even though an edge solution was presented to the inter-
viewees, their existing knowledge and capability to understand the topic might have var-
ied. Hence, the answers they provided were dependent on their own understanding of
the topic. The participants were chosen with convenience sampling in a way that the
sample would consist of people with different backgrounds and knowledge to get as wide
sample as possible inside the scope of this research. However, these decisions affect

the knowledge that was possible to be gathered.

Transferability means whether the results can be generalized and applied on a wider
scale (Shenton 2004). Since this research was done as a case study, the results apply
to similar companies working in the process industry and performing remote services.
However, even though the overall research does not apply on a wider scale, parts of this
research can be utilized everywhere where an edge solution is desired. This research

can also work as a base for further research on the topic.

Dependability refers to the systematicity and transparency of the research and whether
the research could be done again with the same results (Shenton 2004). In the literature
review part, a clear plan was created and notes from all inquiries were made to keep
track of searches and found materials. These notes were not presented in this document
but with the presented search phrases, the most important materials will be found. In the
empirical part, all answers were documented from the questionnaires and presented in
this research. The interviews were transcripted and analyzed through those. The tran-
scripts were not included as part of this document but the main findings are visible in the
results and findings. Since the research process is presented well and in a transparent

way in this document, the dependability is good and the research is repeatable.

Finally, confirmability refers to the objectivity of the research (Shenton 2004). As said
earlier, this research aimed for objectivity. The pre-questionnaires and interviews were
created with feedback from many people with different backgrounds. However, the hy-
pothesis of the case company and existing knowledge might have still affected the con-
tent. The results were created individually but after that multiple feedback rounds were
held to refine the content so that it is realistic and fits the real-life context. These feedback

rounds gave new perspectives and reduced biases.

The combination of theoretical insights and empirical results from the case study pro-
vided results that are both applicable to real-life contexts and generalizable. The biases
were minimized with multiple feedback loops and by transparent documentation of the

research design and methods.
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8.4 Future work

This research created a base understanding of the edge solution, its characteristics, and
utilization opportunities. However, since the focus was on the process industry, the re-

search could be scaled for another context as well.

One hypothesis that existed in the case company was whether edge computing could be
utilized to minimize costs that have increased in the cloud. This research failed to ad-
dress this hypothesis since the scope of this research would have gone too wide. Hence
this is an important topic to study further. This will require studying a real-life case and
comparing the costs over a longer period to get accurate results. Based on this research
it is proved that there is potential for savings in costs with edge computing but it needs

to be verified.

This research does not focus either on the technical implementation of the edge solution
which should be studied in the future. In this research, it was identified that there can be
many different ways to implement an edge solution which is why it needs to be further
studied to identify the optimal way in the process industry context. Fog computing was
briefly mentioned in this research but it was left out of the scope of the research since
the technical implementation was not in the focus. However, as shown in this research,
there are many different definitions for fog computing, hence the definition of fog compu-
ting needs to be standardized. Additionally, the utilization opportunities of fog computing
should be identified.

There were gaps in the literature about edge computing which were addressed in this
research. However, the dynamicity aspect remained narrow and hence it should be fur-
ther studied. Dynamicity is an important aspect of the edge. Currently, the dynamicity at

the cloud is not optimal and hence the same shortage should not exist at the edge.
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APPENDIX A: QUESTIONNAIRE FILLED IN THE
INTERVIEWS

1. Interviewee *

Enter your answer

2. Business Line *

Enter your answer

3. How important do you see these capabilities from your remote service point of view? (Now-
2years) *

Low Moderate High

Real-time data collection

O
O
O

Ability to compare data to
fleet of similar processes/tags

O
O
O

Ability to have tags named in
a standard way

O
O
O

Ability to access DCS
screens/take remote access

O
O
O

Ability to share data within
partner network

O
O
O

Ability to access the process
data with same tools in all
projects

O
O
O

Ability to react fast into
availability problem of tools
used when conducting
remote services.

O
O
O

Machine learning

O
O
O

Combining data from multiple
sources

O
O
O

Ability to receive alert
notification from cloud alerts

O
O
O

Ability to see cloud alerts in
fleet mode

O
O
O

Ability to easily set new cloud
alerts

O
O
O

Real-time data processing

O
O
O

To access the solutions quickly

O
O
O



To easily compare the remote
solution results to the DCS
system

To be able to export data

To be able to access second
or minute level data
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APPENDIX B: PRE-QUESTIONNAIRE ANSWERS

There were additional background questions and questions for case company purposes
that were not utilized in this research. The name of the digital platform in the case com-

pany is hidden from question five.

3. What kind of remote services are you offering? (Select one or more)

More Details

. Industrial Internet Applications 12

. Reporting 13 \‘
. Troubleshooting / on-demand s... 13

. 24/7 support 3

® Other 2

4. Who is conducting the service? e.g. first technology, then internal expert (Select one or more)

More Details
. Internal expert 14
. Customer as self-service 3

. Collaboration between internal ... 9

. Technology (e.g. application) 6

5. What kind of tools are currently critical for conducting these remote services? (Select one or more)

More Details

o 10
. Tableau 5
12
. Power Bl 1
10
. Customer Portal 7
. Excel 8 g
. Salesforce 5 6
Snowflake 4
o
4
. Power Paint 6
2
® word 2 I
. DCS screens " 0 .
Other 6
o



6. Which gquestions does your service answer? (Select one or more)

More Details

. What has happened? 11
. Why something happened? 14
@ what will/might happen? 12

. What should be done to preven... 15

7. What is/are the focus in your service? (Select one or more)

More Details

. Detect future trends & possibilit.. 5
Perform root cause analysis 11

Define past performance & tren.. 12

Define best course of action 8

8. What is the time perspective in your service?

More Details

. Historical data (analysis is based... 15

. Future predictions (historical dat... ©

9. Which techniques/madels are used in your service? (Select one or maore)

More Details

. Data visualizations 12
. Reporting 13
. Statistics 8

. Drill-down analysis (shift from o.. &

14
12
. Root cause analysis 1 10
. Machine learning 2 8
. Regression analysis (estimate rel.. & 5
. Forecasting 1 4
. Decision trees (if x happens the... 1 3
Simulation models 0 I
® 0 EE EHE

. Optimization models 1

Other 1
o



10. How does your service support decision-making? (Select one or more)

More Details

. Give infoermation 14
. Anticipate risks and/or opportu... 7
. Guide optimal decision to achie... 7

. Identify areas for improvement ... 12

14. In some cases the customer are unwilling to transfer data to cloud. Do you see that edge solution could
boost our chances of winning potential sales cases?

More Details

. Yes 5
Sometimes 4
o
I'm not sure 5
[ ]
® no 1




