f

- J Tampere University

JAHIDUL HOQUE

APPROXIMATE COMPUTING IN
COMMUNICATION SYSTEMS AND
NETWORKS

Master’s Thesis

Information Technology and
Communication Science (ITC)
Jari Nurmi

Hans Damsgaard

May 2024



ABSTRACT

Jahidul Hoque: APPROXIMATE COMPUTING IN COMMUNICATION
SYSTEMS AND NETWORKS

Master’s thesis

Tampere University

Master’s Degree Programme in Information Technology

May 2024

Approximate Computing (AxC) is a significant technological development that has been
demonstrated to be an effective way to increase the performance of computer systems.
In recent years, there has been an exponential surge in revolutionary research across both
industry and academia, igniting innovation and propelling progress in diverse fields. In
this study, several approximate commuting strategies, designs, and implementations in
communication systems are discussed. Additionally, this thesis also outlines the
challenges and obstacles that might arise when AxC is used in communication systems
in the future. The analysis also investigates the way AxC impacts communication
networks and systems' availability and stability. An overview of AxC techniques is
provided, highlighting key methodologies and their respective impacts on network
performance. Through comprehensive analysis, this thesis aims to elucidate the integral
role of AxC in advancing communication systems and networks. Additionally, it seeks to

propose contemporary applications of AxC techniques within these systems.
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1.INTRODUCTION

AxC is being advocated as a viable choice for high-performance computing by
alleviating the accuracy constraints typically imposed on applications. This trend is
driven by the emergence of data-intensive disciplines such as image and video
processing, machine learning, and big data analytics, where marginally flawed results are
deemed acceptable within a specified variation.(Ling Wang, 2022). Communication
systems and networks have successfully used AxC techniques (Raha & Raghunathan,
2019). These methods seek to loosen exactness restrictions while keeping acceptable
results quality in order to increase computational efficiency (Raha & Raghunathan,
2019). A hybrid systems approach has been developed to simulate traffic flow in
communication networks, employing averaging to approximate discrete variables like
the congestion window and queue size (Yellu et al., 2019). This approach allows
flexibility in simulating different congestion control systems and queueing policies while
capturing the dynamics of transitory occurrences (Sen et al., 2017). Overall, by
sacrificing precision for computational efficiency, AxC offers a viable strategy for

increasing the effectiveness of communication systems and networks.

Since its inception, information technology has developed into a field that is now vital to
modern society. A huge volume of information is always in motion and needs to be
processed and stored. It is possible that the necessary tools to manage that amount of

data, are not readily available, which could pose problems.

The idea of "Big Data" has grown during the past ten years. It describes a set of data or
sets of data whose size, complexity, and rate of increase make it impossible for them to
be effectively managed, processed, or analyzed with the use of customary technology
and techniques, such as relational databases and conventional statistics (PowerData,
2020). One compelling rationale for the adoption of AxC lies in its capacity to judiciously

accommodate a degree of imprecision in data processing. This strategic acceptance of
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occasional inaccuracies empowers the adjustment of computational dimensions such as

size, complexity, and speed to align with the available resources and capabilities.

100 ‘

Accuracy =

Time/Resources/Cost

Fig. 1.1: Plot of the AxC accuracy (Kugler, 2015)

Figure 1.1 shows the trade-off space of quality vs computational cost/resource
utilization/execution time. Reduced quality constraints lead to reductions in the other

metrics.

To reduce compute costs and power consumption, approximation computing aims to
accommodate minor errors or inaccuracies in calculations. AxC approaches can have a
big impact on speed, power consumption, and cost in communication systems and
networks where enormous volumes of data are processed and transferred. This strategy
may make it possible to construct high-performance communication networks and
systems that can handle the rising needs of contemporary applications and services.
Understanding AxC's guiding principles and investigating its potential applications in

communication system and network design is crucial in this situation.

1.2 Objectives of the study

The objective of this thesis is to review comprehensively the following:

e The design and implementation methodologies pertaining to AxC within
communication systems and networks.

o The challenges and limitations inherent in the adoption of AxC strategies within
communication systems and networks.

o The design optimization strategies employed in communication systems and
networks leveraging AxC techniques.



o The impact of approximation on the responsiveness and reliability of
communication networks and systems.

1.3 Thesis Organization

Chapter 2 delves into related work on AxC within communication systems. Following
this, Chapter 3 provides an overview of communication systems. Chapter 4 presents a
comprehensive overview of AxC techniques. In Chapter 5, we explore the applications
of AXC in communication systems. Chapter 6 examines both the advantages and
challenges associated with AxC. Chapter 7 offers case studies and examples to illustrate
the practical implementation of AxC. Chapter 8 outlines future directions and research
challenges in the field. Finally, Chapter 9 concludes the thesis by summarizing key

findings and insights gleaned from the preceding chapters.



2. AxC FOR NETWORKS AND SYSTEMS FOR
COMMUNICATION

AxC enhances memory and processing by allowing systems to tolerate errors and
provide relaxed fault tolerance, thereby improving performance and durability. Key
applications include optimizing memory storage with techniques like multi-level cells
and approximate data copies, addressing high raw bit error rates in flash memory. Non-
volatile memories such as PCM, RRAM, MRAM, and FeRAM benefit from application-
level error tolerance, mitigating their limitations. DRAM also leverages AxC for better
performance and energy efficiency. Overall, AxC reduces energy usage and costs while
boosting efficiency and capacity, making it essential for advanced networks and
communication systems. This chapter explores AxC's impact on these areas, highlighting

its benefits and trade-offs.

AxC seeks to more closely match the precision of system abstractions with the demands
of approximate applications (Sampson, 2015). The main challenge in AxC is developing
abstractions that foresee and manage uncertainty without sacrificing performance

advantages. Designing hardware and software with approximation in mind is the goal.

This research combines insights from numerous disciplines, including hardware

engineering, architecture, system design, programming languages, etc. Among them are:

e Studies on tolerance: This category demonstrates how various components of
an application can affect fidelity and reliability in various ways. Certain software
elements, especially those engaged in control flow, must be protected against all
of approximation's impacts.

e Put architecture resilience to use: Techniques for hardware approximation can

lead to gains in verification complexity, manufacturing yield, or energy
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efficiency. Computational units, memory, and the complete system architecture
are the different categories for hardware-based approximation methodologies.

e AXC for increasing the durability of memory: AxC can help prolong the
system's lifetime by tolerating errors in memory cells, thereby allowing the
system to continue functioning despite deteriorating storage cells. However, it
does not improve the actual lifespan of the memory cells themselves.
Additionally, memory like flash can benefit from its probabilistic characteristics
while being unnoticed by software. These memory approximation techniques
often work by exposing soft errors and other comparable phenomena.

¢ Relaxed fault tolerance: Several circuit design techniques can be used to reduce
the cost of redundancy by providing redundancy specifically for specific CPU
instructions, DSP blocks, or GPU components. After carefully selecting the
information, another use is to allot resources for software-level error detection

and correction.

2.1 AxC in memory storage and optimization techniques:

In several academic disciplines, system approximations are a typical methodology.
suggest building stochastic gradients and carrying out gradient search in decision spaces
using approximations with increasing precision in optimization techniques. Boche and
Pohl investigate the use of basis expansions to approximate stable causal transfer
functions, emphasizing the shortcomings of the Fourier basis and the pursuit of more
effective computing bases (Boche & Pohl, 2018). The idea of metric-based adaptation is
expanded by Van Langenhove et al. to incorporate stochastic components, enabling the
optimization of error control in both deterministic and stochastic approximation spaces
(Van Langenhove et al., 2018). Hajek offers a thorough system of approximate solutions
for frequency filters, highlighting the significance of selecting the best approximation

type in accordance with real-world requirements (Hajek, 2018)

Most of the research on approximate system architectures is computational. Error
tolerance in transient and persistent data is present in a wide range of application areas,

from server software to mobile applications.

Performance, energy, space, and complexity are all key expenses associated with

memories. It is because they must always guarantee absolute data integrity.



The following techniques are offered to boost performance, energy, and capacity while

providing approximate storage:

1. Use multi-level cells to boost performance or density at the risk of occasionally
inaccurate data retrieval.

2. Keep approximate copies of the data in blocks that have missing bits. Correction
of higher-order bits is prioritized based on total value precision to lessen the
impact of failed bits.

Transient data saved in main memory as well as the storage of files and databases are all

subject to approximate storage.

The issue of increased errors in flash memory due to high raw bit error rates (RBER) has
been addressed using interfaces for approximate data storage (Anzel et al., 2021). In
order to increase the dependability of regular data while keeping approximate data
unsecured, these interfaces take advantage of the abundance of approximate data that is
readily available in flash storage and use a novel data organization strategy (Li et al.,
2019). To enhance read performance, new data allocation algorithms and updated
garbage collection schemes are also used. Compared to existing methods, the proposed

approach has demonstrated an average 30% improvement in read performance.

Technologies for non-volatile memory, such as Phase-change memory PCM, RRAM,
MRAM, and FeRAM, are well-suited for storing approximate data. By combining these
technologies with application-level error tolerance, we can overcome some of their
disadvantages, such as low density and brief device lifetime. Additionally, DRAM is also
a key area of research in AxC. Techniques such as refresh rate scaling are employed to
trade off data integrity for improvements in performance and energy efficiency. By
reducing the frequency of refresh operations, DRAM can save power and increase speed,
albeit at the cost of occasionally losing data integrity. An application employs
conventional exact storage when it requires strict data fidelity, ensuring a low error rate
during data recovery. Conversely, the software uses the memory's approximation mode
when it can tolerate sporadic faults in some data, accepting that data recovery problems

may occur with a non-zero frequency.



2.1.1 Main Memory in approximation

In the scientific community, main memory approximation techniques are being
investigated. Through approaches that accommodate read/write errors, energy usage is
reduced. Significant energy savings can be gained by adopting approximation memories,
especially when taking into account applications with adaptable quality criteria. With up
to 30% energy savings at a 10E-8 error rate and a 20% quality deterioration allowed,
several applications have demonstrated a favorable energy-quality tradeoff (Teimoori et
al., 2018). Additionally, power consumption can be further optimized without sacrificing
application quality criteria by coordinating customizable approximation knobs across all
layers of the memory structure. Up to 37% energy reductions in the memory subsystem
have been reported using self-optimizing runtime managers, such as AXES, to
continuously update and optimize approximation management strategies throughout

runtime (Maity et al., 2020).

PCM, and other fast resistive storage technologies can be used as approximate main
memory. In this context, approximate persistent storage refers to file systems, DBMSs,
or flat address spaces. Large-scale image or video search databases require a significant
amount of quick permanent storage. When minor data imperfections are tolerable,
approximation storage can reduce expenses by boosting each storage module's
performance and energy efficiency while increasing its lifespan and capacity. The
interface to approximate memory consists of read and write operations with a precision
flag. In the context of main memory, these operations are referred to as load and store
instructions. For persistent storage, these are read and write requests that are processed

block-by-block. The memory interface specifies the level of controlled approximation.

In PCM and other solid-state memories, an analog value is quantized and stored to expose
digital storage. In MLC configurations, each cell can store multiple bits. For exact storage
in MLC memory, there is a tradeoff between access cost and density: accessing several
levels per cell consumes more time and energy. Guardbands are safety margins that make
sure a system can continue to function properly even when there is uncertainty.
Guardbands are employed in the context of memories to take temperature, voltage, and
other variables into consideration that may have an impact on the dependability of

memory cells (Leng et al., 2015). Guardbands are frequently lowered while estimating

9



memories to enhance performance or save energy. But there is a chance that this will
make mistakes more likely. Thus, while constructing approximate memory, it is crucial

to carefully weigh the trade-offs between performance, energy -efficiency, and

dependability.
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Fig. 2.1: Exact MLC & MLC approximation Source: Sampson, 2015

Figure 2.1 shows the analog value range of an exact and approximate four-level cell. The
shaded areas indicate the voltage levels targeted when writing to each cell. The curves

represent the probability of reading a specific analog value after writing a level.
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Fig. 2.2: Iterative program-and-verify writing in one step Source: Sampson, 2015

Figure 2.2 shows the value advancing from the starting point v1. The probability
distribution shown by the curve indicates where the final value v2 might be located. If

v2 is not within the target voltage range, further action is necessary.

To enhance performance and energy economy, an approximate MLC design loosens the

rigorous precision limitations on iterative MLC writes.
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3.COMMUNICATION SYSTEM OVERVIEW

3.1 Communication Systems

A communication system is a way to send and receive data over a long distance. In order
to facilitate efficient communication, it entails the use of a variety of technologies and
strategies. From telegraphy in 1837 to the present-day 5G and 6G systems,
communication technologies have advanced over time (Goswami et al., 2023). These
systems have improved in terms of data throughput, speed, and security because to
features like encryption and very low air latency (Bentley et. al 2018). The components
of communication systems include network interfaces, transmitters, and receivers.
(Tamizhelakkiya et al., 2021). Both digital and analog signals can be processed by them,
with digital systems having advantages including increased precision and efficiency.
Furthermore, sound sources, audio outputs, and controllers may be included in
communication systems to support multimedia communication. The ability to
communicate effectively and reliably between various devices and networks is made

possible in large part by communication systems.

Information exchange is the process of communication. A communication system's
fundamental parts are its source, transmitter, channel, receiver, and destination (the
person receiving the information). The schematic of an electronic communication system

is shown in the image below.
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Communication System
Information Transmitter Receiver Use of
Source > Information

Voice, Audio,
Music, Video, Data

Voice, Audio,
Music, Video, Data

(Text, Image etc.) (Text, Image etc.)

Fig 3.1: Block diagram of a generalized communication system

The following is a description of a communication system:

e The person or machine who creates the message to be conveyed by the sender
(information source)
e A vehicle for conveying the message

e The recipient of the message (the information user)

3.2 Source of the Data

A source functions as a device designed to originate information or messages
intended for transmission, pivotal in communication networks. Common examples
include computer keyboards and microphones, capable of generating both analog and
digital messages. Analog information sources encompass entities such as TV signals,
cameras, and microphones, while digital information sources include teletypes and
computer outputs, characterized by discrete symbols or letters. Cellphones also serve as
intuitive examples, representing digital information sources in the context of

communication networks.

3.2.1 Transmitter
The primary function of transmitters is to convert input messages from sources
such as voice signals into electrical forms suitable for transmission. For example, a

microphone acts as a transducer, converting sound waves into electrical audio signals,
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while a camera converts light data into a TV video signal. Similarly, a speaker functions
as a transducer by converting electrical signals back into audible voice signals at the

receiving end.

A key function of the transmitter is modulation, which combines a message signal with
a high-frequency carrier signal. This process enhances the efficiency of signal
transmission and ensures optimal conveyance of information across the communication
channel. Modulation also preserves signal integrity and minimizes interference,

facilitating coherent reception at the receiving end.

3.2.2 Channel

In a communication system, the transmitter and receiver are each located in different
places and are connected by a communication channel. This channel can take various
forms, such as wires, fiber optics, radio waves, or satellite links, through which the
message signals are transmitted. The channel serves as the medium that physically carries

the signals from the transmitter to the receiver.

If one were to call someone in the USA, the call might travel through the air, the space,
etc. Thus, the channel in this instance consists of a number of wires, radio connections,
satellites, and undersea cables. SNR and Bandwidth are the channel's crucial metrics.

SNR is the measure of signal power to noise power.

3.2.3 Noise

Noise disrupts, interferes with, and has an impact on the sent signal, which is
an unwanted signal. We are unable to stop it, but we can decrease its effects. It is
impossible to forecast the behavior of noise because it is an unpredictable signal. A
typical unit of measurement for noise is the SNR. Decibel (dB) units are used to express
SNR values. It is imperative to acknowledge that achieving a high SNR is paramount for

optimizing performance.

3.2.4 Receiver
Receiver’s primary duty is reconstructing the transmitted signal and sending it

to the location known as the use of information. It receives the message being transmitted
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over the channel. Amplifiers, oscillators, mixers, tuned circuits, filters, and a
demodulator are all components of a receiver. Demodulation is the removal of the carrier
from the transmitted signal (Jiménez, 2022). Decoding, decompressing, error detection,
and demodulation are the four categories under which the receiver’s function falls. A

receiver’s output could be an audio signal, a visual signal, or computer data.

3.2.5 Transceiver

Digital communications are typically two-way. As a result, both end users need
to be able to send and receive messages. As a result, the transmitter and receiver are
typically combined into a single unit in communication equipment. All of the transmitter
and receiver circuitry is contained in a single circuit called a transceiver. Devices like
phones, fax machines, cell phones, and computer modem are examples of transceivers.

(Krishna, n.d.)

3.3 Types of communication protocols
Communication protocols are essential components of systems architecture,

governing the interaction between different modules. More than just individual modules
adhering to protocols, architecture often involves the specification of these protocols,
which dictate the rules of interaction. These protocols establish a set of guidelines that
enable electronic devices to communicate and share data effectively, defining the formats
and rules for digital messages. They are indispensable for both digital and analog

communications.

Communication protocols are of two types. They are:

I.  Inter System Protocols

II.  Intra System Protocols

3.3.1 Inter System Protocol

ISP functions as a sophisticated communication protocol facilitating seamless data
exchange between disparate electronic devices. Specifically, it orchestrates the
interaction between intricate systems, exemplified by the communication interface

between a computer and a microcontroller circuit.
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CPU Micro Controller Kit

Fig 3.2: Inter System Protocol

3.3.2 Intra System Protocol

The Intra-System Protocol makes it easier for components on the same or separate boards
to communicate, ultimately reducing system design effort and possibly driving down
manufacturing costs as well as power consumption. This simplifies the overall circuit
generated by controlling communication paths so that it is possible to carry out regular
data exchange. It also enforces more data access control to the system, boosting security
and creating a stricter delineation within the architecture. This scalability is important in
the case of hardware level protocols as these the communication back-and-forth between
various components need to be done in an efficient and synchronized way, something

that improves overall system performance and reliability.

INTRA System Bus

ADIS16233

Fig 3.3: Intra System Protocol

3.4 Communication Architectures
In a number of fields, including as communication networks, (ADAS), (ICN), (E/E)

designs, and fiber positioner systems, communication structures are essential. Graph
neural networks (GNNs) have demonstrated superior convergence rates and enhanced
generalization capabilities within communication networks compared to fully connected
multi-layer perceptrons (MLPs) (Shen et al., 2022). Different communication
architectures are examined for their usefulness in delivering alert signals to drivers by
ADAS, which uses communication infrastructures to warn users of potentially hazardous
circumstances (Giuliano et al., 2021). Since 2009, many ICN architectures have been
proposed, with discussions of the functionality and characteristics of architectures like
TRIAD, DONA, PURSUIT, and NetInf (Dutta et al., 2021). In order to efficiently
distribute functionality, vehicular E/E designs are evaluated based on communication

patterns (Lisova et al., 2022).
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3.5 Signal processing and compression techniques in communication systems
An enabling technology, signal processing includes the fundamental theory, uses,

algorithms, and applications of information processing (Roohum Jegan, 2023).

By facilitating effective digital signal transmission, storage, and analysis, signal
processing and compression techniques play a significant role in communication
systems. These methods aid in streamlining bandwidth usage, lowering storage needs,
boosting signal quality, and enabling real-time processing in a variety of communication
applications (Zhang et al., 2019). Signal processing techniques are employed in
communication systems for a number of functions, including filtering, modulation,
demodulation, equalization, synchronization, and error correction. These methods make
sure that the received signals are precisely encoded, rebuilt, and received at the receiver
end. Fast Fourier Transform (FFT), digital filters, and adaptive equalizers are examples
of signal processing methods that are frequently used to enhance signal quality, reduce

noise, and counteract channel deficiencies.

On the other side, compression techniques are used to minimize the size of digital data
for effective storage and transmission (Al-Fugaha et al., 2015). In order to achieve high
compression ratios while maintaining passable signal quality, data compression
algorithms like Huffman coding, arithmetic coding, and transform-based techniques like
DCT and Wavelet Transform eliminate redundancy and exploit statistical properties of
the data. In multimedia applications, such as audio and video compression, where vast
volumes of data need to be efficiently conveyed or stored, compression techniques are
commonly utilized. Modern communication systems like wireless networks, satellite
communication, [P networks, and multimedia streaming depend on these signal
processing and compression technique (Tataria et al., 2021) s. They improve the general
caliber of communication services, allow for effective use of network resources, and cut
down on transmission delays. Additionally, improvements in signal processing and
compression algorithms continue to be the driving force behind developments in new
communication technologies like 5G, the IoT, and virtual reality. These innovations

enable faster data speeds, improved spectrum efficiency, and improved user experiences.
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4. OVERVIEW OF AxC TECHNIQUES

AxC techniques represent a transformative approach in computing, addressing the
growing need for high efficiency and reduced energy consumption in various
applications. By intentionally introducing controlled approximations in computational
processes, AxC optimizes the balance between accuracy and resource utilization. This
chapter delves into the fundamental principles of AxC, highlighting its importance in
enhancing system performance, fault tolerance, and error resilience. We explore key
methodologies, including reduced precision computing, probabilistic computing, and
stochastic computing, demonstrating their impact on diverse fields such as machine
learning, signal processing, and communication systems. The integration of these
techniques not only fosters innovation in computational architectures but also addresses

the challenges posed by traditional computing paradigms.

4.1 Error-tolerant computing

The ability of a computing system to continue executing its duties correctly even in the
face of defects is referred to as error-tolerant computing, with the aim of enhancing
system dependability (Hin,,Liu., 2022). This is particularly significant for quantum
computers, which are constructed using brittle and prone to error qubits (Atis et al.,
2020). For example, mapping approaches that take advantage of high-quality qubits to
enhance computation outputs have been developed as ways to accept errors in quantum
computing. To guarantee system dependability and availability in conventional
computing systems, fault-tolerant designs and redundancy are used. Tolerating single
event errors in electronic circuits is also possible with the help of fault detection

processors and programmable error filters. To improve system performance, error-
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tolerant computing also entails modifying operating settings depending on error

detection.

The design and implementation of dependable and effective communication systems is
notably impacted by error-tolerant computing and approximation computing. Error-
tolerant computing methods are used in communications to guarantee accurate data
transmission and reception. To find and fix faults created during transmission, error
detection and correction codes are utilized, such as FEC. By enabling the recovery of
faulty data, these strategies make sure that the information obtained is as correct as
possible. On the other hand, AxC in communications can be used to optimize the use of
network resources and enhance system performance (Barone et al.,, 2021). Data
compression, signal processing, and data analysis are common components of
communication networks, and these processes can all benefit from approximation
computations. AxC can lower the computational complexity, power consumption, and
bandwidth needs while still maintaining an acceptable level of service by reducing the
accuracy criteria in some areas of communication systems (Tseliou, 2023). For instance,
approximation computing techniques in video and picture compression can be used to
reduce the amount of data broadcast by tolerating minute fluctuations or loss of
information that might not be visible to the human eye. This compromise between
compression effectiveness and precision enables more effective use of network
bandwidth. AxC can be used to reduce power consumption in wireless communication
systems, where it is essential to consider energy efficiency. Communication devices can
save energy without significantly impacting the performance of the system by
approximating complicated signal processing techniques, such as channel equalization

or interference cancellation.

Additionally, approximation computing can be employed in contexts with restricted
resources, such IoT devices, where there is a shortage of processing power and energy.
IoT devices can save energy and increase their battery life by decreasing the precision of

data representation and approximation computations (Mao et al., 2017).

Fault tolerance is the capability of a system—whether it be a computer, network, cloud
cluster, or any other hardware component—to continue delivering uninterrupted service

despite the failure of one or more of its components.
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The primary objective of creating a fault-tolerant system is to safeguard critical
applications and systems from failures due to single points of failure. Additionally, these
systems should be designed to ensure that if one component fails, others can seamlessly
take over without any loss of performance or lag time, thereby ensuring continuous
operation. Fault-tolerant systems are engineered to withstand multiple failures and

maintain operational integrity.

The failure of the computer's processing unit, I/O subsystem, memory cards,
motherboard, power supply, or network components is automatically detected by such
systems. The failure site is located, and without affecting service, a backup component

or method is implemented right away (Kranz, 2008).

Each hardware component is duplicated to achieve fault tolerance at the hardware level.
A disk is mirrored. The outputs of several processors are lock stepped together and
checked for accuracy. When an anomaly happens, the problematic part is identified and

removed from service, but the machine keeps working as usual.

Backup components are used in fault-tolerant systems to replace failing components

automatically and prevent service interruptions. These consist of:

e Hardware systems that are supported by comparable or identical systems can
enhance fault resilience. However, in fault situations with only two devices, such
as running an identical server in parallel with the primary server and mirroring
all operations to the secondary server, determining which device is "right" can be
challenging (Sherman et al., 2021). Both devices are designed to provide fault
resilience, but they may have different mechanisms for handling faults. To
address this, it's important to consider the specific requirements and constraints
of the system in question. For example, some systems may prioritize ensuring
continuous operation by automatically switching to the secondary server in the
event of a fault with the primary server. In contrast, others may prioritize data
integrity and consistency by employing more complex fault-tolerance
mechanisms, such as quorum-based protocols or data replication techniques.

e Sources of power that are fault-tolerant provide alternative generating sources
utilizing different fuels or energy types. For instance, some businesses maintain

backup power generators to ensure continuity in the event of an electricity supply
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disruption (Hallegatte et al., 2019). Similarly, implementing redundancy allows

any single point of failure component or system to achieve fault tolerance.

4.2 Failover and load balancing: fault tolerance for web applications
Fault tolerance in the delivery of web applications refers to the use of load
balancing and failover solutions to guarantee availability through redundancy and quick

disaster recovery.

Web Application
/ A
Load Balancer Failover
v
O—
C—
C—
e 1
O
: —
Datacenter A Datacenter B Datacenter C Standby Server

Fig. 4.1: Web applications' fault tolerance through failover and load balancing
Source: Paul Rubens, 2019

Fault tolerance in network systems relies on two key components: load balancing and

failover.

Load balancing distributes workloads among multiple network nodes, reducing the risk
of a single point of failure and managing activity surges. For instance, if one server in a
system with two production servers fails, a load balancer can automatically reassign tasks

to the other server.

Failover solutions address total network failures by activating a backup platform to

maintain application functionality while the primary network is restored. "Hot" failover
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provides zero downtime by instantaneously shifting workloads to a standby system. If
continuous standby is not feasible, "warm" or "cold" failover can be used, where the

backup system takes some time to become operational.

Overall, the design of more resilient, effective, and dependable communication systems
is made possible by the integration of AxC and error-tolerant computing in
communications. While approximation computing approaches maximize resource use,
energy efficiency, and system performance, error-tolerant algorithms maintain data
quality and integrity (Alzoubi et al., 2022). Communication systems can be specifically
designed to satisfy objectives and limits by carefully balancing the trade-off between
accuracy and efficiency, resulting in increased communication capabilities and user

experiences.

4.3 Probabilistic Computing

A new paradigm of computing called probabilistic computing makes use of random
aspects to carry out tasks that classic von-Neumann computers find difficult. It is based
on the idea that arithmetic operations are carried out using digital logic gates and that
data is represented as random bitstreams. The fact that incomplete and uncertain data are
frequently present in real-world problems serves as the inspiration for probabilistic
computing. It is frequently more suitable to portray knowledge in these situations as
probabilities rather than as absolute facts. Computers can learn from data, make

predictions, and resolve issues in uncertain settings by employing probabilistic models.

e Indeed, while Bayesian networks, Markov models, Monte Carlo techniques, and
probabilistic programming languages can be implemented in von Neumann
computers, there are tasks that are inherently challenging for such architectures.
(Del Ser et al., 2019). These tasks often involve complex mathematical equations
and computations that may not align well with the sequential and deterministic
nature of von Neumann processors.

For example, tasks such as uncertainty quantification, probabilistic inference, and
decision-making under uncertainty require extensive computations involving
probability distributions, conditional probabilities, and iterative algorithms.

These computations can be computationally intensive and may not be efficiently
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executed on traditional von Neumann architectures due to their limitations in
parallel processing and handling probabilistic operations.

Furthermore, tasks involving large-scale probabilistic simulations or real-time
decision-making may strain von Neumann processors, as they may struggle to
process vast amounts of probabilistic data and perform complex calculations
within strict time constraints.

Therefore, while von Neumann computers can indeed implement probabilistic
models and algorithms, the inherent limitations of their architecture may pose
challenges for certain tasks that involve intensive computations or real-time
processing of probabilistic data. In such cases, alternative computing
architectures, such as parallel or distributed systems, may offer better scalability

and performance for probabilistic computing tasks (Arridge et al., 2019).

e Numerous fields, such as machine learning, robotics, computer vision, natural
language processing, and cognitive computing, use probabilistic computing.
The area has made considerable strides recently thanks to the development of
strong computational tools and the increased accessibility of vast volumes of

data.

These identifiable issues all appear to be distinct from one another, however they are
related. All of these call for the application of inductive inference, which involves

generalizing from observations of the outside world to their underlying causes.

Probabilistic computing has several benefits. It permits easy calculation while still
allowing for the modeling of uncertainty and decisions in complicated contexts (Buot,
2006). Additionally, it offers a method for calculating or estimating reliability indices for
networks with trustworthy nodes and poor communication lines. Probabilistic computing
can also be used to algorithmically address probability problems, giving important
insight into the computational elements of such problems. Compared to deterministic
computing machines, such as traditional Von Neumann architectures, probabilistic
computing introduces a broader class of computational models. These models include
probabilistic Turing machines and other frameworks that inherently handle randomness

and uncertainty, enabling more flexible and robust solutions to complex problems.
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4.4 Stochastic computing

An alternative computing method called stochastic computing encodes values using
probabilistic bit streams. Compared to binary-encoded processing, it delivers a higher
computational density and uses less energy (Wang et al., 2020). At different layers of the
computing stack, including design optimizations, architectural frameworks, compiler
optimizations, and application transformations, stochastic computing has been proposed.
It has been demonstrated that stochastic implementations are more suited for digital
image processing algorithms than their conventional equivalents because they can
tolerate more noise. It is frequently used in machine learning and artificial intelligence,
as well as applications that need for high-speed signal processing, like the processing of

images and audio (Mcquillan et al., 2019).

4.5 Reduced precision computing

Reduced precision computing is a technique used to reduce power usage and increase
calculation latency, among other performance parameters. Instead of the typical 32-bit
single-precision floating-point format, it calls for the use of smaller floating-point or
fixed-point formats. Numerous fields, including embedded systems and high-
performance computing (HPC), have examined this strategy. Recent research has
concentrated on automating the precise customization process, even if human tuning and
code transformation are frequently utilized in most areas. Although several tools have
been created to automate this process, tools based on static analysis and integration with
common compiler frameworks are still required (Cherubin & Agosta, 2020). In order to
increase the speed, energy efficiency, and memory footprint of neural network
implementations, lower precision has shown promising outcomes (Wang et al., 2019). As
a holistic strategy to enhance performance and reliability, the idea of minimal-precision
computing with precision-tuning, which encompasses both the hardware and software

stack, has been put out.

Reduced precision number systems are used to represent and process data in reduced
precision computing approaches. Accuracy, range, and computing/storage costs can all
be traded off with these methods. Here are some instances of specific tradeoffs between

various number systems:

Fixed-Point Number Systems: In fixed-point number systems, both the integer and

fractional components of a number are represented using a fixed number of bits.
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Reducing the number of fractional bits sacrifices precision, but it can increase the range
and decrease storage requirements (Liu et al., 2022). Unlike floating-point numbers,
fixed-point numbers can be operated on as if they were integers, simplifying the
arithmetic operations. For instance, switching from a 32-bit floating-point representation
to a 16-bit fixed-point representation reduces storage needs but may introduce rounding

€rrors.

Logarithmic Number Systems (LNS): Instead of using fixed-point or floating-point
representations, LNS uses logarithms to represent numbers. LNS can provide greater
precision for a given bit count by more effectively dispersing the dynamic range. They
may also have limited hardware support and need additional computational operations

for arithmetic calculations.

Quaternary Number Systems: Instead of the usual base-2 binary representation,
quaternary number systems use a base-4 representation (using four digits: 0, 1, 2, and 3).
Accuracy, range, and storage expenses are all balanced by quaternary systems. They may
be useful for particular applications, such as DNA sequence analysis or signal processing

methods, when the operations are inherently compatible with the base-4 representation.

The examples provided show the trade-offs between accuracy, range, and
computing/storage costs in several reduced precision number systems. The particular
application needs and the intended balance between these aspects determine the number
system to use. Developers can enhance the speed and effectiveness of their computations
while still adhering to the limitations of the target platform by carefully choosing the
right number system (Dwivedi et al., 2022).

As the need for high-performance computing in areas like machine learning and scientific
simulations grows, reduced precision computing has grown in popularity over the past
few years. The use of reduced precision arithmetic can considerably speed up the
execution of these applications, which frequently demand enormous amounts of
calculation. The use of decreased precision arithmetic does, however, present some
difficulties, particularly in preserving numerical stability and accuracy. The development
of methods for enhancing the accuracy and stability of calculations utilizing decreased

precision arithmetic has so received a lot of scientific attention.

25



S.APPLICATIONS OF AxC IN COMMUNICATION
SYSTEMS AND NETWORKS

In communication systems and networks, AXC has several uses. It can be used to create
distributed software applications for networks or the Internet that are shared by network
computing systems (Mason, 1990). Additionally, distributed averaging over unstable
networks is a use case for approximation computation in networked control systems. As
a result, the effects of inaccurate information flow are lessened and it is possible to create
better ad hoc networked dispersed algorithms (Elia et al., 2014). Additionally, in
network-connected computing systems, such as switch-based computing systems used
for content distribution, approximation computing can optimize bandwidth use and speed
up system performance. In general, approximation computing presents prospects for
improving the effectiveness and performance of networks and communication systems

in a variety of settings.
5.1 Application in Communication System

Due to its potential to boost throughput while maintaining acceptable levels of QoS,
decrease latency, and increase energy economy, AxC has drawn substantial attention in
the field of communication systems and networks. A few examples of approximation

computation in communication systems and networks are as follows:

Error-resistant video coding: Video coding, in which video data is compressed and
transferred through communication channels, is a crucial part of multimedia
communication systems. Designing error-resistant video coding algorithms that are more
energy-efficient and have lower latency than conventional methods is possible using AxC
techniques. Examples include low-complexity transform coding methods that

compromise video quality for computational complexity.

Network routing is the process of deciding the fastest route for data packets to take

when moving from source to destination inside a network. By lowering the demands for
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routing accuracy, AxC approaches can be utilized to build routing algorithms that save

energy and increase network throughput (Herrero, 2022).

Signal processing involves the analysis, filtration, and transformation of signals. It is a
crucial component of many communication systems. Designing signal processing
algorithms that utilize fewer resources and are more energy-efficient while retaining

acceptable levels of signal quality is possible with AxC techniques.

WSNs are employed in a variety of settings, such as medical care, industrial automation,
and environmental monitoring. WSNs are made up of a lot of small, low-power wireless
sensors for data collection and transmission. The energy consumption of WSNs can be
decreased using AxC approaches by creating effective data compression, aggregation,

and fusion algorithms.

Cloud computing: A new paradigm in which computing resources are made available
as a service over the internet. By creating effective resource allocation and task
scheduling algorithms that consider the trade-off between computation precision and
energy usage, AxC approaches can be utilized to increase the energy efficiency of cloud

computing systems (Herrero, 2022).

5.2 Signal Processing

The performance of communication systems and networks is greatly influenced
by signal processing, which is a critical component of these systems. Signal processing
algorithms can use AxC approaches to become less computationally complex and

energy-intensive while still providing adequate performance.

The use of low-precision arithmetic in DSP algorithms is an illustration of AxC in signal
processing. The computations can be carried out faster and with less energy use if fewer
bits are used to represent numbers. Several DSP techniques, including Fourier
transforms, digital filters, and image and video compression, have been approximated

with this method (Sze et al., 2017).

The employment of randomized algorithms for signal processing tasks including signal
demising, image and video compression, and channel equalization is another illustration
of approximation computing in signal processing. When compared to accurate methods,
these algorithms can significantly reduce computing time and energy consumption by

using random projections and sampling techniques to approximate the original signal.

27



Channel estimation is a crucial activity in wireless communication systems that uses a
lot of energy and compute. Channel estimation methods can use approximate
computation techniques to become simpler and use less energy while still providing a
level of accuracy that is acceptable. In the case of channel estimation, for instance, the
adoption of compressed sensing techniques can reduce the number of measurements

needed, which can result in significant reductions in computing and energy consumption.

5.3 Machine Learning

ML technique comprises, but is not restricted to, methods like Bayes classifiers, neural
networks, and support vector machines (SVM). With the help of these algorithms,
predictions or classification may be made using the hidden patterns that can be found in
a vast amount of data. In more detail, machine learning can be thought of as a set of
algorithms for determining a function that maps inputs (sample data) to outputs (the

intended class), but this function is too complex to be expressed in a practical manner.

5.3.1 Construction of a Machine Learning System

Different strategies and methodologies can be used to build a machine learning system.
One strategy is to analyze and extract significant features using machine learning
algorithms based on contextual data, which can produce a richer and more reliable feature
representation. Another way to use a machine learning method is to save and alter

training data sets, then create a machine learning algorithm utilizing those data sets.

To increase productivity and handle the trade-offs between accuracy and computational
costs, machine learning techniques are being used increasingly in AxC for
communication systems. Use of machine learning models to forecast channel quality in
wireless communication networks is one example. In wireless communication, channel
quality information is essential for selecting the best power allocation and modulation
strategies, among other transmission factors (Ding et al., 2017). In the past, accurate but
computationally expensive algorithms have been used to evaluate channel quality;
however, these methods can be unworkable in situations when resources are limited. AxC
methods can be used to predict channel quality with lower computational costs by
utilizing machine learning. An Al model, such as a neural network, is trained using
training data that includes different channel conditions and the accompanying quality
measures (Wang et al., 2020). The model learns the patterns and correlations between

channel quality metrics (such as signal-to-noise ratio, bit error rate, etc.) and input
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parameters (such as received signal strength, noise levels, etc.). Once trained, the
machine learning model can be used to estimate channel quality instantly in real-time
communication systems. As a result, decision-making processes can be quicker and more
effective. One example is the dynamic adaptation of transmission settings based on
expected channel quality. The prediction's approximate nature forces a trade-off between
precision and processing expense. However, a balance that satisfies the unique needs of

the communication system can be found by carefully training and optimizing the model.

5.3.2 Image and video processing

Filtering, compression, and object recognition are a few of the computationally
demanding procedures that are frequently used in image and video processing
applications. While retaining an acceptable degree of visual quality, AxC approaches can
be used to lower the computational complexity and memory needs of these jobs. In order
to make wise decisions on the level of approximation to apply at various stages of image
and video processing pipelines, machine learning techniques can be used to examine the

trade-off between accuracy and efficiency.

a) Filtering: AxC can be used for edge detection, demising, and other image
and video filtering processes. Computational complexity can be decreased
by sacrificing some degree of accuracy in these procedures, allowing real-
time processing on devices with limited resources.

b) Compression: AxC can help image and video compression techniques
like Joint Photographic Experts Group (JPEG) and Moving Picture
Experts Group (MPEG). The size of the compressed data can be decreased
by allowing some approximation in the compression methods, which
lowers storage needs and boosts transmission effectiveness.

c) Object identification: Object identification tasks, such identifying items
in pictures or movies, can be performed using AxC. The feature extraction
and classification stages can be simplified while still retaining a suitable

level of recognition accuracy by using approximation approaches.

5.2.3 Big Data Analytics
Big Data analytics is the practice of using sophisticated strategies and tactics to derive
value from sizable and intricate databases. Massive amounts of data must be processed,

analyzed, and translated in order to uncover new information and speed up discovery.
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Big data has had a substantial impact on a number of industries, including public
relations, supply chain management, computational research, and organizational
decision-making. Data analysis, collection, curation, search, sharing, storage,
transmission, visualization, and information privacy are among the difficulties in big data
analytics (HaCohen et al., 2007). To overcome these issues and generate useful insights
from big data, there are, however, also considerable opportunities in areas like machine
learning, data mining, statistics, human-computer interfaces, and distributed systems

(Matter, 2023); (Nereu et al., 2017).

Processing vast amounts of data in order to uncover patterns and insights is known as big
data analytics. By lowering the computational complexity, AxC approaches can
dramatically speed up data processing. Approximation can be employed without
affecting the overall accuracy of the results by using machine learning techniques to
determine the data subsets or features that are less important to the analysis. Big data

analytics pipelines can be made faster and more scalable thanks to this combination.

a) Data preprocessing: By using approximation in the data cleaning,
normalization, and feature extraction phases, AxC can be utilized to
preprocess big datasets. The preprocessing pipeline can be optimized for
scalability and efficiency by using machine learning algorithms that can
be trained to discover the acceptable levels of approximation for various
types of input (Zhou et al., 2017).

b) Clustering and Classification: In big data analytics, AxC helps speed up
clustering and classification operations (Alam, 2018). The computing
requirements can be drastically decreased while still retaining respectable
clustering and classification accuracy by approximating the distance
computations and feature comparisons.

c) Dimensionality Reduction: AxC is useful for dimensionality reduction
methods like Principal Component Analysis (PCA). The computational
cost of dimensionality reduction can be lowered by using approximation
in the calculation of eigenvectors and eigenvalues, enabling quicker

analysis of high-dimensional data.
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5.2.4 Robotics & Autonomous Systems

By enhancing real-time decision-making capabilities, AXC can be useful in

robotics and autonomous systems. The proper level of approximation in perception,

planning, and control algorithms can be determined by analyzing sensor data,

environmental factors, and task requirements using machine learning algorithms. As a

result, decision-making can be done more quickly and effectively while yet maintaining

acceptable error limitations for the system.

1.

IoT and Edge Computing: A concept known as IoT enables digital assets and
gadgets to exchange data over a network without the involvement of a human.
The vast volume of data produced by loT devices, however, presents problems
for cloud computing in terms of processing speed and service level (Kaur &
Batth, 2021). Edge computing has been proposed as a decentralized strategy that
moves data processing closer to the network edge to overcome these difficulties.
Response time, energy use, and resource usage for IoT applications are all
improved via edge computing. Task scheduling, software-defined networks,
network function virtualization, security, privacy, and blockchain integration are
further features supported. To improve network performance and facilitate
mobility, security, and privacy, edge computing designs like Multi-access Edge
Computing, Fog Computing, Cloudlet Computing, and Mobile Cloud Computing
have been proposed. Future research will examine replica placement and
selection strategies, data provenance, and issues with data accessibility and access
response times (Shao et al., 2021).

AxC can help improve memory and energy use in contexts with limited resources,
such as IoT devices and edge computing systems. The performance requirements
and limitations of IoT applications can be analyzed by machine learning
algorithms, which can then choose the right level of approximation to obtain the
intended results. This makes it possible to do IoT-related operations like anomaly
detection, predictive maintenance, and sensor data processing efficiently.

a) Processing of Sensor Data: AxC can be utilized in [oT applications to
handle sensor data gathered from multiple sources. Data filtering, feature
extraction, and anomaly detection can all be done with fewer
computational resources and more effectively in real-time by using

approximation approaches.
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b) Predictive Maintenance: By examining sensor data and finding patterns

suggestive of possible failures or maintenance requirements, AxC can
contribute to predictive maintenance. Predictive maintenance systems can
be made faster and more effective by training machine learning
algorithms to recognize important elements in the data and use
approximation (Meng et al., 2020).

Anomaly Detection: Machine learning and AxC can be used to find
anomalies in loT systems. Approximate approaches can simplify anomaly
detection algorithms and enable effective real-time detection of anomalies
in sensor data streams by recognizing redundant or less important data

elements.
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6. ADVANTAGES AND CHALLENGES OF AXC IN
COMMUNICATION SYSTEMS AND NETWORKS

In this chapter we will discuss advantages and challenges of AXxC in communication
system and networks. In communication systems and networks, AxC presents benefits as
well as difficulties. On the one side, approximation computing can help with
technological issues including high performance, circuit reliability, and power
consumption. It enables better performance while still using the same amount of power,

which is a big concern in the sector (Nong, Ye, 2008).

On the other hand, ensuring the accuracy of signals, logic values, devices, and
interconnects presents difficulties. To ensure absolute accuracy, manufacturing and
verification expenses will rise dramatically. Additionally, bridging the gap between thin-
client devices and bandwidth-intensive applications and integrating edge-of-network
devices into the network are issues presented by the convergence of computing and

networking.

6.1 Advantages

There are various possible advantages to AxC in communication systems and networks.
Small estimates made during system operation can result in significant energy savings.
AxC has the ability to increase approximation quality while requiring less resources and
less time to run programs in communication systems and networks (Magadum & Ghosh,
2021). A full-system perspective can be attained by simultaneously and coordinative
approximating several computing platform subsystems, which opens up further chances
for energy savings (Raha & Raghunathan, 2019). According to (Raha & Raghunathan,
2019) , employing approximation computing in communication systems and networks
can result in energy savings with minimal influence on output quality. This method has

shown the potential to conserve energy within the range of 1.8 to 5.5 percent with little
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application-level quality loss, compared to approximations made at the individual
subsystem level. Additionally, by choosing skipping spike-triggered neuron updates with
no effect on output quality, approximation computing can increase the computational
effectiveness of analyzing large-scale SNNs (Xu et al., 2016). Reduced scalar operations
for network evaluation have been demonstrated by this method, improving hardware and

software energy without sacrificing application quality (Liu, Lombardi, et al., 2020).

In communication systems and networks, AXC techniques offer several benefits. They
reduce energy consumption by minimizing computation needs, crucial for battery-
powered devices. Additionally, they enhance performance by lowering latency and
increasing throughput, particularly vital in high-speed networks. Moreover, AxC is cost-
effective, demanding less expensive hardware and power, thereby improving
affordability and adoption rates. Furthermore, these techniques enhance scalability by
reducing the computation required for data analysis, enabling systems to manage higher
volumes of data efficiently. Lastly, AXC improves reliability by mitigating mistakes
caused by noise and interference, enabling fault tolerance and resource optimization,
ultimately enhancing communication quality and reducing the need for error correction

mechanisms. (Damsgaard et al., 2023)

6.2 Challenges of AxC in Communication Systems and Networks

There are various difficulties with approximate computation in communication systems
and networks. The introduction of security flaws resulting from erratic and unpredictable
errors during approximatively execution, which can be mistaken for malicious
alterations, is a problem (Pande, 2023). To effectively utilize the advantages of
approximation, it is necessary to rethink several layers of the system stack, including the
architecture, programming model, and algorithms (Liu, Gu, et al., 2020). A framework
for analyzing and contrasting security methods in approximation computing is also
lacking (Agrawal et al., 2016). Additionally, additional study is required to address the

issues this sector may face in the future (Xu et al., 2016).
Several key difficulties include:

e Accuracy trade-offs: Balancing the trade-offs between accuracy and performance

is one of the fundamental difficulties in AxC. Approaches that put efficiency over
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accuracy run the risk of producing unacceptable levels of inaccuracy or
deteriorating quality.

Design complexity: Because precise and effective approximation requires
specialized hardware, software, or algorithms, implementing AxC techniques in
communication systems and networks can be difficult. Increased design
complexity and expense may result from this.

Robustness and reliability: The robustness and reliability of communication
systems and networks may be impacted by AxC's tendency to raise the probability
of errors. To ensure system reliability, strategies for error detection and repair
must be used.

QoS: Networks and communication systems' QoS may be impacted by AxC. A
big problem is ensuring that the level of approximation is appropriate and does
not dramatically affect the QoS.

Compatibility may be impacted by the introduction of approximation computing
techniques in communication systems and networks, which may necessitate

alterations to current protocols and standards.
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7. CASE STUDIES AND EXAMPLES

In this chapter, we will discuss some case studies and the application of AxC in
communication systems. We will explore examples such as the implementation of AxC
in WSN, data compression techniques for multimedia communication, and energy-
efficient protocols for IoT devices. These case studies illustrate how AxC can enhance

performance and reduce costs in different communication scenarios.

Compact and affordable wireless sensors are now possible due to recent advancements
in microelectronic technology. These sensors benefit from AxC techniques, which allow
for lower power consumption and extended operational life without significantly
compromising data accuracy. Through these case studies, we aim to demonstrate the
practical advantages and challenges of integrating AxC into communication systems,

providing a comprehensive overview of its potential impact on the industry.

Energy conservation in sensor networks is crucial to extending network lifetime since
sensors in sensor networks are provided with energy-limited batteries. The two
fundamental problems of sensing coverage and sensor connectivity in sensor networks
have been extensively discussed in the literature. The majority of the research on sensing
coverage to date has concentrated on the (connected) full coverage problem, which aims
to cover the entire monitored region with the fewest possible sensors. A partial coverage
with a certain degree of certainty is appropriate in some application settings, whereas full
coverage is sometimes either unnecessary or unattainable. In this thesis we examine the

related coverage issue with a predetermined coverage guarantee.

7.1 AxC in WSN
In WSNs, AxC entails the use of algorithms and protocols that deliver effective and
accurate results while preserving energy resources. To address this challenge, researchers

have suggested a variety of strategies. One approach is utilizing in-network data
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aggregation methods, which combine partial results at intermediary nodes during
message routing to reduce communication costs (Yavuz et al., 2010). Another method
involves designing algorithms to optimize sensor and sink locations, activity schedules
of deployed sensors, and data flow paths from sensors to sinks to enhance network

longevity.

The development of algorithms for sensor deployment and coverage, routing, and sensor
fusion in WSNs has also progressed. These methods aim to increase the performance and
efficiency of WSNs while considering the limited energy and capabilities of the sensors
(Sankardas et al., 2018). AxC in WSNs leverages the built-in redundancy and error
tolerance of specific applications to trade off accuracy for efficiency and performance
gains. WSNs are networks of numerous sparsely resourced sensor nodes deployed across
an area to monitor physical occurrences and communicate collected data to a sink or

centralized node.

Traditional WSNSs often include sensor nodes doing exact computations on obtained data,
which uses a lot of energy and shortens the lifetime of the network. Many WSN
applications, however, can tolerate some degree of error without it materially hurting
how well they work as a whole. The development of approximate computation

techniques in WSNss is a result of this observation.
The following are some essential applications of approximation computing in WSNss:

Data aggregation: AxC methods allow sensor nodes to carry out local data aggregation
rather than sending all raw sensor data to the sink. Redundant data can be removed by
merging or summarizing data from nearby nodes, which lowers transmission costs and

energy usage.

Approximation of computations: AxC in WSNs is a pivotal strategy to enhance
efficiency and prolong the operational lifespan of sensor nodes. By intentionally relaxing
the precision of certain computations, AXC techniques can significantly reduce the
energy consumption and computational load. This trade-off is particularly advantageous
in WSNs, where sensors are often deployed in resource-constrained environments and
need to operate autonomously for extended periods. Applications such as environmental
monitoring, target tracking, and health surveillance can tolerate minor inaccuracies,
making them ideal candidates for AxC methods. Consequently, these techniques not only

conserve energy but also improve response times and reduce communication overhead,
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thereby enhancing the overall performance and reliability of WSNs. Additionally, step-
discontinuity approximation techniques have been utilized successfully to identify the
polarization of low frequency echoes. Finally, applying higher-order approximations

with the harmonic balancing approach can enhance the identification of limit cycles.

Routers in WSNs: It can use AxC to implement error-aware routing. Energy-efficient
routing algorithms can take into account the approximate nature of the data and
dynamically adjust the routing paths based on the desired level of precision to optimize

energy consumption.

Qol conscious methods: Qol conscious strategies seek to guarantee that the data
supplied by sensor networks satisfies specific standards for quality. These approaches
evaluate the Qol using a variety of criteria, including accuracy, utility, uniqueness,
relevancy, detection probability, false alarm probability, and average error probability. In
order to control the Qol needs, they also involve optimizing sample rates and modifying
the data sampling rates of sensors. Qol measurements may be based on the probability
function, information gain, or the entropy of the covariance matrix. It is crucial to
remember that covariance matrices alone cannot be the basis for trustworthy Qol
measures since they might not appropriately reflect tracking performance. The smoothed
residual likelihood, however, has demonstrated a strong correlation with tracking

performance (Duc Van Le et al., 2017).

AxC techniques consider the required Qol for a specific application rather than
concentrating only on reaching maximal accuracy. With the aid of Qol-aware approaches,
the system is able to compromise accuracy in favor of latency, energy efficiency, or other
application-specific needs. Extended network lifetime, lower energy usage, increased
scalability, and higher performance are advantages of approximation computation in
WSNs. To make sure that the introduced errors do not impair the overall functionality of
the system, it is crucial to carefully assess how approximation may affect the
requirements of the particular application. Approximate computation approaches in
WSNs offer a viable way to balance energy efficiency and application accuracy while

optimizing resource-constrained sensor networks.

38



7.2AxC driven green 6G downlink

For the downlink of 6G networks, AxC is a viable technique for creating energy-efficient
processing hardware. AXC can result in significant reductions in dynamic power while
preserving good arithmetic accuracy by swapping precise arithmetic units for their
approximate counterparts. The suggested AC approaches provide up to 87% savings in
dynamic power and extremely acceptable arithmetic accuracy in the setting of single-
antenna and dual-antenna 6G downlink, with a structural similarity index (SSIM) above
93% and a correlation coefticient (CC) of 99% (Idrees et al., 2021). Additionally, the
energy efficiency of 5G communication networks can be further improved by integrating
with 5G and blockchain (BC) technology. The integration of smart technology in a
distributed world of power consumption is made possible by the combination of 5G,
green BC, which may offer quick, transparent, and safe data transmission (Mazen et al.,

2021).

A new embedded computing paradigm called AxC substitutes approximate adders and
multipliers for accurate ones in computing platforms like CPUs, FPGAs, ASICs, and
others. The viability of the AxC for single-antenna and dual-antenna 6G downlink is
being examined. AxC-powered transceiver design of a 6G downlink in which the
decoders/equalizers and pulse shaping filters are implemented on the base station (BS)
and user equipment (UE) sides, respectively, using cutting-edge approximate/inexact
arithmetic units. Bit error rate (BER), (SSIM), and (CC) are used as performance metrics
to assess the AxC impact on measurement accuracy, while dynamic power and on-chip

power are used to assess the proposed AxC techniques' energy-efficiency advantages.
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Fig. 7.1: Single antenna 6G downlink system model. Source: Maryam Idrees, 2021
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Fig 7.2: Network framework: Dual antenna 6G downlink. Source: Maryam Idrees,

2021

7.3 Challenges and Solutions in Integrating AxC with IoT Devices

The research community is interested in the problem of AXxC in IoT devices.
Implementing distributed databases on [oT devices is difficult due to their low processing
power (Richardson et al., 2017). Fog computing, a kind of cloud computing, has been
suggested as a solution for IoT-based applications that demand fault tolerance and
scalability (Prabhu et al., 2018). Fog computing is one type of distributed computing that
can assist in overcoming the difficulties associated with integrating IoT-based
applications into centralized systems (Sihwa et al., 2017). The usage of distributed
computing in the IoT can also offer benefits like scalability and fault tolerance (Burns et
al., 2018). However, to handle massive data scenarios that emerge in the setting of fog

computing, typical machine learning algorithms must be extended (Patel, 2019). In
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general, research in this field focuses on examining how distributed computing,
particularly fog computing, might be used to develop loT-based applications and handle

the problems with scalability and fault tolerance.

The IoT today encompasses a vast array of assets, including wireless sensors, software,
actuators, computing devices, and numerous other components. These elements are
interconnected, enabling communication over the internet with other devices or

individuals without requiring human intervention.

For instance, consider the loT capabilities of a modern automobile. Its integrated IoT
devices can detect traffic congestion and notify the individuals you are scheduled to meet
of potential delays. Similarly, a pacemaker represents a simple IoT device that can
communicate with other medical devices, enhancing the convenience and quality of life

for users.
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8. FUTURE DIRECTIONS AND RESEARCH
CHALLENGES

Future research should concentrate on understanding how AxC techniques affect system
security, creating reliable error correction systems, and investigating standardization
initiatives to ease the adoption and interoperability of AxC techniques in communication

systems.

8.1 Improving accuracy in AxC

In computing systems, AXC is a design choice that compromises accuracy for energy
efficiency. By dynamically adjusting the level of approximation at runtime, one can
increase accuracy in AxC (Ometov & Nurmi, 2022). This enables energy optimization
while keeping the induced mistakes within bounds. Another method is to use a Bayesian
network to describe the transmission of approximation across the data and assess the
application-level correctness (Zervakis et al., 2020). This method forecasts the likelihood
of outcomes falling into various accuracy classifications and offers precise estimates of
the approximation error with little computational overhead. In order to guarantee user-
specified accuracy at runtime, a heterogeneous platform can be constructed by
integrating exact accelerators with approximation accelerators based on neural networks

(Ono & Usami, 2019).

It is possible to apply neural networks in communications systems, taking use of their
approximate propensity to improve the effectiveness and performance of communication
activities (Gupta et al., 2020). A vital step in wireless communication systems, channel
decoding, is one application where neural networks are used. The goal of channel
decoding is to extract the delivered data from distorted and noisy signals. The
computational complexity of conventional decoding algorithms can prevent their real-
time implementation in devices with limited resources. AxC methods can be used to
balance accuracy and computational complexity by using neural networks for channel
decoding. In order to speed up processing while preserving a reasonable level of

decoding accuracy, the neural network can be trained to approximate the decoding
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method (Damsgaard et al., 2023). Based on the value of the bits, the neural network can
learn to make educated guesses and prioritize decoding some bits precisely over others.
Additionally, neural network training itself can make use of approximate computation
methods. Without sacrificing the network's overall performance, computational and
storage expenses can be greatly decreased by quantizing the weights and activations of
the neural network to lower precision. To make sure that the trade-off between accuracy
and resource use satisfies the unique requirements of the communication system, this
approximation process can be carefully managed. More hardware, which consumes more
energy, is often used to increase a neural networks accuracy. Due to NNs' error tolerance
and the applications, they are employed in, AxC methods can be used to reduce

implementation costs.

8.2 Standardization of AxC techniques

Standardizing AxC methods involves creating uniform guidelines and practices for
implementing approximate algorithms and techniques. This can lead to reduced
execution time and energy consumption across various applications by optimizing the
trade-off between accuracy and resource usage. By adhering to standardized methods,
developers can ensure consistent output precision while benefiting from the efficiency
gains of AxC. Data can be used alone, in conjunction with an external reference, or both
to determine standard representation words (Malak et al., 2019). In a special edition, the
technological advancements and contributions of approximation computing are
examined, offering insight into potential future approaches (Weiqiang et al., 2020). Also
covered are standardization efforts in the realm of cryptography, including those of

international, European, and North American standard groups (Bart, Preneel, 1993).

Any technology or method, including approximation computing, needs to be
standardized in order to be widely used and interoperable. While efforts to standardize
have just started to develop, AxC is still a research topic that is active. The following are

some elements of approximate computation that should be standardized:

Metrics and Evaluation: To compare and assess various AxC algorithms, it is essential
to standardize metrics and evaluation methodologies. This includes developing standard
criteria to assess precision, energy use, performance, dependability, and other pertinent

aspects (Mourtzis et al.,, 2022). To enable fair comparisons and evaluations of
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approximation computing techniques, organizations and research communities are

adopting standardized evaluation methodologies and standards.

Standards for Languages and Interfaces: Standardizing programming languages,
application programming interfaces (APIs), and interfaces for approximation computing
can facilitate implementation across many platforms and software tools. Guidelines,
terminology, and libraries for implementing approximations into software and hardware
designs can be defined by standardization efforts in this field. This can facilitate
compatibility between various tools and frameworks and streamline the development

process.

Algorithmic Standards: Designing and using approximation algorithms and
methodologies is a common task in AXC. By making these algorithms more uniform,
researchers and developers will be able to improve upon already-proven strategies and
maintain consistency. Collaboration and knowledge sharing between the academic and
business communities can be facilitated by disclosing and documenting best practices for

approximation algorithms.

Hardware and Architecture Standards: To perform at their best, AXC approaches
frequently need hardware support or architectural features. The smooth integration of
approximation computing into many platforms and systems can be made possible by
standardizing hardware interfaces, communication protocols, and architectural
components (Wang et al., 2024). Attempts to standardize hardware elements can aid in
compatibility promotion, design complexity reduction, and make approximation

computing more widely adopted.

Industry Collaboration: The standardization initiatives in approximation computing
must be driven by collaboration among industry participants, researchers, and
standardization bodies. By bringing together stakeholders from academia, industry, and
regulatory authorities, organizations like IEEE, ISO, and IEC can play a significant role
in defining standards. Industry-wide standards that facilitate the use and integration of
approximation computing techniques may be developed through cooperative initiatives

(Ali et al., 2023).

It is important to keep in mind that the subject of approximation computing is still in the
early phases of its rapid evolution. Standardization efforts are anticipated to pick up

steam as the area develops and agreement is obtained on fundamental approaches and
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procedures, resulting in established standards that encourage the wider adoption and

interoperability of approximation computing techniques.

8.3 Development of tools and methodologies for AxC

The creation of approaches and tools for approximation computing has attracted a lot of
attention recently. To enable approximation computing and increase computer efficiency,
researchers have proposed a variety of solutions at various levels of the computing stack,
including circuits, architecture, and software (Ono & Usami, 2019). A different strategy
is a combined multilevel optimization method, which improves on single-level methods
by taking use of various optimizations that are evident at each level (Siyuan et al., 2017).
In order to design, verify, test, and ensure the dependability of approximation computing
systems, there is also a need for tools and procedures (Bosio et al., 2020). These
advancements seek to make computing more energy-efficient and to promote a more

environmentally friendly computing era (Hrishav et al., 2019).

The development of tools and methods for AxC has become a popular area of study in
recent years. The objective is to give designers effective and dependable methods for
spotting and taking advantage of approximation opportunities in their designs while

maintaining the overall functionality and performance of the system.

Here are a few of the most important instruments and approaches for approximatively

computing:

e Finding approximation possibilities and evaluating their effects on system
performance are two of the main problems in AxC. To assist designers in
quantifying the trade-off between accuracy and energy consumption, numerous
modeling and analysis tools, including statistical analysis, machine learning, and
information theory, have been created. These methods can also be used to
examine how approximations affect a system's robustness, reliability, and other
important metrics.

e Provide designers with tools that allow them to study and incorporate
approximation techniques into their ideas is another crucial feature of AxC.
Design professionals can quickly investigate and choose the optimal
approximation solutions for their unique design goals and constraints with the use
of approximation-aware design tools, which make use of techniques like

optimization, synthesis, and automatic tuning.

45



New programming languages and libraries that support approximation at
different levels of the software stack are needed for AxC. For instance, developers
can explicitly describe approximation and uncertainty in their programs when
using probabilistic programming languages. Low-precision computations, which
are crucial for effective deep learning on platforms with limited resources, are
supported by libraries like Tensorflow and PyTorch.

Techniques for evaluation and validation finally, accurate evaluation and
validation mechanisms are needed for AxC to make sure that the approximations
do not affect the system's overall functionality and performance. Fault injection,
error propagation analysis, and benchmarking are a few examples of approaches
that can be used to validate the approximation techniques employed in the system
as well as to evaluate the accuracy, energy consumption, and other crucial metrics

of the system.

8.4 Suggestions for additional study and development

The following ideas for more study and development in the area of

approximation computation in communication systems are provided:

1.

Investigate ways to include quality-aware approximation approaches into
communication systems. For various communication activities, provide models
and algorithms that may dynamically adjust the level of approximation based on
desired QoS metrics including latency, dependability, and throughput.
Investigate hybrid approaches, which integrate approximation computing with
conventional computing methods. To obtain the greatest balance between
accuracy and energy efficiency in communication systems, examine the synergy
between precise and approximation computations (Veers et al., 2023).

AxC in communication systems is made possible by hardware accelerators and
specialized designs. Examine the ways in which the performance, energy
efficiency, and scalability of approximation computing algorithms for
communication tasks can be enhanced by bespoke hardware.

Consider the security and privacy implications of AxC approaches in
communication systems. Investigate potential weaknesses brought on by
approximation errors, and create reliable error correction systems and privacy-

preserving techniques to reduce these risks.
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5. Develop resource allocation and optimization methods that take into account the
degree of approximation that various communication activities require. Learn
how to dynamically distribute resources, like bandwidth and computing power,
according to the particular needs of various applications and the degree of
approximation used.

6. To assess the effectiveness and viability of approximation computing techniques
in communication systems, real-world deployments and case studies must be
conducted. In real-world applications, take into account elements like scalability,
energy efficiency, dependability, and real-time restrictions.

7. Contribute to efforts at standardization in the area of approximation computation
for communication systems. To ensure interoperability, accurate comparisons,
and a wider usage of approximation computing approaches in communication
systems, investigate ways to create standard frameworks, benchmarks, and
assessment processes (Rasheed et al., 2020).

8. Energy- and spectrum-efficient techniques for approximation Create
approximation methods that can jointly maximize communication systems'
spectrum usage and energy efficiency (Khan et al., 2020). Examine how to
accomplish energy- and spectrum-efficient communications by utilizing the
redundancy in communication signals and the error resilience of approximation

approaches.

8.5 Possible Future Work
Future research should concentrate on understanding how AxC techniques affect system

security, creating reliable error correction systems, and investigating standardization
initiatives to ease the adoption and interoperability of AxC techniques in communication

systems.

There are numerous areas of potential future study and research in AxC in the context of

communication networks. Here are some possible headings:

1. Energy-Efficient Communication Protocols: By using approximation computing
techniques, communication protocols in wired and wireless networks can be
optimized for energy efficiency. Future research can concentrate on creating
routing and data transmission protocols that take advantage of the communication

systems' tolerance for faults while maintaining respectable levels of dependability
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and service quality. These protocols can dynamically change the level of
approximation dependent on the state of the network and energy limitations.
Signal Processing and Compression Techniques: Signal processing and
compression techniques are essential in communication systems because they
enable functions including modulation, encoding, decoding, and data
compression. Future studies could look into techniques for approximating these
algorithms while taking use of communication networks' fault robustness.
Without sacrificing the overall system performance, it could be able to save a
large amount of energy by carefully controlling the level of approximation.
Qol-Conscious Approximation Techniques: Communication systems must
consider the Qol, which has to do with how accurate and trustworthy the material
being conveyed is. Future research can concentrate on creating Qol-aware
approximation algorithms that take into account the unique needs of various
applications and modify the level of approximation as necessary. To fulfill
application-specific Qol limits, this can entail approaches for quantifying and
optimizing the trade-off between accuracy and energy usage.

Hardware Acceleration for Enhanced AxC: AxC approaches can be considerably
improved in terms of performance and energy economy by using hardware
acceleration. Future research can examine the creation of specific hardware
designs and accelerators that are geared for communication system
approximation computing. These architectures can make use of methods like
reduced-precision arithmetic, approximate memory structures, and specialized
approximation units to make approximate computation in communication
devices effective and high-performance.

Co-Design of Communication and Approximation Techniques: Co-design of
communication protocols, algorithms, and approximation computing techniques
can be the subject of future research. It is feasible to create integrated solutions
that efficiently take use of approximation opportunities by considering the
specific characteristics and requirements of communication systems from the
very beginning of design. Through co-design, communication systems can be
improved to save energy while still achieving performance and reliability goals.
Considerations for Security and Reliability: AxC creates flaws and inaccuracies
that may influence the Security and Reliability of Communication Systems.

Future research can investigate how approximation techniques affect attack
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resilience, fault tolerance, error correction systems, and system security. This
study may result in the creation of reliable approximation computing methods
that preserve the desired levels of security and dependability in communication

networks.
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9.CONCLUSION

By tackling the issues with energy efficiency while maintaining acceptable levels of
performance and reliability, AxC approaches have the potential to transform
communication systems. AxC allows for large energy savings without sacrificing overall
system functionality by purposefully introducing controlled errors and making use of the
inherent redundancy in communication chores. AxC can reduce the energy consumption
of communication systems while satisfying the unique Qol needs of various applications
by using approximation techniques in communication protocols, signal processing,
compression, and other crucial areas. This may lead to increased scalability, lower
operational costs, and longer battery life for wireless devices. Additionally, the
development of hardware designs, algorithms, and communication protocols together
will shape the future of AXC in communication systems. Integrative solutions that
effectively utilize the advantages of AxC can be produced by considering approximation
opportunities from the very beginning of system design. It is possible to create
dependable and energy-efficient communication solutions by ensuring that
approximation computing techniques are smoothly integrated into communication
systems. But there are still issues, particularly with security, dependability, and
standardization. Future research should concentrate on understanding how AxC
techniques affect system security, creating reliable error correction systems, and
investigating standardization initiatives to ease the adoption and interoperability of AxC

techniques in communication systems.
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