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In today’s digital world, web applications are fundamental to daily interactions and business
operations. However, their widespread use exposes them to various security risks and vulnerabil-
ities. This thesis is dedicated to exploring those vulnerabilities and the depths of web application
security, focusing on three main goals: identifying appropriate security testing tools, starting a
budget-friendly and result-driven security improvement process, and managing security vulnera-
bilities systematically.

The thesis aims to guide in selecting security testing tools and demonstrates practical ways
to conduct security tests. By considering factors like effectiveness and limited resources, the
research proposes a methodical approach to tool selection and security risk management.

The study also provides an end-to-end process using the proposed solutions, showcasing how
they help in quickly obtaining and analyzing security test results. The focus is on demonstrating
vulnerability management to address security issues promptly, which is aimed to be repurposed
in software products of similar nature and maturity.

Eventually, this study tackles challenges in web application security process improvement. By
outlining a structured approach to tool selection and test execution, along with efficient vulnerability
management, it contributes to enhancing overall security. The research also suggests areas for
refining the solution to adapt to evolving security needs in web application development.

Keywords: web application security, security testing, risk assessment, vulnerability management,
OWASP, ZAP, Semgrep, DREAD
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1. INTRODUCTION

Throughout history, confidential information and security threats that they were exposed
to, have manifested in different forms. Despite the differences in these manifested forms,
they all have similar characteristics. The anatomy is broadly composed of: the own-
ers of the information, trusted entities allowed to access it, the means of information
keeping/transferring, untrusted entities with possibly malicious intent, and the methods of
increasing the security of the information.

As a simple analogy, secrets between people could be considered. Imagine someone
possesses confidential information about themselves (the owner) which they mean to
share with someone else (an authorized entity). Information sharing is through verbal
communication (the medium of transfer), which is innately vulnerable to being compro-
mised by eavesdropping (malicious intent by an unauthorized entity). Aware of this vul-
nerability, the owner prefers transferring the information in written form instead (security
improvement method), managing the vulnerability by avoiding it altogether.

In the given analogy, eavesdropping would be equivalent to the term hacking. However,
the relevance here may be perceived unsound as it does not match the modern percep-
tion of what "hacking" and "hacker" are, which evoke at least some electronics involved.
Experts think the earliest forms of electronic hacking which resemble the modern image
of a "hacker" stronger, go back to the beginning of the 19th century when incidents of tam-
pering with Morse code sender and receivers, or interfering with the transmission of radio
waves took place. Nevertheless, these incidents were isolated, uncommon, and insignifi-
cant. The historically remarkable, groundbreaking event related to information security is
the automation of cracking the Enigma Machine code in the Second World War; "hack-
ing" the encrypted transfer of sensitive and confidential information to be used against the
information owner. This, marking a significant event in the history of cryptography, also
marks one of the first elaborate electronic information security breach incidents [47].

Moving to closer history; when it all started as a mere transfer of simple text information
in HyperText Markup Language (HTML), publicly accessed over the era’s new pupil, the
Internet. The primitive ancestors of the complex web applications we have today, publicly
available static websites, involved only limited content in text format with little to no user
input. Since then, web technologies have grown to have full-fledged technology stacks



on their own. Unlike most other paradigms of software-dominated areas, this growth
happened rapidly without the community setting up standards on how to deal with the
security aspect of all these advancements. [80].

In today’s web applications capable of handling outstanding tasks compared to their
decades-old ancestors, an overwhelming majority utilizes multiple if not all the following
list of technologies [47];

+ REST API
» Data interchange format (JSON, XML, etc.)

Front-end framework (ReactJS, VuedS, AngularJS, etc.)

Back-end framework (RoR, ExpressJS, etc.)

Authentication and authorization system

* Web server and web server software packages (Nginx, Apache, etc.)

Database (PostgreSQL, MySQL, MongoDB, etc.)

» Local data storage on the client (cookies, web storage, indexedDB, etc.)

All these technologies forming the architecture of a web application, innately bring vulner-
abilities when combined without proper care. As more daily activities transition to digital
platforms, the complexities of these systems grow all the while having even more per-
sonal data on these services becomes the norm. When these two facts are combined,
the security of valuable data of various natures becomes a bigger concern in software
development; and it is the service provider’s responsibility to ensure that they are not
compromised.

1.1 Context and Limitations

This master’s thesis is a commissioned work in collaboration with Adalia Ltd.; a small-
scale information technology (IT) services company providing various tailor-made soft-
ware solutions and services to help its customers digitalize and modernize their business
approach [4].

For the sake of simplicity,

+ Adalia Ltd. will be referred to as ‘the company’

» The company’s software project which is used as a case for the study will be re-
ferred to as 'the project’

» The customer of the project will be referred to as ‘the customer’

throughout the remainder of this document.



The thesis work is based on one of the company’s software projects tailored for a specific
customer, that has been in production maturity for multiple years, belonging to a portfolio
of products of a common architectural nature. The non-critical details for this study re-
garding the customer and the project are withheld due to confidentiality reasons. These,
and the fact that security testing requires high expertise in the area for an elaborate and
effective approach to the test suites; the study has some innate limitations imposed.

The highest presence limitation stems from the project being a customer project where
the development scope depends strictly on the customer’s requirements and budget.
Having a stakeholder with such a high impact on all the processes regarding the product
naturally constrains the scope of the research and the implementation. This limitation es-
pecially manifests in the actual testing process, allowing little to no resources to validate
the study results empirically.

The second limitation comes from the used technologies. The technology stack and the
architecture are common in the said portfolio of products. Like the rest of the portfolio,
the project utilizes JavaScript (JS) using ReactdS on the front end. The back end is
implemented with Ruby using the Ruby on Rails (RoR) web application framework. In
the study, the selection of the tools is governed by this fact above all as some tools’
effectiveness or functionality are strictly dependent on the programming language [62].
Also, at the time this study was done, the company’s self-managed version control system
was using an older version of the system that did not yet support continuous integration
(CI) out of the pack [5]. This also was an affecting limitation shaping the direction and the
scope of the study.

The final limitation stems from software security testing being a vast sub-field of software
testing study area, requiring highly specialized focus. Thus, the study’s focus is more on
defining a process initialization framework rather than aiming to execute software tests
with higher performance metrics.

These limitations may impact the depth and breadth of the research process overall. Nev-
ertheless, from an optimistic standpoint, they help scope the work that otherwise could
have ended up being ironically exhaustive resource-wise; while still allowing the infer-
ences and insights (on tool selection, testing methodologies, triaging-and-remediation
strategies) provided in this paper to have academic and commercial significance.

1.2 Research Objectives

This study aims to develop a financially feasible security improvement process that can
be applied to the company’s other products of similar architectural composition. Along-
side this; the methodology, decision-making, and the actual execution aim to encapsulate
a process framework defining the considerations involved in implementing security im-



Tool and

Test Execution i Methodology Limitations and
(727) Selection Criteria

(7?7)

A

Assessment and
Test Results Prioritization 3 Remediation
(727)

Enhanced

Security

Figure 1.1. A simplified flow of the study where research points of interest are shown
with question marks

provements in software development. To accomplish this, we search for answers to the
following research questions:

» How can security testing tools for web applications be effectively selected?

» How can the security improvement process for a web application be launched in a
financially feasible and result-oriented manner?

» How can the results of security testing tools be systematically analyzed, prioritized,
and acted upon to mitigate security vulnerabilities?

The research’s flow is visualized in figure where the goals are explicitly shown with
question marks. With the context defined and the project selected for its relevance as
the subject, this study aims to answer the research questions given in the flow by em-
ploying an exploratory case study approach to provide a deeper understanding of the
topic [70] where both quantitative and qualitative data is collected and analyzed through

observations.

1.3 Structure

This thesis is structured into two main phases with prominent distinctions in between,
which eventually frame a process as they are the continuation of one another. The first
phase focuses on selecting the tools and methodologies forming the suggested solution
of this study, while the second phase demonstrates how to deploy it.



The structure of the thesis is given as follows:

Chapter 1, Introduction

Contains a brief introduction to the thesis topic utilizing historical context, alongside
the details for; the thesis context, the induced limitations, the goal, the research
questions, and the structure of the study.

Chapter 2, Web Application Security

Explains the fundamental concepts used or mentioned within the scope of this
study, to provide a technical yet accessible understanding of the research topic.
Chapter 3, Methodological Framework

Conceptualizes the solution this study suggests for improving the security of web

applications, and rationalizes the decisions in parallel with the requirements de-
fined; to outline a methodological framework using the project as an example.

Chapter 4, Testing Process

Encapsulates the second phase of the research study where the process of execut-
ing the security tests and managing the findings is explained as the project being
the subject; setting an end-to-end example within the boundaries of given context.

Chapter 5, Discussion

Discusses the key findings of the study, the contributions of this thesis to the field;
and indicates possible future research.

Chapter 6, Conclusion

Summarizes the thesis work.



2. WEB APPLICATION SECURITY

In an era of digital advancements, web applications play a crucial role in providing an inter-
face to people accessing a great selection of online services through the Web [37]. These
web applications have become great companions integrated into people’s daily lives, by
serving as portals for communication, commerce, entertainment, education, healthcare,
banking, and much more. The reliance on web applications understandably has skyrock-
eted in modern society, emphasizing its ubiquitous nature, as almost all aspects of the
world have had their share of digital transformation in favor of efficiency, accessibility, and
convenience.

However, with great convenience and accessibility comes inherent vulnerability. As orga-
nizations increasingly rely on web-based platforms to deliver services and interact with
their users, more sensitive data (e.g. Personally Identifiable Information [PII], business
secrets, healthcare information, intellectual property, etc.) have gone online by adapting
web applications. This widespread use makes these web applications attractive targets
for malicious actors seeking to exploit vulnerabilities for evil purposes [69]. The com-
plex nature of web technologies coupled with evolving cyber threats led to ensuring web
applications’ security, confidentiality, availability, and integrity emerge as major concerns
[51].

Web application security can be broadly defined as the measures and practices imple-
mented to protect web applications and the sensitive data they may involve, from po-
tential threats and vulnerabilities. The term encapsulates a wide range of security con-
siderations, including data protection, authentication mechanisms, authorization controls,
secure coding practices, and vulnerability management. Being a comprehensive sub-
discipline of software quality management, it requires a holistic perspective integrating
robust security testing methodologies, effective tool selection, proactive risk mitigation
strategies, and continuous monitoring and improvement efforts.

The importance of web application security cannot be overstated, as a breach in security
can lead to severe consequences such as compromised data, financial losses, reputa-
tional damage, and legal liabilities. Several examples of significant security breach inci-
dents throughout the web applications’ relatively short history that caused great losses
affecting thousands of people, dramatically justify the mentioned importance and con-
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Figure 2.1. An example Common Weakness Enumeration listing (fields collapsed for
tidier look)

cerns [41, (42, 43| 57]. Therefore, understanding and prioritizing web application security
is critical in today’s digital landscape.

This chapter aims to provide theoretical background information on various aspects of
web application security contributing to this thesis work. First, section dives into
common web application security threats as classified by the Open Worldwide Application
Security Project (OWASP) [6], briefly elaborating on the definitions. Then, section
provides foundational information for web application security testing approaches. Finally,
explains vulnerability assessment methodologies standing out.

2.1 Common Web Application Security Vulnerabilities

First of all, it has to be mentioned that security vulnerabilities are not exclusive to web
applications. But as elaborated in the previous chapters; the combination of the complex
nature of modern web applications and the valuable sensitive data they may involve, ren-
der them more appealing targets. These vulnerabilities, also referred to as weaknesses,
have been closely organized by Common Weakness Enumeration (CWE); "a community-
developed list of common software and hardware weaknesses" [7]. However, the effort
aims to contain all aspects including software and hardware, providing the community
with an extensive dictionary of security vulnerabilities.

In contrast to CWE'’s inclusive approach; OWASP has compiled, ranked, and categorized
these vulnerabilities within its OWASP Top 10 project. OWASP, a non-profit foundation
that works toward improving software security, has been updating the original list which
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Figure 2.2. The changes in OWASP Top 10 categories from 2017 to 2021

Category CWEs Total Occur- | Total CVEs
Mapped rences

A01 - Broken Access Control 34 318,487 19,013

A02 - Cryptographic Failures 29 233,788 3,075

AO03 - Injection 33 274,228 32,078

A04 - Insecure Design 40 262,407 2,691

AO05 - Security Misconfiguration 20 208,387 789

A06 - Vulnerable and Outdated Com- | 3 30,457 0

ponents

A07 - Identification and Authentication | 22 132,195 3,897

Failures

A08 - Software and Data Integrity Fail- | 10 47,972 1,152

ures

A09 - Security Logging and Monitoring | 4 53,615 242

Failures

A10 - Server-Side Request Forgery 1 9,503 385

Table 2.1. Quantitive details on OWASP Top 10 - 2021 categories (sourced from [6])

was published in 2003. The latest release in 2021 marks an effort close to 2 decades.
Being one of the industry standard documents in software security, it represents a broad
consensus of most critical security risks, focusing on web applications [8].

The latest installation of OWASP Top 10 released in 2021, reorders the prior release
from 2017 with the changes in trends on security vulnerabilities, rearranging them in a
severity and impact order grouped in categories shown in figure To provide insight
on the presence of the relevant vulnerabilities on the industry, a numerical rundown of
mapped CWEs, total occurrences reported, and total Common Vulnerabilities and Expo-
sures (CVE) are listed in table 2.1]

These categories are described in their assigned subsections below, following the actual
order in the mentioned list. These subsections aim to provide summaries for otherwise
deep categories, alongside additional concepts that might be worth mentioning for a bet-



ter understanding. The information given in the following subsections is sourced from
related OWASP categories [9] and CWE definitions [10] in addition to the further refer-
ences shared.

2.1.1 Broken Access Control

Access control is a crucial aspect of software security that defines and restricts access
rights to resources by different types of users under circumstances at variance. Vul-
nerabilities regarding access control may lead to disclosure of information, alteration, or
deletion of all data when exploited, regardless of user’s permissions [46].

The term successfully and concisely brings together a wide group of vulnerabilities. Some
of these vulnerabilities standing out can be listed as follows:

+ Insecure Direct Object Reference (IDOR)

This vulnerability involves the retrieval of an internal object based on a key value
controlled by the user. Typically, this key identifies a file, a database record, etc.
stored in the system. Although an attacker would likely need to be an authenticated
user in the system, the authorization process fails to check data access opera-
tions properly. This oversight allows the authenticated user to bypass necessary
entitlement checks, granting unauthorized access to sensitive data or resources.
Attackers exploit these references to gain unauthorized access, potentially leading
to data breaches or unauthorized resource usage within the system [59].

» Missing Function Level Access Control

The missing function-level access control vulnerability refers to flaws in the au-
thorization logic where an attacker, possibly an application user, can exploit it to
escalate privileges and access restricted functionalities. Unlike IDOR, this vulner-
ability arises when an application neglects to enforce access control checks at the
function or API level instead, allowing unauthorized access to sensitive functions
or endpoints. Attackers can then exploit this vulnerability to perform actions such
as deleting records or accessing restricted data, bypassing the intended security
measures [54].

Varying flaws in the access logic can cause this vulnerability. Neglecting access
controls for modifying Uniform Resource Locator (URL) parameters (parameter
tampering), accessing unreferenced endpoints (forced browsing), database API
functionality, etc. may grant unintended access to restricted pages and resources.

* Overly Permissive Access Control

This vulnerability, goes by the name, implies access controls that are too permis-
sive. Most of the time, the causation is the principle of least privilege or the principle
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of deny-by-default being violated. These principles advocate defining access con-
trols strictly. PoLP grants a user only the vital functionality, allowing only the defined
set of actions assigned for the role. The deny-by-default principle is whitelisting the
trusted entities for functionalities and rejecting access otherwise. An access control
logic that is not sufficiently strict in contrast with what these principles are for, can
mean granting more access than necessary to certain users or roles. This permis-
sive approach can lead to unauthorized access to sensitive functionalities or data
[36].

 Privilege Escalation

Privilege escalation as a vulnerability is an implication of the broken access control
vulnerabilities mentioned above. The product fails to appropriately allocate and
verify privileges for a user, resulting in an unintended area of control being granted
to that user. It usually begins with attackers exploiting other vulnerabilities to access
a system with limited privileges. These vulnerabilities allow users to acquire higher
access or permissions rights than they should have, potentially accessing sensitive
administrative functions or data.

Privilege escalation vulnerabilities manifest in two main forms, namely horizontal
privilege escalation and vertical privilege escalation. Horizontal privilege escalation
is when a user gets to access the data belonging to another user of the same
privilege level e.g. standard user A accessing standard user B’s files. On the other
hand, vertical privilege escalation is a user with a lower privilege level accessing
functions allowed to higher level users, e.g. a standard user gaining access to
administrative functions [65].

2.1.2 Cryptographic Failures

The functionality of web applications increasingly depends on critical information that
bears value for those with malicious intent. These pieces of information need proper
encryption while being transmitted and stored as the crucial step of suitable protection.

Some bad practices involve the use of weak encryption algorithms like Message Digest
(MD5) [63], insufficient key length and randomness, improper storage of sensitive cryp-
tographic information like in unprotected databases or hardcoded in the codebase, and
improper key management (lack of generation, storage, rotation, and disposal cycle).
Additionally, using outdated protocols like Secure Socket Layer version 2 (SSL) or not
enforcing encryption via browser security directives can introduce this vulnerability in dif-
ferent application layers. The vulnerabilities due to cryptographic failures or weaknesses
may yield compromised sensitive information; examples being passwords, credit card de-
tails, health records, business secrets, etc.
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2.1.3 Injection

Despite the older days of the World Wide Web where it all was about transferring text-
based documents in static form, most modern-day web applications allow heavy user
interaction. The user inputs are used to retrieve and alter data regarding the action taken.
Right at this point where the user’s input translates to retrieval or alteration of data, a
critical weakness emerges. If the user input is used without being properly filtered, sani-
tized, escaped, or validated within context; it creates a vulnerability where a forged input
can execute unintended behavior. This behavior can mean catastrophic outcomes like
the exposure of sensitive information or having malicious files injected and run within the
system for even further damage [34].

Yet another elaborate category, injection vulnerabilities also involve multiple vulnerabilities
grouped under. The category has grown even bigger with the merging of other categories
from the earlier implementations of the OWASP Top 10 list. It involves some key vulnera-
bilities defining the outlines of the category:

» Cross Site Scripting (XSS)

XSS is a type of security vulnerability commonly found in web applications, where
attackers inject malicious scripts (usually JavaScript) into web pages viewed by
other users. This can occur due to the application’s failure to properly validate or
sanitize user input before incorporating it into dynamic content sent to the user’s
browser.

There are three primary types of XSS attacks [71]; namely stored, reflected, and
Document Object Model (DOM) XSS. The first is where the malicious script is per-
manently stored on the target server, such as in a database, and is served to every
user accessing the affected page. Reflected XSS is when a malicious script is re-
flected off a web server, often in a URL parameter or form input, and executed by
the victim’s browser when the page is rendered. Finally, DOM-based XSS occurs
when client-side JavaScript modifies the DOM insecurely, leading to the execution
of malicious scripts.

XSS vulnerabilities emerge from the points where untrusted data enters a web ap-
plication and then is used to generate web pages without adequate security checks.
The attacks targeting these vulnerabilities can lead to theft of sensitive information,
compromised user accounts, defacement of web pages, or injection of malicious
content [55].

 Structured Query Language (SQL) Injection

SQL injection is a vulnerability that allows targeting databases through web ap-
plications, exploiting not validated, filtered, or sanitized user-supplied data sent to
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the database. This occurs due to inadequate sanitation or validation of user input,
enabling attackers to manipulate SQL queries and potentially gain unauthorized
database access or perform harmful actions.

Attackers use SQL injection to bypass authentication, access sensitive data, modify
or delete records, and gain control of the database server in severe cases. It's a
prevalent issue in database-driven websites due to its detectability and exploitability,
making any site or product with a user base susceptible to such attacks [45].

+ Code Injection / Command Injection

Generally parallel with SQL injection code injections and command injections target
similar vulnerable spots though they manifest in different aspects of a web applica-
tion. When an application permits a user’s input to include code syntax, it creates
the potential for an attacker to manipulate the code in a manner that could modify
the intended control flow of the product leading to the exploit of code injection vul-
nerability. Similarly, if the said input is allowed to be executed as a command by the
application then it is called command injection. Like the other vulnerability exploits,
these types of injections may lead to elevated privilege and unauthorized actions
[53,76].

2.1.4 Insecure Design

Unlike the other categories, this category focuses on vulnerabilities stemming from design
rather than implementation. It emphasizes the importance of a security-minded approach
in design phases to prevent vulnerabilities earlier that root deeper in the application and
are harder to remediate. More challenging to represent as a cause-and-effect relation-
ship, a bad design can plant weaknesses within the application that can cause massive
losses in terms of security, financial aspects, and organizational reputation.

The term design here does not only relate to the product but also the development life-
cycle. Just like many other software quality management activities, web application se-
curity efforts prove more effective and beneficial once they are adopted to minimize the
possibilities of loss and avoid crises before they can manifest, by allocating resources for
the cause in a preventive and timely manner. This contrasts with the traditional approach
where quality management activities are introduced in the later stages of the software
development lifecycle. This paradigm, referred to as shifting left, advocates integrating
security practices in the earlier stages of the software development [68] to be able to
cope with ever-growing numbers of vulnerability attacks by prioritizing inhibition methods
[30].
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2.1.5 Security Misconfiguration

The involved stack of technologies, especially in web application cases, should be finely
configured not only to work flawlessly but also to protect valuable information that might be
deduced to vulnerabilities. Configuring permissions, applying security hardening, chang-
ing default credentials, concealing error stacks not showing overly informative details on
error cases, and disabling unnecessary or unused features are some of the actions to
improve the security from the configuration aspect. Misconfigurations can directly mean
unwanted exploits or a system more vulnerable to exploitation [38].

Security-related configuration focuses on defining the limits and rules of a web applica-
tion. This includes whitelisting trusted resources to collaborate with, strictly declaring
security policies, defining secure communication headers and encryption protocols, set-
ting up file and directory permissions, disabling unused/unnecessary features and com-
ponents, etc. These configuration aspects are vital to achieving a web application with
elevated security as they help reduce the attack surface.

Some outlining concepts related to security configuration can be listed as follows:
» Content Security Policy (CSP)

CSP is one of the most important web application security configuration concepts,
falling under this categorization. It defines the rules about how resources like
scripts, stylesheets, images, fonts, and plugins are loaded and executed within
a web application, effectively reducing the risk of malicious code execution and
unauthorized data access.

CSP serves as an additional security layer, aiding in the detection and mitigation
of attacks mentioned in the paragraph above. By restricting content sources, CSP
promotes a secure browsing environment, shielding against common web appli-
cation vulnerabilities like XSS, data injection, clickjacking, and code injection and
reinforcing overall security [3].

+ Sensitive Cookie Attributes

Cookies are pieces of data that websites store on a user’s browser. They are com-
monly used to track user interactions, maintain user sessions, personalize content,
and store user preferences. They may also store sensitive information such as
session tokens, authentication credentials, or personal data. Because the fact that
they involve sensitive information makes them appealing attack targets. To defend
against possible attacks, they have a set of configurations called sensitive cookie
attributes referring to specific security-related settings applied. Properly configuring
these attributes enhances web applications’ security and privacy by controlling how
browsers transmit, access, and use cookies.
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These attributes are listed as; Secure, HitpOnly, SameSite, Max-Age and Expires,
Domain and Path. Secure attribute tells the browser if a cookie is sensitive and
should be encrypted during transmission where only Hypertext Transfer Protocol
Secure protocol (HTTPS) is allowed. HttpOnly attribute removes the cookie from
the access list of document API, preventing access through JavaScript which ef-
fectively hardens them against XSS attacks. SameSite defines a cookie’s scope
and controls when cookies should be sent in cross-site (third-party) requests. It
helps mitigate Cross-Site Request Forgery (CSRF). Max-Age and Expires define
the lifespan of a cookie, mitigating the risk of prolonged exploitation of a cookie.
And finally, Domain and Path attributes strictly define in what domain the cookie
applies and which specific URL paths within the domain the cookie is valid [66].

2.1.6 Vulnerable and Outdated Components

Having a considerable presence in the code base and functionalities, the components or
dependencies used in a project are yet another point where weaknesses could have been
inflicted. No different than other parts of a product, components may also be vulnerable
themselves, which would carry on to the product where they are utilized. Considering
the common and heavy use of dependencies in a software product in the modern con-
text, this relationship understandably raises security concerns regarding these third-party
components used. An example showing how significant it can be is the log4j-core (a Java-
based logging utility subpackage) vulnerability incident that happened in 2021, effectively
impacting more than 35000 packages in the Maven Central repository roughly equated to
8% [1].

It needs to be emphasized here that security is a living paradigm in the software world that
evolves, thus the state of security or vulnerability for a component can change over time.
A vulnerable component may be patched, or a safe component can become vulnerable
with new means of attacks discovered. Often, a newly discovered vulnerability for a well-
maintained dependency means the fix will be implemented sooner or later [28]. Getting
the security fix through updating the dependency might be vital for the overall vulnerability
of the software product involving the given component.

Though, in real-life situations, the importance of this may be overlooked easily. Trying not
to break anything, avoiding possible responsibilities and extra work implied, or not being
aware of the outdated and possibly vulnerable components used in a software product
can be the reality. Even if it is not directly web application focused, an outdated software
components-related study on whether developers update their dependencies reveals wor-
risome results indicating the topic is commonly overlooked indeed [58], stating around
80% of the systems involved in the study were keeping their outdated dependencies. A
good practice to mitigate the possible risks from these elements is to be up-to-date with
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the supported versions of various components used. This includes but is not limited to
operating systems, web servers, database management systems, runtime environments,
and third-party libraries.

2.1.7 ldentification and Authentication Failures

Some critical attack types that require strong defenses are based on the user’s identity.
The identification and authentication failures category groups the vulnerabilities regarding
this first layer of this defense. This category, while having consequences in parallel with
those in subsection specifically focuses on vulnerabilities inflicted by having weak
identification and authentication systems [31].

To avoid implementing vulnerabilities in this category into the web application, it's impor-
tant to use multi-factor authentication whenever possible. It is also crucial to avoid ship-
ping or deploying software with default login credentials, especially concerning adminis-
trative accounts. Additionally, deploying a security-first password policy such as password
length, complexity, and frequent rotation, is essential. Employing strategies such as lim-
iting and increasingly delaying failed login attempts, while ensuring proper logging and
alert mechanisms for suspicious activities, are fundamental security hardening activities
in this category. Furthermore, employing a server-side, secure session management sys-
tem is vital. Generating unique session IDs and appropriately handling session expiration
reduces risks associated with session hijacking and unauthorized access.

2.1.8 Software and Data Integrity Failures

This category of vulnerabilities focuses on the verified integrity of data in cases of soft-
ware updates, critical information transfer, automated CI/CD pipeline tasks, and so on.
Executing processes based on a piece of information without verifying its integrity is a
system-wide vulnerability, and it can cause the vulnerability to be widely spread espe-
cially if the software is distributed. An example incident showing how significant risks
these threats can pose and how wide they can spread is the SolarWinds security breach
that happened between 2019 and 2021. The attackers gained access to a great network
of clients by targeting a third-party supplier for the system, leaving several thousands of
client companies affected who installed the vulnerable update [26].

Software integrity failures occur when software components are modified, corrupted, or
tampered with, leading to unintended behavior or vulnerabilities. This can result in sys-
tem crashes, malfunctions, or the execution of unauthorized actions by attackers. Data
integrity failures, on the other hand, involve the unauthorized alteration, deletion, or inser-
tion of data, compromising its accuracy, consistency, and trustworthiness. This can lead
to data loss, incorrect processing, regulatory non-compliance, and loss of user trust [11].
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The main proactive action is deploying strict control and criteria on critical information
sources; like utilizing digital signatures, making sure the dependency managers use
trusted sources, having a manual approach for code and configuration changes bear-
ing such risks, etc [35]. Additionally, focusing on security good practices and audits are
some supportive ways to mitigate these risks. By implementing these preventive mea-
sures and incorporating security into every aspect of the software development and data
handling processes, organizations can significantly reduce the risk of software and data
integrity failures, enhance resilience against attacks, and protect sensitive information
from unauthorized access and manipulation.

2.1.9 Security Logging and Monitoring Failures

This category emphasizes the awareness of logging and monitoring of the web applica-
tion for security concerns. Monitoring is as crucial as the prevention methods, as they
help identify the probable breaches promoting visibility, traceability, and accountability. A
system with proper logging and monitoring makes it easier to detect and identify suspi-
cious or malicious activity, either in real-time or close to real-time. This ability also allows
the system to escalate and raise alerts to further evaluate the situation and take action as
soon as possible.

The vulnerabilities regarding this category stem from the lack of security breach spotting
mechanisms or weaknesses of those systems, letting attacks go unnoticed. It's essen-
tial to log all failures related to login, access control, and server-side input validation,
including enough user context for identifying suspicious or malicious accounts, and retain
these logs for an adequate period to allow for retroactive analysis. These logs should be
generated in a format compatible with log management solutions for easy consumption.
Additionally, it's recommended to establish or adopt an incident response and recovery
plan following standards like the National Institute of Standards and Technology (NIST)
guidelines [33].

2.1.10 Server-Side Request Forgery (SSRF)

SSRF is one of the web application security concerns gaining popularity, especially with
the increase of cloud services or features normalizing fetching a URL. Similar to injection,
the flaws are caused by modified user-provided URLSs trying to make the web server make
malicious requests. This may allow the attacker to take actions within a given network that
would not be otherwise authorized, depending on the network layer hardenings [50].

Preventive methods include sanitation of user input, resource segregation, avoiding HTTP
redirects or sending raw responses to clients, and increasing firewall policies for stricter
access except for essential network traffic.
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2.2 Web Application Security Testing

This section describes a subset of methods utilized in the industry to detect web applica-
tion vulnerabilities. Considering how vast the types and kinds of security vulnerabilities as
elaborated in the previous section 2.1}, it is still mostly a manual effort requiring technical
expertise to avoid, mitigate, spot, and remediate the security-related concerns [83] |84].

Thankfully some tools help detect security vulnerabilities by automating them to some ex-
tent, though mostly involving some trade-off. These trade-offs can manifest as requiring
highly detailed configurations, system-specific setups, high ratio of false-positive, etc. de-
pending on the technique in use. Nevertheless, most of these trade-offs are acceptable
as they still ease the need for the manual effort and the area expertise needed.

Similar to other software testing approaches, security testing also has different granular-
ity and effectiveness levels in different testing approaches. These different approaches
provide varying levels of advantages while having disadvantages. This means there is no
one-for-all solution in security testing but a collection of them to find the balance between
the value created versus the resources spent.

These approaches to security testing are based on how efficiently the testing environ-
ment has access to information. Whitebox, blackbox, and greybox testing have their
corresponding terms in this concept; namely Static Application Security Testing (SAST),
Dynamic Application Security Testing (DAST), Interactive Application Security Testing
(IAST); and more which can help point out weaknesses and their causations even if they
are not considered as testing processes in their nature, like Software Composition Anal-
ysis (SCA).

2.2.1 Static Application Security Testing

SAST refers to the testing methodology where the application source code is analyzed to
identify flaws and weaknesses that are known to cause security vulnerabilities [74]. The
code base is scanned for patterns using rule-based engines to discover e.g. the usage
of methods or patterns known to be insecure. SAST scans do not require a compiled
code, thus they are suitable to adopt in the earlier phases of the software development
lifecycle. The use enables the developers to detect possible weaknesses stemming from
the implementation with quick actions, preventing vulnerabilities from being passed on to
production environments. Since the scans require direct availability of the source code
and internal information, it is a white-box testing approach.

Being a straightforward approach, SAST stands out as an easy-to-use security testing
approach. However, alongside this advantage, they come with a set of trade-offs. The
first one is that SAST tools are language-dependent [62]. This might become a problem
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for those web applications with their codebase of bleeding edge or unpopular languages
and frameworks. The second and more critical concern for SAST tools is that they are
infamous for their false positive ratios [39]. The lack of context and intentions leads these
tools to have precision and accuracy of wildly varying levels for the vulnerabilities they
report, which implies the manual need for inspection and elimination.

2.2.2 Dynamic Application Security Testing

DAST, on the other hand, is a testing methodology in which the analysis is run against a
running application from the outside [12]. This black-box testing approach tries to mimic
an actual attacker with malicious intent who has little to no information on how the sys-
tem’s internal interactions work. The analyses mainly work based on inspecting or manip-
ulating the communication between the client and the server, trying to discover or expose
vulnerabilities and alert the tester in case flaws that would enable possible attacks, are
spotted.

Reported to have fewer false positives overall when compared to its static counterpart
[73], DAST also has a set of quirks to consider. Since it requires a running instance of
the product, the methodology mostly can not reliably be deployed in the early stages of
the software development lifecycle. Moreover, to mimic real attack scenarios properly, it
requires delicate configuration that calls for specific technical knowledge of the internals
of the web application to be tested.

Even so, when utilized properly, this methodology can introduce great value in secu-
rity testing since a matured software product will inevitably have human error embedded
within which can manifest as various security weaknesses. DAST enables reducing the
risks of such cases making it to production deployments.

2.2.3 Interactive Application Security Testing

IAST, essentially a combination of SAST and DAST, works in parallel with a running in-
stance of the product [2]. Adopting black-box and white-box strategies, it works based
on installed or integrated sensor modules and software libraries in the application code
to analyze the application as a whole while it is in use. They manage to provide what
SAST and DAST can do by actively monitoring the application on runtime and scanning
the application source code for possible vulnerabilities [67].

However, IAST is not just an ultimate combination of both but a middle ground with some
innate disadvantages like deployment complexity, performance overhead due to bloating
the actual application, etc. In other words, it combines some strengths of the rooting
methodologies, while introducing new disadvantages. This and the fact that it is a newer
security testing approach, make it a highly context-dependent methodology overall [61].
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2.2.4 Software Composition Analysis

As code reuse increases productivity and reduces development costs, building software
products reusing Open-Source Software products (OSS) is a norm in today’s efficiency-
driven software industry [44]. These OSS may include vulnerabilities and using such
packages would mean inheriting those vulnerabilities directly or transitively, creating the
need for management and mitigation of these vulnerabilities [64].

SCA is often mentioned along the lines of software security testing for this very goal, even
if it is not a testing activity directly. It is an automated process of a laborious task that eval-
uates the status of the OSS used in a software project. It eases the analysis of licensing
issues, and more importantly for this thesis; known security vulnerabilities related to the
OSS in use. From a vulnerability management aspect, SCA provides great value with
little effort and extends the capabilities of a security testing environment, especially when
the false positives are eliminated via reachability analysis [40].

2.3 Vulnerability Assessment

This section describes two commonly used vulnerability assessments and threat model-
ing methodologies. Of course, there are more methodologies namely the Confidential-
ity, Integrity, Availability (CIA) triad; Spoofing, Tampering, Repudiation, Information Dis-
closure, Denial of Service, Elevation of Privilege (STRIDE) threat modeling which are
reputable in the software industry for similar purposes. However, this section limits the
explanations to those assessing criticality levels for individual vulnerabilities, which the
mentioned methodologies do not.

Especially in a study such as this one where result-driven and resource feasibility are the
most prominent concerns, conducting a vulnerability assessment stands as a paramount
practice. These processes promote systematically identifying potential weaknesses, eval-
uating the risk levels, and easing the decision-making process into an easier-to-handle
form, for increased time efficiency and accuracy.

2.3.1 Common Vulnerability Scoring System (CVSS)

CVSS is a standardized framework used to assess and rate the severity of security vul-
nerabilities in software and systems [13]. It provides a numerical score or rating that
helps organizations prioritize and understand the potential impact of vulnerabilities based
on specific criteria. CVSS scores are used widely in cybersecurity to communicate the
risk associated with vulnerabilities in a consistent and structured manner.

Probably one of the most used systems in this area [52], it provides a comprehensive
method for assessing software security vulnerabilities. The scoring system is on a scale
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of 10 on multiple fronts, exhaustively investigating the vulnerability from multiple aspects.
In its 3rd edition calculator, there are 22 metrics grouped under 6 classes [14]. This
approach, while making it extremely precise and professional, can become a problem for
assessing higher numbers of lesser vulnerabilities.

2.3.2 DREAD Threat Model

Abbreviation for Damage, Reproducibility, Exploitability, Affected Users, Discoverability,
is a threat modeling strategy simplifying the calculations in 5 categories as the name
suggests, compromising the higher precision of CVSS’s [75].

Damage refers to the potential impact or severity of the security issue if it were to be
exploited, considering data loss, system compromise, financial loss, or reputational dam-
age. Reproducibility considers whether the security issue or vulnerability can be consis-
tently reproduced or exploited under various conditions. Exploitability evaluates the ease
with which an attacker can exploit the vulnerability to carry out an attack. Affected users
assesses the number or type of users or systems that could be affected by the security
issue. And finally, discoverability refers to how easily the vulnerability can be discovered
or identified by attackers.

This relatively simple-to-grasp approach, mostly on a scale of 10, evaluates different as-
pects of a vulnerability to allocate a criticality of a vulnerability by outlining the threat
levels.
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3. METHODOLOGICAL FRAMEWORK

Even though some preventive measures are already embedded within the company cul-
ture and adopted conventions, it still appears to be a fundamental necessity to focus
more on improving security. The necessity is emphasized when the confidentiality of the
customer’s data and the vast set of web vulnerability attacks known, are considered.

This chapter tries to identify a practical approach for implementing a security testing pro-
cedure that can be applied to the company’s other software projects that share the ar-
chitectural characteristics with the subject project of this study. The aim is to provide a
methodological framework that rationalizes and provides supportive evidence for the de-
cisions made towards defining the said procedure to enhance the security of the project.

The examination from different angles of the topic in the previous chapter [2 shows how
elaborate the topic this research searches an answer for. In addition to this, incorporating
the project and company-related requirements mentioned in section[1.1]of the first chapter
calls for the solution to be elaborate. Thus, the selection of tools and methodologies
forming this study’s suggested solution is divided into three sections in this chapter, which
tackles the problem in different layers.

The first section of this chapter chooses the security testing methodologies to be adopted.
It is followed by the selection rationale of actual testing tools of these methodologies in the
second chapter, challenging some of the most highlighted tools for the given approaches
against a set of custom criteria defined by the company. Finally, in the third chapter,
the layers of the solution this paper suggests are concluded with the selection of the risk
evaluation and assessment methodology.

3.1 Choosing the Testing Approaches

Inspecting the different software security testing approaches in IAST initially looks
appealing as it promises to overcome the limitations that SAST and DAST innately have
[48], providing better academically proven results [78].

However, to overcome the characteristic problems SAST and DAST may have, the IAST
approach sacrifices the versatility of deploying them separately. A metaphorical way to
describe this lies beneath the software design principle Separation of Concerns, which
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promotes partitioning the responsibilities between separate bodies to reduce complexity
to a manageable level. For example, language support becomes one of the main con-
cerns in the IAST case whereas separately adopting SAST and DAST would limit this
concern to the SAST side only; which could easily be tackled as there are vastly more
options for SAST tools to choose from.

Mentioning vastly more options for SAST brings us to another disadvantage of IAST. Be-
ing a newer approach it does not have much maturity to be widely adopted and thus lacks
coverage for a wide variety of languages and frameworks, especially recently unpopular
ones. This is another strong cause that signals the effort for this study should be focused
away from IAST as the product portfolio that this study aims to find a common solution for
that implements the back-end with Rails, which has been in decline in popularity even if
still considered to be in top 10 [24].

Turning away from IAST and focusing on SAST reveals multiple qualities that make it
suitable for the goals of this study. It provides a result-oriented analysis of the codebase
in shorter times with virtually no configuration necessary. It helps detect vulnerabilities
earlier in the development lifecycle, making it financially feasible to enhance software
security [82], without the need for a running product.

However, the security status of a web application can not be sufficiently evaluated with
one layer of testing in a static environment solely using SAST, as the nature of web ap-
plications is multi-layered. The need for a complementary testing methodology is empha-
sized especially when the disadvantages of SAST are considered.

For a software security testing process that can widely evaluate a web application, using
multiple testing methodologies is suggested [77]. Furthermore, it is concluded that SAST
and DAST combined to provide a better security vulnerability detection mechanism [49].

Based on the reasoning, this study favors using both SAST and DAST, to utilize the
strengths of both approaches, complementing one another. With this approach, it is also
aimed to build a software security improvement process that can be applied regardless
of the maturity level of the product, shifting the security improvement efforts to earlier
stages.

3.2 Selection of Tools

After choosing SAST and DAST as the suitable testing methodologies within the context
selected, the next step is to decide which tools to use for each test methodology. It is
reported for SAST tools that there is no standard methodology or criterion to quantify the
quality [72]. Bearing this in mind and also having the limitations mentioned in section
the search for the best fitting tools for each category was conducted based on these
criteria, in the importance order;
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* language support (specific to SAST)

* open-sourced

* on-premise service or privacy statement for confidentiality of information
* actively maintained

+ ease of use

* quality documentation

* community support

* prior peer/company experience

+ additional beneficial functionality

For SAST, this study compared multiple tool candidates listed as suggestions by OWASP
Foundation [15]. First, the list was filtered based on the language support for both Ruby
and JavaScript. This filtering was followed by the pricing plans due to the budget limita-
tions of the project, favoring open-sourced tools or being reasonably priced if the tools
were standing out based on the other criteria. The criteria led to the elimination of some
promising candidates such as the Fortify static code analyzer, which could have been a
valid contender if the pricing plans were applicable or it had a suitable license for our use
case.

Based on the comparison results, the elected candidates were SonarQube, Semgrep,
and Brakeman. These candidates each had varying advantages promising to be good
fits. SonarQube naturally has a great community as a popularly used code quality and
static analysis tool with great documentation promoting ease of use. Semgrep, on the
other hand, demonstrated good potential being adopted by the version control system
the company uses, easy installation and usage, and fast processing power making it
a seamless experience to analyze codebases of thousands of lines of code (LoC), and
additional SCA functionality. Finally, Brakeman is considered an industry-standard static
analysis security vulnerability scanner for RoR applications which is actively maintained
and simple to use.

As an initial effort, SonarQube was decided to be tried for its claimed capabilities. How-
ever, the first test results had suspiciously low numbers of detections, resulting in only 6
vulnerabilities reported by the tool. It was then considered to try out the developer edi-
tion benefit from their claimed taint analysis feature Deeper-SAST in expectation of better
results. Upon the new tests with this edition, it became evident that SonarQube failed to
meet our requirements due to missing language support for Ruby on the security front.

As a result, it was deemed necessary to explore alternative tools that better aligned with
our research objectives. For this reason, SonarQube was swiftly abandoned in favor of
inspecting the other alternatives. First, Brakeman was focused on. Being a Command
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Line Interface (CLI) tool, it was as simple as running one command to execute an analysis.
Though, it quickly revealed the truth that analyzing only one language would cripple the
potential of SAST results, as the project heavily depends on JavaScript and Brakeman
solely would not be a good fit to have a greater codebase coverage.

Eventually, the final alternative Semgrep took place. Semgrep is an open-source static se-
curity analysis tool [16], reportedly a great option amongst multiple other SAST tools [60].
It is a rule-based semantic analyzer with release-level support for Ruby and JavaScript.
The policies feature enables easy configuration of what is tested, and the powerful rule
engine provides high throughput for the analysis. The analysis is run on CLI, and the
results can either be listed on the terminal or uploaded to the cloud services provided by
them, which also allows the use of “pro-rules” free for projects with up to 10 active devel-
opers. Within the same plan, SCA is also provided where the known vulnerabilities of the
currently used third-party libraries are listed alongside the versions that should be aimed
to avoid these vulnerabilities. In addition to all these preferable qualities, the first run of
the tests proved the ease of use and performance claims with great results in reports.
This, verifying the ease of use and effectiveness, Semgrep was chosen as the best fitting
SAST tool in parallel with the research goals.

For selecting the DAST tool, we followed a similar path of evaluation where the list of
possible tools was obtained from the same source again, to be filtered initially with the
same perspective. The resulting list of candidates has been examined with the same set
of criteria.

Based on the comparison results the only candidate standing out was OWASP Zed Attack
Proxy (ZAP), a commonly used DAST tool in web application security testing [29] with
highly promoted benchmark results [79]. The tool was reported to be better in comparison
to other popular tools [27},[25] both commercial and non-commercial, further improving the
strength of the selection rationale.

OWASP ZAP is an open-source project focusing on investigating and capable of manipu-
lating the network traffic for security hotspots of the tested web application by acting as a
proxy in the middle (also known as man-in-the-middle) [17]. While penetration testing is
a manual task requiring expertise to be efficient and challenging to automate, ZAP allows
running a good subset of tasks automatically with a reasonable initial effort, by passive
(inspect-only) and active (attack) scans. However, for increased efficiency and cover-
age, proper configuration of different functionalities supporting the simulation of various
attack types still requires great manual effort. The tool is primarily a desktop application,
additionally providing an API that enables code-based automation, potentially posing a
promising improvement path for the future of the security testing process.

Further proving the good fit, both tools have statements on data shared and calls made
which eases the concerns of exposing the company’s intellectual property:
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» Semgrep runs the analysis locally and only the scan meta-data is sent to the cloud
for the reporting matters. The source code is not exposed [18].

« ZAP works only as a proxy, running locally. Only calls made to outside connections
are for checking the updates, displaying news, and collecting telemetry [19].

For ZAP there also might be a concern where PIl is exposed/manipulated/lost as the
working logic of the application is acting as a manipulator-in-the-middle (MitM). The initial
security testing plan is to be run in Safe Mode where no requests are manipulated [20],
and on the testing environment where all Pll data is made up and for test purposes.

In conclusion, the study deems Semgrep as SAST and OWASP ZAP as the DAST tool
that fits the requirements of the company and the project. With this selection, the aim is
to acquire initial test results swiftly while leaving possibilities for improvements with the
tools’ potential.

3.3 Deciding Assessment Strategy

The selection of software security testing tools enables the execution of the tests and
the acquisition of the results. However, the resulting vulnerabilities need to be efficiently
prioritized to promote efficiency. At this point, the need for threat modeling strategies
emerges to achieve the overall evaluation of a security vulnerability.

As their details are shared in section this study limits the strategies to CVSS and
DREAD. Both are mentioned in the literature as efficient modeling strategies [49, [52], and
both have their own advantages and disadvantages.

CVSS capably provides a precise approximation of the criticality level with its highly de-
tailed approach. This enabling the practitioner to get a better view of the matter, can
quickly become exhaustive. DREAD, on the other hand, adopts a more approachable
method with the trade-off where granularity is lost. However, in the context of this study
where gathering results and achieving improvements are prioritized rather than being pre-
cise on individual vulnerabilities’ approximated criticalities, the ease of use stands out as
a deciding factor, favoring the use of DREAD.
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4. TESTING PROCESS

This chapter describes the security testing process executed within the context and scope
of this study. With the methodologies, the tools, and the strategy selected in chapter [3]
the progress is now at a sufficient maturity level to support an end-to-end vulnerability dis-
covery and assessment. The section aims to set an example to the reader as a minimum
viable testing process that avoids exhaustive effort to provide a comprehensive testing
suite while covering the practical use of the said selections.

First, the goal and the scope of tests are defined in parallel with the testing plan shared
with the customer. The setup and configuration of the tools are shared, to eventually
run the tests and report the findings from both SAST and DAST tools used. Then the
findings are triaged based on their assigned criticality scores and estimated remediation
complexity; eventually showcasing the handling of the security fixes.

4.1 Goal and Scope

Just like it applies to other areas of software testing, a scope needs to be defined here to
promote a focused approach and efficiency. The goal of the testing within the scope of
this study is to provide an initial overview of the system’s vulnerability risks. The tests aim
to provide:

 a quick overlook of the system’s current resilience status

* a basis for discussing the means of triaging and remediation to improve the overall
security quality

+ atest process that may be improved/extended in the future
+ a prioritized and actionable vulnerability assessment of the weaknesses found
While keeping in mind the goals defined, the scope of the testing is further defined by the

capabilities of the selected tools. The approach prioritizes acquiring baseline results and
kick-starting the improvement process rather than aiming for maximum test coverage.

For SAST, Semgrep is run against the source code of the product’s |latest release, residing
in the company’s version control repositories. It is critical to run the tests and verifications
after the fixing effort on the same version to decrease the possible varying implementation



27

affecting the results. Version control systems help avoid these variables, guaranteeing the
SAST tool runs on an identical source.

The scope is defined as a robust combination of the following Semgrep rule sets curated
by the developer team of the tool:

 default
* owasp-top-ten
* ruby

* javascript

Although it was one of the advantages of Semgrep while SAST tool selections were ex-
ecuted, SCA was kept out of the scope of this study. The decision to exclude SCA from
this study’s scope was influenced by the timeline preferences of the customer. Unsurpris-
ingly, the omission of SCA led to a decrease in the number of vulnerabilities and security
concerns identified during the testing process, impacting the overall efficiency and ability.
However, this does not prevent this study from providing vital insights; as SCA results
would only point to the outdated OSS used within the system and the update of those
OSS has a process quite similar to upgrading any other software technologies adopted
by the system under test.

For DAST, the application was agreed with the customer to be manually explored to
promote acquiring the first results of the tests sooner. This means controlling the web
browser agent being proxied through ZAP to execute a defined set of actions. Even
though this approach under-utilizes the vast capabilities of ZAP by limiting them to pas-
sively observing HTTP communication between the web client and the application server,
it still capably reveals crucial indicators pointing at fundamental vulnerabilities of the sys-
tem under test. The advantageous aspect of the trade-off here is that it enables the tests
to be done with no complex configurations required, where the testers can just run the
tests on the browser as if they were simply using the web application, and gather the
results quickly.

The scope is defined as the exploration of the endpoints for the following product-specific
actions (where customer, visit and health risk are product-specific terminology), for admin
users with positive inputs wherever applicable:

» Logging in through password authentication

+ Viewing dashboard

+ Viewing and editing customer info

+ Viewing and progressing visits

Creating, editing, and deleting health risks
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Of course, since ZAP would be accumulating all the communication while the whole appli-
cation is running, more communication than defined within the scope can happen without
requiring any initiation by the tester. Some examples applicable in our case were loading
components appearing on the homepage that are not included in the scope, communicat-
ing with service providers for various functionalities such as maps, components running
automatic updates, etc. For such cases, ZAP provides via the site tree the functionality
to mark domains as the context, which helps to ignore the alerts stemming from other
servers the application communicates with. The scope of this testing process only in-
cludes those messages within the application’s domain, disregarding requests sent to
outer service providers.

4.2 Setup and Configuration

This section explains the setups and configurations for SAST and DAST tools used. The
guides here assume MacOS for the operating system the tests are run on, and Homebrew
for the package management system. For comprehensive guidance on further configura-
tion and integration, or running the tests on different systems, Semgrep’s [16] and ZAP’s
[17] documents this section utilizes can be inspected further.

4.2.1 Semgrep

Fulfilling one of the most crucial criteria in our tools selection phase, ease of use, Semgrep
provides a quick start to get the first results in only a few steps. It can be run solely as a
CLI tool where the results are outputted back to the command line. However, this might
not be the most practical way especially if there is not yet a set of in-house scripts to
process possibly multiple hundred lines of output to an easy-to-digest outlook.

Thankfully, easing getting the first results even further, the tool also provides a cloud-
based web platform, namely the Semgrep Application Security (AppSec) Platform. The
users can create a personal or organizational account on the platform, log in to that ac-
count through CLI, and have the test results uploaded to be viewed and managed through
a Graphical User Interface (GUI). Also, additional functionalities such as Semgrep Supply
Chain for SCA, Semgrep Pro Engine for cross-file analysis, use of pro rules through their
base Code Scan component, etc. can only be enabled through the use of the platform.
The GUI helps to have an organized look at the potential vulnerabilities, inspect their de-
tails and the suggested solutions, manage the additional components and the included
rule sets, and triage them if necessary.

The following setup and configuration for a simple SAST analysis make use of the pro-
vided GUI for easier vulnerability handling and disregard additional features as the scope
of this study does not include them like mentioned in the section Also as stated in the
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same section, this setup aims for a quick setup that prioritizes acquiring baseline results
for the tests.

Here are the steps to get the test results on Semgrep’s platform:
1. In a browser, navigate to the Semgrep AppSec Platform and sign up via GitHub or
GitLab. This requires an account on the global instances of either of them.

2. Once the platform is up and running on the browser, go to Semgrep Registry|either
through the link or through GUI by following Rules -> Registry.

3. For all the rulesets to be applied, go to the preferred ruleset’s page and select "Add
to Policy". This may ask for different policy options, pick "Monitor" for the least
intrusive rule mode.

4. Through the terminal, install Semgrep CLI.

brew install semgrep

5. Confirm the installation by printing the currently installed version.

semgrep --version

6. Login to your Semgrep account through CLI. This normally should launch a browser
window but if it does not, provided login link outputted in the CLI can also be used.

semgrep login

7. Go to the root of the repository in the CLI. Make sure to locally switch to the correct
version of the codebase in the version control system, and run the scan.

semgrep ci

The average time for the analysis was around 1.5 minutes for the project with about 60k
LoC. The results were ready for inspection through the GUI from the "Dashboard" or the
"Project" tabs.

4.2.2 Zed Attack Proxy

In contrast with the simplicity of running SAST analysis on a codebase against a set of
rules, ZAP’s configurations are understandably more complex. Furthermore, they may
be perceived as intimidating at first glance as they pack many supported functionalities.
These functionalities allow the penetration tester to challenge the system under test from
various attack surfaces. Each of these components of ZAP requires special care to set
up properly or even further, automate.

However, it is still relatively easier to get the results within the scope defined in the section
as ZAP provides running passive monitoring of the communication through manual
browsing out of the box.


https://semgrep.dev
https://semgrep.dev/explore
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With the following steps of setup and use, a report for possible vulnerabilities based on
the network traffic proxied through ZAP can be acquired:

1. Find the appropriate installer from [the download page, download and install. Mind

that for other operating systems than MacOS, additional Java installation might be
required. For MacOS, the installer includes an appropriate Java version.

2. At the time of this study, ZAP was not a verified developer with Apple. In case
of an error not being able to run the application related to the developer cannot
be verified, OWASP ZAP should be allowed to "Open Anyway" through System
Preferences > Security & Privacy.

3. Once the application is up and running, it will ask whether to persist the session.
Persisting the session is recommended to restore the session a particular test run
was executed.

4. Through Manual Explore in the GUI, run a web browser preconfigured to proxy
through ZAP. Mind that to use external web browsers they need to be configured to
proxy through ZAP, and import and trust the ZAP Root CA Certificate.

5. Execute the specified set of given user actions in the application being tested. As
endpoints of the application are communicated with, the more under "Sites" and
"Alerts" tabs will appear, respectively showing the site tree and the potential vulner-
abilities monitoring the communication as the man-in-the-middle.

6. Once the planned steps are done, select "Generate Report" from the menu bar on
top. From the pop-up window, edit the details for the report at will and generate the
report.

4.3 Results and Findings

After the execution of the tests, the process phases into the management of the found
vulnerabilities. In this section, the potential vulnerabilities for each testing methodology
are presented and categorized to prepare the data for later processing.

To ease managing the potential vulnerabilities, this study assigns the vulnerabilities with
custom identifiers to later refer to. Even though the tools provide detailed explanations
for each potential vulnerability class in their respective GUIs, they are not shared here
to avoid an exhaustive presentation. This is also rationalized by these vulnerabilities
being subject to false positive elimination in the following section. Instead, the tables
summarizing the potential vulnerabilities utilize the names based on the classifications
done by the tools to provide some insights into the nature of the vulnerabilities.

Additionally, these classes of vulnerabilities have been linked to their responding cate-
gories in 2021’s OWASP Top 10 list, by a combination of information provided in the tools’
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Custom ID | # | Name OWASP Top 10 - 2021

SAST-1 9 | model-attr-accessible A0S - Injection

SAST-2 8 | check-send-file AO01 - Broken Access Control
SAST-3 7 | no-new-privileges A05 - Security Misconfiguration
SAST-4 7 | writable-filesystem-service AO05 - Security Misconfiguration
SAST-5 7 | detect-non-literal-regexp AO03 - Injection

SAST-6 7 | prototype-pollution-loop AO05 - Security Misconfiguration
SAST-7 4 | check-unscoped-find AO1 - Broken Access Control
SAST-8 3 | avoid-redirect AO05 - Security Misconfiguration
SAST-9 2 | avoid-html-safe A0S - Injection

SAST-10 2 | unsafe-formatstring AO03 - Injection

SAST-11 2 | detailed-exception AO05 - Security Misconfiguration
SAST-12 1 | detected-private-key A07 - Id. & Auth.Failures
SAST-13 1 | insecure-document-method A0S - Injection

SAST-14 1 | missing-csrf-protection A01 - Broken Access Control
SAST-15 1 | mass-assignment-vuln A01 - Broken Access Control
SAST-16 1 | weak-hashed-md5 A02 - Cryptographic Failures
SAST-17 1 | avoid-render-inline AO03 - Injection

SAST-18 1 | react-dangerouslysetinnerhtml | AO3 - Injection

SAST-19 1 | possible-nginx-h2c-smuggling | A01 - Broken Access Control
SAST-20 1 | insecure-object-assign A01 - Broken Access Control
SAST-21 1 | detected-sendgrid-api-key AO05 - Security Misconfiguration
SAST-22 1 | incomplete-sanitization AO03 - Injection

Table 4.1. Identification and classification for vulnerability classes reported by SAST

vulnerability descriptions and their most prominent characteristics. Having those cate-
gories elaborated on in section [2.1] the aim is to present these vulnerability classes in a
more compact and apprehensible way.

Finally, the numbers of occurrences within the classifications are also shared for both
SAST and DAST results, with column name given simply as number sign #. For SAST,
the number of occurrences is a useful indicator that helps reveal how commonly adopted
are some coding practices in the codebase. On the other hand, for DAST, the numbers
of occurrences are not as strong indicators. The fact that ZAP raises alerts for each
message sent separately can cause accumulation of the alerts relatively fast, especially
with those vulnerabilities that may be observed in every message e.g. DAST-5 in table
However, they still can be interpreted as indicators of how exposed some attack
surfaces may be, helping with the prioritization by providing another aspect to consider
even if a lesser one.
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Custom ID | # Name OWASP Top 10 - 2021

DAST-1 1 Content  Security  Policy | A05 - Security Misconfiguration
(CSP) Header Not Set

DAST-2 1 X-Frame-Options Setting | A05 - Security Misconfiguration

Malformed
DAST-3 96 | Cookie Without Secure Flag | A05 - Security Misconfiguration
DAST-4 1 Private IP Disclosure A01 - Broken Access Control
DAST-5 109 | Strict-Transport-Security AO05 - Security Misconfiguration
Header Not Set
DAST-6 1 Timestamp Disclosure - Unix | A01 - Broken Access Control
DAST-7 13 | X-Content-Type-Options A05 - Security Misconfiguration

Header Missing

Table 4.2. Identification and classification of vulnerability classes reported by DAST

Semgrep spotted a total of 69 potential vulnerabilities, grouped into 22 classes. This
classification is based on the Semgrep rule the vulnerability has been spotted with.

The vulnerability classes, their number of occurrences throughout the codebase, and their
relevant OWASP categories are given in table alongside their assigned identifiers.

Passively checking the network traffic within the scope defined, ZAP discovered 222 vul-
nerabilities grouped under 7 classes of risks. This classification is based on the OWASP’s
naming convention which is more human-readable and self-explanatory in exchange for
shorter names.

The vulnerability classes, their number of occurrences throughout the requests sent to
the application’s backend server during the manual tests, and their OWASP Top 10 2021
categorizations are given in the table [4.2] with their assigned identifiers.

In total, SAST and DAST results list 29 security vulnerability classes within the scope of
tests. The rest of the vulnerability management process in this study, namely triaging and
remediation, treat these classes containing multiple occurrences as individual vulnerabil-
ity cases.

4.4 Triage

Triage, a verb contemporarily used in medicine mostly relating to disaster or emergency
management, means sorting and prioritizing medical patients. The purpose is to effi-
ciently utilize the resources by shifting the decision-making paradigm from the individuals
and favoring overall outcomes instead [32]. In the software industry, as a witty analogy,
this term has been adopted for bug reports as an effort to eliminate irrelevant bug re-
ports, prioritize the valid ones, and assign the bug to the correct responsible. This study
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focuses on eliminating, assessing, and prioritizing the potential security vulnerabilities
reported with the executed tests.

4.4.1 Elimination

When the nature of the testing tools is considered where false positives are naturally
expected, elimination is a crucial initial step to manage potential vulnerabilities with higher
efficiency. The preferred method for elimination is manual inspection, which may be time-
consuming and inefficient [81] but is preferable in the project’s context due to relatively
lower numbers of reported potential vulnerabilities.

Based on the initial manual inspection of the potential vulnerabilities, 16 out of 29 re-
ported vulnerability classes have been concluded to be irrelevant or false positives. Fur-
ther inspections on the remaining 13 potential vulnerability classes led to 3 more being
eliminated. These eventually leave behind 10 valid cases out of 29 that reveal a high per-
centage of false positive or irrelevant reports by the tools used, supporting the criticality
of elimination. However, this also supports that manual triage is subject to inaccuracies
due to a lack of expertise and thus is time-consuming.

The potential vulnerability classes’ manual elimination results with their identifiers, con-
clusion statuses, and elimination reasons are given in the table 4.3

4.4.2 Assessment

After eliminating irrelevant and false positive vulnerability reports, the process calls for a
criticality assessment to handle the varying threat importance. DREAD is used as the
assessment strategy for this study as mentioned in section Even though it is mainly
applied on a scale of 10, this process opts for a scale of 5 for ease of use.

The DREAD attributes, their indicators, and relevant scales are given in the table[4.4] The
scale values are only approximations for the significance levels of given attributes. They
provide a discrete representation of what normally is a continuous scale.

In parallel to the table the risk levels of the vulnerability classes are assessed with
their attributes given in the table [4.5]in descending order by total score. These vulnera-
bility classes are grouped into 4 criticality classes with a custom scale to represent the
distribution. The criticality grouping is done based on the value ranges given below:

* Risk classes with DREAD score (0,2) are considered Low criticality,

* Risk classes with DREAD score [2,3) are considered Medium criticality,

* Risk classes with DREAD score [3,4) are considered High criticality,

* Risk classes with DREAD score [4,5] are considered Critical criticality.
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Custom ID | Conclusion | Elimination Reason

SAST-1 Valid -

SAST-2 Valid -

SAST-3 Irrelevant Relates to the development environment.

SAST-4 Irrelevant Relates to the development environment.

SAST-5 False Positive | Regexp arguments are not user-controlled.

SAST-6 Valid -

SAST-7 False Positive | Occurrences either lack user context, are authoriza-
tion checked, or do not serve the database object di-
rectly.

SAST-8 Irrelevant Redirects are for logout responses.

SAST-9 False Positive | Relates to unreachable code.

SAST-10 Irrelevant Relates to test implementation.

SAST-11 Irrelevant Relates to the development and test environments’
configuration.

SAST-12 Irrelevant Relates to the development environment’s configura-
tion.

SAST-13 False Positive | The content is fed from the database and only used
in a boolean function locally.

SAST-14 Valid -

SAST-15 False Positive | No concern for higher Rails version.

SAST-16 False Positive | The encryption is not for sensitive data but random
folder naming.

SAST-17 False Positive | The rendered content is a static string.

SAST-18 False Positive | The argument does not come from user-provided in-
put.

SAST-19 Valid -

SAST-20 False Positive | The content is not a user input.

SAST-21 Valid -

SAST-22 False Positive | The method is not used for sanitization

DAST-1 Valid -

DAST-2 Valid -

DAST-3 Valid -

DAST-4 False Positive | Disclosed is merely an example in translation files and
is not sensitive.

DAST-5 Valid -

DAST-6 False Positive | Disclosed timestamp is not sensitive.

DAST-7 Irrelevant Mentioned older browser versions are not supported.

Table 4.3. Elimination rationale for reported vulnerability classes
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Attribute

Indicator

Scale

Damage Potential

The amount of potential
damage the threat actor
can cause

1 — Minor issue with negligible con-
sequences

3 — Significant disruption or com-
promised authorization

5 — Complete system failure or irre-
versible data loss

Reproducibility

The level of ease in
replicating the attack

1 — Occurs infrequently and unpre-
dictably

3 — Consistently reproducible under
specific conditions like user interac-
tion

5 — Reliably reproducible under
common conditions

Exploitability

The level of simplicity to
exploit the vulnerability

1 - Advanced expertise and re-
sources required

3 — Some skill and effort needed

5 — Easily exploitable with minimal
skill or resources

Affected Users

The number of users
potentially affected by
the impact of the attack

1 — Only affects the user directly in-
teracting with the vulnerability

3 — Affects limited groups of users
or functions

5 - All users affected

Discoverability

The level of obvious-
ness to discover the
vulnerability

1 — Extremely complex to discover
and identify

3 — Detectable through moderate
effort and use of tools

5 — Obvious or easily detectible
through monitoring

Table 4.4. DREAD scale indicators

4.4.3 Prioritization

The last step of triage is prioritizing the vulnerabilities based on their assessed criticality

levels and estimated times of remediation, with the goal of utilizing the overall effort ef-

ficiently. Since one of the main focuses of this study is the financial aspect, time is an

especially and critically valuable source. This adds a new aspect to examine in decision

making for the prioritization order of the vulnerabilities; the estimated time to fix a vulner-

ability. The approach helps shift the focus of prioritization on the value gained for time

spent fixing the vulnerabilities.
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CustomID |D | R | E | A| D | Total Assessed
(DREAD/5) | Criticality

SAST-1 5141452 |4

SAST-2 214 143|382

DAST-1 3183|1533

DAST-3 114|152 ]|26 Medium

SAST-21 2 |51 21|22 Medium

SAST-19 2 4|1 |12 |2 Medium

DAST-5 114 (1]1]3 |2 Medium

SAST-14 1131|1318 Low

SAST-6 212121 |1]16 Low

DAST-2 101 (1111 Low

Table 4.5. DREAD scores for vulnerability classes and their assessed criticality levels

Remediation Complexity
High Medium Low

Critical

Criticality | High Medium | Medium
Class Medium Low Medium Medium

Low Low Low Medium

Table 4.6. Prioritization matrix based on criticality and remediation complexity

Risk assessment matrices are commonly used in software management, similar to other
industries managing risks. Traditionally, the matrices are based on comparing the risk
probability and the potential damage they would cause if those risks are realized [56].
However, in this study, these aspects of the vulnerabilities have been processed into their
criticality classes via the DREAD assessment. Thus, to include the time estimations into
prioritization, a customized 4x3 risk assessment matrix referred to here as prioritization
matrix is utilized. Instead of probability and damage, the axes for the matrix are assessed
criticality levels of the vulnerability classes based on the DREAD methodology, and their
respective expected complexities for remediation are compared. The visualization of the
prioritization matrix is given in table 4.6

Vulnerability classes with “Critical” criticality and minimal expected remediation complex-
ity are suggested to be handled with the top priority, where the priorities decrease in
parallel with criticality and remediation complexity with the same weights. Based on the
prioritization matrix [4.6] the suggested prioritization of the valid vulnerability classes is
given in descending order in table [4.7]
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Custom ID | Criticality Level | Remediation Priority
Complexity

SAST-1 Critical High

DAST-1 High Low

SAST-2 High Medium Medium
DAST-3 Medium Low Medium
SAST-21 Medium Low Medium
DAST-5 Medium Low Medium
SAST-14 Low Low Low
SAST-19 Medium High Low
SAST-6 Low High Low
DAST-2 Low Medium Low

Table 4.7. Prioritization of valid vulnerability classes

4.5 Remediation

In the software security context, remediation refers to the implementation of security con-
trols that were previously ineffective [21]. After prioritizing the valid vulnerability risks, the
final step is to handle them by accepting or fixing them. This section aims to share brief
details on the remediation process without going deep into details. This is not only tied
to confidentiality reasons but also the fact that after this point the vulnerabilities are just
bugs to be fixed within the software development lifecycle of the company which does not
add much value to this study.

The testing and triage processes elaborated on in this chapter were to provide actionable
insights to the customer with the remediation process. Similar to the management of all
bugs in the project; the bug reports, time estimations, and suggested prioritizations are
opened to discussion with the customer. Whether to order the fixes or not is up to their
decision.

Based on the meetings with the customer, only those vulnerabilities with "High" priorities
were ordered to be fixed within the time period of this study.

The vulnerability class that was fixed the first is SAST-1 due to its higher assessed crit-
icality. Semgrep reported 9 occurrences of these vulnerabilities throughout the code-
base, possibly implying a commonly adopted bad practice. This vulnerability class named
"model-attr-accessible" is the absence of the security mechanism that requires the mass
assignable parameters to be whitelisted in the controllers [22]. The purpose of this mech-
anism is to prevent exposing information unnecessarily which increases the attack surface
[23], possibly allowing manipulation of dangerous attributes in addition to mass assign-
ment. The cause of the vulnerability, for all the spotted occurrences, is the misuse of
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simply whitelisting all the parameters. These vulnerabilities are fixed by inspecting each
case and whitelisting only the expected parameters, increasing the security of database
actions involving these endpoints of the product.

The second vulnerability class that had been remediated was DAST-1. The name of
the vulnerability class "Content Security Policy (CSP) Header Not Set" is more self-
explanatory, indicating the lack of content security policy. As explained in the subsection
CSP is a security layer in web applications where the server specifies which con-
tent sources and types are allowed to be loaded and executed in the browser, mitigating
risks such as XSS attacks by limiting the origins from which resources can be fetched or
executed. The inspections revealed that CSP was not specified for the product, making
the configurations fall back to the default settings. Instead, the policy as listed below has
been applied:

« "self"

» the company’s domain

* the customer’s domain

» webpack server’s socket on the development environment
* map and video service providers for frame sources

» pdf generation external script URL for script sources

+ unsafe-inline for style sources

Briefly, the approach is to provide the "self" keyword to all directives first and foremost,
making the application trust its own domain for the loaded content regardless of the envi-
ronment being development, testing, or production. Furthermore, the company’s and the
customer’s domains were whitelisted to increase this adaptability to trusted resources in
different deployment cases for the product. In addition to these; webpack server’'s socket
for the development environment, external service providers’ subdomains, a single ex-
ternal script via strict pointing at the full URL of the script, and unsafe-inline styles have
been explicitly whitelisted. The reason for the latter was the common use of inline styles
throughout the codebase, which was decided to be a low-priority risk with low criticality
and high complexity. In conclusion, DAST-1 vulnerability was fixed by configuring the CSP.
Strictly defining trusted resources enhances the security related to loaded content within
the product.
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5. DISCUSSION

5.1 Summary of Key Findings

This study reveals some observations about web application security. For example, SAST
emerged as a rapid initial screening tool, capable of quickly identifying potential vulnera-
bilities within the codebase. However, it poses a significant disadvantage as experienced
in the process which is the high false-positive ratios. This phenomenon emphasizes the
importance of post-processing efforts for the reported vulnerabilities, to effectively spot
the valid vulnerabilities from false alarms.

On the contrary, DAST shows great potential in conducting more comprehensive and re-
alistic security assessments, even if kept out of the scope of the testing process in this
study. Although inherently slower due to its dynamic nature and the requirement of ex-
haustive configurations, DAST'’s ability to perform penetration testing and identify runtime
vulnerabilities may add substantial value to the overall security testing strategy. Even
with minimal utilization via manual execution, it still proved to be a testing methodology
capable of providing some critical security insights.

Coming to the manual triage process, while essential for eliminating false positives via
expert judgment and contextual analysis, demonstrated certain limitations in terms of
scalability and accuracy even with the limited scope of the test suite presented in this
study. The labor-intensive nature of manual triage can introduce delays in vulnerability
remediation efforts and may lead to oversight or misclassification of security findings.

Eventually, the study sheds some light on the research questions. It reveals the case-
dependent nature of effectively selecting security testing tools for web applications, by
presenting a custom criteria-based selection that helps sift through a list of candidates. It
suggests a financially feasible and result-oriented path of launching a security improve-
ment process by focusing on the OSS tools that would fit the project the best and pro-
viding a template for building a testing process. Finally; detailing the eliminate-triage-
remediate trio, the study answers how the results of security testing tools can be system-
atically analyzed, prioritized, and acted upon to mitigate security vulnerabilities.

However, it has to be said that these answers and observations represent only one way of
solving merely an instance of a problem class that virtually can have indefinite numbers of
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solutions. This non-generalizable characteristic harming the external validity of this study
is tried to be compensated by presenting the study structure in a re-applicable manner
that puts an emphasis on the thought process without claiming the suggested solutions
are empirically the best. On the contrary, the spirit of the study promotes reiterations for
the better and stresses the need for improvements. Another strong candidate as a threat
to the validity of this study still subject to is selection bias due to the effort boiling down to
being a customer project with specific requirements. This may unavoidably have tainted
the results with organizational biases, though with a focus on reasoning and qualitative
data triangulation this study tries to mitigate the presence of this possible effect.

These key findings underline the layered and evolving nature of security testing and vul-
nerability management methodologies. This multi-layered characteristic highlights the
need for a balanced approach that comprehensively combines the strengths of testing
tools, manual analysis, and strategic integration within the software development lifecy-
cle; for effective and enhanced software security quality.

5.2 Contributions to the Field

This study on web application security, a vastly deep topic, sets a practical example of
tackling a very niche and quirky instance of what normally is a common problem.

For most, especially in today’s world of web vulnerabilities; founding or improving secu-
rity standards in a software company, incentivizing good security practices, adopting a
security-oriented mentality in the software development lifecycle, etc. are common ob-
jectives. However, this instance belonging to the same family of concerns, opens a new
window for the readers from a different perspective with its unique context limitations,
providing them insights into the whys and the hows.

The relevance of this study lies in its contribution to the field of web application security
by providing a comprehensive and practical framework for selecting and utilizing security
testing tools effectively. By addressing the specific challenges faced by small to medium-
sized enterprises (SMEs) in adopting security measures, this research bridges a gap
between theoretical security principles and real-world application within its context.

In a constant state of improvement, software development and management processes
need to adapt and evolve for the better over time. For further iterations to come, the
company’s step towards improving the security management processes embodied in this
paper, provides a crude footprint involving a methodological framework and a practical
guideline in vulnerability management.
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5.3 Future Research Directions

In considering future research directions, there are several aspects of the web application
security testing practices suggested in this paper that can be significantly enhanced for
efficiency. One such aspect relates to the still untapped potential of ZAP. This involves
configuring the penetration testing functionalities to utilize its capacity to detect complex
vulnerabilities. Additionally, exploring specialized ZAP plugins tailored to specific testing
scenarios can augment the tool’s capabilities in targeting unique security concerns.

Another critical aspect for future investigation revolves around the automation of secu-
rity tests. This entails exploring and implementing automation frameworks and tools that
greatly reduce the resources spent throughout the security testing process. Integrating
vulnerability scanning tools, such as Semgrep and ZAP, into continuous integration/con-
tinuous deployment (CI/CD) pipelines is a non-novel and promising area in the literature
that is ready for exploration.

Furthermore, deploying Cl pipelines for security also presents an opportunity to investi-
gate best practices for incorporating security as a fundamental component of the Devel-
opment, Security, Operations (DevSecOps) approach. This involves not only automat-
ing security tests but also establishing mechanisms for handling and prioritizing security
findings within the development workflow. As mentioned in this paper, manual labor for
vulnerability prioritization, risk assessment, trend analysis, and actionable insights gen-
eration becomes a true concern and possibly an even critical one for bigger systems.
Delving into triage automation or even further, leveraging machine learning or artificial
intelligence to enhance security testing insights represents a promising frontier for further
exploration and innovation in web application security.

By addressing these future research directions, researchers and especially the company
can significantly improve the security testing processes, ultimately acquiring a standard
of more resilient and secure web applications in a constantly evolving context of web
application security threats.
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6. CONCLUSION

Based on the detailed discussions and findings outlined throughout this thesis, it becomes
evident that web application security remains a critical concern in today’s software world.
This thesis work, within its defined context, provided a robust foundation by elaborating
key concepts such as OWASP Top 10 web application vulnerability categories, software
security testing methodologies (SAST, DAST, SCA), and security assessment methodolo-
gies (CVSS, DREAD). These concepts help to show the layered nature of web application
security challenges, from common vulnerabilities to testing and assessment frameworks.

The rationale behind selecting testing and assessment methodologies was carefully justi-
fied. Adopting SAST and DAST via Semgrep and ZAP emphasizes a strategic approach
toward identifying and mitigating vulnerabilities. Additionally, the reasoning behind em-
ploying an assessment methodology for the vulnerabilities further details the comprehen-
sive approach and the depth of the suggested solution for risk management efforts.

Then the study provided a hands-on exploration of security testing methodologies. From
setup and configuration to execution and triaging of vulnerabilities, the process highlighted
the practical challenges and insights of real-world testing scenarios. Furthermore, using
custom risk matrices using DREAD scores and remediation estimations for prioritization
underlines a systematic and data-driven approach to vulnerability management.

Followed by that; key findings are encapsulated, emphasizing the nuances between
speed, accuracy, scalability, and automation in security testing practices. The contri-
butions to the field are summarized, highlighting the niche nature of the study imposed
by the context. Moreover, future research directions are pointed at, such as further con-
figuration of testing tools, automation enhancements, and integration with CI pipelines,
paving the way for continuous improvement and innovation in web application security.

In conclusion, this thesis shares insights into a case-oriented web application security en-
hancement effort, providing a financially feasible and result-oriented approach to building
the security testing environment, offering a structured framework for assessing vulner-
abilities, systematically prioritizing risks, and showcasing effective remediation actions.
Bridging theoretical concepts with practical methodologies, this study demonstrates the
dire need for adaptation and constant improvement in the ever-evolving world of web
applications and security threats.
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