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Ennen tuotteen laskemista EU:n markkinoille on sen valmistajan varmistettava, etta tuote tayt-
taa sille asetetut vaatimukset. TAma varmistetaan vaatimustenmukaisuuden arvioinnilla, jossa
tuotetta testataan siihen liittyvien standardien maarittelemalla tavalla tai niiden vaatimuksia vas-
taan. Tdma tyd keskittyy radioprotokollastandardin testaukseen.

Syy miksi radiolaitteita testataan ensisijaisesti, on se, etta lopullinen tuote saisi todellista kayt-
to6a. Vaatimukset radiolaitteille Euroopan talousalueella tulevat radiolaitedirektiivistd, joka saate-
lee niiden kayttdéa ja myyntia. EU tukee jasenmaitaan direktiivien tavoitteiden saavuttamisessa
yhdenmukaistetuilla standardeilla.

Testausta tulee myds tehda standardissa maariteltyjen vaatimuksien noudattamiseksi. Stan-
dardien vaatimukset sisaltavat yksityiskohtaisesti maariteltyja saantdja ja tapoja, miten kyseisen
standardin toteuttavien radiolaitteiden tulee kommunikoida ja kayttaytya. Yhteisen standardin
noudattaminen kaikissa toteutuksissa parantaa tuotteiden laatua ja mahdollistaa yhteensopivat
toteutukset eri valmistajien valilla.

Teknologia, jolle taman tydn testaus on tarkoitettu, on DECT-2020 NR -radiotekniikka, joka on
suunniteltu suuren skaalan loT:n kayttétarkoituksiin, kuten alymittareita tai alyvalaistusta varten.
Naitd kayttétarkoituksia voidaan toteuttaa DECT-2020 NR:n tuoman mesh-teknologian avulla.
Fyysisella kerroksella DECT-2020 NR on CP-OFDM-pohjainen tukiasematon radiotekniikka, joka
toimii 1900 MHz:n lisenssivapaalla radiokaistalla, joka on alun perin tarkoitettu alkuperaisen
DECT radiojarjestelman kayttéon. DECT-2020 NR operoi vanhan DECT:n rinnalla kayttamalla
mm. spektrintunnistusmenetelmia hairididen valttdmiseksi.

Tassa tydssa testattin DECT-2020 NR radiotekniikan toteuttavaa tuotetta ETSI EN 301 406-
2 yhdenmukaistetussa standardissa maariteltyjen testausmenetelmien avulla. Tydssa esiteltiin,
millaisia tuloksia taytyy saada, jotta tuote voidaan todeta olevan yhdenmukaistetun standardin ja
siten myos radiolaitedirektiivin siihen liittyvan vaatimuksen mukainen. Testaus kohdistettiin kana-
vapaasytesteihin satunnaispaasymenetelmalld, jonka toiminnallisuuden tarjoaa MAC-protokolla-
kerros.

Kyseiseen yhdenmukaistettuun standardiin ei tdman tydn kirjoitushetkella oltu viela viitattu Eu-
roopan Unionin virallisessa lehdessa. ETSI on kuitenkin julkaissut kyseisen standardin radiolai-
tedirektiivin mukaisesti elokuussa 2023, joten listaus edellda mainittuun lehteen tulee tapahtumaan
I&hitulevaisuudessa, jonka jalkeen sita voidaan kayttaa lainsdadanndllisena todisteena vaatimus-
tenmukaisuudesta. Tatd ennen arvioinnin voi aina suorittaa ilmoitettu laitos.

Koska DECT-2020 NR on vield melko uusi standardi, sille ei ole vield maaritelty standardisoi-
tuja testeja. Tassa tydssa maariteltiin alustavia testitarkoituksia standardisoitavaan vaatimusten-
mukaisuuden testaukseen. Testit johdettiin suoraan standardin maarittelysta keskittyen MAC-pro-
tokollakerrokseen.

Testimaarittelyiden lisaksi tassa tydssa esiteltin myds esimerkkeja standardinmukaisuuden
osoittamisesta tarkastelemalla systeemisimulaatiosta saatuja pakettikaappauksia hyddyntaen
verkkoprotokollien analysointityOkalua, jossa sanomien sekvensseja ja bittisisaltéa voidaan tar-
kastella. Toisena vaihtoehtona tydssa esitetdan vaatimustenmukaisuuden testijarjestelmia hyo-
dyntden RF-mittalaitteistoa, joka havaittiin kdytanndlliseksi vain vahaan maaraan testeja.

Kokonaisuudessaan tyd osoittautui kokeelliseksi tutkimukseksi vield kehitteilld olevan, uuden
radiotekniikan standardisoidusta ja lainsdadanndllisten vaatimuksien mukaisesta testauksesta,
samalla esittden esimerkkeja miten varhaisia toteutuksia pystytdan testaamaan.

Avainsanat: DECT-2020 NR, Vaatimustenmukaisuuden arviointi, Yhdenmukaistettu standardi,
Kanavapaasy, Radiolaitedirektiivi, Wireshark.
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Before placing any products on the EU market, a manufacturer must ensure that its products
comply with essential requirements. To ensure that a product complies with its requirements, a
conformity assessment is carried out, where the product is tested according to the methods or
against the requirements defined in the related standards. This thesis concentrates on testing of
a radio protocol standard.

The reason why testing for radio equipment is done in the first place is for the final product to
get real use in the world. The requirements for radio equipment in the European economic area
come from the Radio Equipment Directive which regulates the use of radio devices and their
marketing. The EU supports its members to fulfil the objectives of the directive by providing har-
monised standards.

Secondly, testing should also be done to conform with the relevant requirements specified in
the standard specifications. These specifications provide detailed rules and procedures on how
the radio devices implementing the standard should communicate and behave. Having a common
standard as a baseline for all implementations raises the quality, and most importantly enables
the interoperability of implementations between manufacturers.

The technology for which the testing in this thesis is intended is the DECT-2020 NR radio
technology, designed for massive-scale loT having applications such as smart metering, lightning
etc, capable of being implemented by utilizing its mesh operation mode. On the physical layer,
the DECT-2020 NR is a CP-OFDM-based non-cellular radio technology operating on the 1900
MHz licence-exempt band originally intended for the use of the legacy DECT, by co-existing with
it by deploying autonomous spectrum sensing capabilities for interference avoidance.

This thesis tested a product implementation of DECT-2020 NR according to the test methods
defined in the ETSI EN 301 406-2 harmonised standard. The thesis shows what kind of results
shall be obtained for a product to conform with the requirements of the harmonised standard and
thus with the related requirement of the directive. The testing was focused on the channel access
tests in a random-access manner, where the functionality is provided by the MAC protocol layer.

At the time of writing this thesis, the harmonised standard has not yet been referenced in the
official journal of the European Union. However, ETSI released the harmonised standard under
the Radio Equipment Directive in August 2023, meaning that listing to the OJEU will happen in
the near future, after which it is allowed to be used as a direct proof of compliance with the di-
rective. Before this, a notified body may always perform the conformity assessment.

As the DECT-2020 NR radio technology is a relatively new standard, there are no standardised
test specifications available. In this thesis, an initial set of test purposes for the use of the con-
formance specification were defined. The test purposes were derived directly from the core spec-
ification focusing on the MAC layer procedures.

In addition to defining test purposes, this thesis also showed examples of proving conformity
with the standard by using packet captures acquired from system simulations and inspecting them
by using a network protocol analysing tool, where the message sequences and their internal bit
content could be inspected for defining a test verdict. As another option, physical test setups using
RF measurement equipment were used for the purpose of conformance testing, although found
to be usable only for a limited set of features.

In conclusion, the thesis has turned out to be a study of standardised and regulatory testing of
a new radio technology which is still under development, while showing examples of how the
testing for an early implementation may be done.

Keywords: DECT-2020 NR, Conformance testing, Harmonised Standard, Radio Equipment
Directive, Channel-access, Test purposes, Wireshark
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1. INTRODUCTION

For any product implementing standardised radio technology within the EU, it must sat-
isfy legal requirements before it is allowed to be used or placed on the market [1]. It is
equally important that radio devices are made to be able to reliably communicate with a
receiving counterpart implementing the same technology. This is achieved by following
a widely agreed way of communicating, i.e., standardised protocols. Verifying these re-
quirements involves testing which may be done in a standardised manner called con-

formance testing.

A widely used and mature radio technology such as the 3GPP LTE could be considered
as an example of a developed radio technology, it includes a set of standardised test
specifications [2] and test suites used to ensure conformance with its related standards.
It also includes standardised methods for proving compliance with regulatory require-

ments within the European Union [3].

For a new technology such as DECT-2020 NR the standardisation work is under devel-
opment, and documents such as conformance testing specifications do not yet exist, but
development of products implementing the standard may very well be underway. For
getting products as fast as possible to the market it might be wise to not wait for the
conformance specifications to be released to do protocol testing but rather to initially

attempt to comply with the essential regulatory requirements.

Protocol implementations may always be improved afterwards with updates to better
conform with the relevant standards, and even go beyond them. After the release of
standardised conformance specifications, testing for the protocol functionalities may be
done in a commonly agreed way which reduces the time that manufacturers would oth-
erwise need to use for defining the scope of testing for their products and how those

functionalities should be tested.

In this thesis, harmonised standard testing against the regulatory requirements is con-
ducted against an implementation of DECT-2020 NR, focusing on the MAC layer func-
tionalities. The thesis shows a description of the test process with an example of the
expected results when a radio device is assumed to conform with the regulatory require-

ments.



Another topic of the thesis is to propose a set of initial test purposes focused on the
DECT-2020 NR MAC layer specification. The test purposes are defined for future use
when standardising protocol conformance test specifications. The tests in this thesis will
be designed for features that can be observed in any communication between two radio
devices using the DECT-2020 NR technology.

A longer-term goal will be to develop a wide range of test purposes also for the CVG and
DLC protocol layers. As no test specifications, test suites, or test equipment yet exist for
the DECT-2020 NR standard, conformance testing against an early implementation

needs to be done in an improvised way, which is covered with examples in this work.

Structure of the thesis

The introduction to the thesis is the first chapter. The introduction describes the content,
scope, and the structure of this thesis. The second chapter introduces the reader to the
European legislative environment which may be considered as the main motivation be-
hind the testing of a radio protocol implementation. The main focus is on the Radio Equip-

ment Directive (RED) and harmonised standards, and how they are linked to each other.

The third chapter describes the meaning of conformance testing from the protocol testing
point of view. Since conformance testing is done in a standardised manner, the conform-
ance specification consists of a set of documents having different purposes. The chapter
describes the purpose of these documents and how they are used in actual conformance
testing. For example, it describes the elements contained in test cases and explains how

the test cases are chosen for a specific implementation.

The fourth chapter introduces the DECT-2020 NR radio interface technology for which
the test cases are being defined, and for which the testing against the regulations is
conducted. The chapter briefly describes the background for DECT-2020 NR, its operat-

ing principles, and the essential control functions that the MAC layer performs.

The fifth chapter includes a physical test setup implementing harmonised standard test-
ing for DECT-2020 NR. The testing is essential for manufacturers to get their products
implementing the technology to the European market. The chapter shows how these
tests can be implemented against a real implementation with typical RF laboratory equip-
ment. The chapter aims to show the expected results which would indicate regulatory

compliance for an implementation.

The sixth i.e., the test definitions chapter introduces a set of basic test cases which are

derived from the DECT-2020 NR core specification and describes the motivation behind



implementing them by describing their purpose. The chapter is limited to include tests
for only the MAC layer functionalities. The seventh chapter briefly shows possible meth-
ods for testing an early implementation against the test purposes defined in a testing
specification. The conclusion as the eighth chapter wraps up the thesis by summarising
the content and bringing up noteworthy points and briefly mentioning future considera-

tions.



2. EUROPEAN REGULATORY ENVIRONMENT

This chapter discusses the regulatory aspects which affect the use of radio equipment

and the spectrum.

2.1 Radio spectrum management

In the EU, the use of the radio spectrum is managed by authorities on regional and na-
tional levels by employing laws for radio transmissions to prevent interference between
users. The use of the radio spectrum is further coordinated on an international level by

the International Telecommunications Union (ITU). [4]

The regulated radio spectrum spans from 9 kHz to 3000 GHz and is widely used in mod-
ern technology. Although the radio spectrum is very wide, only a fraction of it is used due
to economic and technical limitations. As an example, in Finland, approximately 99% of

all radio equipment (licensed and unlicensed) operate on frequencies below 10 GHz. [5]

On the EU level, the European commission, European Telecommunications Standardi-
sation Institute (ETSI) and the Electronic Communications Committee (ECC) of the Eu-
ropean Conference of Postal and Telecommunications Administrations (CEPT) cooper-
ate on the regulatory environment for radio equipment and spectrum [6]. The ECC de-
velops the regulations and does the technical work to harmonise the efficient use of the
radio spectrum within the EU. This includes making the decisions regarding the allocation
of frequencies for radio communication services and the requirements for radio equip-

ment to use the spectrum [7].

The essential requirements for constructing radio equipment to both effectively use and
support the efficient use of the radio spectrum to avoid harmful interference are harmo-
nised via the Radio Equipment Directive (RED) [6].

Member states in the EU, i.e., the EU countries manage the use of the radio spectrum
according to EU legislation and international agreements, which harmonises the spec-

trum use across the EU [4].

2.2 Radio Equipment Directive

A directive is a type of legislative act that sets a goal for the EU member states to achieve
[8]. These goals are described in a directive as requirements. As the requirements are

often described at a high level, each member state of the EU must come up with methods



on how to reach these goals [8]. Individual countries may change or create national laws
to steer their behaviour towards satisfying the requirements. For this thesis, the directive
of particular interest is the Radio Equipment Directive (RED) (Directive 2014/53/EU).

The Radio Equipment Directive (RED) [1] establishes a regulatory framework for placing
radio equipment on the market. It sets essential requirements for safety, electromagnetic
compatibility, and radio spectrum usage. It also includes topics such as protection of
privacy, data, fraud, interoperability, emergency services and the compliance of the com-

bination of radio equipment and software.

Scope of the directive

The directive applies to radio equipment that is intended primarily for consumer and com-
pany use and does not apply to activities concerning state security and defence, as well
as criminal law [1]. Additional equipment not covered by the RED is described in annex
1 of the RED [1]. The radio equipment directive defines the term: “radio equipment” as
an electronic product which intentionally transmits or receives radio waves for the pur-

pose of communication or radiodetermination [1].

Directive requirements

Article 3 of the RED lists the essential requirements in 3 categories to reach compliance
with the directive. The requirements give directions on how all radio equipment shall be
constructed with additional requirements concerning some device categories. It is up to
the manufacturer of the radio devices to decide how to comply with these requirements.
Because the requirements are described at such a high level, supporting harmonised
standards are produced to harmonise the methodology to assess compliance with the

requirements.

The first requirement of the RED (Article 3.1) states that the radio devices must be safe
for the health of persons and domestic animals. The second requirement (Article 3.2)
states that the radio equipment must be constructed in a way that the radio spectrum is
used efficiently and avoids interfering other devices sharing the spectrum. The third re-
quirement (Article 3.3) applies to radio equipment within certain categories, by introduc-
ing needs to support certain features for various cases and capability for interworking

with accessories and networks to a certain extent [1].

For this thesis, requirement 2 of Article 3 of the RED is the main interest [1]. It is identified

to be the relevant requirement to be tested and is described later in this thesis.



References to other directives

Because radio devices are usually a mix of hardware, and software and produce elec-
tromagnetic waves, they fall into the scope of several directives. The requirements of the

RED refer to the requirements of the related directives where appropriate.

The requirements in the directive refer to the electromagnetic compatibility directive
(ECMD), in which radio devices are required to keep their electromagnetic interference
at such levels that it allows other devices to function normally. ECMD also requires the
devices to have a certain level of immunity to electromagnetic disturbance to operate in
their typical environment (Directive 2014/30/EU). [9]

Electromagnetic disturbance is defined as being electromagnetic phenomenon which

degrades the performance of a radio device. Such as noise, or an unwanted signal. [1]
[9]

The health safety requirements of the RED refer to the safety requirements specified in
the Low Voltage Directive (LVD) (Directive 2014/35/EU) without voltage limits, where the
purpose is to fulfil requirements for the protection of health and safety of persons, do-

mestic animals, and property.

CE marking

The CE marking “Conformité Européenne” (Engl. European Conformity) is a requirement
for products to enter the European Economic Area (EEA) (EU and EFTA countries). The
CE marking enables the free movement of products within the European market and can

be achieved by complying with the relevant European legislation [10].

Manufacturers must demonstrate compliance with the requirements and can then affix
the CE marking to a product. By affixing the CE marking on a product, the manufacturer
declares and is responsible that the product conforms with all the related legislation [10].
The CE marking does not indicate that the product is approved by the EU since it is only
a declaration by the manufacturer. A set of detailed instructions exists on how the CE

marking must be affixed to a product [11].

Figure 2.1. CE marking that is affixed to a product complying with the related legis-
lation [11].



Surveillance and non-conformity

The EU member states are required to take measures to ensure that equipment placed
on the market and put into service comply with the requirements of the directive. To do
this, surveillance authorities may randomly test products on the market as a part of a

systematic program or after being informed via complaints. [6]

National surveillance authorities are allowed under the Radio Equipment Directive to gain
access to information on the radio equipment. Technical documentation and declaration

of conformity need to be made available for inspection by the manufacturer. [6]

In cases of non-compliance with the directive, manufacturers are required to either im-
plement adequate corrective actions to bring the radio equipment into compliance or
withdraw or recall the product from the market within time related to the risk that the
product may cause [1]. Additionally, proportionate penalties may be given for infringe-

ments to the directive.

Notified bodies

A notified body is an organization which a member state of the EU has recognised to be
capable of carrying out conformity assessment according to a specific directive such as
the RED and notified this to the Commission and other member states. Notified bodies
may perform conformity assessment and issue certificates for harmonized products in

the area for which they are notified. [12]

The EU also concludes Mutual Recognition Agreements (MRA) with countries outside
the EEA to designate conformity assessment bodies (CAB) in those countries. The MRA
are bilateral, such that the designated CABs of both parties may show compliance with
the requirements of the other party. The purpose of the agreements is to promote trade

between regions and facilitate market access. [12]

2.3 Harmonised standards

Harmonised standards, also known as EN standards, are European standards devel-
oped by a recognised European standardisation organisation, either CEN, CENELEC,
or ETSI, following a standardisation request (mandate) from the European Commission
[13] [10]. The creation process is initiated by identifying the need to support a relevant

directive, such as the radio equipment directive (RED).

The purpose of a harmonised standard is to have methods to assess conformity with the

requirements of related EU legislation and to be referenced by them [13] [14] [10]. As



the requirements of a directive are written in a way that is very non-specific, harmonised
standards aid by defining detailed methods on how to meet the requirements of the di-

rective [14].

A standard is called ‘harmonised’ after its references are published in the Official Journal
of the European Union (OJEU). After the publication, conformity with the standard can
be used as a presumption of conformity with the related directive requirements [10]. After
the publication of the standard, the member states (EU countries) must adopt the stand-

ard and withdraw any conflicting standards.

The methods for proving conformity in a harmonised standard may for instance be test
methods, with a detailed description of the test procedure to be performed. The test
methods for harmonised standards are specific to technology. They refer to functionali-
ties and requirements defined in the core specification of the technology in order to define
clear goals which allow an implementation to satisfy legal requirements. Although refer-
ring to the core specifications, the harmonised standard conformance requirements are

not directly derived from the conformance requirements of the related standard.

It is not mandatory to use the methodology specified in a harmonised standard to prove
conformity if the conformity with the legal requirements can be proved by alternative
means [13]. For instance, if a harmonised standard has not been published, a notified

body may still perform conformity assessment for products in the area it is notified.

By complying with the relevant harmonised standards, and thus with the related EU di-
rectives, the CE marking can be affixed to the product and placed on the market. It can
therefore be considered that testing against the requirements of the harmonised stand-
ards is one of the main motivations behind testing for companies within telecommunica-

tion industries.



3. CONFORMANCE TESTING

This chapter describes conformance testing elements of a protocol implementation, fo-
cusing on the different contents of a test specification and how test cases are derived

from the core specifications of a standardised technology.

3.1 Target of conformance testing

Testing in general is the act of evaluating the functionality of something to ensure desired
outcomes. For manufacturers, it is useful to identify errors, faults, or missing require-
ments in their products. Testing enhances the overall quality and reduces the likelihood

of issues occurring in the real use of a product.

Conformance testing is testing that tests an implementation to what extent it meets the
requirements of a standardised technology [15]. The aim of conformance testing is the
interoperability between different implementations of a standard [16]. Products imple-
menting standardised technology, such as radio transceivers implementing communica-
tion protocols, need to be able to communicate with devices of other manufacturers im-

plementing the corresponding standardised protocols.

Conformance testing provides a certain level of confidence that a standard is followed
properly, such that the implementation has all the required capabilities [17]. As with any
testing, conformance testing should not be aimed to be too exhaustive, since it would
grow the number of test cases very high [17]. It is thus recommended that the features

are only tested for events that may occur during real use.

In conformance testing, the target of testing is usually called either system-, implemen-
tation- or equipment, etc. under testing (SUT, IUT, EUT), which depends on the test
scope. A SUT is a broader scale term referring to the entire system, which may include
both the IUT and its surrounding system, such as other protocol layers. The term IUT
can be used when the scope of testing is more focused on a part of a system, such as a
module or a single functionality, such as a specific protocol layer implementation. EUT
may be used when the target of testing is a combination of hardware and software, i.e.,

an equipment or a complete product.

Another target of conformance testing is to develop a common test methodology by
standardising stable and widely applicable methods of testing [17]. When the test meth-
ods are standardised, anyone implementing the technology can use the shared test

specifications to assess conformity with similar methodology.
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Conformance testing can be considered as ‘black box’ testing, meaning that the tester
does not have to know what is happening internally within the implementation, and the
only way to test the implementation is to observe the behaviour that can be seen exter-
nally. Additionally, to avoid biased test results, the target of testing should not be aware

that it is being tested.

Due to the ‘black box’ nature of conformance testing, it can be carried out by several
parties. The initial testing should be done thoroughly by the manufacturer itself to confirm
that it meets the requirements of the standards. After the manufacturer is satisfied with
the initial testing, the implementation may be given to an independent testing laboratory,
where it can be tested to obtain unbiased test results and be issued a voluntary certifi-
cation for conforming with the related standards. Voluntary certifications do not have any

regulatory significance [12], but may help to increase the market appeal of a product.

3.2 Conformance requirements

Conformance testing is testing against the conformance requirements of the core spec-
ification or a profile of standard. A conformance requirement is a detailed description in
a protocol specification which states how a feature in an implementation is required to
function. A feature in a core specification typically consists of multiple conformance re-

quirements that need to be met for an implementation to conform.

A well-made core specification uses the verbs shall, should, and may and their negative
counterparts correctly to implicate whether a requirement for a feature is mandatory or
optional [14]. The verbs “shall” and “shall not” express that a requirement is mandatory,
and “should” and “should not” are used when a requirement is recommended or expected
to be implemented unless there is a strong reason for not doing so. “May” or “need not”

is used for permissions, meaning optionality. [14]

Since every feature of the core specification is not required to be implemented in every
implementation, also the features are given requirements that can be stated as manda-
tory, optional, or conditional. It is up to the protocol specifier to state which features are
mandatory, i.e., required for the core functionality. This reduces the need for unneces-

sary testing and implementation of unneeded features.
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3.2.1 Conformance requirement types

Conformance requirements in core specifications are either dynamic or static. Dynamic
requirements specify exactly how the implementation is allowed to function and what
observable behaviour is allowed [17]. Dynamic requirements are essential for communi-
cation, for example, responding to a request message with a logical response message,
or behaving in a certain way after acquiring a value in a specific range from a measure-

ment.

Static requirements describe requirements that do not change over time or are not af-
fected by previous events [14]. Static requirements specify exactly what content a mes-

sage should contain and are more focused towards specific values and structures [17].

A single test case can test both the static and dynamic requirements. As an example, a
test can test the behaviour of a procedure, where the receiver should send a response
message after receiving a request, which is a dynamic requirement, and the response
message should be transmitted using a specific header and include a defined set of
information elements (IE), among other optional content or restrictions as static require-
ments [18]. It could be considered that the dynamic requirements cannot be correctly

met if the static requirements are not initially met.

3.2.2 Conformance requirements for profiles

A protocol profile defines a set of options from the core specification that are relevant to
provide a required functionality for a specific use case such as mMTC and URLLC for
loT [17]. Protocol profiles limit and refine the requirements of a core specification. The
conformance requirements that are retained in a profile are references to the core spec-
ification, meaning that the requirement will stay as it is. A profile can also introduce ad-
ditional, profile-only conformance requirements that refine the core requirements and are

more specific and limited in scope than in the core specification [16].

By having implementations based on a profile intended for a specific functionality or a
use case, it is more likely for them to interoperate, as there is only a limited set of capa-

bilities and requirements that a manufacturer needs to focus on.

Conformance testing for profiles is done according to the tests of the core specification
where applicable. Depending on the profile, different testing parameters might be used,
such as varying message contents or values. Profile-only test cases are applied only if

refined, or profile-only conformance requirements are present.
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3.3 Conformance test types

ISO/IEC 9646-1 [16] distinguishes 4 types of conformance testing, each proving con-

formity to a certain extent with relevant specifications.

- Basic interconnection tests

Capability tests

Behaviour tests

- Conformance resolution tests

3.3.1 Basic interconnection tests

Basic interconnection tests offer limited testing of an IUT concerning the main features
in the base standard or profile specification. The goal of basic interconnection tests is to
confirm that there is adequate conformance for interconnectivity to be possible, without

undertaking a comprehensive testing process. [16]

The basic interconnectivity tests are a good set of tests to start with before advancing
with further, more comprehensive testing. They provide the tests for mandatory features
to enable communication between implementations. The more detailed testing relies on
the basic interconnection tests passing. As an example, an implementation must be able
to send and receive messages correctly to be able to further behave according to the
message contents. The basic interconnectivity tests alone are not sufficient to assume

conformity with the standards.

3.3.2 Capability tests

Capability tests test whether the capabilities stated in the Protocol Implementation Con-
formance Statement (PICS) can be observed [16]. These can be verified by testing the
static conformance requirements of the capabilities. As an example, a capability may
include the use of a specific message type defined in its specifications i.e., having the
message structure as the static requirement. The capability tests are not detailed and do

not provide information in the case of non-conformity.

3.3.3 Behaviour tests

Behaviour tests are detailed tests that form most of a test suite. They test the dynamic
conformance requirements of a specification as comprehensively as possible. Behaviour

tests verify if the IUT responses are valid in scenarios where the other participant, i.e.,



13

the tester has either valid (BV) or invalid behaviour (BI) [16]. In protocol testing, most of
the behaviour tests should test the valid behaviour of the protocol. The purpose of invalid
behaviour testing is to try to trick the IUT into doing something unexpected, rather than

handling the event as an error or completely ignoring it.

As an example, a tester intentionally transmitting an undecodable packet or the tester
not sending a response when requested could be considered as invalid behaviour from
the tester's point of view but from the IUT point of view these are typical scenarios which

are defined in the specification and can be considered as valid behaviour tests.

Actual invalid behaviour testing could be that the messages sent by a tester do not con-
form with the static requirements, i.e., values are out of an allowed range etc. The be-
haviour how the IUT should behave in these kinds of scenarios is not defined in the
specifications and should be treated as error cases or ignored. As it is possible to come
up with a very high number of invalid behaviour tests by having different invalid param-

eterisations, using them extensively as a part of a test suite is not recommended.

3.3.4 Conformance resolution tests

Conformance resolution tests are tests that are not standardised due to them being im-
plementation specific. This means that these kinds of tests require the use of internal
observation of the IUT, or artificial generation of events to observe if the IUT behaves
according to a conformance requirement [16]. As an example, using debugging logs to
prove conformity, would suggest that the test cannot be considered as ‘black box testing’.
These types of tests can be used to test conformance requirements that are deemed

untestable by a standardised test suite.

3.4 PICS

As discussed in an earlier paragraph, an implementation of a standardised technology
is not required to implement all the capabilities defined in the core specifications. Instead,
the capabilities that are required to be implemented are usually a part of the core func-
tionality of the technology, and further supplemented by requirements defined in a profile

specification aimed for a specific use case.

An ICS is a statement of a manufacturer, which capabilities have been implemented. An
implementation conformance statement (ICS) concerning a protocol implementation is
called a PICS (Protocol ICS). The PICS is a result of filling in a standardised PICS

proforma.
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3.4.1 PICS proforma

The protocol implementation conformance statement (PICS) proforma is a document in
the form of a questionnaire, which lists all the features of a protocol specification. The
manufacturer of the implementation needs to fill in the proforma to state which of these
features and options have been implemented. A completed PICS proforma becomes a
PICS. [19]

In standardised ETSI test suites [20], the PICS proforma entries are commonly ex-
pressed as shown in Table 3.1 below. This type of feature listing allows for a detailed
declaration of what is implemented. Additional tables concentrating on a single entry on
another table will make the PICS even more detailed.

Table 3.1. An example table for declaring supported features. The title of this table
in a PICS proforma document should be e.g., Table x.x: MAC Messages.

Prerequisite: X.Y/Z (indicating a table entry about supporting MAC Messages)

Item | MAC Message Reference Status | Support
1 Network Beacon message [18] clause 6.4.2.2 m
2 Cluster Beacon message [18] clause 6.4.2.3 m
3 Association Request message [18] clause 6.4.2.4 m

The prerequisite field indicates that the table shall only be filled if the corresponding fea-
ture is declared to be supported, as an example for DECT-2020 NR, if the RD is only
capable of random-access transmission, it should not need to fill in the features required
for scheduled-access transmission. The “support” field is reserved for the use of filling

out the questionnaire.

Each of the entries of the PICS proforma includes status values. They describe the re-
quirement level and dependencies of capabilities. The status values and their meaning

are shown in Table 3.2 below.
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Table 3.2. Possible status values for ICS entries [19].

Status Description
Mandatory: m The capability shall be supported.
Optional: o The capability may or may not be supported. It is

an implementation choice.

Not applicable: n/a It is impossible to use the capability.

Prohibited: x It is not allowed to use the capability. Common
for profiles.

Conditional: c<integer> The requirement (“m”, “0”, “n/a”, “x”) depends on

whether other optional or conditional items are

implemented, identified with <integer>.

Qualified optional: o.<integer> For selectable options from a set. The group of

options indicated with <integer>.

Irrelevant: i Capability outside of the scope of the given spec-

ification.

PICS proforma for profiles

A PICS proforma for a protocol profile is acquired by modifying the requirement status
values of the base ICS proforma according to a list of requirements defined in a profile

specification. A profile should only restrict the number of options, by noting some require-

[Tl

ments which have been optional “o

, to be mandatory “m” or conditional “c” in the profile,
but not the other way around. Some requirements which may be out of the scope of the
“i”

profile, or which cannot be implemented should be stated as irrelevant
PICS proforma. [19]

in the profile

3.4.2 Applicability of test cases

The completed PICS summarises to which degree a manufacturer declares the imple-

mentation to conform with the standard, and which optional capabilities are supported.

The entries in the PICS are used to provide answers to whether related conditional test
cases are applicable to a specific implementation. The tests may either be linked directly
to the PICS entries, i.e., the elements in the tables, or their relations can be stated in a

separate document.



16

Since conformance testing is not mandatory from the point of view of placing products
on the market, although very recommended, a notable difference is that requirements

can be mandatory, but their related test cases can at most be “recommended”.

3.5 TSS&TP

TSS&TP (Test Suite Structure & Test Purpose) is a document, part of a conformance
testing specification that includes the structure of the test suite and the test purposesii.e.,
the abstract test definitions. The test specification document may not be named exactly
as TSS&TP if the conformance specification is divided into multiple documents. As an
example, the document including test purposes for 3GPP 5G, and LTE user equipment

is simply called a conformance specification, with a focus on protocol testing. [21]

TSS (Test Suite Structure) defines the scope of testing the test specification applies to
the reference specification. It defines which tests are performed to which part of the ref-
erence specification. A TSS may be as simple as categorizing the test purposes in a

tree-like structure to the test specification document.
A set of rules applies to the TSS [17].

- Atop-down approach should be used when deriving the TSS from the core spec-

ification.

- When creating the TSS, it should be structured as a tree, where the test purposes
are grouped in the leaves. According to ISO/IEC 9646-2 [22], a single test pur-
pose is allowed to belong to multiple different test groups, but a reference is used

instead of replication of the TP.

The TSS tree structure is highly dependent on the reference specification in question.

An example of possible levels for a DECT-2020 NR TSS is given below.
1. The name of the core specification on top (root) e.g. DECT-2020 NR
2. Test groups for different protocol layers e.g. PHY, MAC, DLC, CVG.

3. Test groups for major functions and roles e.g. functions for both FT-mode and
PT-mode for the MAC layer.

4. Pre-defined groups of tests according to their nature.
a. Basic interconnection tests.
b. Capability tests.

c. Valid behaviour tests.
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d. Invalid behaviour tests.
e. Inopportune behaviour test
5. Pre-defined groups of tests according to their functional aspect
a. State event transitions.
b. Parameter variations.
c. Parameter combinations.
d. Timers.

For the actual implementation of the TSS, the levels are customised to better fit the pro-

tocol structure.

3.6 Test purposes

In the context of ETSI, “Test Purposes” (TPs) are part of a telecommunication standard

and are produced by the group drafting the test specification [17].

A single test within conformance testing is implemented according to a test purpose. Test
purposes define unambiguously the objectives of each test and the logical way they are
supposed to be used. Test purposes are derived from the conformance requirements of
the core specification. They focus on a single conformance requirement or a set of re-
lated requirements [17]. A test purpose is an abstract description of the performed test,

meaning it does not specify how the test itself should be performed in practice.

A single conformance requirement may be linked to multiple test purposes, such as test-
ing for valid, invalid, and inopportune behaviour. To optimise testing, the test purposes
belonging to a single feature should be grouped in the test specification and executed

within a single test procedure, as is done in 3GPP 5G protocol testing [21].

3.6.1 Test-purpose structure
The structure of a test purpose is defined in [22] test purpose style guide.
Identifier

A TP should have an identifier that can be used to link the purpose elsewhere in the
testing specification, such as to the test suite structure or the PICS. As an example, the
clause in which the test purpose is defined in the TSS&TP can be used as a reference

elsewhere and thus replaces the need for a unique identifier.
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Reference to requirements

A test purpose (TP) must have a reference to a clause in the reference standard, where

the requirement is defined.

Initial conditions

A TP shall always contain the initial state of the IUT from which the test should be initiated
[22]. The initial state needs to be unambiguously identifiable by external observation of
parameters. This can be achieved by defining the initial state in a way that the state
change to the initial state is possible to be observed by a semantic action, i.e., the IUT

transmitting or receiving a specific message.

However, a TP does not need to define how to reach the initial state. Since many test
purposes may have the same conditions for the initial state, the procedures for reaching
the state may be included in the conformance specification as a common test procedure.
The method how the initial state is reached in a test is also called the preamble of the

test.

An initial-state requirement of a test purpose may very well be the result of another test
purpose completing its test body. These kinds of test purposes enable the possibility of

having multiple test purposes chained together to a single test sequence.

Checks

Test purposes must specify what checks should be performed. Specifying a check for a
test purpose should be unambiguous. It should be explicitly stated which valid events
are allowed to be observed. If the check is defined by only stating that: “check if the
response is valid”, it will be difficult for the tester to figure out from the reference specifi-

cation which responses are valid.

Checks can be included in a test procedure chart along with the TP number and the
related verdict. A test procedure chart gives a more detailed overview of the whole test
procedure and may be included in a testing specification after test purposes as is done
in [21]. Having a procedure chart included in a test specification is helpful when imple-

menting test cases in practice.
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Verdict criteria

The verdict criteria describe the observable events which are used for assessing the test
result. The verdict criteria are included in the checks and describe whether the observa-

ble event shall happen or not.

Constraints

The use of constraints is considered differently for parameter variation test cases than
for other tests. For test purposes not focusing on specific values, the use of constraints
should be avoided if no benefit is acquired. For parameter variation tests, the constraints

should indicate which parameters or elements it tests [17].

3.6.2 TPLan: A notation for expressing Test Purposes

A standardised method to write the test purposes for test specifications is a notation
called TPLan [23]. TPLan benefits from having a clear structure where TP pre-conditions,
test body and verdict criteria are clearly identified. Using a structured notation and having
a limited set of keywords for writing all test purposes and writing them in a consistent

way, reduces the chance of misinterpretation when designing abstract test cases.

The main content of a test purpose i.e., the body structure and syntax are defined in
section 11 in ETSI ES 202 553 [23]. TPLan includes keywords which can be used to
specify the test stimulus conditions and response contents unambiguously. These key-
words used in the test body are listed in the Table 3.3. For convenience, the notation is
allowed to be extended by the test definer to include useful keywords for the technology

to be tested, such as message names and parameters.

The test purposes written in TPLan are from the IUT point of view, meaning that the

keywords such as ‘sends’ and ‘receives’ refer to the IUT sending or receiving.

The main behaviour for all test purposes is written inside curly braces after the keyword
‘ensure that’. The TP behaviour consists of stimuli and response, defined with the key-
words ‘when’ and ‘then’, both enclosing the stimuli and response as text inside curly
braces. The TP should include a pre-condition which is expressed with the keyword
‘with’. The precondition is written outside and before the TP behaviour body. As men-
tioned in the previous paragraph, the precondition does not include the required steps to

reach the initial state.
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The behaviour is written as conditions to be met. Expected behaviour having multiple or
optional conditions should be separated using ‘and’, and ‘or’, and the desired order of

fulfilling conditions using temporal ordering words such as ‘before’ and ‘after’. [23]

An example of the syntax of the test purpose is shown below, specifying the content of
a message with keywords ‘containing’ and ‘indicating’. The test purposes are written as

following in the test specification.

(1)

with {IUT in finitial state’ and ‘ready’}
ensure that {

when {IUT receives ‘a stimulus’ from TESTER containing ‘field x’ indi-
cating ‘value’}

then {IUT sends ‘a response’ to TESTER containing €¢field y’ indicating
‘value’}

}

The when-then structure is allowed to be repeated multiple times in one TP to define a

sequence [23].

The content of the initial condition, stimuli, and response (within the brackets of with,
when, and then) may also be written in more open words to make the syntax more fitting
to the context. As an example, if an IUT is required to retransmit after a negative acknowl-

edgement message, instead of “IUT sends”, “IUT retransmits” could be written.



Table 3.3. TPLan defined keywords used in the test body [23].

TP body keywords
ensure Ensure
that That
with With
when When
then Then

Test entity keywords
IUT iut
TESTER tester

TPLan glue words
a A
an An
as As
in In
is Is
no No
of of
the The

Logical words
and And
not Not
or Or
Stimulus and Response words
receives Receives
sends Sends

Data-related words
containing Containing
indicating Indicating

Direction-related words
from From
to To

Time- and order-related words

after After
before Before
unordered Unordered
within Within

21
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4. DECT-2020 NR

4.1 General

DECT-2020 NR (Digital Enhanced Cordless Telecommunications 2020 New Radio) is a
wireless CP-OFDM-based radio interface technology designed for non-cellular local area
wireless networks, produced by ETSI technical committee DECT. The radio technology
standard is referred to as “DECT-2020 NR” by ETSI or simply “NR+” by the DECT Forum
as a marketing name [24]. In this thesis, the naming convention used in the ETSI speci-

fications will be used.

DECT-2020 NR does not replace the legacy DECT but instead shares the regulations
and co-exists with it on the licence-exempt 1.9 GHz band. The DECT-2020 NR is based
on the legacy DECT but differs significantly in technical and conceptual aspects [25]. The
legacy DECT (Digital Enhanced Cordless Telecommunications) is a radio technology
originally developed by ETSI as a European standard in the 1990s which has since sup-

ported voice and data services on the DECT spectrum [25].

The DECT-2020 NR radio interface technology is targeted for URLLC (Ultra Reliable
Low Latency Communications) and mMTC (Massive Machine Type Communications)
applications such as smart cities and industrial 10T (Internet of Things), as well as pro-
fessional audio applications [25]. A DECT-2020 NR network may be set up anywhere at
any time without the need for external cellular infrastructure. This is achieved due to it
being non-cellular. The non-cellularity may prove especially beneficial in remote areas

where the cellular coverage can be weak.

The technology is officially recognised by ITU-R as an IMT-2020 technology satisfying
the requirements for both the URRLC and mMTC use cases, making it a part of the 5G

standards, and the world's first globally recognised non-cellular 5G technology [25].

The IMT-2020 requirements for mMTC use case state that the technology shall support
device densities of 1 million devices per square kilometre, while still reaching the desired
QoS requirements [26]. DECT-2020 NR can manage such massive deployments due to
utilising mesh topology, using multiple channels dynamically and having cognitive radio
functions to avoid the need for precise frequency planning, while also having state-of-
the-art radio capabilities [27]. The mesh topology allows the networks to not have a single
point of failure, meaning that if a routing link fails it can heal the network by autonomously

forming a new connection [25].
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While DECT-2020 NR is mainly associated with operating in mesh network configuration
to provide widely scalable networks, it is also capable of point-to-point, or point-to-mul-
tipoint links to provide conventional wireless links between devices as well as operate
with a cellular configuration where one device acts as a base station while other devices

do not route data [18].

The DECT-2020 NR is defined in the multipart ETSI TS 103 636 standard series. For
this thesis, part 4, the MAC layer specification [18] is of particular interest.

4.1.1 Radio Device FT and PT modes

All communication between radio devices (RDs) in DECT-2020 NR happens between
RDs operating in FT (Fixed Termination point) and PT mode (Portable termination point).
All RDs, independent of their operating modes, can transmit and receive messages. It

should be noted that the operational modes are relevant only at the MAC layer.

Radio devices in FT mode sense the radio environment and provide radio resources and
other information for the devices operating in PT mode to enable communication with

them. The RDs in FT mode announce this information in periodic beacon messages.

Devices in PT mode operate on the radio resources and according to the information
provided by the RD in FT mode. The RDs in PT mode can join a network by initiating an

association procedure with an RD in FT mode.

For communication between two devices to work in both directions, a device needs to
operate both in FT and PT mode in turns. This also enables the radio devices to route
data from an RD to an RD that otherwise would not be reachable with a single radio link.
A device capable of only operating in PT mode has to indicate radio resources for the
RD in FT mode where it can receive data in downlink direction. This can be indicated for

example during the association procedure.

A radio device that only operates in FT mode is called a sink, since it does not forward
any data between RDs and usually has a connection to the outside world, e.g., internet
or backend connectivity. A radio device that only operates in PT mode does not route

any data but only receives or sends data.

4.1.2 Mesh operation in DECT-2020 NR

A mesh network is a local area network topology. In a mesh network, all devices are
connected, either directly or via other devices. A device in a mesh network is called a

node. If there is not a direct connection between nodes, any messages sent need to be
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routed via other nodes to reach the destination node. The nodes relaying messages are
called router nodes, and the nodes that only send or receive messages intended for them
are called leaf nodes. The root node, which has backend or internet connectivity is called

a sink.

A DECT-2020 NR mesh network is a partial mesh, forming a clustered tree topology [28].
A set of RDs where the RD in FT mode coordinates the RDs in PT mode forms a single
cluster. All RDs in PT mode that also operate in FT mode, can form additional clusters
of their own to widely extend the network as shown in Figure 4.1. Each of the clusters
operates on its own channel and is coordinated by the cluster head (device in FT mode)

sending cluster beacons on the operating channel.

Backend
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Figure 4.1. Clustered tree topology formed by DECT-2020 NR radio devices.

The network is formed autonomously by devices in PT mode connecting to other RDs
operating in FT mode that have the best route to a sink. The goodness of a route is
determined by its cost value, which is calculated from the number of hops, their quality
and load. The route information is signalled by the RD in FT mode in the periodic beacon
messages [18]. This allows the RDs to always have the best possible routes to the sink.

Over time, the quality of the radio link and the route cost to the sink may vary due to
mobility, changes in the network, variations in load or other interference, therefore the
RDs can begin to search for better options to reach the sink, keeping the network as

efficient as possible.
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Overall, the possibility for the DECT-2020 NR mesh network to scale to high densities
comes from that each RD is capable of routing data, and every radio link is locally man-
aged by the RDs in FT mode, while also being able to use multiple frequency channels

for minimising interference.

4.2 MAC control entity functions

The DECT-2020 NR MAC layer specification defines 6 functions for the MAC control
entity. These functions work together to provide data transfer and resource allocation
services to upper layers. The physical layer provides the MAC layer with measurements,

and data transfer services in the form of physical layer packets.

These control functions are only briefly mentioned in the MAC layer specification [18] but
could be considered to provide important MAC functionality according to the tasks de-

scribed.

4.2.1 Local Radio Control (LRC)

The local radio control (LRC) function handles the coordination of local radio resources
when the RD is operating in FT mode [18]. Resource control includes the task of an-
nouncing random-access resources and dedicating scheduled-access resources where
it can receive data or use them for its own transmissions. For defining which channel and
sub-slots it can announce or transmit on, it uses the measurements provided by the
physical layer to define the status of each sub-slot of a radio frame on each channel
either occupied or usable. The statuses of the sub-slot resources are regularly updated

using the last-minute scan (LMS) protocol before announcing them for use.

4.2.2 Paging Transmission Control (PTC)

The paging transmission control (PTC) controls the transmission of paging messages

when the RD is operating in FT mode [18].

The paging transmission may be used when the RD in FT mode wants one or multiple
RDs associated to it become active towards it. Transmitting a paging message in DECT-
2020 NR can be used to either indicate that the connection configuration requires modi-
fication, or to check whether an RD that has not been active for a while is still reachable
and will reply with a keepalive message. The paging messages are always multiplexed

with cluster beacon messages.
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4.2.3 Broadcast Control (BCC)

The broadcasting control (BCC) function controls the beaconing, broadcast, and mul-

ticast transmissions, i.e., the transmissions not targeted towards a single RD [18].

Beacons transmit information available for all RDs on how they may connect to the RD
in FT mode transmitting them. They allow the RDs in PT mode to make decisions on
which FT device they want to connect to. Not only do the beacons give information but
they may be measured to associate information about the link quality to specific RDs and
networks. Beaconing in DECT-2020 NR is an essential function to form efficient routes

for mesh networking.

There are two types of beacon messages in DECT-2020 NR, cluster, and network bea-
cons. Network beacons can be transmitted on a limited set of channels which allows RDs
to quickly find the beacon and thus the operating channel of an RD. The cluster beacons
are transmitted on the operating channel of the RD in FT mode. The cluster beacon
provides the frame and slot timing such that the connecting RDs may synchronise to it.

It also provides radio resources which the RDs in PT mode may use for communication.

The beacon messages are transmitted with any power level chosen by the RD, directly
impacting the radius of the cluster. The RDs in PT mode may use the beacon transmis-
sions to measure the link qualities between different beaconing RDs in FT mode to de-
termine the link quality for each. The RDs may use this information to pick the most

suitable RD for association and to adjust its own transmission power.

The beaconing messages are transmitted with a special beaconing header, which has
fewer information bits, and thus provides better coding gain on reception, maximising the

probability that the control information of the beacons is received successfully.

Generally, the broadcast and multicast transmissions are transmissions targeted for all
or a group of RDs in the network. The transmissions can be either signalling or user-
plane data. For signalling purposes, an RD in FT mode may use broadcasting to send
multiple responses for random access transmissions with one message using the Broad-
cast Indication IE or to allocate scheduled resources for multiple RDs with one message

with the Group Assignment IE [18].

4.2.4 Random Access Control (RAC)

Random access control handles the random-access transmissions [18]. Its purpose is to
provide handling of the data transmissions occurring between devices which use ran-

dom-access resources for communication.
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Randomly accessing radio resources means not having the receiver in FT mode to allo-
cate radio resources to a specific RD in PT mode, instead, all devices can attempt to use
the resources as needed (time and frequency), which introduces contention. In DECT-
2020 NR a contention-based multiple access scheme CSMA-CA (Carrier Sense Multiple
Access with Collision Avoidance) is used, where a LBT (Listen Before Talk) protocol is

used to control the transmissions.

4.2.5 Beacon Scanning Control (BSC)

The beacon scanning control function performs periodic scanning for network and cluster
beacon messages, to detect networks and other nearby RDs to which an RD in PT mode
may attempt to connect. For instance, periodic scanning of beacons is used to re-evalu-

ate link conditions between RDs as a part of the mobility procedure.

4.2.6 Connection Configuration Control (CCC)

The connection configuration control function has several tasks. It controls the multiplex-
ing, mapping data to transport channels, MCS (Modulation and Coding Scheme), HARQ
(Hybrid Automatic Repeat request) configuration, MAC security and handovers with LRC
[18].

The CCC function could be seen as the entity controlling the individual connections be-
tween two RDs. The connections are established during the association procedure
where the identities and configurations are exchanged and agreed between the RDs FT
and PT mode. In DECT-2020 NR, each RD may have multiple simultaneous connections

with other RDs, one to an RD in FT mode and none or multiple towards RDs in PT mode.

The initial configuration for a connection may require modification due to feedback from
the associated RD, or when the link quality deteriorates. The CCC adjusts the MCS for
each transmission to reach the maximum throughput with a required QoS (Quality of
service) [18]. The connections are maintained until explicitly closed by either of the RDs
transmitting an association release message or deciding to release the association lo-

cally.

Multiplexing data involves the RD to multiplex MAC SDUs to a single MAC PDU creating
specific control messages or data packets, which are then mapped to suitable transport

channels.

The CCC controls the HARQ configuration, which includes the HARQ processes, their

retransmissions and feedback signalling.
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An RD in PT mode may briefly have two simultaneous connections to different FT RDs
due to handover, i.e., the mobility procedure, where the association to the old RD is

released only after the new connection is successfully established.

The CCC is also responsible for security procedures such as integrity protection and
ciphering. The integrity protection generates message integrity code (MIC) based on the
PDU content and affixes it to the end of the MAC PDU which can be used to check
whether the data has reached its destination unchanged. Ciphering scrambles the MAC

PDU in a way that it can only be deciphered by the intended recipient.

4.3 DECT-2020 NR Harmonised Standard

A supporting harmonised standard (ETSI EN 301 406-2) has been created for the DECT-
2020 NR to harmonise the methodology for conforming with Article 3.2 of the radio equip-

ment directive.

By comparing the harmonised standard requirements and the corresponding conform-
ance requirements implementing the requirement functionalities, it can be noted that
conforming with the requirements of the DECT-2020 NR specifications will also prove
conformity with the regulatory requirements, but not the other way around. This is be-
cause the requirements of the harmonised standard are less tight than the specification

counterparts.

At the time of writing this thesis, the harmonised standard for DECT-2020 NR has not
yet been referenced in the OJEU. However, the harmonised standard has been pub-
lished and thus the included methods may be used by a notified body to provide regula-
tory certification, allowing the placement of radio equipment implementing DECT-2020
NR to the market.
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5. HARMONISED STANDARD TESTING

5.1 DECT-2020 NR Harmonised Standard for access to radio
spectrum

The ETSI EN 301 406-2 is a harmonised standard for radio devices implementing DECT-
2020 NR supporting access to the radio spectrum on the frequency band 1 [29] [30]. It
includes voluntary testing methods for random and scheduled channel access. The har-
monised standard has been created as a result of a standardisation request of the Eu-
ropean Commission and prepared by the ETSI Technical Committee (TC) DECT to pro-
vide a means of conforming with Article 3.2 of the European Radio Equipment Directive
(RED). [29]

The requirements of the RED are listed in Article 3 [1]. Article 3.2 states: “Radio equip-
ment shall be so constructed that it both effectively uses and supports the efficient use
of radio spectrum to avoid harmful interference [1]”. From the manufacturer’s point of
view, the requirement might be very ambiguous as to how it could be fulfilled. For this
very reason, ETSI has prepared this harmonised standard to harmonise the used meth-

odology to reach the common goal.

The harmonised standard includes test methods for both the MAC layer and the physical
layer. The MAC layer test methods include channel access tests for both random and
scheduled access manner in both FT and PT operation modes. The physical layer tests
are not included in this thesis, since it is up to the implementer of the physical layer to
ensure that the transmitter and receiver operate according to the requirements of the

regulations and the standard.

For any radio device implementing the DECT-2020 NR standard, to fully conform with
the requirements of Radio Equipment Directive (RED) 2014/53/EU, it must comply with
the requirements of the harmonised standard where applicable, i.e., depending on

whether a device supports FT, and PT mode, and scheduled data transfer.

In this thesis, the channel access tests in a random-access manner are conducted
against an implementation of DECT-2020 NR made by Wirepas Ltd. A common test
setup is built for all test cases, and the procedure of all its parts is documented in para-
graphs 5.3 and 5.4. All the steps and their purposes are explained to give a detailed view

of the process.
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5.2 Common test setup

For the ETSI EN 301 406-2 [29] channel access tests, a common physical test setup is
built. The setup is a modified version of the reference setup shown in the harmonised

standard.
The equipment used:
- Signal generator: N5182A MXG Vector Signal Generator [31]
- Spectrum analyser: N9320A RF Spectrum Analyser [32]
- EUT and Companion device: nRF9161 DK (Development Kit) [33]
- Power splitter: ZN2PD2-50-S+
- Directional coupler: ZGBDC20-33H-S+
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Figure 5.1. Common test setup for channel access tests.

In this setup, only the companion device or the signal generator is used at a time, de-
pending on whether FT or PT mode tests are conducted. The companion device is a
tester device implementing FT mode functionality which instructs the EUT in the PT

mode tests.

The attenuation of the power splitter and directional coupler is measured at each input
and output while having the loose ends terminated, and the attenuators are considered

to have their nominal levels of attenuation.

The used cables are considered to have a diminishingly low attenuation and are not
individually measured. The attenuation from each input to others is calculated using the
measured and specified values. The attenuations between each input are thus an ap-
proximation. The attenuation values between different inputs are shown in the table be-

low.
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Table 5.1. Approximate attenuation between different input-output combinations, hy-
phen indicating the same input as above.

Input Output Attenuation (dB)
EUT Companion device ~100 dB
Spectrum Analyser Companion device ~55 dB

- EUT ~25dB

Signal generator Companion device ~75 dB

- EUT ~45 dB

The target and requirement for the setup is to have the path between the EUT and com-
panion device have a high attenuation, while still being able to detect and distinguish the
transmissions of both devices [29]. This is achieved by using the attenuators and utilising
the isolation of the power splitter. The high attenuation makes the radio devices consist-
ently use the maximum possible transmission power for unicast transmissions, which will

prove helpful when analysing and identifying the transmissions between the devices.

The signal generator in this setup is used to produce a wideband AWGN interference
signal, which is used for testing the FT mode. The signal generator is unused when con-

ducting PT mode tests.

5.2.1 Signal generator

In testing, a signal generator can be used to transmit arbitrary signals. These signals can
be anything from known signals that contain a specific data packet to an interference

signal used to mimic channel traffic.

Although possible, using a signal generator to transmit a known packet as an arbitrary
signal for protocol testing is not viable, since the signal content will be constant. Using
an actual standard compliant signal is more applicable when it is used to monitor the
physical properties of a signal waveform. A more usable purpose for a signal generator

is to generate interference.

The signal generator in combination with the spectrum analyser can also be used to
measure the attenuation between different input—output combinations for a physical test-

ing setup. For example, the attenuation from a tester device to the input of an EUT.
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5.2.2 Spectrum analyser

Generally, a spectrum analyser is used to monitor the spectrum content of RF signals.
The spectrum analyser monitors the power of a signal as a function of frequency in real

time.

For testing purposes, the spectrum analyser (SA) can be used to observe the signals
transmitted by the equipment under test (EUT). The spectrum analyser does not provide
any bit level information but can be used for detecting power levels and timing of trans-

missions by using the analyser in zero-span mode.

Zero-span measurement

A zero-span measurement is a type of measurement that can be used to monitor a single
frequency over time. With zero-span, the measured power is displayed as a function of
time. In this type of measurement, the local oscillator is fixed to a specific frequency. The
signal power is measured from the configured resolution bandwidth (RBW) at the centre
frequency. The zero-span measurement is useful for measuring the power or detecting

time-varying or non-continuous signals. [34]

The main parameters affecting the results of a zero-span measurement are the sweep
time, resolution bandwidth and the detector type. The resolution bandwidth determines
how wide input filter is used for measuring the input signal. The value of this parameter
should be chosen according to the bandwidth of the measured signal. The values for
RBW are usually pre-defined, having values of 3 and 10 multiplied by different magni-
tudes of 10 [32]. For getting accurate power measurements, a resolution bandwidth

should be chosen to be wider than the measured signal bandwidth.

The sweep time defines the timespan of a single trace. A single value in a trace is called
a trace point, and the number of trace points in a trace is dependent on the used spec-
trum analyser. The input voltage data from the sweep duration is gathered evenly in bins,
each corresponding to one trace point. A detector function is then applied to the data in
each of the bins to acquire a value for a trace point, which is then displayed on the

spectrum analyser display. [35]

How the trace point value is calculated depends on the used detector mode. For meas-

uring channel power, an RMS (root mean square) detector should be used.

The RMS function calculates the root-mean-square (RMS) value of the input voltage
squares it and then divides it by the input impedance (typically 50 Ohm) to get the power
value, which is then displayed in dBm [35].
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Another useful detector type is the positive peak detector. A positive peak detector takes
the highest voltage peak of the voltage data and uses that value for the trace point [35].
A negative peak detector, as the name suggests, does the opposite of a positive peak
detector. These detectors are best used for finding the peak power of a signal but do not
perform well for measuring the power level of random signals. Combined with measure-
ments using the RMS detector, the positive peak detector can be used to get the PAPR

value of a signal.

5.3 Channel Access of a Radio Device in FT mode

5.3.1 Definition

The test requirements are defined in the ETSI EN 301 406-2 harmonised standard [29].
For the FT mode test, the companion device is not used. Instead, the signal generator is

used.

In the FT mode test, the Equipment Under Testing (EUT) operates only in FT mode. The
FT mode test tests the functionality of cognitive radio spectrum management of the EUT,
i.e., to automatically detect which resources are in use by other devices and which ones

it can operate on without causing harmful interference to other users.

The operating channel selection procedure begins with the EUT initiating a background
scan. During the scan, the EUT should categorise all measured sub-slots into three dif-
ferent states, ‘free’, possible’ or ‘busy’ according to the thresholds defined in the core
specification [18]. The scan measures the RSSI-1 value of each sub-slot in a frame,
possibly from multiple DECT frequency channels and determines the channel statuses

according to those values.

The sub-slot statuses steer the RD in FT mode to select a set of sub-slots it uses as its
operating channel. The term, “operating channel” thus refers to the whole resource allo-
cation formed by the chosen sub-slots. The operating channel defines the resources on
which the device in FT mode is allowed to transmit its beacon messages and which it is
allowed to announce as random-access or scheduled-access resources. Utilising the
background scan ensures that the EUT will choose its operating channel such that no

other nearby RDs are operating on the resources, to avoid interference.

To test the functionality, an interference signal is used to mimic traffic on a pre-defined
set of frequency channels. The goal of the test is to ensure that the EUT will not choose

its operating channel from among the channels under the interference.



34

A table showing the test procedure is shown below. The table shows only the mandatory
checks to be performed as well as the related verdict for the test, with F indicating fail if

the check is true, and a pass if the check is false.

Table 5.2. FT mode test procedure, checks must be false to reach a positive verdict.

Step | Procedure Ref. Step | Verdict

1 The interference signal is adjusted to cover the abso- 1 -
lute channels 1657 — 1667.

2 Power on the EUT. 2 -

3 EUT performs operating channel selection according 2 -
to ETSI TS 103 636-4, clause 5.1.2.

4 Check: Does the EUT transmit on any of the absolute 3 F
channels 1657 — 16677

5 Power off the EUT. 4 -

6 The interference signal is adjusted to cover the abso- 1 -
lute channels 1669 — 1677.

7 Repeat steps 2 — 3. 2 -

8 Check: Does the EUT transmit on any of the absolute 3 F
channels 1669 — 16777

The Ref. Step column in Table 5.2 refers to the corresponding test procedure step de-
fined in ETSI EN 301 406-2 [29]. The absolute channels mentioned in Table 5.2 are
defined in part 2 of the DECT-2020 NR specification [30].

5.3.2 Test configuration

In the test environment, the EUT in FT mode is configured to transmit the network beacon
on a 1-second periodicity, having the network channel set to channel 1659. The network

beacon is only transmitted if the network channel contains enough ‘free’ sub-slots.

The cluster beacon transmission is set to an 8-second periodicity, and it is transmitted
on the operating channel selected by the EUT. The beacons are transmitted only after
the EUT has chosen a suitable operating channel. Both beaconing messages are trans-
mitted at the highest possible transmission power level in its device class (19 dBm) [30].

The configuration is collected in Table 5.3 below.
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Table 5.3. Configuration of transmitted beacon messages.

Message Periodicity | Channel Tx power

Network beacon message 1s 1659 19 dBm

Cluster beacon message 8s Any, except the | 19 dBm
network channel

5.3.3 The AWGN interference signal

The channel access tests specify an AWGN interference signal with specific require-

ments to be used in the tests:

“The inference signal used in the channel access tests described in clauses 5.6.2 to 5.6.5
shall be a band-limited noise signal with a 100 % duty cycle. The 99 % bandwidth (the
bandwidth containing 99 % of the power) of this inference signal shall be able to cover
50 % of the applicable operating band given in Table 1. The power difference between

the lowest and highest nominal channel shall be in maximum 4 dB.” [29].

The operating band defined in the harmonised standard refers to the DECT-2020 NR
operating band 1 [29]. The band spans from 1880 MHz to 1900 MHz, thus having a
20 MHz bandwidth and making the 99% bandwidth requirement 10 MHz.

The AWGN interference signal used in the FT mode tests is created as a complex Gauss-
ian-distributed random signal with a variance of 1 and filtered to half bandwidth. The
signal is created as an arbitrary signal and the values are written to the signal generator
memory using PyVISA and SCPI commands [36]. The AWGN interference signal is out-
putted from the signal generator with a sampling rate of 20 MHz to reach the required
signal bandwidth of 10 MHz.

The signal generator indefinitely repeats the signal to reach the required duty cycle of
100%, to fully occupy the frequency channel in time. This results in that the AWGN signal
may not be purely random but has been created to be long enough to have enough

variation.

The occupied bandwidth i.e., the 99% bandwidth has been measured to be 10.0 MHz
and is sufficiently flat on the 10 MHz bandwidth, having a maximum of 0.6 dB difference
in the average power when measured between the edge channel and the middle chan-

nels in this setup.
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Figure 5.2. Measured occupied bandwidth, i.e., the 99% bandwidth of the AWGN
interference signal.

The requirements for the AWGN interference signal and the achieved values are gath-

ered in Table 5.4. The values in the table are sufficient for the test use.

Table 5.4. AWGN interference signal requirements along with used values for FT

mode testing [29].
Parameter Requirement in EN 301 406-2 | Measured value
Duty cycle 100% 100%
99% bandwidth 50% of the operating band 10.0 MHz
Max power difference 4 dB 0.6 dB

The power level of the AWGN signal

The power of the AWGN interference signal at the EUT input needs to be set 3 dB above
the threshold to reach the ‘busy’ channel status measured from the transmission band-
width as specified in the harmonised standard [29]. The test setup will have attenuation
from the path from the signal generator to the EUT input as shown in Table 5.1. Addi-

tionally, the modulating signal will spread the power on the transmission bandwidth.
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These factors are considered, and the output power level of the signal generator is set

accordingly.

The ‘busy’ channel status is reached when the measured RSSI-1 (Received Signal
Strength Indicator) value in the EUT input exceeds the RSSI_THRESHOLD_MAX value.
The value is defined as: RSSI_THRESHOLD_MAX = —52dBm-P_TX_MAX [18], where
the P_TX_MAX is the maximum transmission power of the RD conducting the measure-

ment.

The threshold for the ‘busy’ sub-slot is defined lower for devices that can transmit with a
higher power since a device capable of transmitting with a higher power can interfere on
a larger area and thus needs to take the more distant and less powerful devices into

consideration.

For a sub-slot to be determined ‘busy’, i.e., to exceed the threshold
RSSI_THRESHOLD_MAX by an RD having a maximum transmission power level of
19 dBm, the RSSI-1 power level, which is measured from the transmission bandwidth of
the EUT (the bandwidth containing OFDM subcarriers + the zero-frequency bin) has to
be over —52 dBm -19 dBm = —71 dBm, independent of the used transmission band-
width [30]. Depending on the transmission bandwidth of the EUT (in this case: 57 *
27 kHz = 1.539 MHz), the AWGN interference signal power spectral density at the EUT

input needs to be 3 dB above:
—71dBm — 10 * log;((1539000 Hz) ~ —132.9 dBm/Hz.

Thus, to reach the required interference level at the EUT input, the signal generator out-

put power level shall be set to at least:
—132.9dBm/Hz + 10 * log;¢(99% BW) + VSG_EUT _attenuation + 3 dB = —14.9 dB,

where the 99% BW is the occupied bandwidth of the AWGN interference signal, meas-
ured in Figure 5.2 and show in Table 5.4, and the VSG_EUT _attenuation is the attenua-

tion between the signal generator and the EUT, indicated in Table 5.1.

When an interference signal with the indicated power spectral density level is applied to
a set of channels, those channels will be considered to have interference sufficient to
render all of the sub-slots within the channels “busy” during a background scan, i.e.,

block them from any use.
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5.3.4 Spectrum analyser measurement

The transmissions of the EUT are monitored using a spectrum analyser. The harmonised
standard defines a set of spectrum analyser settings for monitoring a single channel.
These settings and corresponding ones used in the test setup are collected to the Table
5.5 below.

Table 5.5. Required and used spectrum analyser measurement settings [29].

Parameter Requirement in EN 301 406-2 Used value
Centre frequency Channel centre Channel centre
Frequency span 0 Hz 0Hz

RBW ~50% of 1.728 MHz 1 MHz

VBW >RBW 3 MHz
Detector RMS RMS

Sweep time Sufficient to cover the period over | 8 s

which the transmission is spread

out.

Number of sweep points Sufficient to meet the maximum | 461
measurement uncertainty of 5%

for the period to be measured.

Trace mode Clear/Write Clear/\Write

Trigger Video Free run

The spectrum analyser centre frequency is set to correspond to the channel centre fre-
quency, span is set to zero for a zero-span measurement. The sweep time is set to 8
seconds to be able to fully capture one cluster beacon period in one trace, i.e., to ensure
that a possible cluster beacon transmission can be detected in a trace. The number of
sweep points is a constant value which cannot be changed and is a characteristic of the
spectrum analyser [32]. The trigger is set to free run to be able to capture traces from all

of the channels, even those not containing any transmissions.

The test measurements are conducted by consecutively measuring each of the DECT-
2020 NR channels included in the currently interfered channel set, using the settings
defined in the table above. The traces acquired from the spectrum analyser are saved

and further analysed for defining verdict.
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5.3.5 Test procedure

The tests are conducted on the DECT operating band 1 which is located at 1880 — 1900
MHz spectrum [28]. The operation with the nominal channel bandwidth of 1.728 MHz is
restricted to 11 absolute channels, each separated by 2 absolute channel numbers, i.e.,
1657, 1659, 1661... 1677. The nominal centre frequencies for channels in band 1 are

calculated as:
fn = 450.144 MHz + n * 0.864 MHz (5.1)
where n is the absolute channel number. [30]

For the testing purposes, the nominal DECT-2020 NR channels are divided into two sets,
where one set of channels is interfered with a wideband AWGN signal at once while
having the other channels free from interference. The first set of channels is chosen to

include 6 of the lowest channels, and the second set the remaining 5 channels.

The bandwidth of the interference signal relative to the channels is shown in the Figure
5.3 below.

10 MHz

1 2

| | 1657 \ 1659 \ 1661 | 1663 \ 1665 | 1667 | 1669 ‘ 1671 | 1673 | 1675 | 1677 ‘ ‘ |
+——>

1.728 MHz

Figure 5.3. Interference signal bandwidth relative to a set of DECT-2020 NR chan-
nels.

The AWGN interference signal is applied on a channel set by setting the carrier fre-
quency of the signal generator to correspond the interference centre frequency. The first
channel set has the channels numbered: 1657, 1659, 1661, 1663, 1665, and 1667.
These channels with a bandwidth of 1.728 MHz are directly next to each other and have
a total bandwidth of 10.368 MHz. These channels include a guard band on both sides,
meaning that the nominal bandwidth is larger than the actual transmission bandwidth.
The occupied bandwidth of the interference signal is thus slightly narrower than the first
set of channels. This makes the edge channels have slightly less interference than the
channels in the middle. It is still sufficient to set the carrier frequency of the interference

signal to the middle of the channel set 1, i.e., to the frequency of the absolute channel
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number 1662 (1886.112 MHz), since the power difference of the interference signal
measured between the edge channel and middle of the signal is smaller than the used

3 dB power margin.

The second channel set contains 5 channels: 1669, 1671, 1673, 1675, and 1677, having
a total bandwidth of 8.64 MHz, which is lower than the interference bandwidth. The inter-
ference signal should be centred such that it does not interfere with the channels not
belonging to the current set. By setting the centre of the interference signal to the abso-
lute channel 1674 (1896.480 MHz), all the channels belonging to the upper set (set 2) will
be interfered and some power will leak out of the 20 MHz DECT band. In a conducted

test environment, it is not a problem.

The channel sets are gathered in Table 5.6 below, indicating the interfered channels and

the centre frequency of the noise signal.

Table 5.6. DECT-2020 NR channels covered by the interference signal and its re-
spective centre frequency.

Set | Interfered channels AWGN interference signal centre

frequency

1 1657, 1659, 1661, 1663, 1665, 1667 | 1886.112 MHz

2 1669, 1671, 1673, 1675, 1677 1896.480 MHz

Test procedure

The test procedure is initiated by setting the signal generator to output the interference
signal on the first channel set. The EUT is then powered on or reset. After powering on,
the EUT should measure the RSSI-1 values of sub-slots, and determine them as “free”,
“possible”, or “busy”. The EUT in FT mode should select its operating channel from the
set of un-interfered channels and begin to transmit cluster beacons on the chosen chan-

nel as a part of normal FT mode operation [18].

If the pre-configured network channel is not in the set of currently interfered channels,
the EUT may begin transmitting the network beacon on that channel. The EUT is allowed
to transmit the cluster beacon messages even if the network beacon cannot be transmit-

ted on the network channel.

After the EUT has chosen its operating channel, the spectrum analyser is used to meas-
ure each DECT-2020 NR channel using the configuration defined in paragraph 5.3.4.

The acquired spectrum analyser traces are saved for further analysis.
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For the second test round, the interference is moved over the second set of channels

and the EUT is reset, and the test is repeated.

5.3.6 Result analysis and verdict

To reach a positive verdict, all the channels under the influence of the interference signal
must indicate no transmission on them by the EUT. This can be visually checked from
the acquired traces. It can be seen as a trace having no power spikes exceeding a
threshold which would indicate a transmission on the current channel. It can be addition-
ally verified that the EUT has chosen a ‘free’ channel for its operating channel, although

it is not mandatory from the harmonised standard point of view [29].

It should be noted that the RMS level of the spectrum analyser trace points containing
the transmissions does not directly correspond to the RMS level of the transmission
power of the EUT. The measured RMS values are affected by several factors, which can

be individually derived to choose a suitable threshold.

Defining a threshold for detected transmission

To derive the threshold for an RMS measurement, 3 factors are identified to have an
effect on the displayed power level, the resolution bandwidth, sweep time, and the path
loss of the signal. The threshold should be derived by starting from the nominal maximum

RD Tx power and deducting the factors lowering the power value.

A device transmitting with a maximum power of 19 dBm will have its RMS power around

19 dBm, meaning the peak can be even higher.

The path from the EUT to the spectrum analyser will introduce attenuation due to atten-
uators, and insertion losses of components. This value can be used as it is. An approxi-

mation of the value is calculated and shown in Table 5.1.

When the resolution bandwidth of the spectrum analyser is lower than the transmission
bandwidth of the signal, the full power of the signal cannot be measured, and the spec-
trum analyser will indicate a lower power level. If the signal spectrum is sufficiently flat,
i.e., the power is spread evenly across the whole transmission bandwidth, an approxi-
mation of the reduction in measured power caused by the lower resolution bandwidth
can be derived by linearly scaling the power from the transmission bandwidth TXBW to
the resolution bandwidth RBW:

10 * log; o (RBW/TXBW). (5.2)
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In reality when the signal spectrum is not perfectly flat, the reduction due to the low res-

olution bandwidth will be less.

When RMS averaging is used for measuring the signal power and the signal length is
shorter than the integration time of one spectrum analyser trace point, most of the values
for calculating the RMS value are noise, while only a fraction comes from the actual
signal. This significantly reduces the displayed power value. It can be corrected by know-
ing the exact bin length from which the values for a trace point are calculated and the
signal length while assuming noise as near zero when compared to the signal power.

This is done with the following formula:

10 *log1o(tsig/thin), (5.3)

where tg, is the signal length and t,;, is the time for a single bin in seconds, and as-

suming that the signal is located fully within one trace point.

Calculation of the threshold value

In the protocol implementation, a network and cluster beacon message are both trans-
mitted with a signal length of 3 sub-slots. When constructing the physical signal accord-
ing to the standard [37], the signal will consist of 1048 samples transmitted at a
1.728 MHz sampling rate. The signal length in seconds can thus be calculated to be:

1048

= 606.48 ps.
tsig = 1728 Mpz 00048 S

For an 8-second sweep, the time from which the trace point value is calculated is signif-
icantly longer than the signal length. The bin length is calculated by dividing the sweep
time by the number of trace points, which for the used spectrum analyser is 461 [32].

This makes one trace point calculate its value from a timespan of:

S
tpin = m = 17.4 ms.

By fitting the values tg;, and ¢, to the formula 5.3, the reduction in the displayed power
due to the sweep time of the spectrum analyser results in a factor of:

10 * loglo(tsig/tbin) = —14.6 dB.

When using a 1 MHz resolution bandwidth (RBW) and having the transmission bandwidth
(TXBW) at 1.539 MHz, the reduction in the displayed power level due to the lower reso-

lution bandwidth may be calculated with the formula 5.2 as follows:

10 * log;o(RBW/TXBW) = —1.9 dB.
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Using the acquired values, the maximum displayed power level for the RMS measure-

ments can thus be calculated to be approximately:
19 dBm -14.6 dB-1.9 dB-25dB = —22.5 dBm.

To determine the threshold for ensuring that a transmission is occurring on the monitored
channel and not on any adjacent channel, the harmonised standard requirement for
transmitter unwanted emissions in out of the band domain is utilised. The requirement
shows that the emission limit within the bandwidth of an adjacent channel is
—10 dBc @1 MHz [29]. To ensure that a transmitter staying barely within the limits will not

exceed the threshold, a margin is applied.

By taking the approximate maximum displayed power level, subtracting the emission
limit, and adding some margin, the threshold is chosen to be —30 dBm. Channels in-
dicating measured values above this threshold can thus be considered to have transmis-

sions on them by the EUT.

Channel traces

The traces acquired from conducting the FT mode tests against an implementation of
DECT-2020 NR are shown below in Figure 5.4, Figure 5.5, Figure 5.6, and Figure 5.7.

For the first test case, channel set 1 is being interfered, having the interference located
as shown in Figure 5.3 and on channels indicated in Table 5.6. Both the expected ‘free’

and ‘busy’ channel traces have been acquired to verify the correct behaviour of the EUT.
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Figure 5.4. Zero-span measurement traces from channels affected by interference,
test case 1.

The spectrum analyser traces in Figure 5.4 indicate no transmissions on the interfered
channels. The EUT thus can be confirmed to correctly avoid the channels on which it
detects transmissions or interference. This can be considered as correct behaviour,

passing the test case.

The rest of the channels (set 2) are free from interference and are allowed to contain
transmissions on them by the EUT in FT mode. Since the application is configured to
have the network channel on DECT channel 1659, the network beacon will not be trans-
mitted since its channel is considered ‘busy’. The traces from channels on which trans-

missions are allowed are shown below.
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Figure 5.5. Zero-span measurement traces from channels not affected by interfer-
ence, test case 1.

From the traces in Figure 5.5, it is possible to detect the presence of the cluster beacon
as the highest power spike exceeding the threshold on channel 1673, which occurs once
every 8 seconds. Lower power spikes can be seen on the adjacent channels appearing

due to out-of-band emissions.
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The second test case has the interference applied on channel set 2, as depicted in Figure

5.3. The acquired spectrum analyser traces are shown below.
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Figure 5.6. Zero-span measurement traces from channels not affected by interfer-

ence, test case 2.

In Figure 5.6, the network beacon occurring at 1-second intervals can be detected on

channel 1659, and the cluster beacon on channel 1657 with 8-second periodicity. These

power spikes exceed the threshold to indicate a transmission by the EUT is occurring on

the observed channel. This is allowed behaviour since the channels are free from any

other traffic or interference. The channels containing transmissions additionally show

power spikes due to leakage from transmissions occurring on neighbouring channels,

but they are ignored due to them being below the threshold.
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The traces from channels affected by the AWGN interference signal in the test case 2

are shown below.
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Figure 5.7. Zero-span measurement traces from channels affected by interference,

test case 2.

As seen in Figure 5.7, all the channels having interference applied on them show no

transmissions on them by the EUT.

Verdict: The spectrum analyser traces shown in the figures above show the desired

result. The implementation can thus be confirmed to comply with the regulatory channel

access requirements when operating in FT mode. Further test cases could be made for

this test by experimenting with varying sets of interfered channels.
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5.4 Channel Access of a Radio Device in PT mode and Random
Access

5.4.1 Definition

The test requirements are defined in the ETSI EN 301 406-2 harmonised standard [29].
The PT mode tests are conducted with the common test setup shown in Figure 5.1. In
this test, the signal generator is unused and can be switched off. Now, the companion

device is used for this test.

In the PT mode tests the EUT operates only in PT mode. The PT mode tests of the
harmonised standard initially require the ability of the EUT to perform association and
begin communication on random-access resources announced by a companion device
(CD) operating in FT mode. This could be considered as being an initial test case, leading

to the initial state for the other test cases.

The purpose of the harmonised standard tests for PT mode is to verify the behaviour of
the EUT when it is requested or needs to stop using the radio spectrum for transmission.
There are two test cases to be conducted for these purposes. Both tests are initiated
from the same state, having performed association, and periodically transmitting to ran-

dom-access resources announced by the companion device in FT mode.

Initial test case

The initial test case tests the ability of the EUT to only transmit on resources announced

by the associated device in FT mode.

Test case 1

The idea of the first test is that the companion device in FT mode will change its operating
channel, forcing any associated RD to stop using the previously announced resources,

and preferably move to use the resources of the new operating channel.

When the companion device decides to change its operating channel, both the cluster
beacon transmissions and random-access resources will be moved to the new operating
channel. The companion device informs this to the EUT in the next occurrence of the
cluster beacon where it announces that the next cluster beacon will be transmitted to
another channel. The next cluster beacon then indicates random-access resources be-

ing allocated to the new operating channel.
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The target of the test is to verify that the EUT in PT mode will not continue to transmit to
the previously announced random-access resources after receiving instruction forcing
so. The requirements described in the harmonised standard state that the EUT must
cease its transmissions to an operating channel within 10 seconds after receiving an

instruction to do so, either because of changing the channel or revoking resources [29].

Test case 2

The second test case tests the behaviour of the EUT in PT mode when it completely
loses connection to the RD in FT mode. This kind of scenario could typically be caused

due to an RD getting out of range of another RD.

The functionality being tested is the random-access procedure and the validity of the
random-access resources. When the EUT cannot receive a random-access response to
a transmission because it has either been lost, there was a collision, or the EUT cannot
otherwise decode the control information of a random-access response to detect its own

short RD ID, the RD should stop using the radio resources within a specified time limit.

In the functionality defined in the core specification, not receiving a random-access re-
sponse starts a timer. If there are no responses or new random-access resources re-
ceived within that timer, the RD should stop all transmissions on the attempted random-
access resources. The RD then considers the connection to be lost, leading it to release

its association with the RD in FT mode. [18]

While not receiving any response from the companion device, the EUT may attempt to
perform retransmissions according to the random-access procedure, to the previously

received random-access resources.

The harmonised standard requires that the EUT in PT mode must cease its transmis-
sions on the operating channel within 30 seconds after it loses connection with the com-
panion device. The time instance at which the connection is considered lost is defined

as the end of the 10" transmission of the EUT after removing the companion device. [29]

The test procedure for the test cases is shown in Table 5.7 below. The verdict indicating

P means that a test will pass if the check is true or fail if the check is false.
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Step | Procedure Ref. step | Verdict
1 Power on the companion device. (RD FT) - -
2 Companion device performs operating channel selection - -
according to ETSI TS 103 636-4 [18], clause 5.1.2.

3 The companion device begins transmitting cluster and 2 -
network beacons.

4 Power on the EUT. (RD PT) - -

5 EUT performs the association procedure towards the - -
companion device according to ETSI TS 103 636-4 [18],
clause 5.8.

6 Check: Does the EUT begin to transmit to the resources 2 P
announced by the companion device?

7 Operating channel change is queued by user input. 3 -

8 The companion device indicates in a cluster beacon that 3 -
the next cluster beacon will be transmitted on a different
channel. The companion device shall inform via the con-
trol interface once it has changed operating frequency
and instructed the EUT.

9 Check: Does the EUT stop all transmissions on the pre- 4 P
viously used channel within 10 seconds after the com-
panion device changes operating frequency?

10 | Power off the EUT and companion device, then repeat 5 -
steps 1 — 6 and continue to step 11.

11 | The companion device is powered off, removed, or at- 6 -
tenuated significantly for it to lose connection with the
EUT.

12 | The EUT transmits 10 times to the previously acquired 7 -
random-access resources.

13 | Check: Does the EUT stop all transmissions within 30 7 P

seconds after execution of step 127
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5.4.2 Test configuration

The companion device is configured to operate as a qualified FT mode tester device,
announcing resources for the EUT in PT mode on any of the DECT channels except the
network channel, which is only used to transmit network beacons. The companion device
is configured to force a cluster channel change from a user input, after which the cluster
channel change will be queued, and information will be provided to the EUT in the next
occurrence of the cluster beacon message. The companion device will transmit the bea-

coning messages as defined in Table 5.3.

The EUT is configured to operate in the same network as the companion device. The
EUT is set to transmit random application data with a 1-second periodicity to the random-
access resources announced by the companion device after the EUT has acquired a
route to a sink. The transmissions of the EUT are done with a PHY header format that

requires a response from the companion device.

The test setup includes a user interface where the EUT is configured to notify the user
when it has a route to sink via GPIO. As instructed in the harmonised standard, the
companion device is configured to indicate when it has instructed the EUT to stop using
the current channel. Additionally, the companion device indicates the successful recep-
tion of a packet via another GPIO to verify that the EUT uses the resources announced

by the companion device.

5.4.3 Spectrum analyser measurement

The spectrum analyser is used to capture the traces from which the test verdicts can be
deduced. The used spectrum analyser settings are as shown in Table 5.5, and further

modified by the parameters defined in this paragraph.
Initial test case

The spectrum analyser may be used to check whether the companion device is respond-
ing to the transmissions of the EUT. For this, modified spectrum analyser settings are

needed, as shown in Table 5.8.
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Table 5.8. Spectrum analyser parameters for checking transmission-response pair.

Parameter Requirement in EN 301 406-2 Used value

Sweep time Sufficient to cover the period over | 2 ms
which the transmission is spread

out.

Trigger Video Video

Test case 1 & 2

For the test cases 1 and 2, only the spectrum analyser sweep time is modified. By having

a longer sweep time the results will prove to be more reliable.

Table 5.9. Spectrum analyser parameters for PT mode testing.

Parameter Requirement in EN 301 406-2 Used value

Sweep time Sufficient to cover the period over | 50 s
which the transmission is spread

out.

5.4.4 Test procedure

Both the companion device and the EUT are powered on. The EUT in PT mode should
initiate the association procedure based on the beacon messages transmitted by the
companion device in FT mode. After a successful association, the EUT should have a

route to sink.

When the EUT is confirmed to have a route to the sink, it should begin transmitting data
to the random-access resources announced by the companion device. Having the route
to the sink and transmitting the data can be externally identified from the GPIOs on both
the EUT and companion device. Another method to verify the correct random-access
resource use is to observe whether the companion device transmits a response message
to the EUT.

To begin any of the tests, the transmissions occurring on the operating channel should
be monitored using the spectrum analyser. The operating channel is searched by taking
long enough zero-span measurements to cover the periodicity of EUT transmissions. A
measurement trace is taken from each possible DECT channel except the network chan-

nel and a threshold is applied to verify that a transmission is occurring on the observed
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channel and not caused by leakage from another channel. After the operating channel
is found, the EUT transmissions should be seen as power spikes on the spectrum ana-

lyser display.

Initial test case

The GPIOs of both the companion device and the EUT are monitored to verify the use

of the correct random-access resources.
OR

A 2-millisecond sweep, triggered by the power level of the EUT transmission is primed.
When the sweep is triggered, the spectrum analyser should show the transmissions of
both the EUT and companion device, indicating that the EUT uses the correct random-

acCCess resources.

Test case 1

The 50-second spectrum analyser sweep is triggered. After an arbitrary number of peri-
odic transmissions by the EUT, the channel change may be triggered on the companion
device. The spectrum analyser is allowed to sweep for the whole sweep time. After com-
pleting the sweep, the measured trace data is saved for further analysis and defining the

verdict.

Test case 2

After the first test case, the new operating channel is selected according to the channel
selection rules and thus needs to be searched again. Both devices can be reset for con-

ducting the second part of the test, or the newly picked channel may be used.

In the second test, a 50-second spectrum analyser sweep is triggered. After detecting at
least one EUT transmission, the companion device is powered off, causing the EUT to
lose its connection to the companion device. The measured trace data from the spectrum

analyser is again saved for further analysis.
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5.4.5 Result analysis and verdict

To define a verdict, the channel traces are inspected, and the transmissions of both the
EUT in PT mode and companion device are identified. In the PT mode tests, a positive
verdict is reached when a trace shows that no further transmissions by the EUT are
occurring after the defined time limit, and after that, only the noise floor of the spectrum

analyser can be seen.

Initial test case

For the initial test case, the transmissions of the EUT are inspected and checked whether
the companion device is sending a response, which would indicate that the EUT is using
the correct channel resources. An acquired trace of the transmission—response pair of

the EUT and companion device is depicted in Figure 5.8 below.

EUT - Companion device, transmission-response pair

=50 1

Tracepoint RMS power (dBm)

—60 4

_?0 T T
0.0 0.5 1.0 1.5 2.0
Time {(ms)

Figure 5.8. Transmission - response pair of the EUT and companion device.

The figure above shows that some transmission is followed by another shorter transmis-
sion with a lower power level. The power differences indicate that the sources of the
transmissions might be different.

As shown in Table 5.1, the EUT has around 30 dB less attenuation on the path to the
spectrum analyser than the companion device, thus the transmissions of the companion
device with the same transmission power can be seen as having around 30 dB lower

level.
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The transmissions in Figure 5.8 having around 30 dB power difference can thus be iden-

tified as a transmission—response pair of the EUT and the companion device.

Test case 1

The result from the test case 1 is shown in Figure 5.9 below.
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Figure 5.9. The expected spectrum analyser trace showing the EUT follow the in-
structions of the companion device.

Figure 5.9 shows the transmissions of both the EUT and companion device. Due to the
low time resolution of the trace, a transmission-response pair for a unicast transmission
will occur within a timespan of one trace point, thus they cannot be seen as separate
power spikes, but rather as the total sum of the powers within one point. This transmis-

sion—response pair was shown in the Figure 5.8.

In this test case instance, the channel change has been triggered after detecting 4 trans-
missions by the EUT. In Figure 5.9, the time instance at which the channel change is

triggered by the tester is shown as the solid red line.

The dashed red line in the Figure 5.9 indicates the time instance at which the companion
device transmits the cluster beacon which informs that the next cluster beacon will be on
another channel. By zooming in on the Figure 5.9, the cluster beacon transmissions can

be seen more clearly as the lower power spikes as shown in the Figure 5.10 below.
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Figure 5.10. Test case 1 trace showing cluster beacon transmissions of the com-
panion device as the lower power spikes.

After the instruction received in the cluster beacon, the EUT continues to transmit to the
random-access resources on the current channel since the companion device does not

change its operating channel until the next occurrence of the cluster beacon’.

The dotted red line in Figure 5.9 indicates the time instance at which the companion
device has changed its operating channel, i.e., transmitted its cluster beacon on a new
channel. This should occur after the time defined in the cluster beacon periodicity after

the previous beacon.

The time limit for the EUT to cease its transmissions on its current channel is defined as
10 seconds after the first transmission by the EUT after the companion device has
changed its operating channel [29]. As seen from the Figure 5.9, the EUT does not trans-
mit anything on the observed channel after the indicated channel change. This results in
the time limit not being defined, and the result being 0 seconds, giving a positive test
verdict.

' From the DECT-2020 NR standard point of view, an RD in FT mode is allowed to have its
random-access resources on different channel than it is transmitting its cluster beacons. This
would allow the companion device to change its operating channel at the same time instance it
instructs the EUT.
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Test case 2

The acquired spectrum analyser trace for the test case 2 is shown below.
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Figure 5.11. Spectrum analyser trace of EUT transmissions when the companion
device is disconnected.

The Figure 5.11 shows the behaviour of the EUT when the companion device is powered
down. After the companion device is powered down (indicated as the solid red line), the
EUT transmits a regular transmission but does not get a response in the expected re-
sponse window. This will cause the EUT to retransmit on the same, previously acquired

random access resources unless the resources have expired.

The successful transmissions can be seen as the first 3 power spikes in Figure 5.11,
after which the transmission rate significantly increases, depicting the retransmissions in
a quick succession. Multiple retransmissions will be done within the timespan of one

trace point thus showing an increased RMS level for some trace points.

The transmissions are stopped after the EUT finally considers the connection lost.
Among the retransmissions, the EUT may transmit other messages as well, such as
configuration request messages when the EUT does not receive an expected cluster
beacon [18].

The harmonised standard requires that all transmissions on the used channel should
cease within 30 seconds of losing connection with the companion device, where the ref-
erence start time is defined to be the end of the 10™ transmission of the EUT after losing
connection [29].
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In Figure 5.11, the trace data indicates that the time between the first transmission, after
the companion device is powered down and completely stopping all transmissions, is
around 11 seconds. There is no certainty from the traces at which time instance the 10%"
transmission occurs because of the low time resolution. Therefore, using the first trans-
mission after powering down the companion device as a reference point for the 30-sec-
ond limit should be a sufficient option for this test implementation since it can only make
the requirement tighter. This tightened requirement is indicated in Figure 5.11 as the

dotted red line.

The results of both test cases and their relative requirements are summarised in the
Table 5.10 below.

Table 5.10. Results of PT mode tests.

Test procedure Time for EUT to cease | ETSI EN 301 406-2
its transmissions (s) Requirement

Operating channel change Os <10s

Companion device disconnection 111s <30 s

Verdict: By acquiring the spectrum analyser traces plotted in Figure 5.8, Figure 5.9 and
Figure 5.11, the EUT operating in PT mode can be confirmed to operate according to
the random-access requirements of the harmonised standard, by ceasing its operation

on a random-access channel within the required time limits.
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6. CONFORMANCE TEST DEFINITIONS

In this chapter, a set of new conformance test cases are designed and defined for the
DECT-2020 NR MAC layer. At the time of writing this thesis, the specification version is
v1.5.1. [18]

6.1 Scope of the test definitions

The MAC layer tests defined for both the FT and PT are done for basic mandatory func-
tionalities that can be observed during any communication between two or more radio
devices. The test purposes are derived from the MAC layer specification while taking
inspiration from other available standardised conformance test specifications, such as
the 3GPP 5G UE conformance specification [21], the standardised ETSI test suites [20]
and the Bluetooth GAP test suite [38]. These tests for FT mode include:

Operating channel and sub-slot selection

Beaconing transmissions
- Random access procedure
- Association procedure
And for PT mode:
- RD selection
- Association procedure
- Random access transmission
- Random access procedure
- Power control
- Mobility procedure

The test purposes are written with the TPLan notation [23], having a less strict structure
and freely used keywords which better fit the conformance requirements of the core
specification. The motivation i.e., the purpose of the tested function is briefly described
for each defined test purpose. Some procedures that may be tested in a sequence are

accompanied by a test sequence chart.
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The tester may need to force the IUT to perform specific operations, such as to transmit
upper-layer application data to test certain functionalities or indicate to the upper tester

that it has received a packet.

In test purposes where the tester is indicated to transmit specific messages to the IUT,
those messages should be described in detail within the conformance specification for
different profiles. Having the message contents specified makes different test implemen-

tations have the same basis and standardises testing.

6.2 MAC layer test definitions for RD in FT mode

This part provides test purposes for MAC layer FT mode functions that are essential for

basic interconnectivity between different implementations of DECT-2020 NR.

All the conformance requirements concerning the MAC layer specification refer to ETSI
TS 103 636-4 [18] unless otherwise stated.

6.2.1 Initial test states

Due to the autonomous and automatic operation of DECT-2020 NR, the initial states do
not require any form of tester or user input to be reached. All connections formed be-

tween devices happen automatically when RDs in the same network detect each other.

The initial states for the test purposes (conditionals in the with statement) for IUT in FT

mode may be divided into these two states:

- Initial state where the IUT in FT mode has not yet selected its operating channel.

In other words, the IUT is powered on.
- IUT is beaconing and announcing random access resources.

The beaconing state could be considered as being a stable state that the IUT in FT mode
reaches after choosing its operating channel. A stable state does not change without
receiving a stimulant. Additionally, the ‘beaconing’ state may be more focused based on
whether the IUT has sent a specific message. Having initial states based on a received
message is not recommended since it does not always include an observable semantic
action from the IUT. The initial state of the test purpose may also include variables and

timers.
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6.2.2 Operating channel selection

The operating channel selection is an initial operation of an RD operating in FT mode. In
this procedure, the RD in FT mode scans channels to find a suitable channel on which it
will coordinate local radio resources and transmissions of RDs connecting to it. The con-
formance requirements for operating channel selection are described in ETSI TS
103 636-4, clause 5.1.2 [18].

For the first test purpose, the RD should pick a short RD ID randomly such that it does
not conflict with any other RD in the local area. The task may be more difficult than ex-
pected since RDs not beaconing or transmitting periodically may be left undetected and

may cause conflicts later.

(1)

with {IUT in initial state}
ensure that {
when {IUT initiates FT mode operation}
then {IUT selects a unique short RD ID in the local area}

}

DECT-2020 NR supports multiple operating bands [30], and thus the IUT should select
the operating channel from within those bands. Additionally, the channel should be se-

lected according to the national regulations.

(2)

with {IUT in initial state}
ensure that {
when {IUT initiates FT mode operation}
then {IUT selects the operating channel from a supported band}

}

When an RD initiates FT mode operation, it shall conduct a background scan to find a
suitable operating channel. The test purpose (3) verifies that when the IUT measures
each channel and determines the statuses of their sub-slots, the IUT should select the

least occupied channel.

()

with {IUT in initial state}
ensure that {

when {IUT has measured all channels during background scan}

then {IUT selects a channel with the lowest number of €‘busy’ sub-slots
which has the highest number of ‘free’ sub-slots}

}
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The core specification allows the IUT to stop the background scan procedure early if a
sufficiently good channel is found. The test purpose (4) is designed in a way that is pass-

able even if better channels could be found after stopping the scan.

(4)

with {IUT in initial state}
ensure that {

when {IUT detects a channel with the amount of ‘free’ or ‘possible’ sub-
slots being greater or equal to SCAN_SUITABLE at SCAN_MEAS_ DURATION}

then {IUT selects any channel where the amount of ‘free’ or f‘possible’
sub-slots is greater or equal to SCAN_SUITABLE at SCAN_MEAS_DURATION}

}

The test purpose (5) is to verify that the IUT re-evaluates the channel status periodically
at least with the indicated periodicity. By not announcing the ‘busy’ channels in resource
announcements, the network should experience fewer collisions even when the listen
before talk protocol is used. To verify that the IUT updates the sub-slot statuses, the

random-access resources it announces may be monitored.

)

with {IUT in initial state or beaconing}
ensure that {

when {IUT selects an operating channel}

then {IUT regularly updates the statuses of sub-slots defined as ‘free’
or ‘possible’ at least once per timer scanStatusValid}

}

The DECT_PROTECTED variable brings additional channel selection rules to use [18]. It
lowers the periodicity at which the sub-slot statuses should be updated. The method

used for determining the statuses is the Last-Minute Scan function.

(6)

with {IUT in initial state and DECT_PROTECTED is TRUE}
ensure that {

when {IUT selects an operating channel}

then {IUT regularly updates the statuses of sub-slots defined as ‘free’
or ‘possible’ at least once per timer dectProTime}

}

As the used operating channel begins to get more traffic, but most of the occurring trans-
missions are not targeted towards the IUT, the channel may not anymore be sufficient
for the operation of the IUT. The test purpose (7) verifies whether the IUT will begin to

search for a better channel to operate on.
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(7)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT measures its own channel, and the amount of ‘busy’ sub-slots
is greater or equal to CHANNEL_LOADED at SCAN_MEAS_START}

then {IUT re-initiates channel selection procedure}

}

6.2.3 Beaconing transmissions

The conformance requirements for the beaconing transmissions are defined in ETSI TS
103 636-4, clause 5.1.5, and for the network and cluster beacon messages in clauses
6.4.2.2 and 6.4.2.3 respectively [18].

Since the network beacons can be transmitted on a limited set of channels, signalling
the operating channel and timing information of a device in FT mode, significantly speeds

up the process of setting up a connection and initialising data transfer [18].

The test purpose (1) verifies that the timing and channel information of the cluster beacon

transmission is correctly indicated in the network beacon message.

(1)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT sends a “Network beacon message” containing “Time to next” and
“Next Cluster Channel”’}

then {IUT sends a “Cluster beacon message” after “Time to next” to “Next
Cluster Channel”}

}

The variables “time to next” and “next cluster channel” indicate the time until the next
occurrence of the cluster beacon message in microseconds, and the centre frequency is
indicated as the absolute channel frequency number defined in ETSI TS 103 636-2 [30].

The transmission timing follows an accuracy requirement of +10 ppm [30].

The test purposes (2) and (3) verify that the RD in FT mode begins transmitting network
and cluster beacons with regular periodicity after the selection of the operating channel.
As an example, having accurately timed beacons allows low-powered devices to only

wake up briefly to listen to the beacon by knowing the exact timing.
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(2)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT sends a “Network beacon message”}

then {IUT sends another “Network beacon message” after the time indicated
in “Network beacon period”}

}

3)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT sends a “Cluster beacon message”}

then {IUT sends another “Cluster beacon message” after the time indicated
in “Cluster beacon period”}

}
Note: When implementing the periodicity test, multiple consecutive periodic transmis-

sions should be monitored to verify conformance.

To ease the implementation of a test suite, a test procedure chart may be added for each

feature to clarify testing and to help identify how different test purposes are related.

Table 6.1. Test sequence for test purposes defined for beaconing transmissions.

St Procedure Message Sequence | TP Verdict
IUT-TST | Message

1 IUT transmits a network beacon --> Network - -
message indicating “Time to next” beacon
and “Next Cluster channel” in Net- message
work Beacon IE.

2 | Check: Does the IUT transmit a --> Network 2 P
network beacon message after the beacon
time indicated in “Network beacon message
period” after step 17

3 | Check: Does the IUT transmit a --> Cluster 1 P
cluster beacon message after the beacon
time indicated in “Time to next” on message
the channel indicated in “Next
Cluster channel”? (Note 1)

4 | Check: Does the IUT transmit a --> Cluster 3 P
cluster beacon message after the beacon
time indicated in “Cluster beacon message
period” after step 37

Note 1: The IUT may transmit multiple Network beacon messages before transmitting
a Cluster beacon message.

Note 2: The transmission timing of the beacons shall follow the accuracy requirement
defined in ETSI TS 103 636-2 [30].
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6.2.4 Random-Access procedure

The conformance requirements for the random-access procedure are defined in ETSI
TS 103 636-4 clause 5.3, and clause 6.4.3.4 for the Random-Access Resource IE [18].

The initial beaconing state for these tests is automatically reached after the RD in FT
mode has selected an operating channel and can be confirmed by observing beaconing

transmissions.

The test purposes verify that the EUT in FT mode is listening for transmissions on the
random-access resources it has announced and is able to send HARQ feedback when

requested or behave logically according to the received messages.

When the EUT receives a packet, it must be able to decode and correctly receive the
PCC to be able to decode the PDC. This is because the PCC contains the PHY control
field used to indicate the packet size and MCS required for decoding the PDC [18] [37].
Thus, if the PDC is indicated to fail, it means that the PCC has been successfully re-
ceived. If the PCC is indicated to fail, it means that the receiver has failed to decode the
PCC trying both 40- and 80-bit header lengths.

The test purpose (1) combines the PCC-failure of all header types and formats, since it

is not able to acquire the information related to those.

(1)

with {IUT beaconing and announcing RACH resources}

ensure that {
when {IUT receives any transmission and PCC decoding fails}
then {IUT ignores the packet}

}

Test purposes (2) and (3) test whether the RD in FT mode transmits a random-access
response to a transmission requesting HARQ-feedback when the result of decoding the

packet either succeeds or fails.

(2)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT receives a transmission containing “PHY header type 2” indi-
cating “format 000”, and PDC decoding fails}

then {IUT sends a response message containing “HARQ-feedback” indicating
NACK within the RACH response window}

}
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3)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT successfully receives a transmission containing “PHY header
type 2” indicating “format 000}

then {IUT sends a response message containing “HARQ-feedback” indicating
ACK within the RACH response window}

}

If the IUT receives a packet that does not request HARQ feedback, upon failing to de-
code the PDC data, the IUT ignores the data part. It is expressed in test purpose (4).

(4)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT receives a transmission containing “PHY header type 2” indi-
cating “format 001, and PDC decoding fails}

then {IUT ignores the PDC data}

}

The test purpose (5) verifies whether the IUT behaves according to the received MAC
PDU. To clarify, the transmitter using the header format 001 does not require nor expect
HARQ feedback, but when required to behave logically, a response may be required.
This test purpose is untestable on its own due to ambiguity. Test purposes for the indi-

vidual functionalities are defined in their own sections.

(®)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT successfully receives a transmission containing “PHY header
type 2” indicating “format 001"}

then {IUT behaves according to the received MAC PDU}

}

Note: if the received MAC PDU indicates a control message requiring a logical response,
such as an association request, the EUT shall respond inside the RACH response win-

dow.

The random-access procedure test purposes, except (5), can be included as a single

test sequence, as shown in the table below.
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Table 6.2. FT mode random-access procedure test sequence.

St Procedure Message Sequence | TP Verdict
IUT-TST | Message

1 TESTER sends an undecodable <-- - - -
packet to IUT.

2 | Check: Does the IUT ignore the re- - - 1 P
ceived packet?
3 | TESTER sends a packet with <-- MAC PDU - -

faulty PDC to IUT with header type
2, format 000.

4 | Check: Does the IUT send a re- --> HARQ 2 P
sponse message  containing feedback
HARQ feedback indicating NACK?

5 | TESTER sends a valid packet to <-- MAC PDU - -
IUT with header type 2, format 000.

6 | Check: Does the IUT send a re- --> HARQ 3 P
sponse  message  containing feedback
HARQ feedback indicating ACK?

7 | TESTER sends a packet with <-- MAC PDU - -
faulty PDC to IUT with header type
2 format 001.

8 | Check: Does IUT ignore the re- - - 4 P

ceived packet?

6.2.5 Association procedure

The conformance requirements for the association procedure are defined in ETSI TS
103 636-4, clause 5.8, and for the MAC messages in clauses 6.4.2.(4 — 6) [18].

The test purpose (1) checks if the EUT responds to the received message accordingly
only having a requirement to respond. In any situation, there should be a logical re-
sponse, whether the response indicates acceptance or rejection. It is up to the imple-
mentation to decide whether it can accept or reject the request. After the transmission of
the response, the IUT should assume the association either as successful or unsuccess-

ful according to the content.

(1)

with {IUT beaconing and announcing RACH resources}
ensure that {

when {IUT receives an “Association request message”}

then {IUT sends an “Association response message” within the RACH re-
sponse window}

}



68

The test purposes (2) and (3) define a partially untestable test for verifying the associa-
tion release, since there is no specified mandatory semantic action occurring from re-

leasing an association.

(2)

with {IUT beaconing and announcing RACH resources}
ensure that {
when {IUT sends an “Association release message”}
then {IUT considers association with the target released}

}

3)

with {IUT beaconing and announcing RACH resources}
ensure that {
when {IUT receives an “Association release message”}
then {IUT considers association with the sender released}

}

6.3 MAC layer test definitions for RD in PT mode

This part provides test purposes for MAC layer PT mode functions that are used for basic

interconnectivity between implementations of DECT-2020 NR.

All the conformance requirements concerning the MAC layer specification refer to ETSI
TS 103 636-4 [18] unless otherwise stated.

6.3.1 Initial test states

The initial states for the IUT in PT mode may be divided into two groups, ones where the
IUT is associated with an RD in FT mode and ones where not, i.e., connected, and un-
connected, or having a route to the sink or not. These states can further be focused

based on whether the RD has transmitted specific messages.
- Un-associated / unconnected / initial state
- Associated / connected

The connected state includes the assumption that the IUT is periodically receiving the

cluster beacon messages and the indication of random-access resources.
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6.3.2 RD selection for association

The conformance requirements for the association procedure are defined in ETSI TS
103 636-4, clause 5.8 [18]. The used messages, association request, response, and re-

lease are defined in clauses 6.4.2.4, 6.4.2.5, and 6.4.2.6 respectively [18].

The test purpose (1) checks whether the RD tries to associate with an RD in the desired
network. The rest of the test purposes (2) and (3) verify that the selection of the target

RD is done optimally as described in the specification [18].

(1)

with {IUT in unconnected state}
ensure that {

when {IUT receives “Network beacon messages” from multiple RDs}

then {IUT may initiate reception of “Cluster beacon messages” indicating
desired network ID}

}

(2)

with {IUT in unconnected state}
ensure that {

when {IUT receives “Cluster beacon messages” from multiple RDs exceeding
the minimum RSSI-2 quality level}

then {IUT initiates the association procedure with the RD providing the
lowest route cost}

}

©)

with {IUT in unconnected state}
ensure that {
when {IUT receives “Cluster beacon messages” from multiple RDs exceeding
the minimum RSSI-2 quality level and indicating identical lowest route costs}
then {IUT initiates association procedure with an RD providing the high-
est RSSI-2 value}

}

6.3.3 Association procedure

The association procedure tests verify that the IUT in PT mode is able to automatically
perform the association procedure with an RD in FT mode when wanting to join a net-
work. The conformance requirements for the association procedure are as defined in FT

mode tests.
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The test purpose (1) verifies whether the IUT will transmit an association request to an
RD which it considers the best option. This test does not consider which RD the IUT

chooses.

(1)

with {IUT in unconnected state}
ensure that {
when {IUT has selected a target RD for association}
then {IUT sends an “Association request message” to the target RD}

}

The test purpose (2) is a message-specific random-access procedure test for association

procedures.

(2)

with {IUT having sent an “Association request message” to an RD in FT mode}
ensure that {

when {IUT does not receive an “Association response message” within the
RACH response window}

then {IUT initiates a new random-access procedure for sending the “Asso-
ciation request message”}

}

The test purposes (3) and (4) verify the operation of the IUT when it receives an associ-

ation response message indicating accepted association.

()

with {IUT having sent an “Association request message” to an RD in FT mode}
ensure that {

when {IUT receives an “Association response message” indicating associ-
ation accepted}

then {IUT considers association successful if it can use the configura-
tion for communication}

}

For the test purpose (4), the IUT is unable to use the signalled configuration and thus an
association release is required to be transmitted since the RD in FT mode would other-

wise consider the association successful.

(4)

with {IUT having sent an “Association request message” to RD in FT mode}
ensure that {

when {IUT receives an “Association response message” indicating associ-
ation accepted and indicating a configuration it is unable to use}

then {IUT sends an “Association release message” indicating “Incompatible
configuration”}

}
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When the association request of the IUT has been rejected, it should retry the association

procedure, while also following the reject timers.

®)

with {IUT having sent an “Association request message” to RD in FT mode}
ensure that {

when {IUT receives “Association response message” indicating association
rejected}

then {IUT does not send a new “Association request message” to the same
RD until timer rejectTimer expires}

}

All RDs should consider their association with another RD released when receiving or
transmitting an association release message without further questioning. The associa-
tion release message may be transmitted at any time, after which the IUT may then freely

re-initiate the RD selection procedure.

(6)

with {IUT in connected state}
ensure that {
when {IUT receives an “Association release message”}
then {IUT considers association with the sender released}

}

(7)

with {IUT in connected state}
ensure that {
when {IUT sends an “Association release message”}
then {IUT considers association with the target released}

}

6.3.4 Random-Access transmission

The random-access tests for the PT mode verify that the IUT is capable of transmitting
and retransmitting to the random-access resources announced in a cluster beacon mes-
sage by the tester in FT mode. The conformance requirements for random access trans-
mission are defined in ETSI TS 104 636-4, clause 5.3.3 [18].

The test purposes (1) and (2) test the LBT mechanism used to access the channel, and

the initial random-access transmission capability for both busy and free channels.
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(1)

with {IUT in connected state}

ensure that {
when {IUT has a MAC PDU to be transmitted and the channel is ‘free’}
then {IUT performs LBT and transmits to the RACH resources}

}

(2)

with {IUT in connected state}

ensure that {
when {IUT has a MAC PDU to be transmitted and the channel is ‘busy’}
then {IUT performs LBT and defers from transmitting}

}

The following test purposes (3), (4), and (5) verify that the IUT listens for a random-
access response after transmitting to the random-access resources and behaves ac-
cording to the response. The IUT can only receive the response if the has been able to

decode the control information.

3)

with {IUT having sent a unicast data packet containing “PHY header type 2“
indicating “format 000” to RD in FT mode}
ensure that {

when {IUT does not receive a response message as PHY control in the RACH
response window}

then {IUT initiates a new random-access procedure}

}

(4)

with {IUT having sent a unicast data packet containing “PHY header type 2”
indicating “format 000” to RD in FT mode}
ensure that {
when {IUT receives a response message as PHY control indicating NACK}
then {IUT initiates a new random-access transmission}

}

)

with {IUT having sent a unicast data packet containing “PHY header type 2”
indicating “format 000” to RD in FT mode}
ensure that {
when {IUT receives a response message as PHY control indicating ACK}
then {IUT considers the transmission successful}

}
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For the test purposes (3), (4), and (5), the response may be either a unicast message or

a broadcast message including a broadcast indication IE [18].

The test purposes (3), (4), and (5) should be tested with different random-access re-

source |IE configurations. These should include:

- Channel field present: Random access transmission should occur on the indi-

cated channel.

- Channel 2 field present: Random-access response should be received when it is

transmitted on the indicated channel.

The test purpose (6) tests whether the IUT is able to consider previously acquired ran-

dom access resources invalid in the case of losing connection to the RD in FT mode.

(6)

with {IUT having sent a unicast data packet containing “PHY header type 2”
indicating “format 000” to RD in FT mode}
ensure that {

when {IUT does not receive a response message within the RACH response
window}

then {IUT initiates a new random-access procedure and starts timer
dectRachResourceFailure}

when {IUT does not receive a response message or “Cluster beacon message”
containing “Random-access resource IE” before timer dectRachResourceFailure
expires}

then {IUT considers resources invalid and releases association with the
RD in FT mode}

}

Test purpose (7) verifies whether the transmitted packet length is less or equal to the
maximum allowed RACH length. The maximum allowed packet length is instructed in the

random-access resource |E.

(7)

with {IUT in connected state}
ensure that {
when {IUT has a MAC PDU to be transmitted}
then {IUT transmits the packet if it fits on the RACH resources}

}

6.3.5 Power control

The conformance requirements for power control are defined in ETSI TS 103 636-4,
clause 5.1.5 [18].

The power control test purposes (1) and (2) verify that the IUT in PT mode does not

exceed the power level constraints set by the coordinating RD in FT mode. The used



74

power levels by the IUT may be identified from the PHY control field, or by measuring

the actual transmission power using a spectrum analyser.

(1)

with {IUT in unconnected or connected state}
ensure that {

when {IUT receives a beacon message}

then {IUT adjusts its power level to equal or less than the transmit
power indicated in the PHY control field of the beacon message, before initi-
ating any transmission towards the RD in FT mode}

}

(2)

with {IUT in unconnected or connected state}
ensure that {

when {IUT receives a beacon message indicating the presence of clusters
max TX power field in network/cluster beacon message IE}

then {IUT adjusts its power level to equal or less than instructed in
the clusters max TX power field before initiating any transmission towards the
RD in FT mode}

}

The test purpose (3) tests how the IUT adapts its transmission power to the channel
quality. For it to be testable, a tester needs to inform the IUT about the channel quality
using the Channel Quality Indicator (CQl) included in feedback messages. The CQlI in-
forms the IUT about the MCS the tester is able to receive without exceeding 10% BLER
[18]. For the test purposes, the tester should indicate the highest possible MCS satisfying
the BLER criteria, even if does not support the indicated MCS.

The method to verify whether the minimum power has been chosen by the IUT is simple.
The IUT should select the MCS informed in the CQI with the used power level or adjust
the power level to match the used MCS with the MCS indicated in the CQl. If the MCS
informed in the CQI is higher than the used MCS, the transmission power should be

lowered or increased if the CQI indicates a lower MCS.

3)

with {IUT in unconnected or connected state}
ensure that {

when {IUT transmits a unicast message}

then {IUT adjusts its power level as a minimum to reach the target BLER
with the used MCS}

}



A test sequence chart for the power control tests is proposed below in Table 6.3.

Table 6.3. PT mode power control test sequence.
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transmission power such that the
MCS indicated in the CQI matches
the used MCS?

St Procedure Message Sequence | TP Verdict
IUT-TST | Message

1 TESTER transmits a cluster bea- <-- Cluster - -
con without indicating TX power Beacon
field. message

2 Check: Does the IUT transmit --> MAC PDU 1 P
unicast messages with a power
level equal to or lower than the
cluster beacon was transmitted
with?

3 | TESTER transmits a cluster bea- <-- Cluster - -
con indicating TX power field and Beacon
Clusters Max TX power. message

4 | Check: Does the IUT transmit --> MAC PDU | 2 P
unicast messages with a power
level equal to or lower than in-
structed in the Clusters Max TX
Power field?

5 | Check: Does the IUT adjust its --> MAC PDU | 3 P
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6.3.6 Mobility procedure

The conformance requirements for the mobility procedures are defined in ETSI TS
103 636-4, clause 5.7 [18]. The mobility procedure is initiated by an RD in PT mode, and

it includes measuring RSSI-2 values of received beacon transmissions.

The purpose of the test is to ensure that when connections between associated RDs
vary in signal quality, the radio devices are able to detect this and begin searching for
better options in terms of link quality. The link quality is based on RSSI-2 measurement,
which is the power measured from a received packet from which the control information
(PCC) can be decoded. In the case of DECT, the RSSI-2 can be measured from the
suitable cluster and network beacon messages. Variations in signal quality occur mostly
due to the movement of radio devices in comparison to one another, thus being called

the mobility procedure.

The benefit and importance of the mobility procedure is to keep the DECT-2020 NR
mesh network optimised and heal the network in the case of router failures. Poor link
qualities may increase the load of a network due to retransmissions, and thus lower the

actual data throughput.

(1)

with {IUT in connected state}
ensure that {

when {IUT receives beacon messages of other RD indicating better link
quality of RELATIVE_QUALITY countToTrigger times in a row}

then {IUT initiates association procedure towards the RD providing the
better route and releases the current association}

}

Note: The association may be released either before or after the new association.
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7. TEST SETUP EXAMPLES

This chapter demonstrates two possible types of test systems for implementing conform-

ance test cases and verifying results. Testing using simulations and physical test setups.

7.1 Testing architecture

Conformance testing of a single protocol layer always includes a tester and the system
under testing (SUT). How the testing is performed in practice is a test implementation
question. Commonly, the IUT needs to be tested as a part of a larger system, where the
tested functionality is embedded. A general test architecture for embedded testing is

shown in Figure 7.1.

SUT

- o IUT

Context

Tester

y

Verdict » Pass/Fail

, Reference
system

A4

Test suite

Figure 7.1. General test architecture for embedded IUT testing, where the tester com-
pares the outputs of a reference system with the ones of the SUT to define a verdict [39].

In embedded testing, The IUT can only be accessed by tester through other intermediate
functionality of the system, called context, as shown in Figure 7.1. The tester thus needs
to decide the verdicts based on the behaviour of the whole system. This requires that
the functionality of the surrounding context should be known and assumed to be correctly

implemented [39].

In some test suites such as in the Bluetooth general access profile test suite, the system
under testing takes input and gives output to two different testers, called lower tester and

an upper tester [38].
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7.1.1 Upper and lower testers

A protocol specification defines the behaviour of a protocol entity at the upper and lower
access points, i.e., service access points (SAP). The SAPs that are accessible for a
tester to observe and control the IUT are called Points of Control and Observation (PCO).
For protocol conformance testing, two PCOs are used, one for accessing the IUT from
the lower PCO and one for the upper PCO, resulting in the use of a lower and upper

tester.

The role of the upper tester is to control and observe the IUT from the upper PCO. This
could be considered as accessing the IUT via the application interface. The upper tester
can thus control and observe the IUT within the limitations of the implementation. For
example, the upper tester may configure the IUT to operate in a certain mode, such as
forcing the RD to operate in FT or PT-only modes or make the IUT transmit or receive

application data.

A lower tester observes and controls the IUT via the lower PCO. This can be considered
as the physical layer access point of the IUT, i.e., observing and controlling the IUT using
physical signals. A lower tester may operate as another RD sending standard compliant
messages to the IUT, such that the IUT responds as it would in a real-use scenario. The
lower tester may modify the message contents artificially to test the behaviour of different
functions, and even modify them to be invalid or undecodable in order to observe the
IUT behaviour in those cases. The lower tester observes the behaviour of the IUT by
capturing its transmissions. In some cases, such as testing the RD selection procedure
of DECT-2020 NR, multiple lower testers may be needed, or the lower tester needs to

simulate the whole network.

The tester entity coordinates both the lower and upper testers to execute the tests and

to define verdicts according to a standardised test suite, as shown in Figure 7.1.

7.1.2 Test architecture for DECT-2020 NR

In this thesis, the implementation under testing is the MAC layer implementation of the
DECT-2020 NR profile for the Wirepas 5G mesh.

A possible test architecture for a DECT-2020 NR MAC layer implementation is shown
below in Figure 7.2. It is based on general test architecture for embedded testing, where
the IUT is a part of a larger system (SUT) [39]. The upper tester (UT) accesses the SUT
through the application interface, and the lower tester (LT) from the PHY layer. In Figure

7.2, the MAC protocol is the target for testing, indicated as IUT.
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Figure 7.2. Test architecture for DECT-2020 NR embedded testing, where the MAC
protocol is the IUT. Includes both the upper and lower testers (UT & LT).

The lower and upper testers are parts of the tester, where they can either control or
observe the IUT through the context via the Points of Control and Observation (PCO).

Naturally, observing the behaviour is used for defining any verdicts.

7.2 Protocol conformance testing using Wireshark

Wireshark [40] is a network protocol analyser tool which allows inspection of sent and
received messages on a bit level. Wireshark allows the parsing of captured packets to
create an easily inspectable tree structure from the information elements, headers and
bitfields.

The testing is done by inspecting a packet capture acquired from a system simulation
where the simulated RDs use the implementation under testing (IUT). From the test ar-
chitecture point of view, the system simulation includes the IUT, the upper tester in the
form of the simulation application, and the control part of the lower tester which simulates
the other nodes in the network. The packet captures along with the Wireshark operate

as the observing part of the lower tester.

To be able to inspect the captured packet contents, the simulator does not cipher the
MAC PDUs. The captured packets are parsed using a custom-made DECT-2020 NR
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Wireshark plugin. Wireshark does not directly test anything, but the contents of the pack-
ets, their sequences, and timing information may be used to manually check the behav-

iour of the implementation against the test purposes defined in a test specification.

7.2.1 Beaconing transmissions; Cluster beacon timing

For inspecting the beaconing functionalities, a simulation where a single RD is operating
in FT mode is ran. The test purpose (1) defined for beaconing transmissions in paragraph

6.2.3 may be tested using the following method as shown in Figure 7.3 below.
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Figure 7.3. Inspection of Cluster beacon timing and channel information provided in
a Network beacon.

In Figure 7.3, the information about the cluster beacon timing and channel can be seen
from a Network beacon IE included in any Network beacon message. The “Next cluster
channel” field indicates the used channel frequency for the next cluster beacon with 13
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bits as an absolute channel frequency number [30]. The timing is indicated in the “Time

to next” field in microseconds as a 32-bit value.

As in the example seen in Figure 7.3, by setting the timing of the inspected network
beacon message as a time reference, the cluster beacon message can be seen trans-
mitted after 4354 074 pus. The time indicated in the network beacon message is
4 354 081 ps, thus showing 7 us error, but which is in the allowed timing accuracy of
+10 ppm (+43.5 ps) [30]. The Figure 7.3 also shows that the cluster beacon message is
transmitted on the indicated radio channel (1677 being the 11" radio channel for DECT-
2020 NR in band 1).

7.2.2 Association procedure; Association response

The association procedure is an initial message exchange procedure that two RDs per-
form to set up unicast data exchange. Since both RDs have the same implementation,
both the FT and PT mode behaviour could be checked using the same packet capture.
In the simulation of two RDs, the IUT in FT mode has ID 1, while the IUT in PT mode has
ID 2.
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Figure 7.4. Inspection of association procedure between two simulated RDs.

In Figure 7.4, the IUT in PT mode can be seen to initiate the association procedure au-
tomatically towards the IUT in FT mode by sending an association request. The IUT in
FT mode receives the request and transmits a response message as required, fulfilling
a test purpose defined in an earlier chapter. The packet capture can be used for thorough

checking of the requirements such as:

- Static requirements: Having the mandatory headers and IEs in both request and

response messages.

- Dynamic timing requirements: Transmitting the response in the response window

according to the signalled configuration.

- Dynamic requirements: Following transmissions are transmitted according to the

capabilities of the RDs, etc.
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Defining a verdict for a single test purpose in the test specification may require checking
the contents of multiple different messages, since the requirements commonly depend
on the signalled configurations, especially for tests focusing on the operation of an RD

in PT mode.

7.2.3 Random access procedures; Random access response

After a successful association, the IUT in PT mode is configured to transmit uplink data
packets to the IUT in FT mode once every 10 seconds once it has acquired a route to
the sink, i.e., associated with an RD in FT mode. The data is transmitted with the header
format 000 which requires HARQ feedback from the receiver. Figure 7.5 below shows a

couple of unicast transmission occurrences titled as “uplink message”.
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Figure 7.5. Inspection of random-access transmission and response between two
simulated RDs.
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Many requirements may be checked from the message exchange, one being the re-

sponse transmission timing such that it occurs as signalled by the IUT in FT mode.

To verify whether the random-access response was done with correct timing, the position
of the random-access response window needs to be calculated from the provided infor-
mation. The DECT _Delay field included in the random-access resource |E defines how
the beginning of the response window is calculated. When the DECT_Delay field is set

to 1 the beginning of the response window is calculated as [18]:
n+ HARQ _delay + 1,

where n is the sub-slot where the RACH transmission ended, i.e., the packet length,
HARQ _delay is the HARQ processing delay indicated in RD Capability IE during associ-
ation in a previous message. The length of the response window is indicated in the Ran-
dom-Access Resource IE of a cluster beacon message. This indicates the actual length

of the response window minus one, e.g., (0 = 1 sub-slot).

For the simulation example, the DECT _Delay field is set to 1, and the values defining the
beginning of the response window are: n = 3, HARQ_delay = 2, response_window =

3, thus making the response window begin after:
3+ 2+ 1 = 6 sub-slots

Thus, the response must be transmitted within the sub-slots 7 to 10, relative to the be-
ginning of the transmission. When using the lowest DECT-2020 NR numerology, i.e.,
having 2 sub-slots per slot, the response should be received between 1.250 ms and
2.083 ms.

The packet capture in Figure 7.5 shows the relative timing of the transmission—-response
pairs of two simulated RDs, and the response can be seen to be transmitted after 1.65 ms
following the random-access transmission. This could thus be used to verify that the IUT

is able to correctly indicate and respond with the correct timing.

7.3 Protocol conformance testing using physical test setups

For physical test setups where actual radio equipment is used, the target of testing is
called the EUT. Some conformance requirements require the EUT to behave in a way
that is not possible to be detected via any message contents but rather by observing the
RDs behaviour on a physical radio channel using a spectrum analyser as the lower
tester. Such behaviours are the result of the EUT conducting measurements on the RF

spectrum.
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The spectrum management procedures defined in the MAC layer specification [18]
mostly rely on the received information acquired from a background scan, RSSI-1 meas-
urement in this case, meaning any power detected on the measured frequency channel.
Procedures measuring the link quality between another RD rely on the RSSI-2 measure-

ment which indicates the strength of a successfully received signal.

Conducting conformance testing using a physical test setup requires a lot of fine-tuning
the setup to be able to identify which transmissions belong to which RD. Additionally,
many test purposes require their own unique setups, for which setting them up will con-

sume a lot of time.

To demonstrate this, two setups are built to test the LBT, RD selection, and the mobility

procedure.

7.3.1 Listen Before Talk (LBT)

Before any transmission to random-access resources, an RD needs to perform an LBT
procedure [18]. The RD should measure the channel right before initiating transmission
and decide whether the channel is free for transmission. If the channel is measured as
busy, the RD retains from transmitting to the channel and performs the LBT again after
a random time referred to as backoff. This is repeated until the EUT finds a free slot for

its transmissions.

This paragraph describes a possible test implementation for the test purposes (1) and

(2) defined in paragraph 6.3.4.

The LBT operation may be tested using a physical test setup, where the EUT can con-
nect to an RD operating as a sink and is able to be interfered using a noise signal. The
setup is similar to the harmonised standard test setup shown in Figure 5.1, except the

roles of the RDs are reversed.
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Spectrum |, | Bi-directional | |__ — %
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Figure 7.6. Test setup used for testing the LBT protocol.
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In the test setup, the EUT is set to periodically transmit to the RD in FT mode by the
upper tester/ test application. The signal generator (a lower tester) is used to produce

interference which should force the EUT to retain from its transmissions.

The acquired spectrum analyser trace for defining the test verdict is shown in Figure 7.7

below.
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Figure 7.7. Spectrum analyser trace for testing LBT protocol.

In Figure 7.7, the highest power spikes depict the unicast transmissions the EUT is trans-
mitting to the RD in FT mode. The other power spikes are transmissions from the RD in
FT mode, the second highest being the cluster beacon messages and the lower ones

are network beacon messages leaking from another channel.

The power levels seen in the spectrum analyser trace in Figure 7.7 do not indicate the
actual power levels of the transmissions. The factors affecting the shown power level in

the traces are explained in paragraph 5.2.2.

The applied interference can be seen as an increase of the noise floor, after which the
EUT considers the channel as busy and retains from transmitting. When the interference
is removed, the EUT measures the channel to be free and is again allowed to transmit

to the RACH resources.

The behaviour seen in the Figure 7.7 would indicate a passing verdict for the test case.
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7.3.2 RD selection for association

When an RD initiates the operation in PT mode, it should associate with an RD in FT
mode which has the best route to sink. The requirements or suggestions are defined in
the MAC layer specification. The related test purposes defined in this thesis are defined

in paragraph 6.3.2.

The test setup includes two RDs operating as sinks to which the EUT may initiate asso-
ciation. By having a physically conducted test setup, the signal paths between RDs can

be varied during the test.

To test the RD selection procedure, the setup show in Figure 7.8 is used.
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Figure 7.8. Physical test setup for testing RD selection and mobility procedures.

In the setup, the path from one sink is better than the other when the variable attenuator
is set to 0 dB, thus it should prefer the RD FT which provides a better RSSI-2 value since
both RDs are sinks and should have identical route costs. The RD selection may be
repeated by setting the variable attenuator attenuation to higher than 10 dB, which would

make the other sink a better option for the EUT.

To verify the RD selection, the EUT is configured to periodically transmit data packets to
the sink. The packets are identified by monitoring the random-access channels of the
RDs in FT mode with a spectrum analyser. It is again important to note that the powers
seen at the EUT input differ from the levels seen at the spectrum analyser input, but the

relative level between the power levels of the sinks remains the same.

The Figure 7.9 shows the network channel where both sinks are transmitting their net-
work beacons. Since the network and cluster beacons are transmitted using the same
transmission power, the power level of the network beacons can be used to identify their

respective cluster beacons on another channel, and thus their operating channel.
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Figure 7.9. The network beaconing of both sinks occurs on the same network chan-
nel.

The Figure 7.9 shows the network beacons of both RDs operating as sinks. The 10 dB
power difference caused by the attenuator towards the spectrum analyser can be clearly
noticed, and thus the power levels can be associated with the sink devices and their
cluster beacon transmissions. The higher power spikes indicating ~ — 40 dBm in Figure
7.9 can be associated with the RD named “1%t FT sink” in Figure 7.8, and the lower ones
indicating ~ — 50 dBm with the RD named “2™ FT sink”.

The Figure 7.10 below shows a cluster beacon transmission on channel 1663. This can
be identified as a cluster beacon since it is transmitted only once per the cluster beacon
period of the EUTs.
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Channel 1663
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Figure 7.10. Cluster beacon transmitted on the operating channel of the “2"* FT
Sink’.
The power spike in Figure 7.10 can be identified to belong to the RD named “2" FT sink”
in Figure 7.8, since the power level matches the power of its network beacon as stated
above. Thus, the spectrum trace in Figure 7.10 shows the operating channel of the sink
having the higher path loss. The observed channel shows no transmissions on it by the

EUT, instead, some leakage from other channels can be seen.
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Figure 7.11. Transmissions of the EUT and cluster beaconing of the “1°' FT sink” on
its operating channel.
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The Figure 7.11 shows periodic transmissions on channel 1667. This channel can be
identified to be the operating channel of the “1%t FT sink” from the power level of the
highest power spike, i.e., the cluster beacon. The periodic transmissions occurring at 1-
second intervals are caused by the EUT transmitting to the channel resources an-
nounced by the 1% sink. This suggests that the EUT has chosen the RD in FT mode

which provides a better link quality.

7.3.3 Mobility procedure

This paragraph tests the mobility procedure of an RD. The test purposes are defined in

paragraph 6.3.6.

By continuing from the RD selection test defined in paragraph 7.3.2 above and setting
the variable attenuator such that the currently associated RD in FT mode has at least
RELATIVE_QUALITY [18] more attenuation than the other one, the EUT should consider
changing the associated RD FT due to mobility. The values for RELATIVE_QUALITY range
from 0 dB to 9 dB with 3 dB steps [18]. The procedure may be tested by observing the
operating channel where the sink having the initially weaker path is transmitting its cluster

beacons.

After increasing the attenuation of the variable attenuator from 0 dB to 20 dB, thus making
the other channel 10 dB better, the EUT eventually changed the associated RD due to
mobility after a few minutes. The MAC specification itself does not specify any time re-
quirement related to this procedure. A spectrum analyser trace from the new stronger

channel is shown below.
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Channel 1663 (After mobility)
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Figure 7.12. EUT transmissions observed on the operating channel of “1°' FT sink”
after increasing the attenuation for “2" FT sink”.

Figure 7.12 shows that the periodic EUT transmissions are occurring on the channel
which initially provided the weaker beacon strength (~ — 50 dBm) after the RD selection
tests shown in paragraph 7.3.2. Power spikes in Figure 7.12 occurring at 1-second inter-
vals again depict the EUT transmissions, and the highest power spike depicts the cluster

beacon transmission of the “1st FT sink” occurring once every 8 seconds.

The EUT can thus be considered to perform the mobility procedure when expected.
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8. CONCLUSION

This thesis provided a look at the world of standardisation in the form of protocol testing,
what testing specifications consist of and possible ways of testing protocol implementa-

tions in practice against requirements defined both in core specifications and regulations.

The radio technology for which the testing in this thesis was targeted was a recently
published DECT-2020 NR standard designed for ultra-low latency and massive scalabil-
ity in non-cellular networks. The technology allowed equal devices to communicate di-
rectly with each other while being able to operate either as the local coordinator or as

the one being coordinated, enabling the possibility for mesh networks.

A harmonised standard for DECT-2020 NR had been published by ETSI to harmonise
the testing methodology for a product implementing the DECT-2020 NR to reach regu-
latory compliance within the EU. This thesis used the methodology for testing channel
access of aradio device implementing the forementioned technology in a random-access
manner. Although the harmonised standard provided many other test methods as well,
only the test methods related to functionalities controlled by the MAC protocol layer were

in the scope of this thesis.

The goal of the harmonised standard and the related radio equipment directive require-
ment was to aim for efficient use of the radio spectrum and avoid interfering other users.
This was reached in the channel access tests by the EUT in FT mode choosing its oper-
ating channel from a set of free channels and ensuring that when operating in PT mode,
it correctly follows the instructions and only uses those resources which the device in FT
mode coordinates. The tests required the EUT to stop using the spectrum when the co-

ordinating device instructed so or was not able to instruct the EUT device.

These tests were conducted on a physical test setup against an actual product imple-
mentation and results indicating a conforming implementation were achieved. It was no-
ticed that the methods described in the harmonised standard could be implemented with
ease, assuming the test personnel has a certain degree of understanding about RF
equipment and their capabilities, although requiring some tweaking of the reference

setup and the parameterisation defined in the harmonised standard.

The latter part of the thesis introduced a set of new abstract test purposes. The test
purposes were defined for functionalities that could be observed in any ordinary commu-
nication between two RDs using DECT-2020 NR. Thus, by having an implementation

which achieves a positive verdict from the defined test purposes, the system would be
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capable of basic data exchange. The test purposes were abstract test descriptions, of
how the protocol should behave in specific scenarios. These test purposes were derived
from the conformance requirements of the core specification. For defining the tests, the
standard needed to be carefully studied and its procedures understood on a detailed

level to be able to identify the need for test purposes.

The test purposes were written using the ETSI standardised TPLan notation; however,
it was not possible to define all the tests with the limited set of keywords which this no-
tation offers, especially for functionalities not involving an observable semantic action,

thus a freer wording was used for those.

This thesis additionally provided two example methods how these test purposes could
be conducted without having any dedicated tester equipment: by using simulations, and

physical test setups.

Due to the automatic operation of the DECT-2020 NR implementation, the behaviour for
some of the basic interconnectivity functionalities could be observed by extracting a
packet capture from a system simulation which included all transmitted packets during
the simulation. The packet captures were parsed and analysed using the Wireshark
packet analyser software, with a custom DECT-2020 NR parser plugin. The packet cap-
tures provided a possibility to inspect the message exchanges between simulated RDs
on a bit level. This made it possible to manually compare the protocol behaviour against

the conformance requirements.

The test examples using a physical setup and verifying them manually by observing spe-
cific patterns in the captured spectrum analyser traces proved to be a possible option for
conducting conformance testing, although it was much more laborious than using simu-

lations, just because the need to tweak the physical setup for every test.

The verdicts for these tests need to be defined based on the spectrum analyser traces,
which relied a lot on knowing the configuration of the EUT, and how the test setup had
an effect on the traces. Conformance testing using equipment such as signal generators
and spectrum analysers proved to mainly be usable when the test method included
checking whether a radio device is transmitting on a channel or not. This is a common
aspect that could be noticed in both the harmonised standard testing and in the physical

setup testing chapters of this thesis.

All in all, when defining a new radiocommunication standard, the standardisation work
should also include the creation of testing specifications. The benefit of having standard-
ised testing specifications can be considered to be that they are publicly available, readily

made, and when defined well, they provide only a limited set of abstract tests can be
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used to assess conformity with the related standard such that an implementation will
interwork with others also passing the same tests. The abstractness of the test definitions

give room for manufacturers to implement the testing in a way that suits them the best.

The same benefits also apply to the harmonised standard tests, but with the difference
of having specific test implementation requirements and resulting in a legal implementa-

tion.

Future considerations

As a future consideration, the harmonised standard tests could be automatised to have
a rapid method for testing compliance whenever the software implementing the protocol
is updated, while also preparing for the test implementation of the scheduled access

tests also defined in the harmonised standard.

For the test purposes, the development work of the MAC layer tests will continue to cover
the remaining procedures. To make a complete set of test definitions for the standard,
conformance testing specifications need to include test purposes for all other protocol
layers as well and have test suites developed for them. With new releases of the stand-
ard and profiles, the conformance specifications also need to be maintained to match

their requirements.
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